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ABSTRACT

The provable security paradigm is an important tool to show security of cryptographic
primitives. Here, security follows from showing that an adversary cannot break a scheme
with respect to some security notion. Standard security notions, however, often do not
cover scenarios that might happen in practice. Examples are side-channel leakage as well
as usage of keys and random coins that are somehow related. Another setting that often
is not considered is security with respect to adversaries that have quantum computing
power.

In this thesis we study security of schemes in advanced security notions; these notions
model more sophisticated attacks which can happen when using such schemes. We develop
new advanced security notions, analyse existing primitives with respect to these, and
construct primitives that achieve such advanced security notions.

The first part of this thesis focuses on security outside the black-box model. Here, we
develop a generic blueprint for a leakage-resilient authenticated encryption scheme from
leakage-resilient functions. We then provide an instantiation entirely built from sponges.
Furthermore, we provide security notions for related-key attacks against authenticated
encryption schemes and analyse generic constructions with respect to these. Finally, we
study the security of public key encryption schemes in case of reused random coins; we
prove a simplification of the security notion which was already claimed yet backed up by
a proof which was later identified as flawed.

The second part focuses on security against the glooming threat of quantum computers.
First, we provide positive results for the post-quantum security of several primitives. We
develop a lifting theorem for public key encryption schemes from classical proofs in the
random oracle model to post-quantum proofs in the quantum random oracle model. We
further show post-quantum security of the sponge-based authenticated encryption scheme
developed in the first part, a generic construction for deterministic wallets, and Yao’s
garbled circuits. Second, we develop a quantum security notion for public key encryption
schemes which allows for a quantum challenge phase; we provide both positive and negative
results with respect to this security notion.
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CHAPTER 1
INTRODUCTION

Historically, cryptography was used to ensure the confidentiality of messages between two
communicating parties. Famous examples are the Caesar cipher as well as the Vigenere
cipher. In our modern world, cryptography is ubiquitously deployed and confidentiality
is still a goal achieved by means of both asymmetric and symmetric encryption. In addi-
tion, cryptography is used nowadays for much more security goals and new cryptographic
primitives were developed to meet these. Message authentication codes, for instance, en-
sure the authenticity and integrity of a message sent from Alice to Bob. Authenticated
encryption schemes simultaneously achieve confidentiality, authenticity, and integrity of
messages communicated between two parties. Digital signatures also achieve authenticity
and integrity of a sent message but allow everyone to verify it—in contrast to message
authentication codes which allow only the recipient to verify this. Zero-knowledge proofs
allow Alice to prove knowledge of some secret information to Bob without revealing any-
thing about this secret information. By means of multi-party computation, two' or more
parties, holding different input values, can jointly evaluate a function on these inputs
without revealing the individual inputs to the others. A crucial tool for multi-party com-
putation is oblivious transfer which, in the simplest form, allows Alice to obliviously send
one out of two messages to Bob, based on a bit known by Bob.

Security is fundamental for cryptographic primitives. This means that an adversary
should not be able to break the cryptographic primitive, where a break has to be specified
for the concrete scenario. For encryption schemes, for instance, a break is typically the
ability to distinguish to which message a ciphertext belongs, whereas for message authen-
tication codes it is the ability to forge a valid tag. While early design attempts were based
on proposing schemes and intuitive arguments as for why they should be secure, mod-
ern cryptography typically relies on a paradigm called provable security. Here the goal
is to show that under certain assumptions—Ilike the intractability of some mathematical
problem—the primitive is secure, i.e., an adversary cannot break it. The provable security
paradigm provides a clearer formalism and is less error-prone than intuitive arguments

'In the literature the case of two parties is called secure two-party computation (STPC).
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regarding security. However, the provable security paradigm is by no means free of mis-
takes, a prominent example is the security of OCB2 [Rog04a]. This scheme was backed up
by a security proof and considered secure for more than a decade. Inoue and Minematsu
identified a gap in the proof and showed an attack which breaks the authenticity of the
scheme [IM18]. The attack was quickly extended to break confidentiality [Pocl8] and to
an attack allowing to recover plaintexts [[wal8].2

To formalise what is considered a break, security in a cryptographic sense is typically
defined in form of a security notion. Such notions grant an adversary certain powers,
also referred to as the attack model—something that an adversary is expected to be able
to do in the real world—and a goal—which describes what is considered a break of the
primitive. A basic security notion for public key encryption schemes is called ciphertext
indistinguishability under chosen plaintext attacks (IND-CPA), where IND corresponds
to the goal while CPA corresponds to the attack model. Here, the adversary, henceforth
also referred to as Eve, gets the public key. This corresponds to the power that the
adversary can encrypt arbitrary messages of her choice. As the name suggests, this key
is public so it is reasonable that the adversary knows the key. The goal of the adversary
Eve is to distinguish whether a ciphertext ¢ is the encryption of a message mgy or a
message mp, where both mg and m; are chosen by Eve. The reason for letting Eve
choose the messages is twofold. First, it reflects prior knowledge that Eve has about
the communication between Alice and Bob. For instance, if Alice would send either an
encryption of “Yes” or an encryption of “No” to Bob. Second, it guarantees security even
in the worst-case scenario. One can think of an encryption scheme for which ciphertexts
of certain messages exhibit a special structure, which easily distinguishes them from other
ciphertexts. This scheme would not be secure as there exists an adversary that picks these
easy-to-distinguish messages which allows to determine the message that was encrypted.

A security proof then shows, under certain assumptions, that no efficient® adversary
exists that can break the primitive according to that particular security notion. A com-
mon technique to show this is by means of a reduction®. A reduction is an algorithm that
transforms an adversary, which breaks a primitive with respect to some security notion,
into an algorithm that efficiently solves some mathematical problem or hardness assump-
tion. Then, by the assumption that the mathematical problem is intractable to solve, this
rules out the existence of the hypothetical adversary breaking the primitive.

However, a security proof only guarantees security against adversaries in the concrete
model; it does not reveal anything about adversaries outside this model. Coming back to
the example of IND-CPA this means for instance that an IND-CPA-secure scheme might
be completely broken if the adversary can somehow obtain the decryption of ciphertexts.’
In the real world, Eve could simply pick a ciphertext ¢ and send it to Bob. Based on Bobs
behaviour she can learn what the message was. A simple scenario [[KL20] is an e-mail
communication where Eve sends a message in an encrypted form to Bob whose response

2These results were later published jointly in [IIMP19].

3Efficiency turns out to be crucial here as brute-force attacks are always possible. However, breaking a
scheme after, say, thousands of years is typically not considered a security problem.

“Note that other proof techniques exist [Lin17, Can01].

5In fact, most schemes are broken if the adversary can obtain the decryption of ciphertexts. Security is
then achieved via generic transformations that enhance the scheme by using additional primitives.



will quote the message. By sending an arbitrary ciphertext, Bob will effectively act as a
decryption oracle for Eve. To cover this stronger setting, the security notion ciphertext
indistinguishability against chosen ciphertext attacks (IND-CCA) was developed. It is
similar to IND-CPA as it shares the same goal (IND) but the stronger attack model
(CCA) that grants Eve additionally access to a decryption oracle which decrypts arbitrary
ciphertexts® for her.

The above notions, both IND-CPA and IND-CCA, implicitly assume that Eve interacts
in a black-box manner with the primitive, i.e., she only gets access to the input/output
behaviour but not to the internal workings. This assumption can cease to hold in practice.
In case of a simple implementation of the RSA encryption scheme, the runtime during
decryption depends on the secret key; for each bit that is 0, an exponentiation is performed
while for each bit that is 1, an exponentiation as well as a multiplication is performed.
Kocher [Koc96] showed that measuring the runtime allows to derive information about
the secret key. Even though the scheme might be secure in a black-box setting”, it can
easily be attacked in practice via such side-channel attacks unless proper countermeasures
are deployed. Another implicit assumption is that good randomness is available as the
challenge ciphertexts are generated using fresh random coins per encryption. Ristenpart
and Yilek [RY10] showed that this can also fail in practice. Precisely, they show that
snapshots of virtual machines can be exploited to reuse random coins. Since the random
coins are derived from the current state of the machine, e.g., the current state of the
RAM, a snapshot of this state would derive the same random coins. A proof with respect
to either IND-CPA or IND-CCA, again, does not reveal anything about the security when
an adversary can force the reuse of random coins.

Another point is the computational power of the adversary. Adversaries with access to a
quantum computer can leverage Shor’s algorithm [Sho94] to break public key cryptography
based on number-theoretic assumptions such as RSA. This requires a transition to post-
quantum cryptography—primitives that can be executed on classical computers and are
based on problems that are assumed to withstand quantum attackers. Again, security
notions and security proofs that do not cover the additional quantum power of an adversary
will cease to be relevant once large-scale quantum computers exist. The most prominent
example are security notions in the random oracle model (ROM) [BR93]. This model
idealises primitives like hash functions in order to facilitate a security proof. About a
decade ago, Boneh et al. [BDF"11] showed that the random oracle model is inadequate
when considering adversaries with quantum computing power and advocated the stronger
model called quantum random oracle model (QROM). This model grants the adversary
quantum access to random oracles, which is justified by the simple observation that hash
functions—which are replaced by random oracles in the proof—are public. Hence, a
quantum adversary can implement and evaluate it on its quantum computer. Despite
this, primitives are still often only analysed in the ROM which would only ensure security
if the adversary refrains from using its quantum computing power with respect to the

5This notion requires the obvious restriction that Eve must not simply ask for a decryption of the
challenge ciphertext which turns out to have subtle difficulties that go way beyond the scope of this
motivation [BHK15].

"Note that, unlike the Rabin encryption scheme [Rab79], the RSA encryption scheme is not backed up
by a security proof.
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hash function, an assumption that is not realistic. Another problem might occur when
the adversary gets quantum access to the primitive. While this is currently considered
more of a theoretic threat, it is ill-advised to simply ignore this. The simple reason is
that it is currently not clear how exactly quantum computers will affect cryptography,
in particular, what types of attacks are possible; attacks that might seem artificial or
unrealistic nowadays might turn out to be realistic in the future.

This thesis focuses on advanced security notions that model more sophisticated attacks
that can happen in practice. We develop new advanced security notions, analyse exist-
ing primitives with respect to these, and construct primitives that achieve such advanced
security notions.

1.1 Roadmap and Contribution
Below we provide a roadmap of this thesis.

Chapter 2 (Background): This chapter provides the necessary background for the work.
We recall existing security notions, cryptographic primitives, and results.

Part | (Security in Hostile Environments): The first part addresses security outside the
black-box model and it consists of two chapters. The former considers the setting
of leakage-resilient cryptography which models side-channel leakage while the latter
considers misuse security of encryption schemes as a result of related-key attacks
and related-randomness attacks.

Chapter 3 (Leakage-Resilient Cryptography): In this chapter, we develop a generic
blueprint for leakage-resilient AEAD schemes which we call the FGHF’ con-
struction. It constructs an authenticated encryption scheme with associated
data (AEAD) from two fixed-input length functions F and F' as well as a
pseudorandom generator G and a vector hash function . We show that leak-
age resilience of the AEAD scheme reduces to the leakage resilience of the
functions F and F’. We further provide SLAE, an instantiation of the FGHF’
construction entirely based on sponges. It consists of a fixed-input length func-
tion SLFUNC which is used to instantiate F and F’, a pseudorandom generator
SPRG to instantiate G, and a vector hash function SVHASH to instantiate H.

The results presented in Section 3.1 and Section 3.2 are based on a paper
that appeared at ASTACRYPT’19 [DJS19]. They are joint work together
with Jean Paul Degabriele and Christian Janson, except for Theorem 3.2.1
and Theorem 3.2.2 which were contributed by Jean Paul Degabriele. The im-
provements of the FGHF' construction, presented in Section 3.3, appeared at
COSADE’20 [KS20b]. They were developed in joint work with Juliane Kramer,
where I contributed the idea for the project.

Chapter 4 (Misuse Security): In this chapter, we develop security notions for au-
thenticated encryption schemes against related-key attacks and analyse generic



1.1 Roadmap and Contribution

constructions for authenticated encryption schemes with respect to these no-
tions, giving both positive and negative results. We further analyse the encryp-
tion scheme and message authentication code underlying the FGHF’ construc-
tion and show that its related-key attack security reduces to the related-key
attack security of the underlying functions. This part is based on research that
I conducted together with Sebastian Faust, Juliane Kramer, and Maximilian
Orlt which is currently under submission [FKOS22]. The initial project idea to
study the related-key attack security of authenticated encryption schemes was
contributed by me.

Furthermore, we show that security notions for resetting attacks, a specific
case of related-randomness attacks, can be simplified to a single challenge as
is typical for security notions considering public key encryption. This simpli-
fication was already claimed to hold for resetting attacks, however, the proof
was later identified to be flawed. We show an inherent problem of the flawed
proof and give a different proof to nevertheless confirm the claim. Addition-
ally, we show the strength of resetting attacks by defining a class of public
key encryption schemes that is vulnerable against these attacks and show that
several real-world schemes lie in this class. These results were published at
INDOCRYPT’20 [KKS20c] which I co-authored together with Juliane Krédmer.
The idea for the project was contributed by me.

Part Il (Security against Quantum Attacks): The second part addresses security against
the glooming threat of quantum computers. It consists of two chapters. The for-
mer addresses the scenario of post-quantum security where adversaries have local
quantum computing power. The latter addresses the stronger scenario of quantum
security where adversaries get quantum access to the cryptographic primitives.

Chapter 5 (Post-Quantum Security): In this chapter, we develop a lifting theorem
for post-quantum security of public key encryption schemes based on random
oracles. We use this lifting theorem to prove several public key encryption
schemes secure in the QROM which so far were only proven secure in the ROM.
The results are based on a paper that appeared at PQCrypto’20 [KS20a], which
I developed jointly with Juliane Kramer.

We further show that the post-quantum security of the generic FGHF' con-
struction, developed in Chapter 3, boils down to the post-quantum security of
the underlying components. We then prove that the sponge-based instantia-
tions are post-quantum secure, which yields the post-quantum security of the
authenticated encryption scheme SLAE. These results are based on joint re-
search with Christian Janson that is currently under submission [JS22], where
the initial idea was contributed by me.

Finally, we provide a post-quantum security proof for a generic construction
of deterministic wallets and show that Yao’s garbled circuits are post-quantum
secure if the underlying building blocks are. The former is based on a paper
that appeared at CCS’20 [ADE"20] which is based on a collaboration with
Nabil Alkailani Alkadri, Poulami Das, Andreas Erwig, Sebastian Faust, Juliane
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Kramer, and Siavash Riahi. The latter is based on a paper that appeared at
ACNS’20 [BDK™20] which was joint work with Niklas Biischer, Daniel Demm-
ler, Nikolaos P. Karvelas, Stefan Katzenbeisser, Juliane Kramer, Deevashwer
Rathee, and Thomas Schneider. For both works, the results presented here
were contributed by Juliane Kramer and me.

Chapter 6 (Quantum Security): In this chapter, we develop a quantum security
notion for public key encryption schemes which allows for a quantum indistin-
guishability phase. This solves definitional issues identified nine years ago by
Boneh and Zhandry. We further provide positive and negative results for public
key encryption schemes with respect to this notion and initiate the study of clas-
sifying public key encryption schemes in view of applicability of the quantum
security notion.

The results are based on research that appeared at PQCrypto’21 [GKS21] which
I co-authored together with Tommaso Gagliardoni and Juliane Krédmer. The
idea for this project was contributed by me.

Chapter 7 (Conclusion): This chapter concludes the thesis and gives an outlook for fur-
ther research directions.
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BACKGROUND
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In this section we give the necessary background for this thesis. We start with the notation
and the definition of cryptographic primitives in Section 2.1 and Section 2.2, respectively.
The background for leakage-resilient cryptography is given in Section 2.3. Section 2.4
covers the background related-key attacks while the background for related-randomness
attacks is given in Section 2.5. Finally, Section 2.6 covers the background on quantum-
resistant cryptography.

2.1 Notation

For an integer k, we write [k] for the set {1,...,k}. Let X be a bit string and y be an
integer, then [ XY denotes the leftmost y bits of X; similarly, | X |,, denotes the rightmost y
bits of X. The empty string is denoted as €. We write z < y to denote that z is assigned
to be y. For a set S, we write © < s S to denote that an element from S is chosen at
random and assigned to x. We further abbreviate S <— SU {s} by S <—us. For sets X
and Y, the set of all function from set of functions from X' to ) is denoted by Func(X,Y)
as well as Y. When considering keyed functions from X to ), with key space K, we write
Func(IC, X, )).



2 Background

We use game-based proofs [BR06, Sho04], where an adversary, typically denoted as A,
plays a game. Unless mentioned otherwise, adversaries are considered to be efficient algo-
rithms, where efficient means polynomial-time in the security parameter. For adversaries
that can query oracles, it is understood that the number of queries are polynomial in the
security parameter. For a game G and an adversary A, we write GA = y if the game
outputs y when played by A. In our case, the game output will either be 1 or 0, indicating
whether the adversary has won or lost the game. Analogously, we write A® = ¥ to denote
that A outputs y when playing game G. We mainly use distinguishing games in which the
adversary has to guess a randomly chosen bit b. To scale the advantage of an adversary A
to the interval from 0 to 1, its advantage in a distinguishing game G is defined as

AdvC(A) =2 Pr[G* = 1] - 1] .
Reformulation to adversarial advantage yields
Adv®(A) = 2 Pr[G* = 1] — 1
=[2(Pr[G* = 1nb=0]+Pr[G*' = 1nb=1]) — 1]
= [2(Pr[G* = 1|b=0]Pr[b=0] + Pr[G* = 1|b=1]Pr]b=1]) — 1]
=[Pr[GA = 1[b=0]+Pr[G* = 1|b=1] — 1]
Pr[AS = 0[b = 0] + Pr[A° :>1|b:1]—1‘

:}Pr[AGéO]b:O]fPr[AG:>0|b:1]‘ .
Analogously, we get
Adve(A) = [2 Pr[G* = 1] — 1|
=2(Pr[6G*=1nb=1]+Pr[G*=1Nb=0]) — 1
= |2 (Pr[G* = 1|b=1]Pr[b=1] + Pr[G* = 1|b = 0] Pr[b = 0]) — 1|
= |Pr[GA = 1|b=1]+Pr[G* = 1|b=0] — 1|
Pr[AG:>1]b:1]+Pr[AG:>0|b:0]—1‘

Pr[AG:>1]b:1]—Pr[.AG:>1|b:0]‘.

Hence we bound the advantage by bounding the difference of the adversary in outputting
a bit (either 1 or 0) for the two possible cases of the secret bit b.

2.2 Primitives
We recall the definition of several cryptographic primitives and basic security notions.

2.2.1 Message Authentication Codes

A message authentication code (MAC) is a symmetric primitive allowing two parties,
which share a secret key K, to send authenticated messages to one another. It consists
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of a tagging algorithm to generate a tag for a message and a verification algorithm which
verifies if a tag belongs to a message or not.

Definition 2.2.1. A message authentication code MAC = (Tag, Ver) is a pair of efficient
algorithms associated with key space K and domain space X such that:

e The deterministic tagging algorithm Tag: I x X — {0,1}7 takes as input a key K
and an element X. It returns a tag T of size {0,1}7.

e The deterministic verification algorithm Ver: K x X x{0,1}" — {0, 1} takes as input
a key K, an element X, and a tag T and outputs 1 indicating that the input is valid,
or otherwise 0.

We say that a MAC scheme is correct, if for all K € K and any admissible input X € X,
it holds that Ver(K, X, Tag(K, X)) = 1.

A typical approach for MACs are canonical MACs. These are MACs where the verifi-
cation algorithm recomputes the tag for the message and accepts if it equals the given tag
and rejects otherwise.

The standard security notion for MACs is strong unforgeability under chosen message
attacks (SUF-CMA). Intuitively, it means that an adversary, after seeing tags on messages
of its choice, can not forge a tag—mnot even forge a different tag for a message for which it
has already seen a tag. Below we formally define SUF-CMA security for a MAC.

Definition 2.2.2. Let MAC be a message authentication code. We define the SUF-CMA
advantage of an adversary A making at most qr queries to its tag oracle and qpr many
queries to its forge oracle as

AdvIPFEMA(A) .= Pr[SUFCMAA = 1],

where the respective game s depicted in Figure 2.1.

Game SUF-CMA  oracle Tag(K,X) oracle Forge(K,X,T)

K +sK T + Tag(K, X) if (X,T)eS

S« 0 S +u(X,T) return |

win < 0 return T V « Ver(K,X,T)

ATa8(K,),Forge(K.-,) ifvVv=T

return win win 1
return V

Figure 2.1: Security game SUFCMA.

A weaker variant of SUF-CMA is existential unforgeability under chosen message attack
(EUF-CMA) which requires a forged tag for a message the adversary has not received a
tag for. In case of deterministic MACs—where every message has a unique tag—the two
notions are, in fact, equivalent.
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2.2.2 Symmetric Encryption

We specify encryption schemes as deterministic algorithms using an initialization vector
to randomise ciphertexts. We generally consider the case where the initialization vector
is a nonce, i.e., it never repeats, for instance, by using a counter. Nonce-based encryption
was formalised by Rogaway [Rog04b], but already appeared earlier [Rog02, RBBKO1].

Definition 2.2.3. A symmetric (key) encryption scheme SE = (Enc,Dec) is a pair of
efficient algorithms such that:

e The deterministic encryption algorithm Enc: K x N'x M — C takes as input a key
K, a nonce N, and a message M. It outputs a ciphertext C.

e The deterministic decryption algorithm Dec: K x N x C — M takes as input a key
K, a nonce N, and a ciphertext C' and outputs a message M.

The typical security notion for symmetric encryption schemes is ciphertext indistin-
guishability under chosen plaintext attacks (IND-CPA). This notion grants the adversary
access to an oracle which can be queried on two messages and encrypts either the left or
the right message. The goal of the adversary is to determine which of the messages was
encrypted.

Definition 2.2.4 (IND-CPA Security). Let SE = (Enc,Dec) be a symmetric encryption
scheme and the game INDCPA be as defined in Figure 2.2. For any nonce-respecting
adversary A, its corresponding IND-CPA advantage is given by

Adv{iPPA(A) == |2 Pr[INDCPA* = 1] — 1 .

Game INDCPA oracle LR-Enc(N, My, M) oracle Enc(N, M)

b+s{0,1} C + Enc(K, N, My) C <« Enc(K,N, M)
K +sK return C return C

b/ — ALR—Enc,EnC()

return (b’ = b)

Figure 2.2: Security game INDCPA.

The above notion is of the form left-or-right which allows the adversary to specify two
messages. Another variant of the notion is real-or-random in which the adversary only
queries one message and the oracle either encrypts this message or a message picked
uniformly at random. Equivalence between these variants is shown in [BDJR97]. There
is also the stronger notion [RBBKO01] which we will call real-or-ideal. In this notion the
adversary still only queries one message but instead of encrypting a random message, as
done in the real-or-random case, the oracle will return a random bit string of appropriate
length. While this variant is strictly stronger than the other two®, they are all considered
sufficient for practice.

8A simple separation is an encryption scheme where every ciphertext has some dummy bit prepended
which is 0. Whenever the adversary receives a ciphertext starting with a 1, it immediately knows that
it is a random bit string rather than the encryption of the queried message.

10
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2.2.3 Authenticated Encryption with Associated Data

Authenticated encryption with associated data (AEAD) was formalised in [Rog02]. It is
used to achieve both confidentiality and authenticity of messages communicated between
two parties which share some pre-shared key. Besides the actual message, there is also as-
sociated data which corresponds to additional information that needs to be authenticated
but not to be confidential, a typical examples are packet headers for routing information.

Definition 2.2.5. An authenticated encryption scheme with associated data (AEAD)
AEAD = (Enc,Dec) is a pair of efficient algorithms associated with key space K, nonce
space N, associated-data space H, message space M, and ciphertext space C such that:

e The deterministic encryption algorithm Enc: K x N x H x M — C takes as input
a secret key K, a nonce N, associated data A, and a message M. It outputs a
ciphertext C.

e The deterministic decryption algorithm Dec: K x N'x H x C = MU {L} takes as
input a secret key K, a nonce N, associated data A, and a ciphertext C. It outputs
a message M or L indicating an invalid ciphertext.

We say that an AEAD scheme is correct, if for all K e K, Ne N, A€ H and M € M,
it holds that Dec(K, N, A,Enc(K,N, A, M)) = M. It is called tidy if for any K € K, any
N € N, any associated data A € H, any M € M, and any C € C with Dec(K, N, A,C) =
M, it holds that Enc(K,N,A, M) = C.

The sets K, NV, H, M, and C, denote the key space, nonce space, associated data space,
message space, and ciphertext space, respectively. Throughout this work, we consider
K=1{0,1}* N ={0,1}*, H = {0,1}*, M = {0,1}*, and C = {0,1}*. We will generally
use p and v to denote the length of a message and ciphertext, respectively.

Security for an AEAD scheme is defined by a game in which the adversary has access
to two oracles. The former either implements the real encryption algorithm or returns
random bit strings. The latter either implements the real decryption algorithm or simply
rejects any queried ciphertext. The goal of the adversary is to distinguish these cases.
Below we give the formal definition.

Definition 2.2.6 (AE Security). Let AEAD = (Enc,Dec) be an authenticated encryption
scheme with associated data and the game AE be as defined in Figure 2.3. For any nonce-
respecting adversary A that never forwards or repeats queries to or from the oracles Enc
and Dec, its corresponding AE advantage is given by

AdviE, (A) = [2 Pr[AEA = 1] — 1] .

Besides the unified definition stated above, security for AEAD schemes can equivalently
be defined as achieving both ciphertext indistinguishability under chosen plaintext attacks
(IND-CPA) and integrity of ciphertexts (INT-CTXT) security. The former (IND-CPA)
is the same as for symmetric encryption schemes except adapted to the syntax of AEAD
schemes, i.e., allowing associated data. The security game is displayed in Figure 2.4. The
latter (INT-CTXT) exhibits similarities to SUF-CMA security for MACs. It grants the

11
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Game AE oracle Enc(N, A, M) oracle Dec(N, A,C)
bs{0,1} C « Enc(K, N, A, M) i b=0
K<+sK ifb=0 return L
b ABneDec() return €’ +s {0,1}/°l M < Dec(K, N, A,C)
return (V' =b) else return M
return C

Figure 2.3: Security game AE.

Game INDCPA oracle LR-Enc(N, A, My, M) oracle Enc(N, A, M)
b+«+s{0,1} C <+ Enc(K,N, A, My) C + Enc(K,N,A, M)
K +sK return C return C'

b/ <_.ALR—Enc,Enc()
return (V' = b)

Figure 2.4: Security game INDCPA.

Game INTCTXT  oracle Enc(N, A, M)

oracle Forge(N, A, C)

K «+sK if (N,-,) €S
S+ 0 return L

win < 0 C + Enc(K,N,A, M)
AFne Forge () S +u(N,A,C)
return win return C'

if (N,A,C) € S then
return |

d + Dec(K,N,A,C)
if d=# 1

win < 1

return d

Figure 2.5: Security game INTCTXT.

12
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adversary access to an oracle which encrypts arbitrary messages for the adversary. To win
the game the adversary has to forge a valid ciphertext, i.e., one that decrypts to anything
different than 1. The security game is displayed in Figure 2.5. Equivalence between the
unified notion and the case of separate notions has been shown by Shrimpton [Shr04] and
we skip the formal definition with respect to separate notions here.

N-Schemes

AEAD schemes can be constructed by combining a symmetric encryption scheme and a
MAC. Bellare and Namprempre analysed three generic composition paradigms for this:

1. Encrypt-and-MAC (E&M). The message M gets encrypted using the encryption
scheme, yielding a ciphertext C, and a tag is computed for the message M using
the MAC, yielding a tag T. The ciphertext C of the AEAD scheme consists of the
concatenation of C, and T.

2. Encrypt-then-MAC (EtM). The message M gets encrypted using the encryption
scheme, yielding a ciphertext C,. and a tag is computed for the ciphertext C, using
the MAC, yielding a tag T. The ciphertext C of the AEAD scheme consists of the
concatenation of C, and T.

3. MAC-then-Encrypt (MtE). A tag T of the message M is computed using the MAC.
The ciphertext C' of the AEAD then equals the ciphertext obtained by encrypting
the concatenation of the message M and the tag 7.

Bellare and Namprempre showed that only Encrypt-then-MAC (EtM), out of the three
paradigms, yields a secure AEAD scheme [BN00, BN08]. However, Namprempre et
al. [NRS14] analysed different constructions following these paradigms. Among other
schemes, they provide 20 so-called N-schemes. For N1, N2, and N3 which follow the com-
position paradigms E&M, EtM, and MtE, respectively, they prove security based on the
underlying encryption scheme and MAC. The scheme N4 was a special case which was
neither proven secure nor proven insecure; later, Berti et al. showed that N4 is not secure
in general but can achieve security if the underlying encryption satisfies an additional
security property [BPP18]. For the other N-schemes, Namprempre et al. either provided
attacks or argued that they do not satisfy the syntax of AEAD schemes.

In this work we study the three AEAD schemes N1, N2, and N3, due to Namprempre
et al. [NRS14], which are visualised in Figure 2.6, Figure 2.7, and Figure 2.8, respectively.
The pseudocode for each of the schemes is given in Figure 2.9.

2.2.4 Public Key Encryption

In this section we give the formal definition for public key encryption schemes and the
correctness of such schemes.

Definition 2.2.7. A public key encryption (PKE) scheme is a tuple (KGen, Enc,Dec) of
three efficient algorithms such that:

13
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Figure 2.6: Visualisation of the AEAD scheme N1 [NRS14].
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Figure 2.7: Visualisation of the AEAD scheme N2 [NRS14].

Enc

——| Tag

Figure 2.8: Visualisation of the AEAD scheme N3 [NRS14].
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Enc(K,N,A, M) in N1

Enc(K,N, A, M) in N2

parse K as (K., K,)
C. + Enc® (K., N, M)
T < Tag(Km, N, A, M)
C«+C.|T

return C

Dec(K,N,A,C) in N1

parse K as (K., K,)
C. + Enc®(K,, N, M)
T < Tag(Km, N, A,C.)
C«C.|T

return C'

Dec(K,N,A,C) in N2

Enc(K,N, A, M) in N3

parse K as (K., K,,)
T « Tag(Kym, N, A, M)
C + Enc®(K.,N,M || T)

return C

Dec(K,N,A,C) in N3

parse K as (K., K,;,)
parse C as (C.,T),)

parse K as (K., K,,)
parse C as (C.,T,,)

parse K as (K., K,,)
M || T + Dec®(K,,N,C)

M « Dec®(K,,N,C,) if Ver(K, N,A,Ce,T) =0 if Ver(K,,, N, A, M,T) =0

if Ver(K,,, N,A,M,T)=0 return L return L
return | M + Dec®(K,,N,C,) return M
return M return M

Figure 2.9: Pseudocode of N1 (left), N2 (middle), and N3 (right) in terms of a symmetric
encryption scheme (Enc®,Dec®) and a MAC (Tag, Ver).

e KGen: N x R — PIK x SK is the key generation algorithm which takes a security
parameter A\ and a randomness r as input, and returns a keypair consisting of a
public key pk and a secret key sk. If clear from the context, we will denote it by
(pk, sk) <—sKGen(). We will generally drop the security parameter.

e Enc: P x M xR — C is the encryption algorithm which takes a public key pk,
a message m, and a randomness r as input, and returns a ciphertext c. It will be
usually denoted by c s Encp(m) or ¢ <= Encpp(m;7).

e Dec: SK xC — M is the (deterministic) decryption algorithm? which takes as input
a secret key sk and a ciphertext c, and returns a message m. It will be usually
denoted by m <— Decg(c).

By PK, SK, M, C, and R, we denote the public key space, secret key space, message
space, ciphertext space, and randommness space, respectively.

We assume without loss of generality that the randomness space for key generation and
encryption are identical. Below we define two notions of correctness for PKE schemes.

Definition 2.2.8 (Perfectly Correct PKE). A PKE scheme PKE = (KGen,Enc,Dec) is
perfectly correct if for any (pk, sk) <—sKGen(), m € M, and r € R, it holds that

Decyy(Encpr(m;r)) =m.

9For simplicity here we only consider decryption with implicit rejection, that is, the output is a random
value whenever the input is not a well-formed ciphertext for the particular sk. The extension to explicit
rejection decryption can be done for example by adding a flag bit that marks the output as | whenever
decryption fails.

15
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Definition 2.2.9 ((1 — a)-Correct PKE [DNRO04]). A (1 — a)-correct PKE scheme, or
PKE with decryption error «, is a PKE scheme PKE = (KGen, Enc,Dec) such that, for
any m € M

Pr Decyi(Encyr(m;r m| <.
(pk,sk)<$ KGen() [Dec(Encpi (mir)) 7 m] <
r<$ R
Below we define IND-CPA security for PKE schemes. This notion asks an adversary to
distinguish whether an encryption oracle encrypts the left or the right message queried by
the adversary.

Definition 2.2.10 (IND-CPA Security). Let PKE = (KGen,Enc,Dec) be a public key en-
cryption scheme and the game INDCPA be as defined in Figure 2.10. For any adversary A,
its corresponding IND-CPA advantage is given by

Adv'}L\IK?aCPA(A) = ‘2 PI““NDCPA'A =1] - 1| ]

Game INDCPA oracle LR-Enc(mg, m1)

b+«+s{0,1} ¢ <s Enc(pk, myp)
(pk, sk) +sKGen() return c

B ALRERC(ppy

return (V' =)

Figure 2.10: Security game INDCPA.

2.2.5 Digital Signatures

Signature schemes achieve authenticity, similar to MACs, the difference is that only the
owner of the secret key can create a signature while anyone holding the public key can
verify a signature. Below we formally define signature schemes.

Definition 2.2.11 (Signature Scheme). A signature scheme X = (KGen, Sign, Verify) is
a tuple of three efficient algorithms such that:

e KGen: N — P XSK is the key generation algorithm which takes a security parameter
A as input, and returns a keypair consisting of a public key pk and a secret key sk.

e Sign: SK x M — § s the signing algorithm which takes a secret key sk and a
message m, and returns a signature o.

e Verify: PK X M x § — {0,1} is the verification algorithm which takes as input a
public key pk, a message m, and a signature o, and returns a bit.

We denote the public key space, secret key space, message space, and signature space by

PIC, SKC, M, and S, respectively.

16



2.2 Primitives

A signature scheme is considered correct if honestly generated signatures are accepted
by the verification algorithm. We formally define this below, accounting for some negligible
erTor.

Definition 2.2.12. A signature scheme X = (KGen, Sign,Verify) is correct if for any
(pk, sk) <—sKGen(1*) and any m € M, it holds that

Pr[Verify(pk,m,Sign(sk,m)) = 1] > 1 — negl(\).

The standard security notion for signature schemes is ezistential unforgeability under
chosen message attacks (EUF-CMA) which we define below.

Definition 2.2.13 (EUF-CMA Security). Let X' = (KGen, Sign,Verify) be a signature
scheme and game EUFCMA be as defined in Figure 2.11. For any adversary A its corre-
sponding EUF-CMA advantage is given by

AdvEYFEMA(A) .= Pr[EUFCMAA = 1]
We say that X is EUF-CMA secure if for any efficient adversary A it holds that

AdvEYFMA(A) < negl()).

Game EUFCMA oracle Sign(m)
(pk, sk) s KGen(1") S+um
S« 0 o <sSign(sk,m)
(m, o) ASig“(pk) return o
ifmeS
return 0

return Verify(pk,m, o)

Figure 2.11: Security game EUFCMA.

We will use the notion of signature schemes with rerandomizable keys [FKM16]. In
the following we recall its definition.

Definition 2.2.14. A signature scheme with perfectly rerandomizable keys RSig is a tuple
of algorithms (RSig.KGen,RSig.Sign,RSig.Verify, RSig.RandPK,RSig.RandSK) such that
algorithms RSig.KGen, RSig.Sign, and RSig.Verify satisfy the definition of a signature
scheme (cf. Definition 2.2.11) and:

e RSig.RandPK: PK x R — PK is the public key rerandomization algorithm that takes
as input the public key pk and a randomness r € R and outputs a randomized public
key pk'.

e RSig.RandSK: SK x R — SK is the secret key rerandomization algorithm that takes

as input the secret key sk and a randomness r € R and outputs a randomized secret
key sk'.

17
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By R we denote the randomness space used to randomise the keys. Furthermore RSig
satisfies the following property. For all (pk,sk) <sKGen(1?) and for all r € R it holds
that (pky, sk1) and (pko, sko) are identically distributed where pki < RSig.RandPK(pk,r),
ski < RSig.RandSK(sk,r), and (pko, sko) <+sRSig.KGen(1').

Correctness of a signature scheme with rerandomizable keys is defined analogously to
standard signature schemes. The difference is that matching pairs of rerandomized pub-
lic/secret keys have to satisfy correctness according to a standard signature scheme.

Definition 2.2.15. A signature scheme with perfectly rerandomizable keys RSig is correct
if for any (pk, sk) <sKGen(1*), any r € R, any m € M, it holds that:
Pr[RSig.Verify(pk, m,RSig.Sign(sk,m)) = 1] > 1 — negl(\)
and
Pr[RSig.Verify(pk,, m,RSig.Sign(sk,,m)) = 1] > 1 — negl(\),
where pk, < RSig.RandPK(pk,r) and sk, < RSig.RandSK(sk,r).
We also consider a relaxed version of Definition 2.2.14. Below we introduce the notion

of signature schemes under rerandomizable public keys, where the property of rerandom-
izability of keys holds only for the generated public keys, but not in case of secret keys.

Definition 2.2.16. A signature scheme with perfectly rerandomizable keys RSig consists
of five algorithms (RSig.KGen,RSig.Sign,RSig.Verify, RSig.RandPK,RSig.RandSK) such
that algorithms RSig.KGen, RSig.Sign, and RSig.Verify satisfy the definition of a sig-
nature scheme (cf. Definition 2.2.11) and

e RSig.RandPK: P x R — PK is the public key rerandomization algorithm that takes
as input the public key pk and a randomness r € R and outputs a randomized public
key pk'.

e RSig.RandSK: SK X R — SK is the secret key rerandomization algorithm that takes

as input the secret key sk and a randomness r € R and outputs a randomized secret
key sk'.

By R we denote the randomness space. Furthermore RSig satisfies the following property.
For all (pk, sk) <sKGen(1*) and for all v € R it holds that pky and pko are identically
distributed where pk; < RSig.RandPK(pk,r) and (pko, sko) <—sRSig.KGen(1?").

Below we define existential unforgeability under chosen message attacks and honestly
rerandomized keys (EUF-CMA-HRK). The notion adapts the EUF-CMA security notion
to signature schemes with rerandomizable keys.

Definition 2.2.17 (EUF-CMA-HRK Security). Let RSig be a signature scheme with
perfectly rerandomizable keys and game EUFCMAHRK be as defined in Figure 2.12. For
any adversary A its corresponding EUF-CMA-HRK advantage is given by

AdvigFMAMRK (4) .= Pr[EUFCMAHRKA = 1].
We say that RSig is EUF-CMA-HRK secure if for any efficient adversary A it holds that
AdVEéJiFgCMAHRK(A) < negl(\).
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Game EUFCMAHRK oracle Rand() oracle Sign(m,r)

(pk, sk) s RSig.KGen(1") r+sR ifreT

S0 T +vur return |

T+ 0 return r S+—um

(m, o,1) « ASEnRand (1) sk, < RSig.RandSK(sk,r)

ifmeS o +sRSig.Sign(sk,, m)
return (0 return o

ifreT
return 0

pk,. < RSig.RandPK(pk, )
return RSig.Verify(pk,m,o)

Figure 2.12: Security game EUFCMAHRK.

2.2.6 Pseudorandom Functions/Generators, and Hash Functions

In the following we recall pseudorandom functions, pseudorandom generators, and hash
functions.

Below we define pseudorandomness for a keyed function F. It asks an adversary to
distinguish the function (keyed with a randomly chosen key K') from randomly chosen bit
strings.

Definition 2.2.18 (PRF Security). Let F: K x X — Y be a function family over the
domain X and indexed by K, and the game PRF be as defined in Figure 2.153. For any
adversary A that never repeats a query to the oracle F, its corresponding PRF advantage
s given by

AdviRF(A) =2 |Pr[PRFA = 1] — 1] .

Game PRF oracle F(X)
b s {0,1} if b=0
K +sK return Y sy
b AF() else
return (' = b) return F (K, X)

Figure 2.13: Security game PRF.

Rather than sampling the random bit string on-the-fly, one can define an equivalent
notion by initially picking a random function mapping from X to ) and granting the
adversary oracle access. In this case, one can simply allow the adversary to repeat queries,
although this is clearly pointless for the adversary. For the formalisation given above
the game could maintain a list of queried points by the adversary to also allow repeating
queries, in which case it would simply respond with the same response as the first time
the query was made.
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A pseudorandom generator is used to expand a short random bit string—typically called
the seed—into a longer pseudorandom bit string. Note that our syntax defines a pseu-
dorandom generator with variable output length, where the output length (in bits) is
specified as part of the input. In addition, in our security definition we allow the ad-
versary to make multiple queries to the challenge oracle G; by restricting the adversary
to a single query, this covers the standard notion where the adversary only gets a single
challenge.

Definition 2.2.19 (Pseudorandom Generators). Let G: S x N — {0,1}* be a pseudoran-
dom generator with an associated seed space S, and let the game PRG be as defined in
Figure 2.14. Then for any adversary A, its corresponding PRG advantage is given by

AdvERS(A) = |2 Pr[PRG* = 1] — 1| .

Game PRG oracle G(L)
b s {0,1} ifb=0
Vo AS() Z +s{0,1}*
return (V' =b)  else
z24sS
Z <+ G(z,L)
return Z

Figure 2.14: Security game PRG.

Hash functions map arbitrary long inputs to outputs of fixed length. The common
security notion is collision resistance which requires that it is hard to find a pair of colliding
inputs. We define collision-resistant hash functions over a generic domain X. Letting
X = {0, 1}* results in the usual syntax but we can also, for instance, model a vector hash
function over a triplet of strings by setting X = {0,1}* x {0,1}* x {0,1}*, which we will
need in Chapter 3. For simplicity we only consider the random transformation model,
where the adversary gets access to a random transformation p.

Definition 2.2.20 (Collision-Resistant Hash Functions). Let H: X — {0,1}" be a hash
function constructed from a random transformation p, with domain X and output length w.
Then for any adversary A with oracle access to p, its corresponding advantage is given by

AdvSR(A) = Pr[H(Xo) = H(X1) A Xo # X1 A Xo, X1 € X | (X0, X1) + A°()].

2.2.7 Sponges

Sponges were initially introduced by Bertoni et al. [BDPVAO07] as a tool to construct
hash functions and it underpins the construction of SHA-3. However, sponges turned
out to be a versatile tool that allows not only the construction of hash functions but
also other primitives and several works provide primitives based on sponges [BDPV0S,
GPT15, DEM™17, DEM20b, JLM14, BBB*20, DEMS16]. Besides the plain sponge
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2.3 Leakage-Resilient Cryptography

construction, Bertoni et al. [BDPV12] also introduce the duplex mode which is for instance
used in [DMA17, MRV15].

At the core of the sponge construction is either a permutation 7 or a transformation p.
In case of the former, it is said to be a P-sponge. Likewise, in case of the latter it is said
to be a T-sponge. In this thesis we only consider T-sponges.

The sponge construction uses a state of n bits which constantly evolves. The state is
divided into an outer state of r bits (called the rate) and an inner state of ¢ bits (called
the capacity) such that r + ¢ = n. In its simplest form, the sponge construction initialises
the state with the all-zero string. In the absorbing phase the input is “absorbed” by the
sponge by XORing it r-bit at a time to the outer state followed by applying p. This
procedure is repeated until the whole input is absorbed upon which the squeezing phase
starts. During this phase the r-bit outer state is outputted followed by applying p until
enough output bits are generated. This procedure is illustrated in Figure 2.15, using four
rounds of absorbing and two rounds of squeezing.

The rate affects the efficiency of the sponge, a higher rate requires less rounds of ab-
sorbing/squeezing, while the capacity affects the security, a higher capacity yields a larger
state that is unknown to an adversary.

X, Xo X3 Xy Yi Yo
| | | |
® ® ® — O — T ﬁ) I
0 p p P p p
- - - -
absvorb squéeze

Figure 2.15: Plain sponge construction with four rounds of absorbing and two rounds of
squeezing.

2.3 Leakage-Resilient Cryptography

We provide a description of the leakage model we are using in Chapter 3, existing security
notions incorporating leakage, and existing results.

2.3.1 Leakage Model

Our leakage model is based on leakage resilience as defined in [DP08]. This follows the
assumption by Micali and Reyzin [MR04] that only computation leaks, and in particular,
that only the data that is accessed during computation can leak information. It allows for
continuous adaptive leakage, where in each query to a leakage oracle the adversary can
specify a leakage function from some predefined set £ that it can choose adaptively based
on prior outputs and leakage. Throughout, we restrict ourselves to leakage functions that
are deterministic and efficiently computable. While our security definitions are formulated
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in this general setting, our main results will be in the weaker granular non-adaptive leak-
age setting proposed in [FPS12]. We view the non-adaptive leakage setting as the special
case where the leakage set L is restricted to be a singleton, fixed at the start of the game.
In granular leakage, a single time step is with respect to a single computation of some
underlying primitive, in our case, the transformation p. Correspondingly, in this case the
adversary specifies a vector of leakage functions and gets in return the aggregated leak-
age from the entire evaluation of the higher-level construction. Note that in the granular
setting the leakage sets for each iteration can be distinct. Similarly, when studying the
leakage resilience of composite constructions we have to consider compositions of leakage
functions. For instance, if construction C is composed of primitives A and B with asso-
ciated leakage sets L4 and Lp, then we associate to C the Cartesian product of the two
leakage sets, i.e., Lo = L4 X Lp. The actual inputs that get fed to the leakage functions
are implicitly defined by the construction and its inputs, whereas the combined output is
the aggregate output of all function evaluations.

An analysis of sponge-based constructions compels us to consider leakage resilience in
the random transformation model. A similar setting, albeit in the random oracle model,
was already considered by Standaert et al. [SPYT10]. A central question that arises in
idealised settings like this is whether the leakage function should be given access to the
ideal primitive. As in [SPYT10], we will not give this access to the leakage function.
On the one hand, providing the leakage function with unlimited access to the random
oracle gives rise to artificial attacks, such as the “future computation attack” discussed
in [SPY"10], that would not arise in practice. On the other hand, depriving the leakage
function from accessing the ideal primitive, means that the leakage function cannot leak
any bits of the ideal primitive’s output, which may seem overly restrictive. However, for
the case of sponge-based constructions this is less problematic because from the adversary’s
perspective the full output of a transformation call is completely determined by the input to
the next transformation call. As such, information about the output of one transformation
call can leak as part of the leakage in the next transformation call. Combined with the
fact that the only restriction that we will impose on the leakage function is to limit its
output length, we think that this leads to a fairly realistic leakage model.

We conclude our discussion on the leakage model by offering our interpretation of the
significance of leakage resilience security with respect to practical side-channel attacks.
One might object that we model leakage by a deterministic function whose output is of
a fixed bit-length whereas in practice the leakage is noisy. However through the leakage
function we are really trying to capture the maximum amount of information that an
adversary may obtain from evaluating the scheme on a single input. Hence, the underlying
assumption is that no matter how many times the scheme is run on the same input, in
order to even out the noise, the information that the adversary can obtain is limited.

2.3.2 Security Notions incorporating Leakage

In the following we recall security notions which incorporate leakage as put forth by Barwell
et al. [BMOS17].
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Leakage-Resilient Function Families

Standard PRF security asks an adversary to distinguish whether its oracle implements the
real function or just returns random bit strings. The corresponding leakage security notion
is similar defined in that the challenge oracle stays the same. In addition, the adversary
receives a learning oracle which always implements the real function and leaks. Repeating
queries across the challenge and the learning oracle is forbidden as it results in a trivial
attack.

Definition 2.3.1 (LPRF Security). Let F: K x X — Y be a function family over the
domain X and indexed by IC, and the game LPRF be as defined in Figure 2.16. For any
adversary A that never forwards or repeats queries to or from the oracle F and only queries
leakage functions in the set Lp, its corresponding LPRF advantage is given by

AdvRF (A, LF) = [2 Pr[LPRFA = 1] — 1] .

Game LPRF oracle F(X) oracle LF(X, L)
b= {0,1} if b=0 A+ L(K,X)
K«+sK return Y <s)y Y « F(K,X)
v« APLF() else return (Y, A)
return (b’ = b) return F(K, X)

Figure 2.16: Security game LPRF.

Note that the notion can also be defined by picking a random function beforehand rather
than generating it on-the-fly.

Chosen-Plaintext Security with Leakage

Ciphertext indistinguishability under chosen plaintext with leakage attacks (IND-CPLA)
extends the classical IND-CPA security notion to the leakage setting. The adversary gets
access to two oracles: (1) a challenge oracle which either implements the real encryption
algorithm or returns random ciphertexts and (2) a learning oracle which implements the
real encryption algorithm that additionally leaks.

Definition 2.3.2 (IND-CPLA Security). Let SE = (Enc,Dec) be a symmetric encryption
scheme and the game INDCPLA be as defined in Figure 2.17. For any adversary A that
never forwards or repeats queries to or from the oracle Enc and only makes encryption
queries containing leakage functions in the set Lg, its corresponding IND-CPLA advantage
18 given by

AQVEPSPA A L) [2 PHINDCPLA = 1 1.

Barwell et al. introduce a stronger variant, called ciphertext indistinguishability under
augmented chosen plaintext with leakage attacks (IND-aCPLA) which grants the adversary
an additional learning oracle. This additional oracle implements the real decryption oracle
and also leaks. Access, however, is heavily restricted as the adversary can only query it
on ciphertexts it previously received from its other learning oracle.
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Game INDCPLA oracle Enc(N, M) oracle LEnc(N, M, L)
b s {0,1} C + Enc(K, N, M) A« L(K,N, M)
K sk it b=0 C « Enc(K, N, M)
b« AEneLEne() return ¢’ <s{0,1}/¢!  return (C, 4)
return (V' = b) else
return C

Figure 2.17: Security game INDCPLA.

Definition 2.3.3 (IND-aCPLA Security). Let SE = (Enc,Dec) be a symmetric encryption
scheme and the game INDaCPLA be as defined in Figure 2.18. For any adversary A,
that never forwards or repeats queries to or from the oracle Enc and only makes leakage
encryption and leakage decryption queries to its oracles LEnc and LDec containing leakage
functions in the set Lg and Lp, respectively, its corresponding IND-aCPLA advantage is
given by

Adv{iP*PY A (A, L, Lp) = |2 Pr[INDaCPLAA = 1] — 1] .

Game INDaCPLA oracle Enc(N, M) oracle LEnc(N, M, L)
b s {0,1} C + Enc(K, N, M) A+ L(K,N, M)
K<+sK ifb=0 C <+ Enc(K,N, M)

b AEneLEncLDec() return ¢’ s {0,1}/°/  return (C, A)
return (V' = b) else
return C oracle LDec(N,C, L)
A+ L(K,N,C)

C < Dec(K,N,C)
return (C, A)

Figure 2.18: Security game INDaCPLA.

Note that both of the above notions are equivalent to IND-CPA security when dropping
the leakage, i.e., considering an empty leakage set.

Unforgeability in the Presence of Leakage

To lift security of MACs to the leakage setting, Barwell et al. [BMOS17] introduce the
notion of strong unforgeability under chosen message with leakage attacks (SUF-CMLA).
It grants the adversary a leakage-free challenge oracle which either implements the real
verification algorithm or always rejects. Additionally, the adversary gets two learning
oracles which leak. Omne implements the tagging algorithm while the other implements
the verification algorithm. The adversary is not allowed to forward any output from the
leaking tagging oracle. It is, however, permitted to make a query to the leakage verification
oracle and then repeat it to the challenge oracle.
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Definition 2.3.4 (SUF-CMLA Security). Let MAC = (Tag, Ver) be a message authenti-
cation code and the game SUFCMLA be as defined in Figure 2.19. For any adversary A
that never forwards queries to or from the oracle Vfy, and only queries leakage functions to
its oracles LTag and LVfy in the respective sets L1 and Ly, its corresponding SUF-CMLA
advantage is given by

AdvMA (A, Ly, Ly) = |2 Pr[SUFCMLAA = 1] — 1 .

Game SUFCMLA  oracle Vfy(X,T) oracle LTag(X, L)

b s {0,1} ifb=0 A L(K, X)
K +sK return L T + Tag(K, X)
Vo AVLTaelViv) else return (T, A)
return (V' = b) V « Ver(K,X,T)
return V oracle LVfy(X,T, L)
A L(K,X,T)

V « Ver(K,X,T)
return (V, A)

Figure 2.19: Security game SUFCMLA.

Authenticated Encryption with Leakage

Classical security for AEAD schemes is lifted to the leakage setting yielding LAE security.
The adversary gets access to four oracles. Two leakage-free challenge oracles which are the
same as in standard AE security; they implement either the real encryption and decryption
or return random bit strings and always reject ciphertexts. Furthermore, the adversary
gets access to two learning oracles which leak. These oracles implement the real encryption
and decryption. Trivial attacks are excluded by disallowing any repeating/forwarding of
queries to or from the two challenge oracles.

Definition 2.3.5 (LAE Security). Let AEAD = (Enc,Dec) be an authenticated encryption
scheme with associated data and the game LAE be as defined in Figure 2.20. For any nonce-
respecting adversary A that never forwards or repeats queries to or from the oracles Enc
and Dec and only makes encryption and decryption queries containing leakage functions in
the respective sets Lap and Ly p, describing the leakage sets for authenticated encryption
and verified decryption, its corresponding LAE advantage is given by

Adviii, (A Lap, Lyp) = [2 PrLAEA = 1] — 1| .

The following theorem states the LAE security of the N2 schemes. It shows that it
reduces to the security of the underlying encryption scheme and MAC. Precisely, the
IND-aCPLA security of the encryption scheme, the SUF-CMLA security of the MAC, and
the LPRF security of the tagging algorithm.
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Game LAE oracle Enc(N, A, M) oracle Dec(N, A,C)
b+«s{0,1} C + Enc(K,N,A, M) ifb=0
K +sK ifb=0 return |
b« AEneLEne,DeclDecy return C’ s {0,1}/¢! M « Dec(K, N, A,C)
return (V' = b) else return M
return C

oracle LDec(N, A,C, L)
oracle LEnc(N, A, M, L) 4. [(k, N,A,C)

A« L(K,N,A,M) M « Dec(K, N, A,C)
C < Enc(K,N,A, M) return (M, A)
return (C, A)

Figure 2.20: Security game LAE.

Theorem 2.3.6 (LAE Security of the N2 Construction [BMOS17, Theorem 1]). Let
SE = (Enc,Dec) be a symmetric encryption scheme with associated leakage sets (Lg,Lp)
and MAC = (Tag,Ver) be a MAC with associated leakage sets (Lp,Ly ). Further let N2
be the composition of SE and MAC described in Figure 2.7, with associated leakage sets
(Lag,Lyp) where Lap = Ly X L7 and Lyp = Lp x Ly. Then for any LAE adversary
Aae against N2 there exist adversaries Ase, Aprf, and Amac such that:

AdvYs (Aae, Lag, Lvp) < Adv§P? P (Ase, L, L) + AAVEERF (A, L7)
—+ 2 AdVlsV}JAFCCMLA (Amac, ET, EV) .

Note that the other two schemes (N1 and N3) are not generally secure in the leak-
age setting [BMOS17]. The problem is that both authenticate the message whereas N2
authenticates the ciphertext. This allows N2 to verify ciphertexts without using the de-
cryption of the underlying encryption scheme. Both N1 and N3 always have to run the
decryption algorithm to verify the ciphertext—and reject if verification fails. Since this
decryption algorithm potentially leaks, the adversary can collect leakage even from in-

valid ciphertexts. This thwarts a composition theorem following paradigms different than
Encrypt-then-MAC.

2.3.3 Min-Entropy

Below we recall a definition and a result on min-entropy that we will need in the proofs
of Theorem 3.2.1 and Theorem 3.2.2.

Definition 2.3.7. Let X, Y, and Z be random wvariables. The average-case guessing
probability of X conditioned on'Y and Z = z is given by

GP(X|Y,Z=2) =Eyy [maxPr[X:x|Y:ymZ:z}
x
The average-case min-entropy of X conditioned on'Y and Z = z is defined to be:

Hoo (X |Y,Z =2) = —log(GP(X|Y,Z = z)).
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Lemma 2.3.8 ([DORS08]). Let X, Y, and Z be random variables such that the support
of Y is bounded above by 2*. Then

Hoo (X |V, Z=2)>Hoo (X,Y | Z=2)—A>Hoo (X | Z=12)— .

2.4 Related-Key Attacks

We recall some of the existing related-key attacks (RKA) security notions. All notions
follow the style introduced by Bellare and Kohno [BK03]. That is, the set of admissible
related-key-deriving (RKD) functions is fixed at the start of the game. All our results,
however, also apply to the alternative definition given by Harris [Harll], where the ad-
versary first picks the set of RKD functions before the concrete scheme (from a family of
primitives) is chosen by the game. This prevents an inherent limitation of the Bellare-
Kohno formalism as the RKD function can not depend on the primitive.!?

d-restricted Adversaries. For RKA security notions, the adversary is typically restricted
to a set of functions that it can query to its oracles. This restriction is necessary, as Bellare
and Kohno [BK03] showed that RKA security is unachievable without such restrictions.
Let I be the key space of some primitive, then the set of permitted RKD functions is
& C Func(K,K). We call an adversary, that only queries functions from the set @ to its
oracles, a @-restricted adversary. Note, in particular, that the case of @ only containing
the identity function restores the standard setting of a single key.

Repeating Queries. To avoid trivial wins, certain queries must be excluded from the
security games. In case of a MAC, we must forbid the adversary to query its challenge
verification oracle on a tag it obtained from its tagging oracle. To do this, the security
game can keep a list of such queries and let the verification oracle check for such forbidden
queries; in which case it will simply reject the query. Another option, is to simply exclude
adversaries that perform such queries in the security definition. For ease of exposition, we
follow the latter approach.

RKA Security for MACs and Pseudorandom Functions. We give the definition of
related-key attack security of MACs. Existing notions define it as an unforgeability game
where the adversary finally outputs a forgery attempt [BR14, Xagl3]. We define un-
forgeability of a MAC against RKA as a distinguishing game. Here the adversary aims
to distinguish whether its challenge verification oracle implements the real verification
algorithm or simply rejects any queried tag.

Definition 2.4.1 (SUF-CMRKA Security). Let I' = (Tag, Ver) be a message authentica-
tion code and & C Func(KC,K). Let the game SUFCMRKA be defined as in Figure 2.21.
For a @-restricted RKA adversary A, that never forwards a query from its oracle Tag, we

define its SUF-CMRKA advantage as

AdvUFMRKA (L, @) = |2 Pr[SUFCMRKAA = 1] — 1] .
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Game SUFCMRKA  oracle Vfy(X, T, ¢) oracle Tag(X, ¢)
b+s{0,1} ifb=0 T « Tag(¢(K), X)
K +sK return L return T
b/ « Any,Tag() else
return (b/ = b) return Ver((b(K), X, T)

Figure 2.21: Security game SUFCMRKA.

RKA security for pseudorandom functions (PRFs) has been studied in many works,
e.g., [BK03, BC10, BCM11, AFPW11], and are defined as the advantage in distinguishing
the real function from a random function when having access to an oracle implementing
either of these enhanced with RKD functions.

Definition 2.4.2 (RKA-PRF Security). Let F: K x X — Y and ¢ C Func(K,K). Let
the game rkaPRF be defined as in Figure 2.22. For a ®-restricted RKA adversary A, that
never repeats a query, we define its RKA-PRF advantage as

AdvFPRF(A, @) = |2 Pr[rkaPRFA = 1] — 1| .

Games rkaPRF F(X,¢) in rkaPRF

b s {0,1} ifb=0

K+sK Y s F*(¢(K), X)
F* «sFunc(KC,X,)) else

b+ A7() Y + F(o(K), X)
return (b’ = b) return Y

Figure 2.22: Security games rkaPRF.

2.5 Related-Randomness Attacks

Yilek [Yil10b] defines security against resetting attacks, which extends the standard notion
of IND-CPA.'" This models a scenario in which the randomness used to encrypt might be
reused, for instance, when performed on a virtual machine using snapshots. The security
game is displayed in Figure 2.23. The adversary gets access to a challenge left-or-right
oracle LR-Enc and aims to distinguish which of its messages it encrypts. In addition,
the adversary gets an encryption oracle Enc, which allows to encrypt using arbitrary,
adversarial chosen public keys. The crucial part is that the adversary specifies an index
for both oracles to determine which randomness is used to encrypt, i.e., repeating an index

107t is questionable whether RKD functions that depend on the actual primitive are relevant in practice.
"In [Yil10b] the notion is also extended to the IND-CCA case, which is not relevant for this thesis.
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results in a repeated randomness. This is also the reason for the additional encryption
oracle. In the classical IND-CPA setting, there is no need for this oracle since the adversary
can encrypt locally.

Game I[rINDCPRA oracle LR-Enc(mg, m1,i) oracle Enc(pk,m,1)

b+s{0,1} if fli] =1 if fli]=1
(sk™, pk™) <—s KGen() fli] +sR fli] +sR
b/ — ALR-EnC’EnC(pk'*) r* o f[l] r* e f[’L]
return (V' = b) ifb=0 ¢ < Enc(pk, m;r™)
¢ < Enc(pk™, mg;r") return c
else

¢ < Enc(pk*,mqy;r")

return c

Figure 2.23: Security game IFINDCPRA using different randomnesses. Note that we will
never use this game due to Lemma 2.5.1 which shows that it can be simplified
to a single randomness.

Yilek [Yil10b] gives two lemmas to simplify the notion. One lemma shows that we can
restrict the notion to a single randomness which is used for every encryption query by the
adversary. The other lemma, identified as flawed in [PSS14], claims that we can restrict
the adversary to a single query to its left-or-right oracle LR-Enc. Below we recall the
former.

Lemma 2.5.1 ([Yil10b, Lemma 1]). Let PKE be a PKE scheme and the game I[INDCPRA
be defined as in Figure 2.23. Then for any adversary A, making q queries to LR-Enc
and querying in total t different indices to LR-Enc and Enc, there exists an adversary B,
making q queries to LR-Enc and querying only a single index to LR-Enc and Enc such that

AdVIFr’I}L\IEDCPRA(A) < tAdvI}l;I}L\IEDCPRA(B)_

Lemma 2.5.1 allows to simplify the security game by choosing one randomness r* at
the beginning of the game, which is used for every query by the adversary. The simplified
security game I[FINDCPRA is displayed in Figure 2.24.

To exclude trivial wins, Yilek [Yill0b] defines equality-pattern-respecting adversaries.
Intuitively, these are adversaries which never repeat a message to their encryption oracles
and do not make two challenge queries which are equal in the left message but different
in the right message, or vice versa. Below we formally define such adversaries.!? Note
that this definition is necessary to achieve a meaningful security notion, but is not an
immoderate restriction imposed on the adversary.

Definition 2.5.2. Let A be an adversary playing IFINDCPRA which makes q queries to
LR-Enc. Let £ be the set of messages m such that A makes a query (pk*,m) to Enc.

12Note that this definition is tailored to the single randomness setting. The equivalent, more complicated
definition for multiple randomnesses (see, e.g., [Yill0b, Appendix A]) is irrelevant, as we focus on the
single randomness setting, and therefore omitted.
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Let (m$,m}),...,(m¢,m?) be the queries to LR-Enc. We say that A is equality-pattern-
respecting if

e for allb e {0,1} and i € [q], m{ ¢ £ and
o for allb e {0,1} and i # j, m{ = mi = mi_, = mji_b.
The LoR-IND-CPRA advantage of an adversary is defined as follows.

Definition 2.5.3. Let PKE = (KGen,Enc,Dec) be a public key encryption scheme and
the game I[FINDCPRA be defined as in Figure 2.24. For any equality-pattern-respecting
adversary A, its LoR-IND-CPRA advantage is defined as

AdviINPFPRA(A) = |2 Pr[IINDCPRA* = 1] — 1] .

Game IFINDCPRA oracle LR-Enc(mg,m;) oracle Enc(pk, M)

b+«s{0,1} ifb=0 ¢ < Enc(pk, m;r™)
(sk™,pk™) <—s KGen() ¢ < Enc(pk™,mg;r") return c

r* s R else

b/ — ALR-Enc,Enc(pk*) C Enc(pk*,ml; 7’*)

return (V' = b) return c

Figure 2.24: Security game [FINDCPRA.

2.6 Quantum-Resistant Cryptography

In this section we provide the necessary background for Part II. We first give basics
on quantum computation, followed by introducing the quantum random oracle model
(QROM). We then recall existing quantum security notions as well as some quantum-
resistant cryptographic primitives.

2.6.1 Quantum Computation

A quantum system, identified by a letter A, is represented by a complex Hilbert space,
which we denote by $4. If A is clear from the context, we drop the subscript and write $
rather than $ 4. Pure states in a Hilbert space §) are representatives of equivalence classes
of elements of § of norm 1. Mixed states, on the other hand, are a more general represen-
tation of quantum states that takes entanglement with external systems into account; they
are elements of the density matrix operator space over §), that is, Hermitian positive semi-
definite linear operators of trace 1, denoted as ©($)). We use the bra-ket notation (Dirac
notation [Dir39]) for pure states, e.g., |¢), while mixed states will be denoted by lowercase
Greek letters, e.g., p. Operations on pure states from A to B are performed by applying
a unitary operator U: $H4 — $Hp to the state, while the more general case of operations
on mixed states is described by superoperators of the form U: ©($H4) — D(Hp).
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The canonical way to compute a classical function F: X — ) on a superposition of
possible inputs )y a, |z) is through the so-called type-1 operator for F described by:

U](:l) Za:c,y |z, y) — Zax,y 2,y & F(x)) .
Y Y

This can always be implemented efficiently whenever F is efficient [NC16]. By linearity,
it is sufficient to specify just the behaviour on the basis elements, i.e.:

UL |z, y) o |2,y @ F(z)) .

If F is invertible, then there is another, non-equivalent way to compute F in superposition.
This is done through the so-called type-2 operators, which are defined as the unitary:

UP: |2) = | F(z)) .

See Figure 2.25 for an illustration of these different operators. Kashefi et al. [KIKKVB02]
first introduced type-2 operators using the term minimal oracles instead. They show
that these operators are strictly stronger by giving a problem, which can be solved ex-
ponentially faster with type-2 operators than with type-1 operators. They also observe
that the adjoint of the type-2 operator corresponds to the type-2 operator of the inverse
function F~!, which is (usually) not the case for type-1 operators. Besides that, type-2
operators have been used by Gagliardoni et al. [GHS16] to define quantum security for
symmetric encryption schemes.

|z) — — |z)
v |2y — U@ | F(z))
ly) — — ly ® F(x))

Figure 2.25: Left: type-1 operator for F. Right: type-2 operator for F.

An important result of quantum mechanics is the no-cloning theorem [WZ82, Die82].
It states that there is no physical process, which upon receiving an arbitrary quantum
state |¢), outputs two copies of said state.'® The no-cloning theorem poses some chal-
lenges when considering quantum adversaries as queries cannot simply be copied by a
reduction. A typical example where the no-cloning theorem has a positive effect is quan-
tum money [Zhal9b, Zha2l, AC12, Wie83]. Here, banknotes are quantum states and
counterfeit banknotes are thwarted by the no-cloning theorem.

2.6.2 Quantum Random Oracle Model

The random oracle model (ROM), formalized by Bellare and Rogaway [BR93], is a com-
monly used model to prove cryptographic schemes secure. In the ROM, all parties have

Y3Note that copying of orthogonal states such as [0)/|1) or |+)/|—) is possible as they can be perfectly
distinguished by measuring in the correct basis upon which one can prepare two copies of the measured
state.
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access to a random oracle H which, upon being queried on a value x, returns a random
value y. Every further query of x, for instance by another party, is answered using the
same y as before. When a scheme is proven secure in the ROM, one idealises components
like hash functions by a random oracle. Given that the code of a hash function is publicly
available, one has to assume that a quantum adversary implements hash functions on its
quantum computer, thereby being able to evaluate it in superposition. This assumption
gives rise to the quantum random oracle model (QROM), which has been advocated by
Boneh et al. [BDF"11]. In the QROM, parties which have quantum computing power
are allowed to query the random oracle in superposition. In more detail, for a random
oracle H, the QROM allows these parties access to the quantum random oracle |H), where
H) : |z,y) — |z,y ® H(x)). To prove a scheme post-quantum secure, the proof should
always be in the QROM, as a proof in the ROM would imply the unrealistic expectation
that the adversary refrains from implementing a hash function on its quantum computer.
We use superscripts to denote oracle access, e.g., A™ and A" for the ROM and QROM,
respectively.

In our proofs we also consider reprogrammed random oracles. For a random oracle H,
we denote the random oracle which is reprogrammed on input x to y by Hzy, ie.,

Y yifa==x
H., a) = .
~u(a) {H(a) , else

An important tool for the QROM is the one-way to hiding (O2H) lemma developed by
Unruh [Unrl5c]. It relates the distinguishing advantage between two random oracles,
which differ only in some subset of inputs, to the probability of querying an input from
said subset. Below we recall the O2H lemma, albeit in the formulation put forth by
Ambainis et al. [AHU19].

Lemma 2.6.1 (One-way to hiding (O2H) [AHU19]). Let G, H: X — ) be random func-
tions, let z be a random bit string, and let S C X be a random set such that Vx ¢ S,
G(x) = H(x). (G,H,S,2) may have arbitrary joint distribution. Furthermore, let AH be a
quantum oracle algorithm which queries H at most q times. Define an oracle algorithm BH
as follows: Pick i <s[q]. Run AqH(z) until just before its i query to H. Measure the
query in the computational basis, and output the measurement outcome. Let
Piege = Pr[.AH (z) = 1]

Pright = PT[AG(Z) = 1]

Pyuess = Pr[z € S| B (2) = ].
Then it holds that

|Pleft - Pright| < 2(] V Pguess .
The same result holds with B®(2) instead of B1(2) in the definition of Pyyess-

Following the original O2H lemma by Unruh, several works have introduced variants
of the lemma. These variants achieve better bounds, yet at the cost of a more restricted
applicability [AHU19, BHH 19, KSS*20].
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The importance of the O2H lemma and its different variants can be seen by a large
series of works, that use it in order to prove post-quantum security of several differ-
ent cryptographic primitives [BL20, MSS21, CMP20, DFMS21, Mar20, SRP18, SY17,
TU16, XAY ™20, Zha20, CRSS20, CCL20, CCLY21, CMSZ19, HKSU20, HXY19, JZM19a,
JZM19b, KKPP20, LW21].

Another tool that we will use are Zhandry’s small range distributions, defined below.
These are distributions where the set of possible outputs is limited.

Definition 2.6.2 (Small-range distributions [Zhal2al). Let X', Y be sets, D be a distri-
bution on Y, r be an integer, P be a random function from X to [r], andy = (y1,...,Yyr)
be r samples of D. Define a function H: X — YV by x — yp). The distribution of H,
induced by P and y, is called a small-range distribution with r samples of D.

The following lemma provides a bound on the distinguishing advantage between a ran-
dom oracle and an oracle drawn from a small-range distribution when superposition access
is granted.

Lemma 2.6.3 ([Zhal2al]). There is a universal constant C such that, for any set X and
Y, distribution D on Y, integer I, and any quantum algorithm A making q queries to an
oracle H: X — Y, the following two cases are indistinguishable, except with probability

3
less than CTq :

e H(z) =y, wherey is a list of samples of D of size | X|.

e H is drawn from the small-range distribution with | samples of D.

2.6.3 Security Notions

We recall the security notion ciphertext indistinguishability under quantum chosen plain-
text attacks (IND-qCPA) as given by Boneh and Zhandry [BZ13b]. This notion grants the
adversary full superposition access in the learning phase while restricting the challenge
phase to be classical. Note that this notion is equivalent to post-quantum security for
public key encryption schemes as there is no oracle in the learning phase.'* Below we
define it for symmetric key encryption schemes. Note that the exposition is changed to
make the randomness explicit, which is important for the results in Chapter 6.

Definition 2.6.4 (IND-qCPA Security). Let SE = (Enc,Dec) be a symmetric encryption
scheme and the game INDqQCPA be as defined in Figure 2.26. For any adversary A, its
corresponding IND-qCPA advantage is defined as

AdvINPIPA(4) = |2 Pr[INDgCPA* = 1] — 1] .

Gagliardoni et al. [GHS16] extended security to the case where the challenge mes-
sages can be in superposition. To circumvent an impossibility result by Boneh and
Zhandry [BZ13b], they make use of type-2 operators which directly work on the mes-
sage register rather than on a separate output register. A core part of [GHS16] is to show

14YWe emphasise that Boneh and Zhandry also introduce a variant which grants superposition access to
the decryption oracle which is not equivalent to post-quantum security.
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Game INDqCPA  oracle LR-Enc(mg,m1) oracle Enc(|¢) =}, .am.c|m)|c))

b+s{0,1} r+sR rsR
k<+sK ¢ < Enc(k,mp; 1) Z Ir) |m) |e @ Ency,(m; ) < UL (1) )
b « AREncEnc()  return ¢ o
return (V' = b) trace out |r)
return Z |m) |¢ ® Encg(m;r))

Figure 2.26: Security game INDqCPA.

that these operators can be realised efficiently. Below we give the simplest form of their
security notion, that is, quantum ciphertext indistinguishability (qIND), which allows a
single challenge query and no learning queries.

Definition 2.6.5 (qIND Security). Let SE = (Enc,Dec) be a symmetric encryption scheme
and the game qIND be as defined in Figure 2.27. For any adversary A, making exactly
one query to its oracle LR-Enc, its corresponding qIND advantage is defined as

AdvEP(A) = |2 Pr[gINDA = 1] - 1] .

Game qIND oracle LR-Enc(|¢o) , |¢1)), where |¢;) =D i |m)
b+«+s{0,1} r+sR
kK Ir) le) = Ugaa(Ir) [w) [0774))
b AWREnc(y trace out |r)

return (b/ = b) return |c>

Figure 2.27: Security game qIND.

2.6.4 Quantum-Resistant Public Key Encryption

We recall several public key encryption schemes based on quantum hard assumptions as
well as the generic hybrid encryption scheme

Lattice-Based Hardness Assumptions

We recall the hardness assumption on which the lattice-based schemes considered in this
thesis are based. Below we start with the learning with errors (LWE) problem.

Problem 2.6.6 (Learning With Errors). Let n,m,q be integers, x be some distribution
over Z, and s,e < x. Given (a,b), where a <—sZy and b < as + e, finds.

The exact hardness of the problem depends on the distribution y, in general, the secrets
and the errors are small.
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There is also a decisional variant of the LWE problem, called decisional learning with
errors (DLWE). Here, one is given either an LWE sample or a random sample and asked
to distinguish these cases.

Problem 2.6.7 (Decisional Learning With Errors). Let n,m,q be integers and x be some
distribution over Z and s,e < x. Given (a,b), where a s Zy and either b <— as +e or
b <s Zg, distinguish these cases.

Additional variants of the LWE problem are module LWE [BGV12, L.S15], middle prod-
uct LWE [RSSS17], and LWE in the exponent [DGG16, Gopl6].

LWE-Based Public Key Encryption Scheme

We recall the canonical LWE-based PKE scheme due to Regev [Reg05, Reg09]. It is
displayed in Figure 2.28, for sake of simplicity we give the scheme in a generic form without
specifying concrete sets. It underpins many lattice-based public key encryption schemes
such as Kyber [SABT20, BDK 18], FrodoKEM [NAB*"19], LIMA [AOP"17, SAL"17],
LAC [LLJ*19], the LP scheme [LP11], NewHope [PAAT19, ADPS16], Saber [DKR™20],
and Round5 [GZB719]. The security of the scheme is based on the DLWE problem
(cf. Problem 2.6.7).

The scheme works on n-dimensional vectors of elements of Z, for ¢ > 2. The functions
Encode and Decode are used for encoding and decoding bit strings to and from elements
of Zj. The Decode function has a certain error tolerance which, upon being exceeded,
results in a decryption failure.

The Encode function maps the bits of the message into the high-order bit representation
of group elements, which are then represented as a vector. For our purpose, it is not
important here to have a precise definition of this encoding function, nor to have a detailed
discussion on the sampling distribution of the LWE vectors—which is generally crucial for
proving the security of the scheme. We leave these details to an appropriate reference, for
example [NABT19]. We will only consider the following, simplified characterisation of the
encoding function.

Lemma 2.6.8 (Canonical LWE-Based Message Encoding). Let Encode: m — v as from
Figure 2.28, and let Bit(v) be the canonical bit string representation in use for a vector ele-
ment v over a finite group Zq. Then there exists a public efficient invertible permutation
and an integer T > 0 such that

Bit(Encode(m)) =« <m|] 0. ..0) .

In particular, for ¢ =2, it holds 7 = 0 and Bit(Encode(m)) = m(m).

Notice that in practice the parameter 7 denotes the expansion factor between m and ¢;
in Figure 2.28 and is upper bounded by n - [logy(¢)] minus the bit size of the message.
The larger 7, the less efficient the scheme is in terms of ciphertext size but the lower the
decryption failure rate.
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KGen(\;r) Enc(pk,m;r)
a,s,e<r parse pk as (a,b)
b« as+e e1,eg,d <+ r
pk < (a,b) ¢1 < bd + e; + Encode(m)
sk < s Co < ad + ey
return (pk, sk) return c¢ < (¢1,¢2)

Figure 2.28: Pseudocode of the canonical LWE-based public key encryption scheme PKE
with algorithms (KGen, Enc, Dec). For the randomness r used by KGen and Enc,
let x < r denote that x is deterministically derived from r. The decryption
algorithm is omitted, as it is irrelevant for this thesis.

KGen() EncH(pk, m = (my1, ma, m3))
ar, a2 s Ry c<sZ,
ri,r2 < Dzn .. vi,va, v3,d « H(c)
az < p"71 = (ayry 4 agry) s+ c+pd
sk (r1,r2) t; < Encode(m;) + v; mod w for i € [3]
pk + (a1, a2, a3) €; < Dy, 1wzn s for i€ [3]
return (pk, sk) b; + a;s+e; for i € [3]
¢ + (b1, ba, bs)
return c

Figure 2.29: Pseudocode of the lattice-based public key encryption scheme LARA. The
decryption algorithm is omitted since it is irrelevant for this thesis.

Lattice-based Public Key Encryption Scheme LARA

Another lattice-based public key encryption scheme we consider is LARA [Banl19]. The
scheme is displayed in Figure 2.29, where ¢ is an integer and n is a power of 2. The
polynomial ring Z,[X]/(X"™ + 1) is denoted by R,. The security is based on a variant of
the LWE problem (cf. Problem 2.6.6) and the DLWE problem (cf. Problem 2.6.7).

We refer to [Ban19] for the parameters s, w, p, and 5. LARA uses the discrete Gaus-
sian distribution, which is denoted by D, ,, where x and o are the support and standard
deviation, respectively. Multiplications are considered to be polynomial multiplications.
Vectors and polynomials are transformed into one another by setting the coefficients to
the vector entries and vice versa. The scheme uses an encoding function Encode, similar
to the LWE-based PKE scheme described above, which maps messages to polynomials.

Code-Based Hardness Assumptions

We recall the code-based hardness assumption relevant for the code-based public key en-
cryption schemes we consider. Note that we do not define codes as it is not relevant for this
work. Note further that we only recall the hardness assumptions for ROLLO-II [ABD " 19];
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for the other two schemes, HQC [AAB"19a] and RQC [AABT19b], we provide attacks in
Chapter 4, which are independent of the underlying hardness assumptions.

In the ideal rank support recovery (IRSR) problem, one is given a vector h, a polynomial
P, and a syndrome o, and asked to find a support E containing vectors ej, ey such that
e1 + eoh = o mod P.

Problem 2.6.9 (2-Ideal Rank Support Recovery [ABD19]). Given a vector h € Fim, @

polynomial P € Fy[X] of degree n and a syndrome o, and a weight w, find a support E of
dimension lower than w such that ey +e1h = & mod P where the vectors are of support E.

The ideal low rank parity check (ILRPC) codes indistinguishability problem asks to
distinguish whether a vector h is sampled uniformly at random or computed as x 'y mod
P, for vectors x, y of small dimension.

Problem 2.6.10 (Ideal Low Rank Parity Check Codes Indistinguishability [ABD*19]).
Given a polynomial P € Fy[X] of degree n and a vector h € F7. distinguish whether the
ideal code C with the parity-check matriz generated by h and P is a random ideal code or
if it is an ideal LRPC code of weight d.

In other words, distinguish whether the vector h was sampled uniformly at random or
as x 'y mod P where vectors x and'y have the same support of small dimension d.

Code-Based Public Key Encryption Scheme ROLLO-II

The encryption scheme ROLLO-II [ABD " 19] is a code-based public key encryption scheme
based on rank metric codes. The scheme in a generic, simplified form is displayed in
Figure 2.30, where H is a random oracle, Supp describes the support of vectors, and P is
a polynomial from the underlying code problem.

Throughout, p is a prime and ¢ is some power of p. For an integer 7, the finite field that
contains ¢ elements is F,m and the corresponding vector space of dimension n is given
by IF;%. The set of vectors of length n with rank weight w over the set F = is denoted

by Sy (Fgm), where the rank weight of a vector is the rank of a specific matrix associated
with that vector (see [ABD19] for more details). Below we define the support of a word.

Definition 2.6.11. Let x = (x1,...,2,) € F;%. The support E of x, denoted Supp(x), is
the Fy-subspace of Fm generated by the x, i.e., E = (w1,...,2n)F,-

Multiplications are considered to be polynomial multiplications, where vectors and poly-
nomials are transformed into one another by taking the vector entries as coefficients and
vice versa. In the scheme, d and r are integers while P is an irreducible polynomial
over [ m.

Code-Based Public Key Encryption Scheme HQC

We describe the code-based PKE scheme HQC [AAB"19a]. The binary field is denoted
by Fy. For a vector x, w(x) defines its hamming weight, i.e., the number of coordinates
different than 0. The scheme uses global parameters (n,m, 0, w, wy, we) which depend on
the security parameter. By R we denote F3[X]/(X™ — 1). The scheme is displayed in
Figure 2.31.
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KGen()

EncH(pk, m)

X,y 383" (Fym)
h < x 'y mod P
sk — (x,y)

pk <+ h

return (pk, sk)

e, e <3 Sf"(]qu)

E < Supp(eq, e2)

c1 + m @ H(E)

¢y +— e; + eshmod P

return c < (c1,c2)

Figure 2.30: Pseudocode of the code-based public key encryption scheme ROLLO-II. The
decryption algorithm is omitted since it is irrelevant for this thesis.

KGen/() Enc(pk,m)
h «sRs parse pk as (h,s, G)
G s F’;X" e<sRy s.t. we) =we

X,y <R3 st wx) =wly) =w
s < X+ hy

pk < (h,s,G)

sk« (x,y)

return (pk, sk)

(r17r2) s R% s.t. w(rl) = w(rQ) = Wy
c1 < mG+sra+e
Co < T + hI'2

return ¢ < (c1,¢2)

Figure 2.31: Pseudocode of the code-based public key encryption scheme HQC. The de-
cryption algorithm is omitted since it is irrelevant for this thesis.
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Code-Based Public Key Encryption Scheme RQC

We describe the code-based public key encryption scheme RQC [AABT19b]. Tt uses global
parameters (n, k,d, w,w,, P), where P is an irreducible polynomial over F,[X]. All global
parameters depend on the security parameter. By Fy and Fm, we denote the finite field
containing ¢ and ¢ elements, respectively. The set of vectors of length n and rank
weight w over F = is denoted by Sy, (Fm). Likewise, ST, (F ) describes the set of vectors
of length n of rank weight w such that its support contains 1. The public key encryption
scheme is displayed in Figure 2.32.

KGen() Enc(pk,m)
h s F parse pk as (h,s, G)
G s S (Fym) e,r1,ry s Sy (Fymr)
(x,y) s 812’; (Fgm) c1 <+ mG+sra+e
s < x+ hy cg <11 +hry
pk < (h,s,G) return c¢ < (¢1,¢2)
sk — (x,y)

return (pk, sk)

Figure 2.32: Pseudocode of the code-based public key encryption scheme RQC. The de-
cryption algorithm is omitted since it is irrelevant for this thesis.

Hybrid Encryption Scheme

The canonical hybrid encryption scheme combines a public key encryption and a symmetric
key encryption scheme into a public key encryption scheme. That is, a message is encrypted
using a fresh one-time key of the symmetric encryption scheme. The one-time key is then
encrypted using the public key encryption scheme, whereupon the encrypted one-time key
is attached to the ciphertext. To decrypt, one first recovers the symmetric one-time key,
and then uses it to decrypt the ciphertext containing the message. The canonical hybrid
encryption scheme is shown in Figure 2.33.

KGen/() Enc(pk,m) Dec(sk, c)
(pk, sk) s KGen” () k<+sK parse c as (c1,¢2)
return (pk, sk) ¢1 s Enc® (k,m) k « Decl(sk, cy)
¢y s Enc (pk, k) m « Dec®(k,cy)
return (c1,c2) return m

Figure 2.33: Hybrid encryption scheme PKE = (KGen, Enc, Dec) built from a PKE scheme
2P = (KGen”,Enc”,Dec’”) and an SKE scheme ¥° = (Enc”,Dec”).
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CHAPTER 3

LEAKAGE-RESILIENT
CRYPTOGRAPHY

In this chapter, we develop the FGHF’ construction, a generic blueprint for
leakage-resilient authenticated encryption schemes with associated data; and
SLAE, a concrete instantiation of the former built entirely from sponges. The
FGHF' construction (cf. Section 3.1) and SLAE (cf. Section 3.2) are based
on [D.JS19], the improvements of the FGHF’ construction (cf. Section 3.3)
are based on [KS20b].

Contents
3.1 FGHF’: A Generic Construction . . ... ... ... ..... 46
3.2 SLAE: An Instantiation based on Sponges . . . . ... .. .. 58
3.3 LAE from LPRF . . . . . . . . . . . .. .. .. .. .. ..., 84
3.4 Summary and Outlook . . . . . . .. .. ... ... ...... 100

Cryptographic security proofs often consider the adversary to access a primitive in a black-
box way, i.e., it has only access to the input/output behaviour but not the internal working.
In practice, however, an adversary might be able to learn more than just the input/output
behaviour. This extra information, often referred to as leakage, can be obtained via
so-called side-channel analysis (SCA) which can stem from running time [Koc96], elec-
tromagnetic radiation [GMOO1, QS01, RRO1], power consumption [K.JJ99], and fault de-
tection [BS97, BDLI7]. Such leakage can be devastating and lead to complete breaks of
cryptographic primitives [EKM08].

This sparked the research area of leakage-resilient cryptography [DP08]. Here, the
leakage is modelled via a leakage function which is limited to a certain number of out-
put bits. As a simple example one can think of a function that outputs the first bit of
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the secret key. The leakage function models the information that the adversary can ob-
tain from SCA, irrespectively of the exact type of SCA. Although there are many works
regarding the leakage resilience of cryptographic primitives, they often consider block
ciphers [Pie09, DP10, YSPY10, FPS12, MSJ12, SPY13, MSNF16, GSWY19, PSPT03],
which only support messages of fixed length and do not provide authenticity of cipher-
texts.

In this chapter, we extend the research of leakage-resilient cryptography to authenticated
encryption schemes with associated data. As one of the most fundamental cryptographic
primitives, authenticated encryption with associated data is a well-studied cryptographic
primitive in a leakage-free setting. Over the last years, the study of AEAD schemes has
received a lot of attention, for instance through the CAESAR competition [Berl4] or the
ongoing NIST standardization process on lightweight cryptography [NIST15]. However,
the leakage resilience of AEAD schemes is not that well understood, but recently, several
AEAD schemes, which are designed to be secure in the presence of side-channel leakage,
have been proposed [DEM 17, BMOS17, BPPS17, BGP 19, GPPS20, DM19].

A notable example is the work by Barwell et al. [BMOS17] which provides constructions
coming with strong security guarantees. However, this comes at the cost of a complex
construction and less efficiency. More precisely, they achieve security against adaptive
leakage, but require several invocations of the underlying leakage-resilient pseudorandom
function per encryption, which makes it rather costly.

A more practical solution is the authenticated encryption scheme ISAP, proposed by
Dobraunig et al. [DEM " 17]. Entirely built from sponges, the design of ISAP is very simple
and thus striving for a more practical solution. It follows the conventional Encrypt-then-
MAC approach [BN00, BN0g], by relying on the N2 construction [NRS14], augmented
by a rekeying strategy inspired by [MSGRI10]. However, the design choices of ISAP are
predominantly heuristic, lacking any formal security analysis to justify its claims.

Contribution

In this chapter, we extend this line of research with the goal of providing leakage-resilient
AEAD constructions that are both practical—like ISAP—and are backed by a formal secu-
rity analysis—Tlike the constructions in [BMOS17].1> We develop the FGHF’ construction,
a generic blueprint for achieving leakage-resilient AEAD schemes from leakage-resilient
function families. The FGHF’ construction refines the N2 construction by decomposing
the symmetric encryption scheme and message authentication code into smaller building
blocks. We further provide SLAE, a leakage-resilient AEAD scheme constructed entirely
from sponges. Admittedly, SLAE bears many similarities with, and is indeed inspired by,
Isap. However, SLAE is conceptually different than ISAP. In particular, SLAE is under-
stood through a top-down approach, where the leakage-resilient AEAD scheme is gradually
decomposed into simpler building blocks that are finally instantiated using sponges. How-
ever, SLAE does not rely on a rekeying strategy as is the case for ISAP.

Both SLAE and the generic FGHF’ construction are analysed in the leakage-resilient

15We would like to point out that, subsequent to our work, ISAP v2.0 [DEM"20b] has been developed
which comes with a security proof following the framework by Barwell et al. [BMOS17].

44



cryptography framework given by Dziembowski and Pietrzak [DPO08], using the leakage-
resilient security notions put forth by Barwell et al. [BMOS17].

Finally, we recast the N2 composition theorem by Barwell et al. (cf. Theorem 2.3.6)
for a special type of encryption schemes and MACs which include the schemes underlying
the FGHF’ construction. Hereby, we can relax the security requirements towards the
underlying building blocks of the FGHF’ construction.

Related Work

Leakage-resilient cryptographic primitives, ranging from encryption schemes and message
authentication codes to authenticated encryption schemes, have been proposed in several
works [BKP 16, BPPS17, GPPS19, BGPT19, GPPS20, PSV15]. In contrast to our set-
ting, these works allow leakage on the challenge queries. However, some of the underlying
components are assumed to be leak-free, which is typically achieved using techniques such
as masking [CJRR99, GP99, SP06]. A subset of these works also assume that the leakage
is simulatable, an assumption that is not beyond dispute [SPY13, LMO™"14]. Functions
and permutations which are pseudorandom under leakage have been proposed for instance
in [DP10, FPS12, SPY'10, YS13].

Abdalla, Belaid, and Fouque [ABF13] construct a symmetric encryption scheme that
is non-adaptively leakage-resilient against chosen-plaintext attacks. Interestingly, their
scheme employs a rekeying function that is not a leakage-resilient pseudorandom func-
tion. However, their encryption scheme is not nonce-based as it necessitates a source of
randomness.

Agrawal et al. developed RCB [ABC™ 18], which, to the best of our knowledge, claimed
to be the first leakage-resilient authenticated encryption scheme. RCB, however, was
broken shortly after by Abed et al. [ABL17] who showed that RCB does not provide
authenticity, even in the leakage-free setting.

Independent and concurrent to this thesis, Dobraunig and Mennink [DM19] analyse
the leakage resilience of the duplex sponge construction. They show that the duplex is
indistinguishable from an adjusted ideal extendible input function (AIXIF), which is an
ideal functionality incorporating leakage, which is different from our results, although
their leakage model is close to ours.

Also, independent and concurrent to this thesis, Guo et al. [GPPS20] propose an AEAD
design, TETSponge, that combines a sponge construction with two tweakable block cipher
instances. While their work shares the same goal, i.e., constructing leakage-resilient AEAD
schemes, they use a different approach. More specifically, they rely on the tweakable block
cipher instances being leak-free, for instance via a hardened implementation, to achieve
leakage resilience of the AEAD scheme.

Subsequent to the results in this chapter, ISAP v2.0 has been developed [DEM'20b].
It comes with small tweaks to increase security against implementation attacks. More
relevant, in comparison to this work, ISAP v2.0 comes with a security proof following the
framework by Barwell et al. [BMOS17], whereas the security of ISAP was predominantly
heuristic.

Dobrauning and Mennink [DM21] consider the question of leakage-resilient value com-
parison. This is particularly relevant for message authentication where validity of a tag is
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done by recomputing the tag and then comparing it with the candidate tag. They show
different means on how to do this in the context of leakage.

Roadmap

In Section 3.1 we develop the FGHF’ construction. The sponge-based instantiation SLAE
is given and analysed in Section 3.2. Section 3.3 provides improvements of the FGHF’
construction while Section 3.4 concludes with a summary and outlook for further research.

3.1 FGHF’: A Generic Construction

In this section, we develop the FGHF’ construction, which is a generic blueprint for
leakage-resilient authenticated encryption schemes with associated data. The FGHF’
construction is a refinement of the N2 construction (cf. Figure 2.7), which combines a
nonce-based symmetric encryption scheme and a MAC into an authenticated encryption
scheme with associated data. Barwell et al. [BMOS17] showed that security of the N2 con-
struction extends to the leakage setting. More precisely, they showed that if the encryption
component is IND-aCPLA secure and the vector MAC is both LPRF and SUF-CMLA se-
cure, then the composition is LAE secure. In turn, the FGHF’ construction further breaks
down the encryption component and the MAC component of N2, denoted by SE[F, G] and
MAC[H, F'], respectively, into smaller parts. Namely encryption is realised from a fixed-
input-length leakage-resilient pseudorandom function F and a standard pseudorandom
generator G, whereas the MAC is realised from a vector hash function H, and a fixed-
input-length function F’, that is both leakage-resilient pseudorandom and leakage-resilient
unpredictable.

The FGHF’ construction in terms of the symmetric encryption scheme SE[F, G| and
message authentication code MAC[H, F'], which are in turn composed of fixed-input-length
functions F and F’, a pseudorandom generator G and a vector hash function #, is depicted
in Figure 3.1. The pseudocode is given in Figure 3.3.

The structure of FGHF’, being an instance of N2, allows to apply the N2 compo-
sition theorem by Barwell et al. [BMOS17] (cf. Theorem 2.3.6). In order to prove the
FGHF’ construction LAE secure, we need to show that the underlying components meet
the requirements of Theorem 2.3.6, i.e., SE[F,G] is IND-aCPLA secure, MAC[H, F'] is
SUF-CMLA secure, and MAC[H, F'], or rather its tagging algorithm Tag[H,F’], is an
LPRF.

As it turns out, we can realise an IND-aCPLA secure encryption directly from an
LPRF and a variable-output-length PRG. Here the PRG serves only to extend the range
of the LPRF in order for the encryption scheme to accommodate variable-length messages.
Surprisingly, a standard PRG without any leakage resilience suffices.

Contrary to the leakage-free setting, where pseudorandomness and unpredictability are
equivalent [NR98], the latter property is not automatically implied by the former when a
MAC is constructed from an LPRF through the canonical construction. This is because the
game SUFCMLA is more permissive than the game LPRF with respect to the adversary’s
queries. Namely, the adversary can forward queries from the oracle LVfy to oracle Vfy,
whereas in the game LPRF the adversary is not allowed to forward queries from LF to F.
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M
i Enc[F, g §
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i ] Tag[H, F/| i
5_\ SN FI(Km’ ) —i—)T
y . a

Figure 3.1: Graphical representation of the FGHF’ construction. It corresponds to the
N2 composition of SE[F,G] and MAC[H, F'| which are in turn composed of a
fixed-input-length function F, a pseudorandom generator G, a vector hash H,
and a fixed-input-length function F’.

In fact, in the proof of Theorem 2.3.6 in [BMOS17], the SUF-CMLA adversary always
forwards a particular query from its oracle LVfy to its oracle Vfy. This precludes reducing
SUF-CMLA security to LPRF security due to our inability of simulating the verification
oracles via the respective LPRF oracles. Note that Theorem 2.3.6 mandates SUF-CMLA
security to be defined this way to hold, whereas lifting the restriction in the game LPRF
would make it unsatisfiable. We overcome this problem by noting that, in the non-adaptive
leakage setting, unpredictability suffices to achieve SUF-CMLA security, and at the same
time we can allow the adversary to forward queries between its leakage and challenge
oracles while maintaining satisfiability. This leads to a new security notion, called leakage-
resilient unpredictable function (LUF), which we prove to be sufficient to yield SUF-CMLA
security.

For both LUF and LPRF security we show that fixed-input-length functions are suffi-
cient, as a collision-resistant vector hash function allows to turn fixed-input-length func-
tions into variable-input-length functions while maintaining their LUF and LPRF security.

The advantage of the FGHF’ construction lies in its simplicity. It requires only two
leakage-resilient functions which can be combined with off-the-shelf primitives for the pseu-
dorandom generator G and hash function . Furthermore, for every encryption/decryption
the leakage-resilient primitives are invoked only once.

Figure 3.2 illustrates the composition theorem for the FGHF’ construction that we
develop in this section. It combines Theorem 2.3.6, developed by Barwell et al. [BMOS17],
with the results we prove in the following sections.
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LAE
[ Theorem 2.3.6 ]
I T T |
| IND-aCPLA | | LPRF | | surcMmMLA |
[ Theorem 3.1.1 ] [ Theorem 3.1.6 ] [ Corollary 3.1.5 J

= A= .=

| LPRF | | PRG | | | LPRF | | | LUF |
F g H F H F

Figure 3.2: Visualisation of the FGHF’ composition theorem (cf. Theorem 3.1.7).

FGHF-Enc((K., Kn), N, A, M) FGHF'-Dec((K.,Kn),N, A, (C.,T))

/| Compute ciphertext using SE[F, G] H+ H(N,A,C.)

z + F(K.,N) T «+ F (K, H)
Ce+—Glz,p)® M if T #T

/| Compute tag using MAC[H, F'] return L

H «+ H(N,A,C.) z 4+ F(K.,N)

T+ F(Km, H) M+ G(z,|Ce]) ® C,
return C «+ (C,,T) return M

Figure 3.3: Pseudocode of the FGHF’ construction with encryption and decryption algo-
rithm FGHF'-Enc and FGHF’-Dec, respectively.
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3.1.1 Leakage-Resilient Encryption SE[F, (|

The following theorem shows that the symmetric encryption scheme SE[F,G] achieves
IND-aCPLA security if the underlying components F and G achieve LPRF and PRG
security, respectively. Note that security for this part even holds in the more general
setting of adaptive leakage.

Theorem 3.1.1. Let SE[F,G] be the encryption scheme depicted in Figure 3.1, com-
posed of the function family F: IKC x {0,1} — {0,1}" and the pseudorandom generator
G: {0,1}" — {0,1}* with respective associated leakage sets Lr and L. Then for any
IND-aCPLA adversary Ase against SE[F,G|, making q queries to Enc, and associated
leakage sets Lp = Lp = Lr X Lg, there exists an LPRE adversary Ajps against F and a
PRG adversary Apg against G such that

AdviR2 G (Ase, L, LD) < AdVERT (A, L) + ¢ AdVER (Aprg) -

Proof. The proof works through a sequence of games Gy, Gy, Ga, G3 (cf. Figure 3.4). Game
Gp is the game INDaCPLA instantiated with SE[F, G] and secret bit fixed to 1 and game Gg
is the same with secret bit fixed to 0. Using the equivalent notion of adversarial advantage,
we obtain

AdvINPECPLA( A, L) = |2 PrINDaCPLA = 1] — 1|

= |Pr[ARP2PYA = 11b = 1] — Pr[ANPPLA = 11b = 0]

= [PrfA% = 1] - PrlAS = 1)

3
<y ’Pr[ &1 = 1] — Pr[AS = 1]( . (3.1)

We start with the first term for which we construct the following LPRF adversary Ajpf
against F. For queries (IV, M) to Enc by Ase, Ajprs invokes its own challenge oracle on IV
to obtain z. Subsequently, it computes Z < G(z,|M|) and sends C < Z & M to Ase.
Leakage queries (N, M, (Lp,Lg)) to LEnc are processed as follows. The tuple (z,Ar)
is obtained from the oracle LF upon querying it on (N, Lp), while C < G(z,|M|) & M
and Ag < Lg(z, M) are computed locally by Aj,¢ before sending (C, (Ar, Ag)) to Ase.
Leakage queries (N,C,(Lp,Lg)) to LDec are answered just as leakage queries to LEnc,
except that Lg takes C, instead of M, as input and M is obtained by XORing C to the
output of G. When A outputs a bit b, Aj,¢ forwards it as its own output.

Since the games Gy and G; solely differ in generating the seed z for G during queries to
Enc, Ajpi¢ perfectly simulates game Go and G; conditioned on the secret bit of the game
LPRF being 1 and 0, respectively. We conclude with

Iprf Iprf
= AdvE R (A, L) - (3.2)

Pr[AS = 1] — Pr[AS = 1}’ = ‘Pr [ALPRF = 115 = 1] — Pr[APRF = 1(b = 0]

Next, we bound the game hop between G; and Go, for which we introduce a sequence of
hybrid games Ho, ..., H,, displayed in Figure 3.5. The games differ in how the value Z
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is sampled. In H;, for the first ¢ queries, it is sampled ideally, i.e., a random bit string
of length identical to the queried message. For the remaining ¢ — ¢ queries, it is sampled
real, i.e., the output of the PRG G on input a random seed and the length of the queried
message. It follows that Hy = G; and H, = Ga, hence

PrAS = 1] = PrAS = 1] = [PriA = 1] - PrlA% = 1]

q
<3 ‘Pr[ fiot g Pt = 1]‘ .
=1

We construct PRG adversaries By,...,Bq to bound the game hops between each pair
of consecutive hybrid games. Adversary B; proceeds as follows. It samples a key K
for the function F. This allows to perfectly simulate the leakage oracles LEnc and LDec
for Age. For leakage queries (N, M, (Lp, Lg)) to LEnc, it (locally) computes z «+ F(K, N),
C+ Gz |M)®eM, Ap < Lp(K,N), and Ag < Lg(z, M), and sends (C, (Ar, Ag)) to
Ase. Leakage queries (N,C, (Lp, Lg)) to LDec are processed similar, except that C' is
used instead of M for computing the leakage Ag. Let (Ny, My), ..., (Ng, M,) denote the
challenge queries that Ase makes to Enc. For queries (N, M;) with j < i, B; samples
Z <5 {0,1}Ml and sends C + Z @ M; back to Ase. For queries (N;, M;) with j > i, B;
samples a seed z for G, computes Z < G(z,|M,|) and sends C « Z @ M; back to As.
For the it" query, (N;, M;), B; invokes its own oracle G on |M;| to obtain Z, computes
C + Z ® M;, and sends C back to Ase. It is easy to see that B; simulates H;_1 and H; if
its challenge bit b from the game PRG is 1 and 0, respectively. Hence, we have

PriAl-t = 1] — prjath = 1]‘ - ‘Pr[BiPRG = 1|b=1] - Pr[BPRC = 1|b = 1]
= AdvERe(B).

We define Apg to be the adversary that picks ¢ <—s [¢] and then behaves as Bi. By a
standard hybrid argument [FM21, MF21], we get

q
PILAS = 1] = PrlAZ = 1] < 37 [Pl = 1] - Pria = 1]
1=1
< g AdVERC (Aprg) - (3.3)

Since the challenge oracle Enc outputs identically distributed ciphertexts in Gy and Gj3 the
adversary can not distinguish these games which yields

Pr[AS2 = 1] — Pr[A% = 1]| = 0. (3.4)
Inserting (3.2), (3.3), and (3.4) into (3.1) yields
Adv 2 G M (Ase, L, L0) < AdvERF (A, L) + ¢ AdvERE(Aprg)

This proves the claim. O
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Games G, G1,Ga,G3  oracle Enc(N, M) in Gy

oracle LEnc(N, M, (Lg, L))

K +sK

b/ — AEnc,LEnc,LDec ()

2+ F(K,N)
7+ G(z,p)
return C <~ Zd M

oracle Enc(N, M) in G;

z +s{0,1}"
Z « G(z, 1)
return C <~ Z o M

oracle Enc(N, M) in Gg

Z +s{0,1}"
return C + Zpo M

oracle Enc(N, M) in G3

return C s {0,1}*

2« F(K,N)

Z Gz, 1)
C—ZoM

Ap « Lp(K,N)

Ag + Lg(z, M)
return (C, (Ap, Ag))

oracle LDec(N,C, (Lp, Lg))

z 4+ F(K,N)

Z « G(z,7)
M«—ZaC

Ap < Lp(K,N)

Ag <—Lg(Z,C)
return (M, (Ar, Ag))

Figure 3.4: Games Gp, Gy, Go, and G3z used in the proof of Theorem 3.1.1. The oracles
LEnc and LDec are shared across all games. Each game uses the oracle Enc as

specified.
Game H; oracle Enc(N, M) in H; oracle LEnc(N, M, (Lr, L))
K <+sK c+—c+1 z <+ F(K,N)
c+0 if c <4 Z +—G(z,p)
b/ « AEnc,LEnc,LDec() 7 s {0, ]_}IJ« C— 7 e M
else Afp < Lp(K,N)
Z 3 {0, 1}" AG — Lg(Z, M)
Z <+ Gz, p) return (C, (Ap, Ag))

return C <+ Z o M

oracle LDec(N,C, (Lp, Lg))

z+ F(K,N)

Z < G(z,7)
M<—ZoC

Ap + Lp(K,N)

Ag + Lg(z,0)
return (M, (Ar, Ag))

Figure 3.5: Hybrid games H; used in the proof of Theorem 3.1.1. The games share the
leakage oracles LEnc and LDec and differ only in the oracle Enc.
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3.1.2 Leakage-Resilient Message Authentication MAC[H, F'|

As explained above, LPRF security is insufficient to achieve SUF-CMLA security. To cir-
cumvent this issue, we introduce the notion of a leakage-resilient unpredictable function
(LUF). We then show that SUF-CMLA security follows from LUF security for the canon-
ical MAC construction. To deal with messages of arbitrary length, we show further that
the domain of a fixed-input-length LUF can be extended via a collision-resistant hash func-
tion. These two results then yield the SUF-CMLA security of MAc[H, F']. The final piece
is to prove that the domain extension using a collision-resistant hash function also works
for a fixed-input-length LPRF, in order to show the tagging algorithm of MAC[H, F] to
be an LPRF.

Leakage-Resilient Unpredictable Functions

The definition below defines leakage-resilient unpredictable functions. Note that, unlike
for LPRF security where the adversary must not forward queries from its leakage oracle
to its challenge oracle, LUF security allows the adversary to obtain leakage for the input
for which it tries to predict the output. However, note further that the leakage oracle only
outputs the leakage but not the output of the function.

Definition 3.1.2 (LUF Security). Let F: K x X — Y be a function family over the
domain X and indexed by KC, and the game LUF be as defined in Figure 3.6. Then, for
any adversary A its corresponding LUF advantage is given by

Adv¥F(A, L) == Pr[LUFA = 1].

Game LUF  oracle Guess(X,Y’) oracle F(X) oracle Lkg(X, L)

win < 0 Y « F(K,X) SeuX A« L(K,X)
S+ 0 ifXgSAY =Y’ Y «+ F(K,X) return A
K +sK win < 1 return Y

AGuessFilke(y  return (Y =Y’)

return win

Figure 3.6: Security game LUF.

Unpredictability of MAc[H, F/|

The following theorem shows that LUF security implies SUF-CMLA security via the
canonical MAC construction.

Theorem 3.1.3. Let F: K x X — Y be a Junction family with associated leakage set Lz,

and let MAC[F] be the corresponding canonical MAC with associated leakage sets L, Ly

A~

where L = Ly = L. Then for any SUF-CMLA adversary Amac against MAC|F], there
exists an adversary Aus against F such that

Advi?AFC(E]'\A'{I]LA(Amac?£T7£V) < AdV;:‘UF(‘AIUf’LF) '
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Proof. For any SUF-CMLA adversary Amac against MAC we construct a LUF adversary
Ajf against F. We proceed in two steps, we first bound the SUF-CMLA advantage of
Amac by the probability of a particular event occurring and then we bound this probability
by the LUF advantage of Aj,s. Let E be the event that Am,c makes a query to its oracle
Vfy which returns T. Then

AdvSUFEMUA (A Lo, L) = |2 Pr[SUFCMLA e = 1] — 1|

MAC[F]
= |2 Pr[SUFCMLAA™< = 1 N E]
+ 2 Pr[SUFCMLAA™ = 1 N E] — 1|
< |2 Pr[E] + 2 Pr[SUFCMLAA = 1|E] — 1| . (3.5)

Now, conditioned on E the oracle Vfy will always return L irrespective of the value of b
and hence the probability of Amac winning is exactly one half. Thus the above can be
re-written as

|2 Pr[E] + 2Pr[SUFCMLAA™< = 1| E] — 1| = 2 Pr[E]
—2Pr[ENb=0]+2Pr[ENnb=1]. (3.6)

When b = 0 the oracle Vfy will always return 1 and thus E simply cannot occur, i.e., the
first term in the above expression is zero. Thus

2Pr[ENb=0]+2Pr[ENb=1] =2 Pr[E|b=1]Pr[b=1]
=Pr[E|b=1]. (3.7)

We now bound this last probability by the LUF advantage of A,s. By construction we
have that Lr = Ly = L. Then Ay runs Amac and provides it with a simulation of
the game SUFCMLA with the bit b fixed to 1. Whenever Any,c makes a query (X, L) to
LTag, Aws queries X to F and (X, L) to Lkg to obtain ¥ = F(K, X) and A = L(K, X),
respectively, and returns (Y, A) back to Amac. Similarly if Amac queries (X, T, L) to its LVfy
oracle, Ay queries (X, L) to Lkg and (X, T') to Guess to obtain A and V', respectively, and
returns (V, A) to Amac. Every query (X, T') that Amac makes to its oracle Vfy, is forwarded
by A to its own oracle Guess and returns T to Amac if Guess returns 1 and | otherwise.

Recall that Aj,’s queries to F are recorded in the set S, and it only wins the game
LUF if it makes a query to Guess which returns 1 where the corresponding X value is
not contained in S. However since Amac does not forward queries from LTag to Vfy, it is
guaranteed that Ajuf’s queries to Guess are not contained in S. It then follows that Ajus
wins the game LUF whenever E occurs, and hence

Pr(E|b=1] < AdvF (Aur, Lp) . (3.8)
By combining (3.5), (3.6), (3.7), and (3.8), we obtain
AdviPI A (Amac, L7, Lv) < AdvET (Aur, £7)

which proves the theorem. O
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The theorem above only yields SUF-CMLA secure MACs with the same domain as the
underlying function. The following theorem shows that this is not a hindrance as the
domain of the underlying function can be extended by a collision-resistant hash function
while maintaining its LUF security.

Theorem 3.1.4. Let F': K x {0,1} — Y be a function family with associated leakage
set Lpr, and let H: X — {0,1}" be a hash function over any domain X. Further, let their
composition F be defined as

F(K,X)=F(K,H(X)),

where X € X, K € K, and Lz = Lg X Ly for any set of efficiently computable func-

tions Lrg. Then for any LUF adversary Ay against F, there exists a corresponding LUF
adversary Ays against F' and an adversary Anash against H such that

AdVb:.UF(Amf, ﬁp) < AdV%R (Ahash) + AdVIj:gF(ZMf, Lpr).

Proof. We prove the theorem using game G displayed in Figure 3.7. Except for some
additional bookkeeping, game G equals LUF and |G| is a variant where queries which form
a collision in the hash function with a previously made query are answered with 1. It
holds that

AdviF (A, L) = Pr[GA = 1]
= Pr[GA = 1] — Pr[GP"™ = 1] + Pr[G" = 1].  (3.9)

From the games it is easy to see that G and |G| are identical until the flag Bad is set which
leads to

Pr[GAv = 1] — Pr[A'“f = 1] < Pr[AS; sets Bad]. (3.10)

We construct the following adversary Apash. It chooses a key K for F' at random. For
every query (X,Y”) to Guess, Apash computes H «— H(X) and Y + F/(K, H). It returns 1,
if Y =Y’ otherwise, it returns 0. For queries X to F, Apssn computes H + H(X) as
well as Y « F'(K,H) and sends the latter back to Aj,.'5 When A makes a query
(X, (Lpg,Lpr)) to Lkg, Apash computes H < H(X), Ay < Ly (X), and Ap < Lp (K, H).
Then it sends (A, Apr) back to Ajf. Throughout, Apasp monitors the hash values that
stem from Aj,¢’s queries. If a query X, either to Guess or F, triggers Bad, Apagh looks up
the colliding input X’ and outputs the collision (X, X’). We conclude with

Pr[AC; sets Bad] < AdvSR(Apash) - (3.11)

To bound the probability that Aps wins game [G], we construct another adversary Ajs
against F'. Specifically, A s runs A, and answers queries as follows. Leakage queries
(X, (Ly, Lpr)) are answered by locally computing H < H(X) and Ay < Ly (X), querying
(H, L) to its own leakage oracle to obtain Ags, and sending (Ag, Aps) back to Ays. For

For simplicity we ignore the winning condition as Apssh solely aims to find a collision for the hash
function.
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queries X and (X,Y”) to F and Guess, respectively, Ay,s forwards the query, replacing X
with the corresponding hash value H < H(X), to its own oracle and passes the response
back to Aj,s. However, if the hash value H has already occurred during a prior query by
Auut, A simply responds with | without making a query itself. It remains to argue that
Ajuf wins whenever Ay ¢ wins. This follows from the simple observation that the winning
query by Ay, i.e., the one that set win to true, must be on an input resulting in a fresh
hash value. Since A ¢ forwards the hash value to its own oracle, this hash value has not
been queried to F, hence, it will also set win to true. We conclude with

Pr[GI" = 1] < Adv5YF (Ays, L) - (3.12)
Collecting (3.10), (3.11), and (3.12), and inserting into (3.9) yields
AV (A, L) = Pr[GAw = 1] — Pr[GI™ = 1] + Pr[GF" = 1]
< AdV§ (Anash) + AdvE (Aus, L)
which concludes the proof. O

Games G,[G] oracle Guess(X,Y’) oracle F(X) oracle Lkg(X, (Lyg, Lg))

win < 0 H + H(X) H + H(X) H + H(X)
S0 if HeT if HeT Ag + Lp(X)
T+« 0 Bad < true Bad < true Apr + Lp/(K, H)
Bad <« false A (Ag, Apr)
K +sK T «0oH T oL H return A
ACuessFLe() y o 7K, H) S+uX
return win if XgSAY =Y’ Y « F(K,H)

win < 1 return Y

return (Y =Y’)

Figure 3.7: Games used in the proof of Theorem 3.1.4.

Combining Theorem 3.1.3 and Theorem 3.1.4, we obtain the following corollary, which
reduces the SUF-CMLA security of MAC[H, F'] to that of its building blocks H and F.

Corollary 3.1.5. Let MAC[H, F'| be the MAC depicted in Figure 3.1, composed of the
hash function H and the function family F' with respective leakage sets Ly and Lpr.
Then, for any SUF-CMLA adversary Amac against MAC[H, F'] with associated leakage
sets L = Ly = Ly x Lgr, there exists a LUF adversary Ajus against F' and an adversary
Anash against H such that

AdVPEOE (Amac, L1, Lv) < AdVE] (Anash) + AdVEF (A, L) -

Proof. Tt holds that

(Theorem 3.1.3) _
AV (Amse. L1, Lv) < AdVEF(Aur, L)

(Theorem 3.1.4)
< AR (Apash) + AdvEF (Awf, L)
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where F is the composition of H and F’ with associated leakage set L7 = Ly x L. This
proves the claim. O

Pseudorandomness of MAc[H, F']

The final piece needed to apply Theorem 2.3.6 is to show that MAcC[H, F'], or rather
its tagging algorithm Tag[H, F'|, is a leakage-resilient pseudorandom function. Since by
assumption F' is already an LPRF, this result is analogous to Theorem 3.1.4 in that it
provides us a simple technique for extending the domain of an LPRF with a collision-
resistant hash function.

Theorem 3.1.6. Let F': K x {0,1}* — Y be a function family with associated leakage
set Lpr, and let H: X — {0,1}"Y be a hash function over the domain X . Further, let their
composition F be defined by

F(K,X)=F(K,H(X)),

where X € X, K € K, and Lz = Ly x Lpr for any set of efficiently computable func-
tions Lg. Then, for any LPRF adversary Ajns against F, there exists a corresponding
LPRF adversary Ao against F' and an adversary Anash against H such that

Advl]‘:_PRF(A|prf, EF) <2 AdV%R(.Ahash) + Advl]‘_BRF(jmrf, Lpr) .

Proof. We prove the theorem using game G displayed in Figure 3.8. It holds that game G
is the game LPRF, except for some additional bookkeeping. Game |G| is similar, with the
exception that only queries with a fresh hash value are answered.

AdvERF (A, L) = AdvE (A, L)
Pridbs = 1|b=1] - PrlAS: = 1|b= 0]‘

< (Pr[Aﬁ,,f;»ub:u—Pr[Af;»1|b:1]‘

+ |Pr{AS = 116 =1] - PrAT = 1] =0]]
+ ‘Pr[Af = 1[b=0] - PrlAS; = 1]b= o}’ . (3.13)

We start with the first difference, that is, between game G and game with secret bit
fixed to 1. It is easy to see that

PrlAS = 1]b = 1] — PrlAG; = 1]b = 1]| < Pr[AS sets Bad [b=1]. (3.14)

We construct the following adversary A; against H. It chooses a key K for F’ at random.
For every query X to F by Ay, A1 computes Y < F'(K, H(X)) and sends it back to Ajps.
For leakage queries (X, (L, L)) to LF, Ay computes Y < F'(K, H(X)), Ay < Lu(X),
and Aps < L (K, H). Then it sends (Y, (Ag, Apr)) back to Ajps. For all these queries,
A1 monitors the hash values H that occur while evaluating Aj,’s queries. Upon observing
a collision, i.e., Ajpf makes a query X that triggers Bad, A; looks up the prior query X’
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that resulted in the same hash value and outputs (X, X’) as a collision for H. It follows
that

Pr[AZ ¢ sets Bad [b = 1] = Adv§}(Ay). (3.15)

We now turn towards the second difference. We construct 71|p,f against F' as follows.
It starts by initialising an empty set 7. Upon receiving a query X to F by Ay, Z|prf
locally computes H < H(X). If H € T, 71|prf returns L to Ajps. Otherwise, Z”,rf adds
H to T, sends H to its oracle F to get Y, which it forwards as the response to Ajyf.
For leakage queries (X, Ly, Lys) to LF, Ajf first computes H < H(X) and returns L if
H € T. If that is not the case, Aj locally computes Ay < Ly (X), sends (H, Lp) to its
own leakage oracle LF to get (Y, Apr), and sends (Y, (Ax, Apr)) back to Ajps. When Ajp
terminates by outputting a bit ¥/, j|prf outputs . It holds that j|prf perfectly simulates
for Ajp¢ with the same secret bit as its own game LPRF. Hence, we obtain

LPRF
Iprf
— Pr[A = 1]b=0]

= Adv5ERF (A, L) - (3.16)

PriAS, = 1]b=1] - Pr[A,prf:»ub:oM:‘PrA = 1]b=1]

Just as for the first difference, the third one is bound by the probability of A triggering
Bad, except for secret bit fixed to 0, i.e.,

Pr[APs = 1]b=0] - Pr[A,prf = 1]b = 0]| < Pr[AP sets Bad [b = 0]. (3.17)

Similar to A;, we construct Ag against H. It chooses a key K for F’ at random which will
be used for leakage queries by Ajps. More precisely, for a leakage query (X, (Lp, Lgr))
to LF, Ay proceeds as follows. It computes Y + F'(K,H(X)), Ay + Lg(X), and
Apr < L (K, H) and sends (Y, (Ag, Apr)) back to Ajgrs. For queries X to F by Ajuf, Ag
first computes H < H(X) and Y < F'(K, H), followed by sending Y to Ajps. Again, Ag
monitors all hash values that occur for the queries made by Aj¢. For the query X that
triggers Bad, A looks up X’ that forms the collision and outputs (X, X’). We conclude
with

Pr[.Aﬁ;,rf sets Bad | b = 0] = AdvSR(Ap). (3.18)

By collecting (3.14), (3.15), (3.17), (3.18), and (3.16), defining Anash to be the adversary
with the higher advantage among Ay and A; and inserting into (3.13), we obtain

AdVEPRR (A, £ ‘Pr AS = 1[b=1] - PrlA9, = 1]b= 1]‘

Iprf

o+ |PrlAS = 16 =1] - PrAT, = 1]b=0]]
+ ‘Pr.Alprf = 1[b=0] - PrAS; = 1]b= 0]‘

= Adv§R (A1) + AdvERF (A, L) + AdvE] (Ao)
<2 AdV (Ahash) + AdVLPRF(A|prf, Lpr).

This concludes the proof. ]
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Games G,[G] oracle F(X) oracle LF(X, (Ly, Lg))
K +sK H +— H(X) H +— H(X)
T 0 ifb=0 Y « F/(K, H)
Bad « false Y sy Ag + Ly(X)
b — AFvLF() else Apr < Lp/(K, H)
Y « FI(K,H) A« (Ag, Ap)
it HeT it HeT
Bad < true Bad < true
T+uvH T<+uvH
return Y return (Y, A)

Figure 3.8: Games used in the proof of Theorem 3.1.6.

3.1.3 The FGHF’' Composition Theorem

Below we state the composition theorem for the FGHF’ construction. It follows from
collecting the results above, i.e., Theorem 3.1.1, Corollary 3.1.5, and Theorem 3.1.6, and
combining it with the N2 composition theorem by Barwell et al. [BMOS17], i.e., Theo-
rem 2.3.6. The exact implications are visualised in Figure 3.2.

Theorem 3.1.7 (LAE Security of the FGHF’ Construction). Let F be a function, G be a
PRG, H be a vector hash function, and F' be a function with associated leakage sets Lr,
La, Ly, and Lgr, respectively. Let FGHE’ be the composition of F, G, H, and F' with
associated leakage sets Lap = Lyp = L X Lo X Ly X Lgr. Then, for any LAE adversary
Aze against FGHE', making q queries to Enc, there exist adversaries Ay, Z“,rf, Aprgs
Anash, and Ays such that

Advip (Ase, Lag, Lvp) < AdvE R (A, L) + AdVE (A, L)
+2 AdvEF (A, L) .

3.2 SLAE: An Instantiation based on Sponges

We introduce SLAE, pronounced “sleigh”, a Sponge-based non-adaptive Leakage-resilient
AEAD scheme. This is achieved by instantiating the FGHF’ construction from Section 3.1
purely from sponges. A salient property is that SLAE bears many similarities with a prior
sponge-based AEAD scheme called Isap [DEM ™17, DEM20b]. Indeed, SLAE is inspired
by ISAP as is the FGHF' construction which initially derived from the concrete AEAD
scheme SLAE.

The AEAD scheme IsAP is designed with the goal to inherently resist side-channel
attacks by deploying a rekeying mechanism. More specifically, the rekeying mechanism is
used to achieve security against Differential Power Analysis (DPA).
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Following the N2 construction, [SAP consists of a symmetric encryption scheme, called
IsaAPENC, and a MAC, called IsAPMAc. Both components are conceived by augmenting
well-established sponge constructions using a rekeying function ISAPRK. The DPA resis-
tance stems, intuitively, from two facts: first, ISAP never uses the same key more than once
and, second, the slow absorption rate used in the rekeying function. However, the initial
proposal of Isap [DEM ' 17] was not backed up by any formal security analysis. Note that
this is no longer the case for the newer proposal IsAP v2.0, which is accompanied by a
formal security analysis [DEM"20D)].

The overall structure of ISAP is retained in SLAE but some conceptual changes are
done in order to facilitate its security analysis. The design of SLAE can be understood
across three different levels of abstraction. At the highest level, just as ISAP, it is the
N2 composition of a symmetric encryption scheme SLENC and a MAC SLMAC. At the
second abstraction level, SLENC and SLMAC can be viewed in terms of smaller components
following the FGHF' construction. More specifically, SLENC is decomposed into a fixed-
input-length function F and a pseudorandom generator with variable output length G
while SLMAC consists of a vector hash function H and a fixed-input-length function F'.
At this point, note that the generic FGHF’ construction does not use a rekeying approach
as opposed to Isap. At the third abstraction level, SLAE results from instantiating the
four components F, G, H, and F’ with the sponge-based primitives SLFUNC, SPRG, and
SvHAsH. Note that these primitives are based on T-sponges, another difference to ISAP
which relies on P-sponges (cf. Section 2.2.7).

The AEAD scheme SLAE in terms of its underlying components SLEFUNC, SPRG, and
SvHASH, is described in Figure 3.9. The sponge-based instantiations of the components
are described in Figure 3.10.

We briefly recall the parameters. Nonces are expected to be of fixed length v. By a we
denote the length of the associated data, while k describes the key length. The output
length of the hash function is denoted by w. The length of a message and ciphertext is
w and -y, respectively. Note that these can be arbitrarily long and, in particular, that we
use v to denote both the ciphertext length of the underlying encryption scheme SLENC
as well as SLAE. Finally, 7 denotes the tag length of the MAC SLMAC.

3.2.1 The SLENC Construction

The encryption scheme SLENC is described in Figure 3.9. It follows the blueprint from
the FGHF’ construction, instantiating the encryption scheme SE[F,G] with the sponge-
based fixed-input-length function SLFUNC and the pseudorandom generator SPRG. Both
SLFUNC and SPRG are described in Figure 3.10, while the former and latter are depicted
in Figure 3.11 and Figure 3.12, respectively.

To encrypt a message M, it initialises the initial state of the sponge to K. || IV, where
IV is some initialisation vector of length n — k. In the absorbing phase (corresponding to
SLFUNC), the nonce is absorbed using a reduced rate (. After the nonce is fully absorbed,
the squeezing phase (corresponding to SPRG) starts. In this phase, every iteration of the
sponge construction outputs r-bits until a bit string of length equal to the message is
obtained and the ciphertext is obtained by XORing the message to this bit string.
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SLAE-Enc(K, N, A, M) SLAE-Dec(K, N, A,C)
parse K as K. | K, parse K as K., | K,,,
C¢ < SLENC-Enc(K., N, M) parse C as C, | T
T < SLMac-Tag(K,,, N, A,C.,) V « StMaAc-Ver(K,,, N, A,C.,T)
C«+C.|T ifv=.1
return C return |
M < SLENC-Dec(K,., N, M)
return M
SLENC-Enc(K., N, M) SLMAC-Tag(K,, N, A, C.)
z « SLFuNc(K,, N) H + SvHASH(N, A, C,)
Ce < SPRG(z, |M|) e M T + SLFuNc(K,,, H)
return C, return [T]7
SLENC-Dec(K,, N, C.) StMac-Ver(K,,, N, A,C.,T)
z - SLFuNC(K,, N) H <+ SvHASH(N, A, C,)
M + SPRG(z,|Ce|) & Ce T' + SLFUNC(K,,, H)
return M if T #£T
return |
return T

Figure 3.9: Pseudocode of the AEAD scheme SLAE = (SLAE-Enc, SLAE-Dec) in terms of
the sponge-based primitives SLFUNC, SPRG, and SVHASH.
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SLFuNc(K, X)

SVHASH(N, A, C)

parse X as Xy || ... || X; s.t. Vi|X| =7
Yo« K || IV
S1 + p(Yo)
for iin {1,...,1}
Y (S @ X;) || Si
Siv1 = p(Y5)

return S;;4

SPRG(z, L)
L+ [£]

T

S+ 2

for iin {1,...,1 -1}
Siv1 + p(Si)

Z+S1|... S

return [ 7 L

Ipad(X, )

y <« |X| modr

return 1| 0" ¥~1

A+ Al lpad(A,r)

parse A as A, || ... || A, s.t. |A)| =n Vi
C + C| Ipad(C, )

parse C as Cy || ... | Cy s.t. |C;| =r,Vi
Yo N | IV

S1 4 p(Yo)

// Absorb associated data

foriin {1,...,u}
Y (Si® Ai) || S
Si+1 < p(Yi)

// Input separation

St 4 Su || (Su @ (1] 0°71)

// Absorb ciphertext

foriin {u+1,...,u+v}
Y+ (S,0C) | Si
Siy1 = p(Y3)

H + [Suto1]"

return H

Figure 3.10: Pseudocode of the sponge-based primitives SLFUNC, SPRG, and SVHASH in
terms of a random transformation p: {0,1}" — {0,1}", where n = r + c.

N No N1 N,
® & — - — @ ®
K| Yy P|S Yi| P |S2 Yi1|P|S Yi[P| S
-/ -/ — -/

Figure 3.11: Visualisation of the sponge-based function SLFUNC.

Al Zs Z3 Zy Z11 7

Ll l nlal 1Tl

z Sy p So P S3 Pl Sy Si—1 [P S
-/ - -/ -/

Figure 3.12: Visualisation of the sponge-based pseudorandom generator SPRG.
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3.2.2 The SLMAc Construction

The message authentication code SLMAC is described in Figure 3.9. The construction is
based on a sponge-based vector hash function SVHASH, which is described in Figure 3.10
and depicted in Figure 3.13. In addition, it uses a fixed-input-length function SLFUNC
described in Figure 3.10 and depicted in Figure 3.11.

To authenticate a triple (NN, A,C), the sponge state is initialised with N | IV for
an initialisation vector IV of length n — v. Subsequently, the associated data and the
ciphertext are padded to length a multiple of the sponge rate r and then absorbed r bits
in each iteration. To demarcate the switch from absorbing the associated data to absorbing
the ciphertext the bit string 1 || 0°~! is XORed to the inner state, when absorbing the
first ciphertext block. This ensures that distinct input pairs (A, C) # (A, C) with A ||
C = A || C still yield different hash values.

Once the hash value is computed, it is fed into SLFUNC, by initialising the sponge state
with K, || IV and absorbing the hash value at a reduced rate ¢. The resulting state is
truncated to its leftmost 7 bits to obtain the tag.

N Ay A, C Co Cy H
| | | | | |
0 — @ & o0 o & |0
p p p p p p
v D —
- i

1 H chl

Figure 3.13: Visualisation of the sponge-based hash function SVHASH.

3.2.3 Security of the Sponge-Based Primitives

We now turn towards the security of the sponge-based components underlying SLAE. We
prove SLFUNC to be a leakage-resilient function family achieving both pseudorandom-
ness and unpredictability. Informally, we show that by a reduced absorption rate, e.g.,
¢ = 1, the impact of leakage can be limited to A2¢, where X is the number of bits leaked
between consecutive invocations of the transformation p. Although sponge-based pseu-
dorandom generators and hash functions are extensively studied [BDPV10, BDPVAOQT7],
SPRrG and SVHASH are non-standard constructions and as such, their security follows not
immediately from existing results. The former uses the seed as the initial state rather
than absorbing it, while the latter takes triples of inputs and employs a special separation
between these inputs.

Security of SLFUNC

Although LPRF and LUF security are incomparable notions (as we will formally show
in Section 3.3.1), it is still possible to meet both notions simultaneously through a single
primitive. Indeed, the FGHF’ composition theorem (cf. Theorem 3.1.7) requires that such
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a primitive exists since F’ is required to satisfy both security notions. We now show that
the SLFUNC construction is well-suited for this role, and in fact that it can be used to
instantiate both the F and F’ components—as is the case in SLAE. Moreover, the most
extensively studied leakage-resilient object is that of a pseudorandom function due to its
versatility in several potential applications. As a practical construction of this primitive
against non-adaptive leakage, SLFUNC is of independent interest. The LPRF security of
SLFUNC is stated formally in the following theorem.

Theorem 3.2.1. Let SLFUNC be the function family described in Figure 3.10 taking as
input strings of size (1-C) bits and returning T-bit strings. Then, for any LPRF adversary
A against SLFUNC and any vector of leakage functions [Ly, ..., L;] where each component
maps n bits to X bits such that Ly = {[Lo, ..., L]}, it holds that

2lqFq,
2n—A2<'

qr(qr +2) + (¢F + qLF)qp n 2q,

LPRF
AdVSLFUNC (A7 ‘C/\) < on—(—1 9k—X2¢

+
In the above q,, g, and qLF denote the number of queries A makes to its oracles p, F, and
LF, respectively, and qr = (I + 1)(qLF + gF) + qp. Moreover, it is required that

qp +1(gr +qup) <2871,
2°q, + 1(gr + qup) <271,

Proof. We prove the theorem for the case where SLFUNC takes inputs of fixed length [ - ¢
and returns outputs of length n. The general case then follows by means of a simple
reduction which truncates the output of SLFUNC to the required number of bits. The
proof proceeds by considering the following sequence of games.

Game Gg is displayed in Figure 3.14. It is the game LPRF instantiated with SLFUNC
and the secret bit b set to 1, i.e., oracle F always returns the evaluations of SLFUNC.
Furthermore, the adversary is also given oracle access to the random transformation p,
which SLFUNC depends on, where p is lazily sampled across all oracles (p, F, and LF)
using p[]. Thus,

Pr[AYPRF = 1|6 = 1] = Pr[A% = 1]. (3.19)

Next, we consider game , described in Figure 3.15. The game introduces three flags
Badi, Bad?, and Bad$, which are used to evaluate the last round of the oracle F in a different
but equivalent way. Precisely, the transformation used in the last round of F is considered
to be special and its values are stored in p*[] instead of p[]. However, the boxed statements
after the three bad events ensure that p*[] and p[] are aligned on common inputs. Hence,
from point of view of A, Gg and are identical, the mere difference being that uses
additionally p*[] internally. This yields

PrACd = 1] = Pr[A% = 1]. (3.20)

We continue with game G; displayed in Figure 3.15. It is the same as without the
boxed code, thereby not maintaining the consistency between p*[] and p[] on common
inputs. Precisely, G corresponds to the game where the last round of F—and hence the
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output of F—is evaluated using an independent random transformation. Clearly, G; and
are identical until the event Bad! U Bad? U Bad? occurs. Let C and E be events such
that Bad? C C and Bad} C E—we will define the exact events below. Then it holds that

Pr[A® = 1] — Pr[AS = 1] < Pr[Bad} U Bad? U Bad?]
< Pr[E UBad? U (]
< Pr[C] + Pr[E|C] + Pr[Bad? | C, E]. (3.21)

Let gy, qLF, and gr denote the number of queries .4 makes to its oracles p, LF, and F,
respectively. We can further assume, without loss of generality, that A never repeats a
query to any of its oracles. Furthermore, A sets Bad:f if it makes two distinct queries, X
to F and X’ to LF, such that SLFuNc(K, X) = SLFuNC(K, X').

We observe SLEFUNC(K, X) can be viewed as the sponge-based hash function SVHASH
evaluated on input 0 || X with an initial state of K || IV (instead of 0™) and capacity
n — (. We will use this to bound the probability of event C—and in turn of Bad:f—but
first define the event C. Let #XIV be the hash function we just described. Then C' is
the event that one of the following conditions is satisfied.

1. A makes queries X and X’ across F and LF such that:
HEIY (0 || X) =21 0] X7
and X # X’'. Note that this condition yields Bad? C C.
2. A makes queries X and X’ across F and LF such that:
1AV (0| x) = H5IV (0| X7,
for some X" that is a prefix of X’ and | X"| < |X'|.
3. A makes a query X to F or LF such that:
HEV (O | X) =K | 1V,
for some X’ that is a prefix of X.
4. A makes queries X and X’ across F and LF such that:
HEIY (0] X7y = HE IV (0 | X7,
where X" is a prefix of X, X" is a prefix of X/, X" # ¢ # X" and X" # X"

For any adversary A that triggers event C, we can construct another adversary Apash that
finds a collision in the hash function HEIV. More concretely, adversary Apa.sp knows the
key K, which as part of the initial state of the hash function is public. Together with
access to p, Apash can simulate G for A while constantly checking for the event C'. Once
C is triggered, Apash can directly output a collision. This allows to apply the bound for
the sponge-based hash function below. Note that the different initial state is no hindrance
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as the bound is independent of it. Thus, applying inequality (3.64) while setting w = n
and ¢ = n — ( yields

Pr{Bad?] < Pr[c] < W9 £2)

< T (3.22)

where gr = (I +1)(qLF + gF) + qp- B

We continue with defining event F and bounding the term Pr[E | C]. We use V¢ and
Vi to denote the set unions of intermediate values {Y1,...,Y;} evaluated in F and LF,
respectively, over all queries that A has made so far. Let E; be the event that the 5t
query Z that A makes to p is such that Z = Yy or Z@® A || 0"~¢ € Vg for some A € {0,1}¢
and define E = F{U---U Eq,. Clearly, we have Bad% C E. We further have

Pr[E|C] <Pr[Ey UE,U...UE,, |C]
= PI"[El |6] + PI“[EQ ‘El,é] + ...+ PI“[Eqp ‘El, c. ,Eqp,l,é] . (323)

Conditioned on C, there are no two queries such that Y; = Y; and i # j. That is, no
state p[Y;] occurs in more than one position, considering queries across both F and LF. In
particular, every state is subject to at most one leakage function and no internal state is
ever outputted by F or LF. As long as event E does not occur, we further have that the
outputs of p do not expose the internal states of F and LF. Then, for ¢ > 1, guessing a
value Y; € Vf is tantamount to guessing the corresponding S;, since ¥; = S; @ (X; || 0"~¢)
and X; is known to the adversary. Then by the union bound and the above observations
it follows that

PI‘[E]' |E1’ o 7Ej717€] < Z 9~ Heo(Y; | AEN,....Ej1,C)
Y€V
+ 2—Hoo(K | AE1,....E;1,C)

_ Z 92— Hoo(Si ’Ayﬁlv-":ﬁj—lvé)
Y;€VF
+ 27H00(K | A,El,...,fj,hé) . (324)

Even though oracle F does not leak, it can be the case that the same state occurs in a
distinct query to LF which leaks. The leakage regarding the key is Lo(K || IV). For a
given state S;, however, the adversary can obtain at most L;(S; @ (X; || 07~¢)) for each
possible value of X; as leakage. If we consider the aggregate leakage for a given .S; over all
possible values of X, i.e., L;(S; @06 || 0"=¢) || ... || Li(S; ®1¢ || 0n~¢), the support of this
aggregate random variable is bounded by 222° Then by applying Lemma 2.3.8 we have
that

He (K | Ao, E1,...,Ej—1,C) > Hoo (K |E1,...,Ej—1,C) — A2¢
Heo (Si |44, Er,...,Ej-1,C) > Hoo (Si | En, ..., Ej—1,C) — A2°. (3.25)
It remains to bound the min-entropies of K and S; conditioned on Fjy,...,F;_; and C

not occurring. Conditioning on E; excludes one value for the variable K and 2¢ potential

65



3 Leakage-Resilient Cryptography

values for S;. Conditioning on C excludes at most (I+1)(gr +qL¢) from the possible values
for K and S;. By constraining the adversary’s queries such that g,+ (I+1)(ge+qr) < 2+7!
and (2%)g, + (I + 1)(gr + qur) < 2"1, we obtain, for all possible j, the following bounds

Hy (K | By, ..
He (Si | En, -

C)>k—-1

'7Ez—17
LEj1,C)>n-1. (3.26)

Combining (3.24), (3.25), and (3.26) and applying the bound |Vg| < lgr yields

_ — — 1 lgr
PI‘[Ej ’El, N D C] < ok AKX + onA2¢ 1 (3.27)
We then substitute (3.27) in (3.23) to obtain
= = q lgrq
PﬂBmﬂ|C]§PﬂE|C]§Qk%;71+2w%¥:1. (3.28)

Finally, we bound the last term of inequality (3.21), that is, Pr[Bad? | C, E]. This flag is
set if some query by A to F results in Y} already contained in inset(p). If ¥, € Ve UVf
when Bad% occurs, then C occurred as well. Hence, when conditioning on C, Bad% can
only be set if A already queried Y] to p. Let X* represent A’s query to F that sets Bad?,
resulting in the corresponding values Y;* = S @ (X7 || 0n¢) for 1 < i < I, such that
Y,* was already queried to p. Conditioned on E not occurring, the variable S}’ cannot be
sampled during a query to p. Hence, p[Y;* ;] must have been sampled during some query
to either F or LF after A has queried Y;* to p. Now let F' be the event that A makes a
query to F or LF resulting in S} such that for some A € {0,1}¢ the value S; @ (4 || 0"¢)
was already queried to p. It then follows that

Pr[Bad?|C,E| < Pr[F |C, E|. (3.29)

We now bound Pr[F |C, E]. Let F; denote the event that F' occurs at the j'' query that
A makes to F or LF. Then, by the union bound we have that

Pr[F|C,E) < Pr[Fy | C,E) + Pt[F, |C,E) + ... + Pr[Fyrq, | C. E) . (3.30)

Then for each query there are at most (2<)qp values that S can take to set F' out of
2" — (I4+1)(gr +qLF) — (2%)g, (due to conditioning on C and E). Thus, by combining (3.29)
and (3.30), we get

qF+qLF (2<)q
Pr[F|C,E] < L
FICES 2 5 i + e~ ®ay
25(gF + quLF)gp
2n—1

~ (gF +aF)gp
- on—¢-1

<

(3.31)
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Finally, combining inequalities (3.21), (3.22), (3.28), and (3.31) we obtain

c c qr(qr +2) dp
Pr[AS = 1] - Pr[AC = 1] < gn—¢ T ok—A26—1
lgrqp (gF + qLF)qp
+ 2n_>\2<_1 + 2n7C71 s (332)

where gr = (I + 1)(qLF + gF) + qp-

Now we introduce game which is described in Figure 3.16. Here, the flags Bad%,
Bad?, and Bad} are removed and a new flag Bad, is introduced. Notably, in tandem with
p*[] we maintain an additional array f[], where the latter is indexed by strings of size [
instead of n. Then in every evaluation of F we sample a random string, store it in f[X],
and then copy this value to p*[Y;]. However, if p*[Y;] was already defined, then Bads is set
and the random string in f[X] is replaced with p*[Y;]. This ensures that no entry in p*[]
is ever overwritten. It follows that is equivalent to G; from point of view of A as they
only differ in the internal bookkeeping of variables, hence

PrACd = 1] = Pr[A® = 1]. (3.33)

Game Gg is the same as minus the boxed code. Without keeping consistency between
f[] and p*[], oracle F behaves exactly like game LPRF with secret bit b = 0 which leads to

Pr[APRF = 1|5 = 0] = Pr[A® = 1]. (3.34)

It is easy to see that Gy and can only be distinguished if Bads occurs. This happens if
A makes two queries X and X’ to F that result in the same state Y;. Just as for game Gy,
this can be viewed as a collision on HXI'V with I rounds. By applying inequality (3.64),
we have

/ /
2

(3.35)
where ¢/ = I(qLF + gF) + ¢,- Combining inequalities (3.19), (3.20), (3.32), (3.33), (3.35),
and (3.34) yields the desired result. O

The next theorem shows that SLFUNC is a good LUF. Its proof bears some similarity
to that of Theorem 3.2.1 as it uses similar ideas. However, one important difference lies
in the leakage model that is used in this theorem. Since the Lkg oracle returns only the
leakage and no output, we add here an extra leakage function that returns the leakage on
the output of SLFuNC. In the LPRF case this was not required since in that game the
leakage oracle returns the full output anyway.

Theorem 3.2.2. Let SLFUNC be the function family described in Figure 3.10 taking as
input strings of size (I - () bits and returning 7-bit long strings. Then for any LUF ad-
versary A against SLEUNC, and any vector of leakage functions [Lo, ..., Li+1] where each
component maps n bits to X bits and letting Ly = {[Lo, ..., Li11]}, it holds that

LUF QT(QT + 2) qp ZQLngp dGuess
Advsiroxe(4 £2) < on—¢ + 9k—X20—1 ' on—X2(—1 ' 9T—A-1"
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Game Gg oracle F(X) oracle LF(X, Ly, ..., L;)
b+s{0,1} parse X as X || ... || X; parse X as X || ... || X;
K +sK s.t. Vi | X = ¢ s.t. Vi | Xi| = ¢
W AFLFr() Yo« K | IV Yo« K | IV

if p[Yo] = L A+ Lo(Yo)
oracle p(Z2) p[Yo] s {0,1}" if p[Yp] = L
7] s {0,1}" for i in {1, . ) Sy e..p[YO]
return p[Z] Yi = (Si @ Xi) || S for i in {1’ ol R
plY;] +s{0,1}" A+ A Ly(Y;)
Sit1 < plYi] if plYi] = L
return S; plY:] «s{0,1}"
Sit1 + plYi]
return (S;y1,4)
Figure 3.14: Game Gy used in the proof of Theorem 3.2.1.
Games G, [G4] oracle F(X) oracle LF(X, Lo, ..., L;)
b+s{0,1} parse X as X ||... || X; parse X asX;|...[|X;
K «sK s.t. Vi | X = ¢ s.t. Vi | X = ¢
W AFLFP() Yo K | IV Yo K | IV
oracle p(Z7) p[Yo] < {0,1}" if $9=1
7] s {0, 1}" foriin {1,...,1—1} foriin {1,...,0}

if Z € inset(p*)
Bad] « true
plZ] < p*Z]

return p[Z]

if plY;] =L
plY;] s {0,1}"
Sit1 < plYi]
Y, + (Sl @ X)) || 5'1
if p*[Vi] = L
p*[V] s {0,1}"
if Y, € inset(p)

Bad? « true
p'[Yi] < plYi]

Sy« p*[Y]
return S;44

Y, « (51 e X,) | §z

A A Li(Yi)

if pl¥;] =1
plYi] +s{0,1}"

if i =1AY; €inset(p”)
Bad? « true
plYi] < p*[V1]

Sit1 < plYi]
return (S;11,4)

Figure 3.15: Games G; and used in the proof of Theorem 3.2.1.
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Games Go,[Gy] oracle F(X) oracle LF(X, Lo, ..., L)
b«s{0,1} parse X as X; || ... || X; parse X as X;|...[|X;
b AFLRP() Yo K || IV Yo K || IV

if plYo] = L A Lo(¥)
oracle p(Z2) p[Yo] <5 {0,1}" if §1=1
plZ] s {0, 1}" foriin {1,...,1—1} for i in {1,...,0}

return p[Z]

Y+ (Si Xo) || Si
if p[¥;] =1
plY;] +s{0,1}"
Sit1 + plYi]
Y« (S,@ X)) || S
FIX] s {0, 1}"
if p*[Vi] # L
Bady < true
fIX] s p*[Y]
p V1] s f[X]
Siy1 < p*[Y]

return S;4

Y (Sio Xi) | Si
A A Li(Ys)
if p[Y;] = L
plYi] «=s{0,1}"
Si1 < plYi]
return (S;y1,A4)

Figure 3.16: Games Go and used in the proof of Theorem 3.2.1.
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In the above q,, qF, qQLkg and qGuess denote the number of queries A makes to its oracles p,
F, Lkg, and Guess, respectively, and qr = (I + 1)(gF + qLkg + QGuess) + qp- Moreover, it is
required that the following conditions be satisfied
dp + (l + 1)(QF + qikg + QGuess) < 2kt >
2CQp + (l + 1)(QF + qlLkg + QGuesS) < 2n71 ’
QGuess 1+ (l + 1)(QF + qlLkg + QGuess) < 2n—l .

Proof. We assume that SLFUNC takes inputs of fixed length (- {) and returns outputs of
length 7. Consider the game described in Figure 3.17. It is the game LUF instantiated with
SLFUNC where the adversary is also given oracle access to the random transformation p,
which SLFUNC depends on. This random transformation is sampled lazily across all oracles
and the corresponding values are stored in a global array p[]. Thus,

Pr[LUFA = 1] = Pr[GA = 1]. (3.36)

By Vikg we denote, at any point in time, the set of intermediate values {Y7,...,Y;} eval-
uated in Lkg up to that point, i.e., the states for which the adversary obtained leakage.
Similarly, we denote the set of values S evaluated in Lkg by U g, i.e., the output values
for which A only obtains the leakage. We further define W and B to be the event that A
wins and makes a query Z to p such that Z € Vixg U {Y0}, respectively. For any event C
it holds that

Pr[G* = 1] = Pr[W]
< Pr[WUBUC]
< Pr[C] + Pr[B|C] + Pr[W | C, B]. (3.37)

We observe SLEUNC(K, X) can be viewed as the sponge-based hash function SVHASH
evaluated on input 0 || X with an initial state of K || IV (instead of 0™) and capacity
n — (. We will use this to bound the probability of event C' but first define the event C.
Let HXI1V be the hash function we described above and C' be the event that one of the
following conditions is satisfied.

1. A makes queries X and X’ across F, Lkg, and Guess such that:
HEIY (0 || X) =11 0] X7
and X # X'
2. A makes queries X and X’ across F, Lkg, and Guess such that:
1AV (0 | X) = H5IV (0 || X7
for some X" that is a prefix of X’ and | X"| < |X'|.
3. A makes a query X to F, Lkg, or Guess such that:
HEIV 0| XY=K | IV

for some X’ that is a prefix of X.
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4. A makes queries X and X’ across F, Lkg, and Guess such that:
HK”IV(O || X//) _ HK”IV(O || X”’),
where X" is a prefix of X, X" is a prefix of X/, X" # ¢ # X" and X" # X"

For any adversary A that triggers event C, we can construct another adversary Ap,sh that
finds a collision in the hash function HXIV . More concretely, adversary Apaspn knows the
key K, which as part of the initial state of the hash function is public. Together with
access to p, Apash can simulate G; for A while constantly checking for the event C'. Once
C is triggered, Aphash can directly output a collision. This allows to apply the bound for
the sponge-based hash function below. Note that the different initial state is no hindrance
as the bound is independent of it. Thus, applying inequality (3.64) while setting w = n
and ¢ = n — ( yields

2
Pr[C] < qT(;JZ? ), (3.38)
where qr = (l + 1)(QF + qlLkg + QGuess) + qp- o
We now turn towards bounding the term Pr[B|C]. Let B; denote the event that B
occurs during the j™ query to p by A. Then it follows that

Pr[B|C] < Pr[BiUB;U---UBy, |C]
= PI‘[Bl |6] + PI‘[BQ ‘Ehé} + -+ PI‘[qu |§1, S ,Eqp_l,é] . (339)

Conditioned on C, there are no two queries such that Y; = Y; and 7 # j. That is, no state
plY;] occurs in more than one position, considering queries across both F, Lkg, and Guess.
In particular, every state is subject to at most one leakage function and no internal state
is ever outputted by F. Moreover, as long as B does not occur, the outputs of p will never
expose any of the state variables contained in Vjkg UUikg U {Y0}.

Then, for ¢ > 1, guessing a value Y; € V|, is tantamount to guessing the corresponding
S;, since Y; = S; @ (X; || 0"¢) and X; is known to the adversary. Then by the union
bound and the above observations, for all j € [g,], it follows that

BB, | Br.... By Ol < Y 2 Mt 45150 0)
Yi€Vikg
e Heo(K | A,B1,....B;-1,C)

_ Z 9~ Hoo(Si| A,B1,....Bj-1,C)
Yi€Vikg

1 9~ Hoo(K[AB1,..B;1.0) (3.40)

With respect to the key K, the leakage only provides Lo(K || IV) to the adversary. For
a given state S;, however, the adversary may obtain at most L;(S; © X; || 0"~¢) for each

possible value of X; as leakage. If we consider the aggregate leakage for a given S; over all
possible values of X;, i.e., L;(S; @0 || 0"=¢) || ... || Li(S; @ 1¢ || 07~¢), the support of this
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aggregate random variable is bounded by 2*2° Then by applying Lemma 2.3.8 we have
that

He (K | A0, B1,...,Bj-1,C) > Ho (K | By,...,Bj—1,C) — A2
Heo (S | 4;,B1,...,Bj-1,C) > Ho (S; | B1,...,Bj—1,C) — X2 (3.41)
It remains to bound the min-entropies of K and S; conditioned on By, ... ,Ej_l. Condi-

tioning of Ej excludes one value for the variable K and 2¢ possible values for the vari-
able S;. This is because for any query Z that the adversary makes to p, the values
(Z@0¢ || 09),...,(Z ®1¢ || 0" ) may all be contained in Vixg. Conditioning of C ex-
cludes at most a further (I4-1)(gr +qLkg+qGuess) from the possible values that K and S; may
take. By constraining the adversary’s queries such that g,+ (I+1)(gr +qLkg + qGuess) < 2871
and (29)g, + (1 4+ 1)(gF + qLrg + Guess) < 2"~ %, we obtain, for all possible j, the following
bounds

Hy (K | By,...,Bj—1,C) > k—1
oo (Si | B1,...,Bj-1,C) =n—1. (3.42)

Combining (3.40), (3.41), and (3.42) and applying the bound |Viig| < lqLkg yields

5} 5} Vai 1 l(JLkg
PI‘[Bj ’Bl,...,Bj_l,C] < Qk—)\QC—l 2n—)\24—1 . (343)
We then substitute (3.43) in (3.39) to obtain
l
Pr[B|C) < — o 4 kel (3.44)

2k—X2¢ -1 on—A26—1

Finally, we bound the event W conditioned on C and B. Let W; denote the event that
W occurs on the j' query that A makes to Guess. Then we obtain

Pr[W|C,Bl| <PrWy UWoU---UW,,..|C,B]
= Pr[W;|C, B] + Pr[Ws |W1,C, B] +
+ Pr[ qGuess | Wl’ Tt 7W(]Guess_17 C’ B] . (345)
By conditioning on C' and B, it must be that if W occurs the value of S;y; corresponding
to that query must be either new, i.e., freshly sampled, or contained in U \g. In either
case, for all j € [¢Guess|, we have that

Pr[W; | W1, ..., Wi_1,C, B] < 2~ Hee([Sia]" [ AW, W;1.C.B) (3.46)

where the case that S;1; is new corresponds to A = e. Thus, since A is at most L;1(Si41),
by Lemma 2.3.8 we have that

o (Ste1 | AWy, .. W;_1,C.B) > Ha (Sis | Wi, W1, C.B) — A, (347)

Once again conditioning on C' excludes at most (I +1)(gr + qLkg + qGuess) from the possible
values that S;y; may take, whereas conditioning on B does not affect S;y1. Moreover,

72



3.2 SLAE: An Instantiation based on Sponges

for each event W;, conditioning on it not occurring excludes one value from the pool of
values that S;;1 may take. To cater for this, we require that the adversary’s queries satisfy
QGuess + (L + 1)(gF + qikg + qGuess) < 2" 1. Then from the above and (3.47) we have that

Hoo (Sis1 [AWe,...,W;1,C,B) >n—1-\. (3.48)

To cater for the fact that S;;1 is truncated to the leftmost 7 bits, we apply Lemma 2.3.8
once more. The probability of guessing [S;11]7 can only increase when given the rightmost
n — 7 bits of S;41. Thus

Hoo([SH—l-IT ‘A,Wl,...,ijl,é,F) 27’—)\—1. (349)

Combining inequalities (3.45), (3.46), and (3.49) yields

ral=] 46
Pr(W | C,B] < 515 (3.50)
The theorem then follows by combining (3.37), (3.38), (3.44), and (3.50). O

Security of SPRG

As explained above, SLENC can be decomposed into the cascade of SLFUNC and SPRG,
matching the encryption component of the FGHF’ construction. A pseudocode descrip-
tion of the variable-output-length pseudorandom generator SPRG is given in Figure 3.10
while it is illustrated in Figure 3.12. Decomposing SLENC this way requires us to treat
all of SPRG’s initial state as the seed, which deviates from the more conventional ways of
constructing sponge-based pseudorandom generators as, for instance, in [BDPV10]. More-
over, we prove security in a case which allows the adversary to make multiple queries to the
PRG, each with differing output lengths. Security for the standard case of distinguishing
a single output of the pseudorandom generator from a random bit string follows trivially.

The security of SPRG is stated formally in Theorem 3.2.3 below. Its proof follows from
a standard hybrid argument.

Theorem 3.2.3. Let SPRG be the pseudorandom generator described in Figure 3.10.
Then, for any PRG adversary A, it holds that

lgcap, N lgpqc + 123 N qz

PRG
AdVSPRG(A) 20 —q 21’L 2TL *
D

IN

In the above, A makes at most q, queries to the random transformation p and qc queries
to the challenge oracle G. Moreover, | = [@], where Lpyq. 18 an upper bound on the
output length that A queries to G.

Proof. The proof follows through a standard hybrid argument, where we gradually replace
the SPRG construction with a random function that takes as its input the seed S. In each
game hop we remove one call to the random transformation and extend the output of the
random function. This is illustrated in Figure 3.18.

Let L, be an upper bound on the output bit-length specified by the adversary in
its queries to G. Then each evaluation will require at most [ — 1 calls to the random
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74

Game G oracle p(Z) oracle F(X)
win < 0 if p[Z] =L S+uvX
S+ 0 plZ] +s{0,1}" parse X as Xy || ... || X; Vi |[X;| =¢
K+«+sK return p[Z] Yo K || IV
AGuess FiLkg.p () if p[Yo] = L
return win p[Yo] <=5 {0,1}"
S1 « p[Yo]

oracle Guess(X,Y”)

parse X as X1 || ... || X; Vi | X;| =¢

Yo« K || IV

if p[Yo] = L
p[Yo] s {0,1}"

Sy« p[Yo]

for i in {1,...,1}
Vi« (Si @ X;) || S
if p[Vi] = L

pIYi] s {0, 13"

Sit1 < plYi]

Y « [Si1]7

if X¢SAY =Y
win < true

return (Y =Y’)

foriin {1,...,0}
Vi (Sie X;) || Si
if p[Y;] =L

plY;] +s{0,1}"
Sit1 < plYi]
return [S;y1]”

oracle Lkg(X, Lo, ..., Li11)

parse X as Xi || ... || X; Vi |X;] =¢
Yo K || IV
A+ Ly(Yy)
if p[Yo] = L
p[Yo] +s{0,1}"
S1 < p[Yo]
foriin {1,...,0}
Y+ (Sio X;) || S;
A A Li(Ys)
if p[¥;] =L
plY;] +s{0,1}"
Sit1 < plYi]
A= A Liga(Si41)
return (A)

Figure 3.17: Game G used in the proof of Theorem 3.2.2.
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St S2 I S; Sit1 Sjte
S — Random function Sip1 [P |Sj2 | P
N

Figure 3.18: Graphical illustration of the hybrid game H; used in the proof of Theo-
rem 3.2.3. The large box represents a random function with input S and
output (Ss,... ,Sj, Sj+1). The additional output S1 is simply copied from
the input, i.e., S; = S.

transformation, where [ = (MW Accordingly, we specify the hybrid games Hg, ..., H;_1,
as shown in Figure 3.19. Following the hybrid argument, a further game hop to game Gy,
displayed in Figure 3.20, is required to complete the proof.

In game H; (cf. Figure 3.19), the oracle G samples the states S1,...,S;4+1 ideally and
independent of the transformation p, while the remaining states Sji2,...,S5; are sampled
by querying p. The output of oracle G is the concatenation of the outer states truncated
to L bits. The boxed version, that is, , ensures that the state Sj;q is also evaluated
through p, and thus H; = . Note that Hg is equivalent to the PRG game instantiated
with SPRG with the challenge bit b fixed to 1. Thus,

Pr[APRC = 1|b=1] = Pr[A = 1]. (3.51)
Moreover, we have that

-1
PrlA% = 1] — PrlAf1 = 1) =} (Pr [AHi=1 = 1] — Pr[AY = 1]) ,

7j=1
and since H;_1 = , we obtain

-1 -1

3 (Pr[A”H = 1] - PrjA" = 1] ) <Pr (AR = 1) — PrjAt = 1}) .

j=1 j=1

1 2 3 . : .
Let Bad;, Bad}, and Badj each denote the event that the corresponding flag in game is

set. Further note that games and H; are identical until one of these bad events occurs.
Then, applying the fundamental lemma of game playing and the union bound yields

-1 -1
> (PriAf = 1] - Pra™ 1)) < 3" Pr(Bad} UBad? U Bad]
j=1 j=1
-1
< (Pr[Bad}] + Pr[Bad?] + Pr[Badi]) .  (3.52)
j=1
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The flag Bad} is set if the adversary makes a query Z to p, such that Z = S;[S*] for
some S* € D. Now, for any random variable S;[S*|, only the outer part S;[S*] is known
to the adversary (through the oracle G) and the inner ¢ bits remain hidden. Moreover, at
any point in time, there are only |D| such variables and |D| < gg. Hence, by the union
bound

qp—1

1 D| d6 464
Pr[Badj] < ) D D - (3.53)

=0 1=

The flag Bad? is set whenever the oracle G samples a value S; contained in inset(p). Since
the oracle G samples the values S; uniformly at random from {0,1}", it follows that

Bad Z \lnset

At any point in time, |inset(p)| < g, + gc(l — j — 1), since each query to p and G adds at
most 1 and (I — j — 1), new values to inset(p) respectively. This leads to

Z \mset Z dp + ga( l -j-1) < 946G - QGQ(nl —Ji-1) , (3.54)
i=1

The flag Bad? is set if, for some i € {j + 1,...,l — 1} and some S* € D, oracle G samples
a value S;[S] equal to S;[S*]. The probability of this bad event depends solely on the
number of queries that .4 makes to its oracle G. In each query at most, (I —j — 1) states
are sampled which can set this flag, hence

(l—5-1|D
t[Bad?] < Z L
Since at any point in time |D| < ¢g, it holds that

Z(Z—j—llD! Z qG_w, (3.55)

on
i=1

Combining (3.52), (3.53), (3.54), and (3.55) yields

PrA™ = 1] — PriAM-1 = 1) < Z (Pr[Bad}] + Pr[Bad?] + Pr[Bad?])

<Z< 4G4, +qpqc+qg(l—3—1)+(l—j—1)q%)

lacgy . lgpqc + 1P
< . 3.56
S (3.56)

To conclude the proof, we require one more game hop. Consider the game displayed
in Figure 3.20. In this game, the oracle G first samples a value S, followed by sampling a
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random output Z, independent of p. The boxed code ensures that the output Z is identical
if a value for S is sampled twice. This game is equivalent to H;_; which yields

PriAfti-1 = 1] = Pr[AS) = 1) (3.57)

Now, game and game Gy (also displayed in Figure 3.20) are identical until Bad occurs.
The flag is set to true if a value S is sampled that is already in the set D. At any point
in time |D| < gg, and S is sampled by oracle G independent of A, thus

D| qG

PrlACd = 1] — Pr[A% = 1] < Pr[Bad] < Z‘Qn_ 2n_2n.

(3.58)

Moreover, Gg and game PRG, with challenge bit fixed to 0, are functionally equivalent,
and therefore

Pr[A% = 1] = Pr[APRC = 1]b = 0]. (3.59)
By combining equations (3.51), (3.56), (3.57), (3.58), and (3.59) we obtain
AdvERS.(A) = Pr[APRC = 1]b=1] — Pr[APRC = 1]b = (]
= Pr[Ato = 1] — Pr[A% = 1]
= Pr[AM = 1] — Pr[AM-1 = 1] 4 Pr[AT-1 = 1) — Pr[A% = 1]

lacdp  lapts + g2 N @
— 9¢c _ 4 omn an ’

This concludes the proof. O

Security of SVHASH

The final building block is the sponge-based vector hash function SVHASH, which is graph-
ically represented in Figure 3.13. It takes as input a triple of strings, namely a nonce,
associated data, and a ciphertext to return a string digest. A salient feature of this con-
struction is the XORing of 1 || 07! into the inner state in order to separate the (padded)
associated data from the (padded) ciphertext. We prove the security of SVHASH in a
modular fashion, by first reducing its security to that of a plain hash function taking a
single input and then prove the collision resistance of this latter construction in the ran-
dom transformation model. The collision resistance of SVHASH is stated formally in the
following theorem.

Theorem 3.2.4. Let SVHASH be the vector hash function described in Figure 3.10. Then
for any adversary A making q queries to p, it holds that
q(g—1)  alg+2)

CR
AdVSVHASH (‘A) < Qu+1 + 9c—1

Proof. We prove the theorem in two stages. First, we reduce the collision resistance
of the vector hash function to the collision resistance of the standard sponge-based hash
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Games H;,[H;] oracle G(L)
b+«s{0,1} S +s{0,1}"
b — A%P() D+ulS
S1[S] + S
oracle p(Z) // evaluate random function
if p[Z] = L foriin {2,...,5+1}

if S[S] =L
S,18] s {0,1}"
// keep random function and p consistent
if S;[S] € inset(p)
Bad? +— true

Sj+115] < plS;18]]|

p[Z] +s{0,1}"
// keep random function and p consistent
if 35* € D s.t. Z = 5[]
Bad} + true
(p[Z] S]]
return p[Z]

// evaluate remaining part of SPRG
foriin {j+1,...,1-1}
if p[Si[S]) = L
PISiIS]] s {0,1}"
// keep random function and p consistent
if 35* € D s.t. 5;[S] = S;[57]
Bad?? + true
v

ilS)] = Sj+1[57]

S
z+l[S] — [ [ ]]
Z = Si[S] || Sa[ST | - Il SuilS]
return [Z]F

Figure 3.19: Hybrid games H; and used in the proof of Theorem 3.2.3. The boxed
code is included in whereas in H; it is not.

Games Go,[Gy| oracle p(Z) oracle G(L)
b s {0,1} if p[Z] = L S s {0,1}"
" ASP() plZ) {0, 1" Z s {0,1}""
return p[Z] if SeD
Bad <« true
(2 58] ... | i8]
D<+uS

(S118), .-+, 81[8) «+ Z

return [Z]F

Figure 3.20: Games Gy and used in the proof of Theorem 3.2.3. The boxed code is
included in but not in Gy.
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function. Towards this end we introduce a padding scheme which we call “input separation
padding” (isPad). This will allow us to view the evaluation of the vector hash over a triple
of inputs as the evaluation of the standard sponge-based hash over an encoding of this
triple of inputs into a single string—see Figure 3.21. We show that isPad is injective,
and consequently that any collision in the vector hash yields a collision in the standard
sponge-based hash function. In the second part, we prove that the standard sponge-based
hash function, instantiated with a random transformation, is collision-resistant. This part
is based on the proof described by Boneh and Shoup in [BS20]. However, since their proof
is in the random permutation model, it requires some changes to adapt it to the random
transformation model to deal with collisions of the underlying transformation, which are
non-existent in their case.

N Al Au H
V\L ™ l TJ/ w
0v -+ &b ® —f |-+ P —
- P P P
v g 2 e
N0 Ay [0 A, 0 Ci|1 Cs |0 C, |0 H
o o . .
® @ & —
P ) P ) P ) P

) ) SR

Figure 3.21: Above: the sponge-based vector hash function SVHASH that is used in SLAE.
Below: the sponge-based vector hash function SVHASH viewed as the stan-
dard sponge-based hash function SHASH with its inputs encoded via isPad.

The padding isPad is described in Figure 3.22, which in turn makes use of Ipad*. The
latter takes the triple (N, A, C) and an integer r (the rate) as input and outputs (IN, A, C)
such that the size of each is a multiple of r. The first input (N) is simply padded with
0’s to a length r, whereas A and C are padded with Ipad(A,r) and lpad(C,r). Here Ipad
simply applies the 10* padding described in Figure 3.10 and is already used in SVHASH,
see Figure 3.13. Then (INV, A, C) is mapped to a string Z = Z; || Z2 | Z3 whose length
is a multiple of r + 1, where Z; is IN appended with a 0, Z5 is A with a 0 inserted after
each r bits, and Z3 is C' where a 1 is inserted after the first r bits and a 0 after all other
r bits. Note that nonces are assumed to be of fixed size.

First note that Ipad is itself an injective encoding. Assume now, towards a contradiction,
that the isPad encodings of two distinct triples are equal, i.e., (N, A,C) # (N', A’,C") and
7 = Z. Tt then immediately follows that N = N’, since the nonces are of fixed size, and
that |Z| = |Z|. There are then only two possible cases: (1) |Za| # |Z2| or (2) |Za| = |Z2|.
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For the first case, assume, without loss of generality, that |Z;| < [Z3], i.e., u < W, where
w and W are the number of r-bit blocks of A and A, respectively. Then, when writing the
strings Z and Z directly below one another, the block C; is above Zu+1. However, isPad
requires that C is followed by a 1 whereas A, 1 is followed by a 0 which contradicts the
assumption that Z = Z. As for the second case, it follows that Z, = Z5 and Z3 = Z3.
In turn this means that A = A and C = C, and by the injectivity of Ipad it also follows
that A = A’ and C = C’. Since we already established that N = N’/ we have that
(N,A,C) = (N', A", C"), which contradicts our assumption that the inputs are distinct.

isPad((N, A, C),r) lpad*((N, A,C),r)
(N,A,C) « lpad*((N,A,C),r) N « N || orINI
Z1+ N0 A<+ A lpad(A,r)
Zo+— A1 |0 A2 | Ol -+ || Au || O s.t. |A;| =1, Vi C + C| lpad(C,r)
Zs—C1 || 1] Co |0 - || Cy || 0 s.t. |Ci| =7, Vi return (N, A,C)

return Z < 7, | Zs || Zs

Figure 3.22: The padding schemes isPad and Ipad*.

Now we can use isPad to reduce the collision resistance of SVHASH over triples to
the collision resistance of the standard sponge-based hash SHASH over strings. Both hash
functions are depicted in Figure 3.21. Furthermore, note that SVHASH can be expressed as
SVHASH(N, A, C) = SHasH(isPad(N, A, C)). This mapping is such that SHASH requires
an extra call to the random transformation and has capacity ¢ = ¢ — 1, where c is the
capacity of SHASH. Now, since isPad is injective, any collision that is found on SVHASH
must correspond to a collision on SHASH. Moreover, since isPad is efficiently computable,
any collision on SVHASH can easily be translated into a collision on SHASH. This leads to a
straightforward reduction, which for any adversary A against SVHASH yields an adversary
with similar resources A against SHASH such that

Advg\SHASH (A) < AdvggASH (Z) . (3.60)

This concludes the first part of the proof and we now go on to prove the collision resistance
of the standard sponge-based hash function SHASH with capacity .

We assume, without loss of generality, that the adversary makes queries to the ran-
dom transformation which correspond to its final output. That is, it queries the random
transformation on all intermediate states that occur while computing the output. Fur-
thermore, we assume that no redundant queries are made by the adversary, i.e., whenever
the adversary makes a query to p on Y yielding S = p(Y'), the adversary will never make
another query to p on Y. This assumption is justified by the fact that an adversary gets no
additional information from redundant queries and any adversary that makes redundant
queries can easily be turned into an adversary which makes no redundant queries.

Similar to the proof in [BS20], we use a directed graph G to visualize the attack. At the
start, the graph contains all bit strings of length n as nodes and no edges. Let Y and S
be two nodes. An edge from Y to S is added to the graph, if the adversary makes a query
to p on Y resulting in S. Since there are no redundant queries, an edge is added to the
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graph exactly once. In contrast to the proof in [BS20], we have to deal with the fact that
the transformation p is not injective and that a node may have more than one incoming
edge. For k > 1, a path of length k can be described by a sequence of 2k nodes

Yb ‘927 Yv27 531 }/3> ey Sk: Yka Sk+1 .

Moreover, it holds that Yi=1IV,S; =Y, fori= 2,...,k, and the graph G contains edges
Y; = Siy1 for i = 1,... k. The message of this path is defined as a tuple (M, ..., My)
of bit strings of length r, where M; = Y; and M; = S; @ Y; for i = 2,...,k. The
result of this path is My,; = Sgy1. Such a path corresponds to the computation of
SHASH(M; || ... || My) resulting in output My;. We write such paths as

M1|§/1 — SQ|M2|Y2 — s — Sk’Mk’Yk — Sk+1|Mk+1 .

We can then define a collision in the hash function in terms of the graph G. A collision
corresponds to finding a pair of “colliding paths”, which are paths on different messages
(M, ..., My) # (Mj, ..., M) resulting in messages M1 and M;, ; which agree in their
first w bits, i.e., [Mpy1|" = [M] ]".

As in [BS20], we use the notion of “problematic paths”. Consider the following two
paths on messages (M, ..., My) # (M, ..., M]) of length k and [, respectively.

My|Y1 = Sa|Ma|Ys — -+ = Si—1|Mi—1|Yie—1 — S| Mi|Yie = Sp1| My
Mi|Y] — So|My|Yy — - = S| M)_|[Y] | = S|[M[Y] — Sl/+1|Ml/+1

Intuitively, we call a pair of paths problematic if their states are equal before the last
random transformation is applied. More formally, using the above representation of a
path, if Y, =Y/ then the paths are called problematic.

Let us denote by C'P the event that the adversary finds a pair of colliding paths and by
PP the event that the adversary finds a pair of problematic paths. Then the probability
of finding a pair of colliding paths, i.e., a collision in the hash function, can be bounded
as follows

Pr[CP] = Pr[CP N PP] + Pr[CP N PP]

< Pr[CP N PP|+ Pr[PP]. (3.61)

We start by proving an upper bound for Pr[CP N PP]. This argument closely follows
the argument given in [BS20], however, we obtain a different bound due to the fact that
our proof is in the random transformation model. A pair of paths are both colliding and
not problematic means that the final edges correspond to queries to p on different inputs
resulting in outputs where the first w bits are equal. That is, the adversary makes queries
to pon Y # Y’ which result in S and ', respectively, such that [S]* = H = [5"]%.

For i < j, let X;; denote the event that the it" query of the adversary is some value
Y resulting in S = p(Y), while the j*" query is on some value Y’ # Y, yielding output
S" = p(Y') with [S]¥ = [S"]*. Fix i, j, the random coins of the adversary, and the
outputs of all queries made before the j* query. Then Y, S, and Y’ are fixed while S’ is
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distributed uniformly at random over a set of size 2". Since there are 2"~ nodes W for

which it holds that [W]* = [S]*, S’ must be equal to one of these, thus

n—w
Pr{Xy] < 2o < o
which leads to
BRI R = a1 _qlg—1)
Pr[CPNPP] <) > Pr[X;] < 50 < uri
j=11i=1 j=11i=1

Next, we prove an upper bound for Pr[PP]. The probability of finding a pair of problematic
paths is closely related to two basic attacks against random sponges introduced by Bertoni
et al. [BDPVAOQ7], which allows us to upper bound the probability. The first one, called
“path to an inner state”, asks, for a given bit string x € {0, 1}‘3/, to find a path to a node
S with inner part equal to z, i.e., S = 2. To match this to our case, we define F'1 to be the
event that an adversary finds a path to the inner state I'V. The second one, called “inner
collision”, asks to find two different paths to nodes S and S’ with equal inner states, i.e.,
S = &', which we define to be F2. In the following, we show that

Pr[PP] < Pr[E1] + Pr[E2], (3.62)

i.e., every adversary that finds a pair of problematic paths either finds a path to the inner
state IV (E1) or an inner collision (E2). Consider an adversary that finds a pair of
problematic paths which are of length k£ and [, respectively. Write these paths as

Mi|Yy — So|Ma|Ya — - — Spq|My—1[Yk—1 — Sk|Mg|Yi — Ski1|Mp+1

MIY] = So|My|Yy — -+ = S [Mi_y Yy = SIMY) — Sp My
Due to the fact that the paths are problematic, it holds that both Y, = Y} as well as
(M, ..., My) # (Mj,...,M]). We further assume that the pair is the shortest among
all pairs of problematic paths. This means that k + [ is minimal, and without loss of

generality, that k£ < [. There are three cases to consider, depending on the length of the
paths:

1. (k=1and ! =1). In this case, the paths are simply M;|Y; — Sa|My and M{|Y{ —
S5 M?, the messages of these paths are M; and Mj, respectively. However, it is
impossible that both Y3 = Y{ and M; # M{. By construction it holds that

Vi =M # M =Y/
which leads to a contradiction.

2. (k =1and ! > 2). In this case, we have that Y1 = Y/. The adversary has made
a query to p on Y, , which resulted in S] = p(Y; ;). Therefore, it holds that
S’l’ = }Aﬁ’ = Y; = IV. The first equality follows from the construction, where the
inner state between two evaluations of p does not change. The second one trivially
follows from Y; = Y/, while the third follows again from the construction. By taking
the path up to node S, the adversary has found a path to the inner state IV, i.e.,
event E'1 occurs.
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3. (k>2and [ > 2). Here it holds that Y; = Y}’ . Consider now the last but one edges
which are
Yi—1 — Sk|My|Ys

Y = SiIMY/
There are two cases depending on the absorbed messages M}, and M;:

a) The absorbed messages are equal, i.e., M} = M]. Hence, it holds that S, = 5].
Due to the fact that p is a random transformation we have to further distinguish
between the following sub-cases:

i. (Yy—1 =Y/ ;). This contradicts the minimality of k + [, as we can find a
shorter pair of problematic paths by throwing away the last edge in each
path, while the truncated messages (Mj,..., M,_1) and (M{,..., M| ;)
still differ.

ii. (Yz—1 # Y/ ;). In this case, both Y;_; and Y} ; map to S; = 5], therefore
the adversary has found an inner collision on the nodes Sy and S, i.e.,
event E2 occurs.

b) The absorbed messages are different, i.e., M}, # M. This yields Sy # S which
further implies Sy # S and Y;_; # Y/ ;. On the other hand, the absorbed

messages do not affect the inner state of Sj and S}, which ensures Sp = 5’1’ .
Combining these, it holds that the adversary has found an inner collision on
the nodes Sy, and S} by taking the paths up to Sy and S}, i.e., event E2 occurs.
We emphasise that Y, # Y, ;| implies that the paths are indeed distinct.

This proves inequality (3.62). Thus, we can upper bound Pr[PP] using the following
bounds on Pr[E1] and Pr[E2] by Bertoni et al. [BDPVAQ07], where ¢ denotes the number
of queries the adversary makes to p:

1
and  Pr[E2] < ala+l)

q
Pr[E1] < T

— 20/

Substituting everything into (3.61) yields

¢  alg+1) _ale—1) qlg+2)

q(g —1)
PrCP] < S Qu+l T o + 2d+1 = " ouw+l o ° (3.63)
By combining (3.60) and (3.63) we get
_ -1 2
AdngRHASH(A) < AdngASH(A) < Pr[CP| < q(2qw+1 ) Q(q2j ) (3.64)

Finally, by replacing ¢ = ¢ — 1 to cater for the domain separation of SVHASH, we obtain
the desired result

q(¢q—1)  qlg+2)

CR
AdVSVHASH(A) < qu+1 9c—1

which proves the theorem. O
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3.3 LAE from LPRF

The generic FGHE’ construction reduces the task of constructing leakage-resilient AEAD
schemes to constructing leakage-resilient function families that are both pseudorandom
and unpredictable. While the former notion is well established in the literature, the
latter is new and, except SLFUNC, no constructions are known. Hence, we turn our
focus towards constructing leakage-resilient AEAD schemes from function families that
are leakage-resilient pseudorandom.

In Section 3.3.1 we show that the two security notions LPRF and LUF are incomparable
by giving separation examples in both directions. We then scrutinise the N2 composition
theorem by Barwell et al. [BMOS17] for a special type of symmetric encryption schemes
and MACs in Section 3.3.2. In Section 3.3.3, we show that the encryption scheme and
MAC underlying the FGHF’ construction satisfy these requirements. Finally, we give the
improved composition theorem for the FGHF’ construction in Section 3.3.4.

3.3.1 Unpredictability and Pseudorandomness under Leakage

As mentioned above, LUF and LPRF security are incomparable, which we show here by
providing two separating functions: the first is unpredictable but not pseudorandom under
leakage, while the second is pseudorandom but not unpredictable under leakage.

Under Leakage: Unpredictability = Pseudorandomness

We start with the simple case, that is, a function which is unpredictable but not pseudo-
random under leakage.

Construction 3.3.1. Let F,: {0,1}* x {0,1}* — {0,1}* be a function family. Define the
function family
F:{0,1}* x {0,1}" — {0,1}'*!
(K, X)— 0| Fu(K, X).
Lemma 3.3.2. Let F, be a function family with associated leakage set Lr and F be the

function family constructed from F, according to Construction 3.3.1 with the same leakage
set. For any adversary Ays against F, there exists an adversary Ayys against Fy such that

AdVIj:UF(Amf, Lp) < AdV?:EF(Zlufa Lr).
Furthermore, there exists an adversary A against F,, making q queries to F, such that
AdvEERF (A, Lp) =1 - 279,

Proof. For the first part, we construct the following adversary Aj¢. It runs Aj.s forwarding
any query that Aj,s makes to either F or Lkg to its own oracles and sends the response
back to Aj¢, for a query to F, it additionally prepends a 0 to its response before sending
it back to Asr. When Ajs makes a query (X,Y”) to Guess, Ajs queries (X, |Y'];) to its
own oracle Guess and forwards the response to Ays.
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It holds that A, perfectly simulates game LUF for Aj,s and both adversaries query the
same inputs to F, hence the set S is the same for both. Let (X,Y”) be the query by A,s
that sets its winning flag win to true. Then, it holds that Y/ = F(K, X) = 0 || F.(K, X)
and X ¢ S. By construction, Ay,¢ will query (X, |Y’]:) to Guess which will set the flag
win to true since |Y'|; = |F(K,X)|; = |0 || Fu(K, X)]: = F«(K, X). Thus, we obtain

AdvFF (A, Lr) < AdVEF (A, L) .

For the second part, we construct adversary A, as follows. It starts by choosing
Xi,...,Xq <5 {0,1}" and queries them to F to obtain Y7,...,Y,. If there exists i € [q]
such that [V;]! = 1, A outputs 0, otherwise, i.e., [Y;]! = 0 for all i € [q], it outputs 1.
If b =1, it holds that Y; = F(K, X;) = 0 || Fu«(K, X;). It follows that [Y;]! = 0 for all
i € [¢q] and by construction of Aj,¢ we obtain
PrlAPRF = 1|b=1] =1.

If b = 0, it holds that Y; is randomly sampled from {0,1}!*! for all i € [¢]. Hence, the
probability that [Y;]! = 0 for all i € [¢] holds with probability 29 and by construction of
Alprf We obtain

PrAFE = 1|b=0] =277,

Combining the above, we conclude with

AAVEPRF (A, L) = [PrAPRF = 10 = 1] - Pr{AFRT = 110 =0]| <1-277,

which finishes the proof. O

Under Leakage: Pseudorandomness = Unpredictability

Now we address the more complex part of the separation example and show that there
are functions which are pseudorandom but not unpredictable under leakage. It is based
on the following construction, which uses two function Fp and Fj, where the subscripts
O and [ indicate the outer and inner function, respectively.

Construction 3.3.3. Consider function families Fo: {0,1}* x {0,1}" — {0,1}' and
Fr:{0,1}* x {0,1}™ — {0,1}*. Define the function family

F:{0,1}* x {0,1}* — {0,1}!
(K, X) — Fo(Fi(K,X),X).

The idea of Construction 3.3.3 is as follows. It uses some master key K and, for each
input X, it derives a session key K using the inner function F7, i.e., Ky = F;(K, X). The
output Y is generated by the outer function Fp using the session key K and input X.
The lemma below shows that the construction is pseudorandom but not unpredictable
under leakage.
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Lemma 3.3.4. Let Fo and F7 be two function families with associated leakage sets Lo
and Ly, respectively. Let F be the function family constructed from Fo and Fi according
to Construction 3.3.3 with associated leakage set Ly = Lo x Ly. Let further Lo = {Lo},
where Lo(K,X) = K. For any adversary A against F, making q queries to F, there
exist adversaries Z|prf and Zprf against F; and Fo, respectively, such that

AdVERF (A, Lp) < AdVERF (Aes, £1) + g AdVET (A -
Furthermore, there exists an adversary Ay such that:
AdV]_- (A|uf,£F) =1.

Proof. For the first part, we make use of the games Gg, G1, and G displayed in Figure 3.23.
The games are constructed such that Gg is equal to LPRF with secret bit b = 1 and Gs is
equal to LPRF with secret bit b = 0. Recall that the leakage set L of F is the Cartesian
product of the leakage sets Lo of Fp and L of F;. Using a simple reformulation to the
adversarial advantage yields

AdvSPRF (A Lp) = ‘Pr JALPRE 1 = 1] — Pr[ALPRF = 1|5 = 0]

Iprf Iprf
‘Pr ‘Alprf 1] - Pr[‘AIprf ]‘
‘Pr ‘Alprf 1] - Pr[‘AIprf ]‘
+ |PrlAGy = 1] - PrlAS = 1]| . (3.65)

For the game hop between Gy and Gy, we construct an LPRF adversary j“,rf against JFj
as follows. When Aj,s queries X to F, X|prf queries X to its own challenge oracle to obtain
the session key K, computes Y < Fo(K,, X), and sends Y back to Ajs. For leakage
queries (X, (Lo, L)) by Ajprf, Aiprf queries its own leakage oracle on (X, L) to obtain
(Ks, Ar), computes Y < Fo(Ks, X) and Ap < Lo(Ks, X), and sends (Y, (Ao, Ar)) back
to Ajprr. When Ajps outputs v, j|prf outputs bv'.

It is easy to see that Z|prf perfectly simulates Go or Gy for Aj,¢, depending on its own
challenge. Also, all queries by .71|p,f are permitted as it queries exactly the same values as
A and they play the same game. Hence we conclude with

—LPRF —LPRF
PrlAS, = 1] - Pr[AS, = 1]‘ - ‘Pr AEE S b= 1) = PrAT = 1]b=0]

= AdvERF (A, L) . (3.66)

To bound the game hop between G; and Gs we introduce a sequence of hybrid games
Ho, ..., Hg, which are displayed in Figure 3.24. In Hy all queries to F are answered using
Fo on a randomly chosen key per query, hence it holds that Hy = G;. Likewise, in H, all
queries to F are answered by returning random values which yields H; = Ga. It holds that

Pr[.Alprf 1] — Pr[.A

Iprf = 1 ‘ = ‘PI‘ ‘Alprf ] Pr['AIprf ]‘

Zj: ’ 'Pff = 1] - Pr[‘AIprf 1] ’ :
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For the difference between H;_; and H;, we construct adversary A; as follows. At the
start, A; samples a random master key K for F;, which it will use for the leakage queries
by Ajprf. Whenever Aj¢ queries (X, (Lo, Ly)) to its leakage oracle, A; (locally) computes
Ky « Fr(K,X), A; + Li(K,X), Y < Fo(Ks,X), and Ap < Lo(Ks,X), and sends
(Y, (Ao, Ar)) to Ajprs. Let Xq,..., X, denote the queries that Ajps makes to F (which we
assume to be distinct without loss of generality). The first ¢ — 1 queries Xi,..., X;_1 are
answered by returning a randomly chosen bit string of length ¢, while the last ¢ — i queries
are answered With Y; + Fo(Ks, X;), where K is a key chosen at random for each of these
queries. The i query X; is forwarded by A; to its own oracle F as is the response back
to Ajprr. When Ay eventually outputs a bit b/, A; outputs 1 —b'.

It holds that A; perfectly simulates H;_; and H; for Apef if its own challenge bit from
game PRF is 1 and 0, respectively. Outputting 1 — &’ then yields

PrlAM = 1] - Pr[A AN = o01b=1)

e = 1] = [PrAT™ = 016 = 0] - PrA

= AdVPRF(A.) .

By a standard hybrid argument [FM21, MF21], we define Zprf to be the adversary that
picks i s [g] and then behaves like A; described above, and obtain

q
Pr[‘Alprf ] PT[A|prf ‘ < Z ‘PT[A::Ql = 1] — PI‘[.A:—;f = 1]‘

< quvPRF(Ap,f) . (3.67)
Inserting (3.66) and (3.67) in (3.65) yields

AdVLPRF (A|prf, £F ‘Pl“ Alprf ] Pr["4Iprf ] ‘
< AdePRF (Aipef, L1) + ¢ AdVPRF (Aprf) -

We construct the following adversary Aus against F. It picks X at random and queries
(X, (Lo, Lr)) to Lkg to obtain (Ao, A;). Recall that Lo simply outputs its first input.
This yields Ap = Lo(Fi(K,X),X) = Lo(Ks, X) = K, i.e., Ays learns the session key.
Then Ajs locally computes Y «+ Fo (K, X) and queries (X,Y) to Guess which will set
the flag win to true as Y = Fo(Ks, X) = Fo(Fr(K, X),X) = F(K,X) and Ay did not
query X to F, in fact, it did not query any input to F, hence S = (). We thus conclude
with

AdVLUF(A|uf, Lrp)=1.
Collecting everything above proves the claim. O

Our LUF adversary exploits the fact that the game LUF allows to obtain leakage for the
input for which the output is predicted. Hence, the adversary leaks the session key Kj
for some input X, which enables it to perfectly predict the output. Note that this does
not enable the adversary to predict an output for a different input. Our LUF adversary
bypasses the LUF security of the inner function F; and attacks the outer function Fp
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Games Go, G1,G2  oracle F(X) in Gy oracle LF(X, (Lo, L))
b s {0,1} K, « Fi(K,X) K, « Fi(K,X)
K«+sK return Y « Fo(K,, X)  Ar+ Li(K,X)

b o AFF,’#F() Y + Fo(Ks, X)
oracle F(X) in Gy Ao — Lo(K,, X)
K, «s{0,1}* return (Y, (Ao, Ar))

return Y < Fo(K,, X)

oracle F(X) in Gy

return Y <s {0, 1}

Figure 3.23: Games Gg, G1, and Gs used in the proof of Lemma 3.3.4. The games share the
leakage oracle LF, while each game uses its own challenge oracle as described.

Games H; oracle F(X)in H; oracle LF(X, (Lo, Ly))

K +sK c—c+1 K, + Fi(K,X)
c+0 if c<i A+ Li(K, X)
b~ AL Y <s{0,1} Y « Fo(K, X)
else Ao + Lo(Ks, X)
K, +s{0,1}* return (Y, (Ao, Ar))
Y + Fo(Ks, X)
return Y

Figure 3.24: Hybrid games H; used in the proof of Lemma 3.3.4. The games share the
leakage oracles LEnc and LDec and differ only in the oracle Enc.
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instead. Regarding the LPRF security, observe the following. The LPRF adversary is also
able to obtain a session key K through its leakage oracle. However, this session key is
only valid for the queried input and the game LPRF does not allow to query this input to
the challenge oracle, which would make the notion unachievable anyway. We essentially
show that it is sufficient to secure the master key K by deriving the session keys using an
inner function with strong security guarantees (LPRF and LUF in our case).

This result is of independent interest as it shows that extra caution is judicious in the
leakage setting. Our constructions show how well-known and established results from the
leakage-free setting, like the equivalence between pseudorandomness and unpredictabil-
ity [NR98], do not necessarily remain valid in the leakage setting.

3.3.2 Leakage Resilience of the N2 Construction

The N2 composition theorem by Barwell et al. [BMOS17] (cf. Theorem 2.3.6) is formu-
lated from arbitrary symmetric encryption schemes and MACs, in particular, schemes
where decryption/verification leakage might be different than leakage resulting from en-
cryption/tagging. However, the FGHF’ construction exhibits a very specific structure.
Note, from the previous theorems towards the FGHF’ composition theorem, that the
leakage for encryption and decryption as well as tagging and verification is always the
same, which follows from the specific structure. More specifically, the MAC MAC[H, F'| is
a canonical MAC using the function that results from the composition of H and F’, as such
verification works just as tagging, except for the final comparison which we assume to be
leakage-free. Similar, the encryption scheme SLENC is completely defined by its encryption
algorithm which is an involution, in particular, Enc[F, G|(K, N, -) = Dec|F,G](K, N, -). We
call such encryption schemes mirror-like encryption schemes. In this section, we recast the
N2 composition to the special case of mirror-like encryption schemes and canonical MACs.

Unforgeability of Canonical MACs

For canonical MACs, we can reformulate SUF-CMLA security (cf. Definition 2.3.4) to the
security notion SUF-CMLA, defined below, the subscript “c” indicating “canonical”. The
mere difference is that SUF-CMLA . does not provide a leakage verification oracle LVfy to
the adversary as any information the adversary obtains from this is already captured by its
leakage tagging oracle LTag, again assuming that the final tag comparison is leakage-free.

Definition 3.3.5 (SUF-CMLA,. Security). Let MAC = (Tag,Ver) be a canonical mes-
sage authentication code and the game SUFCMLA, be as defined in Figure 3.25. For any
adversary A that never forwards queries to or from the oracle Vfy, and only queries leak-
age functions to its oracle LTag in the respective set L, its corresponding SUF-CMLA,
advantage s given by

AdvypFMAe (A, L7) = |2 Pr[SUFCMLAZ = 1] — 1] .

Mac

Security of Mirror-Like Encryption

Since encryption and decryption leakage for mirror-like encryption schemes is the same,
one can simply simulate decryption leakage using encryption leakage. For nonce-based
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Game SUFCMLA,. oracle Vfy(X,T) oracle LTag(X, L)

b+s{0,1} ifb=0 A+ L(K,X)
K +sK return | T + Tag(K, X)
Vo AVPLTee() else return (T, A)
return (V' = b) V « Ver(K,X,T)

return V

Figure 3.25: Security game SUFCMLA..

encryption schemes, however, the adversary is typically restricted to be nonce-respecting,
meaning that it never repeats a nonce. But this restriction only ever applies to encryption
oracles, modelling careful nonce-selection on the side of the encrypting party, while the
adversary is free to arbitrarily repeat nonces to the decryption oracle. Simulating decryp-
tion leakage using encryption leakage now comes with the problem that the adversary
is not nonce-respecting any more. But since we are only talking about leakage oracles
here, we can still force the adversary to be nonce-respecting to the challenge oracles, or
more precisely, the challenge encryption oracle. This is what we call semi-nonce-respecting
adversaries. Precisely, these are adversaries which are nonce-respecting, i.e., they never
repeat a nonce to the challenge encryption oracle but not to the leakage encryption oracle.
This follows the definition of misuse-resilience given in [ADLI17] and used for instance
in [GPPS19].

Recast N2 Composition Theorem

We now recast the N2 composition theorem by Barwell et al. [BMOS17] (cf. Theorem 2.3.6)
to the special case of mirror-like encryption schemes and canonical MACs. The theorem
below shows that we can reduce the security of the resulting AEAD scheme to the security
of the underlying canonical MAC and mirror-like encryption scheme. More precisely, LAE
security reduces to the SUF-CMLA, and LPRF security of the underlying canonical MAC
and to the IND-CPLA security for semi-nonce-respecting adversaries of the underlying
mirror-like encryption scheme. In contrast, the theorem by Barwell et al. [BMOS17,
Theorem 1] (cf. Theorem 2.3.6) reduces it to the SUF-CMLA and LPRF security of the
MAC and IND-aCPLA against nonce-respecting adversaries of the encryption scheme. We
first give the full proof for our setting. Subsequently, we discuss the difference between
our proof and the one given in [BMOS17].

Theorem 3.3.6 (LAE Security of the N2 Construction). Let SE = (Enc,Dec) be a mirror-
like symmetric encryption scheme and MAC = (Tag, Ver) be a canonical MAC with asso-
ciated leakage sets Lg and L1, respectively. Let N2 be the composition of SE and MAC as
displayed in Figure 3.1 with associated leakage sets Lap = Lyp = LpXx L. For any nonce-
respecting adversary A,e against N2 there exists a semi-nonce-respecting IND-CPLA ad-
versary Ase against SE, an LPRF adversary Ajpf against Tag, and a SUF-CMLA. adver-
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sary Amac against MAC such that

AdVESF (Ase, Lap, Lvp) < AdvEPPA(Ase, L) + AdVEER (A, L1)

+ Advls\/}JAFCCMLAC (Amac’ £T) .

Proof. We us a sequence of games G, . .., Gz shown in Figure 3.26. Game Gy is the game
LAE instantiated with N2 with secret bit fixed to 1. In game G;, the decryption oracle
is changed to reject any queried ciphertext. Game Gy and Gg are like Gy, except for
the following differences. Game Gy generates the challenge ciphertext by sampling it at
random but still computing the real tag for this ciphertext. In game Gz both the ciphertext
and the tag are sampled at random. Hence Gz equals the game LAE instantiated with N2
with secret bit fixed to 0. Using a simple reformulation to the adversarial advantage yields

AdVESF (Ase, Lap, Lyp) = ’Pr[A';?E =1|b=1]-Pr[AXE = 1|b= 0]‘

= [PrfAS = 1] = Pr[A% = 1]

3
<y ‘Pr[ it 1] — Pr[AS = 1]‘ . (3.68)
i=1

Below, we bound each of the game hops. The game hop from Gy to G; is bound by the
SUF-CMLA, security of the underlying MAC MACc, the game hop from G; to Go by the
IND-CPLA security of the underlying encryption scheme SE, and the game hop from Go
to Gg by the LPRF security of the tagging algorithm Tag.

We start with the adversarial advantage between games Gy and G;. We construct the
following SUF-CMLA . adversary Amac. It samples a random key K. for the encryption
scheme SE. Queries (N, A, M) to Enc are answered by Amac as follows. It computes
the ciphertext C. < Enc(K., N, M), obtains the tag T by invoking its oracle LTag on
(N, A,C.),0)'7, and sends the ciphertext C < (C.,T) back to Ase. Leakage encryption
queries (N, A, M, (Lg, Lt)) are processed as follows. The ciphertext C, + Enc(K,, N, M)
and corresponding leakage Ap < Lg(K., N, M) are computed locally by Amac. Sub-
sequently, it queries its leakage oracle LTag on ((N, A, Ce), L) to obtain (T, Ar) and
sends back C' « (C.,T) and A < (Ag, A7) to Ase. For any leakage decryption query
(N, A, (Ce,T),(Lp, Ly)), Amac queries its own leakage oracle LTag on ((N, A, Ce), Ly) to
obtain T". If T" # T, it returns (L, Ay) to Aae. Otherwise, i.e., T" = T, Amac computes
M <« Dec(K¢,N,C.) and Ap + Lg(K.,N,C.), and sends back (M, Ap, Ay) to Ase.
Whenever A,e queries its oracle Dec on (N, A, (Ce,T)), Amac forwards ((N, A,Ce),T) to
its oracle Vfy. If the response of Vfy is 1, Anac forwards the response to A,e, otherwise,
Amac computes M < Dec(K,, N, C,) and sends M to A,e.

Clearly, Amac queries its leakage oracle LTag only on the permissive functions, as A,e
does. Also, Amac does not make any prohibited query, as it invokes its challenge oracle
Vfy if and only if A, makes a query to its challenge decryption oracle Dec which never
forwards any query to or from it.

Recall that the difference between Gy and G; is that the former implements the real
decryption oracle while the latter rejects any decryption query. Conditioned on the secret

17 Armac does not submit a leakage function, as it simulates a challenge oracle for Ase.
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bit b of SUFCMLA, being 0, Amac never decrypts C., hence it perfectly simulates Gy for
Aae. Likewise, if b = 1, Amnac only decrypts if the tag T is valid, thus it perfectly simulates
Go for A,e. Hence, we conclude with

PrlAS = 1] — Pr[A% =1 ’ = [Pr[ASUEMIA = 11b = 1] — Pr[ASYEMA = 116 = 0]

= Advyp M (Amac, L) (3.69)

For the remaining game hops, note that the oracle Dec rejects any ciphertext irrespective
of the validity of the tag, which is why we omit it in the description as every reduction
simply responds with L.

For the game hop between G; and Go, we construct an IND-CPLA adversary Ase as
follows. It generates a key K, for MAC and runs the adversary A,e answering its queries
as follows. For leakage queries (N, A, M, (Lg, L7)) to LEnc it passes (N, M, Lg) to its own
oracle LEnc and obtains (Ce, Ag) in return. It computes the tag T < Tag(K,,, N, 4, C.),
corresponding leakage Ar < Lp(Kp,, N, A, C.), and sends ((Ce,T), (Ag, Ar)) back to
Aae. For leakage queries (N, A, (Ce,T),(Lp,Ly)) to LDec, the reduction Ase computes
V < Ver(K,,, (N,A,C,),T) and Ay < Ly (K, N,A,C.,T). If V.= 1, it sends (L, Ay)
back to Aze. If V = T, it forwards (N, M, Lg) to its own leakage encryption oracle
LEnc to obtain (M, Ap) and sends (M, (Ap, Ay)) back to A,e. Note that Enc(K, N,C) =
Dec(K, N, (C) since SE is a mirror-like encryption scheme. Queries (N, A, M) to Enc are
handled by obtaining C, from its own challenge encryption oracle invoked with (N, M),
computing the tag T <+ Tag(K,,, N, A, C.), and sending (C.,T) back to Ase.

Since Ae queries its leakage oracles only on functions in the corresponding leakage set,
so does Ase. Every challenge encryption query by A,e entails that As. invokes its challenge
encryption query. Likewise, every leakage query, either encryption or decryption, leads to
a leakage encryption query by Ase. As a valid LAE adversary, Az does not forward
queries from challenge to leakage oracles or vice versa, as does Ag. Note further that Age
is semi-nonce-respecting. This follows from As simulating both leakage oracles of Aj,e
using its leakage encryption oracle and A,e being nonce-respecting.

It is easy to see that A perfectly simulates either Gy or Gg for Ase. The games differ in
the ciphertext part C, generated by Enc. In G it is the encryption of the message M, while
it is a random bit string in Go. By setting C, to the output of its own challenge oracle,
Ase simulates G; and Gy for A,e conditioned on the secret bit b of the game INDCPLA
being 1 and 0, respectively. It holds that

PrLAS = 1] = PrAS = 1] = [PrIARPPA = 1] = 1] = PrLARPPA = 15 = 0]
= Advgy " (Ase, L) (3.70)

Finally, we construct the following LPRF adversary Ay to bound the adversarial advan-
tage between Go and Gsz. It generates a key K. for the underlying encryption scheme.
Leakage encryption queries (N, A, M, (Lg, L)) are processed by locally computing C, <
Enc(K¢, N, M) and A < Lg(K.,N, M), invoking LF on ((V, A, C.), L7) in order to ob-
tain (7, Ar), and sending ((Ce,T), (Ag, Ar)) back to Aje. For leakage decryption queries
(N, A, (Ce,T),(Lp,Ly)), Aprs sends ((N, A,Ce), Ly) to its leakage oracle LF to obtain
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(T' Ay). It T # T, Aps sends (L, Ay) to Ase. Otherwise, Ajps locally computes
M < Dec(K.,N,C,) and Ap < Lp(K.,N,Ce), and sends (M, (Ap, Ay)) to Aze. For
queries (N, A, M) that A, makes to its challenge encryption oracle Enc, Aj,¢ samples a
random bit string C, of appropriate length, invokes its challenge oracle F on (N, A, C,) to
obtain T', and sends (C,,T) back to Ase.

Recall that the difference between Gy and Gs is how the tag T is generated. In Gy it
is the real tag computed on a random ciphertext, in Gg it is a random bit string. By
construction, A perfectly simulates G and Gg if its own challenge bit b (from the game
LPRF) is equal to 1 and 0, respectively.

Every challenge (leakage) query by Ajy stems from a challenge (leakage) query by Aje.
As A, does not forward queries between its challenge and leakage oracles neither does
Ajprf. Hence, we conclude that Ay is a valid LPRF adversary against Tag, which yields

Pr[AS2 = 1] — Pr[AS: = 1]‘ - ‘Pr[ALPRF = 1]b=1] - PrAFFF = 1]b=0]

Iprf
= Adv'lfanRF(Alprfa £T) . (371)
Inserting (3.69), (3.70), and (3.71) in (3.68) proves the statement. O

We will now discuss the differences between our proof and the one from [BMOS17].
In [BMOS17], the first game hop differs in that it also changes the leakage decryption
oracle LDec. The change is made such that any leakage decryption query which is not
forwarded from the leakage encryption oracle is rejected by returning 1. In [BMOS17], this
additional change is necessary in order to bound the second game hop by the IND-aCPLA
security of the underlying encryption scheme. To detect the difference, the LAE adversary
A,e has to submit a (fresh) valid ciphertext to LDec as an invalid ciphertext would be
rejected anyway. This entails that A,e has generated a (fresh) valid tag for this ciphertext,
which the reduction will use to distinguish whether its challenge oracle implements the
verification algorithm or L. Since the leakage decryption oracle is simulated via the leakage
verification oracle, the reduction has to forward this leakage query to its own challenge
oracle to distinguish between the real and the ideal world. This is exactly the query which
prevents building such a MAC from a function which is pseudorandom and ultimately led
to the introduction of LUF security.

The next game hop is the same as in our proof, except that the leakage decryption
oracle does not decrypt any fresh ciphertext due to the change in the first game hop.
This restriction allows to bound the second game hop by the IND-aCPLA security of the
underlying encryption scheme, as the only queries that cannot be answered with the oracle
from the game INDaCPLA, i.e., decryption of fresh ciphertexts, are answered with 1. In
our case of mirror-like encryption schemes, this issue does not arise if the scheme is secure
with respect to semi-nonce-respecting adversaries in which case we only need IND-CPLA
security as forwarded leakage decryption queries are answered like fresh queries.

Likewise, the third game hop is essentially the same, again only differing in the leakage
decryption oracle. Since the LPRF adversary simulates the encryption-related part of the
game locally, this difference is trivial.

Finally, Barwell et al. [BMOS17] have a fourth game hop. In this game hop, where
the challenge oracles are already idealised, they merely revert the change of the leakage
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Games G(), Gl, GQ, G3
K., K, «<sK

b/ — AEnc,LEnc,Dec,LDec ()
ae

oracle LEnc(N, A, M, L)

parse L as (Lg, L)
C. < Enc(K.,N, M)

T < Tag(K,,, N, A,C.)
C+ (C.,T)

Ag + Lg(K.,N,M)
Ap + Lp(Kp,, N, A, Ce)
A« (Ag, Ar)

return (C, A)

oracle LDec(N, A,C, L)

oracle Enc(N, A, M) in Gy, Gy

Ce < Enc(K.,N, M)
T <+ Tag(Km, N, A, Ce)
return C «+ (C,,T)

oracle Enc(N, A, M) in Go

C. +s{0,1}7
T < Tag(K,,, N, A,C.)
return C «+ (C,,T)

oracle Enc(N, A, M) in G3

parse L as (Lp, Ly)
parse C as (C.,T)
V + Ver(K,,,N,A,C.,T)
Ay + Ly (K, N, A,C.,T)
if V=1

return (L, Ay)
M + Dec(K,, N,C.)
Ap < Lp(Ke, N, C.)
return (M, Ap, Ay)

Ce <3 {0,1}7
T +s{0,1}7
return C + (C,,T)

oracle Dec(N, A,C) in Gy

parse C as (C.,T)
V « Ver(K, N, A,C.,T)
if V=1
return |
return M < Dec(K., N, C.)

oracle Dec(N, A, C) in Gy, Gg, G3

return L

Figure 3.26: Games Gg, Gy, Go, G3 used in the proof of Theorem 3.3.6. The oracles LEnc
and LDec are identical across the games. Each game uses the oracles Enc and

Dec as specified.
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decryption oracle from the first game hop in order to end up with the idealised game, that
is LAE with secret bit 0. Since we never change any leakage oracle throughout our proof,
we do not need this additional game hop.

We emphasise that the N2 composition theorem by Barwell et al. [BMOS17] is perfectly
fine and, in fact, more general than our version above. But the generality of the former
posed an insurmountable barrier for constructing leakage-resilient MACs from leakage-
resilient pseudorandomness which ultimately led to LUF security. By recasting the N2
composition theorem to the special case of the FGHE’ construction, we circumvent the
insurmountable barrier by weakening the requirements towards the MAC as there is no
forwarding from leakage to challenge oracles any more. Simultaneously, this comes at the
cost of strengthening the requirements towards the symmetric encryption scheme, namely
by requiring security against semi-nonce-respecting adversaries. However, as we will show
below, the encryption scheme SE[F, G] underlying the FGHF’ construction—without any
modification—already achieves security against semi-nonce-respecting adversaries.

3.3.3 IND-CPLA and SUF-CMLA, from LPRF

In this section we show that the encryption scheme and MAC underlying the FGHF’
construction achieve the security notions requested by the recast N2 composition theorem
above.

Encryption

The theorem below shows that SE[F, G| achieves IND-CPLA security against semi-nonce-
respecting adversaries if the underlying function F achieves LPRF security and the un-
derlying pseudorandom generator G is a PRG. The proof works essentially as the proof of
Theorem 3.1.1 but we state it nevertheless for completeness.

Theorem 3.3.7. Let SE[F, G| be the encryption scheme depicted in Figure 3.1, com-
posed of the function family F: K x {0,1}¥ — {0,1}" and the pseudorandom generator
G: {0,1}" — {0,1}* with respective associated leakage sets Lr and Lq. Then for any
semi-nonce-respecting IND-CPLA adversary Ase against SE[F,G|, making q queries to
Enc, and associated leakage sets Lr = Lp x Lg, there exist an LPRF adversary Ajpes
against F and a PRG adversary Apg against G such that

AdvgPr T (Ase, L) < AdvERF (A, L) + ¢ AdvGRE(Aprg) -

Proof. The proof uses games Gg,G1,G2, and G3 displayed in Figure 3.27. Game Gq is the
game INDCPLA instantiated with SE[F,G] and secret bit fixed to 1 and game Gz is the
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same with secret bit fixed to 0. It holds that
AQVINOEPIA (A, L) = |2 Pr[INDCPLA%S = 1] — 1|

- ‘Pr[.A'S':DCPLA = 1|b= 1] — Pr[ANDCPLA 1| — (]

Pr[AS = 1] — Pr[AS = 1](
3

<y ‘Pr[ St = 1] — Pr[AS = 1]’ . (3.72)
=1

To bound the adversarial advantage between Gy and G; we construct the following LPRF
adversary Ajpf against F. Queries (N, M) to Enc by Ase, are answered by forwarding N
to the oracle F to obtain z. Subsequently, Aj,¢ computes C' < G(z, |M|)® M and sends it
to Ase. For leakage queries (N, M, (Lr, Lg)), Aiprf does the following. It obtains the tuple
(z, Ap) from the oracle LF upon querying it on (N, Lp), while C' < G(z,|M|) & M and
Ag + Lg(z, M) are computed locally before sending (C, (Ap, Ag)) to Ase. The crucial
part is that the adversary, since it is considered semi-nonce-respecting, can repeat nonces
across its leakage queries. This results in repeating queries of Aj,¢ to its leakage oracle
LF. This is no hindrance as the game LPRF permits such queries, in case of non-adaptive
leakage, the response will actually be identical, i.e., Ajpf could also maintain a table to
look up the values whenever Age repeats a nonce in a query to LEnc. When A outputs a
bit b’, Ajpes forwards it as its own output.

Since the games Gy and G; solely differ in generating the seed z for G during queries to
Enc, Ao perfectly simulates game Go and G; conditioned on the secret bit of the game
LPRF being 1 and 0, respectively. We conclude with

Pr[AS = 1] — Pr[AS! = 1]‘ - ’Pr[Ah,ﬁ’ﬁF = 1|b=1] — PrAPRF = 1]p = 0]

= Adv5PRF (A, £F) - (3.73)

Next, we bound the adversarial advantage between G; and G,. Therefore, we introduce
a sequence of hybrid games Ho, ..., H,, displayed in Figure 3.28, which differ in how the
value Z is generated. In H;, for the first ¢ queries, it is a random bit string of length
identical to the queried message. For the remaining ¢ — ¢ queries, it is the output of the
PRG G on input a random seed and the length of the queried message. It holds that
Ho = G1 and Hy; = Gg, hence

Pr[AS! = 1] — Pr[AS = 1]‘ - ‘Pr[A':eO = 1] - pr[All = 1](

q
<y ‘Pr[ L LA 1]‘ .
=1

We construct PRG adversaries By,...,Bq to bound the game hops between each pair
of consecutive hybrid games. At the beginning, adversary B; samples a key K for the
function F, which allows to perfectly simulate the leakage oracle LEnc for As.. For leakage
queries (N, M, (Lr, Lg)), it (locally) computes z - F(K,N), C < G(z,|M|) & M, Ap

96



3.3 LAE from LPRF

Lp(K,N), and Ag < Lg(z, M), and sends (C, (Ap, Ag)) to Ase. Denote the challenge
queries that A makes to Enc by (N1, My),. .., (Ng, My). For queries (N;, M;) with j < i,
B;i samples Z < s {0,1}* and sends C' < Z @& M; back to As. For queries (N;, M;)
with j > i, B; samples a seed z for G at random, computes Z < G(z,|M;|) and sends
C < Z ® M; back to Ase. For the ith query, (N, M;), B; invokes its own oracle G on |M;]|
to obtain Z, computes C < Z @& M;, and sends C back to Ase. It follows that B; simulates
H;_1 and H; if its challenge bit b from the game PRG is 1 and 0, respectively. We get

PriAt -t = 1] - pr[At = 1]‘ - ‘Pr[BiPRG = 1|b=1] - Pr[BPRC = 1|b = 1]
= AdviRC(B).

By a standard hybrid argument [FM21, MF21], we define Ay, to be the adversary that
picks i <—s [¢] and then behaves as B;, and obtain

q
Pr[AS! = 1] — Pr[AS = 1]) <3 |PriAf ! = 1) - PriA = 1]
=1
< g AdvERC (Aprg) - (3.74)

The adversarial advantage between Go and Gg is easily seen to be 0 as the challenge oracle
Enc outputs identically distributed ciphertexts, which yields

PrAS2 = 1] — PrlA% = 1)| = 0. (3.75)
Inserting (3.73), (3.74), and (3.75) into (3.72) yields
AQVIYOSPLA A £ £1) < AdVEF (A 1) + g AdVERS (Apg).

which proves the theorem. O

MAC

The following theorem shows that we can construct a SUF-CMLA, secure canonical MAC
from a function that is an LPRF. The proof differs substantially from the one of Theo-
rem 3.1.3.

Theorem 3.3.8. Let F: K x X — {0,1}" be a function family with associated leakage
set L, and let MAC[F] be the corresponding canonical MAC with associated leakage sets
Ly = Lp. Then, for any SUF-CMLA, adversary Amac against MAC[F] which makes q
queries to Vfy, there exists an adversary A against F such that

AQVSEMA (Apnac, £7) < AdVSPRE (Ays, Lr) + 27{ -

Proof. We prove the theorem using games Gy, Gi, and Gy (cf. Figure 3.29), where Gy
and Gy are the game SUFCMLA, with secret bit 1 and 0, respectively. Using adversarial
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Games Go, Gl, GQ, G3

oracle Enc(N, M) in Gy

oracle LEnc(N, M, (Lp, Lg))

K +sK

b/ «— AEnc,LEnc ()

z+ F(K,N)
Z +G(z,p)
return C <~ Z o M

oracle Enc(N, M) in Gy

z +s{0,1}"
Z «+ G(z, 1)
return C <~ Zo M

oracle Enc(V, M) in Gy

Z «s{0,1}"
return C < Z o M

oracle Enc(N, M) in G3

return C s {0,1}*

2« F(K,N)

Z 4+ G(z,p)
C+—7ZpM

Ap + Lp(K,N)

Ag + Lg(z, M)
return (C, (Ar, Ag))

Figure 3.27: Games Gp, Gy, Go, and Gz used in the proof of Theorem 3.3.7. The oracle
LEnc is shared across all games. Each game uses the oracle Enc as specified.

Game H; oracle Enc(N, M) in H; oracle LEnc(N, M, (Lr, Lg))
K +sKk cc+1 z <+ F(K,N)
c+0 if c<i Z + G(z,|M|)
b « AEncLEnc() 7 s {0,1}M CeZaoM
else Ap + Lp(K,N)
2 s {0,1}" Ag + La(z, M)
Z «— G(z,|M)) return (C, (Ap, Ag))

return C < Z o M

Figure 3.28: Hybrid games H; used in the proof of Theorem 3.3.7. The games share the
leakage oracle LEnc and differ only in the oracle Enc.
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advantage, we obtain

AdVEIFMA (4 oe), L7 = [2 PHSUFCMLAA™: = 1] 1|

_ ‘Pr[ASUFCMLAC = 1|b=1] — Pr[ASUFCMLA: 1| — (]

mac mac

— [PriASs. = 1]+ PriAS: = 1]

2
<)
=1

To bound the first term, we construct an LPRF adversary Ay against F as follows. It
runs Amac and answers leakage queries to LTag using its own leakage oracle LF. More
formally, queries (X, L7) to LTag are forwarded to LF as is the response (T, Ar) back to
Amac. Whenever Apac makes a query (X, T) to Vfy, A forwards X to F to obtain 7.
If T =T it sends T to Amac, otherwise, it sends L.

It is easy to see that Aj,¢ perfectly simulates Go and Gy for Amac conditioned on the
secret bit of game LPRF being 1 and 0, respectively. For every leakage (challenge) query
by Amac, Aiprr makes exactly one leakage (challenge) query. As a SUF-CMLA, adversary,
Amac does not forward queries to or from its challenge oracle, which yields that Ay does
not make any prohibited query. Hence we conclude with

PriASs = 1] — Pr[AS = 1]‘ . (3.76)

Pr[AS = 1] - Pr[AS._ = 1]‘ — | Pr[ALPRF = 11b = 1] — Pr[ALERF = 1[5 =1

= Adv5RF (A, LF) - (3.77)

For the second term, note that the leakage oracle LTag are independent of the challenge
oracle Vfy in both Gy and Gs, thus we only consider the challenge oracle Vfy. To distinguish
the games, the adversary Amac has to make a query (X,T) to Vfy, which would result in
T in G;. This means that Amac has to guess the value f[X] for an arbitrary X. Since f][]
is sampled randomly from {0,1}", we have

Pr[ASL = 1] — Pr[A%2 = 1]| <

- (3.78)

Inserting (3.77) and (3.78) into (3.76) proves the claim. O

Note that the above theorem states that for any LPRF F the canonical MAC MAC[F]
is SUF-CMLA, secure with the same message space as F. In order to let the MAC handle
arbitrarily long inputs, we need F to handle arbitrarily long inputs. This is achieved by
first hashing the (arbitrarily long) input using a collision-resistant hash function and then

applying the function F. The resulting construction yields an LPRF with arbitrary input
length as stated in Theorem 3.1.6.

3.3.4 The Improved FGHF' Composition Theorem

We can now state our improved composition theorem, which states that the FGHF’ con-
struction yields an LAE-secure AEAD scheme, if the underlying functions F and F' are
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Games Gg, G, Go oracle Vfy(X,T) in Gy oracle LTag(X, L)

K sk T+ F(K,X) A+ L(K, X)
b« AVWLTeelVl () return (T' =T) T+ F(K,X)
return (T, A)

oracle Vfy(X,T) in G;

if f[X]=1
fIX] {0,137
return (f[X]=1T)

oracle Vfy(X,T) in G

return |

Figure 3.29: Games Gg, G1, G2 used in the proof of Theorem 3.3.8. The leakage oracle LTag
is the same across the games. Each game uses the oracle Vfy as specified
above.

leakage-resilient pseudorandom, G is a secure PRG, and H is a collision-resistant hash func-
tion. The theorem follows directly from Theorem 3.1.6, Theorem 3.3.6, Theorem 3.3.7,
and Theorem 3.3.8. The implications are illustrated in Figure 3.30.

Theorem 3.3.9 (LAE Security of the FGHF’ Construction). Let F be a fized-input-
length function, G be a PRG, H be a vector hash function, and F' be a fized-input-length
function with associated leakage sets Lr, La, Ly, and Lg:, respectively. Let further F'
output bit strings of length 7. Let FGHF' be the composition of F, G, H, and F' with
associated leakage sets Laop = Lyp = Lrp X Lg X Lg X Lpr, as depicted in Figure 3.1.
Then for any nonce-respecting LAE adversary Ase against FGHF', making qg and qp
queries to Enc and Dec, respectively, there exist adversaries Ajpe, j|prf, Aprg, and Anash
such that

AdV%'Aé%F, (Aae7 Lap, »CVD) < AdV_I%PRF(AIPrfa EF) +2 Adv‘l;-BRF (lerf’ £F/)

+ a5 AV (Aprg) + 2 AdVE (Anash) + 57 q_DqD .

Theorem 3.3.9 improves Theorem 3.1.7 by removing the additional requirement of un-
predictability under leakage imposed on F’. This entails that any instantiation of the
FGHF' construction can rely on the same function to instantiate F and F’. Indeed, the
sponge-based instantiation SLAE uses the same function to instantiate F and F’, however,
pseudorandomness and unpredictability under leakage were proven separately.

3.4 Summary and Outlook

We developed the FGHF’ construction as a template for constructing non-adaptively
leakage-resilient AEAD schemes from relatively simpler primitives—requiring only two
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| LAE |
( Theorem 3.3.6 |
I ]! |
| INDcPLA || LPRF [ SUF-CMLA. |
[ Theorem 3.3.7 ] [ Theorem 3.1.6 ] [ Theorem 3.3.8 ]
| LPRF | | PRG | | CR | |LPRF |
F g H F

Figure 3.30: Visualisation of the FGHF’ composition theorem (cf. Theorem 3.3.9).

calls to the leakage-resilient functions per encryption or decryption call. We further pre-
sented SLAE as a sponge-based instantiation of the FGHF’ construction, offering good
performance and simplicity. Our security analysis shows that if the absorption rate is
set sufficiently low, the transformation sponge yields a leakage-resilient function with the
desired properties. However, some care is needed in interpreting these results. Like most
treatments of leakage resilience, we assume that the leakage per evaluation is limited and
does not drain the entropy in the secret state. Thus, it is implicitly assumed that an
implementation is good enough to withstand basic side-channel attacks like Simple Power
Analysis (SPA).

In the FGHF' construction and SLAE, authenticity is verified by recomputing the MAC
tag and testing for equality between the recomputed tag and the one included in the
ciphertext. While our leakage model accounts for the leakage that may take place during
the tag recomputation, equality testing is assumed to be leak-free. In practice, however,
this comparison might leak information [BBC*20]. Thus, any implementation of SLAE
(or any other realisation of the FGHF' construction) needs to ensure that equality testing
does not leak, or take additional measures, such as masking, to protect against leakage
from this component. Dobraunig and Mennink [DM21] provide techniques on securing
this value comparison against side-channel leakage.

A question that we did not address in this work, but nevertheless want to give an ap-
proach, is the instantiation of p. The security of SLAE relies on it being instantiated with a
non-invertible transformation rather than a permutation. On the other hand, most prac-
tical schemes employ permutations, such as KEccak [BDPA13] and Xoopoo [DHP'18].
A natural candidate to use for SLAE is p(x) = p(z) ® x for p € {KECCAK, XOODOO}.
Although this construction is known not to achieve indifferentiability [MRHO04] from a
random transformation, when given access to p, this should not preclude it from being
a suitable candidate for instantiating constructions in the random transformation model.
Indeed, KECCAK and X00ODOO are also differentiable from a random permutation when
given access to their underlying building blocks.
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Finally, providing an implementation of SLAE which is hardened to bound the potential
leakage an adversary can obtain is an interesting challenge. This effectively boils down to
provide hardened implementations of the underlying function SLEFUNC. The same applies
for the generic FGHF’ construction for which an implementation for microcontrollers is
given in [USS™20].
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CHAPTER 4
MISUSE SECURITY

In this chapter, we develop new security notions for authenticated encryption
schemes with associated data against related-key attacks and analyse gemeric
constructions with respect to these notions. Furthermore, we show that security
notions for resetting attacks, a specific case of related-randomness attacks, can
be simplified to a single challenge query, which was claimed before but the proof
was identified as flawed. The former is based on [FKOS22] while the latter is
based on [KS20c].
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The security of cryptographic primitives crucially relies on randomness. For authenticated
encryption, good randomness is needed when generating the secret key, while the actual
encryption uses nonces and hence does not rely on good randomness but the much simpler
property that nonces are unique. Public key encryption, on the other hand, relies on good
randomness during encryption which otherwise allows for re-encrypting attacks. When
the randomness is predictable, an adversary can simply obtain the same secret key in case
of AEAD schemes or the same random coins for PKE schemes. This allows for trivial
attacks and makes security elusive.

A different, yet similar question—and the scope of this chapter—is how security is
affected when the randomness is good, but somehow related. This defines the research
areas of related-key attacks (RKA) and related-randomness attacks (RRA).
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4 Misuse Security

Related-key attacks are a significant threat to security as demonstrated by a long
line of research [BK03, BC10, ABPP18, BF15, AHI11, BR14, Xagl3, LLJ15, HLL16,
BKN09, KHK11, DKKO07, Isoll, Bih94, Knu93, BDK05, KK03, BK09]. The first work
that provided a formal model for related-key attacks is the seminal work of Bellare and
Kohno [BK03]. In this model, the related-key attacker can specify a related-key-deriving
(RKD) function ¢ together with each black-box query to the cryptographic primitive, and
observe the input/output behaviour of the primitive under the related key ¢(K). For in-
stance, consider a PRF F(K, -), that the adversary can query on some input X. As a result
of a related-key attack the adversary receives F(¢(K), X), where ¢ is the RKD function.
Starting with [BKO03], several works extend the notion of RKA security to a wide range of
cryptographic primitives. This includes pseudorandom functions [BC10, ABPP18], pseu-
dorandom permutations [BF15], encryption schemes [AHI11], and MACs [BR14, Xagl3].

Somewhat surprisingly, RKA security has not been considered for the important case of
authenticated encryption schemes with associated data. AEAD is a fundamental crypto-
graphic primitive used, e.g., to secure communication in the Internet and is therefore ubiq-
uitously deployed, especially in TLS 1.3 [Res18]. Lately, AEAD has received a lot of atten-
tion, for instance through the CAESAR competition [Berl4] and the ongoing NIST stan-
dardization process on lightweight cryptography [NIST15]. An important type of AEAD
schemes, and simultaneously the focus of the NIST standardization process [NIST15], are
so-called nonce-based schemes [Rog02]. These schemes have the advantage that they are
deterministic, and hence their security does not rely on good quality randomness during
encryption. Instead, they use nonces (e.g., a simple counter) and require that these nonces
are never repeated to guarantee security [Rog02].

Related-randomness attacks, introduced by Paterson et al. [PSS14], are similar to
related-key attacks in that the adversary can specify a function ¢ (from some set @)
for each query and receive a ciphertext obtained by encrypting a message using random
coins ¢(r) for some initially chosen random coins r. A special case—and simultaneously
the inspiration—of RRA are resetting attacks (RA) proposed by Yilek [Yil10b] which also
define the scope of this work. In case of RA, the set @ is a singleton containing the identity
function, hence any ciphertext that an adversary obtains as part of a resetting attack is
generated using the same random coins 7.

Security should always hold with respect to adversaries making multiple queries to
the challenge oracle. For IND-CPA-like security notions, however, public key encryption
schemes are often proven secure against adversaries making only one query to the challenge
oracle [K1.20, Gol09]. Tt is folklore that this implies security in the desired case of multiple
queries via a standard hybrid argument [MF21]. Yilek [Yill0b] argued that the same
holds also for resetting attacks and provides a proof sketch for the claim. Later, however,
Paterson et al. [PSS14] pointed out that the proof is flawed as it results in a prohibited
query by the reduction. They further argued that they could neither prove Yilek’s claim
nor give a separation to disprove it and explicitly define their RRA notion in a way that
the adversary is allowed to make multiple queries. Thus, prior to this work, it has been
unclear whether security against a single challenge query implies security against multiple
challenge queries both in the light of resetting attacks and related-randomness attacks.
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Contribution

With respect to related-key attacks (RKA), our contribution is as follows. We extend the
notion of RKA security to (nonce-based) AEAD schemes. We study the common generic
composition paradigms to construct AEAD from encryption schemes and MACs, and
explore if RKA security of the underlying primitives carries over to the AEAD scheme.
More concretely, let K. and K, be the keys of the encryption and MAC, respectively.
Assuming that the encryption scheme is secure against the class @, of related-key deriving
functions and the MAC is secure against @,,, then we ask if the AEAD scheme is secure
with respect to related-key derivation functions from the Cartesian product @, x @,,.'® In
particular, we show that under certain restrictions of @, X @,,, the schemes N1, N2, and N3
by Namprempre et al. [NRS14], falling into the composition paradigms E&M, EtM, and
MtE, respectively, are secure under related-key attacks. By giving concrete attacks against
all schemes in case the restrictions are dropped, we show further that these restrictions
are necessary. Finally, we show that the RKA security of the encryption scheme SE[F, G]
and the message authentication code MAC[H, F'], introduced in Chapter 3, mainly boils
down to the RKA security of the underlying functions F and JF’, respectively.

With respect to related-randomness attacks (RRA), our contribution is as follows. We
revisit the resetting attack (RA) model proposed by Yilek [Yil10b], which defines a special
case of RRA. We prove several schemes insecure with respect to resetting attacks. To this
end, we define a class of encryption schemes that we show to be insecure and prove that the
concrete schemes lie in this class. As our main contribution, we close the aforementioned
gap, by showing that security can be simplified to a single challenge query even against
RA, hereby confirming the claim made in [Yil10b] for which the proof was pointed out as
flawed in [PSS14]. More precisely, we first investigate the flawed proof in [Yil10b] and give
an adversary that distinguishes the different hybrid games in the proof almost perfectly.
We then nevertheless prove the claim by giving a different proof approach, which only
yields an additional factor of 2 compared to the claimed bound in [Yill0b]. Finally, we
define real-or-random security against resetting attacks and prove the equivalence between
the existing left-or-right and our new real-or-random security notion, thereby showing that
another well-known equivalence from the standard setting also holds in the RA setting.

Related Work

Related-Key Attacks. Based on the initial work by Biham [Bih94] and Knudsen [Knu93],
the first formalisation of RKA security has been given by Bellare and Kohno [BK03]. They
studied pseudorandom functions as well as pseudorandom permutations and showed an
inherit limitation on the set of allowed RKD functions. Bellare and Cash [BC10] proposed
RKA-secure pseudorandom functions based on the DDH assumption, which allowed a
large class of RKD functions. Abdalla et al. [ABPP18] further increased the allowed class
of RKD functions. Several other works study the RKA security for various primitives, e.g.,
pseudorandom permutations from Feistel networks [BE15], encryption schemes [AHI11],
and MACs [BR14, Xagl3]. Harris [Harll], and later Albrecht et al. [AFPW11], showed

18 A similar question using the Cartesian product of the related-key deriving functions from the underlying
primitives is answered in [BF'15] for Feistel constructions.
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inherent limitations of the Bellare-Kohno formalism by giving a generic attack against
encryption schemes if the set of related-key deriving functions can depend on the primitive
in question. The practical relevance of the alternative model by Harris has been questioned
by Vaudenay [Vaul6].

Closer to our setting is the work by Lu et al. [LLJ15], who also study RKA security
for authenticated encryption schemes. However, instead of nonce-based authenticated
encryption schemes, they analyse probabilistic authenticated encryption schemes and only
for the specific case of affine functions. Moreover, Han et al. [HLL16] found their proof to
be flawed, invalidating the results. To the best of our knowledge, these are the only works
that consider RKA security for authenticated encryption schemes.

The practical relevance of RKA security has been shown by a number of works [BKN09,
KHK11, DKKO07, Isol1], which present attacks against concrete primitives.

Related-Randomness Attacks. Garfinkel and Rosenblum [GR05] pointed out a theoret-
ical threat to the security of a virtual machine, due to the possibility of snapshots. The
practical relevance of this threat has later been shown by Ristenpart and Yilek [RY10],
who demonstrated attacks on TLS [DA99]. Based on these, Yilek [Yill0b] defined security
against resetting attacks, which models the threat pointed out in [GRO05]. Later, Pater-
son et al. [PSS14] and Matsuda and Schuldt [MS18] generalised this to security against
related-randomness attacks.

Bellare et al. [BBNT09] gave a public key encryption scheme, which still achieves a
meaningful security notion, yet qualitatively worse than IND-CPA, even if the randomness
is bad. The same setting is also considered by Bellare and Hoang [BH15] while Kamara
and Katz [KKO08] study a similar setting for symmetric key encryption schemes. Huang et
al. [HLC718] study nonce-based public key encryption schemes in order to avoid the issue
of bad randomness. Closer to our setting is the work by Yang et al. [YDW™12], which
studies both resetting attacks and bad randomness, yet for authenticated key exchange.

Roadmap

In Section 4.1 we do define RKA security notions for authenticated encryption as well as
for nonce-based symmetric encryption. The RKA security of N-schemes is analysed in
Section 4.2, which also analyses the RKA security of the symmetric encryption scheme
SE[F, G] and message authentication code MAC[H, F']. We define a class of schemes that
are vulnerable to resetting attacks in Section 4.3 and show several schemes that are covered
by this class. In Section 4.4 we show that the simplification to a single challenge also holds
for resetting attack, thereby restoring the claim in [Yil10b]. Section 4.5 concludes with a
summary and outlook for future work.

4.1 Related-Key Attack Security Notions

In this section, we define security for nonce-based encryption schemes and nonce-based
AEAD schemes under related-key attacks. RKA security notions for encryption and au-
thenticated encryption schemes have been proposed by Bellare et al. [BCM11] and Lu et
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al. [LLJ15], respectively. However, neither notion considers nonce-based primitives; in-
stead both consider the case of probabilistic primitives. Furthermore, both works define
indistinguishability in a left-or-right sense, while we follow the stronger IND$ (indistin-
guishability from random bits) approach put forth by Rogaway [Rog04b]. For this notion,
the adversary has to distinguish the encryption of a message from randomly chosen bits.
We discuss how the classical property of nonce-respecting adversaries is extended to the
RKA setting in Section 4.1.1 and provide two RKA security notions for nonce-based AEAD
schemes in Section 4.1.2. Section 4.1.3 provides the RKA security notion for nonce-based
encryption schemes.

4.1.1 Nonce Selection

Security notions in the classical setting are often restricted to adversaries which are nonce-
respecting. These are adversaries that never repeat a nonce across their encryption queries.
Hence, security proven against nonce-respecting adversaries guarantees security as long as
the encrypting party never repeats a nonce. Below we argue why this adversarial restriction
needs to be updated in the RKA setting.

Consider the following scenario: Alice and Bob communicate using an AEAD scheme
across several sessions. In each session, Alice will send several encrypted messages to
Bob, each time using a fresh nonce implemented as a counter. Instead of exchanging a
fresh secret key for each session, they exchange a key for the first session and between
two consecutive sessions, they update the key using some update function F. There is no
guarantee that Alice does not reuse a nonce in different sessions. In fact, due to using a
simple counter, which might be reset between the sessions, this is likely to happen. This
means that an adversary can observe encryptions using the same nonce under related keys,
where the relation is given by the update function F.

Another scenario are devices with related keys. As a simple example consider a manu-
facturer that has some master key K. Rather than generating a fresh key for each device,
it derives the key from the master key and some device ID—for instance XORing the
two. In this case different users would use different, yet related keys but each user ensures
unique nonces only with respect to its own key.

If we declare an RKA adversary to be nonce-respecting if and only if it never repeats
a nonce, then a proof of security does not tell us anything for the scenarios described
above. Instead, we define an RKA adversary to be RKA-nonce-respecting if it never
repeats the pair of nonce and RKD function. An interpretation of this definition is that
nonce-respecting is defined with respect to individual keys. If the set of RKD functions is
a singleton containing only the identity function, this boils down to the classical definition
of nonce-respecting adversaries as there is only one key.

4.1.2 RKA-Security Notions for AEAD Schemes

We extend security for AEAD schemes to the RKA setting. Instead of the approach
used in [LLJ15], which defines two separate RKA security notions for confidentiality and
authenticity, we follow the unified security notion by Rogaway and Shrimpton [RS06a].
That is, the adversary has access to two oracles Enc and Dec. The goal of the adversary is

107



4 Misuse Security

to distinguish the real world, in which the oracles implement the encryption and decryption
algorithm, from the ideal world, where the first oracle returns random bits while the latter
rejects any ciphertext. The adversary wins the game if it can distinguish in which world
it is. To make our new RKA security notion achievable, we impose standard restrictions
on the adversary. That is, first, the adversary is not allowed to forward the response of
an encryption query to the decryption query and, second, the adversary must not repeat
a query to its encryption oracle.'® More precisely, we say that an adversary forwards a
query from its encryption oracle, if it queries its decryption oracle on a ciphertext C' that
it has obtained as a response from its encryption oracle, while the other queried values
N, A, ¢ are the same for both queries. We call the resulting notion s-RKA-AE, the “s”
indicating strong. The reason for that is that we introduce a weaker notion below.

Definition 4.1.1 (s-RKA-AE Security). Let X = (Enc,Dec) be an AEAD scheme and
@ C Func(K,K). Let the game s-rka-AE be defined as in Figure 4.1. For an RKA-nonce-

respecting and P-restricted RKA adversary A, that never repeats/forwards a query to/from
Enc, we define its RKA-AE advantage as

AdvE" (A, 0) = 2 Prls-rka-AE" = 1] — 1] .

Game s-rka-AE  oracle Enc(N, A, M, ¢) oracle Dec(N, A, C, ¢)

b+s{0,1} ifb=0 ifb=0

K +sK C +s{0,1}7 M+ 1

b« AEneDec(y else else

return (V' = b) C + Enc(¢(K), N, A, M) M < Dec(¢(K),N, A,C)
return C return M

Figure 4.1: Security game s-rka-AE.

The above definition treats the AEAD scheme to have a single key K. Such schemes,
however, are often constructed from smaller building blocks which have individual keys.
This encompasses the N constructions [NRS14], on which we focus in the next section, but
also all other constructions combining an encryption scheme and a MAC into an AEAD
schemes. In this case, the set of RKD functions of the AEAD scheme is the Cartesian
product of the set of RKD functions for the individual primitives. More precisely, let £ and
M be the underlying primitives and @, and &,, be the respective sets of RKD functions.
Then for the combined primitive AFE, the set of RKD functions is @4, = ®. X ®,,. Thus,
the s-RKA-AE security game above allows the adversary to query the encryption oracle
on (N, ¢e, dmm) € N X & X &, and later querying it on (N, ¢e, @),) € N X P X &, where
ém # ¢h,. This essentially allows the adversary to bypass the nonce-respecting property
of the underlying primitive.

Recall the key-update scenario described above. Allowing the adversary to query the
same nonce while the queried RKD functions agree in exactly one part, models a scenario

19The latter restriction can also be handled by letting the encryption oracle return the same response as
it did when the query was made the first time. For ease of exposition, we simply forbid such queries to
avoid additional bookkeeping in the security games.
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in which the key update either does not update one of the keys or later updates a key to
a previously used key. Similar, for the related devices, where such a query corresponds to
the case that only one of the keys is changed or a device ID for one component repeats.
We introduce a weaker security notion, in which these queries are forbidden. Security
according to this notion then reflects security as long as the pair of keys is updated
appropriately.

Definition 4.1.2 (RKA-AE Security). Let ¥ = (Enc,Dec) be an AEAD scheme and
b = P, x b, C Func(K,K). Let the game rka-AE be defined as in Figure 4.2. For an
RKA-nonce-respecting and ®-restricted RKA adversary A, that never repeats/forwards a
query to/from Enc, we define its RKA-AE advantage as:

AdvEPE(A, @) = [2 Prfrka-AEY = 1] — 1] .

The weaker security notion RKA-AE bears similarities to split-state non-malleable
codes [AAGT16]. Here, the secret is encoded in such a way that it is secure against
fault attacks as long as the left and right half of the code are tampered independently.
In more detail, the decoding of such tampered codes is independent from the original
secret and might be invalid. However, if we consider key-related devices or bad-key up-
dates, non-malleable codes are not helpful any more since they are used for faults and
not bad randomised keys. The reason for this is that after each key update we need to
take care that the resulting key is still valid. Further, we do not want to update the keys
independently but simultaneously such that all keys are fresh after the key update. The
requirement to the weaker notion is the opposite of that of non-malleable codes. For key
updates, it is a reasonable assumption to say that all underlying keys have to be updated
for a new session.

4.1.3 RKA-Security Notions for Symmetric Encryption

The following definition extends the classical IND-CPA security notion for nonce-based
encryption schemes to the RKA setting. The adversary has to tell apart the real encryption
oracle from an idealised encryption oracle which returns random bits. The main distinction
lies in the nonce selection of the adversary as it is allowed to repeat a nonce if the RKD
functions are different.

Definition 4.1.3 (IND-CPRKA Security). Let X' = (Enc,Dec) be an encryption scheme
and @ C Func(KC,K). Let the game INDCPRKA be defined as in Figure 4.3. For an RKA-

nonce-respecting and @-restricted RKA adversary A, that never repeats a query, we define
its IND-CPRKA advantage as

AdviPRA(A, @) = |2 PrINDCPRKA% = 1] — 1] .

4.2 Related-Key Attack Security Analysis

In this section we study the security of the nonce-based AEAD schemes N1, N2, and
N3 [NRS14], which fall into the generic composition paradigms Encrypt-and-MAC (E&M),
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Game rka-AE oracle Enc(N, A, M, ¢c, o)

b+«+s{0,1} if 3¢, # ¢e s.t. (N, ¢L,dm) €S
(Ke || Km) <s K return L
S+ 10 if 3¢), # ¢m s.t. (N, ¢, 0l,) €S
b« ABneDec() return |
return (V' = b) S o {(N, e, o)}
ifb=0
C +s{0,1}”
else
C < Enc(de(Ke) || ¢m(Km), N, A, M)
return C'

oracle Dec(N, A, C, ¢e, o)
if 3¢, # de s.t. (N, ¢, ¢m) €S

return |

if 3¢/, # dm s.b. (N, e, d) €S
return |

8 ¢ {(N, 6, b))}

if b=0
M <+ 1

else
M «+ Dec(¢e(K.) || dm(Km), N, A, M)

return M

Figure 4.2: Security game rka-AE. The set S is used to detect forbidden queries, i.e.,
queries where the triple of nonce and the two RKD functions differ in exactly
one of the functions. Both oracles reject such queries by returning L.

Game INDCPRKA  oracle Enc(N, M, ¢)

b s {0,1} if =0

K «+sK C +s{0,1}7

b o AFre() else

return (b’ = b) C « Enc(¢(K), N, M)
return C

Figure 4.3: Security game INDCPRKA.
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Encrypt-then-MAC (EtM), MAC-then-Encrypt (MtE) [BN0O0O]. We analyse each scheme
with respect to the two security notions RKA-AE and s-RKA-AE defined above. The
analysis reveals that all schemes achieve RKA-AFE security if the underlying primitives are
RKA-secure. Regarding the stronger s-RKA-AE security, the situation is more involved.
We show that both N1 and N2 are insecure irrespective of the underlying primitives. For
N3, we provide a concrete attack exploiting any instantiation using a stream cipher for
the underlying encryption scheme.

We further analyse the symmetric encryption scheme SE[F, G] and message authentica-
tion code MAC[H, F'] from Chapter 3. For both constructions, we show that RKA security
boils down to the RKA security of the underlying function.

Section 4.2.1 covers the analysis of the N1 construction. The N2 construction is analysed
in Section 4.2.2 while we analyse the N3 construction in Section 4.2.3. Section 4.2.4 and
Section 4.2.5 analyse the RKA security of SE[F,G] and MAC[H, F'], respectively.

4.2.1 Related-Key Attack Security of N1

The N1 construction composes a nonce-based encryption scheme and a MAC into an
AEAD scheme. It follows the E&M paradigm and is displayed in Figure 2.6. The encryp-
tion algorithm is used to encrypt the message as is the MAC to compute a tag for the
message. The ciphertext of the AEAD scheme consists of the ciphertext and the tag.

The following theorem shows that the N1 construction achieves RKA-AE security if
the underlying primitives are RKA-secure. The overall proof approach is similar to the
classical setting but needs some extra treatment when analysing that all queries of the
reductions are permitted.

Theorem 4.2.1. Let ¥ = (Enc,Dec) be an encryption scheme and I' = (Tag,Ver) be
a MAC with RKA function sets @, and @,,, respectively. Further, let N1 be the AEAD
scheme built from X and I' using the N1 construction with RKA function set 4 = P X
®,,. Then for any RKA-nonce-respecting and ®qe-restricted RKA adversary A against N1,
that never repeats/forwards a query to/from Enc, there exists an RKA-nonce-respecting
and De-restricted RKA adversary Ase, a @, -restricted RKA adversary Amac, and a @p,-
restricted RKA adversary Ap such that

AdVE\Lﬁ_AE(A, Qsae) < AdVL\'j\IDCPRKA(Ase,@e) +AdV§~UFCMRKA(.AmaC,@m)

+ Adv'?;agPRF(Aprﬁ @m) .

Proof. We prove the theorem using the hybrid games Gg, Gi, G2, and Gs, displayed in
Figure 4.4 (we drop the set S to detect forbidden queries for ease of exposition). Game Gg
is rka-AE instantiated with N1 and secret bit b fixed to 1. In Gy, the decryption oracle is
modified to reject any ciphertext. In Go, the tag appended to the ciphertext is chosen at
random. Game Gjs equals rka-AE with secret bit b fixed to 0, where the encryption oracle
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outputs random ciphertexts and the decryption oracle rejects any ciphertext. It holds that
AdvISAE(4) = ]Pr[Arka'AE = 1]b= 1] — PrlA™*AE & 1| = (]

- ’Pr[AGO = 1] — Pr[A% = 1]’
3

<y ‘Pr[AG"*l = 1] - Pr[A% = 1]’ .
i=1

To bound the first game hop, we construct an adversary Amac playing SUFCMRKA. Tt
picks a key K, for the encryption scheme at random and runs adversary A answering
queries as follows. Encryption queries of the form (N, A, M, (e, ¢m)) are processed by
computing C, < Enc(¢e(K.), N, M), querying (N, A, M, ¢,,) to Tag to obtain T, and
sending C' < C¢ || T back to A. For decryption queries (N, A, C, (¢e, dm)), Amac parses C
as C, | T', locally computes M < Dec(¢(Ke), N, C.), and queries Vfy on (N, A, M, T, ¢,
toget V. If V=T, Anac sends M back to A. If V = 1, Anac sends L back to A. When
A terminates by outputting a bit &', Amac outputs the same bit.

It holds that Amac perfectly simulates game Gy and Gy based on its own challenge bit
from game SUFCMRKA being 1 and 0, respectively. Let (N, A, C, (¢, ¢m)), with C =
Ce || T', be the decryption query that allows A to distinguish. For this query Amac invokes
its oracle Vfy on (N, A, M, T, ¢,,,). It remains to argue that this query is not forbidden,
i.e., Amac did not query its oracle Tag on (N, A, M, ¢y,,), where M < Dec(¢.(K.), N, C.),
resulting in 7. Assume for sake of contradiction, that Amac did query (N, A, M, ¢,,) to
Tag. By construction, this means that A has made a query (N, A, M, (¢, ém)) to Enc,
such that C. = Enc(¢. (K¢, N, M)), for which the response was C. || T. Note that both
cases ¢, = ¢, and ¢, # ¢, are forbidden queries by A. Thus, we conclude with

mac mac

— AdV%UFCMRKA(AmaC,@m) )

Pr[A® = 1] — Pr[A® = 1]‘ = ‘Pr[ASUFCMRKA = 1|b=1] = Pr[Asgf M = 1b = 0]

For the remaining two game hops, the decryption oracle always responds with 1 which
is why we omit it in the description. To bound the advantage between games G; and
G2 we construct an adversary Au¢ against Tag. It picks a key K. for the encryption
scheme and runs A. For each query (N, A, M, (¢e, ¢m)) that A makes to Enc, Ay locally
computes C. < Enc(¢.(K.), N, M), and queries (N, A, M, ¢,,) to F to get T. Then it
sends C' < C. || T back to A. Finally, Apf outputs whatever A outputs.

It holds that Aps perfectly simulates G; for A if its own challenge oracle is initialised
with b = 1. Likewise, Ay ¢ perfectly simulates Gg if its own challenge oracle is initialised
with b = 0. Also, Ay never repeats a query. Every query (N, A, M, ¢p,) by Aps stems
from a query (N, A, M, (¢e, m)) by A. This means that Aps repeats a query either if
A repeats a query or A makes two queries differing only in the RKD function for the
encryption scheme, which are both forbidden. This yields

Pr[A® = 1] — Pr[A® = 1]‘ - ‘Pr[ASﬁ?PRF = 1|b=1] — PrA%PRF = 1] = ]

— AdVrkaPRF(.Aprf,@m).

Tag
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4.2 Related-Key Attack Security Analysis

To bound the last game hop, we construct the following adversary Age against X' playing
INDCPRKA. It runs A and answers its queries (N, A, M, (¢e, ¢r,)) to Enc as follows. It
picks T at random of appropriate length, queries its own oracle Enc on (N, M, ¢.) to obtain
C. and it sends C' <+ C, || T' to A. At the end, A¢e outputs the output of A.

If its own challenge bit b equals 1, Ase simulates game Gy for A, if the bit b equals 0, it
simulates game Gg for A. Thus, we get

Pr[AS2 = 1] — Pr[A% = 1]‘ — [Pr[AINDCPRKA 1| p — 1] — Pr[ANPCPRKA 1|5 = (]

= Adv'PCPREA(4 @,) .

Collecting the bounds from the individual game hops proves the claim. O
Game G; oracle Enc(N, A, M, (¢¢, dm)) in Go, Gy
(K€7Km) <_$’C C@ <_ Enc(¢e(K€)7N7 M)
b AEneDec() T « Tag(¢pm(Km), N, A, M)
C«C.||T
oracle Dec(N, A, C, (¢e, dm)) in Go return C
CellT=C le Enc(N, A, M in G
M<—Dec(¢e(Ke),N,Ce) oracle nC( Y Y >(¢ea¢m)) m 2
if Ver(¢m(Kp), N, A, M,T) =T Ce < Enc(¢e(K), N, M)
return M T +s{0,1}7
return L C+C.||T

return C

oracle Dec(N, A, C, (¢e, ¢)) in G1, Ga, G3

oracle Enc(N, A, M, (¢¢, ¢m)) in G3
C. +s{0,1}"
T «s{0,1}"7
C+C.|T

return C

return |

Figure 4.4: Games G; used to prove Theorem 4.2.1 (RKA-AE security of N1).

The following theorem shows that the N1 construction does not achieve the stronger
s-RKA-AE security. The reason is that a ciphertext is the concatenation of a ciphertext
from the underlying encryption scheme and tag from the underlying MAC. By making
two queries which solely differ in one of the RKD functions, the adversary can easily
distinguish between the real and the ideal case.

Theorem 4.2.2. Let ¥ = (Enc,Dec) be an encryption scheme and I' = (Tag,Ver) be
a MAC with RKA function sets ®. and ®,,, respectively. Further, let N1 be the AEAD
scheme built from X and I' using the N1 construction with RKA function set ®q,o =
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D, X D,. Then N1 is not s-RKA-AE-secure. There exists an RKA-nonce-respecting and
Do-restricted RKA adversary A such that

AdviTe R (A) =1-27,
where y = max(vy, 7).

Proof. We construct the following two adversaries A and A,,. Adversary A, picks a
message M, a nonce N, and associated data A at random from the respective sets. Fur-
thermore, it picks ¢, € @, and ¢, @), € Py, such that ¢, # ¢!,. Then the adversary
makes two queries to its encryption oracle Enc: (1) it queries (N, A, M, (¢e, ¢m)) and (2)
it queries (N, A, M, (¢e, ¢),)). These queries result in two ciphertexts C; = C¢; || Th and
Cy = Ce2 || To. The adversary outputs b’ = 1 if C; = C¢ 2, otherwise, it outputs b’ = 0.

Note, first, that both queries are valid as they differ in the RKD function of the under-
lying MAC. If the bit b of game s-rka-AE equals 0, the adversary will receive two randomly
chosen bit strings as the ciphertexts C1 and Cs. Hence, we get

PrlAs™ AR = 1]p=0] =277,

If the bit b is 1, the adversary will receive C; = C¢ 1 || T1, where C¢ 1 = Enc(¢(K.), N, M),
and Cy = C. 2 || T2, where C¢ 2 = Enc(¢.(K.), N, M). Since C, ;1 equals Ce 2, we get

PrlASTeAE o 1 1p=1]=1.
Putting the above together we obtain

AdVTOAE (Ae) = [Pr[AT™ AR = 1|b = 1] — PrlAT™ A = 1]b = 0]
=1-277.

Adversary A, picks a message M, a nonce N, and associated data A at random from
the respective sets. Furthermore, it picks ¢, € @, and ¢., ¢, € P, such that ¢, #
¢L. Then the adversary makes two queries to its encryption oracle Enc: (1) it queries
(N, A, M, (pe, dm)) and (2) it queries (N, A, M, (¢, dm)). These queries result in two
ciphertexts Cy = Ce1 || Th and Cy = Ceg || To. If Ty = T5, the adversary outputs b = 1,
otherwise, it outputs ¥’ = 0.

Again, note that both queries are valid as they differ in the RKD function of the under-
lying encryption scheme. If the bit b of game s-rka-AE equals 0, the adversary will receive
two randomly chosen bit strings for Cy and Cs. This yields

PrASteAE o 1 |p=0]=27".

If the bit b is 1, Ap, will receive C; = Ce 1 || Th, where T = Tag(¢m (Kp), N, A, M), and
Cy = Ce || Tz, where Ty = Tag(¢m (Km), N, A, M). Since T} equals T> we get

PrlAskeAE o 1 1p=1]=1.
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Collecting the above yields

AV AE(A) = |Pr{AS™ kAR = 1| = 1] — Pr[ASTeAE = 1| b = (]
=1-2"".

Letting A be either be A, if v > 7, or A, if v < 7 proves the claim. Note that 7 is fixed
while v is something specified by the adversary via the length of the message it queries.
In general, we can assume that v > 7. O

4.2.2 Related-Key Attack Security of N2

The N2 construction composes a nonce-based encryption scheme and a MAC into an
AEAD scheme. It follows the EtM paradigm and is displayed in Figure 2.7. The scheme
first encrypts the message using the encryption scheme. Subsequently, the MAC is used
to compute a tag for the ciphertext. The ciphertext of the AEAD scheme consists of both
the ciphertext and the tag.

The theorem below shows that the N2 construction achieves RKA-AE security if the
underlying primitives are sound. The overall proof follows the classical one, except for a
more complex analysis regarding the permitted queries.

Theorem 4.2.3. Let ¥ = (Enc,Dec) be an encryption scheme and I' = (Tag,Ver) be
a MAC with RKA function sets @, and P,,, respectively. Further, let N2 be the AEAD
scheme built from X and I' using the N2 construction with RKA function set ®qo = P X
D,,. Then for any RKA-nonce-respecting and @q.-restricted RKA adversary A against N2,
that never repeats/forwards a query to/from Enc, there exists an RKA-nonce-respecting
and P.-restricted RKA adversary Ase, a D, -restricted RKA adversary Amac, and a ®p,-
restricted RKA adversary Aps such that

Adv{\l}(g—AE(A’ Qae) S AdVgDCPRKA(Ase,QSe) +AdV§ﬂUFCMRKA(.AmaC,@m)

+ AAVES (Apef, ) -

Proof. We prove the theorem using the hybrid games Gy, Gi, Gz, and Gs displayed in
Figure 4.5. For ease of exposition, the games do not contain the set S to detect forbidden
queries. Instead, we assume that the adversary does not make such queries, in which case
the reduction would simply return 1. Game Gy is rka-AE instantiated with N2 and secret
bit b fixed to 1. In Gy, the decryption oracle is modified to reject any ciphertext. In Go,
the tag appended to the ciphertext is chosen at random. Game G3 equals rka-AE with
secret bit b fixed to 0, where the encryption oracle outputs random ciphertexts and the
decryption oracle rejects any ciphertext. We have

AdVIEE(A) = [PrA™AE = 1] b = 1] Pr[A™AE = 1]b = 0]

= [PrfA% = 1] - PrlA® = 1]

3
<3 ‘PT[AGFI = 1] - Pr[AS = 1]‘ .
=1
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To bound the first game hop, we construct an adversary Amac playing SUFCMRKA. It
picks a key K. for the encryption scheme at random and runs adversary A answering
queries as follows. Encryption queries of the form (N, A, M, (pe, ¢m)) are processed by
computing C, < Enc(¢c(K.), N, M), querying (N, A, Ce, ¢,) to Tag to obtain 7', and
sending C' < C, || T back to A. For decryption queries (N, A, C, (¢e, dm)), Amac Parses
C as C, || T queries Vfy on (N, A,Ce, T, ¢p,) to get V. Ut V = T, Amac computes M <+
Dec(¢e(Ke), N, C,) and sends M back to A. If V= 1, Apac sends L back to A. When A
terminates by outputting a bit &', Amac outputs the same bit.

It holds that Amac perfectly simulates game Gy and G; based on its own challenge
bit from game SUFCMRKA being 1 and 0, respectively. Let (N, A,C,(¢e,drm)), with
C = C. | T, be the decryption query that allows A to distinguish. For this query
Amac invokes its oracle Vfy on (N, A,Ce, T, ¢,). It remains to argue that this query
is not forbidden, i.e., Amac did not query its oracle Tag on (N, A, Ce, ¢,,) resulting in
T. Assume for sake of contradiction, that Amac did query (N, A, C., ¢,,) to Tag. By
construction, this means that A has made a query (N, A, M, (4., ¢n)) to Enc, such that
C. = Enc(¢L (K., N, M)) for which the response was C, || T.. Note that both cases ¢, = ¢,
and ¢, # ¢. are forbidden queries by A. Thus we conclude with
Pr[AS = 1] — Pr[A% = 1]‘ - ‘Pr[ASUFCMRKA = 1]b=1] — Pr[ASUFCMRKA 1|} _ (]

mac mac

_ AdV%UFCMRKA(.AmaC, @m) )

For the remaining two game hops, we omit the decryption oracle since any reduction
merely needs to respond with L. To bound the advantage between game G; and Go we
construct an adversary Ap against Tag. It picks a key K, for the encryption scheme and
runs A. For each query (N, A, M, (¢e, ¢m)) that A makes to Enc, Ay locally computes
Ce + Enc(¢e(K.), N, M), and queries (N, A, Ce, ¢,) to F to get T. Then it sends C' +
Ce || T back to A. Finally, Aps outputs whatever A outputs.

It holds that Ay perfectly simulates Gy for A if its own challenge oracle is initialised
with b = 1. Likewise, Ay perfectly simulates Go if its own challenge oracle is initialised
with b = 0. This yields

Pr[AS = 1] — Pr[A% = 1]‘ - ]Pr[A;k:;PRF = 1|b=1] — PrA%PRF = 1] = ]

= Adv"r[!;agPRF(Aprfa @m) .

To bound the last game hop, we construct the following adversary Ase against X playing
INDCPRKA. Tt runs A4 and answers its queries (N, A, M, (¢, m)) to Enc as follows. It
picks T" at random of appropriate length, queries its own oracle Enc on (N, M, ¢.) to obtain
Ce and sends C < C. || T to A. At the end, A outputs whatever A outputs.

If its own challenge bit b equals 1, A simulates game Go for A, if the bit b equals 0, it
simulates game Gg for A. Thus we get

Pr[A% = 1] — Pr[A% = 1]‘ - ’Pr[A'S':DCPRKA = 1]b=1] — Pr[ANDCPRKA _ 1|} _ (]

_ AdVILIv\IDCPRKA(Ase’@e).

Collecting the bounds from the individual game hops proves the claim. ]
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Game G; oracle Enc(N, A, M, (¢¢, b)) in Go, Gy
(Ke, Kip) s K C. + Enc(¢.(K.),N, M)
b AEneDec() T < Tag(¢dm(Km), N, A, Ce)
CeC|T
oracle Dec(N, A, C, (¢, d)) in Go return C
C. || T+ C i
if Ver(éy (K ), N, A, Co.T) = T oracle Enc(N, A, M, (¢¢, ¢m)) in Go
M <+ Dec(¢.(K,),N,C.,) C. + Enc(¢.(K.),N, M)
return M T +s{0,1}7
return L C+C.||T

return C

oracle Dec(N, A, C, (¢e, ) in Gy, Ga, G3

oracle Enc(N, A, M, (¢¢, ¢m)) in G3

return |

C. +s{0,1}"
T «+s{0,1}7
C+C.|T

return C

Figure 4.5: Games G; used to prove Theorem 4.2.3 (RKA-AE security of N2).

Below we show that the N2 construction does not achieve s-RKA-AE security. It exhibits
the same structure as the N1 construction, that is, a concatenation of a ciphertext and
a tag from the underlying primitives. The difference is that the tag is computed on
the ciphertext rather than the message. Consequently, one of the attacks against the N1
construction, the one exploiting the encryption scheme, also applies to the N2 construction,
while the other, against the MAC, does not apply. Nevertheless, this shows that the N2
construction is insecure.

Theorem 4.2.4. Let ¥ = (Enc,Dec) be an encryption scheme and I' = (Tag,Ver) be
a MAC with RKA function sets @, and @,,, respectively. Further, let N2 be the AEAD
scheme built from X and I' using the N2 construction with RKA function set ®ge =
P, X Dp,. Then, N2 is not s-RKA-AE-secure. There exists an RKA-nonce-respecting and
De-restricted RKA adversary A such that

AdviteAE(A) =1 277,

Proof. We construct the following adversary A. It picks a message M, a nonce N, and
associated data A at random from the respective sets. Furthermore, it picks ¢. € @, and
O, O, € Py, such that ¢y, # @) . Then the adversary makes two queries to its encryption
oracle Enc: (1) it queries (N, A, M, (¢, ¢m)) and (2) it queries (N, A, M, (¢., ¢),)). These
queries result in two ciphertexts C; = Ce || T1 and Cy = Ceo || To. If Cey = Ce 2, the
adversary outputs ' = 1, otherwise, it outputs &’ = 0.
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Note first that both queries are valid as they differ in the RKD function of the underlying
MAC. If the bit b of game s-rka-AE equals 1, the adversary will receive two randomly chosen
bit strings as the ciphertexts C7 and C5. It holds that

PriAs™ e AE = 1 1p=0] =277,

If the bit b is 0, A will receive C; = Ce1 || T1, where C.1 = Enc(¢e(K.), N, M), and
Cy = Cep || Tp, where Ce 9 = Enc(¢.(K.), N, M). Since C¢ 1 equals C, 2 we obtain

PriAs™ AR o 11 =1] = 1.
Collecting the above yields

AdVITOAE(A) = [Pr[A™AE = 1|b = 1] — Pr[A™ A = 1]b = (]
=1-277.

This concludes the proof. O

4.2.3 Related-Key Attack Security of N3

The N3 construction composes a nonce-based encryption scheme and a MAC into an
AEAD scheme. It follows the MtE paradigm and is displayed in Figure 2.8. The message
is first used as an input to the MAC and then both the message and the tag are encrypted.
In contrast to the other compositions, the ciphertext of the AEAD scheme consists only
of the ciphertext from the underlying encryption scheme.

In the theorem below, we show that the N3 construction is RKA-AE secure if both of
the underlying primitives are secure. The overall proof follows the classical setting, except
for the analysis that all queries by the reductions are indeed valid queries.

Theorem 4.2.5. Let ¥ = (Enc,Dec) be an encryption scheme and I' = (Tag,Ver) be
a MAC with RKA function sets @, and ®,,, respectively. Further, let N3 be the AEAD
scheme built from X and I' using the N8 construction with RKA function set ®q. =
P, X O, Then, for any RKA-nonce-respecting and Py.-restricted RKA adversary A
against N3, that never repeats/forwards a query to/from Enc, there exists an RKA-nonce-
respecting and P.-restricted RKA adversary Ase, a @, -restricted RKA adversary Amac,
and a @p,-restricted RKA adversary Aps such that

Adv{\lI(g_AE(Aaéae) S AdVg\‘IDCPRKA(Ase,Qﬁe) + AdV?ﬂUFCMRKA(AmaC,Qﬁm)
+ AAVEETRT (Apes, ) -

Proof. We prove the theorem using the hybrid games Gy, Gi, Go, and Gz displayed in
Figure 4.6. For sake of simplicity, the games do not contain the set S to detect invalid
queries. Instead, we assume that the adversary does not make such queries, which the
reduction can simply answer with 1. Game Gq is rka-AE instantiated with N3 and secret
bit b fixed to 1. In Gy, the decryption oracle is modified to reject any ciphertext. In Go,
encryption oracle computes a random tag which is then encrypted along with the message.
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Game Gj equals rka-AE with secret bit b fixed to 0, where the encryption oracle outputs
random ciphertexts and the decryption oracle rejects any ciphertext. We have

AdVITAE(A) = |PrA™AE = 1] = 1] — PrA™AE = 1[5 = 0]

- ‘Pr[AGO = 1] - Pr[A% = 1]‘

3
<y ‘Pr[AGH = 1] — Pr[AS = 1]‘ .
=1

To bound the term Pr[A® = 1]—Pr[A® = 1], we construct the following adversary Amac
against the SUF-CMRKA security of I'. It chooses a random key K, for the encryption
scheme Y and then runs A. When A makes a query (N, A, M, (¢, dm)) to Enc, Amac
proceeds as follows. It queries its oracle Tag on (N, A, M, ¢,,,) to obtain a tag T. Then
it locally computes C' < Enc(¢e(K.), N,M || T) and sends C back to A. For queries
(N, A,C, (pe, pm)) to Dec by A, Amac locally computes M || T < Dec(¢e(K.), N,C) and
queries (N, A, M, T, ¢,,) to its challenge oracle Vfy. If the response is L, it forwards it to
A, otherwise, it sends M to A. When A outputs a bit b, Amac outputs the same bit.

It remains to argue that Amac never makes a forbidden query (forwarding from Tag to
Vfy) conditioned on A making only permitted queries. Assume, for sake of contradiction,
that A makes a valid query (N, A, C, ¢e, ¢m) to Dec for which Ay, makes a forbidden
query. By construction, Amac computes M || T" - Dec(¢e(Ke), N,C) and queries Vfy
on (N, A, M, T, ¢,). This query is forbidden if Amac has queried (N, A, M, ¢,,) to Tag
which resulted in 7. This happens if A has made a query (N, A, M, ¢., ¢r,) to Enc. We
need to distinguish between the case ¢, = ¢, and ¢, # ¢.. The former is forbidden as
this means that A forwards a query from Enc to Dec. The latter is forbidden since game
rka-AE forbids queries that agree on the nonce and exactly one of the RKD functions while
disagreeing on the other RKD function. Hence Amac only makes permitted queries.

By construction, Amac simulates either Gy or G; for A, depending on its secret bit b
from game SUFCMRKA. More precisely, it simulates Gy and G; if its own challenge is 1
and 0, respectively. This gives us

mac

_ AdV%UFCMRKA(AmaC,@m) )

Pr[A% = 1] — Pr[A% = 1]) - ‘Pr[ASUFCMRKA = 1|b= 1] — Pr[ASUFCMRKA _ 1|} — (]

For the term Pr[A® = 1] — Pr[A%? = 1], we construct an adversary Ay against the
RKA-PRF security of the tagging algorithm Tag. First, Au¢ chooses a random key K, to
simulate all encryption related functionalities. Queries to Dec by A are answered with L.
Queries (N, A, M, (¢¢, ¢m)) to Enc, are processed as follows. The reduction Ap invokes its
own oracle F on (N, A, M, ¢,,,) to obtain T', locally computes C' <— Enc(¢.(K¢), N, M || T),
and sends C' back to A. When A terminates, Ap also terminates and outputs whatever
A does.

We briefly argue that A, never repeats a query to F. By construction, every query
(N, A, M, ¢m) by Aps stems from a query (N, A, M, ¢, ¢r) by A. The only cases that
result in a repeating query are (1) A repeats a query and (2) A makes two queries which
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only differ in ¢.. However, both cases are forbidden queries for A. This yields that every
output of Tag is a random value.

The adversary Aps simulates game Gy for A if its own challenge bit b equals 1, while it
simulates Gy for A if b equals 0. Thus it holds that

Pr[AS = 1] — Pr[A® = 1]‘ - ‘Pr[ASﬁ?PRF = 1|b=1] — PrAPRF = 1]p = ]
= AdvePRE (AL, &) -

We bound the final term Pr[A% = 1] — Pr[A® = 1] by constructing an adversary Ase
against the IND-CPRKA security of the underlying encryption scheme Y. At the start,
Ase chooses a random key K,,. Any query to Dec is answered with 1. When A queries
its oracle Enc on (N, A, M, (¢¢, dm)), Ase chooses a random tag T of length 7, invokes its
oracle Enc on (N, M || T, ¢e) to obtain C, and sends C to A. At the end, As outputs
whatever A outputs.

It holds that Ag is RKA-nonce-respecting as any query (N, M || T, ¢.) stems from a
query (N, A, M, ¢, dm) by A. This means that Ae repeats a pair of nonce N and RKD
function ¢ if A makes two queries using (N, ¢¢, ¢r,) and (N, ¢e, ¢),,). We can distinguish
between the cases (1) ¢n, = @), and (2) ¢, # ¢,,. Case (1) does not occur, as A is
RKA-nonce-respecting and case (2) is forbidden in game rka-AE. The other option would
be that A makes two queries differing only in the associated data A. This turns out not
to be an issue, as the tag T that Age queries along with the message depends on A, i.e.,
different A results in a different message queried by Ase.

The adversary A perfectly simulates games Go or Gg for A depending on its own
challenge from INDCPRKA. Hence, we have

Pr[A% = 1] — Pr[A% = 1]] - ’Pr[A's';'DCPRKA = 1]b=1] — Pr[ANDCPRKA _ 1|} _ (]
— AdVIINDCPRKA(Ase,@e> )

Collecting the bounds above proves the claim. O

Unlike for the N1 and N2 constructions, the s-RKA-AE security of the N3 construction
is more subtle. The difference is that the tag is appended to the ciphertext for both the N1
and N2 construction while it is encrypted alongside the message for the N3 construction.
The attacks against the N1 and N2 construction rely on the property that the ciphertext
consists of two parts which can be manipulated separately. Due to the construction, such
attacks do not work against the N3 construction.

It turns out that the s-RKA-AE security of the N3 construction crucially depends on
the used encryption scheme. Namely, if the underlying encryption scheme is a stream
cipher, then the N3 construction is s-RKA-AE insecure. Below we show an attack against
any instantiation using a stream cipher. For such ciphers the ciphertext is the XOR of
the message and a keystream derived from the key and the nonce.

Theorem 4.2.6. Let ) = (Enc,Dec) be a stream cipher and I" = (Tag,Ver) be a MAC
with RKA function sets @, and @, respectively. Further, let N3 be the AEAD scheme built
from X and I' using the N2 construction with RKA function set @ue = @ X @p,. Then,
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Game G; oracle Enc(N, A, M, (¢c, ¢m)) in Go, Gy
(Ke,Kp) s K T < Tag(¢m(Kpm), N, A, M)
b« AEnC’DeC() C«+ Enc(¢e(Ke)7 N7 M H T)
return C

oracle Dec(N, A, C, (¢, d)) in Go

oracle Enc(N, A, M, (¢e, ¢m)) in Go

M || T+ Dec(¢e(Ke), N, C)

if Ver(¢,,(K,), NJA M, T)=T T «+s{0,1}7
return M C + Enc(¢e(K.),N,M || T)
return | return C'

oracle Dec(N, A, C, (¢e, b)) in G1, Go, Gz oracle Enc(N, A, M, (¢, ) in G3

return L C +s{0,1}7
return C

Figure 4.6: Games G; used to prove Theorem 4.2.5 (RKA-AE security of N3).

N3 is not s-RKA-AE-secure. There exists an RKA-nonce-respecting and ®,-restricted
RKA adversary A such that

AdviFe A E(A) =1 - 27+,

Proof. Adversary A chooses a nonce N, associated data A, a message M (of length p),
RKD functions ¢e, ¢, and ¢/, from the respective sets such that ¢,, # ¢/,. Then it
queries its encryption oracle Enc on (N, A, M, (¢, dm)) and (N, A, M, (¢pe, ¢1,)) to obtain
ciphertext C7 and Cs. If the first p bits of C7 and Cs are equal, A outputs 1, otherwise,
it outputs 0.

In case b = 1, it holds that C; = Enc(¢e(Ke), N, M || Tag(¢pm(Km), N, A, M)) and
Cy = Enc(¢e(K.), N, M || Tag(¢,,(Km), N, A, M)). Since the encryption uses the same
nonce and the same key, the same keystream for the stream cipher will be used. Together
with the fact that the first u bits are identical as the same message is encrypted, this
yields that C'y and Cs agree on the first p bits. Hence

PriAs™eAE o 1 [h=1]=1.

In case b = 0, both Cy and C5 are chosen at random. The probability that A outputs 1 is
the probability that the first p bits of C1 and C5 are equal, more precisely

PrlAS™eAE o 1 |p=0] =27+,
Collecting the above yields
AdvRTeAR(A) = [Pr[AT A = 1]h = 1] — PriA™AF = 1b = 0]
=1-2"#.

This concludes the proof. ]
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In the attack above, the RKA-nonce-respecting adversary essentially bypasses the nonce-
respecting property of the underlying encryption scheme by repeating the nonce N and the
RKD function ¢, for the encryption scheme. Then it exploits the fact that the underlying
stream cipher is secure only against nonce-respecting adversaries. We conjecture that any
instantiation using an encryption scheme that can be broken in the nonce-misuse case
results in an s-RKA-AE insecure instantiation of the N3 construction. The problematic
part is that both the message and the tag are encrypted. While the adversary has full
control over the former, it cannot choose the latter at will. This seems to thwart a simple
proof showing that any nonce-misuse adversary against the underlying encryption scheme
can be turned into an s-RKA-AE adversary against N3.

4.2.4 Related-Key Attack Secure Encryption

In this section we show that the encryption scheme SE[F, G| proposed in Chapter 3 is
RKA-secure. The scheme comprises a function F and a pseudorandom generator G and
is displayed in Figure 4.7. The ciphertext is computed by feeding the nonce NN into the
function F, expanding the output using the PRG G, and XORing the output to the
message. The scheme achieves IND-CPRKA security against RKA-nonce-respecting and
d-restricted adversaries, where @ is specified from the RKA-PRF security of the underlying
function F. The result is given in the following theorem.

K

M

Figure 4.7: Visualisation of the encryption scheme SE[F, G].

Theorem 4.2.7. Let X = (Enc,Dec) be an encryption scheme built from a function
F : Kx{0,1}* — {0,1}" and a pseudorandom generator G : {0,1}" — {0, 1}* as displayed
in Figure 4.7. Then, for any RKA-nonce-respecting and ®-restricted RKA adversary A,
making q queries to Enc, that never repeats a query, there exists a ®-restricted RKA
adversary A and an adversary Apg such that

AdvINPPREA(L) < AdvTEPRF (Aprf) + ¢ AdVERC (Aprg) -
Proof. The proof uses three games Gg, Gy, and Gy displayed in Figure 4.8. It holds that

game Go equals game INDCPRKA with secret bit fixed to 1, while game Gy equals game
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INDCPRKA with secret bit fixed to 0, hence

Advg\lDCPRKA(.A, @) — ‘PT[AINDCPRKA =1 ‘ b= 1] _ Pr[AINDCPRKA =1 ‘ b= 0]‘

Pr[A% = 1] — Pr[A%2 = 1])

<

Pr[A% = 1] — Pr[A% = 1]) + ‘Pr[AGl = 1] — Pr[A® = 1]‘ .

For the first difference we construct the following adversary Ay against the RKA-PRF
security of F playing game rkaPRF. It runs .4 and processes every query (N, M, ¢) as
follows. It queries (N, ¢) to its own oracle F and the response is used as input to G. The
ciphertext C' is obtained by XORing the output of G to the message M and C is sent back
to A. When A outputs a bit b/, Aps outputs b’ as well.

If the secret bit in game rkaPRF is 1, Ap has access to F, hence it perfectly simulates
game Gg for A. If, on the other hand, the secret bit in game rkaPRF is 0, Ap¢ has access
to a random function F* instead and perfectly simulates game G; for A. By outputting
the same as A, it holds that

Pr[A% = 1] — Pr[A® = 1] = [Pr[AJ"RF = 1[0 = 1] — Pr[AN"RF = 1] =0

= AdvFEPRF (AL, D).

For the second difference we introduce the hybrid games Hy, ..., H, displayed in Figure 4.9.
Game Hg equals game G; as all queries are answered using G to obtain the bit string that
is XORed to the message. Likewise, H, equals G as all queries are answered by sampling
a random bit string that is then XORed to the message. Hence, we obtain

PrlA®t = 1] — PrlA® = 1] = ‘Pr[AHO = 1] — Pr[Af = 1]’

q
<3 [Prlatr 1] - At = 1))
=1

Let A; be the following adversary against G that receives a challenge Z which is either the
output of G on a randomly chosen seed or a random bit string. It runs A, answering the
first ¢ — 1 queries by sampling a random bit string of length 1, XORing it to the queried
message to get the ciphertext which it sends back to A. For the ith query (N, M), A;
computes C < Z @ M and sends C back to A. For the remaining ¢ — ¢ queries, A; samples
a seed z at random, compute C' < G(z) & M, and sends C back to .A. When A terminates
and output a bit ¥, A; forwards it as its own output.

It holds that A4; simulates game H;_1 if its own challenge is the output of G on a random
seed and H; else. By outputting the same as A, we get

PrAfi1 = 1] — PrlAt = 1]‘ - ’Pr[.AiPRG = 1]b=1] - PrAPRC = 1|b = (]
= AdvRe(A).
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By standard hybrid argument [FM21], we define Ay, as the adversary that picks ¢ <s [q]
and then behaves as A; and obtain

q
PIA® = 1] = PrlA® = 1] < 37 [PrfA%—t = 1] - Pra™ = 1]
i=1
<gq AdvgRG (Aprg) -

Combining the above finally yields

AdvNDCPRKA( 4 3y < |Pr[A%0 = 1] — Pr[AC = 1]‘ + |Pr[AS = 1] — Pr[A® = 1]’
< AdvEPRF (AL, @) + ¢ AdVERC (Aprg) -

This concludes the proof. ]
Game G; Enc(N, M, ¢) in Gy
K «sK C—G(F(o(K),N)) &M
F* +sFunc(K,N,{0,1}¥)  return C
b/ — AEnC()

Enc(N, M, ¢) in Gy

C+ G(F'(p(K),N)oM

return C

Enc(N, M, ¢) in Gy

Z «s{0,1}#
C+—ZoM
return C

Figure 4.8: Games Gg, G, and G2 used to prove the INDCPRKA security of Theorem 4.2.7.

Game H; Enc(N, M, ¢) in H;
c+0 c+—c+1
F* s Func(K,N,{0,1}¥) if ¢ <1
Ve AE() 2« FH(@(K), N)
C+GizoM
else
Z «s{0,1}#
C«—ZaeM
return C'

Figure 4.9: Hybrid games H; used to prove the INDCPRKA security of Theorem 4.2.7.
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4.2.5 Related-Key Attack Secure Message Authentication

In this section we show that the message authentication code MAC[H, F'] proposed in
Chapter 3 is RKA-secure. The scheme comprises a hash function H and a function F’
and is displayed in Figure 4.10. The tag is obtained by evaluating the hash function H on
the message M and evaluating the function F’ on the hash value.

K

Figure 4.10: Visualisation of the message authentication code MAC[H, F'].

RKA-Secure MAC from RKA-secure PRF

The theorem below shows that an RKA-secure pseudorandom function yields an RKA-
secure MAC via the canonical MAC construction. That is, the tag is computed by eval-
uating the function on the message and verification works by recomputing the tag and
comparison with the candidate tag.

Theorem 4.2.8 (RKA-PRF yields RKA-MAC). Let F': K x X — Y be a function and
I' be the canonical MAC built from F'. Then, for any ®-restricted RKA adversary A
against I' playing SUFCMRKA, making q queries to Vfy, there exists a @-restricted RKA
adversary A against F' playing rkaPRF such that

AdvSUFEMRKA( 4 3y < 9 Adv7SPRF (A ¢ &) + |§Ty .

Proof. We prove the theorem using the games Gg, G1, Go, and G3 displayed in Figure 4.11.
Game Gy is SUFCMRKA instantiated with F’ and secret bit b = 1. In game G, both
oracles Tag and Vfy use a random function to generate the tags. In game Gs, oracle Vfy
rejects any queried tag. In game Gg, oracle Tag uses again F’ instead of choosing the tags
at random, thus it corresponds to SUFCMRKA with secret bit b = 0. It holds that

AdvSUFCMRKA( 4 ) — ‘PT[ASUFCMRKA — 1|b=1] — Pr[ASUFCMRKA _ 11 —

- ‘Pr[.AGO = 1] — Pr[A% = 1]‘

3
<.
i=1

We transform any adversary A that distinguishes between Gg and G; into an adversary
Ao against F'. For each query (X, ¢) to Tag, A queries its oracle F on (X, ¢) and sends

Pr[ASit = 1] — Pr[AS = 1}) .
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the response T back to A. For each query (X,T,¢) to Vfy, Ag queries its oracle F on
(X,0) toget T'. f T =T" Ap sends T back to A, otherwise, it sends L back. When A
eventually outputs a bit ¥, Ag outputs the same.

It holds that Ag perfectly simulates game Gy and game G; when its own challenge bit
b, from game PRF, is 1 and 0, respectively. We have

Pr[A% = 1] — Pr[A% = 1]‘ = |Pr[APRF = 1]b = 1] — Pr[AJePRF = 1|6 = 0]
= AdvRPRF (4, D).

The advantage in distinguishing between G; and Gs is a simple counting argument. The
adversary can only distinguish if it guesses the output of the random function, in which
case Vfy returns T in Gy and L in Gs. Since .4 makes ¢ queries to Vfy we get

Pr[AS = 1] - Pr[A% = 1]| < %}'.

Distinguishing Go and Gs essentially asks to distinguish where oracle Tag is implemented
using F’ or a random function. We construct the following adversary Aj. It returns L for
every query that A makes to Vfy. For queries (X, ¢) to Tag, Ay forwards the query to its
own oracle F to obtain T which it sends to A. When A outputs a bit o', A, outputs 1 —1¥'.

It holds that A, perfectly simulates game Go if its own challenge bit b equals 0 while it
simulates Gg if b equals 1. Thus we have

Pr[A® = 1] — Pr[A% = 1]‘ - ‘Pr[AEkaPRF = 0]b= 0] — PrlAZPRF = 0]p = 1]
= AdvEPRF (A, @).

Collecting the bounds and defining Ay to be the adversary with the higher advantage

among Ag and A, gives the desired result. O
Games G, Gy, Gy, G3  oracle Vfy(M, T, ¢) in Gy oracle Tag(M, ¢) in Gy, G3
K sk T« F($(K), M) T « F'(¢(K), M)
F* s Func(K, X,)) return (7" =T) return T
b/ « ATag,ny()
oracle Vfy(M, T, ¢) in G; oracle Tag(M, ¢) in Gy, Gy
T s F*($(K), M) T s F*($(K), M)
return (7" =T) return T

oracle Vfy(M, T, ¢) in Gy, G3

return |

Figure 4.11: Games used in the proof of Theorem 4.2.8.
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RKA-Secure PRF from RKA-secure PRF and Hash

Theorem 4.2.8 shows that we can construct a RKA-secure MAC from a RKA-secure pseu-
dorandom function. The main restriction is that the message space of the MAC equals the
message space of the function. The following theorem shows that this is not a hindrance.
It shows that the message space of a RKA-secure pseudorandom function can be extended
to arbitrary long messages by first hashing the input and then applying the function to
the hash value.

Theorem 4.2.9 (Hash and RKA-PRF yields RKA-PRF). Let F: K x X — ) be a
function, H: {0,1}* — X be a hash function and F': {0,1}* — Y, X +— F(H(X)) be a
function. Then for any ®-restricted RKA adversary A against F' playing rkaPRF, there
exists a P-restricted RKA adversary A against F playing rkaPRF and an adversary Apash
against H playing CR such that

AdvEPRF(A, @) < 2 AdvSR (Apash) + AdvePRF (A ¢, €) .

Proof. We use the games G, , , and Gp (cf. Figure 4.12) to prove the statement.
Game Gg corresponds to game rkaPRF with secret bit b fixed to 1. Likewise, G corresponds
to rkaPRF with b fixed to 0. The boxed versions differ in that the oracle returns L if the
hash value occurs more than once. Thus, it holds that

AdvEPRF(A, @) = |2 Pr[rkaPRFA = 1] — 1|
- )Pr[ArkaPRF = 1|b=1] — Pr[A™PRF = 1|5 =]

Pr[A% = 1] — Pr[A% = 1})

< [PrpA = 1] — PrASI = 1] = 1]

+

Pr[AS) — pr[ACI = 1}\

+ |Pr[ACY = 1] - Pr[AS = 1]‘ .

Games G and (resp. and Gi) are identical-until-bad games, hence
‘Pr[AGO = 1] — Pr[ACd = 1]‘ < Pr[A® sets Bad]

and
‘Pr[A = 1] — Pr[A® = 1]‘ < Pr[A®" sets Bad].

We construct an adversary Ag to bound the probability that Bad is set in Gg. Adversary
Ap first chooses a random key K and runs A. For every query (X, ¢) by A, Ay computes
the hash value H < #H(X) and checks whether H has been recorded in the set H. If so,
A outputs X and the colliding input as collision for the hash function H. If the input is
not colliding, Ap computes T' < F(¢(K), H) and sends y back to A. Adversary A; to
bound the probability that Bad is set in game Gy is constructed very similar. The mere
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difference is that A; does not need a key and simply returns random values 7', using lazy
sampling, to A. Thus, we have

)Pr[AGO = 1] - Pr[A%) = 1]\ < Pr[A% sets Bad] < AdvR(Ao)

and

Pr[AC] = 1] — Pr[A® = 1]‘ < Pr[A® sets Bad] < AdvSR(A;).

It remains to bound the advantage of A in distinguishing game and . We construct
the following adversary A . For every query (X, ¢) by A, Ay first computes H <+ H(X)
and returns L if H is recorded in the set H. Otherwise, it records H in the set H and
queries its own oracle F on (H, ¢) and sends the response back to A. Finally, Ap¢ outputs
whatever A outputs.

It holds that Ay perfectly simulates game if its own challenge bit b is 1 and game
if it is 0. By outputting the same as A, we get

’Pr[.A = 1] — Pr]AS = 1]‘ - ‘Pr[Agﬁ?PRF = 1]b= 1] — Pr[AIPRF = 1|5 = 0]

= AdvFPRF(A ¢, @)

Collecting the bounds and letting Ap,sh be the adversary with the higher advantage among
Ao and A; gives

AV (A, @) < [PrIA% = 1] - PrlAS) - 1)
+ ‘Pr[A = 1] - Pr[AS] = 1]‘
+ ‘Pr[A = 1] - Pr[A% = 1]]

< AdVSR(Ag) + AdVIEPRF (Upr, @) + AdVSR (A1)

This proves the claim. ]

4.3 Public Key Encryption Vulnerable to Resetting Attacks

To show that the LoR-IND-CPRA security notion (cf. Definition 2.5.3) is strictly stronger
than the classical notion of ciphertext indistinguishability (IND-CPA), Yilek [Yil10b] gives
a separation example, i.e., a PKE scheme that is IND-CPA-secure but LoR-IND-CPRA-
insecure. The scheme follows the standard hybrid encryption idea and combines an ar-
bitrary public key encryption scheme with the one-time pad encryption.?’ The concrete
scheme?! is displayed in Figure 4.13. The core observation is that in the resetting attack
model, the same one-time key will be used for every query as it is derived from the (reused)

20%We note that [Yil10a] shows that the ElGamal PKE scheme [E1G85] is LoR-IND-CPRA insecure as well.
2n [Yil10b] the scheme also consists of a MAC to achieve CCA security which we omit here for simplicity.
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Game Gy, [Gol, G1, oracle F(X, ¢) in Gy, oracle F(X, ¢) in Gy,

Bad « false H + H(X) H + H(X)
H—0 if He M if HeH
F* s Func(K, X,)) Bad + true Bad « true
Kok
b+ AF() H o {H} H o {H}
T + F(¢(K),H) T + F*(¢(K), M)
return 7’ return 7’

Figure 4.12: Games used in the proof of Theorem 4.2.9. Games contain the boxed
code, games G; do not.

randomness. By making one query to the oracle Enc, the adversary learns this one-time
key, which it can then use to decrypt its challenge query. More precisely, the adversary A
queries the message m = 0...0 to Enc. For the received ciphertext ¢ = (¢1,c2), it holds
that c; = m®dk =0...0® k = k, hence A knows the symmetric key k. Then A can
query LR-Enc on two randomly chosen messages and decrypt ciphertext part ¢; using k to
perfectly determine the secret bit b.

KGen(\) Enc(pk,m;r)

(pk, sk) < KGen® (\) k,or* «r
return (sk, pk) cp—kem
co < Enc (pk, k;r*)

return c¢ < (¢1,¢2)

Figure 4.13: Separation example given in [YillOb]. Algorithms KGen®” and Enc! are the
key generation and encryption algorithm of the underlying PKE scheme, re-
spectively.

This clearly shows that the LoR-IND-CPRA security notion is stronger than the classical
IND-CPA security notion. However, the attack does not exploit a weakness in the scheme.
It essentially bypasses the security by using the one-time pad in an insecure way, namely,
using a key twice. We emphasise that this specific attack no longer works if the one-time
pad encryption is replaced with a secret key encryption scheme for which using the same
secret key does not affect the security. Furthermore, the idea behind the hybrid encryption
scheme is to avoid encrypting a large message using a (costly) public key encryption.
Since a key for the one-time pad has the same length as the message, instantiating the
hybrid encryption scheme with the one-time pad defeats its main advantage. The given
separation is therefore more of theoretical interest and raises the question how critical
resetting attacks are in practice.

In this section, we show that resetting attacks are devastating in practice by showing
that many PKE schemes are susceptible to these attacks. To this end, in Section 4.3.1, we
define a class of public key encryption schemes that we call PK-splittable and show that
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such schemes are LoR-IND-CPRA-insecure. We then show, in Section 4.3.2, that every
PKE scheme following the LWE-based scheme by Regev [Reg05, Reg09], several code-
based encryption schemes, and any instantiation of the hybrid encryption scheme—not
just the one using the one-time pad—Ilie in this class of encryption schemes. Hence, all
these schemes are insecure against resetting attacks.

4.3.1 A Class of LoR-IND-CPRA-Insecure PKE Schemes

We define the term PK-splittable for public key encryption schemes. Intuitively, these are
schemes for which the public key and the ciphertext can be divided into two parts such
that: (1) each part of the public key affects exactly one part of the ciphertext and (2) only
one part of the ciphertext depends on the message that is encrypted. Below we give the
formal definition.

Definition 4.3.1. Let PKE = (KGen, Enc,Dec) be a public key encryption scheme, where
PK =PKy x PKy with PKy # 0 and C = X x Y. If there exist functions f: PKf x R x
M —= X and g: PKg x R = Y such that for any public key pk = (pkg, pky) it holds that

Enc(pk,m;r) = (f(pks,m,m), g(pkg, 7)),

then we say that PKE is a PK-splittable public key encryption scheme with core encryption
function f and auxiliary encryption function g.

From Definition 4.3.1 it is easy to see that PK-splittable public key encryption schemes
are LoR-IND-CPRA insecure. First, the adversary makes a query to the challenge oracle
LR-Enc on two randomly chosen messages to obtain a challenge ciphertext. Then it queries
both messages to the oracle Enc but on a public key which differs from the challenge public
key only in the part affecting the auxiliary encryption function g. To determine the secret
bit, the adversary simply compares the output of the core encryption function f for its
queries. This is formalised in the following theorem.

Theorem 4.3.2. For any PK-splittable public key encryption scheme PKE, there exists
an adversary A such that

AdvIrINDCPRA(A) —1.

Proof. We construct the following adversary A playing game I[FINDCPRA. Upon receiving
the target public key pk* = (pk;, pk}i), A chooses two messages mg and my at random and
queries (mg, m1) to LR-Enc to obtain a challenge ciphertext c¢. Subsequently, A runs KGen
to obtain a public key pk’ = (pky, pk}), sets pk = (pk;, pk}), and queries both (pk, mg) and
(pk,m1) to Enc to obtain ciphertexts c¢o and ¢1. Let cg, c{, and ¢/ be the core encryption
function parts of the ciphertext cg, ¢1, and ¢, respectively. If ¢f = cg , A outputs 0. If
cf = c{, it outputs 1.

Since PKE is a PK-splittable scheme, we have ¢y = (f(pk;‘é,r*,mo),g(pk;,r*)) and
c1 = (f(pk},r*,ml),g(pk;,r*)). The ciphertext ¢ depends on the secret bit b of the
game IINDCPRA. If b = 0, ¢ equals (f(pk},r*,m0), g(pky,r*)) and if b = 1, it equals
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(f(pk;é,r*,ml),g(pk;,r*)). Hence, if b = 0, the core encryption function part of the
ciphertext c is equal to the core encryption function part of ¢g. This yields

Pr[AMNPCPRA — 0 1p = 0] = 1.
Likewise, if b = 1, the core encryption function parts of ¢ and ¢ are equal, hence
Pr[AMNDCPRA — 11 = 1) =1 «= Pr[A"NDCPRA . g1p = 1] = 0.
This enables A to perfectly distinguish the cases b =0 and b =1, as
AdvIINDCPRA( £y _ |y AFINDCPRA ()1 — ()] — Pr[AMNDCPRA _ |} = 1]

=1-0
=1.

It remains to argue that A is a valid adversary against IFINDCPRA. Since it queries
mgo and m1 both to LR-Enc and Enc, it looks like A is not equality-pattern-respecting.
However, the property equality-pattern-respecting only prohibits querying a message to
LR-Enc which has been queried to Enc together with the target public key. Our adversary
never queries Enc on the target public key since it replaces pky, i.e., the part that affects
the auxiliary encryption function, for both queries. Hence, the set £, from the definition
of equality-pattern-respecting (cf. Definition 2.5.2), is empty which yields that A is an

equality-pattern-respecting adversary. ]

4.3.2 Real-World PKE Schemes that are LoR-IND-CPRA-Insecure

In this section we show several real-world schemes to be vulnerable against resetting
attacks by showing that they are PK-splittable. We show this for the generic LWE-based

PKE scheme; the code-based PKE schemes HQC, RQC, and ROLLO-II; and the standard
hybrid encryption scheme.

Lattice-Based PKE Schemes

The canonical LWE-based PKE scheme is due to Regev [Reg05, Reg09]. A ciphertext
consists of two LWE samples, once of which is added to the message. It is displayed in
Figure 2.28.

It is easy to see that from the two ciphertext parts ¢; and co, only ¢; depends on the
message. Furthermore, each entry of the public key (a and b) affects exactly one ciphertext
part. Thus, this scheme is PK-splittable which is formalised in the lemma below.

Lemma 4.3.3. The LWE-based PKE scheme (cf. Figure 2.28) is PK-splittable.

Proof. Figure 4.14 describes the key generation and encryption algorithm of the canonical
LWE-based PKE scheme as well as the scheme written as a PK-splittable scheme. O

Corollary 4.3.4. Let PKE be the LWE-based public key encryption schemes. Then there
exists an adversary A such that

Advl}l;lKNEDCPRA(A) —1.
Proof. Follows directly from Theorem 4.3.2 and Lemma 4.3.3. O
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KGen(\; ) KGen(\;7) f(pkys,m,m)
a,s,e<r a,s,e< T parse pky as b
b« as+e b+ as+e er,e9,d <+ r
pk < (a,b) pky b return bd + e; + Encode(m)
sk s pkg < a
return (pk, sk) sk +s 9(pkg,)

return ((pky,pky), sk) parse pk, as a
Enc(pk,m;r) e1,e0,d ¢ 1

parse pk as (a,b) Enc(pk, m; ) return ad + ey
e,ex,d <+ r parse pk as (pkg, pky)

¢1 < bd + e; + Encode(m) c1 < f(pky,m,m)

Co + ad + ey ¢  g(pkg,r)

return c < (c1,¢2) return c < (c1,c2)

Figure 4.14: Left: LWE-based PKE scheme. Right: LWE-based PKE scheme written
as a PK-splittable scheme with core encryption function f and auxiliary en-
cryption function g.

Code-Based PKE Schemes

The code-based public key encryption schemes HQC [AAB'19a], RQC [AABT19b], and
ROLLO-II [ABD"19] were Round 2 candidates in the NIST post-quantum cryptography
standardization process [NIST17].

For all schemes, only c¢; is affected by the message and the public key can be split into
a core encryption function and auxiliary encryption function related part; for ROLLO-II
there is no core encryption function related part of the public key. Note that the attack
presented here is independent of the concrete sets from which vectors etc. are drawn. Due
to this, we display the schemes in a simplified manner for which HQC and RQC are in
fact identical.

Lemma 4.3.5. The code-based public key encryption scheme HQC (cf. Figure 2.31) is
PK-splittable.

Proof. The key generation algorithm and encryption algorithm of HQC written as a PK-
splittable scheme are displayed in Figure 4.15 which also recalls the base algorithms. [

Lemma 4.3.6. The code-based public key encryption scheme RQC (cf. Figure 2.32) is
PK-splittable.

Proof. The key generation algorithm and encryption algorithm of RQC written as a PK-
splittable scheme are displayed in Figure 4.16 which also recalls the base algorithms. [

Lemma 4.3.7. The code-based public key encryption scheme ROLLO-II (cf. Figure 2.30)
1s PK-splittable.
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KGen(\;7)

h,x,y, G+ T
s < x+hy

pk < (h,s, G)
sk« (x,y)
return (pk, sk)

Enc(pk,m;r)

parse pk as (h,s, G)
ry,rp,e < r

c1 +— mG +sry+e
o 11 + hry

return ¢ < (c1,c2)

Figure 4.15: Left:

KGen(\;7)

h,x,y, G+T7T

s < x+hy

pky < (s,G)

pky < h

sk« (x,y)

return ((pky, pky)sk)

Enc(pk, m;r)

parse pk as (pkg,pky)
c1 < f(pky,m,m)

¢ <= g(pkg.7)

return ¢ < (c1,¢2)

Code-based PKE scheme HQC. Right:

f(pkfa T, TTL)
parse pks as (s, G)

ri,rp,€e <17

return mG + sry + €

g(pkgv T)

parse pk, as h
ri,rg,€e <17

return r; + hro

HQC written as a PK-

splittable scheme with core encryption function f and auxiliary encryption

function g.

KGen(\;7)

h,x,y,G+T7T
s+ x+hy

pk + (h,s, G)
sk + (x,y)
return (pk, sk)

Enc(pk, m;r)

parse pk as (h,s, G)
ry,ro,e < r

c1 +— mG +sry+ e
Ccy 11 + hry

return c < (c1,¢2)

KGen(\;7)

h,xy,G+T

s+ x+hy

pky < (s,G)

pky < h

sk + (x,y)

return ((pky,pky)sk)

Enc(pk,m;r)

parse pk as (pkg,pky)
C1 < f(pkf, r, m)

c2 < g(pkg,r)

return c < (01, 02)

f(pkg,r,m)

parse pky as (s, G)

ry,rg,e <17

return mG + sry + e

9(pkg, )

parse pk, as h
ry,rg,e <17

return r; + hro

Figure 4.16: Left: Code-based PKE scheme RQC. Right: RQC written as a PK-splittable
scheme with core encryption function f and auxiliary encryption function g.
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Proof. Figure 4.17 recalls the algorithms KGen and Enc of ROLLO-II and further displays

them written as a PK-splittable scheme. O
KGen(\;r) KGen(\;7) f(pkys,r,m)
X,y &1 X,y T parse pky as ()
h + x 'y mod P h+ x 'y €e;,ey < T
sk < (x,y) pky, < h E < Supp(ei,e2)
pk < h pkf ¢ return m @ H(E)
return (pk, sk) sk + (x,y)

return ((pkg, pky), sk) 9(pkg,7)

Enc(pk, m; ) parse pk, as h
el ep T Enc(pk, m;r) e ey 1
E < Supp(ei, ez2) parse pk as (pkg, pky) return e; + exh
c1 < m @ H(E) c1 < f(pky,m,m)
cy < e; +eshmod P c2 < g(pkg,T)
return ¢ < (c1,¢2) return ¢ < (c1,c2)

Figure 4.17: Left: Code-based PKE scheme ROLLO-II. Right: ROLLO-II written as a
PK-splittable scheme with core encryption function f and auxiliary encryp-
tion function g.

Corollary 4.3.8. Let PKE € {HQC, RQC, ROLLO-II}. There ezists an adversary A such
that

Advi PRAA) =1,

Proof. Follows directly from combining Theorem 4.3.2 with Lemma 4.3.5, Lemma 4.3.6,
and Lemma 4.3.7 for HQC, RQC, and ROLLO-II, respectively. 0

Hybrid Encryption

Now we turn our attention towards the security of the hybrid encryption scheme against
resetting attacks. As discussed above, the attack proposed in [Yil10b] exploits the inse-
curity of the one-time pad when a key is used more than once. The attack no longer
works when using an arbitrary symmetric key encryption scheme instead of the one-time
pad, as the adversary does not learn the symmetric key from a single query. However, we
show that the hybrid encryption scheme (cf. Figure 2.33) is PK-splittable, irrespective of
the underlying schemes. This shows that any instantiation of it is susceptible to resetting
attacks.

Lemma 4.3.9. Let ¥ = (KGenP,EncP,DecP) be a public key encryption scheme and
X% = (Enc?,Dec®) be a symmetric key encryption scheme. The resulting hybrid encryption
scheme PKE = (KGen, Enc,Dec), see Figure 2.33, is a PK-splittable scheme.
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Proof. The scheme written as a PK-splittable scheme is displayed in Figure 4.18. The core
encryption function corresponds to the underlying symmetric key encryption scheme which
is used to encrypt the actual message. The auxiliary encryption function g corresponds
to the underlying public key encryption scheme used to encrypt the symmetric key. O

KGen(\) KGen(\;7) f(pkys,r,m)
(pk, sk) < KGen (\) (pk, sk) < KGen®” (\;7) parse pky as ()
return (pk, sk) pkg < pk k,r*,r <1
pky ¢ return Enc” (k,m; 1)
Enc(pk, m;7) return ((pky, pky), sk)
E,r v «r 9(pkg,r)
E k,m;
¢1 + Enc®(k,m;7") ne(pk, m; ) parse pk, as pk
co « Enc? (pk, k; ™) parse pk as (pky, pky) k,r*,r<r
return c < (c1,c2) ¢ < f(pky,r,m) return Enc’ (pk, k;r*)
co + g(pkg,r)
return c < (c1,¢2)

Figure 4.18: Left: Hybrid encryption scheme combining a public key encryption scheme
(KGen” Enc” Dec”) and a symmetric key encryption scheme (Enc®,Dec?).
Right: Hybrid encryption scheme written as a PK-splittable scheme with
core encryption function f and auxiliary encryption function g.

Corollary 4.3.10. Let PKE be the hybrid encryption scheme instantiated with an arbitrary
public key encryption scheme and symmetric key encryption scheme. Then, there exists
an adversary A such that

AdVIINDCPRA(4) _ 1.

Proof. Follows directly from Theorem 4.3.2 and Lemma 4.3.9. O

4.3.3 Achieving LoR-IND-CPRA Security

Along with the introduction of the LoR-IND-CPRA security notion, Yilek also provides a
generic transformation to achieve LoR-IND-CPRA security. The transformation requires
a pseudorandom function F. A scheme is transformed by not using r as random coins for
encryption, instead, the random coins are derived as F,.(pk, m). That is, the pseudorandom
function is keyed by the actual random coins and evaluated on the public key and the
message to encrypt. Provided that F is a pseudorandom function, Yilek shows that this
is sufficient to achieve LoR-IND-CPRA security.

4.4 Security Notions against Resetting Attacks

In this section, we show that security against adversaries making a single query to the chal-
lenge oracle implies security against adversaries making multiple queries to the challenge
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oracle. This confirms the claim made in [Yil10b] by using a different proof that does not
suffer from the issue pointed out in [PSS14] and also mentioned in [Sib15]. In Section 4.4.1
we recall the proof given in [Yil10b] and its flaw that has been identified in [PSS14]. We
construct an adversary which distinguishes the hybrid games almost perfectly, which en-
tails that the existing proof cannot be fixed. We then give a different proof for the claim
in Section 4.4.2. Furthermore, we define security against resetting attacks in a real-or-
random sense in Section 4.4.3 and show that the straightforward hybrid argument allows
simplification to a single challenge. In Section 4.4.4, we show that the left-or-right and
real-or-random notions for resetting attacks are equivalent. As a side effect, these results
yield a modular proof for the main result in this section, which we give in Section 4.4.5.

4.4.1 Shortcomings of Yilek’s Proof

We specify two special queries, which are not forbidden by Definition 2.5.2. It turns out,
that these queries are the ones that invalidate the proof in [Yil10b]. First, after making
a query (mg, m1) to LR-Enc, the adversary can make the same query to LR-Enc. We call
this a repeating query. Second, after making a query (mg, m1) to LR-Enc, the adversary
can query (m1,mg) to LR-Enc. We call this a flipping query.

The proof in [Yil10b] uses a sequence of hybrid games Ho, ..., H, (cf. Figure 4.19). In H,,
the first ¢ queries are answered by encrypting the right message mi, while the remaining
q — i queries are answered by encrypting the left message mgy. By construction, Hy and
H, equal game IrINDCPRA with secret bit b = 0 and b = 1, respectively. To bound two
consecutive hybrids H;_; and H;, the following reduction R; is constructed. Each query
by A to Enc is forwarded by R; to its own oracle Enc. The first i — 1 challenge queries are
answered by querying the left message to Enc, the last ¢ — ¢ challenge queries by querying
the right message to Enc, in both cases together with the target public key pk*. The it
challenge query is forwarded by R; to its own challenge oracle LR-Enc.

We now elaborate why the reduction does not work if the adversary makes a repeating
query or a flipping query.?? Let (mg, m1) be the i*" challenge query by A that is forwarded
by the reduction to its own challenge oracle. Let j,k > i and, without loss of generality,
assume that the j* and k*® query are (mo,m1) and (my, mg), respectively. Thus, the gt
query is a repeating query and the k" query is a flipping query. For the j'™ query, the
reduction would query its oracle Enc on mg and for the k" query it would query it on m;.
Neither of these two queries is allowed, as both mgy and m; have been queried to LR-Enc.
Thus, this makes the reduction not equality-pattern-respecting.

At the first glance, this looks like an issue in the reduction, but we show that the issue
lies in the hybrid games. More precisely, we give an equality-pattern-respecting adversary
that can distinguish two consecutive hybrid games with probability 1. This adversary
rules out any proof using these hybrid games, thereby preventing a simple fix of the proof
in [Yil10b].

Lemma 4.4.1. Let PKE = (KGen,Enc,Dec) be a perfectly correct public key encryption
scheme and H; be the hybrid game displayed in Figure 4.19. For any i € [q|, there exists

?2The issue described in [PSS14] corresponds to the issue for flipping queries we show here.
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an adversary A; such that
Hi—1 H;
PriA4 " = 0] -Pr[A = 0]| =1.

Proof. For i € [q — 1], we construct the following adversary A;. The first i — 1 and the
last ¢ — 7 — 1 queries are randomly chosen messages that have never been queried. For the
ith query, A; picks two messages mg and m; at random and queries LR-Enc on (mg,m;)
to obtain a ciphertext ¢;. For the (i + 1)* query, A; invokes LR-Enc on the flipping
query (mi,mg), resulting in a ciphertext c¢;+1. If ¢; = ¢;41, Aj outputs 1. Otherwise, i.e.,
¢; # ciy1, it outputs 0.

In game H;_1, both the i** and the (i + 1) query are answered by encrypting the left
message. Since the i*" and (i 4+ 1) queries by A; are (mg, m1) and (my,mg), this yields
¢i < Enc(pk*,mo;r*) and c¢;y1 < Enc(pk*,mi;7*). Then we have ¢; # ¢;41 since the
scheme is perfectly correct and hence

H

PrlA " = 0] =1.

In game H;, the i*" query is answered by encrypting the right message instead while
the (i + 1) query is still answered by encrypting the left message. This yields ¢;
Enc(pk*,my;r*) and ¢;j+1 < Enc(pk*, my;7*). Hence we have ¢; = ¢;41 which yields

PrlAl = 0] = 0.

Adversary Aq performs ¢—2 challenge queries on random messages. Then it picks two fresh
messages mg and mi;—meaning they have not been queried before—followed by querying
first (mq,mo) and then (mg,m1) resulting in ciphertexts c¢,—1 and cg, respectively. If
Cq—1 = Cq, Aq outputs 0, otherwise, i.e., ¢; # ¢;11, Aq outputs 1.

The same argument as above yields ¢,—1 < Enc(pk*, mo;*) and ¢, < Enc(pk™, mo;1*)
in Hy—1. Hence ¢;—1 = ¢4 which leads to

Pr[Af = 0] =1.

Likewise, for H, it holds that cq—1 < Enc(pk*, mo;r*) and ¢, < Enc(pk*,my;r*). Due to
PKE being perfectly correct it follows that c4—1 # ¢4 and thus

Pr[Af1 = 0] =0.
Hence, for any i € [q] we have

Pr[A " = 0] — Pr[AM = 0| =1—-0=1.

I
This concludes the proof. O

When considering public key encryption schemes with negligible probability for de-
cryption failures, the distinguishing advantage decreases negligibly. That is because the
ciphertexts ¢; and c¢;41 for the messages mo and m; might be equal in H;—; (or in Hy
when considering Aq). Nevertheless, two consecutive hybrids can be distinguished almost
perfectly.
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Game H; oracle LR-Enc(mg, m1) oracle Enc(pk,m)
b+s{0,1} c+c+1 ¢ < Enc(pk, m; 1)
c+0 if c<g return c
(pk*, sk™) <—s KGen() ¢ < Enc(pk™,mqy;7")

s R else
b ASREnCENC () ¢ « Enc(pk*, mo; ")
return c

Figure 4.19: Hybrid games in the proof in [Yill10b].

4.4.2 Alternative Proof for Yilek’s Claim

Having established that the proof approach in [Yill0b] does not work, we now turn our
attention towards providing a different proof for the statement. Recall that the flawed
proof uses a single hybrid argument over the number of queries by the adversary. To deal
with the issue of flipping and repeating queries, we change the overall approach as follows.
First, instead of a single hybrid argument where we switch from encryption of the left
messages to encryption of the right messages, we use two hybrid arguments: one where
we first switch from encrypting the left messages to encrypting random messages and
one where we switch from encrypting random messages to encrypting the right messages.
Second, instead of doing the hybrid argument over the number of queries, we do the hybrid
argument over the number of distinct queries, i.e., non-repeating queries, by the adversary.
The former change avoids the issue of flipping queries while the latter change circumvents
the issue of repeating queries.

Below we state our main result. It shows that, in the case of resetting attacks, security
against adversaries making a single query to their challenge oracle implies security against
adversaries making multiple queries to their challenge oracle. It confirms the claim made
in [Yil10b] at the cost of an additional factor of 2 in the bound.

Theorem 4.4.2. Let PKE = (KGen, Enc,Dec) be a public key encryption scheme and the
game IINDCPRA be defined as in Figure 2.24. Then for any equality-pattern-respecting
adversary A making q distinct queries to LR-Enc, there exists an equality-pattern-respecting
adversary R making 1 query to LR-Enc, such that

AdVEIPCPRA(L) < 29 AdVIIPPRA(R)

Proof. We prove the theorem using hybrid games Lg,...,Ls,Ro,...,Rq, which are dis-
played in Figure 4.20. In game L;, the first ¢ distinct challenge queries are answered by
encrypting a random message, while the remaining ¢ — ¢ distinct challenge queries are
answered by encrypting the left message. Game R; is defined analogously except that the
right message, rather than the left message, is encrypted. Note that, in any game, repeat-
ing queries are answered by looking up the previous response in the set Q (cf. Figure 4.20).
From this description we can deduce that hybrid games Ly and Ry correspond to the game
IFINDCPRA with secret bit b = 0 and b = 1, respectively. Furthermore, hybrid games L,
and R, are identical, as they both answer all ¢ distinct challenge queries by encrypting a
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random message. Thus we have
AdVIrINDCPRA(A) _ ‘Pr[‘AIrINDCPRA ~0]b=0] - Pr[AIrINDCPRA = 0|b= 1]‘
- ‘Pr[ALO = 0] — Pr[AR = 01‘

< ‘Pr[ALO = 0] — Pr[Al = 0]) + ‘Pr[ARq = 0] — Pr[AR = 0](

<

q
PrlAbt = 0] — PrlAY = 0]’
=1

q
+3 ’Pr[.AR" = 0] — PrjAR-1 = 0]) .
=1

To bound the consecutive hybrids L,_; and L; for i € [¢], we construct the following
adversary B; playing IFINDCPRA. On input pk*, B; runs A on input pk*. When A4 makes
a query m to Enc, BB; forwards m to its own oracle Enc and the response back to A. For
the first i — 1 distinct queries (md,mi),..., (mé_l,m’i_l) by A to LR-Enc, B; responds
by querying its oracle Enc on a random message m, < s M and the target public key
pk* to obtain a ciphertext that it forwards to A. For the i*" distinct query (m%,mil), B;
chooses m, +s M, queries (mg, m.) to its oracle LR-Enc, and sends the response back to

A. For the last ¢—i distinct queries (méﬂ7 mlﬁl), ooy (md,m?) by A to LR-Enc, B; queries
its oracle Enc ¢ — 7 times on mé“, ..., m{ together with the target public key pk* and

forwards the response to A. For all these distinct queries, ; stores the queried messages
along with the returned ciphertext in a set Q. For any repeating query, B; returns the
same ciphertext which it looks up in the set Q. When A halts and outputs a bit ¥/, B;
outputs bv'.

Recall that the proof in [Yil10b] does not hold since the reduction has to make a forbid-
den query. Since our reduction makes only one query to LR-Enc, we have to ensure that it
never queries its oracle Enc on one of the messages queried to LR-Enc. The critical part is
the simulation of the oracle LR-Enc for A using the oracle Enc. By construction, B; queries
LR-Enc on (m}, m.), where mj is from the i'" query (m,m?) to LR-Enc by A and m.
is a randomly chosen message by B;. Prior to this query, B; invokes Enc only on random
messages, hence the probability that one of these is equal to either mf) or m, is negligible.
Subsequent to its challenge query, BB; queries Enc on the left messages that A queries to
its challenge oracle. We know that each query of the form (mj,-) is a repeating query,
ie., (mh,m}). Any query (md,m’) where m’ # mi is excluded as A is equality-pattern-
respecting. Since repeating queries are answered using the set Q, they do not involve an
oracle query by B;. Hence B; is a valid adversary, i.e., equality-pattern-respecting, playing
[rINDCPRA.

By construction we have that B; simulates game L; ; and game L; for A if its own
challenge bit b is 0 and 1, respectively. This yields

PrALi-t = 0] — PrAb = 01‘ - ‘Pr[Bgf'NDCF’RA = 0] b= 0] — Pr[BMNDCPRA _ (|p — 1
— AdVIrINDCPRA(B').
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Analogously, we can construct adversaries C; to bound consecutive hybrid games R;_; and
R; with the following two differences. First, for the it? distinct query (mj, mi) by A, C;
queries its own challenge oracle LR-Enc on (m., m}), for a randomly chosen message m.,
and sends the result back to A. For the last ¢—i distinct queries (méH, mi‘H)7 ooy (md,mi)
by A, C; invokes its oracle Enc on the right messages, i.e., mi“, ...,mi, and sends the
responses back to A. At the end, C; outputs b, where b’ is the output of A.

Just as above, C; simulates game R; if b = 0 and game R;_; if b = 1, which yields
PriAR = 0] — PrlAR-1 = 01‘ - ‘Pr[Ci'”NDCPRA = 0]b= 0] — Pr[CMNDCPRA _ ¢ |j = 1]
— Adv'"INDCPRA

We define B and C to be the adversary that picks ¢ <—s [¢] and then behaves as B; and C;,
respectively. By a standard hybrid argument [FM21, MEF21], we get

q
Adv"NDCPRA( 4y < Z ‘Pr[ALi_l = 0] — PrjAl = 0])
i=1

q
+y ‘Pr[ARi = 0] - PrfARi- = 01‘
i=1

— zq:AdvlrlNDCPRA(B_) + Zq:AdvlrlNDCPRA(C_)
=1 i=1
< quVIrINDCPRA(B) + quVIrINDCPRA(C) ]

Defining R as the adversary with the higher advantage among B and C finally yields

AdVIrINDCPRA(.A) < quvh’lNDCPRA(B) + quvlrlNDCPRA(C)
< 2q AdVIrINDCPRA(R) )

This proves the claim. O

We briefly discuss why the issue of the proof in [Yil10b] does not occur here. In [Yil10b],
the reduction did not work as the adversary can query LR-Enc on (mg, m1) in the i query
and later make a flipping query (mj,mg). Then the reduction would query (mg,mp) to
its oracle LR-Enc and later m; to its oracle Enc, which makes the reduction not equality-
pattern-respecting. The adversary can do the same in our case. However, our reduction
invokes its oracle LR-Enc on (mg, m.), rather than (mg, my), which allows it to later invoke
its oracle Enc on m;. The issue of repeating queries does not occur as we do the hybrid
arguments over the number of distinct queries which leads to a reduction which never
makes an oracle query when the adversary makes a repeating query.

4.4.3 Real-or-Random Security against Resetting Attacks

In Figure 4.21 we give the real-or-random security game rrfINDCPRA against resetting at-
tacks. It is easy to see that this notion is unachievable, even when imposing the standard
equality-pattern-restrictions on the adversary (cf. Definition 2.5.2). An adversary simply
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Games L;,R; oracle LR-Enc(mgp,m1) in L; oracle LR-Enc(mg, m1) in R;
b+s{0,1} if Je s.t. (mo,m1,¢) € Q if e s.t. (mg,m1,c) € Q
c+0 return c return c
Q0 c+c+1 c+c+1
(pk™, sk™) <—sKGen() if ¢ <i if ¢ <4
r*<«sR My s M my s M
b ALREncEnc(ppx) ¢ < Enc(pk™, m.;r*) ¢ < Enc(pk*,m.;r")

else else
oracle Enc(pk,m) ¢ + Enc(pk™, mg; 1) ¢ + Enc(pk™,mq;r*)
Q «u (mg,my,c) Q «u (mg,my,c)

¢ « Enc(pk, m;r™)

return c return c
return c

Figure 4.20: Hybrid games L; and R; used to prove Theorem 4.4.2.

queries the same message twice to its real-or-random oracle RR-Enc. In case b = 0, it
obtains the same ciphertext since the same message is encrypted under the same random-
ness. In case b = 1, however, the ciphertexts will be different (even though they used the
same randomness) as two different messages will be encrypted. This allows the adversary
to distinguish with overwhelming probability.

Game rrINDCPRA oracle RR-Enc(m) oracle Enc(pk, m)
b+«s{0,1} ifb=0 ¢ < Enc(pk,m;r")
(pk*, sk™) <—s KGen() my s M return c
r* «sR ¢ < Enc(pk™, m.;r*)

B+ ARREncEnc(p)  else
return (' = b) ¢ < Enc(pk™,m;r*)
return c

Figure 4.21: Security game to define RoR-IND-CPRA security.

To circumvent this trivial win, we can use the security game as displayed in Figure 4.22.
The game keeps a list of messages queried to the real-or-random oracle and ensures that,
in case b = 1, the same random message is encrypted when the adversary queries the same
challenge message. In the game displayed in Figure 4.22 this is done via the table f. This
prevents the trivial attack described above. However, it also renders repeating queries
obsolete as it does not give the adversary any additional information.

Due to this, we stick with the security game displayed in Figure 4.21 and exclude
repeating queries via the definition of equality-pattern-respecting. Instead of having two
different definitions for equality-pattern-respecting, depending on the left-or-right and
real-or-random case, we use the unified definition below. It extends Definition 2.5.2 to
also cover real-or-random adversaries.
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Game rrINDCPRA oracle RR-Enc(m) oracle Enc(pk,m)
b+s{0,1} ifb=0 ¢ < Enc(pk, m;r")
(pk™, sk™) <3 KGen() if fim]=1 return c
" —sR flm] <—s M
b« ARR-EncEnc(ppe my — fm]
return (b’ = b) ¢ < Enc(pk”™, m.;r")

else

¢ < Enc(pk*,m;r™)

return c

Figure 4.22: Real-or-random security dealing with repeating queries.

Definition 4.4.3. Let A g and Agrr be adversaries playing game IFINDCPRA and game
rfINDCPRA, respectively. Let further Epr (resp. Err) be the set of messages m such that
ALr (resp. Arr) makes a query (pk*,m) to Enc. Let (m{,m}),...,(m&, m%) be the queries
that A r makes to LR-Enc and m', ..., m9 be the queries of Agr to RR-Enc.

We say that AR is equality-pattern-respecting if

o for allb € {0,1} and i € [q], m} ¢ ELr and

e for allbe {0,1} and i # j, m{ = mg = m_, = m{_b.
We say that Arr is equality-pattern-respecting if

e for alli € [q], m" ¢ Egr and

e fori# j it holds that m* # mJ.

Just as for the left-or-right case, the real-or-random (RoR-IND-CPRA) advantage of an
adversary is defined as its advantage over random guessing scaled to the interval from 0
to 1.

Definition 4.4.4. Let PKE = (KGen,Enc,Dec) be a public key encryption scheme and
the game rrINDCPRA be defined as in Figure 4.21. For any equality-pattern-respecting
adversary A, its rrINDCPRA advantage is defined as

Adv"INDEPRA(4) .= |2 Pr[rrINDCPRAA = 1] — 1 .

We now show that real-or-random security against adversaries making a single query
to the challenge oracle RR-Enc implies real-or-random security against adversaries making
multiple queries to the challenge oracle RR-Enc. It turns out that the standard hybrid
technique, which failed in the left-or-right case, works for this setting. This stems from
the fact that the real-or-random adversary submits only one message to its challenge
oracle. This makes it impossible to make a flipping query, which was the main issue in
the left-or-right setting.
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Theorem 4.4.5. Let PKE be a public key encryption scheme and the game rrINDCPRA be
defined as in Figure 4.21. Then, for any equality-pattern-respecting (cf. Definition 4.4.3)
adversary A making q queries to its challenge oracle RR-Enc, there exists an equality-
pattern-respecting adversary B making one query to RR-Enc such that

AQVEIPPRA(A) < g AdVERPPRA(B)

Proof. The theorem is proven using a standard hybrid argument. We use ¢ + 1 hybrid
games Ho,...,H, which are displayed in Figure 4.23. In hybrid H;, the first i queries are
answered by encrypting a random message, while the remaining g — ¢ queries are answered
by encrypting the message provided by the adversary. It holds that

Adv™NPCEPRA(A) = |2 Pr[rrINDCPRAA = 1] — 1
_ ‘Pr[ArrINDCPRA = 1|b=1] — Pr[ATNDEPRA _ 115 —

= [PrfA™ = 1] - Pr{A™ = 1]

q
<3 ‘Pr[.AHi* = 1] — Pr[A" = 1]( .

i=1
We construct the following adversary B; to bound the distinguishing advantage between
Hi—1 and H; for i € [¢]. It runs A on the same public key pk* it receives as input and
answers any query to Enc by A using its own oracle Enc. For the first i—1 challenge queries
m',...,m""! by A, B; invokes its oracle Enc on randomly chosen messages. For the itP
query m', B; invokes its own challenge oracle on m! and sends the obtained ciphertext
back to A. For the last ¢ — i queries m**1, ..., m? by A, B; invokes its oracle Enc on
mitt o ma.

The adversary B; perfectly simulates H; 1 and H; for A if its own challenge bit is 1 and
0, respectively. To show that B; is equality-pattern-respecting, we have to show that it
never repeats a query to RR-Enc and never queries a message to both RR-Enc and Enc.
The former is trivial as B; makes exactly one query to RR-Enc. For the latter, recall that
only challenge queries by A that are answered using Enc can be problematic as otherwise,
A would not be equality-pattern-respecting. Since A is equality-pattern-respecting, all its
queries are on fresh messages, which yields that 3; never queries its challenge message also
to Enc. Hence we have

M=

Adv™NDCPRA( 4y < ‘Pr[AHi—l = 1] — Pr[AM = 1]

1

-
I

AdvrrINDCPRA (B) ]

I
.MQ

Il
—

)

By a standard hybrid argument [FM21, MF21], we define B to be the adversary that picks
i <—s [g] and then behaves as B; which yields

q
AdvrrINDCPRA(A) < ZAdVrrINDCPRA(Bi) < quvrrINDCPRA(B) .

i=1
This proves the claim. O
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Game H; oracle LR-Enc(m) oracle Enc(pk, m)
b+«s{0,1} c+c+1 ¢ < Enc(pk, m;r™*)
c+ 0 if c <14 return c
(pk*, sk™) <—s KGen() my s M
rF s R ¢ < Enc(pk*,m.;r")

b/ (—ALR_EHC’Enc(pk*) else
¢ < Enc(pk*,m;r™)

return c

Figure 4.23: Hybrid games used to prove Theorem 4.4.5.

4.4.4 Equivalence between Real-or-Random and Left-or-Right Security

In this section we show that our real-or-random security notion against resetting attacks is
equivalent to the left-or-right security notion given in [Yil10b]. We show the equivalence by
proving two lemmas. The former shows that left-or-right security implies real-or-random
security, while the latter shows that real-or-random security implies left-or-right security.
For both, we use the unified definition of equality-pattern-respecting (cf. Definition 4.4.3).

Lemma 4.4.6. Let PKE be a public key encryption scheme and the games rrfINDCPRA
and I[FINDCPRA be defined as in Figure 4.21 and Figure 2.24, respectively. Then, for any
equality-pattern-respecting adversary A making q queries to its challenge oracle RR-Enc,
there exists an equality-pattern-respecting adversary B making q distinct queries to LR-Enc
such that

AQVEIPRA(L) < AdVERPPRA(B)

Proof. The adversary B runs A on the same public key pk* that it receives. The oracle
Enc for A is simulated by B using its own oracle Enc. When A makes a challenge query
m;, B chooses a random message m, and invokes its own challenge oracle of (m.,m;) and
sends the response back to A. When A outputs its guess 0/, B outputs b’ as its own guess.

It is easy to see that B perfectly simulates game rrINDCPRA with secret bit b for A,
where b coincides with the secret bit that B is asked to find in game IFINDCPRA. Likewise,
B is equality-pattern-respecting. Every challenge query is on two fresh messages since one
is the message by A which never repeats a challenge message and the other one is always
sampled at random, i.e., 5 makes only distinct queries. Every query to Enc stems from a
query to Enc by A. O

Lemma 4.4.7. Let PKE be a public key encryption scheme and the games rrINDCPRA
and I[FINDCPRA be defined as in Figure 4.21 and Figure 2.24, respectively. Then, for any
equality-pattern-respecting adversary A making q distinct queries to its challenge oracle
LR-Enc, there exists an equality-pattern-respecting adversary B making q queries to RR-Enc
such that

AdvllglKNEDCPRA(A) < 2Advg|}(’\éDCPRA(B) )
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Proof. This proof resembles the proof of Theorem 4.4.2. We use three games Gp, G1, and
G2 which are displayed in Figure 4.24. It holds that Gg corresponds to game [FINDCPRA
with secret bit b = 0. The same holds for Gy except that the secret bit b is 1. This yields

Adv"NDCPRA(4) = |2 Pr[IINDCPRAA = 1] — 1|
_ ‘Pr[AIrINDCPRA — 0]b= 0] — Pr[AMNDCPRA _ 1} 1]‘

- ‘Pr[.AGO = 0] — Pr[A% = 0]‘
< ‘Pr[AGO = 0] - Pr[AS = 0]‘ + ’Pr[AGl = 0] — Pr[A%: = 0]’ .

To bound the first difference, we construct the following adversary Bi. It runs A on the
same public key pk*. Queries by A to Enc are forwarded by B; to its own oracle Enc as are
the responses back to A. For every distinct challenge query (mf, m}) by A, By invokes its
own challenge oracle RR-Enc on mg and sends the received ciphertext back to A. Every
repeating query is answered with the same ciphertext using a set @. When A outputs a
bit ¥, By forwards 1 — b’ as its own output.

If the secret bit b in game RoR-IND-CPRA equals 1, By perfectly simulates Gg for A as
it receives back the encryption of the left message. On the other hand, if b = 0, Bj receives
back the encryption of a random message, hence it perfectly simulates Gy. It remains to
argue that By is equality-pattern-respecting. It clearly does not query Enc on any message
that it queries to RR-Enc as this would entail that A is not equality-pattern-respecting.
It also never repeats a query to RR-Enc since it queries it exactly on the left messages
that A queries to LR-Enc. Since repeating queries by A are answered using set Q, the
only possibility would be that A makes two queries (m, m?) and (m}, m}) with m§ = m},
and m! # mj1 As an equality-pattern-respecting adversary, A never makes such queries.
Thus, we have

Pr[A% = (] — Pr[A% = 0]) - ‘Pr[Bi”'NDCPRA = 1|b= 1] — Pr[BMNDPRA _ 1|} — (]
_ AdvrrINDCPRA(Bl) )

In the same way, we can construct an adversary By to bound the advantage of A in
distinguishing G; and Gg. The difference is that B, forwards the right message of A as
its own challenge message to RR-Enc and when A outputs a bit b, B, outputs b’ as well.
It holds that By perfectly simulates G; and Gs if its own challenge bit b equals 0 and 1,
respectively. Equality-pattern-respecting follows by the same argument as above. This
yields

Pr[ASt = 0] — Pr[A% = O]) - ‘Pr[B{”NDCPRA = 0]b=0] — Pr[BMNDCPRA _, o] = 1]‘
_ AdvrrINDCPRA(B2) )
Let B be the adversary with higher advantage among B; and By, then we have
Adv""INDCPRA( 4y < ‘Pr[AGO = 0] — Pr[AC! = 01‘ n ‘Pr[AGl = 0] — Pr[A® = 0]‘
— AdvrrINDCPRA(Bl) + AdvrrINDCPRA(B2)
< 2AdV”INDCPRA(B).
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This proves the claim. O
Game G; oracle LR-Enc(mp, m1) in Gg  oracle Enc(pk, m)
b+«s{0,1} if Je s.t. (mo,m1,c¢) € Q ¢ < Enc(pk, m;r™)
Q<+ 10 return ¢ return ¢
(pk*, sk™) <—s KGen() ¢ « Enc(pk, mo; ™)
s R Q «u (mg,m1,c)

b ALR—Enc,EnC(pk*) return c

oracle LR-Enc(mg, mq) in Gy

if 3¢ s.t. (mo,m1,c) € Q
return c

My s M

¢ < Enc(pk, m.;r™)

Q «u (mg,my,c)

return c

oracle LR-Enc(mg, m) in Gy

if Je s.t. (mo,my,¢) € Q
return c
¢ « Enc(pk, mqy;7™)

return c

Figure 4.24: Games used to prove Lemma 4.4.7.

The proof is very much akin the one for Theorem 4.4.2, where Gy and G, correspond to
Lo and Ry, respectively, while Gy equals L, = R,.

4.4.5 A Modular Proof for Yilek's Claim

Having established the equivalence between the left-or-right and the real-or-random cases
via Lemma 4.4.6 and Lemma 4.4.7, we can leverage Theorem 4.4.5 to prove Theorem 4.4.2
more modularly.

Alternative proof of Theorem 4.4.2. From Lemma 4.4.7, Theorem 4.4.5, and Lemma 4.4.6
there exist equality-pattern-respecting adversaries B, C, and R, respectively, where

e 3 makes ¢ real-or-random queries,
e C makes 1 real-or-random query, and

e R makes 1 left-or-right query,
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such that
AdvIINDEPRA(4) < 2 AdviINDCPRA () (by Lemma 4.4.7)
< 2q AdvHINDCPRA () (by Theorem 4.4.5)
< 2q AdvINDCPRA(R) (by Lemma 4.4.6)
This proves the claim. O

4.5 Summary and Outlook

In this chapter we developed two RKA security notions for AEAD schemes and analysed
three generic constructions (N1, N2, and N3) with respect to the new notion. We showed
an inherent limitation due to the separate keys and simultaneously showed that security
boils down to the underlying encryption scheme and message authentication code. The
analysis of the SE[F, G| and MAC[H, F'] construction further revealed that RKA secure
AEAD schemes can be constructed from RKA secure pseudorandom functions. Hence,
constructing pseudorandom functions secure against a large class of RKD functions is a
worthwhile target.

For sake of efficiency, modern AEAD schemes, for instance finalists in the CAESAR
competition [DEMS16, Wul6, WP16, JNPS16], are based on direct constructions rather
than the generic N-schemes. An open question is whether these schemes achieve RKA
security, in particular, with respect to which set of RKD functions.

We further showed that the folklore simplification to a single left-or-right challenge also
holds in case of resetting attacks. This confirms the claim in [Yill0b], for which the
proof was identified as flawed [PSS14], at the cost of an additional factor 2 compared to
the original claim. Security notions against the more general type of related-randomness
attacks are explicitly formalised to allow multiple challenge queries [PSS14, MS18]. This
effectively stems from the identification of the flawed proof for resetting attacks. We
conjecture that our proof approach for resetting attacks also applies to related-randomness
attacks which would allow for the same simplification to a single challenge query.

Finally, we defined a class of public key encryption schemes which are vulnerable to
resetting attacks—hence also vulnerable to related-randomness attacks. We demonstrate
this class to be quite general by showing that many PKE schemes are covered by it.
The LoR-IND-CPRA security notion is strong in that it allows the adversary to submit
arbitrary public keys to its encryption oracle. This allows, in particular, to query public
keys for which there is no corresponding secret key. One can consider a weaker variant
of the notion which excludes such malformed keys as done in [PSS14] for RRA. An open
question is whether some of the schemes achieve security with respect to this weaker
variant.

While PKE schemes can be fixed to achieve LoR-IND-CPRA, e.g., using the PRF trans-
formation [Yill0b], we are not aware of any PKE scheme that achieves LoR-IND-CPRA
without any changes. An open question is whether such schemes exist at all.
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Security against Quantum Attacks






CHAPTER 5
POST-QUANTUM SECURITY

In this chapter, we develop a lifting theorem for post-quantum security of pub-
lic key encryption schemes using random oracles. We further show that the
generic FGHFE' construction and the sponge-based instantiation SLAE devel-
oped in Chapter 3 achieve post-quantum security. Finally, we provide a post-
quantum security proof for a generic construction of deterministic wallets and
show that Yao’s garbled circuits are post-quantum secure if the underlying build-
ing blocks are. The lifting theorem is based on [KS20a] while the analysis of
SLAE is based on [JS22]. The results for the deterministic wallet construction
and Yao’s garbled circuits are based on [ADE" 20] and [BDK™ 20], respectively.

Contents
5.1 Lifting Theorem for IND-CPA Security . . . .. . ... ... 156
5.2 Post-Quantum Security of SLAE . . . . . .. ... ... ... 163
5.3 Post-Quantum Security of Deterministic Wallets . . . . . . . 171
5.4 Post-Quantum Security of Yao’s Garbled Circuits . . . . . . 179
5.5 Summary and Outlook . . . . . . . ... .. ... .. ..... 186

The development of large-scale quantum computers will have significant impact on cryp-
tography. Shor [Sho94] developed an efficient quantum algorithm for factoring and solving
discrete logarithms in 1994. Two years later, in 1996, Grover [Gro96] developed a quantum
search algorithm that allows for a quadratic speed-up, compared to classical algorithms.
The effect of Shor’s algorithm on public key cryptography is tremendous as it completely
breaks currently used public key cryptography such as RSA [RSA78], ElGamal [EIG85]
and ECDSA [KD13]. This threat sparked the research field of post-quantum cryptog-
raphy [BBDO09]: cryptography that is usable on classical computers while withstanding
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attackers with quantum computing power. In particular, adversaries are limited to lo-
cal quantum computation. At the moment, there are five main types of post-quantum

cryptography:
1. lattice-based cryptography [Ajt96, Reg05, Reg09],
2. code-based cryptography [McET78, Nie86],
3. hash-based cryptography [Lam?79, Mer90],
4. multivariate cryptography [MI88, Pat95, Pat96, KPG99], and
5. isogeny-based cryptography [Cou06, RS06b, JDF11].

While some of the areas were developed even before Shor’s algorithm, they received signif-
icantly less research attention than, for instance, RSA [RSA78]. In the last two decades,
however, attention towards these areas increased tremendously, as they are believed to be
candidate constructions that can withstand attackers with quantum computing power. To
deal with the glooming threat of Shor’s algorithm, the National Institute of Standards and
Technology (NIST) initiated a standardization process for post-quantum cryptographic
primitives [NIST17].

In contrast to Shor’s algorithm, Grover’s algorithm does not break currently used cryp-
tography. But it threatens symmetric primitives by improving brute-force attacks on
symmetric keys. Also finding collisions for hash functions can be improved using Grover’s
algorithm. To maintain security against quantum attackers the key length of symmetric
primitives as well as the output length of hash functions are typically doubled [CJLT16].

Following the provable security paradigm, simple switching to, say, lattice-based prim-
itives for public key cryptography and doubling the key length for symmetric primitives
is not sufficient. To be confident in the security, proofs need to consider adversaries with
quantum computing power. For many schemes this turns out to be easy as the classical
proof works in the same way even for quantum adversaries. This mainly follows from the
fact that the adversary is restricted to local quantum computing power; any communica-
tion with the (classical) challenger can only be classical.?> But there are two exceptions
to this.

The first exception are security proofs which rely on techniques that do not apply to
quantum adversaries. The prominent example for this is rewinding. Here, the reduction
first runs the adversary to obtain an output, then rewinds it to a certain point, and runs
the adversary again to obtain another output. From the two outputs, the reduction can
then solve some hardness assumption. Rewinding is commonly used for zero-knowledge
proofs [GMR89] and appears for instance in lattice-based signatures [Lyu09, Lyul2] when
applying the Fiat-Shamir transformation [F'S87] and, in turn, the forking lemma [PS00,
BNO6]. Due to the no-cloning theorem [WZ82, Die82], a reduction cannot simply copy
the state of the adversary and then run it again from this state. Furthermore, inverting
the adversary up to the point of rewinding is challenging due to the destructive nature
of measurements. While arbitrary rewinding is impossible, several works provide some
positive results for rewinding quantum adversaries [Wat09, Unrl12, ARU14].

23This is in sharp contrast to quantum security that we consider in Chapter 6.
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The second exception are security proofs for which the security notion changes by grant-
ing a quantum adversary additional power. The prominent example for this are random
oracles, where a quantum adversary gets superposition access while a classical adversary
gets only classical access. To facilitate a security proof, primitives like hash functions
are often idealised as random oracles. In that case, a proof is conducted in the random
oracle model (ROM) [BR93]. Since random oracles idealise primitives that the adversary
can evaluate locally a quantum adversary can compute it in superposition, recall that
hash functions are public. To reflect this in security proofs, Boneh et al. [BDF*11] in-
troduced the quantum random oracle model (QROM) which grants superposition access
to parties with quantum computing power. Even though the QROM has become the de-
facto standard for post-quantum primitives that rely on random oracles, often schemes
are accompanied only by a classical proof in the ROM. This includes a variety of prim-
itives [LN17, EEE20, BLO18, TSS"18, TKS*19, LAZ19, HKLN20, SSZ17]. The same
applies to sponge constructions but, unlike public key primitives based on post-quantum
hardness assumptions, they are typically not claimed to be post-quantum secure. A crucial
question is whether security in the ROM implies security in the QROM. Unfortunately,
Yamakawa and Zhandry showed that arbitrary lifting from the ROM to the QROM is
impossible [YZ21]. Their result is related to a proof of quantumness [BCM 18] and their
separation is based on the LWE-based construction given in [BKVV20]. Therefore, it is
important to study the post-quantum security of the aforementioned primitives in the
QROM rather than the ROM, either by suitable lifting results—as done in [YZ21]—or by
direct proofs in the QROM-—as done for the signature scheme qTESLA [ABBT17].

In this chapter we focus on the case of random oracles; the case of rewinding does not
occur for any of the proofs described here. In the following we further describe some of
the challenges that come with the QROM.

A security proof in the ROM ignores the quantum computing power of an adversary;
therefore it is insufficient to ensure post-quantum security, even for schemes based on
quantum hard assumptions. Instead, the proof needs to be conducted in the QROM.
However, several techniques from the ROM do not work in the QROM but, fortunately,
alternative techniques were developed. In the ROM, a reduction can lazy sample a ran-
dom oracle, i.e., rather than fixing a random oracle a priori, the reduction samples only
output values that the adversary queries, hence the name “lazy”. In the QROM, a single
superposition query allows the adversary to query the whole domain of a random oracle.
This thwarts the lazy sampling approach as the reduction would need to sample an expo-
nential number of outputs. Zhandry [Zhal2b] showed that a quantum adversary making
q (superposition) queries cannot distinguish between a quantum random oracle and one
simulated using a 2¢-wise independent function. Another example is query extraction. In
the ROM, a reduction learns the values that the adversary queries and can simply copy
them. In the QROM, the no-cloning theorem thwarts copying queries of the adversary.
In cases, where the reduction needs to extract a specific input that the adversary queries,
Unruh’s one-way to hiding (O2H) lemma [Unr15c] provides a tool to do so. The seminal
work by Zhandry [Zhal9a] provides a technique to record superposition queries.

The above argument—that is, not considering the quantum computing power of the
adversary—also applies to symmetric primitives; in particular for sponge-based primitives
where the underlying transformation (or permutation) is idealised. Examples are several
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of the finalists in the NIST standardization process for lightweight cryptography [NIST15]:
ASCON [DEMS20], Elephant [BCDM20], ISAP [DEM20a], PHOTON-Beetle [BCD"20],
and SPARKLE [BBdS*20].?* So far, none of these schemes is analysed with respect to
quantum adversaries. A first step towards this goal was very recently done by Alagic et
al. [ABKM21], who showed post-quantum security of the Even-Mansour cipher [EM97],
which underpins, for instance, Elephant [BCDM20]. Jaeger et al. [JST21] showed post-
quantum security of the FX construction [KR01], however, only for non-adaptive adver-
saries.

Contribution

In this chapter, we provide post-quantum security proofs for several primitives.

We develop a lifting theorem for public key encryption schemes that use random oracles.
We identify a class of encryption schemes and provide requirements under which a proof
considering classical adversaries in the ROM also holds against quantum adversaries in
the QROM. We use these results to prove the code-based public key encryption scheme
ROLLO-II [ABD " 19] and the lattice-based public key encryption scheme LARA [Ban19]
post-quantum secure.

We further show that the sponge-based AEAD scheme SLAE developed in Chapter 3
is post-quantum secure. More precisely, we show that the post-quantum security of
SLAE boils down to the post-quantum security of the underlying sponge-based primitives
SLFuNc, SPRG, and SVHASH. We then show that these primitives are secure against
adversaries having superposition access to the underlying transformation p.

Finally, we look into more complex constructions rather than individual primitives by
looking at constructions used in blockchain technologies and multi-party computation,
respectively. First, we analyse the generic construction for deterministic wallets from
signature schemes with rerandomizable keys proposed by Das et al. [DFL19]. The con-
struction achieves post-quantum security if the underlying signature scheme does, but the
proof requires some changes to also hold against quantum adversaries in the QROM. Then,
we scrutinise the post-quantum security of Yao’s garbled circuits (GC), the famous secure
two-party computation (STPC) protocol. We show that the post-quantum security of the
protocol follows from the classical proof by Lindell and Pinkas [LLP09]. As for the under-
lying encryption scheme of the protocol, we adapt the proof sketch from [LP09] to the
QROM, which shows that the scheme can be instantiated with post-quantum symmetric
key encryption schemes, such as SLENC.

Related Work

Since the introduction of the quantum random oracle model [BDF*11], there has been
a lot of progress towards restoring techniques from the ROM to the QROM or devel-
oping alternative techniques. Initially, the QROM [BDF"11] required quantum secure
pseudorandom functions to simulate a quantum random oracle which was shown to exist
by Zhandry [Zhal2a]. Zhandry also showed that this assumption is not necessary if a

24We note that TinyJAMBU [WH20] is an exception as it relies on a keyed permutation for the sponge
construction, hence access to this permutation is still classical.
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bound for the number of queries is known a priori, by showing that a 2¢-wise indepen-
dent function is perfectly indistinguishable from a quantum random oracle when g queries
are allowed [Zhal2b]. The introduction of semi-constant distributions [Zhal2b] allows to
inject a challenge into a subset of a random oracle domain such that it (1) is sufficiently
small that the adversary cannot detect it and (2) large enough that the adversary has a
significant chance of obtaining the injected challenge. Zhandry [Zhal2a] further showed,
via so-called small-range distributions, how good an adversary can distinguish a quantum
random oracle from an oracle that is drawn from such a small-range distribution. Finally,
Unruh developed the one-way to hiding (O2H) lemma which provides a bound on the dis-
tinguishing advantage of an adversary between two quantum random oracles which differ
at a certain input. Subsequent variants of the O2H lemma provide better bounds at the
cost of more restricted applicability [Unr15c, Unrl4, Unrlsb, AHU19, BHHT 19, KSS*20].
In [GHHM21], the authors provide results on adaptively reprogramming a quantum ran-
dom oracle.

Along with the QROM, Boneh et al. [BDF11] define history-free reductions. These
are specific types of reductions in the ROM which they show to also hold in the QROM.
However, many signature schemes, in particular those following the Fiat-Shamir transfor-
mation do not come with history-free reductions. There is a line of research regarding the
post-quantum security of Fiat-Shamir signatures [DFG13, KL.S18, LZ19, DEMS19, Unrl17,
DFM20, Chal9]. Hallgren et al. [HSS11] provide an abstraction called simple hybrid argu-
ment for which they show that classical proofs also work for quantum adversaries. Later,
Song [Sonl14] provided a general framework for lifting security proofs that also covers the
aforementioned simple hybrid argument. However, to apply the framework to schemes
using random oracles, one needs to come up with a proof that transforms an adversary
in the QROM into an adversary in the ROM which is generally the critical step. Zhang
et al. [ZYFT19] lift security for committed-programming reductions from the ROM to
the QROM. Recently, and subsequent to the lifting theorem developed in this chapter,
Yamakawa and Zhandry [YZ21] provide a lifting theorem for signature schemes which is
based entirely on the scheme and independent of the classical proof.

Research in the realm of post-quantum security of sponges mainly targets the security
of hash functions. The first result addresses sponge-based hash functions based on random
transformations or non-invertible random permutations [CBH18]. The ultimate goal is
a post-quantum proof for SHA-3 [FIP15] which is targeted both by Unruh [Unr21]?® and
Czajkowski [Cza21] using Zhandry’s compressed oracle technique [Zhal9al.

Roadmap

In Section 5.1 we develop the lifting theorem for public key encryption schemes. Post-
quantum security of SLAE is covered in Section 5.2. Section 5.3 and Section 5.4 deal
with the post-quantum security of the deterministic wallet construction and Yao’s garbled
circuits, respectively. We conclude with a summary and further research directions in
Section 5.5.

Z5Note that the current version of the paper (20211202:133649) contains an erratum describing a mistake
in one of the proofs which breaks most of the results.
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5.1 Lifting Theorem for IND-CPA Security

In this section we develop a lifting theorem for the IND-CPA security of public key encryp-
tion schemes that use random oracles. Precisely, we develop requirements for schemes and
the classical proof in the ROM such that a proof also holds in the QROM. For simplicity,
we consider security against adversaries making a single challenge query. In this case, the
classical and post-quantum variant of the security games can be written as displayed in
Figure 5.1. We consider a two-stage adversary 4 consisting of a message generator A, and
a distinguisher Ay. The former generates and outputs the two challenge messages from
which one will be encrypted and given to the latter, which then tries to determine which
message was encrypted. Both parts of the adversary have access to a random oracle H; in
the classical game (INDCPA) access is restricted to be classical, in the post-quantum game
(pqINDCPA) superposition access is granted.

In Section 5.1.1 we define a special class of encryption schemes for which our lifting
theorem is applicable. We classify two types of game hops for this class of encryption
schemes in Section 5.1.2. Section 5.1.3 develops requirements under which proofs for the
game hops also hold against quantum adversaries. In Section 5.1.4 we apply the lifting
theorem to three public key encryption schemes.

Game INDCPA Game pqlNDCPA
b+s{0,1} b+«+s{0,1}
(pk, sk) s KGen() (pk, sk) < s KGen()
mo,my s A (pk) mo, my s AN (pk)
¢ <s EncM(pk, my) ¢ +s Enct (pk, my)
b s Ad (pk, c) b s AN (pk, )
return (V' = b) return (V' = b)

Figure 5.1: Security games INDCPA and pqINDCPA restricted to a single challenge for an
oracle-simple PKE scheme PKE using a random oracle H.

5.1.1 Requirements for PKE Schemes

We start by defining so-called oracle-simple public key encryption schemes. These are
encryption schemes where the encryption algorithm invokes the random oracle exactly
once on an input independent of the message and the public key.?® Below we formally
define such schemes.

Definition 5.1.1. Let PKE = (KGen,EncM,Dec) be a public key encryption scheme. If
there exists an algorithm Enc-Sub and a deterministic function F which maps from some
set R to Dom(H) such that Enct can be written as in Figure 5.2, i.e., it first invokes the

26This property is required to get a meaningful bound from applying the one-way to hiding lemma. Since
we are not aware of any PKE scheme which does not satisfy this requirement, we do not consider it a
restriction.
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random oracle on F(r) for a random r € R to obtain y and then computes the cipher-
text using Enc-Sub(pk, m,r,y), then we call PKE an oracle-simple (public key) encryption
scheme with function F and encryption sub-routine Enc-Sub.

EncH(pk, m)

r<sR

x <+ F(r)

y + H(z)

¢ <—s Enc-Sub(pk, m,r,y)

return c

Figure 5.2: Algorithm Enc of an oracle-simple encryption scheme using F and Enc-Sub.

Based on this definition, we can rewrite the INDCPA and pqINDCPA security games for
oracle-simple encryption schemes yielding the security games displayed in Figure 5.3. It
corresponds to INDCPA as displayed in Figure 2.10. The difference is that we consider the
single challenge case. There is no oracle LR-Enc, instead the adversary A is divided into
two parts A, and Ag; the former corresponds to A up to the one query to LR-Enc whereas
the latter corresponds to A up from the point of receiving the challenge ciphertext.

Since our lifting theorem is based on oracle-simple encryption schemes, its generality
depends on the generality of this class of encryption schemes. Analysing all encryp-
tion schemes submitted as Round 1 NIST candidates which use random oracles [Ban19,
AOP™17, ABD"17, CBB"17], reveals that all of them are indeed oracle-simple schemes.
Thus, we see this as a style of notation which greatly simplifies the presentation of our
proofs, rather than a restriction of its generality. Note that this analysis is based on the
underlying encryption scheme as all candidates use random oracles when applying generic
transformations to achieve CCA security.

5.1.2 Identification of Game Hops

Within this section we define two different types of game hops which are used to prove
security of oracle-simple encryption schemes. Due to the structure of oracle-simple encryp-
tion schemes, we can distinguish between game hops for which lifting is rather trivial since
they are independent of the random oracle, and game hops which are not independent of
the random oracle. We start by defining a Type-I game hop which is independent of the
random oracle.

Definition 5.1.2. Let G; and G;;1 be two IND-CPA games (cf. Figure 5.3) for an oracle-
simple public key encryption scheme PKE = (KGen,EncH,Dect). We call the game hop
between G; and G;+1 a Type-1 game hop if the games only differ in using different al-
gorithms KGen to generate the key pair or different algorithms Enc-Sub to generate the
ciphertext.

Next, we define a Type-II game hop which affects the usage of the random oracle while
encrypting one of the challenge messages by the adversary.
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Game INDCPA Game pqlNDCPA
b+«s{0,1} b+«s{0,1}
(pk, sk) +s KGen() (pk, sk) s KGen()
mo, My < Arl:ri(pk) mo, M1 <$ Alr';”(pk)

| |
| |
| | |
P resR } I T+sR l
|z« F(r) | | @« F(r) :
| ! | |
|y H(z) ! |y H(z) }
| ¢ <s Enc-Sub(pk, ms, 7, y) | | ¢ <sEnc-Sub(pk, ms,7,y) |
: return c : : return c :
L o o o o e e e e - J L o o e e e e e e e - |
b s Ad (pk, ¢) B s A (pk, o)
return (b/ = b) return (b/ — b)

Figure 5.3: Security games INDCPA and pqINDCPA for an oracle-simple public key encryp-
tion scheme PKE = (KGen, EncH, Dec) with function F.

Definition 5.1.3. Let G; and G;41 be two IND-CPA games (cf. Figure 5.3) for an oracle-
sitmple public key encryption scheme PKE = (KGen,EncH,DecH). We call the game hop
between G; and G;11 a Type-II game hop if their only difference is that game G; obtains
y by invoking H on x while game G; 1 samples y uniformly at random from CoDom(H).

Having discussed the generality of the class of encryption schemes, the next natural
question asks for the generality of the defined game hops. A Type-II game hop is a standard
game hop to make the challenge independent of the random oracle, thereby rendering it
obsolete for the adversary. As for Type-I game hops, we observe the following. To bound
the game advantage, one transforms an adversary that distinguishes the games into an
adversary (the reduction) that solves some problem. To achieve this, the game hop has
to be connected with the problem instance. Thus, the reduction has to feed the problem
instance to the adversary. Considering IND-CPA security, its options are fairly limited.
Either the reduction feeds its challenge via the inputs to the adversary—the public key
pk or the ciphertext c—or as a response from the random oracle. The former case is the
one we cover with a Type-I game hop. The latter case is not covered, as none of the
schemes, that we are aware of, requires such a game hop. Nevertheless, we emphasise
that our lifting theorem can be easily extended by another type of game hop, if needed.
The post-quantum analogue of such a challenge injection in a random oracle response can
be achieved using Zhandry’s semi-constant distributions [Zhal2b], where a challenge is
injected in a subset of inputs which gives a significant chance that the adversary uses the
injected challenge while the probability of detecting the challenge injection remains small
enough.
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5.1.3 Lifting Security

In this section we state the conditions under which a classical security proof holds true in
the post-quantum setting.

The lemma below states that classical reductions from a decisional problem to the game
advantage of a Type-I game hop hold true in the post-quantum setting.

Lemma 5.1.4. Let G; and G;+1 be games such that the game hop between these is a Type-1
game hop. Suppose there exists a decisional problem dP which is reduced to the advantage
of distinguishing between G; and G;11. Then, for any quantum adversary A, there exists
a quantum adversary B against dP such that

|Pr[G = 1] - Pr[G, = 1]| < Adv¥F(B).

Proof. The difference between the games is independent from the random oracle. Hence
the same proof holds against quantum adversaries, albeit adversary B has to simulate a
quantum random oracle for adversary A. This can be done using a 2gy-wise independent
function, where gy is the number of random oracle queries made by A. Zhandry [Zhal2b]
showed that this simulation is perfect in that the adversary cannot distinguish the simu-
lated oracle from a real one. O

Alternatively, Lemma 5.1.4 can be formally proven using the framework by Song [Son14].
Due to the complex notation used in [Sonl4], however, this leads to a rather long and
tedious proof.

The following lemma states conditions under which the classical proof for a Type-II
game hop holds true against quantum adversaries.

Lemma 5.1.5. Let G; and G;+1 be games such that the game hop between these is a
Type-I1 game hop. Suppose there exists a search problem sP which is reduced to the
probability that an adversary queries the random oracle on x. Then, for any quantum
adversary A, making quy queries to |H), there ezists a quantum adversary C against sP

such that
[Pr[G = 1] — Pr[G, = 1]] < 2qu\/AdvF(C).

Proof. We observe that the difference between games G; and G;41 lies in the random oracle.
More precisely, in G; the adversary gets access to the random oracle H; in G;;1 it gets
access to the same random oracle albeit reprogrammed at input . The only information
that the adversary gets about x is via the ciphertext c¢. Thus we get

Pr[GA = 1] - Pr[GA, = 1]| < ’Pr[AH(c) = 1] = PriAtes(e) = 1) . (5.1)

We can apply the O2H lemma (cf. Lemma 2.6.1) to obtain

‘Pr[AH () = 1] — PrjAHe-s () = 1]( < 2gu/Pr{BM) () = ], (5.2)

where B is the adversary that simply runs A and outputs the measurement result of a
randomly chosen query to H. At this point, we can use the classical proof which bounds
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the probability of an adversary outputting = by the advantage of solving a search problem

sP. This yields
2qn \/Pr[[)""”(c) = ] < 2qqy/ Adv*T(C). (5.3)

Combining (5.1), (5.2), and (5.3) proves the claim. O

Now we are ready to state our lifting theorem to lift classical security proofs of oracle-
simple public key encryption schemes to the post-quantum setting.

Theorem 5.1.6. Let PKE = (KGen, Enct, DecM) be an oracle-simple PKE scheme with
function F according to Definition 5.1.1 and A be any quantum adversary. Suppose there
exists a classical security proof using a sequence of games Gg,...,Gg, where Gg is the
INDCPA game instantiated with PKE, Gy, is constructed such that Adv®* (A) =0, and k
is constant. Let i € {0,...,k — 1} be such that the game hop between G; and G;11 is a
Type-11 game hop. If

1. for any j € {0,...,k — 1} \ {i}, the game hop between G; and Gji1 is a Type-I
game hop such that a quantum hard (decisional) problem dP; is reduced to the game
advantage between G;_1 and G; and

2. there is some quantum hard (search) problem sP; that is reduced to the probability
of querying the random oracle H on x,

then PKE is pqIND-CPA-secure.

Proof. The proof follows essentially by applying the previous lemmas. It holds that

Adv %?JEIDCPA A) = |2 Pr[pqINDCPA* = 1] — 1]
= [2 Pr[Gg' = 1] — 1

k—1
|Pr[GH! —Pr[Gfy, = 1]| + |2 Pr[G{' = 1] — 1
7=0
k—1
=2 [Pr[G} = 1] — Pr[Gfy, = 1]| + Adv®+(A). (5.4)
j=0

By applying Lemma 5.1.4, we obtain
Pr[G) = 1] — Pr[G, = 1]| < Adv®i(B)), (5.5)
where j € [k]. By applying Lemma 5.1.5, we get

|Pr[G = 1] — Pr[G, = 1]| < 2gn\/Adv(C). (5.6)

Finally, we have

Adv®(A)=0. (5.7)
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ROLLO-II-KGen()  ROLLO-II-EncH (pk, m)

X,y 583" (Fym) er, e s S (Fym)

h + x 'y mod P E < Supp(ei, e2)

sk + (x,y) y < H(E)

pk +h o qi oy o i

¢ s, Enc-Sub(pk, m,r = (e1,€2),y)
return (pk, sk) !
: c1<mody

} ¢y <+ e1 + esh mod P

| return c (c1,c2)

return c

Figure 5.4: Encryption scheme ROLLO-II written as oracle-simple encryption scheme.

Inserting (5.5), (5.6), and (5.7) into (5.4) yields

AdvEINPPAU) <2 37 Pr[G = 1] - Pr[Gh, = 1]| + AdveE(A)

PKE
Jelk]
<2 Y Adv®i(B) + 2gn\/ AdvTi(C) .
JElRN}

Using the fact that k is constant, all advantages are negligible against quantum adversaries,
and the number of random oracle queries is polynomial yields

AdvPINDCPA(4) < 2 > negl(A) + 2gny/negl(X) < negl()).
jelk\{i}

This proves the theorem. O

5.1.4 Post-Quantum Security of PKE Schemes

We use our lifting theorem to lift the classical security of three public key encryption
schemes to post-quantum security. We first lift the security for the code-based public
key encryption scheme ROLLO-IT [ABD"19], followed by the lattice-based public key
encryption scheme LARA [Banl19]. Neither of these two schemes were proven secure in
the QROM thus far.

Code-based Public Key Encryption Scheme ROLLO-II

To apply the lifting theorem to the code-based PKE scheme ROLLO-II, we first need
to show that it is an oracle-simple PKE scheme. This is shown in Figure 5.4 which
displays the scheme as an oracle-simple scheme. The security of ROLLO-II is based on
the ideal rank support recovery (IRSR) problem and the ideal low rank parity check
(ILRPC) codes indistinguishability problem. The theorem below shows that the code-
based encryption scheme ROLLO-II is pqIND-CPA-secure, assuming that both problems
are hard for quantum adversaries.
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LARA-KGen() LARA-EncH (pk,m = (my1, ma, m3))
aj,az s Ry c<—$ZZ
r1,r2 < Dgn ... v1, Ve, vs,d < H(c)
k—1 r--r—-—--=-==-"7"7"7"7"7"~"~"~"~"°"°" =" =" =" =" =" ="~ =~ °=°7°7 "
azg <P = (air +aoro) ¢ <5, Enc-Sub(pk,m,r = ¢,y = (v, Vs, V3, d))
sk < (r1,r2) ‘
s+ c+pd

pk < (a1, a2, a3)

return (pk, sk) |

|
|
|
|
t; < Encode(m;) + v; mod w for i € [3] |
e;, — Dti+wZ7L,s for i € [3] :
b; « a;s + e; for i € [3] i

|

|

return c¢ < (b1, bz, bs)

return c

Figure 5.5: Encryption scheme LARA written as an oracle-simple encryption scheme.

Theorem 5.1.7. Assuming the post-quantum hardness of the ILRPC problem (cf. Prob-
lem 2.6.10) and the IRSR problem (cf. Problem 2.6.9), the code-based encryption scheme
ROLLO-II, described in Figure 2.30, is pqIND-CPA -secure.

Proof. The classical IND-CPA security proof of ROLLO-II, given in [ABD " 19], uses games
Go, G1, Ga, Gs. Except for the first game Gg, we only state the change to its predecessor.

Game Gq: This is the game INDCPA instantiated with ROLLO-II.
Game G;: In this game the vector h (the public key) is sampled randomly.
Game Gy: The value y is sampled randomly, independent of H.

Game G3: The value ¢; is sampled randomly.

The game hop between G; and Go is a Type-1I game hop, while all other game hops are
Type-1 game hops. The classical proof reduces the ILRPC problem (cf. Problem 2.6.10)
to distinguishing games Gy and G; (Type-I) and the IRSR problem (cf. Problem 2.6.9)
to the probability of querying the random oracle on E = Supp(e;, e3) and thereby also to
distinguishing games G; and Gy (Type-II). The game hop between Gy and Gz (Type-I) is
bound by the problem of distinguishing between a one-time pad encryption and a random
ciphertext. Since all these problems are assumed to be hard even for quantum adversaries,
Theorem 5.1.6 proves the claim. O

Lattice-based Public Key Encryption Scheme LARA

In Figure 5.5 we show that LARA is an oracle-simple public key encryption scheme which
allows to apply our lifting theorem. The security proof of LARA is based on the LWE
problem, precisely, on some variants of it. Assuming these problems to be hard for quan-
tum adversaries, the following theorem shows the pqIND-CPA security of LARA.

Theorem 5.1.8. Assuming the post-quantum hardness of the DLWE problem (cf. Prob-
lem 2.6.7) and the LWE problem (cf. Problem 2.6.6), the lattice-based encryption scheme
LARA, described in Figure 5.5, is pqIND-CPA -secure.
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Proof. The classical IND-CPA security proof of LARA, given in [Banl9], uses games
Go, G1, Go, Gz, G4. Except for game Gg, we only state the change to its predecessor.

Game Gq: This is the INDCPA game instantiated with LARA.

Game Gi: In this game the polynomial a3 is sampled randomly.

Game Gs: The vectors vy, ve, vs, d are sampled randomly, independent of H.
Game G3: The polynomials e; are sampled according to the distribution Dz .
Game G4: The polynomials b; are sampled randomly.

The game hop between G; and G is a Type-II game hop, while all other game hops are
Type-I game hops. The classical proof reduces the DLWE problem (cf. Problem 2.6.7),
with a different number of samples, to distinguishing games Type-I game hops. The
Type-II game hop is bound by the low-bit-LWE (IbLWE) problem which, in turn, is
bound by the hardness of the LWE problem (cf. Problem 2.6.6). Thus, we can apply
Theorem 5.1.6 which proves the claim. O

5.2 Post-Quantum Security of SLAE

In this section we show that the AEAD scheme SLAE, developed in Section 3.2, is post-
quantum secure. In Section 5.2.1 we show that the post-quantum security boils down to
the post-quantum security of the underlying components SLFUNC, SPRG, and SVHASH.
Subsequently, we show in Section 5.2.2, Section 5.2.3, and Section 5.2.4 that SLFUNC,
SPRG, and SVHASH, respectively, are post-quantum secure.

5.2.1 Security of SLAE

For SLAE, we target the two security notions pqIND-CPA (in the Left-or-Right sense)
and INT-CTXT against quantum adversaries. Recall from Section 2.2.3, that these two
notions together are equivalent to the combined security notion of AE.

In this section we show that the pqIND-CPA and INT-CTXT security of the authenti-
cated encryption scheme SLAE against quantum adversaries follows from the post-quantum
security of the underlying primitives SLFUNC, SPRG, and SVHASH. For this we first show
that the security of SLFUNC and SPRG yields the pqIND-CPA security of SLENC, which,
in turn, yields pqIND-CPA and INT-CTXT security of SLAE. We then show that the
security of SLFUNC and SVHASH yields the SUF-CMA security of SLMAC which directly
yields INT-CTXT security of SLAE.

paIND-CPA Security of SLAE. The pqIND-CPA security follows from SLFUNC and
SPRG being a secure PRF and PRG, respectively. Theorem 5.2.1 first shows that SLFUNC
and SPRG being a secure PRF and secure PRG, respectively, yield pqIND-CPA security of
the symmetric encryption scheme SLENC. Theorem 5.2.2 then establishes the pqIND-CPA
security of SLAE based on the pqIND-CPA security of SLENC.
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Theorem 5.2.1. Let SLFUNC be a pseudorandom function and SPRG a pseudorandom
generator. Let further SLENC be the symmetric key encryption scheme constructed from
SLFUNC and SPRG as shown in Figure 8.9. For any quantum adversary A against the
paIND-CPA security, making qenc queries to its encryption oracle, there exist adversaries
Apre and Aprg against SLFUNC and SPRG, respectively, such that

INDCPA
AdvET T (A) <2 AdVETwo(Apf) + 20 AdVET R, (Aprg)

Proof. The proof proceeds in two game hops. The first game hop replaces the function
SLFUNC by a random function which can be straightforwardly bound by the PRF advan-
tage of SLE'UNC. More precisely, Apf uses its own oracle for everything related to SLFUNC
while simulating SPRG using (classical) queries to the random oracle p. All (quantum)
queries by A to p are simply forwarded by A, as are the responses back to A.

The second game hop replaces the output of SPRG by a random output. A standard
hybrid argument [FM21] shows that this can be bound by the security of SPRG. The
reduction A,g picks a random query of A to its encryption oracle, where it uses its own
input (either the output of SPRG or a random bit string) to encrypt the message. Prior
queries are answered by XORing random bit string to the message while subsequent queries
are answered by simulating SPRG using (classical) queries to p. All (quantum) queries
by A to p are simply forwarded by Aprg, as are the responses back to A.

The resulting game yields identically distributed ciphertexts, irrespectively of the mes-
sage. The factor 2 accounts for doing the game hops for both cases b=0and b=1. O

Theorem 5.2.2. Let SLENC be the symmetric key encryption scheme and SLMAC be a
MAC. Further, let SLAE be the authenticated encryption scheme constructed from SLENC
and SLMAC as shown in Figure 3.9. For any quantum adversary A against the pqIND-CPA
security, making qenc queries to its encryption oracle, there exists an adversary Ase, such
that

AdvEILP A (A) < AdvETRCT™ (Ase)
Proof. The proof proceeds by a simple reduction. In more detail, the reduction Aee picks
a key for the MAC SLMAC. For every query to the encryption oracle by A, As. invokes
its own encryption oracle and locally computes the tag of the ciphertext using (classical)
queries to p before sending both the ciphertext and the tag back to A. Every (quantum)
query by A to p is simply forwarded by Ase. O

INT-CTXT Security of SLAE. The INT-CTXT security follows from SLFUNC being a
secure PRF and SVHASH being a collision-resistant hash function. In Theorem 5.2.3, we
show that both yield a SUF-CMA-secure MAC SLMAcC. Subsequently, Theorem 5.2.4
shows that the SUF-CMA security of SLMAC ensures INT-CTXT security of SLAE.

Theorem 5.2.3. Let SLFUNC be a function and SVHASH a hash function. Let further
SLMAC be the MAC constructed from SLFUNC and SVHASH as shown in Figure 3.9. For
any quantum adversary A against the SUF-CMA security, making qr queries to its tagging
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oracle and qr to its forge oracle, there exist adversaries Aps and Apash against SLEUNC
and SVHASH, respectively, such that

Advggﬁg\cﬂﬁ‘ (A) < AdVEIIj{F":UNC (Aprf) + Advg\SHASH (Anash) + 37}; .
Proof. We assume that all messages queried by A result in different hash values, otherwise,
we obtain a simple reduction Apssh from the collision resistance of SVHASH.

Then the proof proceeds by a game hop in which SLFUNC is replaced by a random
function. The reduction Aps will invoke its own function to simulate the tagging and
verification of SLMAC and (classical) queries to p to evaluate SVHASH. Every (quantum)
query to p by A is simply forwarded by Apy.

The resulting game is bound by a simple counting argument that A predicts the output
of a random function. O

Theorem 5.2.4. Let SLENC be the symmetric key encryption scheme and SLMAC be a
MAC. Let further SLAE be the authenticated encryption scheme constructed from SLENC
and SLMAC as shown in Figure 3.9. For any quantum adversary A against the INT-CTXT
security, making qg queries to its encryption oracle and qr queries to its forge oracle, there
exists an adversary Amac, such that

Adv§ 5T (A) < AdVENE (Amac) -

Proof. The reduction Amac picks a key for the symmetric key encryption scheme SLENC.
For every query to the encryption oracle by A, Amac locally computes the ciphertext using
(classical) queries to p and obtains the tag using its own tagging oracle. Then, it sends
the ciphertext and the tag back to A. For every forgery attempt by A, Amac queries the
ciphertext and the tag as its own forgery attempt. If the tag verifies correctly, Amac locally
decrypts the ciphertext using the sampled key and (classical) queries to p and sends the
message back to A, otherwise, i.e., if the tag was invalid, Amnac simply returns L to A.
Every (quantum) query by A to p is simply forwarded by Ase. O

5.2.2 Security of SLFUNC

The sponge-based pseudorandom function SLFUNC is illustrated in Figure 5.6%7, while the
pseudocode can be found in Figure 3.10. The function initialises the state of the sponge
with the key and then absorbs the input, in case of SLAE the nonce N, r bits at a time.
After the nonce has been absorbed, the output is obtained by applying the transformation
p a final time and outputting the state. Note that the function outputs the full state rather
than squeezing it r-bit at a time over several rounds. That is also the reason why p is
required to be a random transformation rather than a random permutation. Otherwise, an
adversary could simply undo the transformation from the output by applying the inverse
permutation. The theorem below gives a bound on distinguishing SLFUNC from a random
function when having superposition access to the underlying random oracle p. The proof
utilises the O2H lemma (cf. Lemma 2.6.1).

2TThe figure is identical to Figure 3.11 in Chapter 3, we display it here again for convenience. The same
holds for Figure 5.7 and Figure 5.8.
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Figure 5.6: Visualisation of the sponge-based function SLFUNC.

Theorem 5.2.5. Let F = SLFUNC be the function displayed in Figure 5.6. Then, for
any quantum adversary A, making qr (classical) queries to SLFUNC and q, (quantum)
queries to p, it holds that
PRF qr 2"
Advg poye (A) < 9¢ +2q on
Proof. Let [ = [ﬂ be the number of absorption steps and we assume for simplicity that
v is a multiple of the rate. We further recursively define sets ); as

Yo ={K}
Yi=A{R| lp(z)]c| R €{0,1}",x € Y1}

for all ¢ € {0,...,1}, i.e., ); is the set of all possible values that can occur as input to
the " call to p while evaluating F(K,-). It follows that |);| = 2" and, in particular,
|V)| = 2" = 2”. Note that every input N defines a sequence of states Yy, Y1,...,Y; that
occur while evaluating the sponge. For an input N, let Y;[N] denote the state Y; for this
particular input, e.g., Y1[N] = ([p(K)]" & N1) || |p(K)]c, where N = Ny || ... || N; with
|N;| = r. In particular, for every input N it holds that Yy[N] = K.

We want to bound the following difference

AdngREEUNC(A) = ‘KIZ;HIC[A}-(KW)W = 1] - ]—‘*fsryx [.A]:*(')’p = 1]’ .

In order to do this, we define the oracle p*, where p*(Y;[N]) = F*(N) for all Y;[N] € )
and p*(x) = p(z) else. That is, oracle p* is reprogrammed on all final input states Y;[N]
to output the output of the random function F* on input N. Then it holds that

AdvERE (A):‘ Pr [ATEDP =)~ Pr [Af“')ﬁ;»u‘

SLFuNc Ke$ K Fres Y
< ‘ Pr [ATEI)r =) — pr [ATOF = 1]’
K« K Fres YX
+| Pr AT =1 - pPr [ATOr o 1]' .
F*¢$ yX F*es yX

For the first difference on the right-hand, the oracles are consistent in both cases. However,
if the adversary finds a collision on the final input to p for SLFUNC(K, -), more precisely,
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two inputs N and N’ such that [N]"~" # [N']*"" and Y;[N] = Y;[N'], then these two input
will result in the same output for F and (most likely) different outputs for F*. Bounding
the probability of finding such a collision is a counting argument over the number of queries
to the function and it follows that

‘ Pr [ATE)r =) - pr [ATOF = 1]’ <47
K«s$ K Fres YX 9c

For the second difference, we can apply the O2H lemma (cf. Lemma 2.6.1) which yields

1O =) - F()p =y
f*fsryx[A = 1] f*gryX[A = 1}’ < 2qp\/Pr[x € V| BF O = a].

Recall that B7 () simply runs A% “()¢ and outputs the measurement outcome of a ran-
domly chosen query to p. However, A has no information about the set ), hence, we
conclude with

F* () |yl| 2t 2v
2qp Prlz € Y| B vP:>:c]§2qp 27§2Qp QjSQQp on

Collecting everything yields

: (- qF [2Y
Advg]'?FFUNC(A) = ‘KgK[AF(K N 1] — pf;yx[““? OF N 1]’ < ? 124, =

This concludes the proof. O

5.2.3 Security of SPRrRG

In this section we show that the sponge-based pseudorandom generator SPRG is secure
against adversaries having superposition access to the underlying random oracle p. The
PRG SPRrg is displayed in Figure 5.7 and the respective pseudocode is given in Figure 3.10.
The construction deviates from more common constructions for pseudorandom generators
since it initialises the state of the sponge with the seed rather than absorbing it. The
output is then generated by squeezing r bits at each iteration of the sponge. Similar to
the previous section, the proof relies on the O2H lemma.

Z1 Zs Z3 Zy Z11 7
Ll nl aal 1Tl
z S1 p Sy p S3 Pl Sy Si—1 |p| S

Figure 5.7: Visualisation of the sponge-based pseudorandom generator SPRG.
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Theorem 5.2.6. Let SPRG be the pseudorandom generator displayed in Figure 5.7. Then
for any quantum adversary A, making q (quantum) queries to p, and receiving an input
of length u it holds that

2lq
AVERS,(4) < L.

where | = [%] is the number of squeezing steps to obtain the required output length .

Proof. We assume, for sake of simplicity, that p is a multiple of r. For a seed z, let
S1,59,...,5; denote the sequence of states that occur during evaluation of the sponge,
i.e., S; = p~1(2), where p’ corresponds to i consecutive evaluations of p. We want to
bound the following difference

AAVERS(A) = | PrIA(Z) =1 - Pr [A(R) =1

where Z = Zy || -+ || Zi = SPRG(z,Ir), i.e., obtaining an output of length Ir using
SPRG on seed z and R = Ry || --- || Ry, such that |Z;| = |R;| = r. We write Ry, j for
Ri || -+ || Rj, the same for Z. In particular, Rj; ; for i > j equals the empty string. We
obtain

AdvESS,(A) = [Pr[A°(Zpy)) = 1] — Pr[A”(Ryy) = 1]|
l
< S |PrlA? (R || Zig) = 1] = PrlA(Rpy g || Zipan) = 1] -
=1

We start with the first difference, that, after simple rewriting, is,
Pr[A?(Z1 || Zpp) = 1] = Pr[A”(Ry || Zjpy) = 1]]

< |PrA(Zy | Zpg) = 1] = Pr{A” (R | Zipg) = 1]]

o+ |PHLA” (By | Zsg) = 1] = PrA(Ry || Zag) = 1])

where p!'(Ry || [S1]c) = S2. Then, it holds that the first difference above is 0, as the
relation between R; and p' is the same as between Z; and p, and we merely need to
bound the second difference, which only differs in the random oracle (p and p') at input
Ry || |S1]e. Let St ={R1 || [S1]c}, then we can apply the O2H lemma (cf. Lemma 2.6.1)
to obtain

PrlA”' (R | Zz) = 1) = PrlA(Ry || Zpg) = 1)

< 2q\/Pr[x € S1|BP(R; | Z[Q,l]) = ]

While A knows Ry, it has no information about |Si].. Note that Z;, for i > 1, provides
no information about &1 due to p being one-way in the random oracle model. This yields

[51] <1
2¢ T 2¢

Prlx € 81| B (Ri || Zjpy) = a] <
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The same argument applies to the other differences, where more and more r-bit blocks of
A’s input are replaced with R;. More precisely, we obtain

|Pr[A°(Rpy 1) || Zigy) = 1] = PrlAP(Rp g || Zjsay) = 1

< 2q\/Prlz € Si| BBy | Zigsr) = ]
2q

<

= Ve

where S; = {R; || | Si]c}. Collecting everything then yields

AdVEERG(A) = [PrlA(Zpyyv) = 1] = Pr[A(Ryy, ) = 1]

l
< Pr[AP(Rp iy || Zig) = 1] = Pr[A?(Rpy g || Zjia ) = 1]
i=1

l
<329\ /Prlz € S| B(Bpy || Zisg) = 2]
=1

This concludes the proof. ]

5.2.4 Security of SVHASH

In this section we analyse the security of SVHASH against adversaries having superposition
access to the underlying random oracle p. We display SVHASH in Figure 5.8 while its
respective pseudocode can be found in Figure 3.10. Observe that in order to compute a
hash digest, the internal state is initialised to an evaluation of the random transformation
of a bit string of length n containing only zeros. Afterwards, the padded associated
data and padded ciphertext are absorbed block-wise. To separate the boundary between
associated data and ciphertext, the bit string 1 || 07! is XORed to the inner state S as
soon as the associated data has been absorbed. Observe that the domain separation can
be viewed as a sponge construction with a rate increased by one bit. In this sense, an
adversary A against SVHASH with rate r» and capacity ¢ can be viewed as an adversary
against the plain sponge-based hash function with rate r + 1 and capacity ¢ — 1, where
A guarantees that the (r 4 1) bit of each input block is 0 except for the block which
corresponds to absorbing the first ciphertext block. Hence, a bound for the plain sponge-
based hash function directly yields a bound for SVHASH by accounting for the one-bit loss
in the capacity.

Theorem 5.2.7. Let SVHASH be the hash function as displayed in Figure 5.8. Then, for
any quantum adversary A making q (quantum) queries to p, it holds that

AdV(S:VRHASH(A) < Ve +1l-ea+e3,
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N Ay A, Ch Cs Cy H
| | | | | |
0" — & e > @ — & — ® o @
p p p p p p
IV U @ —
[
1”0071

Figure 5.8: Visualisation of the sponge-based hash function SVHASH.

where €1 < (q;;lf, e < ¢ <76,2t§%4) + 7 Lq;c P and 3 < ¢ (5;153214) + 76 3(2%;42)3
with non-zero constants 6 and &' as well as | = [ﬂ where p is the length of the (padded)
message.

Proof. The above collision resistance bound can be obtained from a combination of results
from Czajkowski et al. [CBH " 17] and Unruh [Unr15a] with a slight modification that stems
from the way SVHASH is constructed. Observe that the small modification is due to the
interpretation that we consider a sponge-based hash function with the capacity being
reduced by one bit and hence the rate being increased by one bit. We take care of this
one-bit loss when applying the following results.

A crucial property in the realm of hash functions in the post-quantum setting is called
the collapsing property which is a strengthening of collision resistance and Unruh has
showed in [Unrl5a, Unr16] that if a hash function is collapsing then this also implies that it
is quantum collision-resistant. Additionally, Czajkowski et al. [CBH 17, CBH 18] showed
that if the underlying function of the sponge construction is a random transformation then
the sponge construction is collapsing. Being equipped with their result, we can derive the
required bound for our setting.

We follow the proof strategy by Czajkowski et al. [CBH 17, Theorem 33] to show that
the sponge construction is collapsing. This requires to show that the inner state S is
collapsing in the absorbing phase while the outer state S is collapsing in the squeezing
phase and that there are no zero-preimages in the inner state S. Then using [Unrlba,
Lemma 25| provides us with the implication that the sponge construction is then also
collision-resistant. It now remains to apply the above strategy appropriately to derive the
bound.

It holds that [ = [£] and by [CBH 17, Theorem 33], we know that the collapsing
advantage is bounded by /€1 + [ - €2 + €3, where €; corresponds to the probability of
finding zero-preimages, es corresponds to the collapsing advantage of the inner state, and
€3 corresponds to the collapsing advantage of the outer state. By applying [CBH"17,
Lemma 19], we obtain that

(¢+1)?

1> 2074

By a simple combination of [CBH17, Lemma 32] and [Unrl5a, Theorem 38|, we can

170



5.3 Post-Quantum Security of Deterministic Wallets

derive

o +324 3 4)3
Ezgqg(;l)”é i)

and

& + 324 3(q + 4)3
3
€3 =q (2w+1> O\ —urz

where both § and §’ are non-zero constants. Then, by [Unrl5a, Lemma 25|, we have a
tight reduction from collapsing to collision resistance and hence the same bound holds for
the collision resistance of the sponge construction. O

5.3 Post-Quantum Security of Deterministic Wallets

In recent years blockchain technologies received more and more attention. Besides ba-
sic primitives like public key encryption and signature schemes, quantum computers also
threaten the security of blockchain protocols. This led to constructions for blockchain pro-
tocols based on post-quantum hardness assumptions [EZS" 19, ESZ21, TMM21, EEE20].

In this section, we focus on deterministic wallets. Intuitively, these are wallets split into
two entities that are able to derive session keys without communication, thereby increasing
security as the wallet containing the secret key can stay offline unless a transaction is
made. We show that an existing generic construction, proven secure in the ROM, achieves
post-quantum security in the QROM.

5.3.1 Generic Wallet Construction

In this section, we recall the formal definition of a stateful wallet, following [DFL19], and
the security properties that we want to guarantee for such a wallet. A stateful deterministic
wallet scheme consists of two entities, a cold wallet and a hot wallet, that can derive a valid
pair of secret and public keys, respectively, without the need for any interaction among each
other. In more detail, upon initialization of the scheme, the cold wallet generates a master
key pair (mpk, msk) and some initial state information sty and forwards (mpk, stg) to the
hot wallet. After this initial setup, the idea is that an arbitrary number of valid session
key pairs can be generated by using the session public/secret key derivation algorithms
within the respective wallets without further interaction. More precisely, the public key
derivation algorithm takes as input the master public key and the current state to generate
a session public key; the secret key derivation takes as inputs the master secret key and
the current state in order to generate a session secret key. Since both public key and secret
key derivation algorithms are deterministic, and the two wallets share the same current
state, the key derivation algorithms output a valid session key pair. In order to keep track
of which key has been derived with which state, each session key is indexed by a parameter
id, which is given as input into the key derivation procedures. In the following we recall
the definition of a deterministic stateful wallet scheme.
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Definition 5.3.1. A stateful wallet scheme SW is a tuple of five efficient algorithms
(SW.KGen, SW.RandSK, SW.RandPK, SW.Sign, SW.Verify) such that:

e SWKGen: N — P x SKCx ST is the key generation algorithm which takes a security
parameter X\ and returns a keypair consisting of a master public key mpk and a
master secret key msk along with a state st.

e SW.RandSK: SK x ID x ST — SK x ST is the secret key derivation algorithm that
takes a master secret key msk, an identity id, and a state st as input to output a
sesston secret key sk;q and a state st.

e SW.RandPK: PK x ID x ST — PK x ST is the public key derivation algorithm that
takes a master public key mpk, an identity id, and a state st as input to output a
sesston public key pk;q and a state st.

e SW.Sign: SKXPK XM — § is the signing algorithm which takes a session secret key
sk;q, a session public key pk;q, and a message m as input and outputs a signature o.

e SW.Verify: PK x M x S — {0,1} is the verification algorithm that takes a session
public key pk;q, a message m, and a signature o as input and outputs a bit b.

By PK, SK, 8T, ID, M, and S we denote the public key space, secret key space, wallet
state space, identity space, message space, and signature space, respectively. For sake of
simplicity, we assume that the key spaces for master keys and session keys are equal.

Das et al. [DFL19] give a generic construction for a deterministic wallet from a signature
scheme with rerandomizable keys and a random oracle. The construction is displayed in
Figure 5.9.

Correctness of a deterministic wallet scheme requires that verification of a signature
should succeed with overwhelming probability for any pair of matching session keys. It is
formally defined below.

Definition 5.3.2 (Correctness of Stateful Wallets). Let SW be a deterministic wallet
with algorithms (SW.KGen, SW.RandSK, SW.RandPK, SW.Sign, SW.Verify). We define SW to
be correct if for any n € N, any (mpk,msk, sty)) < s SW.KGen(1"), any i € [n], any
idy, ... id, € ID, and any m € M it holds that

Pr[SW.Verify(pk;, m,SW.Sign(sk;, pk;,m)) = 1] > 1 —negl()),
where

(ski, st;) < SW.RandSK(msk,id;, sti—1) ,
(pk;, st;) < SW.RandPK(mpk,id;, st;—1) .

As for security, again following [DFL19], deterministic wallets should provide both un-
linkability and unforgeability. The former ensures that session public keys cannot be linked
to one another, i.e., an adversary cannot tell whether two session public keys are derived
from the same master public key. The latter extend the classical notion of unforgeabil-
ity, i.e., no one without the secret key can produce valid signatures, to the setting of
deterministic wallets. For both notions we give the formal definitions below.
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SW.KGen(1%) SW.RandSK(msk, id, st)
st <s{0,1}* (r, st) < H(st,id)
(mpk, msk) s RSig.KGen(1") skiq < RSig.RandSK(msk,r)
return (mpk, msk, st) return (skiq, st)
SW.Sign(sk, pk, m) SW.RandPK(mpk, id, st)
m' < (m, pk) (r, st) < H(st,id)
o <sRSig.Sign(sk,m’) pkiq < RSig.RandPK(mpk, r)
return o return (pk;q, st)

Sw.Verify(pk,m,o)

m' < (m, pk)
return RSig.Verify(pk,m’, o)
Figure 5.9: Generic construction for a deterministic wallet from a signature scheme with

rerandomizable keys RSig and a random oracle H.

Definition 5.3.3 (W-UNL Security). Let SW be a deterministic wallet and game WUNL
be as defined in Figure 5.10. For any adversary A, its corresponding W-UNL advantage
is defined as

AdviNt(A) = |2 Pr[EUFCMAHRKA = 1] — 1] .
We say that SW is W-UNL secure if for any efficient adversary A it holds that
AdviUNE(A4) < negl()) .
Definition 5.3.4 (W-UNF Security). Let SW be a deterministic wallet and game WUNF

be as defined in Figure 5.11. For any adversary A, its corresponding W-UNF advantage
is defined as

Adv¥UNF(A) = Pr[EUFCMAHRKA = 1].
We say that SW is W-UNF secure if for any efficient adversary A it holds that

AdvUNF(A) < negl(N) .

5.3.2 Security

In this section we show that the generic construction achieves both unlinkability and un-
forgeability against quantum adversaries. Recall that since we are in the post-quantum
setting, the oracles provided by the challenger in the unlinkability game (PK, getState,
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174

Game WUNL oracle PK(id)
b+«s{0,1} (pkiq, st™) < SW.RandPK(mpk, id, st)
(mpk, msk, st) « SW.KGen(1") (skiq, st™) < SW.RandSK(msk, id, st)
id A\IIVaISign,PK(mpk) Kid] + (pkid, skiq)
if (K[id"] # 1) st < st*

return 0 return pkiq

(pk?,., st*) < SW.RandPK(mpk, id*, st)

(sk2,., st*) < SW.RandSK(msk,id*, st)
st «— st* return st

oracle getState()

(mpk, msk, st*) < SW.KGen(1%)
(pkiy., st*) < SW.RandPK(mpk, id*, st*)
(skl;.,st*) < SW.RandSK(msk,id*, st*) if Klid] = 1

Klid"] < (pkly., skly.) return L
b o A\Q/ValSign,PK,getState(mpk pk_bd ) (pkidv Sk’id) A K[Zd]
9 d*
< SW.Si kid,
return (V' = b) 7 ign(skid, m)

oracle WalSign(m, id)

return o

Figure 5.10: Security game WUNL.

Game WUNF oracle PK(id)
S+ (pk;a, st*) « SW.RandPK(mpk, id, st)
(mpk, msk, st) < SW.KGen(1*) (skiq, st*) < SW.RandSK(msk, id, st)
(m*, 0", id") « AVISEnPK (ke sty Klid] < (pkia, skia)
if (K[id*] # 1) st < st”
return 0 return pk;q

(pkid* s Skld*) — K[Zd*}

if (m*,id*) € S oracle WalSign(m, id)

return 0 if K[id]=1
if SW.Verify(pkiq«,m*,0%) =0 return |
return 0 (pkid, skiq) < K[id]
return 1 o < SW.Sign(skiq, m)
S +u (m,id)
return o

Figure 5.11: Security game WUNF.



5.3 Post-Quantum Security of Deterministic Wallets

WalSign) and in the unforgeability game (PK, WalSign) are executed on a classical com-
puter. Hence, also the (quantum) adversary gets only classical access to these oracles.
However, the adversary can use its quantum computing power to access the random ora-
cle in superposition.

The following theorem shows the unlinkability. First, we provide a proof intuition
of Theorem 5.3.5. Let us recall how the unlinkability property is proven in the ROM
(cf. [DFL19]). Note that the wallet public keys are derived from the wallet state, which is
stored within the wallet, hidden from the adversary. The classical adversary can then try
to guess one of the states of the wallet and make a “problematic query” to the random
oracle H on such a state, in order to derive one of the session public keys generated by
the wallet. If the adversary guesses the wallet’s state correctly, it can distinguish a public
key generated by the wallet from a randomly generated one, hence, the adversary will
be able to win the unlinkability game. The classical proof consists of two steps: (1)
showing the probability that the adversary makes the problematic query to the random
oracle, as mentioned above, is negligible, and (2) showing that the adversary has no
advantage in winning the unlinkability game conditioned on the event that it does not
make any problematic query. Finally, note that while this proof uses the stronger notion
of rerandomizable public and secret keys (cf. Definition 2.2.14), it is easy to see that it
also works with our relaxed definition of rerandomizable public keys (cf. Definition 2.2.16).
This is because the unlinkability game requires the adversary to distinguish a public key
generated by the wallet from a randomly generated public key.

Our proof in the QROM follows the same approach, however, the first step requires a
different technique. Recall that the wallet state gets refreshed with every public key query.
In [DFL19], the challenger keeps a list of the states of the wallet scheme—starting from the
initial state till the one obtained during the last public key query. In the analysis a simple
comparison allows to check whether a query by the classical adversary is problematic,
i.e., whether it coincides with one of the states of the wallet. Since the adversary can
access the random oracle H only classically (it can query on exactly one input at a time),
hence the challenger can store all these queries in a list. In the QROM, however, we
cannot keep such a list as the adversary now has quantum computation power, hence, the
adversary can query the random oracle on several, and even all, inputs in superposition.?®
Instead, we consider a game hop which we can bound by the advantage of the adversary
in distinguishing two random oracles, which in turn can be bound using the O2H lemma.
For the resulting game, the same argument as in the classical proof applies, i.e., the
rerandomizable property of the underlying signature schemes ensures that the adversary
has no advantage in winning the game.

Theorem 5.3.5. Let RSig be a signature scheme with rerandomizable public keys (cf. Def-

inition 2.2.16) and H a random oracle. Let further SW be the stateful wallet scheme built
from RSig and H (cf. Figure 5.9). Then, for any quantum adversary A it holds that

AdviiPNE(A) < negl(N) .

Z8We note that, to some extent, the compressed oracle technique by Zhandry [Zhal9a] allows the recording
of superposition queries.
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Proof. Throughout, let A = (A1, .A2) be an adversary which makes ¢ and gpk queries to
its oracles |H) and PK, respectively. To prove the theorem we use the following two games.

Game Gp: This is game WUNL (cf. Figure 5.10) instantiated with SW (cf. Figure 5.9).

Game G;: This is the same as Gp, except that the randomness r and the new state st*,
prior to running Ay, are sampled at random, independent of the random oracle.

A standard reformulation yields

AdviNN(A) = Adv©o(A)

= |2 Pr[Gy' = 1] — 1]

<2 |Pr[Ggt = 1] — Pr[G{' = 1]| + 2 Pr[G{' = 1] — 1

=2 |Pr[Gy! = 1] — Pr[G{! = 1]| + Adv® (4). (5.8)
In both games, the randomness and new state are distributed identical. The only difference
lies in the random oracle. From point of view of A = (A1, Az), the random oracle in game
Gy is |Hsg), i.e., the random oracle that is reprogrammed to random values for every
x € 8, where S contains all pairs of states and IDs prior to running A>. Hence, we can

bound the advantage in distinguishing Gg and G; by the advantage in distinguishing the
random oracles |H) and |Hg, ). Applying the O2H Lemma (cf. Lemma 2.6.1) yields

|Pr(Gy' = 1] — Pr[Gf' = 1]| = ‘Pr[.A'm = 1] — Pr[AlMs~s) = 1]

< 2Q\/Pr[:c €S: BM = a], (5.9)

where B is the adversary specified in Lemma 2.6.1. Observe that while 4 knows all
identities in the set S (they are chosen by A), A has no information about the states in
set S. By querying getState, A, more precisely, A, learns the state, but only after the
challenge public key was generated; by the one-wayness of the random oracle this does not
yield any information about the states in S. Furthermore, we have |S| < gpk + 2 at any
point in time, gpk from A;’s queries and 2 queries from the challenge phase. This yields

< 18l < PKE2

Prjz e S: BM = 2] < ? ST (5.10)
Combining (5.9) and (5.10) yields
‘Pr[Ga4 = 1] — Pr[G' = 1| < ap + 2 < negl(}). (5.11)

2)\

It remains to bound the advantage of A in game Gp, where the same argument from the
classical proof applies. In Gy, the challenge public key pkfd* given to A, is independent of
the random oracle (as the random oracle is not used in G; any more for deriving keys).
Hence, it is irrelevant whether the adversary makes any query (classical or quantum) to
the random oracle. As RSig is a signature scheme with rerandomizable public keys, the
challenge public keys pk?d* and pkild* are identically distributed, which yields

Adv® (A)=0. (5.12)
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Inserting (5.11) and (5.12) into (5.8) yields
Advy!NH(A) < 2negl(N) + 0 < negl()).
This proves the theorem. ]

The following theorem shows that the generic construction is unforgeable in the presence
of quantum attackers. We briefly recap the classical proof in the ROM (cf. [DFL19)),
thereby highlighting the challenge when switching to a quantum adversary. Note again,
that the classical proof in the ROM uses the stronger notion of rerandomizable keys
(cf. Definition 2.2.14) but also holds for the weaker notion of rerandomizable public keys
(cf. Definition 2.2.16). The proof consists of a game hop in which the adversary loses the
game if there is a collision of session keys for different identities. Due to the construction,
this occurs if the random oracle outputs a collision which is bound by a simple counting
argument. The advantage of an adversary in the resulting game is bound by the security of
the underlying signature scheme using a reduction. The crucial part is that the reduction
simulates the random oracle H for the adversary using its oracle Rand from the game
EUFCMAHRK. More precisely, for each query to H by the adversary, the reduction makes
a query to Rand.

Our proof in the QROM follows the same idea, however additionally needs to take care of
the use of the quantum random oracle |H) by the adversary. The first part works exactly
as in [DFL19], since the access to the oracle PK remains classical even for a quantum
adversary. The second part, however, does not work as in [DFL19]. While the adversary
can query the quantum random oracle |H) in superposition, the reduction can query its
oracle Rand only classically as it is provided by its (classical) challenger. By querying |H)
on an equal superposition of all (i.e., exponentially many) inputs, the reduction would need
exponentially many queries to Rand in order to simulate |H) for the adversary. Clearly,
this would render the reduction useless as it would not be efficient. To tackle this issue, we
do an additional game hop in which we switch from a random oracle to an oracle drawn
from a small-range distribution. While this affects the advantage of the adversary only
negligibly, it allows us to construct a reduction which can simulate the quantum random
oracle for the adversary by making, a priori to running the adversary, a polynomial number
of (classical) queries to its oracle Rand.

Theorem 5.3.6. Let RSig be a signature scheme with rerandomizable public keys (cf. Def-
inition 2.2.16) and H a random oracle. Let further SW be the stateful wallet scheme built
from RSig and H (cf. Figure 5.9). Assume that RSig is EUF-CMA-HRK secure. Then,
for any quantum adversary A it holds that

AdvUNF(A) < negl()) .

Proof. Let Go be game WUNF (cf. Figure 5.11) instantiated with SW (cf. Figure 5.9). For
sake of contradiction, we assume that there is an adversary .4 that has non-negligible
advantage e. More precisely, there exists a polynomial p = p(\) such that p(A) > le) and

Adv®(A) =e.
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Let Gy be the slightly different game in which the adversary loses if there occurs a collision
in the session keys, i.e., there exist idy # id; such that KJidy] = K][idi]. To detect the
difference between the games such a collision has to occur. By construction and the
unique key property of RSig, this only happens if there is a collision in the random oracle
outputs during queries to PK. Since A can access PK only classically, the argument from
the classical proof [DFL19] applies which states that such a collision occurs only with
negligible probability. We get

Adv® (A) = e —negl()).

Now consider game Go, where the random oracle H is replaced by an oracle where the
first output (the randomness) is drawn from a small-range distribution using I = 2C¢%p
samples. Here, C is the constant from Lemma 2.6.3, ¢ is the number of random oracle
queries by A, and p is the polynomial defined above. Lemma 2.6.3 states that the adversary

can detect this change with probability at most CTq?’ = Qg‘qffi’,p = %. This yields

Adv®(A) = e — negl(\) — ;p .

In the following we construct an adversary B playing game EUFCMAHRK against RSig
using adversary A playing Go. For simplicity and without loss of generality we assume
that A never makes a query resulting in | and that there are no collisions for the session
keys. Upon receiving a public key pk, it makes [ = 2C¢>p queries to Rand, samples an
initial sate sty < s {0, 1})‘, and runs A on input (mpk = pk,stp). In order to simulate
the random oracle, B uses a small-range function for the first output (the randomness)
using the [ samples obtained from the queries to Rand prior to running A; for the second
output (the wallet state), B uses a 2¢g-wise independent function. When .4 makes a query
id to PK, B computes (r;q, st*), pkiq < RSig.RandPK(pk;rq), sets K[id] < (pkig,Tiq), and
sends pkiq to A. Queries (m,id) to WalSign are processed by first obtaining (pk;q,7iq4) =
K[id] and then computing m’ < (m, pk;q). Subsequently, B queries Sign on (m/,r;q) to
obtain ¢ which it forwards to A. Eventually, A outputs a forgery (m*, o*,id*); B obtains
(pkig«,rig~) = K[id*] and outputs ((m*,pkig+), 0", rig«) as its forgery. It follows that B
perfectly simulates game Gy for A and it remains to argue that B wins whenever A wins.
First, given that (m*,o*,id*) is a valid forgery, it holds that A never queried (m*,id*) to
WalSign and, by construction, B never queried ((m*, pk;q+), riq+) to its oracle Sign. Second,
it holds that 74« € 7 (in game EUFCMAHRK). This follows trivially as .A’s random oracle
is simulated using a small-range distribution using ! samples which B obtains from the
initial [ queries to Rand. Third, validity of the forged signature by A implies validity of
the forged signature by B, precisely

RSig.Verify(pkig, (m™, pkig+),0") = SW.Verify(pk;qg«,m*,0") = 1.
Assuming RSig to be EUF-CMA-HRK secure therefore yields

Adv®2(A) < negl()).
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Now observe that

1 1 1 1

—=—-——<e—— <nmnegl(N),

p p 2p 2p
which yields a contradiction to the initial assumption that € is non-negligible. Thus € is
indeed negligible and it holds that

AdvyPNF(A) = Adv®(A) = € < negl()).

This proves the theorem. ]

5.4 Post-Quantum Security of Yao’s Garbled Circuits

Another important research area is multi-party computation (MPC) [Yao86, GMW&T].
Here, two or more parties jointly evaluate a function on their respective inputs without
revealing anything about the inputs to the other party. However, there is not much
research done considering the post-quantum security of MPC.

In this section, we prove that Yao’s garbled circuits protocol (cf. Section 5.4.1) achieves
post-quantum security if each of the underlying building blocks is replaced with a post-
quantum secure variant. As this seems intuitive, recall that a simple switch to post-
quantum secure building blocks is not always sufficient [Gagl7]. An example for this
is the Fiat-Shamir transformation. Simply constructing a signature scheme based on a
quantum hard problem is not sufficient to achieve security in the QROM.

The classical security proof of Yao’s protocol is due to Lindell and Pinkas [LLP09]. They
showed that a secure OT protocol and a symmetric key encryption scheme, which is secure
under double encryption (a security notion they introduced), are sufficient to prove Yao’s
protocol secure against semi-honest adversaries. Concerning the security under double
encryption, they show that, classically, IND-CPA security implies security under double
encryption. We show that both proofs can be lifted to quantum adversaries. Regarding
the proof for the protocol, this is relatively straightforward, by arguing about the different
steps from the classical proof. As for the security under double encryption, we directly
prove the post-quantum security since the classical proof is merely sketched. Furthermore,
we conduct the proof in the QROM, whereas the classical proof sketch does not consider
random oracles. This is relevant when one wants to use encryption schemes where the
proofs are naturally in the QROM. An obvious example is the sponge-based encryption
scheme SLENC underlying SLAE, developed in Chapter 3.

5.4.1 Description of Yao’s Protocol

Yao’s garbled circuits protocol [Yao82] is a fundamental secure two-party computation
protocol. The protocol consists of two cryptographic primitives: a symmetric key encryp-
tion scheme and an OT protocol. It is executed by two parties, the garbler G and the
evaluator £ with corresponding inputs = and y. At the end of the protocol, both parties
want to obtain F(x,y) for a deterministic function F. At the start of the protocol, both
parties agree on a Boolean circuit that evaluates F.
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The garbler G starts by choosing two keys kY and k} for each wire w; in the circuit,
which represent the possible values 0 and 1. For a gate g;, let [, r, and o denote the indices

of the left input wire, right input wire, and output wire, respectively. Let ko’ (@) denote
the output key for gate j corresponding to the plaintext inputs z and y. Then G generates
the garbled table

co < Enc (k?,Enc <k9, kgj(0’0)>> c1 + Enc <k?,Enc (ki, kgj(o’l)»
¢y < Enc (k:ll,Enc (k‘?, k:gj(l’o)>> c3 < Enc <k‘l1,Enc (k}’ kgj(1’1)>)

for each gate g; in the circuit. Following this, G sends the garbled tables (permuted
using a secret random permutation), called the garbled circuit G(C), along with the keys
corresponding to its input x to €. That is, if its input bit on wire w; is 1 it sends k},
otherwise, it sends k?. Next, £ obliviously receives the keys corresponding to its inputs
from G by executing an OT protocol. For every gate gj, £ knows two out of the four
input keys, which allows to decrypt exactly one entry of the garbled table and yields the
corresponding output key. After evaluating the circuit, £ obtains the keys assigned to the
labels of the output wires of the circuit. In the final step, G sends over a mapping from
the circuit output keys to the actual bit values and £ shares the result with G.

In the description, it is required that £ can decrypt exactly one entry from the garbled
table per gate, which is ensured by the properties elusive and efficiently verifiable range,
defined below, followed by the correctness of Yao’s GC protocol.

Definition 5.4.1 (Elusive and Efficiently Verifiable Range [LP09]). Let SKE be a sym-
metric key encryption scheme with algorithms (Enc,Dec) and define the range of a key as
Range, (k) = {Enc(k, m)}me{o,l}/\'
1. We say that SKE has an elusive range, if for any algorithm A it holds that
Pr[c € Range, (k) | A(1") = ¢] < negl(\),
where the probability is taken over the keys.

2. We say that SKE has an efficiently verifiable range, if there exists a probabilistic
polynomial time machine M such that M (k,c) = 1 if and only if ¢ € Range, (k).

Theorem 5.4.2 (Correctness of Yao’s GC Protocol [LP09]). We assume without loss
of generality that x = x1 || -+ || zp and y = y1 || -+ || yn are two n-bit inputs for a
Boolean circuit C'. Let ki,...,k, be the labels of the circuit-input wires corresponding
to x, and kni1, ..., kon the labels of the circuit-input wires corresponding to y. Assume
that the encryption scheme used to construct the garbled circuit G(C') has an elusive and
efficiently verifiable range. Then, given G(C'), and the strings ki*,... k", kzlﬂ, R
it is possible to compute C(x,y), except with negligible probability.

5.4.2 Protocol Security

In this section, we prove that Yao’s protocol is post-quantum secure against semi-honest
quantum adversaries. Recall that in this setting, the adversary can perform local quan-
tum computations and tries to obtain additional information while genuinely running the
protocol.
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The restriction to local quantum computations is due to the post-quantum setting, in
which only the adversary has quantum power while all other parties, in this case the
protocol partner, remain classical. By restricting the adversary to be semi-honest, we
ensure that it does not deviate from the protocol specification. This models a typical
scenario of an adversary which tries to obtain additional information without being noticed
by the other party. One can think of a computer virus affecting one of the protocol
participants, which tries to remain unnoticed.

The theorem below states the post-quantum security of Yao’s GC protocol given that
both the OT protocol and the encryption scheme are post-quantum secure. Unlike the
other proofs in this thesis which are game-based, the proof by Lindell and Pinkas is
simulation-based [Linl7]. The idea is as follows. A scheme is deemed secure if there exists
a simulator—hence the name simulation-based—which can simulate the view (what they
see as part of the protocol) of the adversary. The crucial part is that the simulator only
gets the input and output of the protocol. In context of Yao’s GC there is a distinction
whether the garbler or the evaluator is corrupted as both have a different view; for the
garbler it is the output of the different OT protocols and the final output of the circuit,
for the evaluator it is the garbled circuit, the keys corresponding to the garbler’s input
and the output of the different OT protocols.

Theorem 5.4.3 (Post-Quantum Security of Yao’s GC Protocol). Let F be a deterministic
function. Suppose that the oblivious transfer protocol is post-quantum secure against semi-
honest adversaries, the encryption scheme is pq-2Enc-secure®’, and the encryption scheme
has an elusive and efficiently verifiable range. Then, the protocol described in Section 5.4.1
securely computes F in the presence of semi-honest quantum adversaries.

Proof. We show that the classical proof by Lindell and Pinkas [[LP09] carries over to the
post-quantum setting. The proof is divided into two cases, one for a semi-honest garbler
and one for a semi-honest evaluator. For each of these, the classical proof constructs a
simulator which simulates the view of the corrupted party solely based on its input and
output. Then the proof is based on a hybrid argument showing that the simulated view
and the real view are computationally indistinguishable. Note that the real view remains
the same when switching to the post-quantum setting, i.e., a quantum adversary. This is
due to the fact that the adversary runs the protocol with an honest classical party. The
mere difference is that the adversary can perform local quantum computation in order to
break the security of the protocol.

Garbler corrupted. The view of the garbler G consists of its view from the OTs and the
message (the circuit output) it obtains from the evaluator £ at the end of the protocol.
Simulator Sg for a corrupted garbler receives as input (z, F(x,y)) and outputs the
view (z,r, SgOT(kgH, kb1, .. ,SgOT(kzgn, ki ), F(z,y)), where 7 is a random tape that Sg
uses to generate the garbled circuit and SgOT(k?L +is kL ;) is the simulator for the i-th OT
execution, which exists by the post-quantum security of the OT protocol.
To prove that the simulated view is computationally indistinguishable from the real

view, the classical proof uses a sequence of hybrid distributions Hy, ..., H,. In hybrid H;,

29We formally define post-quantum security under double encryption (pg-2Enc security) in Definition 5.4.4.
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the first ¢ OT executions are real while the remaining n — ¢ OT executions are simulated.
Lindell and Pinkas show that a distinguisher D for any two consecutive hybrids H;_; and
H,; can be transformed into an adversary A that distinguishes between the real view of
the OT protocol and the simulated one. In our case, D is a quantum algorithm which
entails that A is a quantum as well. Given that the OT protocol is post-quantum secure,
we conclude that the hybrids Hy and H,, are indistinguishable as every consecutive hybrid
H, 1 and H; are indistinguishable. Note that H,, is not yet the real view of the protocol,
since the simulator uses F(z,y) to simulate the message that the evaluator sends to the
garbler at the end of the protocol. More precisely, the simulator always sends the correct
result, while the real protocol execution might result in the garbler sending an incorrect
result. The indistinguishability between the real view and H,, follows from the correctness
of the protocol (cf. Theorem 5.4.2), which states the garbler will not send F(x,y) only
with negligible probability. This holds regardless of the setting and therefore also in the
post-quantum setting. Based on this, we conclude that the real view is indistinguishable
from the output of Sg.

Evaluator corrupted. The view of the evaluator £ consists of a garbled circuit and n
keys, which it receives from the garbler, as well as its view from the OTs.
The simulator Sg for a corrupted evaluator receives as input (y, F(z,y)) and outputs

(y,G(C), k1, ..., kn, SSOT(yl, kns1),--- ,SgoT(yn, kan)), where G(C) is the ‘fake’ garbled cir-
cuit which evaluates to F(z,y) irrespectively of the used keys, ki,...,k, are randomly
sampled keys, and SgoT(yi, kn+i) is the simulator for the i-th OT execution, which exists
by the post-quantum security of the OT protocol.

The same argument as above yields that the output of Sg is computationally indistin-
guishable from Hy, where the OT executions are replaced with the real view, since the OT
protocol is post-quantum secure. The difference between the real view of £ and Hj is that
the latter contains the ‘fake’ garbled circuit é(C’) To show these are computationally
indistinguishable, another sequence of hybrids Hy, ..., H|¢| is introduced, where the first
i gates?” correspond to the ‘fake’ garbled circuit é(C), while the remaining |C| — i gates
correspond to the real garbled circuit G(C). Lindell and Pinkas show that any distin-
guisher D between hybrids H;_; and H; can be transformed into an adversary A against
the security of the encryption scheme. Assuming the encryption scheme to be pg-2Enc
secure then yields that the hybrid can be distinguished only with negligible advantage.

Combined with the result above, this concludes the proof. O

5.4.3 Security against Double Encryption

To securely instantiate Yao’s protocol, an encryption scheme which is secure under double
encryption is required. In the classical setting, Lindell and Pinkas [LLP09] provide a short
sketch that the standard security notion for encryption schemes (IND-CPA) implies secu-
rity under double encryption. In this section, we show that the same argument holds in
the post-quantum setting, i.e., pqIND-CPA security implies post-quantum security under

39Using a topological ordering for the gates in the circuit.
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double encryption (pg-2Enc). Furthermore, we extend the result to the QROM. This al-
lows to cover a wider class of encryption schemes compared to the proof sketch from [LP09]
which does not consider random oracles.

We start by introducing the post-quantum variant of the double encryption security
game in the QROM (cf. Figure 5.12). Similar to the pqgINDCPA game (cf. Figure 5.1), the
adversary has to distinguish between the encryption of messages of its choice. The main
difference is that there are four secret keys involved in the game, from which two are given
to the adversary. As challenge messages, the adversary provides three pairs of messages.
For each pair, one message is encrypted twice using two different keys from which at
least one is unknown to the adversary. The adversary wins the game if it can distinguish
which messages have been encrypted. It is granted access to two learning oracles which
encrypt messages under a combination of a key given by the adversary and one of the
unknown keys. There are two differences between our notion and the (classical) one given
in [LP09]. First, we allow for multiple challenge queries from the adversary while [LP09]
allows merely one. Second, the two known keys are honestly generated by the challenger
and then handed over to the adversary. In [LLP09], the adversary chooses these keys by
itself. Since these keys correspond to the keys that the garbler generates honestly and
obliviously sends to the evaluator, this change in the security notion models the actual
scenario very well. In fact, the proof of Yao’s protocol only requires the adversary to know
two of the keys but not being able to generate them at will.

Definition 5.4.4 (Post-Quantum Security under Double Encryption). Let SKE be a sym-
metric key encryption scheme with algorithms (Enc,Dec) and let the game pq2Enc be de-
fined as in Figure 5.12. Then, for any quantum adversary A its advantage against the
double encryption security is defined as

AdvEPREe(4) = |2 Pr[pg2Enc? = 1] — 1| .

SKE

We say that SKE is pq-2Enc-secure if AdquzEnc(A) is negligible.

SKE

Game pq2Enc oracle Enc(mg, m1) oracle Ency(k, m)
b+s{0,1} parse mo as o || yo || 20 ¢ < Enc(kj,Enc(k,m))
ko, k1, ko, Ky +—s K parse mj asxy | y1 || 21 return c

Vo AEHQEHCmWChH(kO’ k) e Enc(ko, Enc(k], zp))
return (V' = b) ¢s < Enc(k, Enc(ks,yp))  oracle Ency(k,m)

¢s = Enc(ky, Enc(k}, 2)) ¢ + Enc(k,Enc(kj,m))

¢ (c1,¢2,¢c3) return c

return c
oracle H(} a, |z, v))
return Z Qzy |2,y © H(x))

Figure 5.12: Game pq2Enc to define post-quantum security under double encryption.

The theorem below states that pqIND-CPA security implies pq-2Enc security.
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Theorem 5.4.5. Let SKE = (Enc,Dec) be a symmetric key encryption scheme. Then,
for any quantum adversary A against the post-quantum security under double encryption
security of SKE, there exists a quantum adversary A against the pgIND-CPA security of
SKE such that

AdvPPEre(4) < 3 AdvRINPCPA (1) |

SKE SKE

Proof. Intuitively, the game pg2Enc (cf. Figure 5.12) looks very much akin to pqINDCPA,
except that more keys are involved and each challenge query consists of several message
pairs. However, simply reducing the pqIND-CPA advantage of SKE to the winning game
pg2Enc does not work. The issue is that every message part is encrypted using a different
combination of keys. Consider the following reduction which uses the game pqINDCPA
to simulate encryptions under key kj. For every challenge (xo,yo,20), (%1, y1,21), the
adversary forwards (xo, 1) and (zp, 21) to its challenge oracle from the pqINDCPA game
and encrypts the result using ko and k{, which it samples by itself. In order to simulate
the correct challenge oracle for the adversary, it has to encrypt y;, under keys k; and k.
While the reduction knows both keys, it is unaware of the message it has to encrypt, as
this would trivially allow to win the pgINDCPA game.

To circumvent this issue, we introduce another game G (cf. Figure 5.13). In this game,
the second ciphertext part co always contains the encryption of g, irrespectively of the
secret bit b. By removing the issue described above, this allows to transform any adversary
against G into an adversary against pqINDCPA. It remains to bound the advantage in dis-
tinguishing between pq2Enc and G, which, in turn, can also be bound by the pqIND-CPA
security of SKE.

Let A be a quantum adversary against pq2Enc. A simple reformulation yields

AdvPPEe(A) = |2 Pr[pg2Enc! = 1] — 1|
=2 (Pr[pq2EncA = 1] - Pr[G* = 1] + Pr[G* = 1]) — 1
< 2 |Pr[pg2Enc? = 1] — Pr[G* = 1]| + Adv®(A). (5.13)

We start by bounding the advantage in distinguishing pgq2Enc and G. The games are
identical if b = 0 which leads to

|Pr[pq2Enc? = 1] — Pr[G* = 1]| = ‘Pr[AP‘ﬂE“C = 1|b=1-Pr[A°=>1]|b=1]|.

Now we construct a quantum adversary B; playing the pqINDCPA game using A as a
subroutine, where the symmetric key k from game pqINDCPA corresponds to k{, in pq2Enc
and G. It samples three keys ko, k1, and k], and sends the former two to the adversary
A. For every query (k,m) that A makes to Ency, B answers with the ciphertext obtained
by first encrypting m using key k7 and then encrypting the result using key k. For
queries (k,m) to Encg, By locally computes Enc(k,m), invokes its own oracle Enc on it,
and forwards the response to A. For challenge queries (mg,mq), By first parses mg as
xo || yo || zo and mq as 1 || y1 || z1. The ciphertext ¢; is computed locally by encrypting
x1 using keys k] and ko. For the ciphertext cs, B1 encrypts z; using kf, queries its own
oracle Enc on the result, and sets ¢35 to the response. As for co, B1 encrypts both yg and ¥
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using k1, invokes its own challenge oracle LR-Enc on the two ciphertexts, and assigns the
response to co. For each of the above queries, By invokes its own quantum random oracle
whenever the local simulation of the encryption algorithm requires it. Queries ) oy |z, y)
to the quantum random oracle by A are answered by forwarding the query to the quantum
random oracle from game pqINDCPA and sending the response ) a4 |2,y @ H(z)) back
to A. When A outputs a bit ¢/, By simply forwards o’ as its own output.

It is easy to see that By perfectly simulates pq2Enc and G conditioned on b = 1 and
b = 0, respectively, where b is the secret bit from game pqINDCPA. This yields

|Pr[pg2Enc = 1] — Pr[GA = 1]| = ‘Pr[qu2E”C =1|b=1]—-Pr[A® = 1|b=1]
_ ‘Pr[B?qINDCPA = 1]b=1]
— Pr[BRINPCPA = 11b = 0]

= AdvPINDCPA(B) ) (5.14)

Next, we show that any quantum adversary A against G can be transformed into an
adversary B against pqINDCPA. The idea is as follows: B, samples all keys but k] by
itself. Encryptions using key k} are simulated using its own oracles Enc and LR-Enc from
game pqINDCPA while all other encryptions are performed locally.

At the start of the game, B chooses three keys kg, k1, and k& at random and sends kg
and k; to A. Queries (k,m) to Ency can be simulated using only the quantum random
oracle, as By knows both k and k(. Queries (k,m) to Enc; require to first invoke the oracle
Enc on m before encrypting the response using key k, again querying the quantum random
oracle as required by the encryption algorithm. For the challenge queries (mg,m1), Ba
first parses mgo and m; as xo || yo || 20 and x1 || y1 || 21, respectively. Recall that in
G the value y; is never encrypted. Hence, the second ciphertext co is computed locally,
only invoking the quantum random oracle, by encrypting yo using the keys kj and k;.
As for the other challenge messages (xo,x1, 20,21), B2 invokes its own challenge oracle
LR-Enc twice, namely on (xg,x1) and (29, 21). The first response is encrypted using key
ko yielding ¢1, while the second response is encrypted using key k{, yielding cs. Finally,
the ciphertexts are sent back to A. Just as in the first part, queries > ag, |2, y) that A
makes to its quantum random oracle are forwarded to the quantum random oracle from
the pqINDCPA game, as is the response ) oy, |z, y @ H(z)). Whenever A outputs a bit
b', By simply outputs the same bit.

It is easy to see that By perfectly simulates G for A, where the secret key from game
pqINDCPA corresponds to the key k) in G. By forwarding the output of A, we end up
with

AdvS(A) = ‘Pr[AG = 1]b=1] - Pr[A® = 1|b = 0]
— [PrBENOPA = 1 b= 1] - PeBENPPA = 1 = 0

= AdvPINDCPA(B.) | (5.15)

Inserting (5.14) and (5.15) into (5.13); defining A to be the adversary with the higher
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advantage among B; and B, we finally obtain
AdvPPEe(A) < 2 |Pr[pg2Enc? = 1] — Pr[G* = 1]| + Adv®(A)
< 2AdeqINDCPA(Bl) —I-AdeqINDCPA(BQ)
< 3AdquINDCPA(j) )

In particular, pqIND-CPA security implies pg-2Enc security. O
Game G oracle Enc(mg, m1) oracle Enco(k, m)
b+s{0,1} parse mo as 7o || yo || 20 ¢ + Enc(k(,Enc(k,m))
ko, k1, ki, k] s K parse my as 71 || y1 || 21 return c

W o AFCEECGH ) < Enc(ko, Enc(k], zp))
¢y < Enc(kj,Enc(ki,10)) oracle Enci(k,m)

cs + Enc(kg, Enc(k}, 2)) ¢ + Enc(k,Enc(k}, m))

c <+ (c1,c2,c3) return c

return c
oracle H(} " ay |z, y))

return Zam, lz,y @ H(x))

Figure 5.13: Game G used in the proof of Theorem 5.4.5.

Remark. By removing the quantum random oracle from the games pq2Enc and G and
restricting A to be classical, we obtain a classical security proof for the security under
double encryption, yielding essentially the detailed security proof based on the proof sketch
of [LP09].

5.5 Summary and Outlook

In this chapter, we gave positive results regarding the post-quantum security of several
cryptographic primitives.

Our lifting theorem is an important tool towards the IND-CCA security against quantum
adversaries. The typical method to obtain IND-CCA security for public key encryption
schemes is via the FO transformation [FO99, FO13], which was shown to also work in
the post-quantum setting [HHK17]. Application of the post-quantum FO transformation
requires the underlying PKE scheme to be pqIND-CPA secure, which is exactly what our
lifting theorem provides. Different variants of the FO transformation [SXY18, JZCT18,
HKSU20] achieve tighter post-quantum bounds by using an additional property called
disjoint simulatability. An open question is how our lifting theorem relates to this property.

To the best of our knowledge, SLAE is the first sponge-based AEAD scheme that comes
with an explicit proof for its post-quantum security. Since the proof essentially boils
down to the post-quantum security of the sponge-based primitives SLFuNc, SPRG, and
SvHASH, this provides ready-to-use schemes for other scenarios. However, there are some
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open questions. First, the proof uses the basic O2H lemma; better bounds can be achieved
using its newer variants [AHU19, BHH 19, KSS*20] but it has to be checked whether the
additional requirements are met. Second, SLAE and its underlying components are based
on the basic sponge construction; the question is whether it easily translates to other
constructions such as the duplex construction.

We showed that post-quantum secure deterministic wallets can be constructed from sig-
nature schemes with rerandomizable keys. A candidate construction for such a signature
scheme from lattices is given in [ADE"20]. Since the results are based on honestly reran-
domizable keys, a natural question is what happens when considering arbitrarily reran-
domizable keys. Another direction is the extension to threshold primitives [DF90], where
signatures are generated from several key shares instead of a single key. The question is
whether a generic construction also exists in this case. The challenge is that the individual
key shares have to be updated such that they correspond to shares of a randomized key.

We showed that the proof for Yao’s GC easily translates to the post-quantum setting.
As the main result here, we showed that post-quantum security under double encryp-
tion is implied by pqIND-CPA security even in the QROM. This allows, for instance,
to use the encryption scheme SLENC which we proved pqIND-CPA in this chapter as
well. These results are based on the basic version of Yao’s GC. However, there are sev-
eral techniques that allow for more efficient solutions such as point-and-permute [NPS99],
Free-XOR [KS08], garbled row reduction [KMR14, PSSW09, ZRE15]. The exact require-
ments for these techniques are analysed classically in [GLNP18]; lifting these results to
the post-quantum setting allows for more efficient solutions which achieve post-quantum
security.

In the upcoming years, a transition to post-quantum secure cryptography is expected,
in particular, once the standards from the NIST standardization process [NIST17] are
available. On the one hand, this transition includes basic primitives such as public key
encryption (also in the scope of [NIST17]) and authenticated encryption schemes. On the
other hand, it also includes more advanced primitives and cryptographic protocols. To
be confident in these primitives it is crucial to analyse their post-quantum security as we
have done in this chapter.
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CHAPTER 6
QUANTUM SECURITY

In this chapter, we develop a quantum security notion for public key encryption
schemes which allows for a quantum indistinguishability phase. We further
provide positive and megative results for public key encryption schemes with
respect to this notion and initiate the study of classifying public key encryption
schemes in view of applicability of the quantum security notion. The results
are based on [GKS21].
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6.2 Security Analysis for Real-World PKE Schemes . . . . . . . 203
6.3 Classifying Other Public Key Encryption Schemes . . . . . . 212
6.4 Summary and Outlook . . . . . . . ... .. ... ... ... 216

The scope of this chapter is on the quantum security of cryptographic primitives. This set-
ting assumes that both the adversary and the challenger have quantum computing power
and is sometimes referred to as superposition-attack security [DFNS14], QS2 [Gagl7], or
Q2 [KLLN16b]. Quantum security grants the adversary superposition access to challenger-
provided oracles, hereby opening new attack vectors. This is in sharp contrast to the set-
ting of post-quantum cryptography where superposition access is only given to a random
oracle while other oracles are restricted to be accessed classically. Note that, for PKE
schemes, the adversary can locally encrypt a superposition of messages as it knows the
public key. This is also the reason why the adversary gets no explicit encryption oracle
for the CPA phase: such an oracle does not provide any additional information.3!

31 An exception are resetting attacks, considered in Chapter 4. However, this oracle only reflects the
ability to obtain ciphertexts using the particular randomness; the adversary can locally encrypt using
any randomness of its choice.
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Defining security against quantum adversaries with superposition access to challenger-
provided oracles requires some motivation. In the case of random oracles, superposition
access has become standard [BDF " 11]—even in the post-quantum setting—as they model
local computing power of the adversary. In other cases, for instance those considered
in [KM12, AR17, KLLN16a], superposition access to keyed cryptographic primitives might
look like an artificial extension of the theory.

However, quantum security extends quantum properties to types of attack scenarios not
covered in post-quantum security, and at the same time bridges certain security notions
from the classical realm to schemes which are meant to run natively on a quantum com-
puter. Some of the reasons why quantum security notions are important to consider are
explained in detail in [Gagl7]. They basically boil down to five points.

1. To ensure that quantum-resistant classical schemes retain their security even if exe-
cuted on a quantum computer, possibly in complex environments or protocols where
composition should be taken into account.

2. To fix security proofs, where the sole post-quantum security of certain underlying
building blocks is not enough to ensure that the whole proof goes through. An
example is the need of quantum-secure pseudorandom functions (qPRF) in order to
simulate a quantum random oracle [Zhal2a], which is a post-quantum concept.

3. To ensure the security of quantum protocols (i.e., meant to run natively on a quan-
tum computer and protect quantum data) when using classical algorithms as building
blocks. For example, [Gagl7] shows how it is possible to build a secure symmet-
ric quantum encryption scheme (falling into the so-called QS3 domain) by using a
quantum-secure symmetric key encryption scheme, but not necessarily a scheme that
is post-quantum secure.

4. To consider cases of code obfuscation; for example creating a quantum-resistant PKE
scheme by hardcoding a symmetric key into an obfuscated encryption program, a
technique known as white-boxing [CEJv03], which is then distributed as a public
key.

5. To cover cases of exotic quantum attacks. These include, for instance, quantum
fault injection attacks, where a classical device is subject to controlled and artificial
physical conditions that induce full or partial quantum behaviour of its hardware
(tricking a classical device into being quantum, like in the “frozen smart-card attack”
presented in [GHS16]); or cases where a quantum computer is used to run a classical
algorithm, but an adversary manages to intercept the intermediate result of the
computation before the final measurement meant to produce a classical outcome.

Boneh and Zhandry [BZ13b] initiated the study of quantum security for cryptographic
primitives. For signature schemes, they give a security definition that allows the adversary
to query the signing oracle on a superposition of messages. For public and symmetric
key encryption (PKE and SKE) schemes, on the other hand, they prove that simply
allowing the adversary to query a superposition of messages as challenge in a natural way,
i.e., giving access to the type-1 unitary similar to the QROM, leads to an unachievable
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security notion, called fully-quantum indistinguishability under chosen plaintext attack
(fqIND-CPA). Unachievability stems from entanglement between the plaintext register
and the ciphertext register. Boneh and Zhandry show how to exploit this entanglement
to break the fqIND-CPA security notion irrespectively of the used encryption scheme.
To resolve the problem, they propose another security notion (IND-qCPA), which allows
the adversary superposition queries in the CPA phase while the challenge messages in
the IND phase are restricted to be classical. This notion coincides with the traditional
post-quantum security notion for PKE as the adversary can simulate the encryption in
superposition, using its local computing power and the public key. For SKE, on the other
hand, this yields a notion of quantum security—although the restriction to a classical
challenge in this case is clearly a shortcoming.

Gagliardoni et al. [GHS16] overcame this shortcoming for symmetric key encryption
schemes by showing how to model a quantum challenge query, while keeping the resulting
security notion (qIND-qCPA) still achievable, yet stronger than IND-qCPA. At the heart
of their idea lies the use of type-2 operators3? rather than type-1 operators when encrypt-
ing the challenge messages of the adversary. Type-1 operators are the canonical way of
implementing a classical function F on a quantum superposition of input, by mapping
the state |z,y) to |x,y @ F(x)), thereby ensuring reversibility for any function F which is
mandatory for any non-measurement quantum operation [NC16]. An important property
of type-1 operators is that they create entanglement between the input and output regis-
ters, which Boneh and Zhandry exploit to show that fqIND-CPA security is unachievable.
In contrast to these operators, type-2 operators work directly on the input register, i.e.,
they map the state |z) to |F(x)). Only reversible functions, for instance permutations, can
be implemented as type-2 operators, while it is impossible to compute, say, an arbitrary
one-way function through a type-2 operator. Gagliardoni et al. [GHS16] observe that SKE
schemes act as permutations between the plaintext space and the ciphertext space, which
allows to implement the encryption algorithm as a type-2 operator. This observation, in
turn, allows to build a solid framework for quantum security in the case of SKE.

Besides these, there are several works on quantum security notions for cryptographic
primitives [BZ13b, BZ13a, GHS16, GYZ17, AMRS20, MS16, CEV20, DDKA21]. Yet there
is a clear gap when it comes to quantum security notion for public key encryption schemes,
as no notion with a quantum indistinguishability phase exists. Here, we close this gap and
simultaneously raise several questions for further research in the area of quantum security
notions which stem from our results.

Contribution

In this chapter, we present a novel quantum security notion for PKE, provide both achiev-
ability results and separation results to the post-quantum security notion for many real-
world schemes, and give a general classification of PKE with respect to our security notion.

Our core focus is to extend the results from [GHS16] to the public key scenario. We
first formalise the theory of type-2 encryption operators for PKE. For perfectly correct
schemes (i.e., schemes which do not suffer from the possibility of decryption failures) we

32 Also called minimal oracles in [KKVB02].
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define the type-2 operator to preserve a randomness register in input and output. Even
if such an approach might look strange at first glance, we show that this is the most
natural way of defining type-2 operators for PKE schemes. As a next step, we identify a
class of PKE schemes—which we call recoverable—where decryption failures can always
be avoided given knowledge of the randomness used during encryption, regardless of the
actual failure probability of the decryption algorithm. We observe that most real-world
partially correct PKE schemes, including many quantum-resistant NIST candidates, are
actually of this type. Then, for schemes that are perfectly correct or recoverable, we show
how to efficiently construct the type-2 encryption operator. Moreover, we show that for
recoverable schemes, this can be done by knowledge of the public key only. This implies,
surprisingly, that the adversary can efficiently implement this type-2 operator already
in the post-quantum model. This observation marks a substantial difference from the
symmetric key case, where the need for type-2 operators is dictated by necessity in order
to cover exotic attack models.

Using the theory of type-2 operators developed so far, we give a novel quantum security
notion for PKE, that we call quantum indistinguishability under quantum chosen plaintext
attack (qIND-qCPA). For a new security notion to be meaningful, two properties are
required: first, it has to be achievable, and, second, it has to differ from existing security
notions.

We analyse several real-world PKE schemes in respect to our new qIND-qCPA security
notion. We show that the canonical LWE-based PKE scheme [Reg05, Reg09] can be
attacked for certain parameters. Moving on to code-based schemes, we observe that some
schemes encrypt the message using a one-time pad operation which enables an attack.
As a concrete example we show that the code-based scheme ROLLO-II [ABD"19] is not
qIND-qCPA secure.

However, in practice, most real-world PKE schemes (including the NIST submissions)
are used as Key Encapsulation Mechanisms (KEMSs) in combination with an SKE scheme,
yielding a hybrid PKE-SKE construction. Looking at this canonical hybrid construc-
tion then, we show that its qIND-qCPA security mainly depends on the underlying SKE
scheme, while the PKE scheme only needs to be secure in the post-quantum sense. Hence,
even the code-based PKE scheme ROLLO-II, which as a stand-alone PKE scheme is
not qIND-qCPA-secure, can be used to achieve qIND-qCPA security if combined with a
qIND-qCPA-secure SKE scheme via the hybrid construction, which is the default way of
using it in practice.

We additionally discuss the difficulty of defining type-2 operators—and our related
quantum security notion (qIND-qCPA)—for arbitrary schemes that are neither perfectly
correct nor recoverable. For this, we study the problem of their general classification and
we identify a class of schemes, that we call isometric, that allow to overcome such difficulty.
Furthermore, we provide constructions and separation results.

Our results are based on the usage of type-2 operators. This kind of quantum operations
is poorly studied in the quantum computing realm, and might therefore look artificial for
cryptographic use. We make an effort to expand in a detailed way the formalisation of
such operators which, we stress, are only given for functions that are inherently invertible.
It is assumed (see for example [GHS16]) that implementing these operators for encryption
schemes usually requires knowledge of the secret key. We do not consider this to be a
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limitation because in the quantum setting, an honest challenger equipped with the secret
key could be allowed to generate particular ciphertext-encoding states which would be
hard to compute for an external party: it is therefore necessary to cover this distinction
in the preparation of ciphertext states, and type-2 operators do just that. Moreover, as
we show in the present work, for many natural PKE schemes, type-2 encryption operators
can actually be efficiently implemented by knowledge of the public key only.

Related Work

The study of quantum security under adversarial queries in superposition can be traced
back to works such as [DFNS14, Wat09, BDF*11], which explore different settings where
this additional adversarial power has an impact on security. However, for the case of
signatures and encryption schemes, the first framework going beyond the traditional post-
quantum paradigm was given in [BZ13b]. This paradigm was further extended in [GHS16]
for symmetric key encryption schemes, and in [AMRS20] for MACs/signatures.

Regarding examples of exotic quantum attacks previously mentioned, it is currently not
known whether any of these are feasible at all, but as noted in [Gagl7]: (1) if they are
feasible, in some cases they do not even require a fully-fledged quantum computer (for
example, in the attack from [GHS16] it would be only necessary to produce and detect
a Hadamard superposition of messages); and (2) it is already known in the literature
that these attacks can be devastating. For example, related-key attacks [RS15], and
superposition attacks against Even-Mansour [KM12, BHN"19], FX construction [BNS19,
LM17], Feistel networks [THM 19, KM10, HS18], block ciphers [ATTU16, AR17], and
HMAC constructions [KLLN16a].

Qualitatively different, but technically very connected to our setting is the fully quan-
tum setting. This security domain encompasses security notions and constructions for
schemes which are natively run on quantum hardware. In the case of fully quantum en-
cryption, these are schemes which are meant to protect quantum, rather than classical
data. It turns out that many of the challenges in this area are shared with our scenario
of quantum security. In the computational security setting, the first security notions have
been provided in [BJ15] for the CPA case, and in [ABF"16] for the CCA1 and semantic
security case. These results have been further extended to the CCA2 setting in [AGM18]
for the symmetric case, and in [AGM21] for the public key case.

In concurrent and independent work, Chevalier et al. [CEV20] propose alternative quan-
tum security notions for encryption schemes, following the approach by Mossayebi and
Schack [MS16] for symmetric key encryption schemes. Their notion and the one presented
here are incomparable, as also argued by Carstens et al. [CETU21].

Roadmap

In Section 6.1 we develop the qIND-qCPA security notion which allows for a quantum
indistinguishability phase. Furthermore, we give positive and negative results regarding
the qIND-qCPA security for real-world public key encryption schemes in Section 6.2.
We continue with a general classification of public key encryption schemes regarding the
applicability of the qIND-qCPA notion in Section 6.3 and conclude in Section 6.4 with a
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summary and an outlook for future research.

6.1 Quantum Indistinguishability for PKE Schemes

In this section, we develop the notion qIND-qCPA security for PKE schemes. It extends
the approach from [GHS16] for symmetric key encryption schemes to the public key case,
which gets more complex due to the following reasons:

1. PKE schemes are randomised to achieve ciphertext indistinguishability and adver-
saries must not learn the used randomness, even in the one-time case.

2. when derandomising the encryption procedure and considering the randomness as
additional input, there might be collisions (different randomnesses leading to the
same ciphertext), hence ensuring reversibility of type-2 operators is not straightfor-
ward.

3. many existing schemes, such as lattice- or code-based NIST candidates, suffer from
a small decryption failure probability.

In particular, as we will see, there are two main consequences: (1) the inverse of type-2
encryption operators is not generally a type-2 decryption operator; and (2), most interest-
ingly, many type-2 encryption operators can be built efficiently by using only knowledge of
the public key. The last point is crucial: it shows that in the PKE case, type-2 encryption
operators are much more natural than in the SKE case, and for certain schemes they are
actually already covered in the usual notion of post-quantum security. We further show
that this includes very relevant schemes, such as the canonical LWE-based scheme used
as a blueprint for many NIST submissions. In this section we will do the following:

1. First, we revisit and define formally type-1 operators for PKE, and we show the
difference between type-1 encryption and decryption (cf. Section 6.1.1).

2. We define type-2 encryption operators for perfectly correct PKE schemes, and we
show that they can be efficiently implemented with knowledge of secret and public
key (cf. Section 6.1.2).

3. We define what we call recoverable PKE schemes, i.e., schemes that admit an ef-
ficient procedure to recover the message given randomness, ciphertext and public
key, without the secret key. We show that for such schemes the type-2 encryption
operator can be built by only using the public key, even if the scheme suffers from
decryption failures (cf. Section 6.1.3).

4. We define the qIND-qCPA security notion for any PKE scheme where one can ef-
ficiently build the type-2 encryption operator. This includes in particular perfectly
correct and recoverable schemes (cf. Section 6.1.4).

5. Finally, we discuss an extension of the results to the case of using randomness in
superposition (cf. Section 6.1.5).
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6.1 Quantum Indistinguishability for PKE Schemes

6.1.1 Type-1 Operators for PKE

Recall that, for an arbitrary function F: X — ), the corresponding type-1 operator is the
“canonical” way of computing f on a superposition of input through the unitary operator
Ur: Hx @9y — Hx @9y defined by: Ur: |z,y) — |2,y ® F(z)). Realising Ur is always
efficient if F is efficiently computable [NC16].

Traditionally, when looking at (deterministic) encryption schemes, the type-1 operator
for encryption has been defined as

UEnc: ’may> = ’mvy @Enc(m» .

This is the approach used in [BZ13b, GHS16, MS16]. However, in our case of PKE
schemes (which are generally randomised), we have to consider that encryption can be
performed locally by the quantum adversary, who therefore has full control not only on
the randomness used for encryption (i.e., it is necessary to explicitly derandomise the
encryption procedure®?); but also on the public key used (i.e., it is theoretically possible
to compute encryption for a superposition of different public keys). Therefore, the most
general definition of a type-1 encryption operator would look like

UEnc: ‘Pkﬂ'a m7y> = ‘pkvramvy ®Encpk<m;r)> .

We emphasise that this is indeed the most general and correct way to model the local
computational power of a quantum adversary, even in the post-quantum setting. However,
for ease of exposition (and also because it would go beyond the traditional meaning of
ciphertext indistinguishability), in the present work we do not consider superpositions of
public keys, as we assume that the classical public key to be attacked is given to the
adversary at the beginning of the game. Hence, we drop the register containing the public
key and consider it a parameter of the unitary. This leads us to the following definition.

Definition 6.1.1 (Type-1 Encryption for PKE). Let PKE = (KGen, Enc,Dec) be a PKFE
scheme and let (pk, sk) <—s KGen(). The type-1 encryption operator for pk is the unitary
defined by
1
U(n) )

Enc, |71 y) > |r,m,y & Encyr(m;r))

Usually the public key is clear from the context, so we will omit that dependency
and just write UE(IllZ As usual, when there is no ambiguity, we identify the correspond-
ing superoperator acting on mixed states rather than pure states with the same symbol
UE(iZ: DHR QAM R He) = D(HR @ Hm @ He). By letting the randomness be an input,
Definition 6.1.1 allows to encrypt using a superposition of randomnesses, which is fine
in the case of the adversary generating ciphertexts himself. Note also that the case of
different randomnesses for each message in superposition can be realised by using a single
classical randomness and a quantum-secure pseudorandom function [Zhal2a], as shown
by Boneh and Zhandry [BZ13b].

The type-1 decryption operator is defined analogously to Definition 6.1.1, but with an
important difference: the decryption algorithm does not take the randomness used for
encryption as input.

33This is implicitly considered in [BZ13b, GHS16, MS16], but not explicitly formalised.
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Definition 6.1.2 (Type-1 Decryption for PKE). Let PKE = (KGen, Enc,Dec) be a PKE
scheme and let (pk,sk) <—sKGen(). The type-1 decryption operator for sk is the unitary
defined by

vl e, z) — |c, z @ Decgi(c)) -

Decgg *

As usual we denote it by Uéiz, leaving the secret key understood, and when there is no

ambiguity with the same symbol we denote the superoperator acting on mixed states also
by Upet: D(Hc ® D) = DS © H)-

Notice the difference in type-1 encryption and decryption acting on different spaces: this
is not surprising, as it is already known that the adjoint of a type-1 encryption operator is
not, generally, a type-1 decryption operator. Notice also how both operators are efficiently
computable, because Enc and Dec are efficient algorithms. The difference is that realising
U]gil requires knowledge of the secret key sk, while for realising UE(IllZ
the public key pk.

it is sufficient to know

6.1.2 Type-2 Encryption for PKE

When defining type-2 encryption for PKE schemes, we have to remember that defining
these operators only makes sense for functions which are reversible. If a PKE scheme is
perfectly correct, then encryption is always reversible if seen as a function of the plaintext,
but not necessarily as a function of the randomness. That is because it might be the case
that for a given message different randomnesses lead to the same ciphertext. In the context
of security games, message and randomness have very different roles anyway, as one is
generally chosen by the adversary, while the other is generally chosen by the challenger.

Ultimately, we want to define a type of unitary which generalises the case of arbi-
trary permutations from plaintext to ciphertext spaces (the same approach as considered
in [GHS16]). In order to avoid the issue raised by randomness collisions, we will keep
the auxiliary randomness register both in input and output of the circuit. This ensures
reversibility of the operator, because given a certain ciphertext and a certain randomness,
there is only one possible plaintext which was mapped to that ciphertext (otherwise we
would have a decryption failure, and for now we are only considering perfectly correct
schemes). So, if the sizes of the plaintext space and the ciphertext space coincide, i.e.,
there is no ciphertext expansion and thus dim($Hr) = dim($¢), then we can define the
corresponding type-2 encryption operator as

UE(I?Z: |r,m) — |r,Encpr(m; 1)) ,
2)

where, as usual, the public key pk is implicit in the definition of UE(
of the unitary operator in question.

i.e., it is a parameter

In the more general case of message expansion, i.e., dim($Hrq) < dim($¢), we use the
same approach as in [GHS16]: we introduce an auxiliary register in a complementary space
$He—m that ensures reversibility of the operation, and which is initialised to |0 - - - 0) during
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6.1 Quantum Indistinguishability for PKE Schemes

an honest execution to yield a correct encryption.>® So we consider a family of unitary
superoperators of the form

U: D(HR @ Hm @ He—m) = D(Hr @ Hc)
U: Jrym,y)r,m,yl — ¢,

and we define a type-2 encryption operator to be any arbitrary, efficiently computable
(purified) representative of the above family such that:
U2 |r,m,0---0) — |r,Encyx(m;
Enc: |75 T ) pk m,r)> .
The choice of the particular representative is irrelevant in our exposition as long as it is
efficiently computable and it respects the equation above. However, as already discussed

in [GHS16], it might be the case that realising this operator requires knowledge of the
secret key, not only of the public key. This finally leads to the following.

Definition 6.1.3 (Type-2 Encryption for PKE). Let PKE = (KGen, Enc,Dec) be a perfectly
correct PKE scheme, and let (pk, sk) <—sKGen(). A type-2 encryption operator for PKE is
an efficiently computable unitary in the family defined by

() .

(Encph,sk) t |72 0 0) = |7, Encpr(m; 7))

)

. when there is no ambiguity.

It will be usually denoted by just UE(i

It is always possible to find and efficiently sample and implement at least one valid
representative for Uéﬁi given the secret and public keys, by using a conversion circuit of
type-1 encryption and decryption operators in a similar way as presented in [GHS16]. We

call this the canonical type-2 operator.

Theorem 6.1.4 (Efficient Realisation of Type-2 Encryption). Let PKE be a perfectly
correct PKE scheme with PKE = (KGen, Enc,Dec), and let (pk, sk) <—sKGen(). Then, there
exists an efficient procedure which takes pk and sk as input, and outputs a polynomial-size
quantum circuit realising UE(EZ

Proof. The explicit circuit of the procedure is shown in Figure 6.1. It uses type-1 encryp-
tion and decryption operators as underlying components, which are both efficient with
knowledge of the respective keys. O

Notice that realising this canonical type-2 operator requires knowledge of the secret key,
even if it is just an encryption operator, but that is fine because as previously mentioned
type-2 operators usually require this additional knowledge. We have to make a distinction
between the encryption unitary as defined above—a quantum gate modelling local compu-
tation of encryption by a party with knowledge of the relevant keys—and the encryption

34We denote by $c_a a Hilbert space such that $, ®$He_ a4 is isomorphic to Hc. Notice that the opposite
case, i.e., dim($Hr1) > dim($c), cannot happen because it would lead to collisions on the ciphertexts and
thus introduce decryption failures. Also notice that, as in [GHS16], the case of adversarially-controlled
ancilla qubits is left as an open problem.
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Figure 6.1: Canonical type-2 encryption operator for perfectly correct PKE schemes.

oracle—modelling the interaction of the adversary with such party, usually the challenger.
By letting the randomness be an input, Definition 6.1.3 allows to encrypt using a superpo-
sition of randomnesses, which is fine in the case of a party generating ciphertexts himself.
In our security notion, however, the (honest) challenger will always produce ciphertexts
using a (secret) classical randomness not controlled by the adversary A. In the security
game, the challenger cannot send the randomness register back to A, because knowledge
of the randomness used would trivially break security, even in a classical scenario. But at
the same time if the challenger withholds the randomness register, from A’s perspective
this would be equivalent to tracing it out, and if the type-2 encryption operator introduces
entanglement between ciphertext and randomness output registers, then tracing out the
randomness would disturb the ciphertext state.

Luckily, a simple observation solves this dilemma: as we have already discussed, in our
oracle case the randomness is chosen by the (honest) challenger during the challenge query,
so we can safely model it as classical. Looking at Definition 6.1.3, this means that the
output state is always separable as |r) ® |Encp(m;7)). Therefore, in our oracle definition
the randomness register can be discarded after applying the type-2 encryption without
disturbing the ciphertext state. This leads to the following.

Definition 6.1.5 (Type-2 Encryption Oracle). Let PKE = (KGen,Enc,Dec) be a PKE
scheme and let (pk, sk) <—s KGen(). The type-2 encryption oracle Enc for pk is defined by
the following procedure:

oracle Enc(|¢)), where |¢p) =", |m)

r<+sR

) @ [Encp(m; 7)) 4 Ugad (Ir) |6) [0---0))
trace out |r)

return |Encp(m;r))

6.1.3 Recoverable PKE Schemes

Now we introduce a special case of PKE schemes where it is possible to decrypt a ciphertext
without knowledge of the secret key, but having access to the randomness used for the
encryption instead.?®> These schemes might not be perfectly correct, so the decryption

35Concurrently and independently Bellare et al. [BDG20] defined this property in the context of domain
separation for random oracles.
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procedure may fail on some ciphertext, yet still the recovery procedure will ‘decrypt’
correctly if the right randomness is provided. We will see in Section 6.2 that many PKE
schemes are actually of this type.

Definition 6.1.6 (Recoverable PKE Scheme). Let PKE = (KGen,Enc,Dec) be a (not
necessarily perfectly correct) PKE scheme. We call PKE a recoverable PKE scheme if
there exists an efficient algorithm Rec: PK x R x C — M such that, for any pk € PK,r €
R,m € M, it holds that

Rec(pk,r,Encpr(m;r)) =m.

Notice how the recovery procedure will always allow to avoid decryption failures even
for schemes which are not perfectly correct. We will sometimes write directly PKE =
(KGen, Enc,Dec, Rec) for a recoverable scheme PKE = (KGen, Enc, Dec) with recovery algo-
rithm Rec. Given pk, it is of course possible to define a type-1 operator for Rec in the
canonical way.

Definition 6.1.7 (Type-1 Recovery for PKE). Let PKE = (KGen,Enc,Dec,Rec) be a
recoverable PKE scheme, and let (pk, sk) <—sKGen(). The type-1 recovery operator for pk
s the unitary defined by

1
Uée?:pk: ‘T7 c? Z> H |r7 cyz@ReCpk(T, C)> .

As usual we will denote this operator by Ul_-gi when there is no ambiguity in the choice

of pk, and with the same symbol we denote the superoperator acting on mixed states, i.e.,

Uéelz: D(HR @ He @ HMm) — (Hr @ He @ Hm).

Now, the crucial observation is the following: for recoverable PKE schemes, the canon-
ical type-2 encryption operator can be efficiently implemented using only the public key.

Theorem 6.1.8 (Type-2 Encryption Operator for Recoverable Schemes). Let PKE be a
recoverable PKE scheme with algorithms (KGen, Enc,Dec,Rec), and let (pk, sk) <—sKGen().
Then, there exists an efficient procedure which only takes pk as input, and outputs a
polynomial-size quantum circuit realising the canonical operator UE(EZ

Proof. The explicit circuit of the procedure is shown in Figure 6.2. It uses type-1 en-
cryption and recovery operators as underlying components, which are both efficient with
knowledge of the public key only. Realisation of both these components is independent of
the fact whether the scheme has full correctness or not, as the decryption algorithm itself
is never used. O

In particular, for recoverable PKE schemes the type-2 encryption operator can be re-
alised locally by a quantum adversary (or a reduction), without need of additional oracle
access. This, together with the fact that most real-world PKE schemes are recoverable
(as we will see in Section 6.2) shows that type-2 encryption operators are very natural,
and unlike in the symmetric key case considered in [GHS16] they also appear implicitly in
post-quantum security notions for such schemes.
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Figure 6.2: Canonical type-2 encryption operator for recoverable PKE schemes.

6.1.4 The qIND-qCPA Security Notion

We are now ready to define the notion of quantum ciphertext indistinguishability under
quantum chosen plaintext attack (qIND-qCPA) for PKE schemes which admit an efficient
construction of the canonical type-2 encryption operator Uéii This includes in particular
perfectly correct schemes and recoverable schemes.?® To formally define the game, we
have to specify the oracles that the adversary gets access to, using the theory of type-2
operators we have devised so far.

For the challenge (indistinguishability) phase it is pretty straightforward: as in the
original qIND security definition for symmetric key encryption, we give the adversary
access to a type-2 encryption oracle (cf. Definition 6.1.5) of the PKE scheme in question.
Specifically, A can query oracle LR-Enc on two messages |¢o) and |¢1), potentially in
superposition. The oracle will discard (trace out) |¢1_p), picks a randomness r, applies
the type-2 encryption operator to |r) |¢p), and sends the ciphertext part back to A.

Justifying the use of a type-2 encryption during the challenge phase requires arguments
different from the symmetric key case. In the classical IND-CPA game for PKE, the
challenger does not even need to know the secret key, as it is not needed for encryption, and
we saw already that the secret key is sometimes necessary to implement the canonical type-
2 encryption operator. However, in the case of quantum security notions, the challenger
can produce ciphertext-encoding quantum states with very different structure depending
on whether it knows the secret key or not, thereby leading to different attack models.
Type-2 encryption operators in particular are more general in this respect, and allow us
to aim for a stronger security notion. Moreover, we also saw how certain schemes, like the
recoverable ones, allow to build the type-2 operator using only the public key. Thus, it
makes sense for a quantum security notion to include the use of type-2 operators during
the challenge phase.

The other question we have to address, which was left unspecified in [GHS16], is about
the learning (qCPA) phase. Shall the adversary be able to perform only type-1 encryp-
tion operations, or type-2 as well? In the post-quantum setting the answer is simple: it
depends on the scheme, e.g., for recoverable schemes both type-1 and type-2 operations
are allowed, but in the general case only type-1 operations should. Instead, in the case
of quantum security notions that we are considering, the answer is less straightforward.

36 As we will see, these cover all the interesting cases in practice, although there might be other classes of

schemes which allow an efficient construction of UéQ)' we address the general case in Section 6.3.

nc
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6.1 Quantum Indistinguishability for PKE Schemes

For recoverable schemes again there is no difference, as the adversary can implement both
types of operators locally. But for general schemes there might be a difference, and there
may exist non-recoverable PKE schemes which become insecure when giving oracle access
to a type-2 encryption operator during the learning phase.

In our definition of qIND-qCPA we opt for giving to the adversary as much power as
possible, hence explicitly giving access to a type-2 encryption oracle when dealing with non-
recoverable schemes, both in the learning and challenge phases. The reason for this choice
is twofold. First, this allows us to aim for potentially stronger security notions. Second,
remember that, classically, chosen plaintext attacks do not only model the case where the
adversary can compute ciphertexts himself (as in the case of PKE), but also scenarios where
the adversary can “trick” an honest encryptor in providing certain ciphertexts (as in the
case of IND-CPA security for symmetric key encryption). In the quantum PKE setting,
there is a difference whether these ciphertexts are computed locally by the adversary
or obtained by the challenger through “trickery” (including scenarios already considered
in [GHS16], such as quantum side-channel attacks, quantum obfuscation, etc.), because
the challenger has knowledge of the secret key, and is therefore capable of generating
type-2 ciphertexts even if the scheme is non-recoverable. So, giving the adversary access
to the type-2 encryption oracle seems to be the safe choice.

These considerations finally lead to the following.

Definition 6.1.9 (qIND-qCPA Security). Let PKE = (KGen,Enc,Dec) be a public key
encryption scheme and the game qINDqCPA be as defined in Figure 6.5. For any adversary
A, its corresponding (IND-qCPA advantage is given by

AdquNDqCPA(A) — ‘2 Pr[qlNDqCPAA = 1] — 1{ .

PKE

Game qINDqCPA oracle LR-Enc(|¢o) , [¢1)), where |¢;) = > i |m)

b+s{0,1} trace out |¢1_p)
(pk, sk) s KGen() rsR
b ASRECERC (k) ) (o) = UL (Ir) ) [0 - - - 0))

return (' = b) trace out |r)

return |c)

oracle Enc(|¢)), where |¢) =" ., |m)

r<sR

17} |¢) 4= Ugaa (I7) [¢) 0 - 0))
trace out |r)

return |c)

Figure 6.3: Security game qINDqCPA.

It is easy to show that the above notion is at least as strong as the post-quantum security
notion of IND-qCPA for PKE schemes introduced in [BZ13b].
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Theorem 6.1.10 (qIND-qCPA = IND-qCPA). Let PKE = (KGen,Enc,Dec) be a PKE
scheme. For any adversary A, it holds that

AdvpDIPA(4) < AdvENDIPA(4)
Proof. We show that any adversary A wins the game qINDqCPA with at least the same

probability of winning the game INDqCPA. The differences with game qINDqCPA (cf. Fig-
ure 6.3) are:

1. In the game INDqCPA, A does not get oracle access to Enc. The reason is that
the adversary knows the public key which allows to encrypt locally. Hence, when
switching to qINDqCPA, the winning probability cannot decrease, because the power
of the adversary is augmented by the type-2 oracle.

2. In the game INDqCPA, A is restricted to classical challenge messages mg, mi. When
switching to game qINDqCPA, the adversary will simply use the corresponding quan-
tum states |myg) , |m1) as challenge messages instead, and will measure the quantum
ciphertext received by the oracle.

Notice in fact that, since the randomness r in the qINDqCPA challenge query is classical,
the type-2 operator UE(il will produce a ciphertext state which is just a classical ciphertext
encoded as a basis state |¢c = Encpi(m;7)). In other words, quantum messages are more
generic than classical messages or, to put it differently, classical messages are a very special
case of quantum messages, and hence again the power of the adversary is not diminished
when switching to game qINDqCPA.

More precisely, a reduction R would simply run adversary A on the same public key.
When A outputs its two classical messages, R asks the corresponding quantum states two
its oracle LR-Enc and sends the response back to A. In the end, R simply outputs what

A outputs. O

6.1.5 The Role of Randomness Superposition

In this section we discuss the possibility of having superposition of randomness in the
type-2 challenge query. So far, we have only considered the case of classical randomness,
as this is chosen by the (honest) challenger. But one could consider scenarios where the
adversary can somehow trick the challenger into using a superposition of randomness in
the challenge query. Here, we discuss two possible ways to deal with this issue, one of
which turns out to be unachievable while the other yields a notion equivalent to the one
we propose in Section 6.1.4.

Assume that the challenger chooses a superposition of randomness to encrypt one of the
messages chosen by the adversary. Following our security experiment, the challenger would
keep the randomness register and merely send the ciphertext register to the adversary. The
crucial observation is that the registers containing the randomness and the ciphertext are
now entangled. As observed in [GHS16], withholding the randomness register is equivalent
to measuring it from the point of view of the adversary. This means that the approach
would in fact be equivalent to our security notion using a classical randomness.
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Challenger
BT ) —

} |m) —
mo) » [ma) —Ir)
—Imao)
Adversary —|¢ ® Encpp(mo; 7))

Figure 6.4: Generic attack against superposition of randomness.

Alternatively, to prevent the aforementioned issue of entanglement between the chal-
lenger and the adversary, we might let the challenger send the randomness register to the
adversary. However, the resulting security notion is unachievable as it would allow the
adversary to always distinguish encryptions. We illustrate this with the following attack.
First, the adversary chooses two distinct classical messages mg, m1, and executes the gIND
challenge query with these two. Upon receiving the ciphertext register and the random-
ness register, the adversary evaluates (locally) the type-1 encryption operator initialising
the input register with |mg), the randomness register with the randomness state received
from the challenger, and the ancilla register with the received ciphertext. Finally, the
adversary measures the ciphertext register output of the type-1 encryption operator: if it
measures 0, then it outputs b = 0, otherwise outputs b = 1. The circuit is depicted in
Figure 6.4. The attack works because, if b = 0, then the adversary will compute the same
ciphertext as the challenger, hence the output register of the type-1 encryption will be |0);
on the other hand, if b = 1, a random value will be observed instead. Clearly, this results
in output states that the adversary can distinguish with overwhelming probability.

6.2 Security Analysis for Real-World PKE Schemes

We analyse the qIND-qCPA security of several real-world public key encryption schemes.
We start with the canonical LWE-based PKE scheme in Section 6.2.1, followed by the
code-based PKE scheme ROLLO-II in Section 6.2.2. The hybrid encryption scheme is
analysed in Section 6.2.3 while Section 6.2.4 concludes with a discussion of these results.

6.2.1 Lattice-Based PKE

In this section we analyse the canonical LWE-based public key encryption scheme due to
Regev [Reg05, Reg09] with respect to our qIND-qCPA security notion.

Recall that qIND-qCPA security can only be defined for schemes which admit an efficient
realisation of a type-2 encryption operator. Showing this realisation for the canonical LWE
scheme is hence our first goal.
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Lemma 6.2.1. The canonical LWE-based PKE scheme PKE = (KGen,Enc,Dec), shown
in Figure 2.28, is recoverable as from Definition 6.1.6.

Proof. To prove the statement, we have to specify the algorithm Rec, that is introduced
in Definition 6.1.6. Its input is a public key pk = (a,b), a randomness r, and a ciphertext
¢ = (e1, ¢2) such that ¢ corresponds to the encryption of a message m, using the public key
pk and randomness r. The algorithm Rec proceeds as follows. Given the randomness r,
it obtains the same values eq, es, and d that have been derived from r during encryption
and outputs

Decode(c; — bd — e;) = Decode(bd + e; + Encode(m) — bd — e7)
= Decode(Encode(m)) = m.

This concludes the proof. O

Here we give an attack against the canonical LWE-based scheme for the case ¢ = 2.

Theorem 6.2.2 (Attack Against Canonical LWE Scheme for ¢ = 2). Let PKE be the
canonical LWE-based PKE scheme shown in Figure 2.28 defined over Z, with q =
Then, there exists an efficient adversary A such that

VPkE

Proof. First of all recall that, because ¢ = 2, group elements are just represented as
bits. This means that 7 = 0 (there is neither a padding nor a message expansion) and
Bit(Encode(m)) = m(m). Moreover, addition is performed by XORing elements bitwise.
The adversary A prepares two states

|po) =H|0---0) = Z@ m)  and
(_1)par|ty(m)

‘¢1>:H|1"'1>:ZTW>'

m

Then A sends |¢o),|¢1) to its oracle LR-Enc. Upon receiving the challenge ciphertext
lc) = |c1) |e2), A performs the following steps: (1) trace out |c2), (2) apply U7(r2_)1 to
|c1), where 7 is the permutation from Lemma 2.6.8, (3) perform a measurement in the
Hadamard basis, and (4) if the outcome is 0-- -0 output 0, otherwise, output 1.

If the secret bit of game qINDqCPA equals 0, oracle LR-Enc will encrypt |@g), hence the

adversary receives the state

Z \/» |Enc,i(m;r) Z \/27 ) ® le2)

(m)

where ¢j " is the ¢; part of the ciphertext (cf. Figure 2.28) related to superposition element
m. Note that the second part ¢y is independent of the underlying message and hence the
two registers are unentangled. After tracing out the second, A gets the state

(m Lu ncoae(m u-+
Z\/Q—Ml )= gl tE d<>>2f\ m(m)) |
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for some unknown u representing the LWE sample that is added to the encoded mes-
sage (cf. Figure 2.28). Using the bit representation of u and writing 7~ !(u) = w, from
Lemma 2.6.8 the state above can be written as

1 1
— |ludmT(m)) = — |T(wdm)) .
> e nn) = 3w @ m)
Applying the inverse permutation Uf,)l to the state then yields the state

Z\/zfﬂw@m:momoy

Measurement of the state in the Hadamard basis yields 0---0 with probability 1, i.e., it
follows that

Pr[AINPICPA = 0]p = 0] = 1.

If the secret bit of game qINDqCPA equals 1, oracle LR-Enc will encrypt |¢;) and A receives
the state

1 (_1)parity(m) (m)
lc) = ; e |[Encpi(m;r)) = Z VT lc7) @ e2)

m

where, again, cgm) is the ¢q part of the ciphertext related to superposition element m and

co is an unentangled state. This yields, after tracing out |ca), the following state

—1)parity(m) _1)Parity(m)
Z ()\/27 |c§ )y = Z ()\/27 |u + Encode(m))

(_ 1 ) parity(m)

:;\/ﬁw‘i‘”(m)%

where u denotes the LWE sample that is added as described in Figure 2.28. The above
state, using bit representation of u and denoting 7=!(u) by w, equals the following state

(_Dparity(m) (_1)parity(m)

ZW\U@W(m»:ZTM(w@m)).

Application of UT(FQ_)I then yields

(_1)parity(m) (_l)parity(weam)

ZTW@”’L):ZTW%

m m

i.e., a superposition over all messages with equal amplitudes, half of which being positive
and the other half being negative. Hence, a measurement in the Hadamard basis yields
0---0 with probability 0, thus

Pr[AMNDICPA — 0[p =1] = 0.
Combining the above finally yields
AquINDqCPA(A) — Pr[AqINDqCPA =0 | b= 0] _ Pr[AqINDqCPA =0 | b= 1] =1-0=1.

PKE

This concludes the proof. ]
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6.2.2 Code-based PKE

In this section we analyse the code-based PKE scheme ROLLO-II [ABD " 19] with respect
to our qIND-qCPA security notion. It turns out that, due to the one-time pad encryption,
ROLLO-II is not qIND-qCPA-secure.

We first show that ROLLO-II is recoverable, and hence admits a qIND-qCPA security
definition.

Lemma 6.2.3. The code-based PKFE scheme ROLLO-II, shown in Figure 2.30, is recov-
erable as from Definition 6.1.6.

Proof. To prove the statement, we have to specify the algorithm Rec that is introduced
in Definition 6.1.6. Its input is a public key pk = h, a randomness r, and a ciphertext
¢ = (c1,¢2), such that ¢ corresponds to the encryption of a message m, using the public
key pk and randomness r. The algorithm Rec proceeds as follows. Given the randomness
r, it obtains the same values e; and ey that have been derived from 7 during encryption.
It then computes H(Supp(e1, e2)) and outputs ¢; @ H(Supp(e1, e2)). O

At this point, we would like to point out that the code-based PKE schemes which
underlie the NIST proposals BigQuake [CBB17], HQC [AABT19a], and RQC [AABT19D]
are recoverable as well.

We give an explicit attack against the qIND-qCPA security of ROLLO-IIL. It is a
Hadamard distinguisher that exploits the fact that the message is essentially encrypted
using a one-time pad (ciphertext part ¢; in Figure 2.30).

Theorem 6.2.4. Let PKE be the code-based public key encryption scheme ROLLO-II
shown in Figure 2.30. Then, there exists an efficient adversary A such that

Adv qINDqCPA(A) -1

VPkE

Proof. The adversary A prepares two states

60) = H[0--0) =3 ——|m) and

(_ 1 ) parity(m)

|¢1>:H|1"'1>:ZTW>'

Then, A queries |¢o) , |¢1) to its oracle LR-Enc. Upon receiving the challenge ciphertext
lc) = |c1) |c2), A traces out |c2) and measures the resulting state in the Hadamard basis.
If the measurement outcome is 0---0, A outputs 0, otherwise, A outputs 1.

If the secret bit of game qINDqCPA equals 0, oracle LR-Enc will encrypt |¢¢), hence the
adversary receives the state

Z \/» |Enc,i(m;r) Z \ﬁ \cl ® |ea)
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where cgm) is the c; part of the ciphertext (cf. Figure 2.30) related to superposition element

m, while the second part co is independent of the underlying message. Hence, the two
corresponding registers are unentangled, and after tracing out the second, A gets the state

1 (m) 1 1
g —|c = g — m @ H(E)) = E —|m) .
Measurement in the Hadamard basis yields 0 - - -0 with probability 1, i.e., it follows that

Pr[AMNPICPA — 0]p = 0] = 1.

If the secret bit of game qINDqCPA equals 1, oracle LR-Enc will encrypt |¢;) and A receives
the state

__1)\parity(m) __1\parity(m)
=% E T e min) = 5 EU R ) @ )

m m

where, again, cgm) is the ¢ part of the ciphertext (cf. Figure 2.30) related to superposition

element m, while the second part ¢y is independent of the underlying message. Hence, the
two corresponding registers are unentangled. Let R denote H(E), then after tracing out
the second, A gets the state

(_1>parity(m) (_1)parity(m) (_l)parity(mGBR)
S ") =Y ——ImeR) =) m).
m 21 m 21 m 21
This means that A gets a superposition over all y bit strings which half of the amplitudes
being positive and half being negative but all amplitudes being equal in their absolute
values. Hence, measurement in the Hadamard basis yields 0 - - -0 with probability 0. This
yields

Pr[AMNDICPA — 0[p =1] = 0.
By collecting the bounds we obtain

AdvPEPIPA(A) = [Pr[AMNDICPA = 0| = 0] — Pr[AMNPIPA 5 g [p= 1] =1-0=1.

PKE

This concludes the proof. O

We note that the attack also works against the code-based scheme BigQuake [CBB™17]
which uses the same one-time pad approach to encrypt the message.

6.2.3 Hybrid Encryption

In this section we analyse the canonical hybrid encryption scheme with respect to our
qIND-qCPA security notion. We show that its security mainly depends on the underlying
symmetric key encryption scheme.

Below we show that the canonical hybrid encryption scheme is recoverable. Given
the randomness, the used one-time key can be obtained, which allows to decrypt the
ciphertext part that contains the message. We emphasise that the hybrid encryption
scheme is recoverable even if the underlying PKE scheme is not recoverable.
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Lemma 6.2.5. The canonical hybrid encryption scheme PKE = (KGen, Enc,Dec), shown
in Figure 2.33, is recoverable as from Definition 6.1.6.

Proof. To prove the statement, we have to specify the algorithm Rec that is introduced in
Definition 6.1.6. Its input is a public key pk, a randomness r, and a ciphertext ¢ = (¢, ¢2),
such that ¢ corresponds to the encryption of a message m, using the public key pk and
randomness r. The algorithm Rec proceeds as follows. Given the randomness r, it obtains
r1, ro, and 73, which have been derived from r during encryption. It then obtains k < 1
and outputs Decy (c1). This concludes the proof. O

We now turn our attention towards the quantum security of the hybrid encryption
scheme. It turns out that the quantum security depends on the underlying SKE scheme,
while the underlying PKE scheme merely requires post-quantum security. This is for-
malised in the theorem below.

Theorem 6.2.6 (Quantum Security of Hybrid Encryption). Let PKE = (KGen, Enc, Dec)
be the hybrid encryption scheme built from an SKE scheme X% = (EncS,DecS) and a
PKE scheme YT = (KGen” Enc”, Dec”), as shown in Figure 2.33. For any adversary A
against X, there exist adversaries Apke and Ase against XP and ¥° , respectively, such
that

AdvINPICPA(A) < 2 AdV'EPIPA (Upie) + AdVIND (Agie) -

Proof. The proof uses four games Go o, G1,0, G1,1, and Go ; described in Figure 6.5. Game
Go,p is the game qINDqCPA instantiated with PKE and secret bit b. Game Gy differs in
that a randomly chosen key &’ is encrypted using the underlying PKE scheme £ rather
than key k which is used to encrypt the message. It holds that

PKE

AdquNDqCPA(A) _ ‘Pr[AqINDqCPA = 0[b=0]— Pr[_AqINDqCPA =0|b=1]
— [Pr{ASo0 = 0] — Pra%s = g
< ‘Pr[AGO’O = 0] — Pr[AGl’O = O]‘

_l’_

Pr[AS10 = 0] — Pr[A% = 0]‘

n (Pr[AGl»l — 0] — Pr[A%01 = 0]‘ .

For the first difference, we construct an adversary Ay against the IND-qCPA security of
X, Upon receiving a public key pk, A runs A on the same public key. Queries |¢) by A
are processed locally by Ag. Concretely, Ag samples r1, 79,73 <3 R and derives k < ry.
Then, it applies UE(iZk to |¢) yielding |c1). Subsequently, it computes cp <= Encpy(k;73).
Note that this step is entirely classical. Finally, Ag returns |c¢) < |1, c2) to A. For queries
|po) ,|¢1) to LR-Enc, Ap samples r1,r9,73 <—s R, derives k < r;, and samples another
key k' <—s K. It applies UE(iik to |¢o) to obtain |¢1). It queries k, k' to its own (classical)
LR-Enc to obtain ¢z and sends |¢) < |c1) |c2) to A. Eventually, Ap outputs whatever A

outputs.
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It holds that Ag perfectly simulates Gg o and Gy o for A conditioned on its own challenge
bit from game INDqCPA being 0 and 1, respectively. By outputting the same as A, we get

Pr[A%00 = 0] — Pr[A®0 = 0]’ = )Pr[A'ONDqCPA = 0]b=0] — PriAgPIA = 0 b = 1]
= AdvPIPA (A .

For the second difference we construct adversary Age against the qIND security of .
At the start, Age computes (pk, sk) <—sKGen() and runs 4 on input pk. When A makes
a query |¢) to Enc, Age samples ri,79,r3 < s R, derives k < 71, and computes |c1)
by applying Uéils to |¢). Furthermore, Age computes (classically) ¢; < Encfk(k:; r3) and
sends |¢) < |c1) |e2) back to A. For the challenge query |¢g) , [¢1) by A, Aske obtains |¢1) by
forwarding the query to its own oracle LR-Enc while it locally computes co < Enc;:k,(k’ iT3),
for randomly chosen k&’ and rs. Then Age sends |¢) + |c1)|c2) back to A. When A
terminates by outputting a bit, Aske outputs the same bit.

It holds that A simulates Gy for A, where b is the challenge bit from its own game
qIND. Hence, we get

Pr[AC10 = (] — Pr[AStt = 0}) - ‘Pr[AqIND = 0]b=0] - PrlAIND = |p = 1]

ske ske

= AdviINP (Age) -

For the third difference, we construct A; against the IND-qCPA security of ¥ similar
to Ag. It runs A on the same public key pk as it receives. Queries |¢) are answered
locally by choosing rq, 72,73 <—s R, deriving the symmetric key k < 71, and computing
|c1) by applying UE(ilg to |¢). In addition, A; computes co < Enc,,(m;r3) and sends |c)
lc1) |e2) to A. Queries |¢o) , |¢1) are processed as follows. First, A; samples r1,72,r3 <—sR,
derives the symmetric key k < r; as well as another key &’ <—s K. Then, it computes

le1) by applying Uy

Finally, it sends |c1) |c2) to A. When A terminates and outputs a bit o', A; outputs 1 —1b'.
It holds that A; perfectly simulates Gy if its own challenge bit equals 1 and Gg ; if the
challenge bit equals 0. This yields

to |¢1) and obtains ¢y by querying its own oracle LR-Enc on k, k'

Pr[A%t = 0] — Pr[A%t = 0] < PrlANPIPA = 16 = 1] — Pr[ANPIPA = 16 = 0]
= AdvPIA(Ay).

Collecting the bounds and defining Apke to be the adversary with the higher advantage
among Ag and A; yields

AdvEEDIPA(A) < 2 AdvR I (Apke) + AdVEP (Asie) -

This concludes the proof. ]

Theorem 6.2.6 reveals that to achieve our qIND-qCPA security notion, we can instantiate
the hybrid encryption scheme with a PKE scheme that merely achieves post-quantum
security. This allows the usage of ROLLO-II, which, used as a stand-alone PKE scheme,
is not qIND-qCPA-secure.
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Games Gop, Gy p oracle LR-Enc(|¢o) , |¢1)), where |¢;) =D ami|m) in Goy

b+«+s{0,1} trace out |d1_p)
(pk, sk) s KGen() r1,T9,73 <3 R
b/ . ALR‘EHQE"C(pk) k <« 71

le1) = 3 [Encg (m;r2)) < UL [ra, ¢n)
k

Enc
m

Enc
P

|Cg> = \Encpk(k; 7“3)> — U(Q)P |7“3, k> // this step is entirely classical
k

trace out |ry,ra,73)

return |c) < |c1) |c2)

oracle LR-Enc(|¢o) , |¢1)), where |¢;) =D i |m) in Gy

trace out |d1_p)
r1,7T2,73 —sR
k <+ 1

E «sK

le1) = D s [Encf (s r2)) ¢ Upls Ira, )

|02> = \Encpk(k; 7’3)> — Uéjzpk |7’3, kl> // this step is entirely classical
p

trace out |ry,re,rs3)

return |c) < |c1) |co)

oracle Enc(|¢)), where |¢) =" ., |m)

r1,T2,T3 <8 R
k<—’l’1

le1) =Y o [Ency (m;12)) U(Z)E Ire, &)

Enc
m

o) = |Encyr(k;r3)) U(2)P rs, k this step is entirely classical
p Enc[)

(e}
trace out |ry,ra,73)

return |¢) < |c1) |e2)

Figure 6.5: Games Go,0, Go,1, G1,0, and Gy,1 used in the proof of Theorem 6.2.6.
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In the following we show that Theorem 6.2.6 is strict. If the underlying SKE is not
qIND-secure, then the resulting hybrid scheme is not qIND-qCPA-secure, irrespectively
of the underlying PKE scheme. This is shown in the theorem below. Examples for SKE
schemes which are not qIND-secure are given in [GHSI16].

Theorem 6.2.7. Let PKE = (KGen, Enc,Dec) be the hybrid encryption scheme built from
an SKE scheme X° = (Enc®,Dec®) and a PKE scheme X¥ = (KGen” Enc”, Dec’), as
shown in Figure 2.33. Let Age be an adversary such that

IND
Advis (Aske) = €.
Then, there exists an adversary Apke against PKE such that

AdquII':IEDqCPA(Apke) >e.
Proof. We construct the adversary Apke, which uses adversary Ag. as subroutine, as
follows. When Ag outputs its challenge messages |¢o) and |¢1), Apke forwards these to
its own challenger. Upon receiving the challenge ciphertext |c) = |c1) |c2), Apke sends |cq)
to Aske. When A outputs its guess V', Apke outputs b’ as its own guess.

It holds that Apk perfectly simulates game qIND, with the same challenge bit b, for
Agke.- Note that only sending |c1) to A does not disturb the state as |c2), due to being
entirely classical, is unentangled and can therefore be discarded without disturbing the
state. By outputting the same bit as Age, we obtain

AdV%IKNEDqCPA (-Apke) > AdvcggD(Aske) =€,

which proves the claim. ]

6.2.4 Discussion

In this section, we gave both positive and negative examples regarding the quantum se-
curity of real-world public key encryption schemes. We gave a concrete attack against
the canonical LWE-based encryption scheme for the case ¢ = 2 and an attack against
the code-based encryption scheme ROLLO-II showing that these schemes are qIND-qCPA
insecure. However, these results considered that the schemes are used as public key encryp-
tion schemes to encrypt the actual message. On the other hand, Theorem 6.2.6 reveals that
both ROLLO-II and the canonical LWE-based encryption scheme are sufficient to achieve
qIND-qCPA security when used as a key encapsulation mechanism (KEM), together with
a quantum-secure SKE scheme. Note that the post-quantum security of ROLLO-II follows
from Theorem 5.1.7 in Chapter 5.

The standardisation effort by NIST [NIST17] focuses on the latter scenario. Hence our
results show that for these standardised schemes, it is sufficient to achieve post-quantum
security in order for the resulting KEM to achieve our stronger, more conservative quan-
tum security notion. At the same time, our results also show that extra cautiousness
is necessary when these standardised schemes are deployed directly as PKE schemes in
protocols that require quantum security.
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6.3 Classifying Other Public Key Encryption Schemes

So far we have built a framework for quantum security of PKE schemes which are perfectly
correct or recoverable (or both). The imminent question that follows is about schemes that
satisfy neither of these properties. In this section, we initiate the classification of PKE
schemes in general, extend our results to other classes of PKE schemes where possible,
and point out the obstacles in other cases.

6.3.1 Dealing with Decryption Failures: The General Case

First, we discuss why arbitrary non-correct PKE schemes do not allow, in general, to define
a type-2 encryption operator and, consequently, we cannot always define game qINDqCPA
as from Figure 6.3. However, we also discuss a possible workaround.

First of all, recall that defining a type-2 operator is only possible for functions that are
inherently invertible. Then observe that a (1—a)-correct PKE scheme (cf. Definition 2.2.9)
could have arbitrary, even overwhelming decryption error o. In the most extreme case,
the scheme can be almost identical to a constant function (for example, consider an ar-
tificial scheme where every public key pk always encrypts to 0, except for one particular
randomness 7 where it produces a correctly decryptable ciphertext instead). In the pres-
ence of decryption failures, it is therefore impossible to find a general way to define type-2
operators for encryption, and hence, to define a suitable qIND-qCPA security notion.?”

We call non-isometric such schemes, where it is simply not possible to define a unitary
operator that behaves exactly as from Definition 6.1.3 for any keypair, even if we drop the
requirement of efficiency.

Definition 6.3.1 (Non-Isometric Schemes). Let X = (KGen,Enc,Dec) be a PKE scheme.
We say that X is non-isometric if, for any (pk,sk) < s KGen(), there exists at least a
randomness Ty, such that the function m — Encp(m; ) is non-injective. In particular,
for any unitary U acting on the appropriate Hilbert spaces, there exists at least a pair
(Mypk, rpk) such that

Pr [M(U |rpk, mpk, 0---0)) = (rpk, Encpr(mpr; mpr))] < 1,
where M denotes measurement in the canonical computational basis.

A possible workaround for these non-isometric schemes is to ‘enforce’ the reversibility
of the encryption, obtaining a new type of encryption unitary. Consider what happens if
we want to use the type-1 encryption operator (cf. Definition 6.1.1) during the challenge

query

1
UL+ |romyy) = [r,m,y @ Ency(ms 7)) .

As already observed, the randomness r can be understood as classical and discarded by
the challenger. However, the other two registers are generally going to be entangled,
and both would have to be sent to the adversary for a meaningful quantum notion; this

3"Recoverable schemes are a special case: they might not be always reversible in the message space only,
but they are always reversible in the union of message space and randomness space.
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would clearly break security because the message would remain in clear. Withholding the
message register would be equivalent to the challenger just measuring it in which case the
notion would be equivalent to the post-quantum scenario. We could try to fix this issue
by (reversibly) masking the message register sent to the adversary, for example by using a
permutation 7 on the message space drawn uniformly at random. Consider the following
unitary
Uty Ir.m.y) = [r,w(m),y & Encpe(miv) -

It allows to define a new type of quantum challenge query, where the challenger still
discards the randomness register after encryption, but sends back the other two registers
to the adversary. Notice how, from the adversary’s point of view, 7(m) is a completely
random element, and therefore the presence of this additional register does not offer any
distinguishing advantage. Moreover, in actual security reductions, the uniformly drawn 7
can be replaced by a quantum-secure pseudorandom permutation [GHS16], or qPRP in
short.

We can hence use these type-m operators to define (for any PKE scheme, including the
non-isometric ones) a new indistinguishability game and a related security notion with
quantum challenge query. Motivating the use of such operators when modelling security
is arguably non-trivial. In certain cases, one could see m(m) as some sort of side-channel
information given to the adversary, but in general it looks like just an artificial way to
enforce reversibility on schemes which are not. Even though we do not study this notion
here, we want nevertheless to make a few observations on it.

First of all, notice that such a new security notion cannot be stronger than qIND-qCPA,
at least when considering perfectly correct or recoverable schemes. As a separating exam-
ple, consider the distinguishing attack from Theorem 6.2.7: this will not work any more
because of the presence of the entangled 7(m) register, so that the hybrid scheme might
be secure according to the new notion but still gIND-qCPA insecure.

Second, notice how the challenge query resulting from the use of type-m operators re-
minds of the one given in an alternative quantum indistinguishability notion for secret key
encryption schemes proposed by Mossayebi and Schack [MS16] - the difference is basically
producing |m,Enc,,(m(m))) instead of |m(m), Encyi(m)) - which is itself not comparable
to qIND-qCPA. This approach has further been studied by Chevalier et al. [CEV20].

6.3.2 Refining the Classification

Now we know how to define qIND-qCPA security of PKE schemes which are perfectly
correct or recoverable (or both), and at the same time we know that it is not possible for
schemes that are non-isometric. But it turns out we can say more. First of all we make a
distinction for those schemes which are isometric: this means that it is possible to define a
unitary operator that behaves exactly as a type-2 encryption operator, but we distinguish
whether finding and building such operator is efficient or not.

Definition 6.3.2 ((Efficiently) Isometric Schemes). Let PKE be a PKE scheme with
PKE = (KGen,Enc,Dec). We say that PKE is isometric if, for any (pk, sk) < s KGen()
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and for any randomness r the function m — Encp(m;r) is injective. In particular, there
exists a unitary U acting on the appropriate Hilbert spaces, such that for any (m,r)

Pr[M(U |r,m,0---0)) = (r,Encpp(m;r))] =1,

where M denotes measurement in the canonical computational base. Furthermore, we say
that PKE is efficiently isometric if U can be efficiently realised.

Notice how, in general, an isometric scheme is not necessarily efficiently isometric. This
is because, unlike for type-1 operators, the efficiency of the Enc procedure is only enough
to guarantee the existence of a unitary U with the above property, but not its efficiency.
Then, notice how a type-2 encryption operator (as from Definition 6.1.3) satisfies the
above definition of U, both by construction and by efficiency. In other words, efficiently
isometric schemes are exactly all and only those schemes which, by definition, admit an
efficient construction of the type-2 encryption operator. Clearly, in particular this includes
perfectly correct schemes and recoverable schemes.

Corollary 6.3.3. Let PKE be a PKE scheme. If PKE is perfectly correct or recoverable,
then it is efficiently isometric.

Proof. Follows immediately from Theorem 6.1.4 and Theorem 6.1.8 for perfectly correct
and recoverable PKE schemes, respectively. ]

recoverable non-recoverable

perfectly
correct

partially
correct

Figure 6.6: Classification of PKE schemes. The qIND-qCPA security notion can be de-
fined for all schemes except those in the shaded area (non-isometric). For
efficiently isometric schemes (dark grey area) the type-2 operator can be re-
alised efficiently and we provide concrete circuits for the schemes that are
perfectly correct or recoverable. For isometric schemes (light grey area) the
type-2 operator can be realised but not efficiently.

The situation is depicted in Figure 6.6. This means that, as from Definition 6.1.9, we
can extend the qIND-qCPA security notion not only to recoverable or perfectly correct
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schemes, but to all the efficiently isometric ones. For the non-efficient case (arbitrary iso-
metric schemes) the qIND-qCPA notion can still be defined, but its usefulness would be
less clear, as it might require unbounded challengers in the security game (and therefore,
difficulty in simulating them by efficient reductions when proving the security of a par-
ticular scheme). Still, it is useful for impossibility results, i.e., proving that a particular
isometric scheme is not qIND-qCPA-secure.

The final question is whether there are examples which fall into the categories we have
just defined. We have already mentioned an example of a non-isometric scheme at the
beginning of Section 6.3.1, i.e., the almost-constant one. Here, we show a construction
of an efficiently isometric scheme that is neither perfectly correct nor recoverable. The
construction is given in Figure 6.7: it transforms a recoverable, not perfectly correct en-
cryption scheme (like the canonical LWE-based scheme) by pre-processing the message
with a quantum-secure trapdoor permutation [Gagl7] before encrypting it, and inverts
again the permutation after decryption. The public and secret keys of the trapdoor per-
mutation are embedded in the public and secret key, respectively, of the resulting scheme.
It works because the permutation effectively scrambles the resulting ciphertexts but not
the randomness, thereby hindering an adversary (or a challenger) who tries to build an ef-
ficient recovery algorithm Rec for the transformed scheme. At the same time, we show how
such construction is efficiently isometric, by showing an efficient circuit for the canonical

)

type-2 encryption operator UE(Izlc. This is formalised in the theorem below.

KGen/() Encp(m;r) Decgy(c)
(pke, ske) s KGen™ () parse pk as (pke,pky) parse sk as (ske,sky)
(pky, sky) +sKGen®() y < F(pks,m) y ¢+ Dec”(ske, c)
pk < (pke, pky) ¢ < Enc™ (pke,y; 1) m < F(sky,y)
sk < (ske, sky) return c return m

return (pk, sk)

Figure 6.7: Transformed scheme PKE, where ¥ = (KGen™,Enc™,Dec™) is a public key
encryption scheme and IT = (KGen!,F,F~!) is a deterministic trapdoor per-
mutation.

Theorem 6.3.4. Let IT = (KGen F,F~1) be a deterministic trapdoor permutation and
Y = (KGen*,Enc”,Dec™) be a PKE scheme. Let further PKE = (KGen,Enc,Dec) be
the PKE scheme constructed from II and X according to the transformation depicted in
Figure 6.7. If II is quantum-secure and X is recoverable and (1 — «)-correct, then PKE is
(1 — «)-correct, non-recoverable, and efficiently isometric.

Proof. Partial correctness of the PKE scheme PKE is inherited from the partial correctness
of the underlying PKE scheme X', as permuting the messages does not change the overall
decryption failure probability.

Assume, for sake of contradiction, that PKE is recoverable. Then there exists an effi-
cient algorithm Rec that, on input pk, r, and Encp(m;r), outputs m. We construct the
following adversary B against the trapdoor permutation II. It receives a public key pky
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for the trapdoor permutation F along with y < Fpy, (z) for a random x, and is asked
to find z. Adversary B computes (pke,ske) < s KGen®(), chooses 7 < s R, computes
c 4+ Encfke (y;r), and uses pk = (pke,pky),r, c as an input to Rec. By construction, we
have ¢ = Encﬁfe (Fpk; (2);7) = Encpr(;7), hence Rec outputs z. So B can find the correct
preimage with probability 1, hence, breaking the security of the trapdoor permutation.
This contradicts the recoverability of PKE.

Finally, in Figure 6.8 we show an efficient circuit for the realisation of Uéﬁi This
uses subcircuits for computing the type-1 operator for the trapdoor permutation and its
inverse, given both the public key and secret key of the trapdoor permutation, and type-1
encryption operator and type-1 recovery operator for the underlying PKE scheme. O

_______________________________________________________________________

Figure 6.8: Efficient realisation of the canonical type-2 encryption operator for the con-
struction shown in Figure 6.7.

Note that, albeit the above construction works at a theoretical level, there are cur-
rently no known candidates for quantum-secure trapdoor permutations. Alternatively, a
quantum-secure injective trapdoor function could be used instead, for which candidates
exist. In this case, because of the inherent expansion factor, the message space for the
transformed scheme will be smaller than the one in the original public key encryption
scheme.

6.4 Summary and Outlook

In this chapter, we have filled the existing gap between the symmetric key and the pub-
lic key case when defining quantum security notions. We showed how the existence of
this gap was not due to a mere lack of interest, but because of non-trivial definitional
issues that we solved. Clearly, our notions of qIND-qCPA for PKE can be also used to
study the security of cryptographic primitives that extend PKE with extra functionali-
ties. Such primitives include, for example, fully homomorphic encryption [Gen09, BJ15],
identity-based encryption [Zhal2b], and functional encryption [BSW11]. Besides closing
the aforementioned gap, our results also put forth several open questions that require
further analysis.

An obvious challenge is the extension of our qIND-qCPA security to chosen ciphertext
attacks. Chosen ciphertext attacks can be divided into the non-adaptive case [NY90]
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and the adaptive case [RS92], whereas the formal distinction stems from [BDPR98]. The
non-adaptive case (qQIND-qCCA1) is easy as the adversary has full superposition access to
the decryption oracle up to the point of making its challenge query, i.e., before learning
the challenge ciphertext. The adaptive case (qIND-qCCA2), however, comes with the
challenge of detecting a cheating adversary, i.e., one that simply tries to decrypt its chal-
lenge ciphertext. Trivial approaches are doomed to fail due to the destructive nature of
measurements and the no-cloning theorem [WZ82, Die82]; while this challenge is closely
related to the recording of superposition queries to a random oracle, we emphasise that
the seminal work by Zhandry [Zhal9a] does not apply. The reason is that the compressed
oracle technique [Zhal9a] works for random oracles which are modelled using type-1 op-
erators, while our notion is based on type-2 operators. Instead, the technique presented
in [AGM18], although falling into the realm of quantum encryption schemes, shows how
to overcome this difficulty by using a real-vs-ideal approach. This makes it possible to
differentiate the behaviour of the adversary when replaying the challenge ciphertext to
the decryption oracle, hence effectively detecting a challenge replay attack. The technique
provides a starting point towards a qIND-qCCA2 security notion.

Another open question regards the classification. We are unaware of a natural example
for a PKE scheme that is isometric, yet not efficiently so. A simple idea would be to modify
the construction from Figure 6.7 in such a way that the circuit provided in Figure 6.8
becomes non-efficient, for example by using a hard to invert permutation instead of a
trapdoor permutation. However, this idea does not work for two reasons. First, it would
only show that this particular construction of the type-2 operator is inefficient, while we
would need to show that any construction is. Second, and more importantly, switching to
a hard to invert permutation would make the decryption algorithm inefficient. Hence the
resulting scheme would no longer be a PKE scheme according to Definition 2.2.7.

Extension to allowing randomness and public keys in superposition are further directions
to be studied. We discussed two approaches for the former in Section 6.1.5 and showed
inherent limitations. The question is whether there are meaningful notions between these
approaches that yield stronger, yet achievable notions. While it is questionable whether
notions allowing public keys in superposition are meaningful, there is an important obser-
vation we want to make here. It was shown that the LWE problem is easy when having
access to a superposition of samples (using the same secret) [GKZ19]. Hence, for the
canonical LWE-based PKE scheme, allowing a superposition of public keys would come
with the inherent limitation that an adversary might simply obtain the secret key from
the superposition of public keys it initially receives.

Finally, the exact relation between the qIND-qCPA security notion developed in this
chapter and the alternative one proposed in [CEV20] is an open question. Incomparability
for the symmetric encryption counterparts of the notions has been shown in [CETU21]
which seems to extend via the standard hybrid encryption scheme also to the case of public
key encryption. A classification of schemes for which the security notions are equivalent
is an interesting question as it allows to analyse quantum security with respect to both
notions by a single proof.
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CHAPTER 7

CONCLUSION AND FUTURE
DIRECTIONS

We studied the security of cryptographic primitives with respect to several advanced se-
curity notions, ranging from side-channel leakage over related-key attacks and related-
randomness attacks to security against quantum adversaries. All these security notions
cover attacks which are not covered by standard security notions. In Part I we developed
the generic FGHF’ construction as well as the concrete sponge-based leakage-resilient
AEAD scheme SLAE. We further developed and analysed security notions considering
related-key attacks and related-randomness attacks. In Part II, we showed the post-
quantum security of several cryptographic primitives. Additionally, we developed a new
quantum security notion that allows for a quantum indistinguishability phase.

We gave both positive result—Ilike the leakage-resilient AEAD scheme SLAE—as well
as negative results—Ilike showing many schemes insecure against resetting attacks and the
insecurity of ROLLO-II with respect to our new quantum security notion. Hence, this
thesis shows that careful analysis is required when considering advanced attacks. Each of
the advanced security notions comes with further open questions that we described in the
respective chapter. For this conclusion we take a broader view across all the notions.

We analysed each of the different advanced security notions individually. Recall the
argument that advanced security notions are necessary to cover more elaborate attacks
not covered by standard security notions, such as IND-CPA or IND-CCA. By the same
argument, one can consider a combination of the advanced security notions to cover dif-
ferent advanced attacks simultaneously. In the following we want to motivate and make
some observations on this.

We start with a combination of the notions considered in Part I by combining the
leakage-resilient security notions from Chapter 3 and the related-key attack security no-
tions from Chapter 4. Consider a device A which implements SLAE and that comes with
a hardened implementation that ensures a good bound on the number of bits that an
adversary can obtain via leakage. The results from Chapter 3 provide concrete bounds
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for the security of the scheme. Assuming that there is another device B with a related
key but this implementation is not hardened with respect to side-channel leakage, i.e.,
the adversary can obtain much more information on the key of device B than on the key
of device A. Depending on the relation between the keys and the exact leakage obtained
from device B, the adversary might be able to get more leakage about device A than from
the device itself due to the hardened implementation. This would effectively bypass the
security guarantees from the leakage-resilient security proof via a side-channel attack on
the related device.

We have scrutinised the sponge-based construction SLAE and its underlying components
SLFuNnc, SPRG, and SVHASH with respect to side-channel leakage in Chapter 3 and
in the QROM in Chapter 5. An obvious question is the simultaneous consideration of
the QROM and side-channel leakage, thereby combining Part I and Part II. However,
following [SPY"10], the idealised primitive is considered not to leak to prevent artificial
attacks. In this sense, the combined notion would not be too different, except for the
(leakage-free) superposition access to the underlying transformation p. However, the proof
technique needs to be revisited as the leakage-resilient proofs for SLFUNC rely on looking up
queries that the adversary makes to p which does work in the QROM without modification.

The related-key attack and related-randomness attack security notions can be easily
extended to the QROM to cover adversaries with local quantum computing power. Hence,
the main question is whether existing classical proofs in the ROM (with respect to related-
key attacks or related-randomness attacks) can be translated to post-quantum proofs in
the QROM by revisiting the used proof techniques and adapting them to a corresponding
QROM technique if necessary.

Considering side-channel leakage, as done in Chapter 3, in the setting of quantum
security, considered in Chapter 6 is more involved. First, note that SLAE, and in fact
most AEAD schemes, are insecure with respect to quantum security notions that allow
the challenge queries to be quantum [GHS16, MS16]3. This effectively stems from the
insecurity of the one-time pad against superposition attacks, similar to the attack we
presented against ROLLO-II. A combination with side-channel attacks is meaningless if
the schemes are already insecure even in the absence of side-channel leakage. Instead,
one can consider the weaker notion IND-qCPA [BZ13b], where the learning queries are
quantum while the challenge remains classical.?? In combination with the leakage setting,
this means that the adversary has classical, leakage-free oracles in the challenge phase
and quantum oracles in the learning phase that additionally leak. The core question is
what leakage on a quantum oracle is. Side-channel information is generally some classical
information such as power consumption or runtime from which secret bits can be extracted.
It is not clear what the power consumption of a computation in superposition actually
tells the adversary. A related, yet different question are fault attacks [Krdl5]. Here, the
adversary injects a fault into the computation and derives some information based on the
result of the (modified) computation. One can consider adversaries that inject faults into
a superposition, which might yield more information than the classical counterpart.

38Note that we do not consider the security notion from Chapter 6 which is for public key encryption as
SLAE is a symmetric primitive.
39For this notion, secure constructions exist [ATTU16, BBCT21].
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Another possible combination are related-randomness attacks in a quantum setting. In
light of the results presented here, we focus again on the special case of resetting attacks,
where random coins used for encryption are reused. Enhancing the qIND-qCPA notion*°
by resetting attacks comes with the same problem that arises when extending quantum
security notions to the CCA scenario: detecting forbidden queries. In the CCA case, the
challenge would need to copy the challenge ciphertext in order to prevent the adversary
from simply asking for a decryption of the challenge ciphertext. The resetting attack secu-
rity notions exclude forbidden queries via considering equality-pattern respecting adver-
saries. Recall that, for LoR-IND-CPRA, an adversary would violate the equality-pattern
property if it makes a query (mg,m;) followed by querying (mg,m2). In general, this
property has to be checked by the challenger; in the classical setting, this is trivial and
one can simply assume the adversary to be equality-pattern respecting.*! In the quantum
setting, this is not the case as the challenger would need to copy the messages queried by
the adversary which are arbitrary quantum states and hence thwarted by the no-cloning
theorem. Note that the same also applies to the real-or-random notion RoR-IND-CPRA,
where equality-pattern respecting means that the adversary does not repeat a query.

The QROM is implicitly considered in our quantum security qIND-qCPA. But note
that the challenger still only accesses the random oracle classical. This stems from the
fact that the (classical) randomness is input to the random oracle while the (quantum)
message is not. In this sense, there is no difference to the established QROM from the
post-quantum setting where only the adversary has quantum access to the random oracle.
When considering the stronger setting of randomnesses in superposition, however, things
change as the challenger would access the random oracle in superposition while generating
the challenge ciphertext.

40Note that the same argument applies to the alternative quantum security notion given in [CEV20].
“IThis also appears in [BITK15] which study different flavours of handling forbidden queries to the decryp-
tion oracle in the classical setting.
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