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1 Introduction

The quality score of a biometric sample is expected to express the utility of this sample
for automated recognition of the individual [1]. It can be used, e.g., for deciding about
re-acquisition of a biometric sample, for weighting partial results in multi-biometric
systems, or for selecting the best from a series of samples. The utility of a biometric
sample depends on the faithfulness of the sample to its source (i.e. fidelity) and the
distinctiveness of the biometric features (referred to as character [1]). It also depends
on the biometric references the sample is compared with: for instance, a face image
quality score can reflect utility when comparing with full-frontal reference face images
compliant to the requirements on passport photographs [2] or with reference images
captured in the wild. A biometric sample’s utility for automated recognition also
depends on the number of years passed since capturing the mated reference (ageing).
However, since the time elapsed cannot be determined from one sample alone, it does
not contribute to the calculation of quality scores.

Based on NIST’s ground-breaking work on fingerprint image quality assessment [3],
the international standard setting the framework for objective biometric sample quality
assessment [1] defines utility as degree to which a biometric sample supports biomet-
ric recognition performance but leaves open how to quantify the utility of a particular

. ©The Author(s) 2024. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which permits
@ Sprlnger O pen use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original
— author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third
party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the mate-
rial. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or
exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http://

creativecommons.org/licenses/by/4.0/.


http://orcid.org/0000-0003-2499-8613
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s13640-024-00644-1&domain=pdf

Henniger et al. EURASIP Journal on Image and Video Processing ~ (2024) 2024:28 Page 2 of 21

sample. As all biometric sample quality assessment algorithms try to predict utility, a
harmonized approach for calculating target utility labels would be useful to enable the
comparison of results. The contributions of this article are:

1. We compare two controversial approaches to measuring and calibrating the utility of
biometric samples with and without consideration of non-mated comparison scores
(see Sect. 2).

2. Using open-source face image and fingerprint image quality assessment algorithms,
we demonstrate how to summarize the utility-prediction performance of biometric
sample quality assessment algorithms in a single informative plot and a single figure
of merit based on the chosen utility definition (see Sect. 3).

3. Using publicly available face image and fingerprint image data sets and open-source
comparison software, we show that the proposed definitions of utility are remarkably
effective in finding the samples responsible for false non-matches (see Sects. 4 and
5).

This article focuses on assessing the utility of biometric samples a posteriori, i.e. after
comparing with other samples in a given data set, and on simplifying the performance
evaluation of biometric sample quality assessment algorithms. The challenge how to
predict the utility of a sample a priori, i.e. without comparing it with other samples in
a data set, is out of scope of this article. This article extends related conference papers
[4, 5] by studying the contribution of non-mated comparisons and by contrasting face
images (with ICAO-compliant canonical reference images [2]) with fingerprint images
(without canonical references). The approach can be applied to other types of biometric
characteristics as well.

2 Utility assessment methods
2.1 Related work
In contrast to general image quality assessment algorithms, which try to predict the
image quality that an average human observer would perceive, starting with version 1 of
the NIST Fingerprint Image Quality (NFIQ) assessment software [3], biometric sample
quality assessment algorithms try to predict the utility of the given sample for computer-
based recognition. The concept of utility is independent of the considered type of
biometric characteristics and has been studied for diverse types of characteristics.
Regarding fingerprint images, Tabassi et al. defined the utility of a biometric sample as
the normalized difference between the sample’s mated similarity score and the mean of
the sample’s non-mated similarity scores in a data set that contains two samples per finger
instance [3]. More than two samples per instance were not available for a large enough
number of finger instances. Predicting a real-valued scalar, like utility, is a regression
problem. However, as regression methods failed to give adequate predictions, for NFIQ
1, the machine-learning problem was restated in terms of classification into five levels of
utility: excellent, very good, good, fair and poor [3]. The boundaries between the levels of
utility were defined based on comparison score quantiles, i.e. the worst samples in the data
set were labelled poor, etc. The improved version 2 of NFIQ [6, 7] provides more granular
quality scores in the range from 0 to 100 (lowest to highest quality). For NFIQ 2, Tabassi
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et al. trained a random decision forest for binary classification into two utility classes (high
and low utility), which outputs the probability that an image belongs to the high-utility class
[6]. Images whose mated similarity score was in the top 10% were selected as high-utility
training images from a data set that again contained just two samples per instance. Images
whose mated similarity score was smaller than a threshold value corresponding to a false
match rate of 0.01% were selected as low-utility training images.

Regarding iris images, the mated similarity scores in a data set with two samples per
instance were used as target utility labels [8].

Regarding face images, target utility labels are also required for training supervised
machine learning-based quality assessment models. Related approaches can be clustered
based on the labelling methods:

+ The training face images can be labelled with human assessments of perceived quality
[9].

+ Training face images can be labelled with utility scores automatically derived from
comparison scores [10, 11]. For instance, FaceQnet [10] quantifies utility as similarity
score between the face image and a high-quality mated reference image, ignoring non-
mated similarity scores, whereas SDD-FIQA [11] quantifies utility as the Wasserstein
distance between mated and non-mated comparison score sets.

+ Face images of high and low quality can be selected for training [12—14] like what is
done for NFIQ.

Regarding handwritten signatures/signs, the normalized difference between the
arithmetic means of mated similarity scores and of similarity scores for skilled forgeries was
used to classify samples into four levels of utility [15].

2.2 Measuring utility

The utility of a biometric sample can be assessed by comparing this sample with other
samples in a biometric data set containing multiple encounters of the included biometric
instances and covering a wide range of potential quality issues [3]. When comparing with
other samples, the biometric references can be selected in different ways depending on
the intended use case: canonical samples fulfilling certain requirements (e.g., face images
compliant to the requirements on passport photographs [2]) can be selected as references,
or any available samples can be used as references (e.g., if no canonical representation is
defined).

No matter how the references are selected, we measure the utility of a biometric sample i
for a comparison algorithm that outputs similarity scores (the more similar, the higher) first
as normalized difference between the mean of /'s mated similarity scores and the mean of i’s
non-mated similarity scores:

Mmi — Mni

\/O’I%—FO}%’ 1)

where @ is the arithmetic mean of the similarity scores for i and mated references;

u =

Mni is the arithmetic mean of the similarity scores for i and non-mated references; oy,

is the standard probe deviation of all mated similarity scores; oy, is the standard probe
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deviation of all non-mated similarity scores. If only one mated comparison score is
available per sample, Eq. 1 specializes to the normalized difference between the sample’s
mated score and the mean of its non-mated scores as in [3]. In the unfavourable case
that only one mated similarity score is available per sample, and all compared samples
are of unknown quality, a low or high comparison score cannot be attributed to either of
the compared samples.

Note that the normalized difference between the mean of all mated similarity scores
im and the mean of all non-mated similarity scores u, was established in [17, 18] as d’
(d-prime), a measure of the separability of the mated and non-mated comparison score
distributions:

Mm — KUn

NCEr @

d' squared is also known as Fisher’s discriminant ratio [19].

d =

If the sample-specific non-mated comparison score distributions are the same for all
samples, utility depends only on mated comparison scores as hypothesized in [16]. To
examine the contribution of non-mated comparisons in Sects. 4 and 5, we introduce a
slimmed-down utility formula:

~ _ Mmi

Uu; ) (3)

Om

by removing all terms related to non-mated comparisons from Eq. 1.

For comparison algorithms that output dissimilarity scores (the more similar, the
lower) rather than similarity scores, we use —u; and —1;, respectively, so that the values
increase with utility as required by [1].

Using only canonical samples known to be of high utility as references ensures that low
similarity scores are clearly attributable to the biometric probe [16]. If other than high-
quality canonical samples are used as references, comparing with as many as possible
other samples ensures that u; is dominated by the influence of the sample to be assessed
and not by individual other samples. To avoid potential bias, there should be the same
number of samples for each biometric instance.

2.3 Utility score calibration
Score calibration enables comparability of scores across quality assessment algorithms
and across data sets. Higher quality score values are intended to imply higher utility
[1]. The u; and u; values meet this expectation. A biometric sample is the more useful
for biometric recognition the more similar it is to its mated samples and the larger the
distance between the sample-specific distributions of mated and non-mated comparison
scores is. Furthermore, the standard requires quality score values to be in the range
from O to 100 [1]. The u; values do not meet this requirement. Hence, the u; values must
be mapped to the range from 0 to 100 to serve as target quality score. To fit into the
standardized biometric data interchange formats [20, 21], quality scores also need to be
quantized to integers, which can be achieved by rounding.

A sigmoid function having an S-shaped curve can be used to map u; (Eq. 1) and u;
(Eq. 3) to the range from 0 to 100:
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100
S(l/tl') = W’ (4)

l14+e w

where u indicates the inflection point and w the slope of the sigmoid. The non-linear
mapping allows score calibration. For calibrating u;, we chose the parameters #, and w in
Eq. 4 such that §(0) =25 and S(z,) =50, where

ua = min({u;)i € A}) (5)

is the lowest of the u; values of the samples in the set A of unobjectionable samples.
A sample belongs into the set of unobjectionable samples if and only if all its mated
similarity scores are greater than any sample’s non-mated similarity scores (or all its
mated dissimilarity scores are less than any sample’s non-mated dissimilarity scores).

This results in g = us and w = 4. Hence, i's utility score u} in the range from 0 to 100
is:
i 100
= —— = ©)
1+3

If the subset A of unobjectionable samples is empty in the biometric data set, 4 can be
approximated by max({u;|i ¢ A}) as in [4]. In this case, no sample in the data set reaches
a utility score higher than 50.

Contrary to bin boundaries based on score quantiles as proposed in [3, 22], the
resulting bin boundaries are robust against data set shift. S(0)=25 means that clearly
deficient samples with #; < 0 (which appear more similar to non-mated samples than to
mated samples) are assigned utility scores less than 25. S(u,) =50 means that samples
whose utility #; is at least as high as that of any sample in the set A of unobjectionable
samples are assigned utility scores greater than or equal to 50. This is in line with [23],
which recommends that quality scores from 0 to 25 indicate deficient (for many use
cases unacceptable) quality, from 26 to 50 marginal, from 51 to 75 adequate, and from 76
to 100 excellent quality.

For calibrating u;, the parameters should be set regarding u; instead of u;. We chose ug
and w such that S (ﬁg) =25and S (ﬁA) = 50, where 1g = (’;—r:, [y is the arithmetic mean
of all non-mated similarity scores, 14 = %‘3% (if the non-mated comparison scores
have a normal/Gaussian distribution, then almost all of them except for outliers are
less than uy + 30ym), and oy, is the standard probe deviation of all non-mated similarity

scores. This results in ug =14 and w = “4=%. After insertion and simplification, /s
slimmed-down utility score u} is:
. 100
ui = 1 Fmi iy 7)
1+3' 5m

3 Utility-prediction performance testing methods

3.1 Related work

Utility-prediction models should neither underestimate nor overestimate the utility of
individual biometric samples to avoid mistakenly discarding good samples or retaining
bad samples. Their performance can be measured in several ways: whereas the widely
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used error vs. discard characteristics (Sect. 3.2) and the d’ vs. discard characteris-
tics (Sect. 3.3) are summary statistics showing how efficiently discarding samples with
a low score results in improved biometric recognition performance, prediction errors
(Sect. 3.4) aggregate the sample-specific distances between predicted and observed
utility.

Grother and Tabassi introduced error vs. discard characteristics (Sect. 3.2) as error
vs. reject characteristics with respect to false non-match errors [22]. ISO/IEC 29794-1
[1] standardized and extended them to false match errors. The change of name is to avoid
confusion with the reject/accept outcome of biometric verification systems. Details of
this method for utility-prediction performance testing are studied in [24]. Some related
work recalculates the decision threshold at each sampled discard ratio to fix the FMR
rather than the decision threshold when calculating error vs. discard characteristics [11,
25-27]. This approach renders false match error vs. discard characteristics superfluous
(same FMR value for any supported discard ratio) but increases the complexity of
calculating error vs. discard characteristics and prevents the results from being
comparable with the standard approach. To support the comparability of results, ISO/
IEC 29794-1 [1] includes a Python script for calculating error vs. discard characteristics,
which is available from the ISO Standards Maintenance Portal.!

d’vs. discard characteristics were introduced in [4] to simplify benchmarking by sum-
marizing the utility-prediction performance in a single plot.

Quality-assessment error rates (named incorrect sample rejection rate and incorrect
sample acceptance rate) were introduced in [16] and are included in [1]; however, taking
only a single mated comparison score per sample into account. These metrics were
generalized in [5] for the case that multiple comparison scores are available per sample
(see Sect. 3.5).

The use of statistical prediction errors like the root mean square error is widespread
practice, e.g., in telephone-transmission quality assessment [28] and in general
no-reference image quality assessment [29].

3.2 Error vs. discard characteristics
An error vs. discard characteristic (EDC) shows the dependence of an error rate (such
as the false non-match rate FNMR) at a fixed decision threshold on the percentage of
reference and probe samples discarded based on lowest quality scores (discard ratio) [22].
The steeper the FNMR decreases with increasing discard ratio and without significantly
increasing the false match rate FMR, the better. Values at high discard ratios can be
omitted for lack of statistical reliability in case of few remaining error cases (remember
the Rule of 30 [30]: to be 90% confident that the true error rate is within 4=30% of the
observed error rate, at least 30 errors must be observed). The percentage of samples that
the operator of a biometric system is willing to discard, if any, depends on the use case.
As not only false non-match but also false match errors happen, a false non-match
EDC should be considered together with the corresponding false match EDC. A
decrease in FNMR may inadvertently come along with an increase in FMR.

! https://standards.iso.org/iso-iec/29794/-1/ed-3/en/.
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The EDCs depend on the decision threshold value. Therefore, it is common to plot
EDC:s for several decision thresholds. The drawback of EDCs is that they do not provide
a single plot: to compare the utility-prediction performances of biometric sample quality
assessment algorithms, you should look at both false non-match and false match EDCs
and that for various decision thresholds.

3.3 d'vs. discard characteristics
A d’ vs. discard characteristic shows the dependence of d’ (Eq. 2) on the percentage of
reference and probe samples discarded based on lowest quality scores (discard ratio) [4].
The better the utility prediction works, the steeper d’ (the distance between the mated
and non-mated comparison score distributions) increases with increasing discard ratio.
The d’ vs. discard characteristics depend on the underlying biometric data set,
comparison algorithm and quality assessment algorithm. However, if the same data
set and the same comparison algorithm are used, the utility-prediction performance
of different quality assessment algorithms can be compared simply based on their d’
vs. discard characteristics.

3.4 Prediction errors
The prediction performance of regression models can be measured taking the sample-
specific differences between predicted and observed values into account.

A common method for characterizing a prediction model’s performance is to use the
root mean square error (RMSE) between observed and predicted values. For quality
scores in the same standardized range from 0 to 100 as utility scores and slimmed-down
utility scores, RMSE is:

1 2
RMSE = | +- ; (i —u?)”, (8)

where u} are observed utility scores or observed slimmed-down utility scores, g; are the
corresponding quality scores considered as the predicted values, and N is the number of
samples in the testing data set. The lower the RMSE value, the better the quality scores
predict utility scores.

Provided they deliver quality scores in the standardized value range, the utility-
prediction performance of different biometric sample quality assessment algorithms can
be compared based on their RMSE values calculated in the same data set.

3.5 Quality-assessment error rates

If the quality scores are used to make decisions on whether to discard or to retain
biometric samples for further processing, then deviations between predicted and
observed utility do not matter as long as mistakenly discarding useful samples or
retaining less useful ones is avoided. To express this, the following metrics were defined
in [5]:

+ Quality-assessment false negative rate (QFNR): proportion of biometric samples
with a quality score below a quality-score threshold u but a utility score above 50.
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+ Quality-assessment false positive rate (QFPR): proportion of biometric samples with
a quality score above a quality-score threshold « but a utility score below 50.

The utility score of 50 separates objectionable (marginal or deficient) samples from
unobjectionable (adequate or excellent) samples.

QFNR and QFPR both depend on the chosen data set, comparison system and the
quality-score threshold u# and should be quoted together at the same quality-score
threshold. The higher the quality-score threshold, the more samples are discarded,
including samples of unobjectionable quality that had better be retained. The lower
the quality-score threshold, the more samples are retained, including samples of
objectionable quality that had better be discarded.

4 Face image quality assessment experiments

4.1 Experimental setup

4.1.1 Faceimage data set

We used a subset of the publicly available data set Multi-PIE [31] because this data
set contains multiple face images per subject taken under varying conditions (pose,
illumination, facial expression), which raises comprehensible quality issues. Face images
were taken in up to four sessions over the span of five months from 15 viewpoints
(using 13 cameras located at head height and spaced in 15° intervals plus two cameras
located above head height, simulating surveillance camera views), under 19 illumination
conditions (using 18 flashlights) and displaying several facial expressions (including
neutral, smile, surprise, squint, disgust and scream).

As probe images, we used a random subset containing 21,343 face images of
250 subjects. All probe images are of size 640 x 480 pixels. As high-quality references,
we used 250 well-lit frontal face images with neutral facial expression, one per subject.
We used only frontal face images as references because many face recognition systems
store such images as references (e.g., ePassports, forensic databases, entry/exit systems).
All reference images are of size 2048 x 3072 pixels.

4.1.2 Face comparison

Before comparison, faces must be detected and aligned, and features must be
extracted from the aligned face images. For face detection, we used multitask cascaded
convolutional networks (MTCNN) [32]. For 16 profile face images, face detection failed.
As no faces were detected, feature extraction and face image quality assignment failed
for these images.

We performed face alignment by applying an affine transformation based on the five
facial landmarks detected by MTCNN (centres of the left and of the right eye, tip of
the nose, left and right corners of the mouth). This ensures that the relative positions,
angles, and distances between the landmarks are preserved while adjusting for scale,
rotation, and translation variations in the images. The feature extraction algorithms used
require the aligned input image size to be 112 x 112 pixels.

For feature extraction, we used two open-source deep-learning-based face feature
extraction algorithms implemented in Python:
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(a) ArcFace [33]: This algorithm aims at obtaining highly discriminative face
embeddings for automatic face recognition by incorporating margins in the loss
function. A collection of face image data sets was used as training data, including
the CASIA [34], VGGFace2 [35], MS-Celeb-1 M [36] and DeepGlintFace [37] data
sets.

(b) MagFace [26]: This algorithm leverages the loss function to learn a universal face
feature embedding that can be used for both assessing face image quality and face
recognition. MagFace has a backbone based on ResNetl100 and was trained on
MS1MV?2 [33], a selected version of MS-Celeb-1 M [36].

For comparing two face feature vectors, we calculated their cosine similarity as
similarity score in the range from—1 to 1 (the more similar, the higher). Cosine
similarity measures the similarity of the orientation of two feature vectors regardless
of their magnitude. ArcFace and MagFace are designed to give best results with cosine
similarity.

Each probe face image was compared with each mated and non-mated reference
image within the face image data set (see Sect. 4.1.1). Altogether, using each
algorithm, 21 327 mated and 5 310 423 non-mated comparisons were performed.

4.1.3 Face image quality assessment

As this article does not aim at a comprehensive comparative performance evaluation
of the variety of face image quality assessment algorithms described in literature [38],
we chose only some examples to demonstrate utility-prediction performance testing
in Sect. 4.2. We use the following open-source deep-learning-based face image quality
assessment algorithms implemented in Python (in alphabetical order):

(@) CR-FIQA [27]: The loss function is extended by a certainty ratio (CR) term that,
during training, takes the true class centre and the nearest negative class centre
into account to compute a quality score. An additional regression layer is trained to
predict quality also for previously unseen samples.

(b) MagFace [26]: This algorithm extracts feature vectors for face recognition, the
magnitudes of which correspond to the utility of the face image. Feature vectors
of high-quality images have larger magnitudes than feature vectors of low-quality
images.

(c) SDD-FIQA (Similarity Distribution Distance Face Image Quality Assessment) [11]:
The target utility label of each training image was the Wasserstein distance between
mated and non-mated comparison score sets.

(d) SER-FIQ (Stochastic Embedding Robustness Face Image Quality) [25]: This
algorithm assesses the quality of a face image based on the robustness of the feature
vector of a specific deep-learning-based face comparator against random dropout
patterns. We used SER-FIQ fine-tuned for ArcFace [33].

While SDD-FIQA adopts a supervised machine learning-based approach using
target labels calculated from comparison scores during training, CR-FIQA, MagFace
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Fig. 1 Utility score distributions in the face image data set with respect to the face comparison systems

9% 9%
8% 8%
7% 7%
6% 6%
'325 5% 025 5%

Z 4% Z 4%
3% 3%
2% 2%
1% 1%

0% * — 0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 0% 10% 20% 30% 40% 50% 60% 70% 80%

Discard ratio Discard ratio
—Utility ~——Slimmed-down utilty ——CR-FIQA ——MagFace SDD-FIQA —SER-FIQ
(a) ArcFace comparison system (b) MagFace comparison system

Fig. 2 False non-match EDCs in the face image data set at a fixed decision threshold for an initial FMR of
0.1%

and SER-FIQ adopt unsupervised deep-learning-based approaches not requiring any
utility labels for training.

Before applying the quality assessment algorithms, we aligned the face images by
applying an affine transformation based on the facial landmarks detected by MTCNN.
The required size of aligned input images happens to be 112 x 112 pixels in all cases.

4.2 Experimental results and discussion

4.2.1 Observed utility

We calculated utility scores u] (Eq. 6) using the face image data set and comparison
systems given in Sect. 4.1. Figure 1 shows the distributions of utility scores of the face
images in the data set with respect to both face comparison systems. Despite the differ-
ent poses, illumination conditions and facial expressions, most images in the data set are
of adequate quality and were assigned a utility score higher than 50.

4.2.2 Errorvs. discard characteristics

Figures 2, 3, 4, 5 show false match EDCs and false non-match EDCs for both face
comparison systems with respect to utility scores (bold black lines), with respect to
slimmed-down utility scores (bold grey lines) and, for comparison, with respect to
the various face image quality scores (colourful lines). While we fixed the decision
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Fig. 3 False match EDCs in the face image data set at a fixed decision threshold for an initial FMR of 0.1%
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Fig. 4 False non-match EDCs in the face image data set at a fixed decision threshold for an initial FMR of

0.01%

0,013%
0,012%
0,011%

o 0.010%

=

- 0,009%
0,008%
0,007%

0,006%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Discard ratio

—Utility ——Slimmed-down utility ——CR-FIQA

(a) ArcFace comparison system

0,013%
0,012%
0,011%
o 0,010%
=
% 0,009%
0,008%

0,007%

0,006%
0% 10% 20% 30% 40% 50% 60% 70% 80%
Discard ratio
——MagFace SDD-FIQA —SER-FIQ

(b) MagFace comparison system

Fig. 5 False match EDCs in the face image data set at a fixed decision threshold for an initial FMR of 0.01%

threshold in Figs. 2 and 3 to give an initial FMR value of 0.1%, in Figs. 4 and 5 the ini-

tial FMR value is 0,01%.

The bold black and grey lines in Figs. 2 and 4 show the desired behaviour: discarding

images with low utility scores leads to a steep drop in FNMR. Starting from an initial
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Fig. 6 d’vs. discard characteristics in the face image data set with respect to the face comparison systems

value of about 3% in Fig. 2a or about 5% in Fig. 2b, the FNMR approaches 0% after
discarding the worst 3% or 5% of the images. In Figs. 2 and 4, the bold grey lines
largely cover the bold black lines. For the face image quality assessment experiments
with canonical references, discarding images based on utility scores without
consideration of non-mated comparisons (Eq. 3) leads to a slightly steeper decline
in FNMR than with consideration of non-mated comparisons (Eq. 1). The deviation
is visible only for FNMR values below 1%. The bold black and grey lines in Figs. 3
and 5 show that discarding images based on utility scores with consideration of non-
mated comparisons (Eq. 1) slightly improves the FMR while discarding images based
on utility scores without consideration of non-mated comparisons (Eq. 3) improved
the FNMR in Figs. 2 and 4 slightly more. The consideration of non-mated comparison
scores leads to the assignment of lower utility scores to samples responsible for false
matches and consequently to their earlier discard. As false matches of face images
are caused by look-alikes and cannot be prevented by means of quality assessment,
the slimmed-down utility formula without consideration of non-mated comparison
scores provides more suitable target utility labels.

The colourful lines in Figs. 2 and 4 show that all face image quality assessment
algorithms under consideration achieve a more or less steep drop in FNMR. The
colourful lines in Figs. 3 and 5 show that discarding images based on low-quality
scores has various small effects on FMR with different face image quality assessment
algorithms. Therefore, to ensure a fair comparison of quality assessment algorithms,
false non-match and false match EDCs are recommended to be explored together. Note,
however, the different orders of magnitude of FNMR and FMR.

4.2.3 d’vs. discard characteristics

Figure 6 shows the d’ vs. discard characteristics for both face comparison systems with
respect to utility scores (bold black lines), slimmed-down utility scores (bold grey lines)
and, for comparison, face image quality scores (colourful lines). For each quality assess-
ment algorithm, we used the same data set and comparison system to enable the com-
parison of the performance of the quality assessment algorithms. The d’ vs. discard
characteristics show that exclusion of images with low-quality scores leads to a notice-
able improvement in the separability of the mated and non-mated comparison score
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Fig. 7 Quality-assessment error rates in the face image data set over the SDD-FIQA score threshold

distributions. Among the face image quality assessment algorithms under test, CR-FIQA

and MagFace achieve the best results.

4.2.4 Prediction errors

We consider the quality scores delivered by the face image quality assessment algorithms
introduced in Sect. 4.1.3 as is. Of the studied algorithms only SDD-FIQA covers the
desired score range from 0 to 100 [1]. In the studied data set, for the SDD-FIQA scores
(which range from 13.0 to 85.4), RMSE is as low as 9.5 with respect to utility for the
ArcFace comparison system and 9.4 with respect to utility for the MagFace comparison
system.

The CR-FIQA, MagFace and SER-FIQ quality scores do not cover the range from 0 to
100. For instance, MagFace scores, in general, range from 0 to 40. Therefore, they are not
amenable to comparison with respect to RMSE. We refrain from calibrating the quality
scores ourselves. They can be calibrated on training data by selecting meaningful score
values marking borders between deficient, marginal, adequate or excellent quality as

described in Sect. 2.3 for utility scores.

4.2.5 Quality assessment error rates
Figure 7 shows QFNR and QFPR for SDD-FIQA on the chosen data set over the quality
score threshold.

With a higher quality score threshold, the QFPR decreases and the QFNR increases.
The QFPR value at the quality score threshold of zero indicates the percentage of images
in the data set whose utility score is below 50 with respect to the chosen comparison
system. It is up to the system designer to select an appropriate quality score threshold
that results in a trade-off between QFPR and QFNR, i.e. between mistakenly retaining
objectionable samples and mistakenly discarding unobjectionable samples.

5 Fingerprintimage quality assessment experiments

5.1 Experimental setup

5.1.1 Fingerprintimage data sets

We used the following publicly available data sets, which contain multiple images per
finger instance:
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(a) Subset A of data set DB3 from the First Fingerprint Verification Competition
(FVC2000) [39], which consists of 800 plain fingerprint images of 100 different
fingers (left and right index and middle fingers), eight images per finger. The
fingerprint images were captured using an optical fingerprint sensor (Identicator
Technology DF-90). The image size is 448 x 478 pixels. All fingerprint images are
8-bit grey-scale images with a spatial sampling rate of 500 dpi (i.e. 19,685 pixels per
centimetre).

(b) A subset of the CASIA Fingerprint Image Database Version 5.0 (CASIA-
FingerprintV5) [40], restricted to 2500 plain fingerprint images of 500 different
right index fingers, five images per finger. The images were captured using an
optical fingerprint sensor (URU4000) all in one session. To generate noticeable
intra-class variation within a single session, the data subjects rotated their fingers
with various levels of pressure. The image size is 328 x 356 pixels. All fingerprint
images are 8-bit grey-scale.bmp files with a spatial sampling rate of 512 dpi (i.e.
20,157 pixels per centimetre).

5.1.2 Fingerprint comparison

We extracted minutiae using the open-source FingerNet framework [41], which deploys
a deep neural network for minutia detection. No failures to extract occurred. Minutia
positions and angles were converted to MCC (Minutia Cylinder-Code) format [42]
for comparison. Each comparison yielded a dissimilarity (or distance) score (the more
similar, the lower).

In FVC2000 DB3, each fingerprint image was compared with each other image
in the data set (7 mated and 792 non-mated comparisons). In the subset of
CASIAFingerprintV5, each fingerprint image was compared with each mated fingerprint
image (4 mated comparisons) and with 1245 non-mated fingerprint images.

5.1.3 Fingerprintimage quality assessment
To assess the fingerprint image quality, we used the following open-source fingerprint
image quality assessment algorithms:

(a) NFIQ (NIST Fingerprint Image Quality) version 2.2 [6]: NFIQ 2 is the reference
implementation of ISO/IEC 297944 [7]. NFIQ 2 was trained on fingerprint images
captured using optical sensors based on frustrated total internal reflection and
fingerprint images scanned from inked fingerprint cards, all with a spatial sampling
rate of 500 dpi. For fingerprint images from other sensor technologies or with a
different spatial sampling rate, the NFIQ 2 score is in general not predictive of
utility.

(b) MiDeCon [43]: This algorithm builds upon MinutiaeNet [44] for robust minutiae
extraction from fingerprint images. By computing multiple forward passes with
activated dropout layers in the neural network, the mean and variance of the
prediction are computed and turned into a reliability score for each minutia. The
fingerprint quality score is then derived from the mean of the reliability scores of
the extracted minutiae.



Henniger et al. EURASIP Journal on Image and Video Processing ~ (2024) 2024:28 Page 15 of 21

60% 60%

50% 50%
40%

40% 40%

30% 30%

20% 20%

Relative frequency
Relative frequency

10% 7% 6% 10%

0% 0%

0% 0%

O P R PSR
O 07 © O O O © © O

o
RN SRS SR NNV NGRS GNP %\\0 ST T T KNP GEN SN %\\0
Utility score range Utility score range

(a) FVC2000 DB3 (b) Subset of CASIA-FingerprintV5

Fig. 8 Utility score distributions in the fingerprint image data sets

To be able to use NFIQ 2, we chose a data set consisting of fingerprint images of
500 dpi (FVC2000 DB3) and re-sampled the fingerprint images in the other data set
(subset of CASIA-FingerprintV5) with a spatial sampling rate of 500 dpi, using the free
Cognaxon WSQ viewer, version 4.1.

5.2 Experimental results and discussion

5.2.1 Observed utility

We calculated utility scores u} (Eq. 6) using the comparison scores from the fingerprint
image data sets and comparison system given in Sect. 5.1. Figure 8 shows the distribu-
tion of utility scores of the fingerprint images in the fingerprint image data sets. Most
images in FVC2000 DB3 are of unobjectionable quality, i.e. easily recognizable by the
comparison software used. This is due to quality assurance measures during data col-
lection. In the subset of the CASIA-FingerprintV5 data set, the utility scores are more
evenly distributed because many fingerprints in this data set are not easily recognizable.
The presence of low-utility images makes CASIA-FingerprintV5 especially suitable for
studying fingerprint image quality assessment.

5.2.2 Errorvs. discard characteristics
Figure 9 through Fig. 12 show the false match and false non-match EDCs for both fin-
gerprint image data sets with respect to utility scores and slimmed-down utility scores
(bold black and grey lines) and, for comparison, with respect to NFIQ 2.2 and MiDeCon
scores (colourful lines). While we fixed the decision threshold to give an initial FMR
value of 1% in Figs. 9 and 10, in Figs. 11 and 12 we fixed it to give an initial FMR value
of 0.1%. The bold black and grey lines in Figs. 9 and 11 show the desired behaviour as
well: discarding images with low utility scores leads to a clear drop in FNMR. In Fig. 9
through Fig. 12, the bold grey lines and the bold black lines overlap. For the fingerprint
image quality assessment experiments without canonical references, discarding images
based on utility scores with or without consideration of non-mated comparisons makes
no significant difference.

The colourful lines in Figs. 9 and 11 show that both fingerprint image quality
assessment algorithms under consideration achieve some drop in FNMR. The colourful
lines in Figs. 10 and 12 show that discarding images based on low-quality scores has
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Fig. 11 False non-match EDCs in the fingerprint image data set at a fixed decision threshold for an initial
FMR of 0.1%

various effects on FMR with different fingerprint image quality assessment algorithms.
Discarding images with low NFIQ 2.2 scores leads not only to a decreasing FNMR, but
also to a decreasing FMR in both data sets.

For the FVC2000 DB3 data set, MiDeCon performs better than NFIQ 2 in the false
non-match EDCs (see Figs. 9a and 11a) but worse than NFIQ 2 in the false match EDCs

Page 16 of 21



Henniger et al. EURASIP Journal on Image and Video Processing ~ (2024) 2024:28 Page 17 of 21

0,15% 0,15%

0,10% 0,10%

o o
= =
w w
0,05% 0,05%
0,00% 0,00%
0% 10% 20% 30% 40% 50% 60% 70% 80% 0% 10% 20% 30% 40% 50% 60% 70% 80%
Discard ratio Discard ratio
—Utility Slimmed-down utility ——NFIQ2.2 ——MiDeCon
(a) FVC2000 DB3 (b) Subset of CASIA-FingerprintV5
Fig. 12 False match EDCs in the fingerprint image data set at a fixed decision threshold for an initial FMR of
0.1%
25 25
2,0 — ! 2,0
515 -
- ~ T
1.0 1,0 —
y y Pz‘f
0% 10% 20% 30% 40% 50% 60% 70% 80% 0% 10% 20% 30% 40% 50% 60% 70% 80%
Discard ratio Discard ratio
— Utility Slimmed-down utility ——NFIQ2.2 ——MiDeCon
(a) FVC2000 DB3 (b) Subset of CASIA-FingerprintV5

Fig. 13 d’ vs. discard characteristics in the fingerprint image data sets

(see Figs. 10a and 12a). Which algorithm performs better overall? This can be seen in the
d’ vs. discard characteristics (Fig. 13).

5.2.3 d’vs. discard characteristics

Figure 13 shows the d’ vs. discard characteristics for both fingerprint image data sets
with respect to utility scores and slimmed-down utility scores (bold black and grey
lines) and, for comparison, with respect to fingerprint image quality scores (colourful
lines). Figure 13 shows that exclusion of images with low-quality scores leads to an
improvement in the separability of the mated and non-mated comparison score
distributions though not to the extent that would be possible if all hard-to-recognize
fingerprint images could be discovered. The results show that newer machine-learning
approaches such as MiDeCon can outperform NFIQ 2.

5.2.4 Prediction errors

The RMSE between the NFIQ 2.2 scores (which range from 0 to 91 in FVC2000 DB3)
and the utility scores observed in the FVC2000 DB3 data set of mostly good quality
is 46.6. The RMSE between the NFIQ 2.2 scores and the utility scores observed in the
subset of the CASIA-FingerprintV5 data set is 26.5. As there are merely 100 score points,
this is quite a big deviation. One reason is that NFIQ 2 was not trained for predicting
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Fig. 14 Quality-assessment error rates over the NFIQ 2 score threshold in the fingerprint image data sets

continuous utility scores but for binary classification into two utility classes (high or low
utility).

The MiDeCon scores do not cover the range from 0 to 100. Therefore, without
calibration MiDeCon is not amenable to comparison with respect to RMSE. We refrain
here from calibrating the quality scores. They can be calibrated in the same way as
described in Sect. 2.3 for utility scores.

5.3 Quality assessment error rates
Figure 14 shows QFNR and QFPR for the chosen fingerprint image data sets and com-
parison algorithm over the quality score threshold. The quality score threshold for dis-
carding low-quality samples depends on the intended use of the retained samples. For
instance, for public sector applications in Germany, a technical guideline [45] specifies
that the NFIQ 2 score threshold for plain left and right index-finger images captured
for enrolment purposes is 30. At the quality-score threshold of 30, for the subset of
CASIAFingerprintV5 about 32% of the retained finger images are of objectionable (low)
quality, and about 14% of the discarded finger images are of unobjectionable (high) qual-
ity. For data sets containing fewer low-quality finger images from the beginning (like
FVC2000 DB3), QFPR is much lower. Therefore, technical and organizational measures
are needed to capture few bad fingerprint images in the first place.

The quality-score threshold values in [45] are the result of a cost—benefit analysis
considering the costs of the two types of errors, ie. of mistakenly discarding
unobjectionable samples and of mistakenly retaining objectionable samples.

6 Conclusion

Defining the utility of a biometric sample based on comparison scores for this sample
allows the effective detection of samples responsible for false non-match errors.
Discarding samples with low utility scores results in a rapidly declining FNMR in face
image as well as fingerprint image quality assessment experiments.

The experiments showed no contribution of non-mated comparison scores to the
detection of samples responsible for false non-matches. In case of canonical references,
the consideration of non-mated comparison scores contributed to detecting samples
responsible for false matches but slightly delayed the detection of samples responsible
for false non-matches. In case of physiological biometric characteristics such as faces
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and fingerprints, false matches are caused by biometric look-alikes and cannot be
prevented by means of biometric sample quality assessment. Therefore, we conclude
that the slimmed-down utility formula without consideration of non-mated comparison
scores is preferable in case of physiological biometric characteristics such as faces and
fingerprints. Non-mated comparison scores do, however, contribute to utility score
calibration by putting mated and non-mated comparison scores in relation to each other.

In future work, utility scores observed in a training data set covering a wide range
of potential quality issues could be used as target utility labels for training biometric
sample quality assessment algorithms. The utility scores observed in a testing data set
can be used as a benchmark for evaluating the performance of biometric sample quality
assessment algorithms.

Discarding low-quality samples affects not only the FNMR, but also the FMR even if
not intended. For reasons of fairness, both false non-match EDC and false match EDC
should be considered in comparative performance evaluations of biometric sample
quality assessment algorithms. Summarizing utility-prediction performance in a single
plot or a single figure of merit makes the comparison of quality assessment algorithms
easier.
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