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1 Motivation

Matthias Sollner

Artificial intelligence (Al)-based systems are increas-
ingly pervading most parts of our everyday life. Whether
we are shopping online or looking for information at work,
providers nowadays rely on Al-based models and seek to
provide us with tailored support or guidance. Recently, a
novel class of Al-based systems has gained widespread
attention around the world. At the latest when Open AI’s
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ChatGPT reached 100 million users in just over 2 months
after launch (by comparison, it took TikTok 9 months, and
Instagram 2.5 years to reach this level (Bhaimiya 2023;
UBS 2023)), the potential as well as the challenges asso-
ciated with Generative Al (GenAl) are widely discussed in
academia, industry, and the public.

When speaking of GenAl, we refer to “...computational
techniques that are capable of generating seemingly new,
meaningful content such as text, images or audio from
training data” (Feuerriegel et al. 2024, p. 111). Recent
studies show that GenAl has great potential when it comes
to increasing the productivity of knowledge workers. For
example, an experimental study observed significant
effects in terms of time saving as well as quality
improvement when ChatGPT was used in the context of
mid-level professional writing tasks. The same study also
observed that using ChatGPT decreased the inequality
between participants, since participants with lower ability
profited more, indicating that GenAl systems could also
foster equality (Noy and Zhang 2023). Another experi-
mental study focusing on software developers reports
comparable findings. With the use of GitHub’s Copilot, the
average completion time of a standard programming task
decreased by more than 50%, with no significant difference
in success rate. In this study, less experienced developers,
developers with high coding loads, as well as older
developers benefited the most from using Copilot (Peng
et al. 2023). Consequently, first studies suggest several
benefits of leveraging the potential of GenAl in the
workplace.

At the same time, GenAl also presents several chal-
lenges that need to be addressed. A prominent challenge
vividly discussed is so-called hallucination, which refers to
circumstances in which GenAl systems provide incorrect
information, e.g., fabricated references or fabricated

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s12599-025-00932-8&amp;domain=pdf
https://doi.org/10.1007/s12599-025-00932-8

290 M. Séllner et al.: ChatGPT and Beyond: Exploring the Responsible Use..., Bus Inf Syst Eng 67(2):289-303 (2025)

content from existing references (Bhattacharyya et al.
2023). To solve this issue, computer science researchers
are working on ways to mitigate hallucination if possible
(Vynck 2023). A second challenge relates to the exact
opposite of hallucination — plagiarism. For example, in
December 2023, the New York Times announced that it
will sue Open Al and Microsoft over copyright violations,
because ChatGPT reproduced large parts of New York
Times articles (Grynbaum and Mac 2023). Both these
challenges emphasize a technical challenge in the devel-
opment of GenAl systems, when it comes to finding the
right balance between avoiding hallucination and plagia-
rism at the same time. Additionally, GenAl also comes
with challenges beyond the technical domain. Universities,
for example, struggle with the impact of GenAl on exam
formats, such as written assignments. One case that
received significant media attention was a report by a
University of Pennsylvania professor that ChatGPT had
generated results that he would grade as a B or B- on
questions of the final exam of his Wharton MBA course
(Terwiesch 2023). Furthermore, GenAl is also considered
to have a significant impact on industry. For example,
analysts predict that hundreds of millions of jobs will be
lost or degraded by GenAl (Kelly 2023). While other
analysts reach different conclusions and emphasize that
GenAl will rather influence or reshape jobs (Chui et al.
2023; Gownder and O’Grady 2023), we can conclude that
GenAl will have an impact on jobs across industries. As a
result, organizations need to assess the impact of GenAl
on, e.g., their business model, core processes, and the job
profiles of current and future employees.

Consequently, leveraging the potential of GenAl and
accounting for its challenges at the same time, should be
viewed as a sociotechnical design challenge. Given the
tradition of our discipline, information systems researchers
are well-positioned to address this sociotechnical design
challenge, and to engage in interdisciplinary collaborations
with colleagues from both the technical and social sciences
with the goal of responsibly designing GenAl models and
systems.

This discussion paper is one outcome of such an inter-
disciplinary endeavor. In November 2022, the Hessian
Centre Responsible Digitality funded an interdisciplinary
project group on “Responsible Algorithmic Decision-
Making in the Workplace” that combines expertise from
the domains of information systems, business psychology,
computer science, law, marketing, and technology ethics.
Over the course of 1.5 years, we had intense discussions
among the members of the project group and organized
different workshops and conferences to broaden the per-
spective beyond the expertise of our project group, e.g.,
inviting other researchers, but also industry experts, as well
as employer and employee representatives. The concluding
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conference of our project group focused specifically on the
impact of GenAl in the workplace and its responsible
design and use. Consequently, this discussion paper mainly
draws on the insights and discussions from this conference
but is also informed by all discussions we had within the
project group.

The following contributions to the discussion seek to
shed light on the topic from the various perspectives pre-
sent at our last conference:

e Information Systems (Alexander Benlian and Ulrich
Bretschneider)

e Computer Science (Thomas Arnold)

e Business Psychology (Sandra Ohly and Caroline
Knight)

e Law (Lena Rudkowski and Domenik Wendt)

e Technology Ethics (Gerhard Schreiber)

Given the sociotechnical nature of the design challenge
at hand, we believe that engaging with these different
perspectives and finding synergies, as well as discussing
and solving potential conflicts, is a key component of
responsible design and use of GenAl in the workplace.
Figure 1 illustrates this logic by highlighting that even
though every discipline has its own perspective, there will
be areas where disciplines overlap, and interdisciplinary
discourse is valuable. From the perspective of responsible
interdisciplinary design and use, we expect that the best
solutions are to be found near the center of the diagram,
where all perspectives merge.

2 Promises, Perils and Pathways to Responsible Use
of Generative Al in the Workplace — Insights
from Information Systems Research

Alexander Benlian, Ulrich Bretschneider

Information Systems

Computer Business
Science Psychology
Technology
Law Ethics

Fig. 1 Interdisciplinary perspective on responsible design and use of
generative Al in the workplace
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GenAl is spearheading a revolutionary change in vari-
ous organizational areas, fundamentally altering the land-
scape of value creation. In the realm of business process
management and optimization, GenAl is a game-changer,
streamlining operations and sparking a wave of innovative
methodologies. Recent research by Kecht et al. (2023) and
van Dun et al. (2023) underscores GenAI’s prowess in
enhancing process documentation and inspiring novel
process development. In ideation, GenAl leverages exten-
sive online textual data to substantially broaden the
knowledge repositories of project teams, thus democratiz-
ing and economizing innovation (Bouschery et al. 2023).
Additionally, GenAl is a boon to the overtaxed customer
support sector, paving the way for improved workforce
productivity (Reinhard et al. 2024). These examples are
just a snapshot of how GenAl is empowering workers in
organizations and transforming their traditional roles.

However, the promise of GenAl is tempered by con-
cerns over the accuracy of its output. As several researchers
have pointed out, these systems can fall prey to producing
errors, or hallucinations, when trained on datasets that
contain inconsistencies or errors (e.g., Banh and Strobel
2023; Feuerriegel et al. 2024). This problem of Al relia-
bility has gained global attention, with the World Eco-
nomic Forum’s 2024 Global Risk Report citing Al-
generated misinformation as a significant risk (WEF 2024).
An example of this issue could be seen in Al systems used
for medical diagnosis, where overreliance on incorrect Al-
generated content has led to misdiagnosis or inappropriate
treatment plans. This emphasizes the criticality of diligent
and thoughtful examination of GenAl applications in
designs that involve human collaboration (e.g., human-in-
the-loop), to ensure their outputs are stringently checked.

The advent of GenAl also comes with the issue of
potentially infringing on copyrights and the moral rights of
original creators, as noted by Smits and Borghuis (2022).
For example, consider a GenAl that produces a novel by
closely mimicking the style and plot of a well-known
author. This could constitute copyright infringement and
violate the author’s so-called moral right of attribution,
which allows an author to be attributed for his work.
Similarly, if an Al-generated painting closely resembles a
famous artist’s work, it could be seen as a breach of the
artist’s moral right to integrity, particularly if the AI’s
version is presented in a context that damages the original
artist’s reputation. These examples underscore the need for
careful consideration of both legal and ethical implications
when using GenAl

Another critical concern with GenAl is its susceptibility
to replicating biases present in its training data. When these
systems are not adequately equipped to identify and elim-
inate inherent human biases, they risk perpetuating dam-
aging stereotypes or offensive language (Spiekermann

et al. 2022). For instance, research by Hartmann et al.
(2023) highlights this problem, and further studies into Al
models like CLIP and the LAION dataset (Birhane et al.
2021; Wolfe et al. 2022) have confirmed the presence of
such biases. A practical example of this could be an Al
system trained on historically gender-biased job data,
which might then suggest careers to individuals based on
gender stereotypes. Incorporating such biased Al outputs in
everyday business activities not only poses ethical dilem-
mas but could also tarnish a company’s reputation.

In light of these emerging challenges, the responsible
use of GenAl applications in the workplace is becoming
increasingly paramount. Employees must consider several
critical aspects to use GenAl responsibly: First of all, it is
essential for knowledge workers to acquire professional Al
literacy, which is key to responsibly evaluating the infor-
mation and content produced by AI (Pinski and Benlian
2024). For instance, a data analyst must be adept at dis-
cerning the accuracy of Al-generated data interpretations.
Next, workers also have a greater moral responsibility,
particularly with regard to the ethical use and possible
copyright infringements of content created by Al (Mikalef
et al. 2022). For example, it is up to a graphic designer to
ensure that Al-generated designs do not infringe on exist-
ing copyrights, so he or she has to bring in a greater sense
of responsibility. On the whole, employee intuition is
becoming increasingly important for the responsible
review, identification and correction of underlying biases in
Al-generated content. As a result, employees will find their
roles evolving toward greater responsibility when working
with GenAl.

However, this transformation of work imposes respon-
sibilities not only on employees but also on managers.
Managers need to develop their own Al knowledge and
establish frameworks for responsible GenAl-based work
(Pinski et al. 2024). This means, for example, to increase
employees’ awareness for the responsible use of GenAl,
which includes that managers have to provide employees
with knowledge about not only the opportunities but par-
ticularly the risks and the consequences of a wrong use of
GenAl for daily value creation. Managers must also
implement corporate policies to guide the acceptable use of
GenAl. These policies might include guidelines on data
handling, Al-generated content review processes, and
protocols for reporting Al misuse. Furthermore, offering
comprehensive training programs is crucial. These pro-
grams could feature practical modules on integrating
GenAl into daily tasks, ranging from automating routine
data analysis to enhancing creative projects. Such training
would empower employees to leverage GenAl’s benefits
while effectively navigating potential challenges and risks.

In addition to the imperative for both employees and
managers to utilize GenAl responsibly within
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organizations, there is a critical need for research to
explore how to support this responsible use. This requires
an in-depth examination of the dynamics of human-Al
collaboration and the rise of hybrid intelligence (e.g.,
Dellermann et al., 2019). Such inquiry necessitates a
nuanced understanding of the interplay between human
responsibility and Al efficiency. To effectively foster
potentially symbiotic relationships, three lines of research
deserve particular attention:

Optimizing Collaboration Models: Future inquiries
should investigate the most effective models for human-Al
collaboration in various organizational contexts (e.g.,
Adam et al. 2023). This includes understanding how Al can
augment human work and decision-making without
undermining it, and identifying scenarios where Al should
take the lead versus those where human insight is para-
mount (e.g., Baird and Maruping 2021; Fiigener et al.
2021). Studies should focus on developing frameworks
(e.g., human-in-the-loop, human-on-the-loop, human-out-
of-the-loop) that delineate clear roles and responsibilities
for both humans and Al in various business contexts.
Additionally, research could explore how to balance AI’s
computational power with human ethical judgment and
creativity, ensuring that Al acts as a complement rather
than a substitute.

Understanding Hybrid Intelligence Dynamics: Another
crucial research direction is to unravel the dynamics of
hybrid intelligence (e.g., Akata et al. 2020; Fabri et al.
2023). This involves studying how human socio-cognitive
abilities and GenAlI’s content-generating capabilities can
be synergistically combined for enhanced problem-solving
and innovation. Key themes include examining the psy-
chological aspects of human-Al interaction, such as trust,
reliance, and emotions, as well as the technical (i.e., design
science) aspects, such as interface design, feedback
mechanisms, and shared control systems. Understanding
these dynamics is vital for creating collaborative environ-
ments where humans and Al can co-create and learn from
each other effectively (Berger et al. 2021).

Enhancing Algorithmic Management: A third avenue for
future research lies in exploring how GenAl could funda-
mentally change the domain of algorithmic management
and control (e.g., Benlian et al. 2022; Wiener et al. 2023).
This research could focus on how GenAl can automate and
optimize decision-making processes in organizational set-
tings. Specifically, it may investigate the role of GenAl in
developing dynamic and adaptable management systems
that respond in real-time to changes in the workplace,
enhancing operational efficiency. Additionally, this
research could delve into the ethical implications of
GenAl-driven management, ensuring that such systems
uphold principles of fairness, security, and transparency,
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while also preserving the autonomy, safety, and morale of
employees (Mikalef et al. 2022; Cram et al. 2024).

These research directions underscore the importance of
a balanced and thoughtful integration of GenAl into the
fabric of organizational operations, ensuring that the part-
nership between humans and Al is harmonious, ethical, and
mutually enriching.

3 Hallucinations and Explainability — Insights
from Computer Science

Thomas Arnold

GenAl has emerged as a powerful tool with the potential
to revolutionize various aspects of work. From automating
content creation to streamlining product design, GenAl
offers exciting opportunities for increased efficiency and
innovation. However, as with any powerful technology,
responsible use is paramount, and computer science con-
siderations play a crucial role in ensuring GenAl integra-
tion benefits both businesses and employees.

One of the key challenges from a computer science
perspective lies in GenAl’s inherent tendency towards
hallucination (Ji et al. 2023). Unlike traditional AI models
trained on existing data for pattern recognition, GenAl can
create entirely new content. This creativity, while valuable,
carries the risk of generating outputs that are factually
incorrect, misleading, or simply nonsensical.

Here’s a closer look at the technical hurdles related to
hallucination and ongoing efforts to overcome them:

3.1 Data Biases

Data biases pose a significant challenge in GenAl, as these
models can amplify and reflect the biases present within
their training data. For instance, a model trained on a
dataset with a gender imbalance might consistently gen-
erate content where male doctors are depicted as the norm,
while female doctors are portrayed in stereotypical nur-
turing roles. This can perpetuate existing societal biases
and lead to discriminatory outputs (Perez 2020).

To mitigate this issue, researchers are exploring several
techniques. Data augmentation involves artificially
increasing the diversity of the training data (Shorten and
Khoshgoftaar 2019). This can be achieved by techniques
like oversampling underrepresented groups, generating
synthetic data that reflects missing demographics, or
employing data mixing which combines data from various
sources. Bias detection algorithms are another approach.
These algorithms can scan the training data for potential
biases, such as skewed word usage or correlations between
certain attributes and specific outcomes. By identifying
these biases before training, we can take steps to mitigate
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their impact. Additionally, researchers are exploring fair
learning techniques that explicitly aim to train models that
are robust to biases in the data. These techniques may
include modifying the training to penalize biased outputs or
incorporating fairness constraints into the learning process.
It’s important to note that data bias is a complex issue, and
a combination of these approaches might be necessary to
achieve truly fair and unbiased GenAl models.

3.2 Evaluation Metrics

Currently, there’s a significant gap in the realm of robust
and standardized metrics to accurately assess the factual
correctness and coherence of generated content. Existing
metrics like Inception Score (IS) and Frechet Inception
Distance (FID) primarily focus on the visual quality and
realism of generated images, offering limited insight into
factual grounding or adherence to real-world data (Barratt
and Sharma 2018). Similarly, language-based metrics like
BLEU score prioritize fluency and similarity to the training
data, potentially overlooking factual inconsistencies or
internal contradictions.

To address this shortcoming, researchers are actively
exploring new evaluation methods that encompass a
broader range of criteria. One promising approach involves
leveraging factual knowledge bases to assess the alignment
of generated content with established truths. Additionally,
researchers are developing metrics that measure internal
consistency within the generated content itself. This could
involve analyzing the coherence of arguments presented in
text or the logical flow of a narrative. Furthermore, efforts
are underway to incorporate human evaluation into the
metric development process (Gao et al. 2024). By involv-
ing human experts to judge the factual accuracy, coher-
ence, and overall quality of generated content, researchers
can create more comprehensive evaluation methods that
reflect real-world considerations. These advancements in
evaluation metrics will be crucial for ensuring that GenAl
outputs are not only aesthetically pleasing or fluent, but
also factually grounded, internally consistent, and aligned
with the intended purpose.

3.3 Explainability of Outputs

Explainability of outputs is a critical challenge in GenAl.
Unlike traditional AI models that classify existing data
points, GenAl creates entirely new content, making it dif-
ficult to understand the reasoning behind its outputs (Zhao
et al. 2024). This lack of transparency poses significant
hurdles:

Debugging and Error Correction: If a generated output
is factually incorrect or misleading, pinpointing the root
cause within the complex internal workings of the model

can be a challenge. Without explainability tools, debugging
becomes a time-consuming and resource-intensive process.
Imagine a model tasked with generating weather forecasts.
An unexplainable prediction of a sudden snowstorm in July
could be due to various issues — a bias in the training data
towards historical anomalies, a malfunction in the model’s
internal logic, or even a simple data entry error. Explain-
ability techniques can help isolate the issue, allowing
developers to fix the model and prevent similar errors in the
future.

Bias Detection: As mentioned earlier, biases present in
training data can be amplified in generated content.
Explainability methods can help identify which parts of the
training data or model architecture contributed to a biased
output, allowing for targeted interventions. For instance, an
explainability tool might reveal that a model generating job
descriptions consistently assigns leadership qualities to
male-oriented terms and nurturing qualities to female-ori-
ented terms (Shetty et al. 2022). This insight allows
developers to adjust the training data or the model archi-
tecture to mitigate such biases.

Trust and User Confidence: When users don’t under-
stand how a model arrives at its outputs, trust diminishes.
Explainable Al techniques can shed light on the model’s
decision-making process, fostering trust and user confi-
dence in the generated content (Ferrario and Loi 2022).
Imagine a designer using a GenAl tool to create marketing
materials. Without explainability, the designer might be
hesitant to trust the model’s suggestions, fearing hidden
biases or nonsensical reasoning. Explainability tools can
show the designer why the model recommends specific
visuals or phrases, building trust and allowing the designer
to make informed decisions.

Beyond these core benefits, explainability can unlock
further advantages. By understanding a model’s reasoning,
humans can collaborate with GenAl systems more effec-
tively (Theis et al. 2023). Imagine a scientist using GenAl
to generate research hypotheses. Explainability tools can
help the scientist understand the rationale behind the
model’s suggestions, leading to a more productive part-
nership where human expertise refines the Al’s creativity.
Explainability can also guide the development of better
GenAl models. Analyzing how models arrive at outputs
can reveal weaknesses in their architecture or limitations in
their training data (Ali et al. 2023). This knowledge can
then be used to refine future iterations of the model, leading
to more accurate and reliable outputs.

Several promising approaches are being explored to
address explainability in GenAl:

Attention Mechanisms: These techniques highlight the
specific parts of the input data that the model focused on
when generating the output (Chefer et al. 2021). This can
provide insights into the model’s reasoning process and
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identify potential biases based on which data points were
emphasized.

Counterfactual Explanations: These methods explore
alternative scenarios where slight changes to the input data
would result in different outputs. By analyzing these
“what-if” scenarios, we can gain a better understanding of
how the model arrives at its results (Wachter et al. 2017).

Gradient-based  Explanation = Techniques:  These
approaches analyze the gradients of the model’s output
with respect to the input data. This allows us to understand
how changes in the input data influence the final output,
providing insights into the model’s sensitivity to specific
features (Selvaraju et al. 2020).

As research in explainable Al progresses, we can expect
even more sophisticated techniques to emerge, paving the
way for a future where GenAl operates with greater
transparency and fosters a more trusting and productive
relationship with its human users.

In conclusion, GenAl presents a powerful tool for the
workplace. However, responsible use requires a multi-
faceted approach that addresses technical limitations and
fosters a human-centric environment. By collaborating
between computer scientists, social scientists, ethicists, and
business leaders, we can harness the potential of GenAl
while mitigating risks and ensuring it benefits both busi-
nesses and individuals. As the field of computer science
continues to develop solutions for data bias, evaluation
metrics, and model interpretability, GenAl can become a
reliable and trustworthy partner in the evolving world of
work.

4 Work Design Changes and Responsible AI Use —
Insights from Business Psychology

Sandra Ohly, Caroline Knight
4.1 Effects and Unintended Side Effects

Al has been reshaping the nature of work for some time,
yet there is an ongoing debate about the positive and
negative impacts on work design (Parker and Grote 2022).
Here, we focus on two aspects of work design which seem
particularly affected by Al, including newer forms such as
GenAl: (1) job complexity; and (2) relational work
characteristics.

4.1.1 Al and Job Complexity
GenAl has the potential to lead to a new form of human-Al

division of labor (Noy and Zhang 2023), with GenAl
producing a first draft of a piece of work (e.g., a report,
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email, diagram) and humans being responsible for
reviewing, revising, and developing the work.

In current workplaces, such as customer service, human-
Al collaboration is wide-spread: (non-generative) Al is
responsible for performing tasks such as responding to
standard customer questions, while humans are responsible
for tasks that require problem-solving, for example,
responding to idiosyncratic customer requests where stan-
dard responses are not readily available. It has been argued
that this human-Al division of labor is likely to occur not
only in customer service, but also in medical diagnosis and
recruitment (Jia et al. 2024). With the increasing avail-
ability of GenAl, this form of human-AlI division of labor is
becoming more likely, and could lead to enriched jobs that
are characterized by higher problem-solving demands,
more job complexity, and overall more information pro-
cessing (Humphrey et al. 2007). Job complexity is the
degree to which a job requires multiple high level skills,
deep thought and information processing, rendering the job
difficult to carry out. In addition to providing stimulating
and motivating work tasks, work characterized by high job
complexity might be experienced as overwhelming and
mentally taxing (Elsbach and Hargadon 2006), leading to
stress and burnout (Humphrey et al. 2007). Routine tasks
(also called mindless tasks, Elsbach and Hargadon 2006))
are a way to mentally take a break while working as they
can be accomplished automatically, without thinking or
making conscious decisions (Ohly et al. 2006, 2017).
Consequently, reducing routine tasks or eliminating them
altogether through the implementation of Al could mean
greater mental workload without the opportunity to take
mental breaks, raising the question of how individuals can
counteract the increased mental demand. Granting auton-
omy (e.g., deciding on whether to take a short break before
talking to the next customer) might be relevant here.

With the advent of GenAl, a greater variety of tasks can
be outsourced which are less routine and more complex in
nature. For example, GenAl can be used to support the
stimulation of new ideas and the creation of outputs such as
text, computer code, data analyses, and art and design. To
be effective, workers need to trust the Al, perceive it to be
helpful and appropriate, and learn how to interact with it
effectively to generate useful outputs (Chowdhury et al.
2022), which might explain why individuals do not see the
benefits when having limited experience and no feedback
(Noy and Zhang 2023). While this may make some pre-
viously required skills and tasks redundant, new skills will
need to be learned meaning that the overall complexity of
the job will not necessarily change, but the nature of it will.
Demands on the worker may increase while this new
learning takes place (Verma and Singh 2022).
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4.1.2 Al and Relational Work Characteristics

Besides changing job complexity, the adoption of Al can
help or hinder the relational quality of work. Relational
work design refers to the social connections and interac-
tions that individuals engage in with others at work, the
relationships they form, and the networks they build (Grant
and Parker 2009). On the one hand, if humans are no longer
required to interact with customers, clients, and colleagues
as much, for example, because Al is able to respond to
queries, this could decrease workers’ sense of connection
with others and the value they see in their work, reducing
the satisfaction of the basic human need for belonging
(Ryan and Deci 2000). Further, individuals could lose
important social skills and the ability to collaborate with
others, impeding team co-ordination and collaboration. The
reduction in social contact could also hamper learning and
network establishment, promoting professional isolation
and stagnating career progression (Yang et al. 2022). For
example, relying on Al for medical diagnoses could mean
that a medical practitioner no longer needs to confer with a
multidisciplinary team so regularly, reducing the opportu-
nity for incidental learning and collaboration. More gen-
erally, an erosion in the relational quality of work is likely
to contribute to the growing loneliness crisis exacerbated
by the increasing trend for virtual work (Knight et al.
2022).

On the other hand, AI can be used to improve the
relational quality of work. For distributed workforces,
information communication technologies can improve co-
ordination and collaboration across space and time (Kel-
logg et al. 2006). Yet, while technologies such as instant
messaging and video conferencing encourage connectivity,
it can be difficult to convey tone, meaning and empathy,
and to pick up on social cues, which can hinder relationship
building and foster a sense of isolation (Hill et al. 2022).
This suggests that how and when Al is used is critical to
consider when advancing the use of Al in workplaces.
Although some might view Al as a potential teammate of
humans (Seeber et al. 2020; Georganta and Ulfert 2024), it
is currently unclear whether this perspective on human-Al
interaction is valid, given the inherent limitations of Al
decision-making ability (see below), or if this rather rep-
resents a case of anthropomorphism, attributing human
attributes to Al

4.2 What Shapes the Decision to Adopt AI?

The decision to adopt Al may be shaped by both top-down,
manager-led formal processes, and bottom-up, individual-
led, informal processes (Parker et al. 2017). Regarding the
former, and from a strategic perspective, organizations
often design jobs that are most conducive to organizational

objectives, including effective and efficient performance,
but may view employee wellbeing as a secondary aim,
which may lead to job design that is less conducive to
optimizing both outcomes.

From a work psychology perspective, in addition to
formal decision-making processes on job design, emergent,
bottom-up work design processes such as job crafting can
shape the nature of work tasks (Parker et al. 2017). For
example, employees may craft their work tasks to either
reduce demands such as high workload or enhance
resources such as job autonomy, with effects on outcomes
such as work engagement and work performance (Rudolph
et al. 2017; Oprea et al. 2019), or even organizational
financial gains such as reduced labor costs (Oprea et al.
2019). Emerging research suggests that employees might
voluntarily use Al to craft their jobs, depending on the
context (Cheng et al. 2023). In addition, they could also use
GenAl to improve work meaningfulness, or relatedness
with others (Newman et al. 2014). For example, employees
might use GenAl to create better results by saving time on
mundane tasks and concentrating on problem-solving, in
order to please customers, to shape the relationships with
their co-workers and avoid conflict by communicating
more effectively or more empathetically.

In contrast, there is a possibility that employees may
also craft their jobs away from using Al if they do not
understand or trust it or have not been trained in how to
effectively use it. For a comprehensive assessment of how
work will be changed by the adoption of Al, these emer-
gent work design processes and their underlying motives
will need to be considered in addition to formal processes.

4.3 Conclusion

To conclude, Al in general, as well as novel approaches
such as GenAl, offer the potential to enrich or erode the
quality of jobs. Different industries and occupations will be
impacted in very different ways depending on the type and
extent of Al introduced. It will be important for Al
developers to work with managers and organisations who
design work, as well as with workers themselves, to ensure
that human-AlI interactions are fit for purpose, ethical and
responsible. The responsible implementation and manage-
ment of Al in the work context needs to consider the
changes that will occur in individuals’ work design, with
managers and employees proactively shaping jobs to pro-
mote optimal outcomes for workers and organisations
(Parker and Grote 2022).
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5 Protection of Fundamental Rights, Existing Data
Protection Law and the New Risk-Based AI Act —
Insights from Law

Lena Rudkowski, Domenik Wendt

From a legal perspective, awareness of the fundamental
rights of users characterizes the responsible use of new
technologies in the workplace, including the use of GenAl
systems.

Responsible use of technical systems, of any kind, pre-
serves the fundamental rights of those who interact with
them. Safeguarding human dignity is a core commitment of
our legal system (Art. 1 para. 1 GG). The processing of
personal data is always an encroachment on the general
personal rights of the person concerned (Art. 2 para. 1, Art.
1 para. 1 GG). Both legal positions are particularly affected
by technical systems.

The German Basic Law (GG) assumes the self-deter-
mination of the individual. The individual himself is not to
be regarded as an object of state action, this also applies to
the actions of other private individuals. If people are
degraded to the status of objects, if they are dehumanized
or if their human dignity is violated, the state has a duty to
protect them and must intervene to preserve the individ-
ual’s quality as a subject, for instance, through legislation.
The general right of personality, which also includes the
right to informational self-determination — “invented” by
the German Federal Constitutional Court (BVerfG) on the
occasion of a state census — is also based on human dignity.

As a special guarantee, the right to informational self-
determination protects against the collection and process-
ing of data by the state and by private individuals. If a
private individual has knowledge about another person,
such as an employer about their employee, this does not
initially cause any harm — data processing does not cost the
person concerned anything and does not hurt them. How-
ever, the information regularly becomes the basis for fur-
ther measures. Anyone who is “transparent” is
controllable. Entire areas of law (such as corporate
reporting) are based on this idea. At the same time, those
who being observed are biased, thus control creates a
balance of power. Therefore, everyone should decide for
themselves how much they want to reveal personally —
with the awareness of becoming tangible and perhaps also
vulnerable, or at least controllable.

Indirectly, the protection of fundamental rights for pri-
vacy of personal data therefore serves to protect the indi-
vidual from being controlled by others. Informational self-
determination is protected for the sake of actual, real self-
determination. Those who can determine what others find
out about them can also determine the extent to which they
influence them. Data protection is therefore the basis for
protecting one’s own self-determination.
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The opportunities that Al offers for the workplace are
enormous: regarding demographic developments, it can
replace workers who would not be available anyway and
thus redirect them towards jobs where they are needed. It
can relieve the physical and mental strain on employees by
taking over heavy tasks, controlling and monitoring com-
plex operations and instructing employees. It can reduce
sources of error and simultaneously speed up, clarify and
simplify operational processes. This also applies to activ-
ities in the legal field (Block et al. 2023).

However, new technologies and Al in particular also
have the potential to dehumanize people — either because
they become mere “data suppliers” or because they are
controlled by technology as they are subordinate to it
because it is (supposedly) objective and infallible. From a
legal perspective, this should be avoided. However,
jurisprudence has not yet determined exactly where the
limits lie. Is there an indispensable “core of fundamental
rights” that is not subject to the discretion of the entitled
person, or does this result in patronism? How should this be
determined? Clarifying this question in a broad interdisci-
plinary and social discourse will be the task of legal
scholars in the coming years.

From a labor law perspective, the potential for employee
monitoring plays a particularly important role in the eval-
uation of Al, even if monitoring is not the aim of the
measure. For example, a cobot (collaborating robot) must
record the employees’ movements around it so as not to
injure anyone (e.g., Ebert et al. 2023). This creates a
movement image of its human colleagues. An intelligent
measurement software can determine exactly which worker
has made incorrect adjustments and when. Handheld
scanners form the basis for fair pay, because they accu-
rately record the performance of each employee, and for
perfect scheduling by the employer. However, it must be
considered that scanners monitor every move the employee
makes and can put pressure on them through performance
evaluations.

In order to take advantage of the opportunities offered
by the new technologies, too much regulation should not be
imposed immediately. Contrary to fears in legal literature
and the European Parliament technological development is
still far away from the “robot boss”, who uses and instructs
employees like tools in an unemotional and sober manner.
It is important to wait and see and only counteract specific
undesirable developments if the legal situation does not
already provide sufficient mechanisms de lege lata.

However, this is regularly the case at present: the
General Data Protection Regulation (GDPR), which regu-
lates the processing of personal data, offers sufficient
protection for employees in conjunction with national data
protection law. It meets the requirements set out in
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fundamental rights, at least in the area of employment.
“Total surveillance” is already inadmissible under current
law.

In addition to data protection limits, the product safety
requirements of the new AI Act by the European Union
(EU) must also be observed in future. The EU Al Act lays
down uniform EU-wide requirements for the production
and use of Al systems (Evas 2024). The directly applicable
EU regulation follows a risk-based regulatory approach
that categorizes Al systems according to their risk to the
health, safety and fundamental rights of EU citizens
(Wendt and Wendt 2024). The EU Al Act is the world’s
first comprehensive legal framework regulating the use of
Al systems. In addition to product safety requirements for
Al systems, prohibitions are regulated, and a new super-
visory system is established. Particularly extensive
requirements are placed on so-called high-risk Al systems.
These include Al systems that are related to employment,
personnel management and access to self-employment.
Regarding GenAl systems, the specific requirements for
so-called general purpose Al models and systems must also
be taken into account. For general purpose Al models and
systems (Al models and systems that have a wide range of
possible uses) which are also relevant in the employment
context, a tiered regulatory concept is envisaged depending
on the systemic risk (Wendt and Wendt 2024). In addition
to transparency and documentation obligations, additional
requirements in the areas of cybersecurity and risk man-
agement are planned for more powerful general-purpose Al
models. Violations of the requirements of the EU Al Act —
as in the GDPR - are subject to severe sanctions based on
the company’s annual turnover or fines of up to EUR
35 million.

The GDPR and the EU Al Act have therefore already
formulated important requirements and limits that must be
observed when using Al systems in the workplace. One of
the tasks of legal research over the next few years will be to
remove any ambiguities here, but above all it will be
important to determine in a broad scientific and social
discourse exactly where the fundamental legal boundaries
are to be drawn — here the legal situation interacts with
actual technical and social developments. A social dis-
cussion about transparency and self-determination is nee-
ded, which is reflected in science through interdisciplinary
research in law, philosophy, social sciences and
psychology.

Interdisciplinary cooperation, in close collaboration with
computer science and information systems, must create
awareness of data protection requirements in the practice of
software development. Data protection and product secu-
rity “by design” is the best way to achieve well-balanced
regulatory boundaries and requires close cooperation
between law, psychology, philosophy and social sciences

on the one hand and computer science as well as infor-
mation systems on the other.

6 Beyond Code — The Crucial Role of Responsibility
in Technology Ethics

Gerhard Schreiber

Technology ethics explores the ethical implications of
technology in the complexity of its interrelationships in the
areas of production, implementation, and consequences.
Technology is never considered in isolation, but always in
a network of interrelationships that go far beyond its
immediate function. By analyzing and evaluating these
eco-socio-technical interrelationships from an ethical per-
spective, technology ethics makes an indispensable con-
tribution to understanding how technology, as a “form of
life” (Winner 1983), forms our lives and is in turn formed
by our social structures and value systems. This is partic-
ularly evident in the light of the increasing datafication of
our existence — the translation of virtually every aspect of
human life into a format that can be processed, analyzed,
and monetized by algorithms. This makes the question of
responsibility indispensable.

6.1 Responsibility as Response-Ability

In the context of technology ethics, responsibility does not
refer to a simple cause-and-effect relationship, but rather to
a normative relationship that has both a prospective and a
retrospective side (Werner 2021). This two-sidedness is, in
a sense, inherent in the concept of responsibility itself.
Responsibility, understood as “response-ability” (Perles
1971, p. 30), is always also a response to something that
happens to us, an engagement with something that affects
us (Buber 1947, p. 16). Thus, we are responsible not only
for the actions we initiate as authors, but also for how we
respond to situations and circumstances that unfold around
us, recognizing that any response we make may itself carry
significant weight and may have far-reaching
consequences.

6.2 Key Aspects of Assessing (Ir)Responsibility

When considering the responsible use of new information
and communication technologies in general, and GenAl
systems in particular, two key aspects can be highlighted in
the form of questions. These serve as guidelines for
assessing what constitutes a responsible use of technology
and what marks the boundary between responsible and
irresponsible use from a technoethical perspective.
Firstly, it is crucial to ask in what way and fo what
extent the technology in question affects human agency
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(Schreiber 2024), encompassing capabilities, skills, and
competencies. It’s not only a question of how this impact
manifests itself, whether as an expansion or a reduction of
human autonomy, but also of the degree to which it occurs
or should occur. The latter includes consideration of
whether human authorship, and thus (the assumption of)
responsibility, is, could, or should be partially or com-
pletely delegated to software systems (German Ethics
Council 2023, pp. 164-186). These dimensions of quality
(in what way) and quantity (fo what extent) are closely
intertwined but need to be distinguished, both with respect
to the users and with respect to those affected by the
technology in question.

Any delegation of (previously) genuinely human activ-
ities and actions to digital technologies and Al-based sys-
tems is therefore subject to the ethical reservation that
these technologies not only open up new possibilities of
constructive, beneficial use, but also always open up new
possibilities of (their) destructive misuse: to control, mis-
lead, restrict, and suppress humans and their potential
opportunities for individual development and realization.
Thus, along with the first question about the nature and
degree of influence on human authorship, we must simul-
taneously — and secondly — ask about the gain in human
freedom promised or hoped for in the technology in
question, which threatens to turn out to be a self-incurred
loss of maturity in the Kantian sense (Kant 1991, p. 54): no
longer being able to use one’s own understanding without
the guidance of artificial neural networks. A digital revo-
lution in the way of thinking. Sapere aude!

6.3 Talking with Adorno

Reflecting on a thought almost prophetically expressed by
Theodor Adorno in the 1960s regarding the interaction
with “cybernetic machines,” the humane significance of
Al-based systems can indeed be perceived in their capacity
to alleviate “the thinking of living beings” in such a
manner “that thought would gain the freedom to attain a
knowledge that is not already implicit” (Adorno 1998,
pp. 127f.). Adorno’s optimistic vision reflects the trans-
formative potential of technology to free human cognition
from the drudgery of routine tasks and to create space for
independent thinking, which, according to Adorno, can be
regarded as philosophical “as soon as it ceases to content
itself with cognitions that are predictable and from which
nothing more emerges than what had been placed there
beforehand” (Adorno 1998, p. 128).

However, the datafication of our existence inevitably
presents a paradox. While intended to enhance our free-
dom, technological innovations can inadvertently construct
a maze of constraints in which the digital freedom gained,
whether consciously or not, comes at the cost of real-world
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unfreedom. Applying Adorno’s vision to our current soci-
ety, where digital visions become realities and digital
realities become visions, thus highlights a critical point:
embracing the emancipatory potential of GenAl systems
requires a careful assessment of how these technologies
might interfere with our actual freedoms. This juxtaposi-
tion serves as a sobering reminder of the trade-offs inherent
in our march toward the digital transformation of almost all
areas of human work and life, urging us to find a balance
between technological development and the preservation of
fundamental human freedoms.

Such ethical considerations may seem like “a bicycle
brake on an intercontinental airplane” (Beck 1988, p. 194),
perceived as foolish quixotry, yet they represent an
expression of realistic insight into the all-pervasive
ambivalence of human existence.

6.4 Non-Delegability of Responsibility and Decision-
Making Authority

The two key aspects discussed above also serve as guide-
lines for the responsible use of GenAl systems in the
workplace 4.0 (Miitze-Niewohner and Nitsch 2019).
Despite the undeniable benefits that GenAl systems offer, it
is imperative to remember that their use becomes irre-
sponsible not at the point where it leads to violations of the
principle of data sovereignty (Gehring and Augsberg 2022)
or when these systems inflict psychological, social, or
economic harm on individuals based on (blind reliance on)
unconsciously biased or intentionally manipulated, hence
“toxical” data (Schreiber 2022). The use of GenAl systems
already reaches the limits of irresponsibility when it
restricts and corrupts the freedom of human decision-
making processes by promoting excessive dependence on
these systems.

The attribution of decision-making ability to Al systems
is based on a functional perspective, in which algorithms
are often consciously or unconsciously anthropomorphized
as “decision makers” based on their ability to process input
data and produce an output. However, this view tends to
oversimplify the decision-making process by ignoring the
deeper cognitive and emotional aspects of human decision-
making. While human decision makers are able to flexibly
incorporate a variety of nuances and contextual informa-
tion into their deliberations, algorithms are limited to the
data provided to them and follow predefined rules without
having their own “understanding” of the consequences of
their “decisions”. To put it bluntly: Al systems are not only
incapable of making more consistent or neutral decisions
than humans; they cannot make decisions ar all. As a result
of this insurmountable gap between algorithms and the
more comprehensive, contextual, and intentional nature of
human decision-making, the use of terms such as “output,”
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“result,” “deduction,” or “conclusion” in the context of
algorithmic processes would be more appropriate than the
term “decision.” Human beings cannot afford to lose the
freedom and responsibility for decision-making with which
they are entrusted.

6.5 The Human Factor

While delegating repetitive and error-prone tasks to GenAl
systems can be useful and efficient in many work settings
(Schreiber and Ohly 2024), delegating decision-making
responsibility to these systems remains counterintuitive.
Human decision-making is not just a process of data pro-
cessing; it involves participation, engagement based on
bodily experience, and a deep understanding of contextual
factors and nuances. These dimensions of human experi-
ence, which enable action beyond conscious planning and
calculation, remain beyond the reach of Al systems. This
brings us to the fundamental limits of the formalizability
and simulatability of human reason (German Ethics
Council 2023, p. 29). While recognizing the potential of
technological advances to shift or transform these limits, it
remains critical to emphasize the irreplaceable value of
human insight and oversight in contexts where ethical
considerations, emotional intelligence, and moral judgment
are indispensable. Al systems, as useful as they may be as
tools to enhance and extend human capabilities, can sup-
port human decision-making by analyzing, filtering, cate-
gorizing, prioritizing, summarizing, or visualizing
information, but they cannot make decisions or take
responsibility themselves — in either a normative or a
descriptive sense. They “act”, if the concept of action is
applied to machines, “irresponsibly”, i.e., without even a
glimpse of responsibility. This is also critical because
humans tend to follow AI recommendations or may find it
challenging to argue against Al suggestions, especially
when they lack task knowledge or perceive Al as more
capable (Vodrahalli et al. 2022). This overreliance can
persist even when Al suggestions are incorrect (Buginca
et al. 2021). Therefore, even when humans appear to be the
final decision-makers, this may not be the case in practice,
as their decisions may be significantly influenced or cor-
rupted by Al systems.

The responsible use of GenAl systems requires not only
technological expertise and interdisciplinary collaboration
between computer science, business informatics, the
humanities, social sciences, and law, but also profound
ethical reflection and a clear delineation of the role of
machines in the decision-making process. There is no
doubt that human decision-making and taking responsi-
bility are inherently fraught with uncertainty, imponder-
ability, and susceptibility to error. And yet: These
capabilities, reflecting both human strengths and

fallibilities, must be protected in an increasingly automated
world of work.

7 Moving Forward — A Sociotechnical Perspective
on Future Research on the Responsible Use
of Generative Al in the Workplace

Sandra Ohly, Gerhard Schreiber, Matthias Sollner

In this section, we seek to provide a sociotechnical
perspective on research challenges that need to be
answered to foster responsible use of GenAl in the work-
place. While the previous sections of the discussion took a
disciplinary view of our discussion topic, this concluding
section seeks to provide an interdisciplinary perspective,
highlighting open research opportunities that call for col-
laboration across fields. By considering diverse viewpoints
on sociotechnical systems, we can build a holistic under-
standing of how GenAlI can be responsibly and effectively
integrated into workplace settings, balancing both technical
and social considerations to meet organizational and
human needs.

Given the variety of perspectives on sociotechnical
systems, we first outline our perspective on sociotechnical
systems, which draws upon works such as Mumford
(2006), Lee et al. (2015) and Sarker et al. (2019). Conse-
quently, we view the technical and social components of
sociotechnical systems as interdependent and of equal
importance (Bostrom et al. 2009). The technical compo-
nent consists of data, software, hardware and the necessary
techniques to complete tasks in the workplace (Ryan et al.
2002). In turn, the social components include individuals or
groups, and their interactions with each other through
which they attempt to either solve problems, achieve goals,
or serve purposes (Lee et al. 2015). This attitude reflects
the need for a human-centered approach (Shneiderman
2022) that prioritizes dignified work and employee well-
being.

7.1 Human-Centered Al

In addition, a human-centered approach in Al design is
emphasized in the EU Al Act, underscoring the alignment
of regulatory frameworks with sociotechnical values. In
line with this regulation, we propose that the deployment of
GenAl in the workplace should go beyond efficiency and
productivity goals to address broader ethical, social, and
legal dimensions, including the protection of human dig-
nity, autonomy, and privacy — values foundational to the
sociotechnical approach (Sloane 2019; Floridi and Cowls
2019). This approach ensures that Al serves as an
empowering tool for employees, enhancing their capabili-
ties rather than constraining them. Consequently, achieving
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an optimal fit between the technical and social components
is crucial, since this is expected to result in improved
instrumental outcomes, such as higher productivity, and
better human outcomes, such as job satisfaction and
employee well-being (Wallace et al. 2004; Nathan 2022).
Furthermore, a human-centered approach emphasizes that
Al-powered systems should be designed to be transparent
and understandable, allowing users to interpret and, if
necessary, challenge and override Al decisions.

7.2 Adapting System Design to User Needs
and Organizational Processes

From a sociotechnical perspective, system design must
account for both the technical and the social subsystem
(Bostrom et al. 2009). The design of a system should be
adapted to the processes of the organization and the needs
of the users to best support the achievement of objectives.
If the social subsystem is insufficiently considered in the
design of the technology, there is a risk that the organi-
zation’s goals will not be achieved. In fact, careless design
decisions in the area of the technical subsystem could lead
to unintended and undesired consequences in the social
subsystem. Consequently, following the logic of tech-
nochange (Markus 2004), design decisions need to relate to
both subsystems during change processes to ensure the
achievement of desired outcomes. Such a comprehensive
human-centered design also helps to preserve and even has
the potential to enhance employees’ work processes, well-
being, and professional identity.

7.3 A Holistic Consideration of Potential Al
Consequences

The sociotechnical systems perspective also implies a
holistic consideration of possible consequences of Al,
including decision quality, efficiency and productivity, but
also user satisfaction and employee well-being, including
the analyses when these outcomes may conflict with each
other. The EU AI Act further mandates that, in high-risk
scenarios involving hybrid decision systems, human beings
must retain authority to accept or revise Al recommenda-
tions. This requirement ensures that technology remains a
supportive tool, preserving users’ decision-making capa-
bilities and critical judgment. To ensure decision quality, it
is essential to support humans in their decision-making
ability and reliably identify the cases where Al might be
wrong or insufficient, to prevent overreliance on Al. At the
same time, it is also important to empower humans to
understand in which situations they should rely on Al
recommendations to avoid the so-called Ver-
schlimmbesserung, which can be observed when humans
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revise correct Al recommendations, and thus impair deci-
sion quality (Wardlaw et al. 2022).

7.4 Generative Al Literacy as Enabler of Positive
Change

The foundation for avoiding the abovementioned chal-
lenges and achieving the outlined goals lies in whether all
stakeholders involved can be empowered to build up the
necessary GenAl literacy — which includes updating their
skills on a regular basis (Pinski and Benlian 2024; Pinski
et al. 2024). Managers need to understand the potential
benefits and limitations of GenAl systems to take well-
informed business decisions. Employees need to under-
stand where GenAl systems can help them to do their jobs
better, and how they can stay competitive in the job market
in the long term, for example through vocational education
and training. Finally, designers need to understand not only
the technical capabilities of GenAl, but also how the
application of GenAl systems might shape job profiles and
organizational processes to ensure that the technical deci-
sions they take are in line with the organization’ strategy
and the needs of all stakeholders involved. While each
group of stakeholders mentioned here faces different
challenges, most likely resulting in different needs when it
comes to GenAl literacy, it becomes apparent that they
need to collaborate to understand each other’s perspectives
in order to consider everybody’s needs during their own
decision-making.

Taking a sociotechnical approach not only provides a
robust framework for addressing the complexities of
GenAl in the workplace, but also opens new avenues for
future research on responsible implementation. By con-
sidering both human and organizational needs, this per-
spective highlights critical areas for further investigation.
Looking to the future, this approach encourages continued
research to ensure that GenAl is developed and applied in
ways that promote a balanced, responsible, and human-
centered workplace.
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