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Abstract While cyberspace has evolved into a commonly shared space vital to
our individual lives and societies, malicious cyber activities by state actors as part
of espionage operations, regarding defense strategies, or as part of traditional con-
flicts have strongly increased. In contrast, attributing the origin of such activities
remains problematic. The ambiguity of digital data raises the problem of misin-
terpreting available information, increasing the risk of misinformed reactions and
conflict escalation. In order to reduce this risk, this paper proposes a transparency
system based on technologies which usually already exist for IT security measures
that an accused actor in a specific incident can use to provide credible information
which plausibly assures his non-involvement. The paper analyses the technical re-
quirements, presents the technical concept and discusses the necessary adjustments
to existing IT networks for its implementation. Intended as a measure for conflict
de-escalation, the paper further discusses the limitations of this approach, especially
with regard to technical limits as well as the political motivation and behavior of
states.
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Zur Verhinderung der Eskalation von Cyberkonflikten: Ein Ansatz
zum plausiblen Nachweis der Nichtbeteiligung an einem Cyberangriff

Zusammenfassung Während sich der Cyberspace zu einer gemeinsam genutzten
Domäne entwickelt hat, die für unser individuelles Leben und unsere Gesellschaften
notwendig ist, haben zeitgleich auch böswillige Cyberaktivitäten staatlicher Akteu-
re im Rahmen von Spionageoperationen, im Hinblick auf Verteidigungsstrategien
oder im Kontext traditioneller Konflikte stark zugenommen. Gleichzeitig bleibt die
Herkunftszuordnung (Attribution) solcher Aktivitäten weiterhin schwierig. Die In-
terpretation digitaler Spuren ist anfällig für Fehlinterpretationen und erhöht damit
das Risiko von Konflikteskalation, insbesondere wenn andere Wege der Krisenkom-
munikation zwischen Gegnern fehlen. Um die Wahrscheinlichkeit derartiger Fehlre-
aktionen zu verringern, wird in diesem Papier ein Transparenzsystem vorgeschlagen,
das auf Technologien basiert, die in der Regel bereits für IT-Sicherheitsmaßnahmen
vorhanden sind, und mit Hilfe dessen ein, in einem bestimmten Vorfall beschuldig-
ter Akteur glaubwürdige Informationen liefern kann um seine Nichtbeteiligung an
dem Vorfall plausibel zu belegen. Das Papier analysiert die technischen Vorausset-
zungen, stellt das zugrundeliegende technische Konzept vor und diskutiert die für
die Umsetzung notwendigen Anpassungen an bestehende IT-Netzwerke. Als Maß-
nahme zur Deeskalation von Konflikten gedacht, werden auch die Grenzen dieses
Ansatzes diskutiert, insbesondere im Hinblick auf technische Möglichkeiten sowie
die politische Motivation und das Verhalten von Staaten.

Schlüsselwörter Attribution · Cyberkrieg · Cyberfrieden · Eskalationsprävention ·
Transparenz · Vertrauensbildung

1 Introduction

Disruptive cyber operations, influencing campaigns and espionage are increasingly
a daily occurrence in this domain. This is underscored by the fact that states have
included such operations in their domestic security and defense doctrines and un-
derstand this as an additional field of military operations (UNIDIR 2016). Offensive
activities such as cyberattacks can be launched and performed indirectly or with
counterfeited digital footprints, i.e. incriminating uninvolved, innocent actors (War-
rell and Foy 2019). However, due to a complex and often time-consuming process
that impedes effective counter activities, many have declared the secure identifi-
cation of sources of malicious cyber activities to be impractical (UNIDIR 2018).
These technical, political and organizational challenges of the so-called attribution
problem increase the risk of misunderstanding, miscalculating and misinterpreting
malicious cyber activities. The precise role and influence of military cyber activities
in open conflicts is still ambiguous. However, particularly the increasing attacks
against critical infrastructures (Noguchi and Ueda 2017; Lunden et al. 2021), the
fear of interference by foreign states in vital public services in peace times, or situa-
tions where immediate responses are necessary to counter and mitigate cyber threats
could lead to misguided responses and create a momentum for the escalation of
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conflicts. Although mostly considered a last resort, some states have even reserved
the right to respond to cyberattacks with physical military means if deemed nec-
essary as an immediate defense against hazards. This scenario and its increasing
probability have recently been expressed, e.g., by US President Biden, with regard
to the ongoing cyber tension between the US and other major powers (The White
House 2021). These problems may be exacerbated if other ways of crisis commu-
nication or security and trust-building measures between adversaries are missing.
Whereas the history of technical peace research has addressed these issues for other
military technologies with conflict prevention and de-escalation measures, suitable
approaches for peacekeeping in cyberspace are currently lacking and their develop-
ment is strongly recommended (Wissenschaftsrat 2019, p. 60ff).

Against this background, this paper focuses on the research question of how tech-
nical measures can enable state actors to mutually control their cyberspace activities
of military forces and intelligence services by providing verifiable data that can be
used to assess and verify a state’s non-involvement in a specific previous or ongoing
cyber incident. This paper does not aim to provide a ready-made implementable
measure but rather to provide a food-for-thought as well as a technical foundation
for such an approach and to examine the possibilities for establishing such measures
based on existing IT infrastructures. This paper further discusses the necessary tech-
nical adjustments required to provide this kind of information while maintaining an
appropriate level of secrecy. Given the sensitive nature of internet traffic surveillance,
the paper discusses the limits of such a measure with regard to its implementation
in order to uphold human rights principles and avoid their violation. Concerning the
aspect that cyberattacks are often carried out by hacker groups or other so-called
proxies that are not directly associated with or under the control of state institutions,
the paper also analyses the political preconditions and limitations. Regardless of the
quite specific and small application scope and its requirements and restrictions, we
hope to provide an impulse for cyber conflict de-escalation measures that help to
mitigate the escalation risks inherent to the status quo. Finally, given the relatively
new domain of cyberspace, the paper aims to connect computer sciences with peace
and conflict research and hopes to provide valuable impulses for dialogue between
them (Reuter 2019).

This paper is structured into the following sections: After the introduction and
the definition of the research question in the first section, current research on the
attribution problem based on related work from a technical as well as political
perspective is discussed. Section 3 presents the cases that have been selected to
illustrate this work’s background and motivation. Section 4 explains the required
technical principles of network-based digital data transfer and the problem of the
ambiguity of digital data. Afterward, Sect. 5 discusses the motivation of states to
join a risk reduction measure and comprises the central arguments of this paper
with a conceptual as well as a technical outline for a system that can provide
evidence to verify an accused state’s non-involvement in a cyberattack. Finally, in
Sect. 6, the developed measures, their limitation, and potential pitfalls are discussed
in relation to the research question and their practical application. The section ends
with an outlook on further extensions of this approach as well as future research
opportunities.
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2 Related work

The problem of attributing malicious cyber activities to their perpetrators has gained
much attention in recent years. As attribution is both a technical and a political pro-
cess, many different approaches have been proposed to solve the so-called attribution
problem.

2.1 Technical challenges

A common argument for most approaches is that attribution is a complicated task,
as information needs to be collected and interpreted forensically (Koch and Golling
2019). To support and improve this time and resource-consuming process, one area
of research focuses on a more detailed and standardized implementation of data
collection and storage based on frameworks (Lilly et al. 2019). This is also partly
linked to advanced intrusion detection systems (Rubio et al. 2019), which are able
to detect attack attempts for early data acquisition of the attacker’s activities (Ni
et al. 2016). Other investigations focus on the topology of IT networks and the
question of where intrusion detection systems should best be placed, and how the
processing of physical signals alone can indicate uncommon behavior and possible
attacks (Giraldo et al. 2019), sometimes alongside methods of artificial intelligence
and machine learning to detect intrusions and to identify the attacker’s location (Siva
Kumar et al. 2017). The approach aims to create complex data sets by including
threat intelligence sharing platforms to gain a broader information basis (Perry
et al. 2019). This allows for classifying and filtering the aggregated information on
cyber incidents or applying data-analysis methods to detect similarities in attackers’
behavior (Hoon et al. 2018; Shute et al. 2017). Other approaches focus on the
inclusion of publicly available open-source information (Lemay et al. 2018) or social
media (Bargar et al. 2019; Kumar and Carley 2016). In summary, current research
on attribution as a measure of security concentrates on the tasks of data acquisition,
optimization and analysis to provide a better and faster answer to the question:Who
did it? In contrast, the perspective of this paper focuses on the question: How can
I credibly assure that I was not involved/that I am not the perpetrator? This aspect is
essential in order to improve security by preventing misattribution. This is a novel
approach that has not been scientifically researched so far but lies in the tradition
and demands of technical peace and conflict research (Reuter et al. 2020).

2.2 Political and security challenges

Attribution is and “should not be an aim in itself” (Broeders et al. 2020), as it pursues
an intent and the “decision to attribute a cyber operation to another actor should be
strictly linked to a broader policy objective(s) that a state or a group of states wishes
to achieve” (Broeders et al. 2020). This broader objective has been discussed in
different ways. First, attributing an attack towards a designated attacking country
is a prerequisite for any legal military response in accordance with the UN Charter
(Wingfield and Wingo 2021). In other words, without sufficient evidence, there is
no target to refer to legitimately. Rowe (2015) focuses on this aspect and further

K



Preventing the escalation of cyber conflicts: towards an approach to plausibly assure the... 35

discusses (1) possible measures to achieve attribution, (2) the complexity of this
task from a technical and legal standpoint, and (3) the influence this can have on
an attacked state’s political and military decision-making processes. In most cases,
attribution requires cooperation between states in order to collect technical evidence
of an attack, thus requiring a mutual understanding of the problem, legal common
ground and suitable corresponding processes (UN-GGE 2015) for the collection as
well as the exchange of threat intelligence (Riebe et al. 2019). This is discussed by
Bendiek and Schulze (2021), with a focus on the development and enforcement of
a harmonized cyber sanction regime of EU member states.

A further aspect of attribution is discussed regarding its applicability and lim-
itations for deterrence and how “scaling of exploitation and retaliation costs lead
to different degrees of coverage and effectiveness for deterrence by denial and
punishment” (Lindsay 2015). A related aspect considers the role of public attribu-
tion—naming and shaming of the accused country—and the trust and accountability
problem it faces regarding national interests (Egloff and Wenger 2019). A promi-
nent approach to overcome this problem whilst fostering transparency in attribution
processes is the establishment and empowerment of independent, supranational in-
stitutions that could be in charge of attribution based on evidence provided by
attacked countries (Droz and Stauffacher 2018; Davis II et al. 2017). Other debates
address the role of non-state actors behind cyberattacks, the responsibility and due
diligence of states, and how attribution and the right to self-defense apply under
these conditions (Starski 2015). Other research explores the question of whether or
to what extent military cyber activities have shaped the battlefield and how this new
military domain influences strategic or tactical military approaches in open conflicts
(Kostyuk and Zhukov 2019). Blagden (2020) even argues that the technical chal-
lenges of revealing the concealment of attackers can be neglected, as an “attacker
must necessarily reveal a set of interests that it values”, putting the question of
interests at the center and declaring attribution a primarily political task.

3 Case examples

The research question is motivated by real-world cyber incidents and the associated
escalation risks. In order to illustrate them and the constraints of a measure focused
on state actors, we have selected two examples of actual critical cyber-based con-
flicts that happened in the context of strong regional political and military tensions
between actors that have developed strong offensive cyber capabilities over the last
years. The examples are used to derive an exemplary model for the attribution pro-
cess and to define requirements for a technical system that can provide plausible
information that provides evidence and assurance for non-involvement in a specific
cyber incident. The findings are put together into a model for a technical measure
and its applicability. The security gain, as well as its limitations and necessary further
extensions, are discussed both for the technical and the political context.
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3.1 Selected case examples

The following two brief examples illustrate the different scenarios and variations of
cyber-based incidents in the context of regional tensions and the problems of un-
clear or misleading attribution. They have been selected because they prototypically
exemplify the ambiguity of digital data as well as the situational pressure for action,
whereas the overall political situation suggests an obvious answer to the question of
the origin of the attacks, thus increasing the risk of misinterpretation and the danger
of misreaction. Sources about such incidents, the political considerations regarding
countermeasures and the actual measures taken are often rare or incomplete—partly
because the public (non-)communication towards the suspected attackers is often
already part of the reaction. In most cases, the only available sources are press
reports and other anecdotal public media coverage. Compared to other incidents,
the selected case studies are based on credible sources that at least provide enough
details to analyze the course of events.

3.1.1 The cyberattack against chemical plants in Saudi Arabia, August 2017

In August 2017, a cyberattack was detected at a petrochemical plant in Saudi Arabia
that targeted the industrial control systems which monitor, control and regulate all
different aspects of the industrial process (Perlroth and Krauss 2018). In contrast to
former attacks against such systems, which have often tried to silently manipulate
the controlled processes, the aim of the detected attack was presumably to delib-
erately sabotage the industrial hardware by triggering explosions. This would most
likely have resulted in significant damage to the facility as well as possibly human
injuries or casualties. This was prevented by a programming mistake made by the
attackers. Investigators blamed Iran for the attack due to previous incidents against
governmental institutions and industrial facilities (Tarakanov 2012) as well as overall
political tensions between the two countries (Marcus 2019; Baezner 2019). However,
cyber capabilities from other opposing nations, such as China (The State Council
Information Office of the People’s Republic of China 2019), Russia (Karaganov and
Suslov 2019), or Israel (Dwyer and Silomon 2019) would also have been sufficient
to conduct this attack. Press reports suggested that Saudi Arabia feared an immedi-
ate second attempt of sabotage after the failed first attempt. This required a quick
decision on whether and how to respond. As official communication channels be-
tween the nations have been scarce since an attack on the Saudi Embassy in Tehran
in 2016 (Saudi Gazette 2016), the situation highlights the dangerous scenario of the
lack of significant evidence and political crisis communication channels.

3.1.2 The cyberattack against the Ukrainian power grid, December 2015

The second case is the cyberattack against five power supply companies in Ukraine
that took place on December 23, 2015 (Zetter 2016). The attack itself targeted
the control systems of the power plants and their supply infrastructure, as well as
the companies’ call-center services so that customers could no longer receive any
information. In total, up to 230,000 people were cut off from electricity for one to
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six hours. The attack occurred in the aftermath of the Russian occupation of Crimea
as part of the ongoing crisis between Ukraine and the Russian Federation. The
attack was immediately attributed to hackers from Russia based on the geolocation
of the attackers’ IP addresses. From a technical perspective, this is not itself valid or
sufficient evidence and could have been a false track laid by third-party attackers,
demonstrating the ambiguity of the available information. So far, it is not entirely
clear if the cyberattack was a sabotage operation, a test run of its own capabilities,
or a political demonstration of power. In any case, it was an attack on critical
infrastructure and, thus, a violation of established rules of international humanitarian
law (IHL).

3.2 Comparison of the example cases

The selected cases, with their different presumable motivation of sabotage and social
disruption and insecurity, have in common that the involved actors are in a situation
of high political tension and ongoing small-scale military conflicts or are on the brink
of tensions erupting. Although the disputes have so far remained below the threshold
of a declared war, tensions have increased due to the decline in communication
relations and the loss of commonly shared fora as well as diverging interests. The
available sources do not allow for any conclusions as to whether a technical incident
analysis had been performed. Given the presented expense for a valid attribution
and the short time available in all cases, it is highly unlikely that forensically robust
results had been available. As a result, the attribution of cyber incidents was strongly
influenced by the overall situation and previous incidents. The probability of blaming
the usual suspect when other information is missing or incomplete is very high in
such cases, increasing the risk of misattribution and escalation of the incidents into
a full-fledged military confrontation even further.

4 Technical properties of the cyberspace and the ambiguity of digital
data

The difficulties related to attribution in cyberspace and the risk of false attribution
due to misinterpretation of the available information are based on some specific
technical features of this domain and the way in which cyberattacks are performed.
The following section will highlight these particularities as a prerequisite for the
research question.

Cyberspace is a virtual domain by design that abstracts a space from a specific real
existing geographic location. It consists of autonomous, self-contained networks that
integrate and connect groups of different IT systems or sub-networks. The networks
are connected via gateway servers at their point of contact (borders). To perform any
kind of data transmission between two IT systems, it is necessary to identify both
systems, which is done by using a technique named Internet protocol addressing
or, in short, IP addressing (Scaglia 2007). Figure 1 presents a simplified model
of such a data transfer and the involved IT systems. It is important to understand
that an address of an IT system—in the following called (A)—is not inevitably
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Fig. 1 Simplified model of data
transfer between two computers
in separate networks (Source:
own illustration)

unique. It must only be distinct within the network to which the system is directly
connected, hereafter referred to as N(A). Any connection of (A) to an external IT
system (B) that is not part of N(A) is transferred over the gateway server that—in
the simplest case—directly connects the networks N(A) and N(B) but in actual
scenarios involves multiple networks. The gateway server handles the necessary
network address translation (NAT) to ensure that data can be transferred between
two networks with possibly non-unique IP addresses (Juniper 2022). This means
that the effective sender address that (B) can identify while receiving data from
(A) is not a unique address of this IT system but rather an address provided by
the gateway server of N(A), which means that there is no clear and directly visible
and re-traceable path to the origin of the connection. This aspect also entails that
any kind of geographical localizing based on IP addresses will reveal the involved
networks and not necessarily the specific IT system (A) itself. Over the last years,
the current protocol—the technical rules of how network traffic is handled by the
different IT devices—has been shifting towards a more modern approach (Internet
Protocol version 6 or short IPv6 instead of IPv4) where devices have worldwide
unique IP addresses (Juniper 2022). Nevertheless, for reasons of data protection or
security, these unique addresses are often reduced to their network part, and the
identification of a single IT system is taken over by gateway servers.

Another significant aspect of the technological basics of cyberspace is that it ab-
stracts the process of data transmission between IT systems over different structural
and conventional layers and generalizes specific functionalities with common tech-
nical protocols (Scaglia 2007). All IT systems that communicate over cyberspace
have to use these protocols. There is no close connection between the observed us-
age of an IT system—like a cyberattack—and its real-world and intended purpose.
Even a forensically waterproof identification of an attack’s origin cannot exclude the
possibility that an identified IT system had been taken over by adversaries. A popu-
lar but mere theoretical but conceptually valid example is the misuse of IT systems
in a hospital that had been hacked to carry out cyberattacks.

A third important principle of cyberspace concerns the aspect that any data trans-
mitted during connections between two distant IT systems (A) and (B) is split up
into a large number of small packets that are sent separately and merged at their
destination. Each transmitted packet can potentially take a different path, i.e., route.
This principle guarantees that disruptions of a route can be balanced by other trans-
mission paths. In the context of cyberattacks, this means that retracing the steps
of attacks to their origin equals finding the path back via potentially different and
numerous routes.

Drawing from these specific technical features, many real-world cyberattack sce-
narios involve multiple steps of intermediary hubs that are used to blur tracks. This
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often involves the usage of one or more so-called command and control servers
(C&C) that are used by attackers to coordinate progress and collect stolen data.
C&Cs are either hijacked systems or rented servers that do not belong to the attack-
ers themselves. Considering the explanation of IP addresses provided above, this
means that even if a victim of a cyberattack can identify a unique IT system via its
IP address, it is probably not the actual system of the attacker. Therefore, the task
of attributing such attacks typically involves the analysis of at least some of the IT
systems used as hubs and the C&C infrastructure. Aside from the time required to
perform these actions, each step potentially relies on the cooperation of other actors
to gather information from affected systems within their jurisdiction, as well as the
availability of such data samples (Clark and Landau 2010).

These discussed features of cyberspace complicate the attribution and create
a strong character of ambiguity. Available information on attacks and traces to-
wards attackers is, in most real-world cases, either incomplete or inconclusive in
terms of its interpretation. In addition, this information is easy to manipulate or
counterfeit, and attackers might have created false tracks by forging misleading ev-
idence, commonly described as false flag operations (Steffens 2020). On the other
hand, cyberattacks against critical systems often require immediate decisions to be
made about countermeasures to stop the attack’s ongoing threat. In combination, the
current lack of internationally binding norms for responsible state behavior in cyber-
space leads to the situations described, in which misunderstandings, miscalculations,
and misinterpretations could cause wrong and potentially destructive responses.

5 Reducing the escalation risk: outline of a system to plausibly assure
non-involvement in a cyberattack

Based on the previous assessment, this section proposes a concept that, while it
cannot help to diminish the burden of proof of the cyberattack victim, aims to help
to reduce the threat of accidental escalation of a conflict. The concept is under-
stood in the sense of the CSCE Helsinki final act that recognized “[...] the need
to contribute to reducing the dangers of armed conflict and of misunderstanding or
miscalculation of military activities which could give rise to apprehension, particu-
larly in a situation where the participating States lack clear and timely information
about the nature of such activities” (CSCE 1975, p. 10). The measures are based
on the idea that a reduction in the escalation risk or even its prevention can be
achieved if an accused actor is able to credibly and plausibly assure they were not
involved in a specific cyber incident by providing verifiable information. Although
it is ultimately the decision of an attacked state how to react, which is often de-
termined by various aspects, political goals or political signals, such information
could alter its judgment and assessment of the situation. By being as transparent as
deemed necessary about current cyber activities within their military or intelligence
services networks, accused states can further signal to other states that the risk of
an imminent cyber threat is unlikely to exist.
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5.1 Political incentives and motivation of states to establish and comply with
such a measure

States as actors often have diverging interests and are—besides treaties or other
binding commitments—able and sometimes willing to act in contradiction (e.g.,
by cheating) to their commitments. The resulting limitations will be analyzed and
discussed in more detail in Chap. 6.1. Regarding this context, the main motivation
of a state to establish measures that can plausibly assure their non-involvement in
a specific cyber threat is their self-interest in preventing the escalation of a conflict
or of being falsely held accountable for malicious activities. Being able to provide
the described information and to make their own cyber activities transparent could
even be a measure of confidence-building. In addition, the system will be completely
operated by and, therefore, under the control of the establishing state or authorities
that established the measure, and—in the case of an incident—only the state decides
which information is disclosed. All this, of course, does not diminish the possibilities
of carrying out malicious operations covertly nonetheless or of even being the actual
perpetrator of the cyberattack in question (e.g., by using a proxy). The core element,
in terms of the measure’s political effects, is the credibility of an accused state.
The de-escalation effect of the measure is directly linked to this credibility and,
therefore, its other military or intelligence cyberspace activities and—in the best
case—its refrain from using covert or proxy operations. In conclusion, this means
that it is in a state’s interest to create opportunities to de-escalate and avoid cyber
conflicts and to maintain its credibility.

5.2 Requirements for a system for the plausible assurance of non-involvement

In order to assure non-involvement in a cyber incident, an actor—besides their
political credibility—needs to supply verifiable data that fulfill the following re-
quirements:

� Relevance: The information must contain all incoming and outgoing relevant net-
work connections of the accused actor: (a) to or from all networks of the attacked
actor, (b) to or from the IT systems that had been targeted and (c) about con-
nections to networks or IT systems of third parties that are suspected of having
been used as C&C infrastructure or any other kind of indirect attack controlling
measures.

� Sufficiency: The above information must be supplied for the incoming and outgo-
ing connections of a defined scale of networks that are under the accused actor’s
jurisdiction to a technical degree that allows plausible verification and ensures
non-involvement.

� Timeliness: The information must be supplied in a timely manner for the entire
period of the cyberattacks and/or the malicious activities.

The information could either be supplied voluntarily by an actor or as a response
to a request by an accusing actor or entrusted authority. The provided information
can be anonymized to the degree that assures non-involvement in a specific attack
while filtering out irrelevant data or disguising secret information. This is possible,
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e.g., by reducing the logged number of connections to such an extent that the subnets
can be identified, but not the actual machine. For IPv4 as well as the newer protocol
IPv6, this can be done by cutting the IP address of each logged system, IP (A/B/ ...),
down to a subnet address. This would successfully hide the actual amount of different
IT systems within this subnet as well as the individual connection information of
each of these IT systems. On the other hand, it allows the mapping and comparison
of all outgoing and incoming connections of this network that could be associated
with a cyberattack that occurred at the same time, based on the logged timestamps,
destinations and type of traffic.

Based on this information, either the accusing actor or a neutral third party would
be able to assess the provided data. Instead of tracing back the path to the alleged
attacker, the validation would be able to directly focus on the supposed origin of the
attack path and therefore be able to validate a statement of non-involvement. As has
already been pointed out, this will not reveal the identity of the actual attacker but
can help to relieve the alleged attacker.

5.3 A conceptual cyber incident model as a potential use case scenario

Before discussing the technical implementation, the following section presents
a schematic model of a cyber incident, as illustrated in Fig. 2. It is set in a crisis
situation between two previously introduced actors—(A) and (B)—with an assumed
strong degree of mistrust, negative expectations, and non-communication, as well
as current political or military tensions. In this situation, actor (B) was the victim
of a cyberattack. The example further involves the actual attacker actor (C) and the
uninvolved but exploited actor (D).

1. Actor (B) detects an incident, in the following referred to as (x), within its net-
works N(B).

2. Entitled authorities of Actor (B) check the logged information as well as the tech-
nical integrity of the affected IT systems and detect unauthorized access to these
systems from a source outside of N(B) over a time frame called T(x).

3. Actor (B) identifies the unauthorized access from an IP address IP(x) that is reg-
istered to a party within the jurisdiction of actor (D). Actor (D) is assumed to be

Fig. 2 Schematic model of common cyberattacks via an intermediary third party (Source: own illustra-
tion)
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uninvolved in the current conflict and has no history of aggressive behavior against
actor (B).

4. Due to specific circumstances, the authorized agencies of actor (B) are not able
to trace back the path from (x). Possible reasons for this situation, as discussed
before, are:
– The short reaction time that is available to decide on countermeasures by ac-

tor (B).
– A refusal of actor (D) to provide further information.
– The absence of valid logging information either on the identified systems of

actor (D) or on further intermediary steps.
5. Actor (B) accuses actor (A) of being the agent behind the incident (x) with refer-

ence to the political background, ongoing tensions, former incidents, or aggressive
announcements by actor (A), or due to similar false-flag operations that had been
tied to actor (A) in the past. To bring the harmful cyber activities to an end, ac-
tor (B) signals the willingness to use strong political or economic measures (the
most likely reaction in espionage scenarios) or military force (the likely reaction
in cyberattack scenarios).

In terms of this described scenario, the rephrased research question is: By which
technical measures can Actor (A) credibly and plausibly assure that no IT systems
within N(A) had any connection to the identified attacking system IP(x) for the time
frame T(x) of the incident?

5.4 Necessary technical capabilities and specifications

The credibility of the provided information and thus the plausibility of the argu-
mentation of a state’s own non-involvement rests upon two technical properties of
the data: (a) the tamper-proof collection and storage, and (b) the level of detail,
the coverage and the verifiability of the information collected and provided by an
accused actor. Therefore, based on the conceptual assessment of Sect. 5.2, this data
and its collection measures need to fulfill the following technical specifications:

� Cover a time frame that is long enough to satisfy the accusing actor.
� Collect data from all relevant IT networks without hindering their functionality.
� Contain details on the endpoints of all connections that had been established and

should rely on information that is always accessible during the network-based data
transmission.

� Use a tamper-proof, non-circumstantial data acquisition and storage measure that
is considered trustworthy even in non-cooperative actor relationships.

Notably, all IT network technologies gather and potentially store information on
the established or performed network connections. This information analysis and
storage already takes place in most cases as an IT security measure to monitor
connections, identify malicious activities, detect or track hacking attacks and at-
tempts (Gür 2015; Ekran Systems 2022), and control the access to IT systems and
networks (so-called firewalling), and the measures we propose mostly require no
changes apart from immutable storage. Under these prerequisites, the capability to
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gather the necessary information is taken for granted and will not be described any
further. In terms of the proposed context as a risk-reduction measure and with regard
to the research question, this focus emerges into the following aspects:

� In which IT networks and where within a network does the data need to be col-
lected?

� What kind of data needs to be stored and to which level of detail?
� For how long should the data be stored?
� How can tamper-proof storage be performed?

These questions will be discussed in detail in the following sections. Moreover,
Chap. 6 will discuss the limitation of this approach and the possibility of state
cheating.

5.4.1 In which IT networks and where within an IT network does data have to be
gathered?

Connected IT systems are always topologically organized in network structures
on the physical level, where the gateway servers between networks know about
any outgoing and incoming connections for a specific network. With regard to
the network-sub-network topology, it is only necessary to store the information
about network activity at the logically outermost gateways, where data leaves the IT
system of an actor and is transferred to external systems. In terms of the context of an
application, only networks of institutions under direct state legislation or control and
likely to be responsible for cyber activities in foreign IT networks, such as military
networks or the IT systems and networks of intelligence services, need to implement
the measure. While this has its limitations (see Chap. 6 for further discussion), it
prevents the establishment of unlawful surveillance measures. Therefore, this storage
needs to be performed on all gateways that connect these specific networks to the
outside world—like private or commercial networks—to prevent hidden channels.
The measure itself may need additional capacities for data storage but does not affect
the functionality of the gateways nor the question of who runs them. As argued, in
most cases, the relevant information has already been gathered and is ready to use.

5.4.2 What kind of data must be gathered and stored, and to which level of detail?

A typical connection between two IT systems consists of the exchange of multiple
data packets with different purposes that establish the connection, transfer the data
in multiple single packets, acknowledge the successful transmission of the packets,
and finally close the connection. Besides the actual payload, each packet contains
the so-called metadata of the information on the data packet sender and its des-
tination—both identified via IP addresses. In terms of the proposed measure, the
following information needs to be stored to ensure that for a given time slot, no data
was transmitted to a specific IT system or network:

� The timestamp of when connections were established and closed, either from
within the network or by request from external IT systems.
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� The destinations (for outgoing connections) or origins (for incoming connections)
of connections.

� The amount of data that has been transferred and, if available, for which kind of
application the transferred data is meant to be processed.

For an effective application of the proposed measure, it is therefore not necessary
to store the transferred packets but only the mentioned metadata on the connections.
These kinds of data are simple text-based information that can be stored and trans-
mitted without difficulty.1 Although the actual logging rules for each implementing
system are highly system-dependent, the above information should be gathered and
stored for each connection that passes through the system without exception. In
terms of secrecy, the stored information could potentially reveal sensitive data, as
it contains details on the quantity and types of IT systems and services within the
network, as well as the quantity and locations of systems that the specific gateway
usually connects to. In order to maintain confidentiality, IP addresses can be partly
anonymized to contain only information on the sender and destination networks, as
it still contains sufficient information to assure non-involvement. This aspect also ad-
dresses upcoming IT security measures of moving target defense (MTD) (Carvalho
and Ford 2014; Dishington et al. 2019), which aim to obfuscate the identity of IT
systems within a network to confuse attackers by, for instance, randomly changing
IP addresses.

5.4.3 How long does data need to be stored?

The question of the storage duration cannot be answered uniformly and is rather
a task of considering a trade-off between essential storage resources, secrecy, and
evidential value; notably, this parameter is easily adjustable. A solid basis for an
estimated storage time can be provided by studies that are regularly performed
by IT security companies that analyse hacking incidents. For example, a report by
Mandiant Consulting (2016) estimated that in 2016, cyberattacks had lasted 146 days
on the worldwide average before they were detected (Mandiant 2016). The same
report calculated the average detection life span of hacking attacks for Europe and
the Middle East to be up to 469 days. The analysts calculated a decreasing worldwide
average of 99 days for 2017 and 56 days for 2019 and concluded that the life span
of attacks significantly dropped due to higher sensitivity for IT security (Mandiant
2017, 2020).

Another approach to further specify the necessary logging time frame could be
taken from recommendations (IBM 2019) for the size and time frame of logging data
structures for IT security reasons. This system-specific assessment is performed to
determine how far back in time a hacked target can retrace steps within its own sys-
tems via logged digital forensic information. Further inferences can be drawn from

1 For illustration, storing such simple text-based information, one gigabyte of storage can hold up to
678,000 pages of text. (https://www.digitalwarroom.com/blog/how-many-pages-in-a-gigabyte). The King
James Bible (Old and New Testaments), which is stored at Project Gutenberg in plaintext ASCII format
(7 or 8 bytes per character) has a size if around 4.2 Megabytes.
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national and international data retention policies to track criminal cyber activities
(EGNYTE 2021). Furthermore, in the case of an ongoing attack, providing the cur-
rent gateway activities of an accused actor can be an important measure to provide
evidence for their non-involvement in the communication of the actual attacker with
their command-and-control infrastructures. In the optimistic circumstances that our
proposed measure is established as part of a treaty, the logging time frame should
be commonly agreed upon and defined for all treaty members, as any past activity
that is older than the time frame will not be reflected in the logs.

5.4.4 How can the process of data gathering and storage be technically tamper-
proof?

The acquisition and storage of logging information is not new and is a common
feature of IT security measures. In the context of this proposal, it is the credibility
of such data that decides whether a targeted victim believes the digital facts that
an accused actor provides. Credibility can be reached by technically ensuring that
neither the process of the logging data acquisition has been tampered with (for
example, connections to some specific endpoints get excluded from logging) nor
that logged information can be manipulated afterward. Preventing and ensuring
tamper-proof data storage is an issue that can be solved by cryptographically and
incrementally signing the logged data, a method that is known as immutable data
storage (Rovnyagin et al. 2021). This kind of technical verification for streams of
logging data is a concept that has already been described as an audit log or audit
trail (Schneier and Kelsey 1998, p. 1ff) for use cases in safety or secrecy critical
scenarios (Putz et al. 2019). An additional degree of credibility can be achieved
by ensuring that the mechanism which collects the logging information (commonly
defined by so-called logging rules) itself has not been modified. This is possible by
including the logging rules or hashes (digital fingerprints) of the logging code as
part of the cryptographically secured logged data, as it provides tamper-proof copies
of the logging process and its configuration for a retroactive validity comparison.

Creating and securing logging data with an immutable storage mechanism results
in an increase in necessary processing and storage capacities as the information has to
be encrypted and digitally signed. However, recent developments show that this can
be done highly efficiently by using the GPU (graphics processing unit), a commonly
used component in modern computers and that the storage scales 1:1 with the stored
information items without creating overhead.

The actual storage capacities that are necessary for this proposed measure are
strongly influenced by the actual network usage, the topology of the network and
the storage time frame. Nevertheless, this is mitigated by the fact that the proposed
measure only requires the storage of simple textual information, which is usually
only a few hundred bytes, as opposed to complex binary information, such as images.
Furthermore, the amount of storage required is reduced to the defined time frame
of data storage and can be further cut down by stripping the network transaction
information down to only necessary information in the sense of its meaningfulness,
as discussed earlier. Even if a complex network usually has multiple sub-networks
and the storage is therefore required for more than one gateway server, this is
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quite negligible given the current prices of storage devices and the speed of their
increasing capacity development (Coughlin 2020). The storage itself does not affect
the functionality of the systems.

5.5 Outlines for a system of plausible assurance of non-involvement

The previous conceptual and technical requirements analysis, as well as the analysis
of already existing technical capabilities of IT systems and their network compo-
nents, show that a system for the plausible assurance of non-involvement in a cyber
incident could be established based on already existing IT networking components.
As these provide all the necessary information and nearly all necessary tools, the
following aspects need to be taken into account during implementation:

� Ensure that information about network connections is collected (discussed in
Sect. 5.4.2) and gathered on all relevant network and subnetwork gateway servers
(discussed in Sect. 5.4.1).

� The existing logging system is—if not already in place—extended by storage of
these logs for a sufficient amount of time (discussed in Sect. 5.4.3).

� The storage is performed tamper-proof, for instance, via immutable data storage
technology (discussed in Sect. 5.4.4) and keeps the balance between the required
secrecy of the actor collecting information as well as necessary details for a po-
tential accusing actor (discussed in Sect. 5.4.2).

� The storage remains under the control of the establishing actor and is managed by
the IT service personnel that already runs the IT security measures of the affected
IT networks.

Regarding the cyber incident model presented earlier (see Chap. 5.3) as well as
the model of common cyberattacks (as outlined in Fig. 2), the de-escalation measure
could work as follows:

� After the entitled authorities of Actor (B) detected and analyzed the incident com-
ing from an IT system within the networks of actor (D), they request information
about the gateways of this specific network N(D).

� If actor (D) is cooperating and has the logging mechanism in place, it detects un-
lawful access coming from within the networks of actor (A), which can be linked
to the cyberattack activities against actor (B). It provides this information to ac-
tor (B).

� As actor (B) suspects actor (A) to be the origin of the attack, it requests informa-
tion from actor (A) about all connections for the time frame of the attacks on N(B)
for all gateway servers of N(A). This suspicion is usually based on overall political
circumstances, bilateral political tension, recent or former events and also influ-
enced by political considerations of the accusing state (B) (Broeders et al. 2020). If
there are multiple suspected actors, these steps would need to be taken with them
accordingly.
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� Based on the information provided by actor (A)2 and potentially supplemented by
additional information from actor (D), actor (B) checks for connections from N(A)
to N(D) that match the attacks in time and scale as seen from N(D) to N(B) to
trace back the full attack path. This matching can be performed highly effectively
by simple text search and comparison algorithms in no time to at least look for
indicators of the presumption of actor (B). There also exist tools capable of visu-
alizing network connections3 to help human analysts quickly get an impression of
the situation. As actual cyberattacks require many network connections, an actual
attack by actor (A) would be immediately visible in the data set. If no indicator
is found to support this assumption, the information must be checked again more
closely to rule out the possibility that connections have been overlooked.

� A de-escalation of the exemplarily assumed tension would be achieved if the data
provided by actor (A) either contain no information about outgoing connections
from its networks N(A) directly towards the attacked system of actor (B) for the
time of the attack and if the connections from N(A) towards the neutral networks
N(D) cannot be linked to the attacks against N(B).

The data collection of actor (A) is highly dependent on its IT network structure
and the institutional organization that is in charge of operating the gateway server.
However, as mentioned above, the information is usually already logged and is
available in structured log files (usually one file per day per gateway) due to common
IT security measures. This means they can be collected and presented immediately
if the proposed measure is in place and the organizational structures are working.
The data sharing between the actors can either be realized via secret communication
channels between (A) and (B); be published if this supports the political signaling
effect of the accused actor (A); or (B) could create public pressure that requires this
step by publicly requesting the information from (A). As network log data is only
text-based information, log files are rarely larger than a few gigabytes (1 gigabyte can
store 1 billion characters) and transmitted without any delay within minutes4. The
provided data could either be validated and checked by actor (B) as demonstrated
above, or by a neutral party whose conclusions would be accepted by both actors,
such as a UN institution.

Beyond this conflict scenario, an attacked state could also decide not to go public
with the incident, not blame another state, or request information. In these cases,
our proposed measure would not provide any support. This said some experts argue
that transparency in political relations is not always the best solution. However,

2 It is important to mention that the requested information by actor (A) has to get transferred to actor (B).
The time required for this is, as already mentioned, very dependent on the networks of actor (A) as well as
on the transmission capacities and is an important factor despite the very effective data storage. This can be
estimated in the case of a concrete implementation and on the basis of network information then available
and taken into account in the political processes. Alternatively, however, direct access by actor (B) to actor
(A) ’s databases would also be technically possible. Even if this is associated with increased political costs,
it could offer a way out in the extreme case of a danger that needs to be averted immediately.
3 See e.g. this list of open-source tools for network monitoring and traffic visualizations, especially the
tool “Nagios Core”. https://www.comparitech.com/net-admin/open-source-network-monitoring-tools/.
4 see footnote 3.
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following this line of argument would go beyond the scope of this paper (Brown
and Fazal 2021).

The above-presented outline is not to be understood as a ready-made blueprint
for a measure to be implemented immediately. Rather, it is a theoretical concept.
However, the concrete considerations depend to a large extent on the specific cir-
cumstances in the individual networks (e.g., which IT systems are used), includ-
ing questions about technological developments (e.g., the storage space required
and, therefore, the required additional IT hardware to store the logged information
changes quickly, so that a certain fixed reference becomes obsolete very quickly (see
e.g. Coughlin 2020)). Such considerations also depend on the political considerations
of each implementing actor (e.g., for what time period logs are stored). Additionally,
a real-world attack could involve many different proxies and an attacked state could
suspect multiple states to be the origin. Nevertheless, the immediate attribution of
attacks is largely a matter of political considerations and is based on previous events
and situations of tension. However, even if further analysis of these parameters and
their interconnection is valuable, this goes beyond the scope of this work.

6 Discussion and outlook

6.1 Limitations and potential pitfalls

The developed procedure faces some potential pitfalls that will be discussed in this
section. The most relevant limitation is the measure’s limited use case for inter-
acting states and their necessary motivation to join and comply with the measure.
Section 5.1 has already discussed this prerequisite, pointing out that a state’s par-
ticipation and compliance to the measure directly influence the state’s credibility
and thus, its possibilities to reduce the risks of the escalation of cyber conflicts.
Regarding implementation, there are various ways to cheat, as will be discussed
below. Nevertheless, the main motivation for states to prevail from cheating is the
plausibility of the information provided and the effectiveness of the measure in the
long term.

6.1.1 Use of proxies

In terms of the plausibility of the measure and the information it can provide, a par-
ticularly critical limitation is based on the use of proxies for actions of military or
intelligence services in cyberspace. A proxy could either be IT systems within the
state’s jurisdiction that are not associated with the state-owned military or intelli-
gence services and are not officially under its control. Russia, e.g., is known to use
so-called patriotic hackers, which are officially civilian groups that are suspected of
being under the unofficial influence and command of Russian national intelligence
services. However, a proxy could also be one or more IT systems used to perform cy-
berattacks that are located in another state. This scenario is quite common and one of
the previously discussed reasons for the risk of miscalculation. Unfortunately, there
is no technical solution against states acting contrary to agreements and avoiding
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attribution in this sense (Wingfield and Wingo 2021). To a certain degree, a strong
civil society could reveal such behavior, and international intelligence services co-
operation of states could help to uncover such operations by sharing information
or—in the best case—the proxy system is controlled from IT systems where the
proposed measures are in place and would leave traces in the logged information.
Besides this, cyberattacks carried out by non-state actors without the direct or indi-
rect involvement of state institutions cannot be mitigated by the proposed measure.
This is an inherent limitation, as only IT networks directly under the control and
management of military forces or intelligence services are to be logged. Any log-
ging beyond this would pave the way for censorship or surveillance, which is neither
desired nor intended by this paper. In the best-case scenario, a state commits to the
due-diligence principle of state liability and prevents malicious activities that are
performed under its jurisdiction. However, this goes beyond the scope of this work.
Another aspect might be that a state uses the commitment to the proposed measures
as a pretense to establish complete civilian surveillance. Apart from the fact that
such a state would probably use any circumstances to justify such an undertaking
(like fighting criminal or terrorist activities), this is neither desirable nor necessary
or useful for the proposed application context.

6.1.2 Dishonest participation

A participating actor could decide to avoid attribution by not logging all relevant
information, e.g., by leaving out incriminating connections. Although defining rules
that omit some connections is highly system-dependent, this can easily be achieved
either by excluding a specific range of IP addresses to not get logged or even specific
for specific types of transferred data. In addition, an implementing state could also
decide to leave out some gateways completely, which we have previously referred
to as hidden channels. This could be mitigated to a certain degree by immutably
logging the logging rules themselves, which can then be verified against transmitted
information to check for inconsistencies by using special verified logging systems,
such as the so-called Trusted Execution Environment (TEE) (Felton 2019). However,
this kind of cheating cannot be completely prevented because as long as the logged
information is under the control of a state, it is possible for it to cheat. On the other
hand, this method of non-compliance can be detected when an attacked state sees
network connections from the accused state in its own log files that did not show up
in the logged information presented by the accused actor. This discrepancy between
the provided information, on the one hand, and the information of the attacked state,
on the other hand, can be revealed immediately with a simple 1:1 check of both data
sets.

If an attacker uses proxies to perform the attack or if the attacker uses obfusca-
tion measures to hide the attack path while using the proposed measures to signal
non-involvement, this form of cheating is also not fail-safe. Though complex and
time-consuming, the process of attribution and analysis of attacks in the aftermath
can probably reveal the origin of an attack or at least hint to the performing state,
which—if it contradicts the initially provided proof of non-involvement—will un-
dermine the state’s credibility. In any case, although this dishonest behavior may
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benefit a state in the short term, as it seems to prove its alleged non-involvement in
the incident, in the long term, it undermines plausibility and credibility and renders
the measure and its de-escalating effect useless. Each implementing state must there-
fore decide which path to follow. Finally, it must be recognized that states and their
institutions often have divergent, sometimes contradictory interests and that political
decisions and intentions sometimes contradict concluded agreements. From a prag-
matic perspective, although such behavior undermines the value of a specific attempt
to de-escalate, it does not undermine the value of the proposed approach in general,
given the tense situation in cyberspace, the high potential for misinterpretation and
the necessity for peace-sustaining measures.

6.1.3 Limited feasibility and range of applicable networks

As discussed, the radius of a possible implementation is limited to specific net-
works like military and intelligence services networks to prevent the establishment
of a surveillance system. This is not considered problematic in terms of the re-
search question as the measures directly aim at the implementation by government
institutions, which already have a special role that is usually associated with high
responsibility and legal obligations. Although highly dependent on the political
will, establishing the proposed measure within their networks is therefore consid-
ered applicable and legally indisputable if the political will to provide de-escalation
measures is given. Furthermore, in most cases, military and intelligence operations
follow specific orders, strategic and tactical planning, and have a chain of command
and management of their activities. In particular, cyber operations are often the re-
sult of years of planning, building technological resources and personal know-how,
and therefore do not occur isolated and out of the blue. Such long-running activi-
ties often use a continuously used channel to collect sensitive information, and the
backdoor to the attack system is kept active, well hidden and up to date with the
potentially evolving security measures in the target system. This highly increases the
probability that at least some traces of network activities are logged as indications
of harmful activities in the named systems for the time frame of the storage measure
(as discussed in Sect. 5.4.3), even if the attack is carried out indirectly or via proxies.

6.1.4 Limitations of the logged information, secrecy and confidentiality

A double-edged aspect is an extent of collected, stored, and potentially committed
information about network activities. On the one hand, more detailed logging has
a higher informative value regarding the intended effects, but on the other hand, it
might contain secret information that can prevent actors from establishing such mea-
sures. This can be diminished by anonymizing the stored information from a level
that would allow identifying a unique IT system to a level where only the fact
that the connections originate from the network would be logged. In addition, the
information remains secret with the actor that deployed the measure until needed
and is deliberately used only to prevent an imminent crisis with political tensions
necessitating such means of de-escalation. Besides the already discussed relevance
of a sufficient time frame of data storage and the importance of including all relevant
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gateway servers that directly influence the credible argumentation, another limita-
tion is given when cyber activities involve anonymization services, such as the TOR
(an abbreviation for The Onion Routing) network (Tor Project 2019). Such services
remove any information from packages that allow their assignment of an endpoint
of a connection to its origin. Even if this effectively undermines the approach of
attributing cyberattacks to perpetrators, the proposed measure can nonetheless pro-
vide plausible information that there were no connections between the networks of
the accused actor and the servers of the anonymizing services during the specific
time frame of the attacks.

Another limitation concerns the aspect that the data, which can show actor (A)was
not involved in a specific attack against actor (B), could at the same time contain crit-
ical information that would reveal cyber activities committed by (A) against another
actor (C) that, until then, would not have been discovered. This could potentially
discourage actors from implementing this measure but can partly be mitigated by
the mentioned anonymization measures. In addition, the signatures (e.g., the amount
and timing of network connections, as well as the extent and type of transferred data)
differ between cyberattacks. This means that even if the provided data revealed on-
going cyber operations that are not part of the actual incident, the logged information
and its characteristics could provide plausible information to argue in favor of the
accused state.

6.1.5 Necessary technical and organizational adjustments

At last, it needs to be pointed out that the proposed measures need an adjustment
of existing IT network infrastructures with an extension of the necessary processing
and storage capabilities as well as the associated costs to sustain these capabilities.
However, as argued above, such capabilities often already exist for IT security mea-
sures, thus limiting the need for complex IT infrastructural changes. Nevertheless,
any additional hardware and software need maintenance and skilled personnel. As
the storage could contain sensitive information, implementing the measure could
also require the establishment of technical access control mechanisms alongside the
organizational structures and permissions. With regard to the required storage ca-
pacities, it has already been argued that it highly depends on the actual IT network
topology, size and activity. Nevertheless, as the proposed measure is thought first and
foremost as a political advance and needs to be backed up by national legislation, it
is worth pointing out that the actual technical requirements have not played a role in
the past in similar legal initiatives such as data retention (EUFRA 2017) and were
considered a necessity for IT providers to adapt.5. Section 6.3 will, nevertheless,
discuss how simulations could help to estimate the technical dimension.

5 A rough indication of the costs required by this measure is provided by an estimate of the German
“Bundesnetzagentur” (Biermann 2015; Bundesnetzagentur 2015). In 2015, in the course of the discussion
on the introduction of data retention, in which connection data should be retained for 10 weeks and location
data for 4 weeks, they estimated the costs for telecommunications companies at approx. 100,000 euros for
companies with up to 1000 telecommunications subscribers and up to 400,000 euros for companies with
up to 30 million telecommunications subscribers. The estimates were based on surveys of German ICT
companies.

K



52 T. Reinhold, C. Reuter

6.2 Conclusion

The technical analysis presented above introduces a system of network connection
logging and tamper-proof storage that enables an actor to provide network activity
information that can plausibly assure their non-involvement in a given cyber incident
to an accusing actor or a neutral intermediary. The analysis shows that, besides the
political credibility of an accused actor, the keys for any line of argument depend
on completely establishing the logging mechanism on all relevant gateway servers,
on the time frame in which logging data is stored and kept, and on its tamper-proof
acquisition and storage. The possibility to anonymize logged information to the net-
work level without losing its evidential value provides the technical requirement of
secrecy as well as making the measure ready for upcoming IT security measures
like MTD. The conceptual outline shows that such systems can be built upon ex-
isting technologies and often already available IT hardware while including a few
adjustments relating to storage capacities and maintaining the capacities to keep up
with newer developments like the current shift of the IP. To create incentives for
implementation, the measure of providing data allows different approaches that can
disguise irrelevant and sensitive information. Despite the presented limitations, the
proposed measure can provide a significant tool to circumvent the inherent problems
of cyberattacks of missing data, their interpretation, miscalculations, and their attri-
bution. With regard to the overall goal of arms control to provide tools for reducing
the risk of armed conflicts, the measure can support this objective and provides
a tool that allows overcoming the current insecure and unstable status quo.

In the examples of cyber incidents presented, it became clear that a state’s percep-
tion of an imminent cyber threat and the need to respond to it can lead to escalation.
The analysis of the attribution problems highlighted how the ambiguity of data could
lead to miscalculations regarding the scope, the origin and the intention of a cyber-
attack—be it espionage that has gone wrong, sabotage, or an actual open, disruptive
attack—and therefore lead to likely misresponses. This analysis also shows that the
potential for escalations exists even when there has been no actual cyberattack but
merely a fear of an imminent attack on critical systems or a perception of preparation
for an attack, when there are no means for involved actors to provide information that
can preclude this, e.g. by demonstrating that no cyber activities that usually precede
such attacks have been taken. This fear has been fuelled by ongoing successful or
attempted cyberattacks against critical infrastructures over the last years (Weinberg
2021) and the recent demonstration of some states not prevailing from such prohib-
ited measures. Such political situations with smoldering conflicts, a high degree of
mistrust, and political and military tensions exist, for instance, between Pakistan and
India (Baezner 2018; Hess 2021). These tensions have been affecting regional civil
communities in the border regions for decades, while political communication chan-
nels are scarce. For such situations, the proposed measure can potentially provide
information that can be used to de-escalate a tense political situation by showing
the absence of a cyber threat.

Concerning the context of this paper and the research question, the proposed
measure can provide means to reduce the risk of conflict escalation in the after-
math or during ongoing cyber incidents due to misattribution or misinterpretation
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of information, thus helping to refrain from the use of force (UNIDIR 2018). The
measure is also capable of providing the required degree of transparency of current
cyber activities within an actor’s military networks to show that there is no imminent
threat of malicious cyber activities. The necessary degree of commitment of involved
actors recommends such measures for situations between actors with a high degree
of political tension, where no other communication channels for crisis reduction
exist, which relates to the commitments for stronger international cooperation in
cyberspace (UN-GGE 2015). With regard to the consequences for personal rights
and data privacy, the proposed measure should be limited to an application in highly
critical scenarios only and only for potentially affected networks of military forces
or intelligence services. Notably, the stakes for private, commercial and public IT
systems, their protection and integrity and, respectively, for the communities that
rely on them are high; and de-escalation measures are therefore strongly needed.
Even if only established unilaterally, a state’s transparency, credibility, and self-re-
striction of its own capabilities to conduct offensive measures in cyberspace could,
as the analysis shows, be a valuable signal to overcome distrust (CSCE 1975, p. 3)
between potential conflict parties. This does not reduce the offensive cyberspace
capabilities of other states in question, but would—with the restriction of the dis-
cussed limitations—prevent the hidden, undetected use of a cyberattack in foreign
IT systems as every connection would be logged. The proposed approach should
help to foster the important task of preventing conflict escalations.

6.3 Outlook

Given the aspect that this paper presents a concept and outline but not an actual
implementation proposal, a next step could provide such a proof-of-concept system.
An actual implementation would have to be based on an analysis of the current
military and intelligence service IT networks, their structures and technical charac-
teristics. Such an analysis could therefore be used to evaluate the exact dimension of
the technical parameters mentioned, such as storage duration, necessary additional
storage space, etc. This would provide a basis to investigate the dependencies of the
technical parameters, the necessary detailedness of the provided information as well
as their impact on the intended plausibility presentation. In addition, future work
should also perform simulations and calculations of how different network sizes and
topologies, network traffic capacities and storage duration influence the necessary
storage capacities and, thus, the necessary new infrastructures.

Following a proposal for international accountability in cyberspace (Davis II et al.
2017), the collected information of this measure could also directly help to strengthen
the international credibility of the attribution processes carried out by a supranational
institution under the UN regime (Droz and Stauffacher 2018; Davis II et al. 2017).
Tamper-proof information that is collected in a standardized procedure could provide
relevant contributions to this task. With a long-term perspective of arms control and
arms regulation for cyberspace, the approach might also be implemented in safeguard
agreements. Such treaties of international security could obligate member states to
collect and share credible information among themselves that can be used for mutual
compliance control if certain restricted cyber weapons have not been used against
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each other or used at all. Besides the proposed implementation as a de-escalation
measure, it can also be evaluated how the measure can be implemented between
allied states in order to jointly prevent false-flag operations among this group of
states and their IT systems and networks.

Further research could analyze whether and how traces of malware samples or
logging information collected during cyberattacks from third parties could be used
and compared against logging information that has been collected by the proposed
measure and provided by a state to detect compliance when implemented as a safe-
guard measure. Such a comparison could offer additional tools to verify that an attack
has been allegedly performed by an actor over the detected, accused third party and
to further reduce the possibilities for hidden attacks. Additionally, the proposed ap-
proach could be extended to actors whose IT systems have been verifiably used for
cyberattacks to plausibly argue that these had been performed by external hackers
who misused the IT systems. This could provide a relevant forensic approach to by-
pass the current third-party-based hacking methods that are commonly used. Such
third-party attacks often use public IT systems, this includes the challenge of how
these IT systems could be integrated into the proposed de-escalation measures while
preserving the integral principle of data protection, privacy and civil rights. Another
issue could address the minimization of the proposed data storage, either in terms
of reducing necessary resources or—more importantly—in terms of secrecy. This
can be performed, for instance, by differentiating the storage of data connections
into separate lists of addressed networks and connection metadata like application
types. These lists could enable an accused party to provide precise data for specific
incidents and prevent the handover of excessive, irrelevant, or potentially secret in-
formation. Finally, the measures could also be used to strengthen the development
of digital trust and confidence-building measures as well as verification regimes that
monitor and control the compliance of actors, e.g., towards a hypothetical non-use
agreement of cyberweapons or an agreement to not attack specific critical infrastruc-
tures. In this context, it would be necessary to develop and establish practical control
measures such as on-site or live inspections of gateway servers by neutral third par-
ties in the sense of the safeguard agreements performed by the International Atomic
Energy Agency (IAEA) to control the nuclear program of Iran or the verification
regimes performed by the Organization for the Prohibition of Chemical Weapons
(OPCW) under the Chemical Weapons Convention (CWC)—with the difference that
inspections would affect military or intelligence service facilities in this case. Even
the unilateral implementation of the proposed system, as a means of self-restraint
from conducting offensive covert military or intelligence operations and, notably,
as a means to signal transparency regarding one’s own cyberspace activities, could
establish a strong political signal of trustworthiness and political willingness. As
cyberspace is increasingly becoming a domain of military power play, such signals
are urgently needed.
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