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Abstract: In crisis situations, citizens’ situational aware-

ness is paramount for effective response. While warning

apps offer location-based alerts, their usage is relatively

low. We propose a personalised messaging app channel as

an alternative, presenting a warning bot that may lower

adoption barriers. We employ the design science research

process to define user requirements and iteratively eval-

uate and improve the bot’s usability and usefulness. The

results showcase high usability, with over 40 % expressing

an interest in utilising such a warning channel, stressing

as reasons the added value of proactive warnings for per-

sonalised locations while not requiring a separate app. The

derived requirements and design solutions, such as graph-

ically enhanced user interface elements as guardrails for

effective and error-free communication, demonstrate that

a suitable warning chatbot does not necessarily require

complex language processing capabilities. Additionally, our

findings facilitate further research on accessibility via con-

versational design in the realm of crisis warnings.

Keywords: warning bot; conversational interface design;

crisis communication; mobile warning; botplication

1 Introduction: problem

identification and motivation

Informing the population of impending hazards is crucial

for crisis response. Events, such as the European floods in
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2021 that killed over 200 people, demonstrate the devastat-

ing effects of insufficient crisis awareness. Due to the wide-

spread use of mobile phones, cell broadcast and warning

apps are increasingly used to alert the population. Warning

apps combine multi-hazard information in a single plat-

form,1 which can be personalised with regard to personally

relevant hazards and locations.2 By contrast, cell broadcast

(CB) distributes warnings to all mobile phones connected to

a cell tower, offering resilience through low bandwidth and

independence from the Internet. CB achieves almost perfect

reach in countries with the necessary infrastructure,2 but

lacks personalisation. Whereas this is offered in warning

apps, these have a low to medium reach,2 as users need

to actively download them. This incurs costs in choosing

an app, battery drainage and by taking up data space,3

reducing the intention to use and to continue to use a warn-

ing app.4 Additionally, some countries’ risk cultures lead to

a lower perceived individual responsibility to prepare,5–7

which may further reduce the motivation to download a

warning app. To address these concerns, additionalwarning

channels should be explored. Instant messaging (IM) apps

appear particularly viable due to their widespread use.

This idea is supported by current trends in news deliv-

ery, which can inform the spread of crisis information. In

some countries, IM apps, which are widely and increasingly

used around the globe,8 have become the main avenue of

news consumption.9 Major news outlets have developed

distribution bots for social media platforms and messaging

apps.10 Following this trend, agencies have begun circulat-

ing crisis related information usingmessenger apps, such as

the GermanMinistry of Health, informing about the COVID-

19 pandemic via Telegram.11

We stipulate that a warning channel within an IM app

could lower adoption barriers and reduce the maladaptive

rewards associated with downloading and using warning

apps that appear to deter users with a low protection moti-

vation.3,4 Indeed, a representative study has found that one

third (34 %), and especially current non-users of warning

apps, would prefer such a channel to a warning app.12

However, warning apps have specific design requirements
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resulting from the use in critical situations,13 and userswant

to personalise warnings and locations.14

An analysis of chatbot design guidelines identifies three

studies that offer moderate re-usability, however, they are

in the domains of health, education, and customer ser-

vice rather than the public service or crisis management

domains.15 One study compared the effect of using an app

or a chatbot for reducing problematic drinking.16 As the bot

increased the intention to change the behaviour but not the

action itself, app and bot should be used complementarily.

As human-bot interactions are highly context dependent15

and no studies exist related to public crisis warnings via

IM apps made for that purpose, we design a chatbot that

mimics warning apps by helping users set up warning sub-

scriptions for relevant locations, warning types and severity

levels. Due to the particular design requirements for warn-

ing channels,17 existing guidelines for designing UI and con-

versational interfaces18,19 must be adapted to the warning

domain.

We follow the design science research (DSR)

approach20,21 and its six steps: (1) identifying a problem,

(2) defining objectives for a solution, (3) designing and

developing an artifact, (4) demonstrating and (5) evaluating

it, before (6) communicating the findings.22 Figure 1 shows

the iterative development informed by user evaluations

and the sections that describe each step. The DSR process

closely aligns with human-centered design principles

(ISO 9241-210), as both emphasise understanding user

needs, iteratively designing solutions, and evaluating

them. Specifically, our work adheres to these principles by

analysing usability requirements and assessing the roles of

usability and usefulness for IM apps as warning channels.

After identifying the problem and motivating the topic

in Section 1, we analyse usability requirements for warning

apps and bots to define our solution’s objectives in Section 2.

Section 3 describes a conversational design workshop con-

ducted to design the user journeys, personas and conversa-

tional interface. Next, we present the iteratively developed

prototype, a Telegram warning bot, which uses an official

warning app’s API to send alerts and allows users to person-

alise warning subscriptions (Section 4). Section 5 presents

two evaluation studies: First, we conducted interviews

focusing on task fulfilment and usability. Secondly, partici-

pants performed tasks and evaluated usability, reward and,

usage intention through an online survey. The results and

limitations of our work are discussed in Section 6. Section 7

summarises and concludes the paper.

This study makes several contributions: through the

DSR process, we contribute findings based on exaptation,24

meaning the application of existing findings to a new

domain based on the design and evaluation of an artifact.

We use existing findings on the design of warning apps and

chatbots and apply them to the domain of mobile public

warning systems. The study results in the development of

an artifact, a Telegram warning bot, which is available for

further studies and development. Furthermore, by conduct-

ing user studies with a warning channel that aims to lower

adoption barriers, our work offers insights into the effects

of complementing smartphone appswith IM “botplications”

and into the perceived advantages and disadvantages, util-

ity and usability of such tools.25
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Figure 1: Research approach of our paper using the design science research (DSR) process,20,21 own figure adapted from Ref. 23.
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2 Objectives of the solution

The following section summarises the findings of the litera-

ture that describe the user requirements for warning apps,

followed by a review of requirements for chatbots, from

which we derive the objectives for the warning bot.

2.1 Mobile warnings and warning app
requirements

Warning apps provide a mobile channel that allows to per-

sonalise warnings based on locations, by selecting relevant

areas or via GPS-tracking.1 In addition, relevant hazard

types can be selected, e.g. severe weather warnings, bomb

disposal, school closure or policing information.2 As such,

they are distinct from cell broadcast, which is used only

for severe civil protection warnings and sends alerts only

based on the current radio cell of the mobile device. We

analysed the literature on warning apps to identify warn-

ing and design requirements that might also be relevant

for other warning channels. The literature has analysed

user preferences regarding warning apps,12,14,26 and rea-

sons for warning app (non-)adoption and (dis-)continuance

of use.4,27 Other studies have contributed warning app

design requirements28 and usability guidelines.13 Compared

to socialmedia, people valuewarning apps for their fast and

reliable information.29 For those who have used a warning

app in a crisis, this information channel is perceived asmore

helpful than other online sources.12 Users prefer an app that

centralises various types of warnings and allows personal-

isation based on personally relevant warnings.12,14 In line

with these findings, a study shows that the key factor that

affects the duration of use of a warning app is its perceived

usefulness. Users are more likely to continue using the app

if they feel that it effectively serves its intended purpose –

reliably providing critical information in an easy-to-use

manner – and is free of errors.27

A study of app reviews suggests that users of warn-

ing apps discontinue using warning apps due to reliabil-

ity issues, with users not receiving relevant warnings or

receiving false alarms at other times.30 Usability factors

also play a role: users discontinue using warning apps that

have complex user interface graphics or require too much

user input.27 In addition, warning apps have specific design

requirements that differ from the requirements of other

apps, which relate to simplicity and ease of use, as well as

demanding little energy, bandwidth, and storage space, to

account for the specific use case in crises.17

Looking at users’ motivations regarding the use of

warning apps, Fischer-Preßler et al.4 find that maladaptive

rewards – advantages derived from not using a warning

app, such as saving battery and data space – have a negative

influence on app adoption and continued use. Similarly,

inhibition theory posits that potential losses are perceived

more strongly than potential gains,31 stressing the impor-

tance of effort expectancy and other perceived costs for

digital service adoption.32 Finally, citizens in state-oriented

risk cultures have a lowmotivation to engage in crisis man-

agement and preparedness,6,7 stressing the importance of

low adoption costs.

Bonaretti et al.28 point towards the importance of time-

liness and representational fidelity of warning apps, mean-

ing that warnings need to be easily and quickly noticed

and understood by users, e.g. through good visual represen-

tations of the crisis and a noticeable auditory and visual

alarm signal. Furthermore, the app must be dependable

with regard to its warnings, sending an adequate alert level

for each relevant and only for relevant emergencies.

Finally, Tan et al.13 present seven higher-level con-

structs with usability requirements, some specific to warn-

ing apps. They suggest (1) app dependability, consisting of

instant start, data preservation, error-free operation and

clean exit; (2) app design, including branding, orientation,

minimal advertising, phone resource usage; (3) app utility,

consisting of collaboration, content relevance and search;

(4) UI graphics, with the requirements aesthetic graphics,

realism and subtle animation; (5) UI input, including control

obviousness, de-emphasis on settings, effort minimisation,

fingertip size controls; (6) UI output, requiring concise lan-

guage, standardised UI elements, user-centric terminology

and audio output; and (7) UI structure with the elements

logical path, top-to-bottom structure and few external links.

In addition, Reuter et al.33 show that users are reluctant to

share private information with state agencies, highlighting

the need for privacy by design.

We identify a set of objectives for mobile warnings:

– Usefulness:

– Adaptability: offer many relevant instances of

interaction through personalisation12,14,27

– Representational fidelity: reliably represent the

warning status, is free of errors28

– Timeliness: noticeable warnings, fast delivery28

– Criticality: reliably present critical warnings30

– Resource efficiency: minimise used data space, energy

resources, learning and maintenance effort4,17

– Simplicity: little user input, simple UI graphics, fast

information extraction27

– Usability: optimised for critical situations and pri-

vacy13,33
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2.2 Bot requirements

Chatbots are used in a large variety of fields, particularly in

customer service support and e-commerce, but state agen-

cies are also increasingly using them to offer information

about regulations and public services.34 A study analysing

the interactions with a public service bot has shown that

users largely use very short, utilitarian rather than social

inputs and that this brevity is technically justified, as it

results in a vastly higher rate of adequate responses by

the bot.34 Another study looking at older adults found that

Internet competency had a great effect on whether social-

oriented or task-oriented interaction styles were more ben-

eficial in e-commerce, with task-orientation performing bet-

ter for people with lower Internet competency scores.35

Within the public service category, a warning bot per-

tains to the category of content curation chatbots, which

“have a chatbot-driven Locus of Control where the user

initiative is limited to accepting or rejecting content offers,

or requesting specific content types, serving to filter the pre-

sented content selection”.36 These are increasingly devel-

oping from one-off interactions to longer-term relation-

ships with regular content provision. Because browsing and

searching are less well-suited to dialogue interfaces, these

types of chatbots “actively guide users to recommended

content” by presenting options, often by using visual ele-

ments.36

Klopfenstein et al.25 identify that bots are increasingly

run within IM apps to serve as functional replacements of

mobile applications, e.g. as news bots instead of news apps.

Such “botplications” offer a set of advantages for users and

programmers: They are instantly available inside IM apps,

require little data traffic, their push notifications appear

as messages, the messages can be easily shared within the

app and beyond, most messaging apps are independent of

the operating system and the hosting platform offers user

authentication.25

However, bots have some significant differences com-

pared to apps, especially regarding the User Interface (UI).

Conversational user interfaces (CUIs) are sequential, char-

acterised by turn-taking.18,37 In addition to text, they sup-

port pictures, stickers, videos, audio, generic data files and

packaged data, such as geolocations or contact informa-

tion.25 In messaging bots, services and information are pro-

vided as streams of messages and notifications. Dialogues

can take the form of text, voice, video input, or images.38

They can be deployed on various platforms, including web-

sites, messaging applications or social media platforms. In

a bot, each message “should be conceptually seen as a

micro application, while the conversation is a timeline of

past application screens” 25, p. 559. A challenge also lies in

guiding the conversation: “because of the free-form nature

of the medium, it is easy for bot users to get lost and

not to be certain of what commands or what exact syn-

tax is required to perform the desired action” 25, p. 560.

Therefore, the bot should suggest next actions, use buttons

or suggested syntax as guardrails.25 To ensure guidance,

simplicity, effectiveness, and to avoid errors, research also

suggests avoiding natural language processing 25, p. 559.

This rules out unexpected user input39 and avoids misun-

derstandings by the bot,40 which would lead to incorrect

answers or a lack of responses, and in turn decrease trust

in the bot, and thus negatively affect the user experience.41

Users also often prefer buttons to entering text as this pro-

vides them with clear input options enhancing control 42,

p. 257.

Conducting a literature review of task-oriented conver-

sational agents, Göbel et al.43 identify five design require-

ments (goal orientation, usability, communication effi-

ciency, human-likeness, user-centric integrity) and eleven

design principles (goal extraction, conversation recovery,

accessibility, adaptability, feedback and responsiveness,

cultural sensitivity, natural communication, adaptive per-

sonality, emotional engagement, transparency, ethics and

compliance).

The literature points to the following challenges and

requirements for bots and CUIs:

– Onboarding: introducing function and interac-

tions38,39,44

– User support and learning: providing operating aids

and allowing users to learn about functions on the

fly39

– Context maintenance: saving previous inputs and being

able to refer to them a at a later point in time38,39,41,44,45

– Guided conversation: proactively suggesting follow-

up actions, offering alternative choices, offering UI

enhancements such as buttons or syntax commands25

– Social intelligence: dealing with inappropriate and

unspecified input39

– Manage conversation breakdown: offering options of

potential intentions after unfamiliar input46

– Transparency: being clear about the process, especially

for complex actions39

– Autonomy: ensuring control over the interactions47

– Efficiency: satisfying results in short time,48 quick

responses to minimise user input44,49

– Effort minimisation: reducing cognitive effort by struc-

turing process intuitively50,51

– Privacy: following data protection laws and collecting

minimal user data38
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3 Warning bot design

To decide how to translate the collected requirements into

a design, we conducted a conversational design workshop

with the involved researchers and programmers (N = 5),

lasting 2 h. The decisions were based on the researchers’

understanding of the knowledge base related to user prefer-

ences and user needs (see Section 2.1) as well as bot require-

ments described in the research literature (see Section 2.2).

We applied the framework of conversational design,52 using

workshopmaterial for conversational interface design from

a UX consulting agency, to translate the knowledge base

into design decisions. Theworkshop focused onunderstand-

ing user needs, motivations and behaviours; exploring the

usage context and the expected user group(s); crafting lan-

guage and tone by determining the appropriate language

style, tone of voice, and thebot’s personality to alignwith the

context of warnings; defining conversation flows by creat-

ing user journeys and ideating the graphical elements of the

user interface. The implemented design is discussed inmore

detail in Section 4. The literature review and the design

workshop culminated in a collection of issues, derivedmeta-

requirements and design implications, and settled on design

solutions,which are presented in Figure 2. The key steps and

exemplary outcomes are described in the following.

First, we discussed the key problem to be solved for

users to achieve crisis awareness based on crisis informatics

literature and user-centered studies on publicwarnings. For

example, since people prefer to combine all relevant crisis

functions in one tool, we chose to offer both warnings and

preparedness information to increase utility (MR1).

Then, we described our targeted user group(s) and

the usage context. We aim for situational awareness for

the general population, i.e. people who have varying levels

of technology affinity and who are moderately interested

in receiving crisis warnings but not motivated enough to

download a dedicated warning app (I1). By allowing users

to subscribe to alerts via a messenger channel (DS1), we

lower the barrier to adoption (MR3) and avoid maladaptive

rewards, as users donot need to give up storage space for the

installation of a standalone warning app (I3). In addition,

predominantly, people have little experience with warn-

ing apps and personalised messenger bots, and we expect

them to be unfamiliar with the set-up process (I5). Related

to the conversational agent, this leads to the requirement

of onboarding (MR6) and learnability (MR7) as well as a

first message that introduces the bot and suggests the first

next step (DS4) and the inclusion of an FAQ section (DS5).

Related to the context, we expect the set-up of the bot to take

place in a calm environment, whereas queries, warnings

and looking up of advice may occur in stressful situations,

when users may be worried about a crisis (I4), leading, for

example, to the requirement of reliability (MR4) and the

offering of offline crisis management advice (DS2).

Then, we discussed the persona of the bot, focusing

on its personality, its identity, role, and relationship with

the user, and the expected communication style. Due to

the serious nature of the topic, we orient the bot towards

providing a service conversation, which is “constrained by

rules and roles (e.g. customer service agent/customer)”.37

Extrapolating from user requirements for warning apps,

we assume that users want an error free (I6) and efficient

process (I8) and focus on a bot-guided conversation (MR8)

that can be conducted through buttons (DI8) and little text

input (DS6), which is supported by this bot persona.

Finally, we devised the conversational flow based on

the expected user journey (MR12), assuming that users

would follow specific paths in their interactions with the

system. We assume that users want to set up personalised

(MR2) subscriptions for proactive warnings at specific loca-

tions (push mode); that they will request information about

the warning status at a specific location (pull mode) to famil-

iarise themselves with the bot and its output (I2); that they

will want to look up crisis management and preparedness

advice; that they will want to manage, adjust, or delete their

subscriptions and settings; and that they will inquire about

the bot, its functions and data (DI11). As the bot immediately

starts (I10), we made sure to allow users to query the warn-

ing status as soon as the chat window opens (DS11).

By simulating the user journeys, we defined the con-

versation flow, seeking to increase intuitiveness, control,

and transparency (MR17) to establish trustworthiness (I11).

We also designed the graphical user interface, deciding on

texts that would best describe the buttons’ functionalities

(see Section 4). As typing and reading is perceived as effort

(I9), we decided to use a visual-centric conversation style

(DI13) to reduce error rate, in which “graphical elements,

such as buttons, images, emojis, and other visual elements,

are mixed into the interaction alongside natural language

inputs” 52, p. 12. Therefore, buttons are used as the pri-

mary input channel to steer the conversation and make

suggestions for how to proceed, reducing error, recovery

time, and typing effort (MR14, MR15).25,42 The use of buttons,

for example, for deletion of data or navigation back to the

menu, also allowed us to steer the conversation and take

autonomy (MR18), dealing with the issue of limited click-

able options in messengers compared to warning apps (I12).

Natural language is only used to input locations. Users can

use the command “/help” to request assistance related to

their previous interactions at any point (DS8).While natural
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Figure 2: Issues, meta-requirements, design implications and design solutions for the warning messenger channel prototype. Categories inspired by

Ref. 23.

language is not necessary very often, users always have the

ability to enter text (I7), requiring a level of social intelli-

gence (MR10). Unfamiliar inputs were, therefore, also dealt

with by directing users to the “/help” command.

4 Warning bot implementation

The following will describe how the challenges, require-

ments and defined objectives are implemented in the

bot.

4.1 Crisis context

To ensure reliability and trust, we integrate the API of the

official and, in Germany, most widely used warning app

NINA, which combines information from several relevant

safety and security sources, such as the weather service and

the modular warning system (MoWaS), the unified warning

system of the German civil protection authorities.53 The

requirements also implied that an already installed appli-

cationwould reduce the resources andmaladaptive reward.

In addition, the chosen platform should enable auditory and
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visual alerts. For visibility and quick access, it should be able

to send push alerts. Due to the requirement of personalisa-

tion, users also need to be able to specify and save their pref-

erences through a transparent process. Analysing the rise of

conversational interfaces,25 finds that bots within messag-

ing platforms fulfil many of these functions, making them

attractive platforms for delivering news.9 Additionally, Tele-

gram is widely used as a news outlet in some countries, such

as Singapore, with users particularly describing efficiency,

convenience and effortless access as key benefits.54 IM apps

are widely used. Globally, WhatsApp has 2 billion monthly

users, WeChat has 1.3 billion, Facebook 1 billion, Telegram

0.9 billion, SnapChat 0.8 billion, and QQ 0.54 billion.55 While

Telegram has fewer users,56 showed that it offers an open-

source API57 as well as many features that are important

for the usability of bots,25,38 such as the possibility to create

buttons, define quick replies, customise text messages, and

publish media for groups or channels for a large number

of members (see Table 7 in Appendix C for a comparison of

IM apps). Despite the lower usage, we chose Telegram as the

IM to implement our prototype in, as it offers most relevant

affordances and thus allows us to build a solution that is

more comparable to a warning app. Within the IM, a bot

manages the subscriptions and message delivery based on

users’ settings.

To implement the system, we selected Python 3 and

the pyTelegramBotAPI library to facilitate communication

with Telegram. We also use the NINA API to retrieve

relevant information on warnings and disasters. The

bot’s logic comprises these main tasks: managing the

database, generating meaningful responses, providing a

user interface, and forwarding slightly edited information

from the NINA API. Users can proactively request the

warning status of locations or set subscriptions to be

automatically alerted by the bot (see Figure 3). The bot

guides users through multi-step processes, such as creating

subscriptions, by providing appropriate prompts. The

bot outputs text messages in the Telegram chat. The bot’s

start is managed through the bot_runner, which creates

three threads. In the first, the subscription mechanism

checks for new warnings every 2 min. In the second thread,

the receiver waits for user input in the chat and then

calls the appropriate methods in the controller. In the

third thread, the warning_handler runs. It processes

all active warnings upon the initial start of the bot and

then scans for new warnings every 2 min by default. The

controller then accesses various other modules, such

as place_converter, nina_service, data_service,
text_templates and sender. The sender then sends

the chat message to the user. In the place_converter,
suggestions for requested cities are generated. The

nina_service serves as the interface to the NINA API,

and the data_service represents the interface with our

database. The appropriate text outputs are created by

text_templates. For the information architecture, the

system employs a database consisting of three JSON files.

The first file contains personal information, including the

chat ID from Telegram, completed subscriptions, locations

saved as favourites, any muted subscriptions and default

warning level. The second JSON file stores the postal codes

for which active warnings apply, while the third saves

which alerts have already been sent to a specific chat ID to

prevent multiple warnings.

4.2 Conversational agent

Figure 4 describes the expected user inputs and resulting

states based on the results of the workshop. It shows that

warnings can be queried by typing the name or postal code

of a location or submitting the GPS location. The query can

be turned into a subscription for the queried location, or

it can be saved as a favourite for future quick access to

the location’s warning status. In addition, subscriptions can

also be made for specific or all warning types, and all or

only severe warnings. The subscriptions can bemanaged or

muted. In addition, data can be managed and deleted and

information about the bot can be found. Finally, emergency

tips can be downloaded.

Chat 
Message

Bot Start bot_runner

subscripƟons

receiver

User Input

controller

warning_handler

place_converter

data_service

sender

text_template

External event

Python module
Python module in 
parallel threads

nina_service

Figure 3: Model of the bot’s functional logic.
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LocaƟon name, postal code or GPS input; 
or selecƟon from list of favorite locaƟons

Chat message requiring input
within chat interface

Would you like to subscribe to 
warnings for this locaƟon?

Yes No

You are about to make a 
subscripƟon.

Which severity level would you like 
to receive the warnings for?

All Only severe

Cancel

Choose the warning types for
[your locaƟon]?

All types

Weather

Civil protecƟon

Flooding

Cancel

Figure 4: Model of guardrails used to suggest further actions, with button inputs expected for navigation, and text, GPS or postal code for locations.

4.3 Graphical user interface

While offering wide usage and many useful features, some

design options within Telegram are limited. The messages

have a fixed design, which can be personalised in the app’s

settings. The notification sounds can be set individually

within the app and specified for different chats, including

by uploading ringtones. Contrary to the requirements of

warning apps, the latest messages appear at the bottom of

the application and not at the top. Eachmessage is automat-

ically timestamped, and the day is also shown. Regarding

the text, some options are available to format the text and

highlight keywords via the API. Colouring the text is not

possible, but messages can be highlighted by using visuali-

sations such as coloured images or emojis. The official icons

of the NINA API53 are used to represent the event code. The

warning message contains the title and a description of the

warning, including the affected areas. If available, the alert

also includes the date and time, severity, and version. At the

end of the message, there is a link for more information

that leads to the source of the message on the website of

the German Federal Office for Civil Protection. When the

warnings are transmitted by another agency, such as the

weather service, no link is available. After the final round

of evaluation and implementation of resulting changes, the

bot offered the main features depicted in Figure 5.

5 Demonstration and user

evaluation

Following the principles of human centered design, we con-

ducted two rounds of user evaluation, each leading to the

implementation of changes to improve our solution. Our

iterations focus on the set-up process, as this provides tar-

geted insights into central usability aspects, such as learn-

ability, which were goals that we aimed to achieve with our

prototype. In addition, technology adoption is complex and,

ideally, requires several instances of data collection, which

allows incorporating aspects such as the impact of action

on judgement or habit.58 Such a longitudinal study was not

conducted due to ethical concerns: we could not ensure the
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Figure 5: Screenshots of the design and key features of the warning bot, including pulling the warning status for locations and receiving push

messages with warnings for saved locations: (a) starting the bot; (b+ c) requesting and receiving the warning status for a city or GPS location, (d)

saving the city or GPS location into favourites for frequent future warning pulls, (e) setting up locations for immediate warning updates as push

messages.

reliable delivery of warnings through the prototype and

thus wanted to avoid a false sense of safety in participants.

While this means that we cannot judge the usefulness of the

warnings in a real setting, the focus on the set-up is justified

because it is the instance that requires themost intense user

interaction with the bot. By contrast, at a later stage, users

are expected to mainly receive alerts passively based on

their subscriptions and to make only minor adjustments to

their subscriptions. Participants had the right to leave the

evaluation at any point.

For the evaluation, we first conducted interviews (N =
14) while observing users who fulfilled a given task related

to setting up the bot. Interviewers noted users’ comments

on the tasks and asked follow-up questions where feasi-

ble. Finally, users evaluated the systems’ usability through

a short SUS questionnaire. The second study consists of

an online survey (N = 26), in which users reported their

experiences of performing similar tasks, using the bot on

their own devices. Some questions were added to receive

feedback on aspects that had been changed after the first

evaluation, such as the inclusion of emojis. The survey also

focused more on aspects of utility in addition to usability.

5.1 Sample

The sample of the first evaluation study was based on the

researchers’ personal network, with an attempt to recruit a

diverse group. Participants’ age, gender, and their affinity

Table 1: Research sample details, where N represents the sample size

and ATI stands for affinity for technology interaction.

Eval. Recruitment N N/Age Gender ATIM (SD)

1 Personal 14 < 20: 3 5 women, 3.44 (1.36)

network 20− 29: 6 9 men

30− 39: 1

40− 49: 2

50− 59: 2

2 Online ads 26 < 20: 3 15 women, 3.94 (0.63)

20− 29: 17 10 men, 1 diverse

30− 39: 5

for technology interaction (assessed via the ATI, 9 items

measured on a 6-point Likert scale,59 German version60) are

presented in Table 1. It shows that sample 1 represents a

large range of age groups and levels of affinity for tech-

nology. In the second sample, possibly due to it being an

online survey, the sample was younger – with no one older

than 39 years – and the median ATI was higher and less

varied.While in sample 1, the averageATI score is somewhat

smaller than the mean of M = 3.61 found in the German

population, that of sample 2 is somewhat higher.59

5.2 Measurement of utility and perceived
usefulness

To test the success rate of users performing specific func-

tions with the bot, in both evaluations, users were asked
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Table 2: Evaluations and tasks used for evaluating the warning bot.

Task Evaluation Description

1 1 & 2 Add the warning channel in Telegram.

2 1 & 2 Check the warning status and add a

subscription.

3 1 Add your location to favourites and set up a

subscription.

2 Check for a warning in the location “Testcity”.

4 1 View your personal subscriptions.

2 Add your current location to your favourites

and set up a subscription.

5 1 & 2 Find and read the privacy policy, then delete

your data from the bot.

6 2 Find and read the bot’s crisis preparedness

information.

to perform a set of tasks (see Table 2). The selected tasks

represented the main functions of the bot and expected

challenges in the set-up process. They ensured that users

had experienced the available functions before evaluating

usability and usefulness. In addition, the tasks can reveal

challenges related to specific interactions.

Several approaches exist for measuring whether the

artifact is meeting users’ needs and offers a positive user

experience. The most commonly used aspect of user expe-

rience is usability, defined as the extent to which a product

can be used by specified users to achieve specified goals

with effectiveness, efficiency, and satisfaction in a specified

context of use 61, p. 4. The most commonly used standard-

ised measurement of usability in research and practice is

the 10-item System Usability Scale (SUS).62–64 By exploring

usability, we can judge whether bot-driven personalisation

within messenger channels, despite the existing UI limita-

tions, can be designed in a way that allows for a positive

set-up experience.

However, research indicates that usability explains

only 39 % of users’ recommendations of a system,65 imply-

ing that additional aspects are important. The Technology

Acceptance Model (TAM) suggests perceived usefulness as

the second main factor.66 It is necessary to account for as

it describes whether an artifact fulfils a need related to

users’ contexts and environments.67,68 In this study, per-

ceived usefulness is measured through elements of the User

Engagement Scale (UES),69 which consists of the dimensions

reward, perceived usability, aesthetic appeal, and focused

attention.70 The scale offers a good addition to the SUS

by focusing on aspects beyond usability.70 For example,

reward includes the perception that the experience was

worthwhile, or the willingness to recommend an applica-

tion, which is related to perceived usefulness (see Q25 in

the Appendix B). Since user experience has some relevance

in safety-critical systems but may be less important than

usability,71 we put usefulness and usability at the centre of

our inquiry, including more items on perceived usability

(4 items) and reward factors (5 items) and fewer covering

aesthetic appeal (3 items) and focused attention (2 items).

In addition, we included open questions concerning the

reasoning for (not) intending to use the system, as well as

perceived advantages and disadvantages compared with

other mobile warning channels. Through open questions,

we also assessed participants’ feedback about tasks and the

artifact generally, as well as their reasoning for their adop-

tion intention and perceived advantages and disadvantages

compared to other warning channels. Two quality control

questions were added to ensure that the participants were

really completing the tasks. The full questions and tasks can

be found in the Appendices A and B.

5.3 Data analysis and results

We followed the standard for measuring ATI by offering a 6-

point scale, all other scales are 5-point Likert scales. In addi-

tion, we used thematic analysis to analyse the qualitative

answers72 and deduce any challenges related to handling

the bot, its structure, visual interface and conversational

interface. To analyse the SUS, following common practice,

the negatively framed items are inverted, and the data is

normalised to represent a scale from 0 to 100 for the whole

score consisting of 10 questions, as this allows for a better

comparison of the results with other systems.63 The SUS

results are analysed with non-parametric tests, as the QQ-

plot indicates a violation of the assumption of normal dis-

tribution, which is corroborated by the positive skewness of

the histogram. Despite the Shapiro-Wilk test resulting in a

significance of p < 0.01, we decided to use non-parametric

tests due to the relatively small sample size, which limits

the robustness of analyses against non-normally distributed

data.

The Likert-scale data is thus analysed using Kendall’s

tau-b coefficient, which is robust to skewed data and suit-

able for analysing ordinal data on 5-point Likert scales, as it

accounts for tied ranks,which are common in suchdata, and

provides a measure of association that aligns with the ordi-

nal nature of Likert responses.73 The qualitative answers

were coded independently by two researchers through the-

matic analysis,72 with the coding scheme developed induc-

tively from the text.
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5.3.1 Interview evaluation

In the interview, users interacted with the bot on the

researchers’ devices. They were encouraged to act as they

would using their own devices and to try to use the bot

on their own. However, in case they could not perform

the task on their own, they could seek out the help of the

interviewer who was monitoring the process and taking

notes about any unexpected behaviour or user comments.

The task-based interviews showed that three out of N = 14

participants needed support in order to accomplish the first

task, one person needed assistance with task 3. Even the

peoplewith a lowATI score felt very or ratherwell-informed

about the functions (M = 4.43, SD = 0.51) and operation of

the bot (M = 4.43, SD = 0.65). Users predominantly stated

that the tasks were very easy or easy to accomplish. In their

qualitative answers, they showed a good understanding of

the core functions. The overall usability rating, using the

common 10-point scale for each item, is 90, with all items

rated above 8, indicating an excellent usability,63 which,

however, can only be used as a rough indication as partic-

ipants had the assistance of the interviewers. Asked about

the likelihood of using a similar tool in the future, the

mean rating was M = 3.5 (SD = 1.02). When asked specifi-

cally whether they would use this tool, just over one third

(n = 5) stated that theywould. These prospective userswere

all in the two youngest age categories (<29 years) but had

varying experiences with warning apps, ranging from not

being aware of their existence to being current users. The

logistic regression analysis – to be takenwith caution due to

the small sample size – revealed that neither participants’

mean ATI (p = 0.83) nor SUS (p = 0.19) significantly pre-

dicted the binary outcome of planned future use, indicating

the relevance of other factors. Looking at users’ reasoning,

arguments against using the tool were mainly disinterest

in warnings generally (n = 4), lack of need due to use of a

warning app (n = 2), not using Telegram (n = 2) or prefer-

ring the design of an app rather than the messenger (n =
1). Positive reasoning related to the advantage of receiving

automatic warnings was not requiring a separate app and

the intuitive design. With regard to design improvements,

users requested shorter texts by using symbols and emojis,

and a short confirmation upon successfully setting up a

warning subscription. For the next iteration, we made the

suggested changes.

5.3.2 Online survey evaluation

The survey confirmed that all tasks are rather or very easy to

accomplish (M = 4.32). The first task of finding and starting

the bot was perceived as the most difficult (M = 4.08). Only

one person failed to retrieve the warning status for a given

and current location. Themean usability rating, again using

the 10-point scale, is 76.88 (SD = 17.58), indicating good to

excellent usability.63 Figure 6 depicts the evaluation of each

item on a 5-point scale for easier comparison with the other

evaluations. Aspects that received a particularly positive

rating concerned being able to use the system right away

and without needing expertise or training. Due to the con-

versational design, which results in previous inputs becom-

ing less visible, we introduced an additional item asking

about the transparency of the system’s status, resulting in

a relatively good rating (M = 3.88, SD = 1.10).

Regarding privacy, users perceived that the bot’s han-

dling of private information seemed trustworthy (M = 3.69,

SD = 1.30), that they did not have qualms using the bot

with regard to data security (M = 3.73, SD = 1.31) or pri-

vacy (M = 3.73, SD = 1.06). The download of the official

Figure 6: Mean (orange, middle line), median (blue, outer line) and standard deviation (black, inner line) of each SUS item’s 5-point scale rating,
∗inverted items.
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Table 3: Usage and recommendation intentions, rated on a scale from 1

(fully disagree) to 5 (fully agree).

Intention to M SD Fully agree Agree or fully agree

. . .use frequently 3.25 1.22 20 % 44 %

. . .use on favourite messenger

. . . for subscriptions 3.83 1.37 40 % 68 %

. . . for inquiries 3.25 1.15 12 % 44 %

. . . recommend system 3.50 1.10 20 % 48 %

prevention brochure as crisis prevention advice was per-

ceived as helpful by all but two participants (M = 3.88,

SD = 1.41). Most users appreciated the offline availability,

although they would have preferred a more concise sum-

mary (the used one has seven pages). The new design iter-

ation included emojis to denote the warning topics and

severity. These were largely seen as helpful (M = 3.88, SD =
1.08). Asking about improvements, 10 usersmade comments

which related to small design improvements (such as in

the way the names of locations were presented) and to a

technical issue that resulted in longer loading times (which

was fixed in the course of the study).

Regarding the adoption intention, 20 % fully agreed

that they would like to use the bot frequently and almost

half rather or fully agreed. If the botwere available onusers’

favourite messenger app, 20 % more planned on using the

bot to make subscriptions. Fewer people would use the bot

to query the warning status of specific locations. Finally,

another important indicator of the overall usefulness of

a system is the likelihood of recommending a system to

friends or family. The results are depicted in Table 3 and

show that almost half of the participants would recommend

the bot to friends and family.

In order to explain these preferences, we correlated the

intentions to use the system with the individual technology

affinity, the usability rating and the dimensions of the user

engagement rating through a Kendall tau-b test. The results

of the correlation analysis are depicted in Table 4. It shows

that the intention to use the bot (item 1 of the SUS) correlates

with the ATI, SUS and the reward dimension of the user

engagement scale. It also correlates with the intention to

use the bot in the future if available on users’ favourite

messenger app.

People who would be willing to use the bot for its

core function, warning subscriptions, rate it high in the

reward dimension and would recommend the bot. People

who would use the bot to inquire about the warning sta-

tus, a secondary function introduced mainly to familiarise

users with the bot, does not correlate with the perceived

usefulness or the intention to recommend the bot. However,

it correlated with technology affinity, further stressing that

this is a feature for thosewho like to engagewith technology.

Affinity for technology, usability, and all dimensions of the

user engagement scale (UES Perceived Usability 𝜏b = 0.410,

p = 0.005, UES Aesthetic Appeal 𝜏b = 0.531, p < 0.001, UES

Focused Attention 𝜏b = 0.615, p < 0.001) all affect the inten-

tion to recommend the system.

Looking at users’ reasoning, those planning to use the

bot in the future mentioned the ease of use and not requir-

ing the download of an additional app. People who do not

plan onusing the botmentionednot needing amobile phone

to bemade aware of severe crises and rather using different

sources, such as browser searches, indicating a perceived

low need to be informed in a timely manner, or a general

disinterest in crisis warnings, e.g.: “I think thatmore serious

matters would somehow reach me, and I wouldn’t need

a phone for that. I have never thought about it”. Another

group who are less interested are those people who are

already using a warning app, who described little added

value and some disadvantages regarding the user interface,

particularly the display of the preparedness information.

Asked about the advantages and disadvantages of the

bot compared to a warning app, users mentioned specif-

ically the flexibility offered by the bot and not requiring

another app compared to warning apps. One participant

stated: “If I’m honest, I haven’t used any of the apps yet

because I didn’t want to install another app and familiarise

Table 4: Kendall tau-b correlation coefficients between usage intentions and evaluations.

Intention to . . .use for subscriptions . . .use for inquiries . . . recommend ATI SUS UES UES RW

. . .use frequently 0.366
∗

0.359
∗

0.233 0.305
∗

0.356
∗

0.131 0.404
∗

. . .use on favourite messenger

. . . for subscriptions 1 0.285 0.412
∗

0.259 0.297 0.351
∗

0.470
∗∗

. . . for inquiries 1 0.139 0.368
∗

0.116 0.236 0.251

. . . recommend 1 0.400
∗

0.510
∗∗

0.664
∗∗

0.724
∗∗

ATI= affinity for technology interaction, SUS= system usability scale, UES= user engagement scale, UES RW= reward dimension of the UES.
∗
p<

0.05;
∗∗
p< 0.01.
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myself with it. Lack of storage space was also a thing a while

ago. . . . A Telegram bot is more useful for me than another

app” (P24). However, other users mentioned that the bot

required a messenger app, particularly Telegram. Another

perceived disadvantage is the lack of flexibility with regard

to the user interface design in the messenger bot. While the

handling of the bot received positive evaluations and was

perceived as intuitive, oneusermentioned that itmight pose

a challenge for older people: “[. . . ] if the buttons are gone

at the bottom, you have to press on a quite small icon to

call them up again” (P16). Another disadvantage of the bot

compared to apps or CB is that the latter require less or no

set-up effort, but they can operate simply based on the live

location, which is not the case for the bot (see Table 5 for the

full list of themes).

6 Discussion

In the following, we discuss the implications of the study

for the design of warning channels and for bot-driven

personalisation.

6.1 Warning “botplications” requirements

Based on the requirements for warning apps, the study

has shown that messaging channels offer some, if not all,

relevant functions that are central to delivering timely, per-

sonalised warnings.

Bonaretti et al.28 analyse warning apps with regard to

different layers. Looking at these layers (see Table 6), we

find that warning apps and warning messaging channels

are identical in that they run on the same physical layer

on smartphones. However, if an IM app has already been

installed, users do not need to invest in additional storage

space, and messages typically require a small amount of

Internet data. In addition, although not widely available,

messenger apps can use peer-to-peer communication, mak-

ing them, to some extent, resilient to Internet outages. On

the deep layer, concerning the alerting object, the bot can

send the same alerts as the app, due to the availability of

an API of the official alerting app. The crucial difference is

at the software level, where one uses a warning app and

the other an IM app, whereby the choice of messaging app

should depend on the number of users. The surface layer,

too, is highly dependent on the software used. Generally,

options for sound and visuals are limited by the IM apps’

functions and design.

The software layer also influences the provided warn-

ing and crisis functions. Regarding the functions, an impor-

tant difference is that currently, location tracking is not pos-

sible within the chosen IM app. Therefore, warnings cannot

be made based on the current location of users. However,

users can allow short-term access to the location and the bot

can use this information to suggest a warning subscription

for the respective location. Due to this process, the set-up

takes longer than in somewarning apps, where the location-

based warning is enabled as soon as users grant access

to their location information. In addition, the bot cannot

send warnings based on the current location, only based

on predefined locations of interest. This leads to the bot

requiring more set-up than a well-implemented warning

app, which in its initial start can ask for the permission to

use GPS, enabling warnings with only one click. Another

difference is that it is currently not possible to show an

interactive map within the IM app. Therefore, it is more

difficult to show users that the app is active and to give

them some insights into the warning status. We, therefore,

implemented a feature that allows users to query the warn-

ing status of locations, which offers an immediate way for

users to interact with the bot and verify its functionality.

Table 5: Users’ reported advantages and disadvantages (n) of the warning bot compared to other warning channels, N = 20.

Advantages Disadvantages

App requirement No additional app needed (6) Requires Telegram app (8)

Interface Easy to use and to learn (4) Topic engagement

through interactive design (1)

More difficult set-up compared with one-click GPS-based

warnings in warning apps (2)

– Less attractive and flexible interface (2)

– Better presentation of prevention information (1)

Display of maps (1)

Perceived usefulness Subscriptions for different locations (4)

Warning status queries (6)

Disinterest in warnings (4) Use of other channels, such as

Internet search (4)

Resilience
–

Less resilient against Internet outages than CB (2)

No warnings when in silent mode (1)

Privacy Better data protection (1)
–
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Table 6: Layered nature of a warning app, layers based on Ref. 28.

Structure Warning app Bot

Deep layer (warning object)

Data Send official warnings through MoWaS Send official warnings via API

Software application Different apps and features offered, in Germany: NINA,

KATWARN, hessenWARN

Popular messengers:WhatsApp, Telegram, Signal

Surface layer (notification)

Sound Individually adjustable; can override silent mode, often

background activity deactivated due to infrequent use

Can be set for the “channels”, but no specific override

permissions

Visual Can be freely designed Limited design options, depending on messenger

Physical layer (hardware and network)

Device Requires data capacity and battery, e.g. for GPS

tracking

Requires data capacity for messenger app, though

often already installed; no additional battery drainage

Internet connection Often background activity deactivated due to

infrequent use

Requires Internet, possibility of peer-to-peer

communication

This feature is not common in warning apps but may pro-

vide additional benefit for people who enjoy engaging with

technology – especially as “site-seeing”, i.e. digitally visiting

locations affected by crises, is a common online activity.74

Another important function is offering additional advice.

However, the conversational interface appears inadequate

for displaying longer texts. Therefore, we opted to offer

advice through a file that can be downloaded. While users

prefer to have all information in the warning app rather

than through external links,13 this allows saving the file on

the device, making it available offline.

With regard to the conversational design, the imple-

mentation process has shown that many challenges arise

from the onboarding process. This is in linewith research on

voice-based interfaces for visually impaired people, which

finds that discoverability of the available functions is a chal-

lenge.75 For onboarding, we have chosen to let users query

locations’ warning status, as this provides an immediate

insight into the capabilities of the bot and the type of output

to be expected. In this way, users can experience the bot’s

warning function before setting up subscriptions. This inter-

action is used to invite users to set upwarning subscriptions

for the queried location, which the study confirms to be the

key function of the bot. For the set-up process, the chosen

settings need to be transparent. In addition, buttons can

serve as guardrails to give guidance about the available

options. The evaluation has shown that efficiency is a key

element with the warning bot. Efficiency was improved

by displaying colours and emojis to give immediate visual

cues, reducing time spent reading. In addition, texts were

shortened substantially. Providing sufficient information to

navigate the botwhile keeping text to aminimum is another

challenge that is intensified in the messaging platform.

Users expressly stated that the bot was easy to use. This

indicates that the recommendation of buttons to guide the

conversation25 can be confirmed in this context.

While many studies indicate that human likeness

increases positive evaluations of bots, this was not men-

tionedbyusers in our study. In a study of amunicipal service

bot, the relevance of human likeness was regarded very

differently between users. This may be due to the character

of the bot. While the municipal service navigation bot used

natural language to support users, the bot developed here

is closely related to an application. This supports the differ-

entiation of botplication from other types of conversational

bots, with botplications aiming for simplicity and effective-

ness, whereas human likeness is irrelevant or secondary.25

The analysis, discussion, and evaluation of chatbots’ matu-

rity is mainly based on the use of natural language pro-

cessing. A typology by76 differentiated between first level

bots that facilitate service triage (matching user request

with rules and linked data sources); second level bots for

service information gathering and analysis that access data

from multiple sources to personalise the service; and third

level bots for service negotiation, which entail predictive

analytics and neural networks to evaluate customer circum-

stances based on various sources such as user profiles and

service profiles and providingmultiple personalised service

options for the customer in their natural language.However,

the task-oriented botplication described in this study does

not fit into the typology. For example, in the typology, access-

ing user profiles or continuing service interaction occurs

alongwith NLP components such as sentiment analysis. The

bot used here shows that personalised service delivery does
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not require large language processing capabilities. Indeed,

the design recommendations for CUIs within chatbots sug-

gest a limited use of text and an extensive use of graphical UI

elements to steer the conversation in an efficient manner.25

6.2 The role of usability and perceived
usefulness for intended future use

Looking at the utility of thewarning bot, we find that 68 %of

study participants stated that they would use the system if

it was provided through their favourite IM app. In addition,

almost half stated that they would recommend the bot.

The reward dimension of the user engagement scale

describes aspects such as whether the time spent with the

system was worthwhile and emerged as the most signifi-

cant, impacting also the intentions to use the bot generally

and specifically for warning subscriptions. The intention

to recommend the warning bot only correlates with the

intention to use it for warning subscriptions in a preferred

IM app, indicating that this aspect is perceived as the most

useful feature for other people. Thus, this underlines the

added value of bots when coupled with proactive notifica-

tions, as this is not achieved through other sources, such as

Internet searches.

The study suggests that usability, in the context ofwarn-

ing channels, is less relevant for predicting the intention to

adopt a system. Instead, the intention to use the bot is more

closely related to the utility of a system – aspects that are

described in the reward dimension of the user engagement

scale.70 This supports the value of the user engagement scale

and its different dimensions, which has also proven use-

ful in the health and news domains.77–79 Therefore, future

representative user studies that evaluate chatbot designs

or compare them to alternative warning channels should

include such aspects in addition to usability aspects. This

result is in linewith previousfindings on e-government non-

adoption. One study found that users preferred to remain

with their status quo, interacting with humans: “The less

need citizens feel for public services or themore convenient

they find conventional ways of contacting administrations,

the less they are inclined to use public e-services”.80 Adapted

to the use of warning apps, we also find that many respon-

dents, even when indicating that the tool is useful and has

high usability, state that they would continue using public

media for warnings. Similar to another qualitative study

on e-government, we find that a perceived lack of need

or infrequent usage is one of the main barriers.81 In the

open statements, it also became evident that, at least for

some of the participants, it had not become clear that the

subscriptions would automatically alert them in case of a

warning. As a result, two participants stated that theymight

not be querying information just as a crisis was impending,

likely due to the unfamiliarity with bot-based subscriptions.

Still, more attention should be paid to ensuring that users

understand the scope of the offered function, e.g. through a

short introductory video.82,83

In this study, we sought to investigate the usability of a

warning messaging bot as an alternative warning channel

to warning apps. Therefore, we attempted to emulate fea-

tures that are offered by the official German warning apps.

However, warning apps could conceivably offer additional

safety and security functions or include more accessibility

features, such as haptic instead of auditory signals or video

emergency calls for people with hearing impairments. The

structure of the conversational interface introduced in this

study can be used to design a fully voice-based process

for people with impaired vision, allowing them to query

information through natural speech or to set up automatic

warning subscriptions. A study shows that conversational

assistants provide a range of useful functions for blind peo-

ple.75 With added natural language processing functions,

the developed conversational design could be used to make

personalised warnings accessible to further user groups,

who tend to prefer to be able to use mainstream channels

rather than specifically designed ones.84 However, moving

towards accessibility would require extensive user studies

and changes in the way that information and alert signals

are presented.85

While the additional steps needed to set up a sub-

scription may be perceived as a disadvantage, one user

reported that the process increased engagement with cri-

sis management, possibly by confronting users with the

available selection of warning types. This finding may echo

an increased engagement with municipal services that was

achieved through the use of a chatbot.51

6.3 Limitations and future work

The paper has several limitations regarding the interac-

tions that were analysed and the design of the warning

bot. Firstly, due to ethical concerns related to ensuring the

reliability of the bot “in the wild”, the evaluation did not

encompass real-world use, restricting the measurement to

participants’ experiences in the set-up and their intentions

for future use. Future work should create an experimental

setting that allows the usability of the alerts to be tested.

One question addressed the advantages of a messenger bot

compared to other warning channels. This question was

answered by both current users and non-users of warning

apps. Future work should explore the affordances of a mes-

senger warning bot with the affordances of warning apps

and cell broadcast, similar to a study which has analysed
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affordances of news consumption via messenger bots.54 In

addition, the evaluation is biased towards younger users,

who appear to be more willing to use the bot in the future

andwho are likely to be experiencedmessenger appusers.86

With regard to using messenger apps as the containers

of bots, we find that some messenger apps offer signifi-

cant features for open source, low-cost implementations.

However, a disadvantage is that certain aspects cannot be

adapted. In this prototype, a significant usability limitation

is that the text input fields cannot be hidden or disabled.

This suggests to users that text inputs may be required. In

addition, activation of the text input field can lead to the

disappearing of the buttons, requiring some familiarity to

recuperate the buttons. In addition, other research has also

explored the relevance of humanness of bots with incon-

clusive results and suggested a dependence on the task and

domain87. Inspired by the usability requirement of simplic-

ity, we did not implement any humanness in the bot in the

warning context. Future research could explore the rele-

vance of this attribute through a comparative experiment.

Regarding the conversational design of the bot, due

to the importance of achieving correct results in a safety-

critical domain, the current prototype does not use natu-

ral language processing (NLP). While this does justice to

the requirement of minimal input, especially for mobile

use, and reduces errors, NLP could enable users to inter-

act more freely with the bot like88 have put forth. How-

ever, our system’s backend, functions and conversational

design structure could be used for future accessibility stud-

ies, where the messenger or smart speakers may be used

to set up the warning bot preferences and where a smart

home environment may be used for visual, haptic or audi-

tory signals adapted to users’ accessibility needs. This could

enable users with visual and hearing impairments to set up

and receive noticeable alerts. A previous study has already

suggested different signals and intensities to communicate

varying warning levels.89 The use of natural language for

outputwould also allow conveyingmore extensive informa-

tion regarding crisis preparedness. Using NLP, the bot could

answer specific questions related to crisis preparedness

upon request. Previous research suggests that such informa-

tion should include statistical information that stresses the

benefits of crisis preparedness.90

7 Conclusions

The use of botplications, i.e. bots that fulfil the tasks cur-

rently carried out by apps, holds the promise of lowering

adoption barriers by not requiring the download of specific

apps for specific functions. Therefore, this study explores

the use of a bot run within an IM app as an alternative

to warning apps. However, the design of messaging bots,

particularly for conversational interfaces, presents distinct

challenges and necessitates specific considerations, as these

interfaces are characterised by sequential interactions.

Using the design science research approach, this study

investigated how functions and usability requirements of

warning apps can be transferred to a messaging warning

channel. A comprehensive set of requirements for graph-

ically enhanced CUIs in safety-critical contexts was devel-

oped. After designing and implementing a warning bot

using the API of an official warning app, two rounds of user

evaluation provided valuable insights into the bot’s usabil-

ity and user perceptions. The usability analysis shows a

positive evaluation, indicating that user-friendly bot-based

personalisation, while currently still uncommon in news

delivery, can be accomplished. The task-based interviews

indicated positive user feedback in general, with only a

small percentage requiring some support. Suggestions for

design improvements included shorter texts, increased use

of symbols and emojis, and the addition of short affirmative

messages upon successful actions. These insights guided

refinements for the subsequent iteration. Despite the gen-

erally high usability rating, the intention to use the system

in the future varied. The second round of evaluation, which

explored additional elements related to user engagement,

showed that particularly elements related to perceived use-

fulness were relevant to the intention to keep using the sys-

tem and to recommend it. This indicative finding underlines

the relevance of perceived usefulness in addition to usabil-

ity for technology adoption and should be further verified

for warning bots in future studies. The qualitative findings

show that a general disinterest in crisis warnings and a low

perceived personal responsibility for crisis engagement are

the main factors for not wanting to use the tool.

A second strand of reasoning is related to the use of

other warning channels. The warning bot prototype and

user evaluation indicate that reliable warnings tailored to

personal preferences can be provided through IM apps as a

viable addition to warning apps or cell broadcast. Though

current IM apps offer clear technical constraints like the

unavailability of live location tracking or having to adjust

auditory alert levels manually. This limits the promise of

warning bots and points to the app developers, who could

introduce warning-related functions and thus ease the bot

set-up process and lower adoption barriers.

In summary, the research demonstrates the signifi-

cance of tailored conversational design for messaging bots

in disaster contexts. The iterative design process, supported

by user evaluation, led to a refined interface capable of
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efficiently delivering trustworthy crisis warnings. The final

graphically enhanced CUI shows that a suitable warning bot

does not necessarily require complex NLP capabilities. The

study hence contributes valuable insights for the develop-

ment of effective and user-friendlymessaging bots in safety-

critical applications. Future research should compare the

use of a warning bot and a warning app “in the wild” to

expand the research focus from set-up to warning percep-

tion. The available prototype can furthermore be used for

conversational personalisation of warning channels that

can increase the accessibility of mobile warnings or warn-

ings in a smart home context.
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Appendix A: Questions and tasks of

interview evaluation

– Q1: Enter the number you will receive from the inter-

viewer here [Number]

– Q2: How old are you? (12–19; 20–29; 30–39; 40–49;

50–59; 60–69; 70–79; not specified)

– Q3:Which gender do you identify with? (Female; Male;

Other; Not specified)

– Q4: The following questions are about your interac-

tion with technical systems. By ’technical systems’

we mean apps and other software applications as

well as complete digital devices (e.g. cell phone, com-

puter, TV, car navigation). Please select the answer

that applies: (Strongly disagree; Rather disagree; Mod-

erately disagree; Rather agree; Strongly agree)

– I like to occupy myself in greater detail with tech-

nical systems.

– I like testing the functions of new technical

systems.

– I predominantly deal with technical systems

because I have to.

– When I have a new technical system in front ofme,

I try it out intensively.

– I enjoy spending time becoming acquainted with

a new technical system.

– It is enough for me that a technical system works,

I don’t care how or why.

– I try to understand how a technical system exactly

works.

– It is enough for me to know the basic functions of

a technical system.

– I try to make full use of the capabilities of a tech-

nical system.

Task 1: Add the bot to the channels in Telegram.

– Q5:Did you complete the task? (Yes; Yes, with help; No)

– Q6: How well do you feel informed about: (1 (very

good) – 5 (very poor))

– the function of the bot?

– the operation of the bot?

– Q7: Describe briefly what the purpose of the bot is.

[Comment]

– Q8: Do you have any further comments/suggestions

for improvement? (misleading terms/descriptions,

spelling, menu design. . . ) [Comment]

Task 2: Use the bot to check the warning status and add a

subscription.

(The type of warning and the name of the place will be

given to you by the interviewer).

– Q9:Did you complete the task? (Yes; Yes, with help; No)

– Q10: Explain to the interviewer what settings you

have just made. [Comment]

– Q11: How informative do you find the alerts? (1 (very

informative) – 5 (not informative at all))

– Q12: How easy was it to find the functions? (1 (very

easy) – 5 (very difficult))

– Q13: Do you have any further comments/suggestions

for improvement? (unclear terms/descriptions,

spelling, menu design. . . ) [Comment]

– Q14: If the/help function was used, was it helpful?

[Comment]
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Task 3: Add location to favourites and receive warnings

accordingly.

– Q15: Did you complete the task? (Yes; Yes, with help;

No)

Favourites allow you to quickly specify the desired location.

For example, you don’t have to enter “CITYNAME” in the

text field for your next warning query, but the city will be

suggested to you directly. Currently there are three possible

city suggestions that you can personalise.

– Q16: How many favourites do you find useful? (1; 2; 3;

4; 5; 6; 7; 8)

– Q17: How easy was it to find the functions? (1 (very

easy) – 5 (very difficult))

– Q18: How would you rate the difficulty of the task? (1

(very easy) – 5 (very difficult))

– Q19: Do you have any further comments/suggestions

for improvement? (unclear terms/descriptions,

spelling, menu design. . . ) [Comment]

– Q20:Was the/help function used? (Yes; No)

– Q21: If the/help function was used, was it helpful?

[Comment]

Task 4: View your personal subscriptions.

– Q22: Did you complete the task? (Yes; Yes, with help;

No)

– Q23: How transparent do you find the app in terms of

knowing your subscription status? (Very transparent;

Rather transparent; Neither; Rather not transparent;

Not transparent at all)

– Q24: How easy was it to find the functions? (1 (very

easy) – 5 (very difficult))

– Q25: How would you rate the difficulty of the task? (1

(very easy) – 5 (very difficult))

– Q26: Do you have any further comments/suggestions

for improvement? (unclear terms/descriptions,

spelling, menu design. . . ) [Comment]

– Q27:Was the/help function used? (Yes; No)

– Q28: If the/help function was used, was it helpful?

[Comment]

Task 5: Query the privacy information of the channel and

delete your data.

– Q29: Did you complete the task? (Yes; Yes, with help;

No)

– Q30: How trustworthy do you find the data collection

and data processing within the bot? (1 (very trustwor-

thy) – 5 (not at all trustworthy))

– Q31: Are there any privacy-related issues that would

prevent you from using the bot? [Comment]

– Q32: How satisfied are you with the bot’s privacy set-

tings? (1 (very satisfied) – 5 (not at all satisfied))

– Q33: How easy was it to locate the features? (1 (very

easy) – 5 (very difficult))

– Q34: How would you rate the difficulty of the task? (1

(very easy) – 5 (very difficult))

– Q35: Do you have any other comments/suggestions

for improvement? (unclear terms/descriptions,

spelling, menu design. . . ) [Comment]

– Q36:Was the/help function used? (Yes; No)

– Q37: If the/help function was used, was it helpful?

[Comment]

Independent of specific tasks:

– Q38: How long did you spend using the bot outside

of the previous tasks? (Less than 5 min; 5–10 min;

10–15 min; 15–20 min; More than 20 min)

– Q39: How much would you want to use the bot? (1

(very much) – 5 (not at all))

– Q40: Please explain why? [Comment]

– Q41:When answering these questions, please refer to

the entire time you have been involved with the bot.

(1 (strongly agree) – 5 (strongly disagree))

– I find the bot unnecessarily complex.

– I think the bot is easy to use.

– I think that I would need the support of a technical

person to be able to use this bot.

– I found the various functions of this bot were well

integrated.

– I thought there was toomuch inconsistency in this

bot.

– I would imagine that most people would learn to

use this bot very quickly.

– I found the bot very cumbersome to use.

– I felt very confident using the bot.

– I needed to learn a lot of things before I could get

going with the bot.

– Q42: If you want to justify your choice in the previ-

ous multiple choice questions, you can do so here.

Improving our botwill be easier if you leave us concrete

praise or criticism! [Open question]

– Q43: Are you currently using or have you used a disas-

ter warning app in the past, like NINA or KatWarn? (I

did not know about such apps until now/I know them,

but have never used them/I currently use such an app/I

have used such an app in the past, but not anymore)

– Q44: Do you have any other comments/suggestions

for improvement? (unclear terms/descriptions,

spelling, menu design. . . ) [Comment]
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– Q45: Last but not least: Would you use this bot? Why?

(Yes, because. . . [Comment]; No, because. . . [Comment])

– Q46: Do you have any feedback about the study?

[Comment]

Appendix B: Questions of online

survey evaluation

– Q1: Please enter your age group. (12–19; 20–29; 30–39;

40–49; 50–59; 60–69; 70–79; not specified)

– Q2:Which gender do you identify with? (Female; Male;

Other; Prefer not to say)

– Q3: The following questions are about your interac-

tion with technical systems. By “technical systems”

wemeanapps andother software applications aswell

as completedigital devices (e.g. cell phone, computer,

TV, car navigation).

Please select the answer that applies: (Strongly dis-

agree; rather disagree; moderately disagree; rather

agree; strongly agree)

– I like to occupy myself in greater detail with tech-

nical systems.

– I like testing the functions of new technical

systems.

– I predominantly deal with technical systems

because I have to.

– When I have a new technical system in front ofme,

I try it out intensively.

– I enjoy spending time becoming acquainted with

a new technical system.

– It is enough for me that a technical system works,

I don’t care how or why.

– I try to understand how a technical system exactly

works.

– It is enough for me to know the basic functions of

a technical system.

– I try to make full use of the capabilities of a tech-

nical system.

Task 1: Find and start bot.

– Q4: How easy or difficult did you find it to find and

start the bot? (1 (very easy) – 5 (very difficult); I could

not complete the task)

– Q5: What do you think of the length of the welcome

text? Do youhave any further comments/suggestions

for improvement? (misleading terms/descriptions,

spelling, menu design. . . ) (Too long; just right; too short;

[Comment])

– Q6: After reading the introductory text, how well do

you feel informed about . . . (1 (very good) – 5 (very

bad))

– the function of the bot?

– the operation of the bot?

Task 2: Check for a current warning and set up automatic

alerts for your location.

– Q7: How easy or difficult did you find it to. . . (1 (very

easy) – 5 (very difficult); I could not complete the task)

– retrieve the warnings for your place of residence?

– subscribe to alerts for your place of residence?

– Q8: This question is about the presentation of the

text at the step “You are about to add a subscription.

What alerts do you want to receive?” Please select the

answer that applies: (1 (I strongly agree) – 5 (I strongly

disagree))

– The answer options are intuitive.

– The number of possible answers is sufficient.

– I find the pictures next to “all warnings”

appropriate.

– The pictures next to “only serious warnings” are

appropriate.

– You can get to the questioned step via “Add

subscription”.

Task 3: Check for a warning for the location “Testhausen”.

– Q9: How easy or difficult did you find it to retrieve the

warning status for thegiven location?Please select the

answer that applies: (1 (very easy) – 5 (very difficult); I

could not complete the task)

– Q10: How informative do you find the warnings?

Please select the answer that applies: (1 (very informa-

tive) – 5 (not informative at all))

– Q11: Is there anything you would improve about the

presentation of the warnings? [Comment]

– Q12:What do you think of the images used? If you find

any of the images inappropriate, please let us know

in the comments box. (1 (very inappropriate) – 5 (very

appropriate); [Comment])

– Q13: What was the warning level of the warning you

received? (Extreme ; Moderate ; All ; Medium ;

Extreme ; Serious only ; Serious )

Task 4: Add your current location to your favourites and

get according warnings.

– Q14: How easy or difficult did you find it to retrieve

the alerts for your current location? Please select the
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answer that applies: (1 (very easy) – 5 (very difficult); I

could not complete the task)

Task 5: Find and read the privacy policy, then delete your

data from the bot.

– Q15: How easy or difficult did you find it to retrieve

the privacy information? Please select the answer that

applies: (1 (very easy) – 5 (very difficult); I could not

complete the task)

– Q16: Please indicate howmuch you agreewith the fol-

lowing statements. (1 (strongly disagree) – 5 (strongly

agree); I could not complete the task)

– The use of personal data in the bot is trustworthy.

– I would have concerns about data protection

when using the bot.

– Iwould have privacy concernswhenusing the bot.

Task 6: Navigate to the bot’s emergency information

section.

– Q17:Howeasy or difficult did you find it to find tips for

an emergency and emergency preparedness? (1 (very

easy) – 5 (very difficult))

– Q18:What do you think about the possibility to down-

load the emergency tips as a PDF? Please describe

briefly what you find helpful or how emergency tips

could be improved. (1 (not helpful at all) – 5 (very

helpful); [Comment])

– Q19: What format do you prefer for the emergency

tips? (Emergency tips as link; Emergency tips as PDF;

I would like to have both options available)

Closing questions

– Q20: I think I would like to use this system regularly.

Please give reasons for your answer. (1 (do not agree at

all) – 5 (fully agree); [Comment])

– Q21: When answering these questions, please refer

to the entire time you have been involved with the

bot. Don’t think too long about your answers, aswhat

matters to us is your subjective opinion. (1 (do not

agree at all) – 5 (fully agree))

– I find the bot unnecessarily complex.

– I think the bot is easy to use.

– I think that I would need the support of a technical

person to be able to use this bot.

– I found the various functions of this bot were well

integrated.

– I thought there was toomuch inconsistency in this

bot.

– I would imagine that most people would learn to

use this bot very quickly.

– I found the bot very cumbersome to use.

– I felt very confident using the bot.

– I needed to learn a lot of things before I could get

going with the bot.

– I am observant and therefore chose 2.

– The images used in the bot are fitting.

– The bot should use fewer images.

– It was clear at all times which alerts I subscribed

to and for which locations.

There are already several mobile warning channels in Ger-

many. In the following,we are interested in your assessment

of the bot in comparison to warning apps and cell broad-

cast.

– Q22: In your opinion, what are the advantages or dis-

advantages of the bot compared to warning apps or

Cell Broadcast? (Info: NINA or KatWarn are apps that

can send warnings to mobile phones in crises and offer

a variety of other functions that can be helpful in crises.

For example, they can call up warnings for the current

location. Cell Broadcast can sendwarnings as pushmes-

sages without having to install an app.) [Comment]

– Q23:What would you change about the bot? (Nothing

at all; The following: [Answer])

– Q24: If the bot was available for my favourite mes-

senger (WhatsApp, Telegram, Signal etc.), I would use

it to. . . (1 (very unlikely) – 5 (very likely))

– . . .be alerted automatically for certain locations

(favourites).

– . . .query the warning status for individual

locations.

– Q25 [User Engagement Scale]: Please indicate how

much you agree with the following statements about

your subjective experience of the bot. (1 (strongly dis-

agree) – 5 (strongly agree))

– Time flew by when I was using the warning bot.

[Focused Attentions]

– I was frustrated while using the warning bot. [Per-

ceived Usability]

– I found the warning bot confusing. [Perceived

Usability]

– Using the warning bot was exhausting. [Perceived

Usability]

– I couldnot run all the applications Iwanted towith

the warning bot. [Perceived Usability]

– Thewarning botwas appealing. [Aesthetic Appeal]

– The warning bot was aesthetically pleasing. [Aes-

thetic Appeal]

– Thewarning bot appeals tomy visual senses. [Aes-

thetic Appeal]



J. Haunschild et al.: Breaking down barriers to warning technology adoption — 63

– The warning bot is worth using

– My experience with the warning bot was worth-

while. [Reward]

– I would recommend the warning bot to my family

and friends. [Reward]

– Out of curiosity, I would continue to use the warn-

ing bot. [Reward]

– The warning bot has captivated me. [Reward]

– Q26: Do you have feedback regarding the study?

[Comment]

Appendix C: Comparison of

messenger app characteristics
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