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Abstract

Most of today’s online services such as e-commerce and online banking are based
on centralized service providers, hence easily prone to single points of failure,
cyber-attacks and censorship. An alternative approach to mitigate this issue, is
to design decentralized systems, where the control is distributed among several
entities, instead of a single centralized authority. A decentralized system often
consists of a complex distribution of trust among different parties, or even orga-
nizations. Henceforth, it is often challenging to build a decentralized system. It
is not surprising that security guarantees of such complex decentralized systems
depend on several factors: not only conventional properties of data integrity, con-
fidentiality and authentication, but also other relevant factors such as availability,
accountability and authorization. In this thesis, we aim to build provably secure
infrastructures that serves a decentralized system in one way or another. Our
contribution is in three different settings of blockchain, byzantine agreement and
cloud.

Firstly, we consider the decentralized payment platform offered by blockchains.
Although the core blockchain protocol has been thoroughly analyzed, the under-
ling infrastructure of blockchain wallets is rather ad-hoc. Cryptocurrency wallets
constitute an indispensable key management mechanism for every user that wants
to send or receive blockchain payments. However, it lacks formal security analysis.
We close this gap by designing provably secure wallets in presence of a classical as
well as a quantum adversary [6, 43, |45]. Through our security analysis, we provide
concrete bit security achieved by BIP32 wallets, which is a wallet standardization
deployed in many practical wallets. Interestingly, we observe that slightly modified
yet equally efficient version of BIP32 achieves higher level of bit security than the
original version.

Secondly, we consider the problem of byzantine agreement (BA) — a fundamen-
tal problem in distributed computing as well as an important building block in the
design of decentralized systems. Classically, byzantine agreement is known to be
impossible without a public key infrastructure (PKI), in presence of a corruption
threshold of < & parties. Interestingly, a class of BA protocols has emerged that
overcomes this well-known impossibility by taking inspiration from the decentral-
ized model of blockchains. This setting allows a group of pseudonymous parties



to achieve consensus, via some proof of computation, for instance, proof of work
(PoW). Taking inspiration from the above mentioned computational model, prior
works were able to achieve BA protocols with time complexity of O(nk?), O(x) or
O(n). We show for the first time [41], a BA protocol, in the computational model
of verifiable delay function (VDF) that runs in expected constant time. On the
negative side, we are able to show a lower bound on the communication complexity
of such protocols. Precisely, we prove that no protocol can achieve BA in the VDF
model without any PKI assumption, in less than O(y/n) send-to-all steps.

Thirdly, we consider the setting of cloud storage for end-users, where we aim
to design an usable yet secure encryption service that overcomes the dependence
on centralized service providers. To this end, we build our primitive: Distributed
Password-authenticated Symmetric-key Encryption [48] (DPaSE) that enables users
to generate strong encryption keys from a single password with the assistance of a
set of n servers. We use a new variant of an oblivious PRF (OPRF) as the main
building block to build DPaSE.
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1. Introduction

Since the upsurge of the Internet, there has been a tremendous shift in digitization
through a steady growth in e-commerce, online banking, cloud services, and the list
goes on. Each of these services demands a secure digital infrastructure comprising
of small to large scale devices, exchanging information over insecure channels.
Through the key principles of confidentiality, integrity and authenticity of data,
cryptography serves as an essential tool to make such infrastructure secure against
cyberattacks. To take a concrete example, let us consider a user Alice, who wants
to store her files with a cloud storage provider such as Dropbox. First, Alice must
provide her credentials (usually a username and password) in a login portal. Only
if the credentials are correct then she is allowed to access her Dropbox account,
containing her confidential data. The above two actions are securely attained
through the authenticity and confidentiality properties, respectively. Authenticity
can be achieved from cryptographic primitives such as digital signatures while,
encryptions guarantee confidentiality. Without authenticity, an attacker can try
to impersonate Alice and get access to her account. Alice’s data will be furthermore
stored in encrypted form in Dropbox, since an attacker could try to break in the
storage server, bypassing the login portal. Even then, due to the confidentiality of
the encrypted data, it will not be able to access Alice’s files in plain text.

The above example of Dropbox is however a centralized service provider, where
all operations are solely controlled by Dropbox. If Dropbox somehow turns mali-
cious, then it can simply access Alice’s files in plaintext, thus violating the confi-
dentiality guarantees. While this is just a mere example, most of today’s widely
used online services such as online banking and e-commerce rely on a centralized
service provider and consequently they are prone to single points of failure [13],
cyber-attacks and censorship. The above problem can be mitigated through decen-
tralization, where the control is shared among several independent entities instead
of a centralized authority. Similar to a distributed system, a decentralized sys-
tem requires numerous parties to jointly solve a common task through continuous
exchange of messages. A distributed system, however, can still be controlled by
a single authority. Current tech-giants of Google, Facebook, Microsoft are all in-
stances of distributed yet centralized systems. A decentralized system [137], on
the other hand, is built from a complex distribution of trust among several parties
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or even organizations, managing different aspects of the system. Few examples of
currently deployed decentralized systems are mixnets [34], Tor [52], BitTorrent |20]
and blockchains [29, [120]. Achieving security in a decentralized system depends
on several factors; not only conventional security guarantees of confidentiality,
integrity and authentication, but also other relevant factors such as availability,
accountability, authorization and non-repudiation. Henceforth, ensuring security
of a decentralized system often involves numerous cryptographic tools, such as ad-
vanced signature schemes [91], threshold cryptography (77} [101], zero-knowledge
proofs [27]; as well as techniques from distributed computing such as consensus
protocols.

A fundamental tool in modern cryptography to formally analyze the security
of the underyling cryptographic protocols and schemes is provable security [94].
In this technique, first, a scheme is identified with a set of well-defined security
properties (examples from above: data confidentiality, authentication) that it must
satisfy. Next task is to define a security model, capturing adversarial capabilities.
Finally, the scheme is shown to satisfy the security properties, in presence of an
attacker, in the specified model. Such a proof is usually conducted via a reduction,
where, (on a high level) it is shown that, if it is hard to break a hardness assumption
A, then it is also hard to break the scheme. In fact, tools from provable security
lets us improve the security analysis of a scheme, in several ways; considering an
alternative security model that captures a more realistic attacker or substituting
with a better hardness assumption, and so on.

Our goal in this thesis is to build provably secure infrastructures that serve the
purpose of decentralization in one way or another. Our contribution is in three
different settings of blockchain, byzantine agreement and cloud computing as listed
below:

e Firstly, we consider the setting of a decentralized payment system provided
by blockchains. An important blockchain infrastructure is the cryptocur-
rency wallets. Currently, such wallets are built in a rather ad-hoc fashion,
lacking any formal security analysis. We fill this gap by providing a compre-
hensive security analysis of blockchain wallets [6], 43], 45].

e Secondly, we consider the problem of Byzantine agreement, also referred to
as consensus: a crucial component in the design of decentralized systems.
Inspired by the setting of blockchains, we design a round-efficient byzantine
agreement protocol from Verifiable Delay Functions (VDF), without requir-
ing a Public Key Infrastructure (PKI) as a setup assumption, tolerating the
optimal threshold of % corruptions [41]. As an immediate application, our
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byzantine agreement provides a decentralized solution to the generation of an
unpredictable beacon — inherently required during setup of most blockchains.

e Finally, we provide a cloud storage solution, as an alternative to centralized
providers (for example, Google Drive, OneDrive, Dropbox). To this end, we
build a distributed password-authenticated encryption scheme, that enables
secure cloud storage for end-users [4§].

Before summarizing the contribution of this thesis, we first discuss each of the
settings in the following Sections [I.1] to [L.3]

1.1. Blockchain Infrastructure

Cryptocurrencies and its underlying blockchain technology offer a solution to over-
come the centralization of traditional banking systems. It provides a decentralized
platform without the requirement of a trusted third party, that thwarts single
points of failures, thus resisting cyberattacks and censorship. Although more than
a decade has passed since the first cryptocurrency Bitcoin was proposed [120],
until today, the cryptocurrency ecosystem suffer from numerous issues, in terms
of security. In fact, the infrastructure surrounding blockchain is designed in a
rather ad-hoc way. In particular, each cryptocurrency user needs to maintain a
digital wallet to store its coins (keys) and interact with the blockchain for making
payments. Such wallets are often mishandled, and hence suffer from countless at-
tacks, resulting in users losing their money [38]. Below, we give a brief overview
of the key blockchain principles followed by highlighting the major challenges in
designing secure blockchain infrastructure.

Blockchain Principles. At the core of blockchain is a peer-to-peer network of
anonymous parties, often referred to as miners, that jointly run a consensus pro-
tocol to agree on a globally consistent append-only record of financial data. This
record is nothing but a set of transactions that are collected into consecutive blocks
to form a blockchain. Each transaction corresponds to a monetary transfer between
two users. Miners are responsible for collecting sets of incoming transactions, check
their validity according to a well-specified set of rules before including them into a
block. Next, to propose this newly formed block, they must solve a puzzle (com-
putational puzzle in case of Proof of Work (PoW)). Once a solution is obtained,
the block is send around to other miners. If only other miners are convinced, then
this block is accepted as the next block. This process is iterated to form a chain
of blocks. Here, proof of work acts as a voting mechanism, representing one vote



1. Introduction

per computation. This prevents an adversary from flooding the network with fake
votes, hence obtaining a dishonest majority of votes. Such an attack is known as
the Sybil attack [56]. The security guarantees |70, 96 underlying a blockchain con-
sensus relies on an honest majority assumption, which means that the majority of
the resources in the system (computational power in case of PoW) belongs to hon-
est parties. Additionally, it requires to assume the existence of an unpredictable
beacon during setup of the protocol, typically referred to as the genesis block.
Indeed, Bitcoin’s genesis block, contains text from The Times 03/Jan/2009 issue
[144], which is not truly unpredictable but at most a heuristic. While the above
mechanism of genesis block creation is sometimes problematic, there exist a more
decentralized solution to genesis block creation as we will discuss in Section

Cryptocurrency users are able to send or receive payments by interacting with
the blockchain. In particular, they need a device to store the relevant information
for sending/receiving coins. This device is usually referred to as a blockchain
wallet. Below we discuss the core payment mechanisms in a blockchain through
the use of wallets.

Blockchain Wallets. Let us consider a user Alice who wants to make a payment
to Bob over the blockchain. In order to proceed with this payment, Alice first
needs to know Bob’s address which is represented by Bob’s public key pkg. Next,
Alice prepares a transaction tx,g that roughly says: “Alice pays v coins to Bob”.
tx,s must be authenticated by Alice, so that it is accepted as a valid transaction.
For authentication, Alice digitally signs the transaction with her secret key sk,,
via a digital signature scheme. As is evident from this example, both Alice and
Bob requires a device to store a pair of keys for spending (secret key) and receiving
(public key) coins. The first choice is to store the key pair in an online wallet app,
running on a smartphone. Since such a device is always connected to the internet,
an attacker could get hold of her keys and steal all the money attached to Alice’s
secret key. Henceforth, a wallet containing secret key is an attractive target for
hackers [38]. For safe-guarding the secret key, it is usually recommended to follow
a hot wallet /cold wallet approach. Here, a hot wallet is a device, connected to the
Internet; for instance, it can be the software application mentioned above, storing
the public key. On the other hand, the cold wallet is mostly an offline device,
such as a USB stick or even a piece of paper that stores the secret key. Keeping
the secret key in an offline storage while coming online only during a payment
largely reduces the risks of attacks. However, since the receiver’s addresses are
public on the blockchain, it is easily traceable for an attacker how much money
is sent to a particular address. This makes the wallets with larger amounts of
money an attractive target for hackers, who can attempt to steal the money during
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the online period of the cold wallet. This problem is addressed by using freshly
generated keys for every payment, via the process of deterministic key derivation
as proposed in the Bitcoin Improvement Proposal 32 (BIP32) [116]. Although this
standard is currently deployed in many wallets such Trezor and Ledger [106), |136],
surprisingly there has been no formal security analysis that specifies the security
guarantees that such a standard comes with. In this thesis, we make progress in
filling this gap. Our contribution is summarized in Section and discussed in
details in Chapter 2]

1.2. Byzantine Agreement

Byzantine Agreement (BA]) is a fundamental problem in distributed computing,
where a set of n parties run a distributed protocol to agree on a value. Tradition-
ally, most existing protocols for BA assume a setting in which the parties’ identities
are fixed and known at the beginning of the protocol. In the fixed identity setting,
two types of protocols are studied: the first type requires setup, e.g., a Public
Key Infrastructure (PKI) or some form of correlated randomness. These protocols
typically tolerate the (optimal) corruption threshold of ¢ < %. The second type
does not require such assumptions but can tolerate only t < 7 corruptions.

More recently, a third type of BA protocol has emerged that takes inspiration
from the decentralized setting of blockchain consensus [10, 95]. Precisely, it does
not require parties’ identities to be known at the beginning of the protocol but still
achieves the optimal corruption threshold of 7. Moreover, these protocols do not
assume the conventional setup assumption of a PKI. As a first hurdle, if identities
are not fixed then without further measures, every party could pose as many
parties and easily obtain a dishonest majority; this is commonly referred to as a
sybil attack [56]. To avoid such attacks, parties must instead invest some expensive
resources, such as computation or money, to participate in this type of protocol.
A prominent example is the Proof-of-Work model (PoW) initially introduced by
Bitcoin, where parties have limited access to a computational resource which they
are forced to continuously expend in order to participate in the protocol. In the
PoW model, it is possible to build a weaker variant of a PKI, namely a Graded
PKI by assigning ‘ranks’ to keys, such that honest parties do not disagree by
much. Such a graded PKI establishes a pseudonymous identity infrastructure
and has several applications such as multi-party computation in [10], byzantine
agreement in [10, 72], leader election and genesis block creation in [72]. The round
complexity of existing graded PKI is however O(n«?) or O(k) (respectively in [10,
72|) leading to the same complexity for BA. In this thesis, we fill the gap of round-
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efficient BA by achieving (expected) constant round complexity. As an immediate
application, setup-free BA enables a decentralized solution to create the genesis
block of a blockchain [144]. Our contribution on round-efficient BA is summarized
in Section and detailed in Chapter [3]

1.3. Cloud Infrastructure

Cloud data storage for end-users is as crucial as for enterprises. Today, users can
upload their data with centralized Cloud storage providers such as Google Drive,
Dropbox, OneDrive etc. However, data privacy can be guaranteed only if the
service provider is not compromised. In the following, we discuss the possibilities
for the users’ cloud data storage without entrusting a centralized provider. As
a first attempt, users could encrypt their data on their own and then store the
encrypted data with a service provider. The challenge here is to find a usable
solution such that users are able to generate strong keys without much trouble.
One of the most well-explored solution is to derive strong keys on the fly from
a human-memorizable password. We look into password-based solutions in a bit
more details below.

Password-based Approach. Let us first present a naive solution, such that a
key is derived from a small password and thereafter used to encrypt files. An
attacker could access the encrypted files at the cloud storage and simultaneously
attempt to guess the password. Since the password is usually a short string with
low entropy, the attacker could mount an attack offline, referred to as an offline
dictionary attack. With the correct password guess, the attacker can decrypt
all of the files, rendering the scheme insecure. As can be observed, storing the
ciphertexts in a single location enables an attacker to successfully mount an at-
tack. There has been a long line of work in the client-server setting, that ad-
dresses this problem by distributing the server storage/computation among a set
of servers. This helps in mitigating single points of failures at the server end. One
of the worth-noting schemes is Password-protected Secret Sharing, also termed as
Password-Authenticated Secret Sharing (PASS) [14} 86, 87, 8§].

On a high level, PASS is a protocol run between a client and n servers. In
PASS, a password from the client triggers generation of a secret key, secret shared
among the n servers. The password, on the other hand, is only known to the client
and kept secret from the servers. Such a PASS scheme can then be augmented
with a protocol for encrypting files via threshold encryption. As a result client’s
encrypted files will be stored in a distributed manner among the servers, such that
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t+ 1 servers are required to recover the decrypted files. At this point, the previous
offline attack would not work since the adversary needs to corrupt ¢t 4+ 1 out of n
servers to recover the data, after a successful dictionary attack. However, PASS
schemes suffer from several drawbacks when used for data encryption. Firstly, a
PASS scheme does not provide password authentication. Precisely, a client can
mistype a password and encrypt her file with password pw*. Later, she tries to
decrypt the same file with password pw, because she is not aware of her mistake
in typing from the previous time. This leads to file locking that the client can not
recover anymore. Secondly, if the same PASS key is used to encrypt all files, then
a compromise of the encryption key leads to decryption of all files. Generating
different PASS keys based on different passwords is a cumbersome solution, since
now the user needs to remember many passwords. As a result, we clearly need a
usable but secure solution for user data storage. Our contribution is summarized
in Section [I.4] and detailed in Chapter [4]

1.4. Thesis Outline and Summary of Contributions

Below, we summarize the overall contribution of this thesis. Chapter [2| covers
the security analysis on the infrastructure surrounding blockchains aka blockchain
wallets. In Chapter [3] we discuss our design of round-efficient Byzantine agreement
in the resource-contrained model. In Chapter 4] we present a distributed cloud
storage service for end-users, as an alternative to centralized providers. Finally,
we conclude in Chapter [5]

Chapter 2. In this chapter, we summarize our contributions towards provably
secure blockchain infrastructure. As a first contribution, we analyze the BIP32
standardization [143] of hierarchical deterministic wallets as used in practice and
ask the following question:

What security guarantees are obtained from BIP32 wallets as is?

To this end, we formally define the security model for deterministic wallets in
the hot wallet/cold wallet setting. Typically, a deterministic wallet has a pair of
master keys — a master public key stored in the hot wallet, while the master secret
key is kept in the cold wallet. Both wallets share a common state, referred to as
the chaincode. The key idea is to derive session keys deterministically from the
respective master keys without any interaction between the two wallets. Our model
captures adversarial capabilities through the security games of wallet unlinkability
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and wallet unforgeability. In short, a deterministic wallet is unlinkable, if a session
public key generated from the hot wallet is indistinguishable from a random public
key, given that the hot/cold wallets are secure. Recall that, in a standard game of
Existential Unforgeability Under Chosen Message Attack (UECMAI), an adversary
sees a challenge public key and can ask signatures signed under the corresponding
secret key. On the other hand, in the wallet unforgeability game, an adversary is
given access to a master public key, and any (polynomial) number of signatures
signed under session keys. Although the unforgeability game looks similar to
the standard game of UFCMA, proving unforgeability in this setting is far from
straightforward. This is because here the game needs to simulate signatures under
any (polynomial) number of related session secret key, without knowing any of
these secret keys.

We provide two provably secure variants of deterministic wallets in our model.
To this end, we follow a modular approach and provide a generic construction of
deterministic wallets from signature scheme with rerandomizable keys. Through
our modular analysis, we are able to show that wallet unforgeability holds as long
as the underlying rerandomizable signature scheme is unforgeable. To instanti-
ate our wallet, we consider the signature schemes of Schnorr [131], BLS [23] and
ECDSA [91]. It was already known that Schnorr satisfies the rerandomizability
property of signature schemes [68]. We show it for the first time for ECDSA and
BLS. Particularly, the security proof for ECDSA tackles many subtle challenges
in the security analysis. We consider both additive and multiplicative rerandom-
ization of keys for ECDSA and observe that ECDSA with multiplicative reran-
domization achieves higher level of security than the additive variant. To capture
the formalization of BIP32 as is, we extend our model of deterministic wallets to
the hierarchical setting of key derivation, where we are able to support secret key
leakage of hardened wallets. We show that unforgeability of the hierarchical de-
terministic wallet incurs security loss in terms of the number of secret key leaked
and such loss is inherent. Since BIP32 is built from ECDSA [143], our results
on additive vs multiplicatively rerandomized ECDSA also have direct implications
for BIP32. Concretely, we show that BIP32 with multiplicatively rerandomized
ECDSA achieves higher level of security than the additive variant, considering
128 bit security for ECDSA. The detailed summary of our results can be found
in Section

As a second contribution, we explore post-quantum security of deterministic
wallets and ask the following question:

Can we build post-quantum secure deterministic wallets?
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On a high level, in the post-quantum setting, an adversary has access to a quantum
computer while the wallet scheme is implemented in a classical machine. Due to
the results of Shor [132], it is well-known that the wallet schemes discussed above
are rendered insecure in the post-quantum world. In particular, for a classical
signature scheme like ECDSA | a quantum attacker could extract the master secret
key from the master public key, derive any session secret keys and forge signa-
tures. This motivates us to design deterministic wallets that are post-quantum
secure. To this end, we extend our model to the post-quantum setting, where the
adversary has access to a quantum random oracle. We follow our modular ap-
proach for the generic wallet construction from (post-quantum) signature schemes
with rerandomizable public keys. We instantiate the later with lattice-based Fiat-
Shamir Signatures [97]. In particular, we show the exact bit security of our wallet
once instantiated with qTESLA, which is one of the NIST second round finalists.
Our contribution is detailed in Section 2.3

Chapter 3. Motivated by the decentralized setting of blockchain consensus, we
consider the problem of byzantine agreement without a PKI, with the optimal
corruption tolerance of 4 parties. We ask the following question in the above
setting:

Can we a build a round-efficient BA from scratch?

We answer the above question affirmatively by designing an (expected) constant
round BA protocol. To this end, we refine the Proof of Work (PoW) model and
consider sequential computational power of parties via evaluation of a Verifiable
Delay Function (VDF]). In other words, to evaluate a VDF proof, certain number
of sequential steps must be computed. The adversarial capabilities in the VDF
model subtly differ from the PoW model. In PoW, it is possible to speedup
computation of a single proof through increased parallelization. While in the
VDF model, a single proof cannot be sped up, no matter how much parallelizable
computational power an adversary may possess. Parallelization, however, allows to
compute multiple proofs parallely. Additionally, the adversary might have faster
computational speed than an honest party, such that it computes each sequential
step faster. Although note that, increased speed does not affect the number of
sequential steps to be computed to finish a proof. In our model, we abstract one
VDF evaluation as one call to a VDF oracle. The capabilities of an adversary
in the VDF model, are captured through the sequentiality property of the VDF
oracle. In short, the sequentiality property ensures that the adversary, controlling
g parties should not be able to produce more than a fixed number of VDF outputs
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within a time duration of §. Such oracle abstraction of the VDF model allows
us to modularly build and analyse our protocols. We explain our VDF oracle in
details in Section B.1.1l

We follow the approach from [10] and build a constant round Graded PKI
(GPKI). To achieve constant round, we firstly replace a PoW with a VDF com-
putation. Secondly, we replace n-graded ranking in [10] with simply 2 grades.
Once the GPKI is setup, we design a graded consensus protocol and a VDF-based
leader election protocol following approaches from [119] and |1} 2] respectively. Fi-
nally, we adapt the (expected) constant round BA protocol from [93] to run with
a GPKI, instead of a full PKI. We use our graded consensus and leader election
protocols as building blocks in the BA protocol.

Additionally, we show a lower bound on the communication complexity of BA
without a PKI, in the same setting, where parties have access to a VDF oracle. For
our analysis, we consider the multicast model of communication, where parties send
the same message to everyone in the network. Precisely, a multicast complexity of
0 corresponds to a classical communication (with bilateral channels) complexity
of nf. We show that a minimum of O(y/n) multicast complexity is required to
achieve BA.

Chapter 4. This chapter focuses on the design of a secure cloud infrastructure
for end-users. Currently, users trust centralized service providers such as Google
Drive, OneDrive, Dropbox with the privacy of their confidential documents. If a
service provider turns malicious, then the user’s data privacy is violated. In this
regard, we ask the following question:

Can we design a usable but secure cloud storage service

for end-users without entrusting centralized providers?

To this end, we introduce our primitive Distributed Password-authenticated
Symmetric-key Encryption (DPaSE]). DPaSE is a key management system that
enables creation of strong encryption keys from a single password as well as serves
as an encryption service. As a result, DPaSE comes with a set of security prop-
erties relating to both passwords and encryption: namely, protection against of-
fline/online attacks on passwords, partial obliviousness, no reuse of (encryption)
keys and finally correct and authenticated encryption.

Our DPaSE construction is run as a protocol between a client and a set of
servers. The high level idea of our DPaSE protocol follows the usual paradigm of
password-based protocols [16], 90], where a strong cryptographic key material is
generated from a password from a special PRF evaluation, namely an Oblivious

10



1. Introduction

PRF (OPRF). An OPRF allows to hide some of the inputs (in our case, the
password), from the parties evaluating the PRF. First, to create an account, a
user provides a username uid and a password pw. A pair of keys is generated
as (upk, usk) <— OPRF(uid, pw, K), where the OPRF key K is split into n shares
among the set of n servers. The key pair is sent to the client as output, whereas the
public key is sent back to the servers and is recorded as (uid, upk). The password
remains hidden from the servers during the OPRF evaluation. To encrypt or
decrypt a file, the user first provides her combination of username and password
(uwid, pw'). The previous OPRF is re-evaluated exactly as before (upk’, usk’) «
OPRF(uid, pw') and password correctness is verified against upk == upk’ at the
server end. With a successful password authentication, the client can proceed with
an encryption or decryption of her files with a follow-up OPRF evaluation. The
second OPRF thereby “reuses” the previously entered uid, pw’ to ensure that the
actual encryption keys are also bound to the user’ identity and correct password.
This prevents users from accidentally encrypting data under a wrong password.
To ensure obliviousness, the object for which the key is derived is hidden in the
evaluation.

As mentioned above, we require a OPRF for our DPaSE construction. Our
OPRF must satisfy the properties of partial obliviousness, distribution and extend-
ability to enable DPaSE security. To this end, we introduce a new oblivious PRF
variant, namely Extendable Distributed Partially-Oblivious PRF (edpOPRE]), which
is of independent interest. Protection against offline/online attacks in DPaSE are
achieved due to the properties of distribution and partially obliviousness in epdO-
PRF. Lastly, the extendability property allows to run two consecutive edpOPRF
evaluations on correlated oblivious inputs. More concretely, when the user pro-
vides the correct password, then correct encryption is guaranteed by running the
two consecutive edpOPRF evaluations with the same correct password as input.

We use the universal composability framework to prove security of edpOPRF
and in turn DPaSE. To this end, we provide UC functionalities for both of these
primitives. Finally, we provide a proof-of-concept implementation of our DPaSE
construction.

11



2. Deterministic Wallets from
Rerandomizable Signatures

Money mechanics in a Blockchain are typically carried out via transactions. Let us
recall the same through a concrete example. Say Alice wants to pay Bob v coins;
this is usually done by transferring v coins from Alice’s address, represented by her
public key pk, to Bob’s address pkg. To this end, Alice creates a transaction tx,g
that roughly says “Transfer v coins from pk, to pky”. To ensure the authenticity of
such a transfer, tx,p is accompanied by a valid signature of H (tx,p). Since only the
owner of the corresponding sk, — here Alice — can produce a valid signature, control
over sk, implies full control over the funds assigned to pk,. This makes secret
keys a highly attractive target for attackers. Unsurprisingly, there are countless
examples of spectacular hacks where the attacker was able to steal millions of
dollars by breaking into a system and extracting the secret key [133]. According
to the research firm Comparitech [38], the amount of cryptocurrencies stolen till
date is more than 33 Billions worth of Dollars.

Hot/Cold setting. One reason for many of these attacks is that the secret key,
controlling large amount of funds is often stored in an online wallet, referred to as
the hot wallet. A hot wallet can be thought of as a software application, running
on the user’s smart phone or computer. On the positive side, the hot wallet
makes it very convenient for the user to send or receive coins. However, due to
the constant connection to the Internet, it is prone to attackers, that can exploit
software vulnerabilities via malware or phishing. It is thus recommended to only
keep a small amount of fund in the hot wallet, while, large amount of funds must
be moved to an offline storage, referred to as the cold wallet. A straight-forward
solution to construct a hot/cold wallet is to generate a key pair — a secret key and
a public key; store the public key in the hot wallet, and the secret key in the cold
wallet. Such a cold wallet may be realized in practice, via an USB device or even
a paper wallet. With this storage separation, when Alice wants to receive coins
from another user, Alice simply needs to publish her address, represented by her
public key. Hence, only the hot wallet of Alice is involved during this process.
Only when Alice wants to pay someone or wants to transfer coins to a different

12



2. Deterministic Wallets from Rerandomizable Signatures

address, the cold wallet needs to come online, for a short period of time to sign
the transaction.

Offline storage of the secret key in a cold wallet, majorly reduces the risks of
online attacks. However, this solution suffers from an immediate drawback. Since
transactions are published on the blockchain as public information, an attacker
could easily trace how much coins in total, were sent to a specific address. Thus,
addresses holding large amount of funds can be an attractive target for attackers.
To mitigate this problem, it is usually recommended to use each secret key only
once for signing a new transaction. This could be addressed by maintaining a set
of [ randomly selected key pairs {(pky,sky), (pks,sksy), .., (pk;,sk;)} in respective
wallets, i.e., store the set of public keys in the hot wallet, the set of secret keys in
the cold wallet and use each secret key only once for signing a new transaction.
Although this solution circumvents the linkability problem of public keys, it sig-
nificantly blows up the key storage in each wallet, which grows linearly in terms
of the number of keys. Looking at this problem a bit more closely, we notice that,
we do not need truly random key pairs. It is sufficient to generate key pairs in
such a way, that they look random on the blockchain. This is possible through a
deterministic key derivation procedure which we explain next.

Deterministic Wallets. The solution to the key storage problem as mentioned
above is so-called Deterministic Wallets. Here, the idea is to derive many de-
terministic (one-time) session keys from a single pair of master keys, so that the
respective wallets need to store only the master keys. More precisely, such a wallet
consists of a master secret key msk together with a matching master public key
mpk and a deterministic key derivation procedure. At setup, the master public key
is given to the hot wallet, whereas the master secret key is kept on the cold wallet.
After setup, the hot and cold wallet can independently generate matching session
keys using their respective key derivation procedures and master keys. In more
details, the hot wallet runs the public key derivation procedure on an identifier 1D
and master public key mpk as inputs to produce session public key pk;,. While,
the cold wallet correspondingly runs the secret key derivation algorithm on master
secret key msk and ID as inputs to output the corresponding session secret key
sk;p.

Informally, a deterministic wallet should offer two main security guarantees.
First, an unforgeability property, which ensures that as long as the cold wallet is
not compromised, signatures to authenticate new transactions can not be forged,
and thus funds are safe. Second, an unlinkability property, which guarantees that
public keys generated from the same master public key mpk are computationally
indistinguishable from freshly generated public keys. Despite the widespread use

13
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of deterministic wallets (e.g., they are used in most hardware wallets such as ledger
or TREZOR, and by common software wallets such as Jaxx), only limited formal
security analysis of these schemes has been provided. In this thesis, we make
progress to close this gap.

Standardized Wallets in Practice: BIP32. The BIP32 specification [143] stan-
dardizes the construction of a hierarchical deterministic wallet, as used by several
cryptocurrencies deployed in the market. Let us look into a simpler variant of
BIP32 (without the hierarchical component) to understand its core features. Since
BIP32 is originally built on ECDSA, we take an ECDSA-based construction of de-
terministic wallets. Let G denote the base point of an ECDSA elliptic curve. The
deterministic ECDSA wallet uses an ECDSA key tuple as its master secret /public
key pair, denoted by (msk = z,mpk = x - G). The master secret key msk is
stored on the cold wallet, while the corresponding master public key mpk is kept
on the hot wallet. In addition, the hot wallet and the cold wallet both keep a
common secret string ch which is called the “chaincode”. To derive a new ses-
sion public key with identifier ID, the hot wallet runs the deterministic public key
derivation algorithm on inputs mpk, ID and chaincode ch. Precisely, it computes
w < H(ch, ID) , pk;p - mpk+w-G. While, the cold wallet runs the deterministic
secret key derivation algorithm on inputs msk, ID and ch, computing the corre-
sponding session secret key as w <— H (ch, ID) sk, < msk + w. As argued, e.g.,
in [115], this construction satisfies both unlinkability and unforgeability as long as
the chaincode and all derived secret keys remain hidden from the adversary.

Unfortunately, hot wallet breaches happen frequently, and hence the assumption
that the chaincode stays secret is rather unrealistic. When ch is revealed, however,
the unlinkability property is trivially broken since the adversary can derive from
mpk and ch the corresponding session public key pk;, for any ID of its choice. Even
worse, a hot wallet security breach may in certain cases break the unforgeability
property of the wallet scheme, through session secret key leakage |115] or a related
key attack. As we will discuss in Section [2.2.1] our model formally captures the
above-mentioned scenarios of an attacker in the hot/cold wallet setting.

The simpler construction of deterministic wallet as described above is extended
to the hierarchical variant to capture the exact BIP32 specification. A hierarchical
deterministic wallet can be thought of as a tree, where every node has a pair
of public/secret keys. The key pair of each node has two roles: firstly they can
sign/verify messages; secondly, they can derive key pairs for child nodes. In such
a hierarchical setting, hot wallet breach of one or more of the wallets may break
the unlinkability property of some wallets but must not break unforgeabilty of
any of the wallets. It is also possible to consider secret key leakage of a wallet

14



2. Deterministic Wallets from Rerandomizable Signatures

in this model through a slightly different key derivation termed as hardened key
derivation in [143]. We summarize our formal security analysis of BIP32 as is in
the hot/cold wallet setting in Section [2.2]

Turning to Post-Quantum Security. Although deterministic wallets such as
BIP32 offer an elegant solution to increase the security of users’ funds, they are
particularly susceptible to attacks by quantum adversaries. More concretely, in a
deterministic wallet, all session keys are related, and in particular efficiently com-
putable from (msk, mpk). Hence, if the adversary manages to learn mpk then he
can recover the corresponding master secret key msk and thereby recover all session
secret keys. Hence, all the money that was ever transferred to the cold wallet is at
stake. This motivates us to make deterministic wallets post-quantum secure. Pre-
cisely, we design post-quantum secure deterministic wallets from (post-quantum
secure) signature schemes with rerandomizable public keys. For the former, we
need to carefully modify our model in the hot/cold setting to consider quantum
attackers. While for the later we need to slightly modify the original definition of
rerandomizable schemes and consequently show constructions from lattice-based
signature schemes. We summarize our results on post-quantum secure wallets
in section

2.1. Preliminaries

Notation. We denote as s ¢~ # the uniform sampling of the variable s from the
set H. If £ is an integer, then [¢] is the set {1,...,¢}. We use uppercase letters .4, B
to denote algorithms. Unless otherwise stated, all our algorithms are probabilistic
and we write y <~ A (z) to denote that A returns output  when run on input z.
We write y <— A (z, p) to denote that A returns output y when run on input = and
randomness p. Note that in this way, A becomes a deterministic algorithm. We
use the notation A (z) to denote the set of all possible outputs of (probabilistic)
algorithm A on input x.

We write AP to denote that A has oracle access to B during its execution. For
ease of notation, we generally assume that boolean variables are initialized to false,
integers are set initially to 0, lists are initialized to (), and undefined entries of lists
are initialized to L. To further simplify our definitions and notation, we assume
that public parameters par have been securely generated and define the scheme
or algebraic structure in context. We denote x as the security parameter. For bit
strings a,b € {0, 1}* if we write “a = (b, -)” we check if the prefix of a is equal to
b; likewise with “a # (b, -)” we check if the prefix of a is different from b.
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Background on Signature schemes. A signature scheme Sig is given by a triple
of algorithms Sig = (Sig.Gen, Sig.Sign, Sig.Verify). Sig.Gen is a randomized key
generation algorithm that takes security parameter par as input and outputs a
pair of keys - a secret key sk and a public key pk. Sig.Sign is a randomized
signing algorithm that takes the secret key sk, a message m as inputs and outputs
a signature o. Finally, the deterministic verification algorithm Sig.Verify takes
message m, signature o and public key pk as inputs and outputs 1 for a valid
signature, and 0 otherwise.

We require correctness: For all (sk, pk) € Sig.Gen (par), and all m € {0,1}*, we
have that

Pr [Sig.Verify (pk,o,m) = 1] = 1.
UﬁSig.Sign(sk,m)

For our security analysis, we adopt the notion of signature schemes with reran-
domizable keys from Fleischhacker et al. [68]. A signature scheme with reran-
domizable keys RSig extends a normal signature scheme with two additional algo-
rithms of key derivation. Precisely, it contains the following algorithms (RSig.Gen,
RSig.RandSK, RSig.RandPK, RSig.Sign, RSig.Verify), where (RSig.Gen, RSig.Sign,
RSig.Verify) works similar to the standard algorithms of (Sig.Gen,
Sig.Sign, Sig.Verify) in a signature scheme. Moreover, we assume that the pub-
lic parameters par define a randomness space y := x(par). The randomized secret
key derivation algorithm RandSK takes a secret key sk and a randomness p € x
as inputs and outputs a secret key sk’. The randomized public key derivation
algorithm takes a public key pk and p as inputs and outputs a corresponding pub-
lic key pk’. We make the convention that for the empty string €, we have that
RSig.RandPK(pk, €) = pk and RSig.RandSK(sk, ¢) = sk. We further require:

1. (Perfect) rerandomizability of keys: For all (sk,pk) € RSig.Gen (par) and
p & X, the distributions of (sk’, pk’) and (sk”, pk”) are identical, where:

(sk’, pk’) < (RSig.RandPK(pk, p), RSig.RandSK(sk, p)),
(sk”, pk”) <~ RSig.Gen (par) .

2. Correctness under rerandomized keys: For all (sk,pk) € RSig.Gen (par), for
all p € x, and for all m € {0, 1}*, the rerandomized keys sk’ < RSig.RandSK(sk,
p) and pk’ < RSig.RandSK(pk, p) satisfy:

Pr [RSig.Verify (pk',0,m) = 1] = 1.
a(iRSig.Sign(sk’,m)
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main uf-cmag;, Oracle Sign (m)

00 (sk,pk) & Sig.Gen (par) 05 o & Sig.Sign (sk,m)
01 (m*,o*) & ASE (pk) 06 Sigs + Sigs U {m}
02 If m* € Sigs: bad « true 07 Return o

03 b’ « Sig.Verify (m*, pk*, o)
04 Return & A —bad

Figure 2.1.: Security game uf-cmagj; with adversary A.

Security of Signature Schemes. We will use the standard security notion of
[UFCMAL We formalize this notion for a signature scheme Sig via the game
uf-cmag;; (cf. Figure . In this game, the challenger begins by sampling
(sk, pk) as (sk, pk) €~ Gen(par). The adversary is then given the public key pk and
can adaptively sign messages of its choice under the corresponding secret key via
an oracle Sign. Its goal is to forge a signature on a fresh message m*, i.e., one that
was not previously queried to the oracle Sign.

For a signature scheme with rerandomizable keys RSig, we also introduce a
new security notion called Unforgeability under Honestly Rerandomizable Keys

(UFCMA-HEK) that is formalized via game uf-cma-hrkgs;g (cf. Figure[2.2)). This
notion constitutes a weaker form of the notion of Unforgeability Under Rerandom-

izable Keys (UFCMA-RK]) proposed in [68]. In the latter notion of UFCMA-RK,
the adversary is able to query the signing oracle not only for signatures corre-
sponding to the public key pk that it obtains in the unforgeability experiment, but
also for signatures that correspond to arbitrary rerandomizations of pk. Similarly,
the winning condition is also relaxed in this notion by allowing the adversary to
return a forgery under an (arbitrarily) rerandomized key (but still on a fresh mes-
sage m*). The main difference between the security notion of UFCMA-RK [6§]
and our new notion of UFCMA-HRK is that the adversary is restricted to honest
rerandomizations of pk, i.e., randomizations where the randomness is chosen by
the challenger uniformly at random from . We model this via an additional oracle
Rand in the security game.

2.2. Our Contributions on BIP32 Wallets

Our first contribution is to formally analyze the security of hierarchical determin-
istic wallets. We took a two-step modular approach that helped us to keep the
model clean and to capture every details of the BIP32 standard. To this end, we
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main uf-cma-hrkgs;ig Oracle RSign (m, p)
00 RList < {e} 0s If p ¢ RList: Return L
o1 (sk,pk) & RSig.Gen (par) 09 sk’ < RSig.RandSK(sk, p)
02 (m*,o*, p*) & ARdRSien (5) 10 o & RSig.Sign (m, sk’)
03 If m* € Sigs: bad < true 11 Sigs <= Sigs U {m}
04 If p* & RList: bad < true 12 Return o
05 pk* « RSig.RandPK(pk, p*)
06 b < RSig.Verify (pk*, o*, m*) Oracle Rand
07 Return b A —bad 13 p & X

14 RList + RList U {p}

15 Return p

Figure 2.2.: Security game uf-cma-hrkgs;; with adversary A.

first focused on the simpler notion of deterministic wallets, without the hierarchi-
cal key derivation. Once we determined the core model and security properties,
we extended our analysis to accommodate the hierarchical setting. Our compre-
hensive analysis lets us present concrete bit security of the BIP32 construction
as used in practice. Although the BIP32 standard uses additive key derivation,
we have considered both multiplicative and additive key derivation in our security
analysis. Surprisingly, we found out that BIP32 with multiplicative key derivation
has higher level of security than the one with additive key derivation. The results
of our security analysis has been disseminated in the following two publications:

[45] P.Das, S. Faust, and J. Loss. “A Formal Treatment of Deterministic Wallets”. In:
Proceedings of the 2019 ACM SIGSAC Conference on Computer and Commumni-
cations Security, CCS 2019, London, UK, November 11-15, 2019. 2019, pp. 651—
668. DOI: 10 . 1145/3319535 . 3354236, URL: https://doi.org/10. 1145/
3319535.3354236.

[43] P. Das, A. Erwig, S. Faust, J. Loss, and S. Riahi. “The Exact Security of BIP32
Wallets”. In: CCS '21: 2021 ACM SIGSAC Conference on Computer and Com-
munication Security, Virtual Event, Republic of Korea, November 15 - 19, 2021.
2021, pp. 1020-1042. DOI1: [10.1145/3460120.3484807. URL: https://doi.org/
10.1145/3460120.3484807.

In the following Sections to[2.2.4] we outline our main contributions. Sec-
tion summarizes the security model of deterministic wallets in the hot/cold
wallet setting, outlining the security properties of wallet unlinkability and wallet
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2. Deterministic Wallets from Rerandomizable Signatures

unforgeability. The main results of our security analysis on ECDSA-based reran-
domizable signatures — main building block of our wallet construction, is captured
in Section [2.2.2] Next, we discuss how our model is extended to accommodate the
hierarchical feature of deterministic wallets in Section [2.2.3] Finally, we provide
concrete level of bit security achieved by the BIP32 wallet construction for additive
as well as multiplicative key derivation in Section [2.2.4]

User Side Pkyp (o,m)
Hot Wallet T 4
(mpk, ID, St) >  PKDer Verify  —» (0/1)
St
Cold Wallet T
(msk, ID, St) —»  SKDer Sign 4+— m
v v
SkID
User Side (pkyp, 0, M)

Figure 2.3.: (1) The cold wallet signs a message m with its session secret key skp
as o < SWal.Sign(sk;p,m). (2) Anyone can later verify the validity
of a signature o on message m as (0/1) <— SWal.Verify(pk;p, o, m).

2.2.1. Security Model for Deterministic Wallets

Our security model for deterministic wallets, captures the security properties that
a hot/cold wallet must satisfy. In particular, we incorporate into our model: hot
wallet security breaches, access to derived public keys and corresponding signatures
that may appear on the blockchain. Let us first define a wallet scheme SWal as the
following tuple of algorithms: (SWal.MGen, SWal.SKDer, SWal.PKDer, SWal.Sign,
SWal.Verify), where SWal.MGen denotes the master key generation algorithm.
Next, the pair of algorithms (SWal.SKDer, SWal.PKDer) are used for deriving ses-
sion secret /public keys respectively. Lastly, (SWal.Sign, SWal.Verify) represent the
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signing and verification algorithms of the underlying signature scheme. As already
discussed previously, the master key generation algorithm SWal.MGen is run dur-
ing setup, resulting in a pair of master keys and an initial state, referred to as
the chaincode ch. The master secret key msk is given to the cold wallet, the mas-
ter public key mpk to the hot wallet, while the chaincode ch is shared between
both wallets. The hot wallet can now run the public key derivation algorithm
SWal.PKDer on inputs mpk, ch and identifier ID to generate session public key
pk;p. While the cold wallet can generate the corresponding session secret key sk,
by running the secret key derivation algorithm SWal.SKDer on inputs mpk, ch and
ID. When the user wants to sign a message m, the cold wallet runs the signing
algorithm SWal.Sign on input m and session secret key sk;, to generate a signa-
ture o. Later, o can be verified w.r.t pk;p once both are publicly available on the
blockchain.

The security of SWal is defined via two game-based security notions that we
call wallet unlinkability and wallet unforgeability. Our notion of unlinkability can
informally be described as a form of forward security — similar in spirit to key
exchange models for analyzing TLS. It guarantees that all money that was sent
to session public keys pk;, < SWal.PKDer (mpk, ch, ID) derived prior to the hot
wallet breach, can not be linked to mpk. Notably, our unlinkability property
even holds against an adversary that sees a polynomial number of session public
keys generated from mpk and corresponding signatures for adversarially chosen
messages. On the other hand, our unforgeability notion considers a natural threat
model where funds on the cold wallet remain secure, even if the hot wallet is fully
compromised. While at first sight it may seem that achieving unforgeability in
such a setting is straightforward, it turns out that in particular for ECDSA-based
wallets, we have to deal with several technical challenges. The main reason for
this is that once the hot wallet is breached, the session public keys are not fresh
anymore (i.e., all session public keys are now related to the master public key mpk).
This hinders a straightforward reduction to the security of the underlying signature
scheme used by the cryptocurrency. Even worse, we argue that for certain naive
instantiations of wallet schemes, wallet unforgeability can be broken without ever
breaking into the cold wallet. This is possible through a so-called Related Key
Attack (RKA). In an RKA, after observing some signature o under public key pk,
the adversary can create a forgery o’ under a public key pk’, where pk and pk’ are
related via some randomness p. However, this RKA can be quite easily prevented
within the construction of the signature scheme, by using public key prefixing, i.e.
always signing a public key prefixed message (pk, m). Although, such an RKA can
be mitigated without extra cost and does not pose a practical threat, as we will
see in later sections, it turns out to be immensely useful in our reductions, while
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proving the unforgeability property.

Forward Wallet Unlinkability and Stateful Deterministic Wallets. In order to
achieve our security definition of forward unlinkability, we consider the natural
notion of stateful deterministic wallets. In contrast to the fixed chaincode as men-
tioned above, in a stateful wallet, the hot and cold wallet share a common secret
state St that is (deterministically) updated for every new session key pair. More
concretely, the master key generation algorithm SWal.MGen outputs (together with
the master key pair (mpk, msk)) an initial state Sty that will be stored on both
the hot and the cold wallet. Then, to derive new session keys, the secret/public
key derivation algorithms SWal.SKDer and SWal.PKDer take as input additionally
the current state St;_; and output the new state St;, while the old state St;_; is
erased from the hot/cold wallet. The update mechanism for deriving the new state
has to guarantee that St; looks random even if future states St; (for j > i) are re-
vealed. Together with a mechanism for deriving new session key pairs, our scheme
achieves the strong aforementioned notion of forward unlinkability. We note that
while state updates (together with secure erasures) are needed to achieve our new
notion of forward unlinkability, our notion of unforgeability can also be achievable
by some of the currently used (stateless) wallet schemes.

Next, we present a generic wallet construction from signature schemes with
rerandomizable keys. As we will show afterwards, such a modular treatment helps
us in proving both of the security properties of (forward) wallet unlinkability and
wallet unforgeability in a clean manner.

Generic Wallet Construction and proving Wallet Security. Here we show how
to generically instantiate our wallet scheme from a signature scheme with reran-
domizable keys RSig := (RSig.Gen, RSig.SKDer, RSig.PKDer, RSig.Sign, RSig.Verify)
as follows (cf. Figure 2.4). Let St be the current state of the hot/cold wal-
let. The public key derivation algorithm SWal.PKDer (mpk, St, ID) first computes
(wip, St") = H(St, ID). Then, it derives the new session public key pk;, by running
the public key derivation algorithm RSig.RandPK via pk;, <— RandPK(mpk,wp),
and erases the old state St. Analogously, the cold wallet can compute sk;;, by
computing wyp as above and calling sk;, < RSig.RandSK(msk,w;p). For signing
a message, the cold wallet runs the RSig.Sign algorithm on input secret key sk,
and public key prefixed message (pk;,, m) to obtain a signature o. Verification of
o can be carried out by running the respective verification algorithm RSig.Verify
on input public key pk;, and message (pk;p, m).

Let us now briefly summarize our results on the security properties of (forward)
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wallet unlinkability and wallet unforgeability for a generic wallet construction as
defined above. We define wallet unlinkability as a game between an adversary
and a challenger, where the adversary gets access to a session public key oracle, a
signing oracle and a state oracle. The adversary is allowed to query the public key
oracle on any ID to retrieve a session public key pk;,. Additionally, it can query
the signing oracle on the retrieved session public key to receive a corresponding
signature. Finally, the state oracle fetches the current wallet state St;. The adver-
sary wins the unlinkability game, if it is able to distinguish a randomly generated
public key from a session public key (not seen by the adversary from a previous
query), before calling the state oracle. We formally show that, if H is modeled as
a random oracle that maps to the randomness space for rerandomizable keys, then
the forward unlinkability property of the wallet construction is achieved from the
property of rerandomizability of keys of the underlying rerandomizable signature
scheme. In other words, the adversary is able to win the wallet unlinkability game
only with a negligible probability, if the underlying signature scheme satisfies the
rerandomizability property of keys. We formally define wallet unlinkability game
in Section 3.1, Appendix [A] and prove the same in Theorem 4.2, Appendix [A]

In the wallet unforgeability game, on the other hand, the adversary has cor-
rupted the hot wallet. Hence, it gets access to the master public key mpk and
the current wallet state St;. Additionally, it gets access to the session public key
oracle and signing oracle as before. To win the unforgeability game, the adversary
has to come up with a forgery on a fresh message, signed under any session key
pk;p. We formally show that, if the underlying rerandomizable signature scheme
satisfies the notion of UFCMA-HRK, then we achieve wallet unforgeability. We
prove the same, by designing a reduction that tries to win the UFCMA-HRK
game, by simulating the wallet unforgeability game to an adversary. In particular,
the signing oracle can be simulated by querying the underlying RSign oracle in
the UFCMA-HRK game (cf. Figure . While simulating the public key oracle,
the randomness w <« H(mpk, St, ID) is derived by programming the hash func-
tion H as a random oracle. H internally calls the underlying Rand oracle in the
UFCMA-HRK game, so that the public keys are always obtained from honestly
derived randomness, as per UFCMA-HRK. Finally, when the adversary returns a
valid forgery in the wallet unforgeability game, the same forgery can be forwarded
to the UFCMA-HRK game. We formally define wallet unforgeability game and
prove the same respectively in Section 3.2 and Theroem 4.2, Appendix [A]
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Algorithm SWal.MGen(par) Algorithm SWal.SKDer(msk, ID, St)
00 St & {0,1}" 00 (wrp, St) < H(St, ID)

01 (mpk, msk) <& RSig.Gen(par) 01 sk ¢~ RSig.RandSK (msk,wsp)
02 Return (St, msk, mpk) 02 Return (sk;p, St)

Algorithm SWal.Sign(m, sk, pk) Algorithm SWal.PKDer(mpk, ID, St)
03 m < (pk,m) 03 (wip, St) < H(St, ID)

04 o & RSig.Sign(sk,m) 04 pkyp < RSig.RandPK(mpk,wp)
05 Return o 05 Return (pkp, St)

Algorithm SWal.Verify(pk, o, m)
06 1M < (pk,m)
07 Return RSig.Verify(pk, o, m)

Figure 2.4.: Construction of generic wallet scheme SWal from a signature scheme
with rerandomizable keys RSig and a hash function H.

2.2.2. Rerandomizable Signature Schemes

Next, to instantiate our generic wallet scheme, we are left with the task of building
signatures with rerandomizable keys from standard (practical) signature schemes
ideally used by cryptocurrencies. Asshown in [68] the Schnorr signature scheme [131]
satisfies these properties. In addition, we show that ECDSA (cf. Figure as
well as BLS signatures [23] can be used to construct signatures with rerandomiz-
able keys. Thus, these schemes are natural candidates for our wallet construction.
Moreover, our main technical results are on the ECDSA-based scheme which we
will describe next.

Rerandomizable Signature Schemes from ECDSA. While many cryptocurren-
cies (Algorand, Internet Computer [5, 84]) are currently considering BLS signa-
tures, till date, legacy cryptocurrencies such as Bitcoin and Ethereum [29, |120]
still rely on the ECDSA signature scheme [91]E] Consequently, it is important to
have a provably secure wallet construction from ECDSA. To this end, we need to
build a rerandomizable signature scheme from ECDSA and plug it into our generic
wallet construction. Surprisingly, due to the rather contrived nature of ECDSA,
proving unforgeability for rerandomizable ECDSA is much more involved than

1Recently Bitcoin rolled an update |125} [126] to support the Schnorr signature scheme as well,
but users can still use ECDSA signatures as before.
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Algorithm Algorithm Algorithm
EC.Gen (par) EC.Sign (sk = z,m) EC.Verify (pk = X, 0, m)
0 x &7, 05 z < H(m) 15 Parse (r,s) < o
01 Xz-G 06 t & 7, 16 If (r,8) € Z,
02 sk 07 (ez,ey) 1t -G 17 Return 0
03 pk <+ X 08 1 + e, mod p 18w+ s ' modp
04 Return (pk, sk) 09 If r =0 mod p 19 z <= H(m)
10 Goto Step 2 20 up < zw mod p
11 st ' (z+rz) modp 21 up< 7w mod p
12 If s=0 mod p 22 (eg,ey) —up - GHug - X
13 Goto Step 2 23 If (ey,ey) = (0,0)
14 Return o := (r, s) 24 Return 0
25 Return r = e, mod p

Figure 2.5.: EC = (EC.Gen, EC.Sign, EC.Verify): ECDSA Signature scheme relative to
elliptic curve E and hash function H: {0, 1}* — Z,,.

that of Schnorr or BLS. Besides, both Schnorr and BLS satisfies the notion of
UFCMA-RK security of rerandomizable signature schemes. While for ECDSA | we
are only able to achieve the weaker notion of UFCMA-HRK security.

In a rerandomizable ECDSA scheme, keys can be rerandomized either additively
as sk’ < sk + p; pk’ < pk + p - G or multiplicatively as sk’ < sk - p; pk’ + pk - p.
We analyze both cases and detail our key findings below.

ECDSA with Multiplicative Rerandomization. Let us first consider the multi-
plicatively rerandomized ECDSA scheme REC = (REC.Gen, REC.SKDer,
REC.PKDer, REC.Sign, REC.Verify), where REC.Gen generates an ECDSA key pair
(sk = x, pk = z-G). REC.SKDer generates a rerandomized secret key as sk’ = sk- p,
while REC.PKDer outputs a rerandomized public key as pk’ = pk-p. REC.Sign and
REC.Verify works similar to the standard signing and verification algorithms of
ECDSA (cf. Figure with the following difference. In case of the REC scheme,
messages are always public key prefixed before sign/verify. We now turn to the
unforgeability proof of REC, highlighting, how we overcome the main hurdles in
formulating our security proof. To prove unforgeability of REC, we want to show
that UFCMA-HRK security of REC reduces to the standard notion of UFCMA
security of the underlying ECDSA scheme EC. The proof consists of a reduction
that tries to come up with a valid forgery in the UFCMA game (corresponding to
EC), by simulating the UFCMA-HRK game (corresponding to REC) to an adver-
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Tl’f[H, G]Ec(mO, my,01,W, Xg, Xl)

00 2o < H (mo)

01 z1 < G(my)

02 If (EC.Verify(or, my, X1) = 0) V (w £ 2V X, # X - w) :
03 Return L

04 (r,81) < 01

05 Sg <= 2+ mod p

06 0o (1, 50)

07 Return oy

Figure 2.6.: Figure shows the Trfgcpsa algorithm for hash functions
H,G: {0,1}* — Z,. It takes a signature o; under public key
X, on message m; and outputs a signature oy, under public key X

on message mg, where w = ggz;; and X; = X, - w.

sary A. The main difficulty in this reduction is that A can query for signatures
under related (i.e., rerandomized) keys, where the relation between the keys may
be known to .A. The signing oracle from the UFCMA game does not help in simu-
lating signatures in a straight-forward manner. This is because, the signing oracle
returns signatures under a particular challenge public key, while the reduction
needs to answer signature queries under many related keys. We solve this problem
by applying technique from an existing related key attack (RKA), present in the
multiplicatively rerandomized ECDSA. Such an RKA lets us construct an efficient
transfer algorithm (cf. Figure that transforms a signature ¢’ = (7, s) on mes-

sage m' relative to a key pk’ into a signature o = (r, f)) on message m that is valid
under the related key pk, such that pk’ = pk-p, where p satisfies p = % (H and G

are the respective hash functions in EC and REC). Given such an efficient transfor-
mation, we proceed with the reduction as follows. First of all, the challenge public
key from the UFCMA game is embedded as the challenge key in the UFCMA-HRK
game. Now, signature queries on related key pk’ from A can be answered, by first
querying the underlying sign oracle from UFCMA to retrieve a signature under pk.
Then, we run the transform algorithm to derive a valid signature under pk’. Note
here that, for p to satisfy the condition p = %, we need to program the random
oracle H in the UFCMA-HRK game as H(m') = p- G(m), where G(m) is obtained
by querying the random oracle in the UFCMA game. Finally, when adversary
returns a forgery in the UFCMA-HRK game, we need to derive a signature under

the challenge key pk by running the transformation algorithm.
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We formally prove UFCMA-HRK security of two variants of multiplicatively
rerandomized ECDSA. The first one is a salted and public key prefixed construc-
tion (cf. Figure 10, App. , where messages are always prepended with the public
key and a salt. It is proven in Appendix [A] Section 5. The second one is simi-
lar to the REC construction we explained above, basically a salt-free construction
with only public key prefixing. The advantage of the salt-free variant is that it is
directly compatible with Bitcoin, without any modification in the signature verifi-
cation procedure. The proof of the later variant can be found in full version [44],
Appendix C.

ECDSA with Additive Rerandomization. The additively rerandomized ECDSA
scheme, denoted as REC' = (REC'.Gen, REC'.SKDer, REC'.PKDer, REC’.Sign,
REC' Verify) differs from the multiplicative variant in the key derivation algorithms.
Precisely, in REC' REC'.PKDer derives a rerandomized public key as pk’ < pk+p-G,
while REC'.SKDer derives the corresponding secret key as sk’ < sk + p. In con-
trast to the multiplicative variant, for additively rerandomized ECDSA, we are
able to show UFCMA-HRK security, as long as each message is signed only once
per key. For our unforgeability proof, we use a technique similar in spirit to the
multiplicative case. However, note that the previous RKA is tailored to the mul-
tiplicative analysis and hence does not help us directly. To solve this issue, we
design an RKA, specific for the additive case that works as follows: given a signa-
ture (r, s) on m relative to pk, (r,s) is also a valid signature relative to the public
key pk’ = pk + p - G on message m/, given that p = (G(m);—H(m/)) (H and G are
the respective hash functions in EC and REC'). To the best of our knowledge, we
are the first to observe this RKA technique present in additive ECDSA. Having a
closer look at the structure of p = w, notice that, it is dependent on r,
which is part of the signature (r,s). This is in contrast to the multiplicative case
and poses additional problems in our reduction. First of all, the random oracle in
the UFCMA-HRK game now needs to be programmed as H(m’) = G(m) — p - r.
This in turn, fixes the signature (r,s) for a message m’ and key pk’. As a result,
every message can be signed only once per key. This allows us to reduce to the
notion of One-Per Message Existential Unforgeability Under Chosen Message At-
tack (UFCMAT). Secondly, since the signature under the related keys pk and pk’
are surprisingly the same, when we already called the sign oracle from UFCMA
game to fetch a signature o to simulate signatures in our reduction, the reduction
cannot return the same signature to the UFCMA game. To solve this, we guess
the position of adversary’s forgery in the UFCMA-HRK game, among all queried
public keys and embed the challenge key from UFCMA game at this position. To
win the UFCMA-HRK game, adversary will return a valid forgery at this posi-
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tion. Hence, it must not have queried the sign oracle at this position. This in
turn means that the reduction never needs to call the UFCMA sign oracle for this
position. Hence, the forgery from UFCMA-HRK can also be returned as a valid
forgery in the UFCMA game. On the downside, the reduction incurs a tightness
loss in terms of total number of public keys due to the guess of the forgery’s po-
sition. To conclude, the additive variant achieves only UFCMA1 with a tightness
loss of total number of public keys, in contrast to the multiplicative variant which
achieves standard UFCMA without any tightness loss. The security proof for the
additively rerandomized ECDSA can be found in Appendix [A] Section 3.

2.2.3. Security Model of Hierarchical Wallets

To complete the analysis of BIP32, we extend our flat model of deterministic
wallets to accommodate the hierarchical key derivation feature. A hierarchical
deterministic wallet can be thought of as a tree, where each node can act simul-
taneously as signing keys as well as master keys to derive new child keys. Such a
hierarchical feature can be useful in a company setting, for instance, where higher
officials would like to delegate signing keys to their subordinate employees. Unfor-
tunately, it cannot be guaranteed that all official entities in a company have secure
key storage. As we have seen before, if the secret key is not securely stored in a
cold wallet, it can get leaked to an adversary. It is important to ensure in the hier-
archical setting that, when a secret key of one of the wallet gets leaked then it must
not reveal any secret information from other wallets. However, as observed in [80],
the current key derivation mechanism does not guarantee this property. If the ad-
versary learns secret key of a wallet as sk;, = msk + p, where p = H(mpk, ch, ID).
Since adversary knows mpk and ch, it can derive msk = sk;p — p which is the
secret key of the parent wallet. This process can be repeated, revealing secret
keys of all nodes along the derivation path from the target node till the root
node. To mitigate this issue, BIP32 considers a second type of key derivation
mechanism, termed as hardened key derivation. In a hardened key derivation, p is
derived as p = H(msk, ch, ID). Then public/secret keys respectively are derived as:
pk;p = mpk + p - G, sk;p = msk + p. Let us now consider a wallet with hardened
keys. If an adversary corrupts such a wallet, getting hold of sk;,, it still can-
not derive msk from sk, since p is dependent on msk itself. It is clearly evident
from the above example that, hardened key derivation offers stronger security than
the usual non-hardened key derivation we saw before. However, it comes with a
cost. Since now msk is involved in the derivation of both secret/public child keys,
hardened key derivation cannot be achieved in the hot/cold wallet setting without
interaction. As the main goal of storing keys in the hot/cold wallet is to derive
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child keys without any interaction between the two wallets, hardened key deriva-
tion is not suitable in this setting. However, both hardened and non-hardened key
derivations can be meaningfully used in the hierarchical setting, based on the trust
level of a node. Let us explain this in a bit more details. For nodes in the hierarchy
which belongs to higher level employees of a company, can be trusted with secure
key storage. So we assume that their key pair is derived via non-hardened key
derivation and they store their keys in hot/cold wallet fashion. Note that, as long
as a (non-hardened) secret key of a node is securely stored in a cold wallet, the
above secret key leakage attack is prevented. Nodes that are related to lower level
employees of a company, hence less trusted, shall be implemented in a hardened
fashion. We further make no assumption on how a hardened key pair is stored. As
a result, we consider in our model that secret key leakage from hardened wallets
is possible.

Similar to the flat setting of deterministic wallets, we are concerned with the
security properties of wallet unlinkability and wallet unforgeability in the hierar-
chical setting. Let us briefly summarize these properties here. The unlinkability
property guarantees that a public key of any uncorrupted node in the hierarchy is
indistinguishable from a randomly generated public key. When a hot wallet of a
non-hardened node is corrupted, the adversary gets hold of the public key of the
corrupted wallet. This further leads to revealing public keys of all non-hardened
nodes within the sub-tree. Unlinkability for the rest of the tree will still hold, since
the public key of any of its node was not derived from the corrupted node. On
the other hand, the wallet unforgeability property gurantees the following. Even
when the hot wallets of all nodes are corrupted as well as secret keys of some of the
hardened nodes are leaked, the adversary should not be able to forge signatures
for any of the uncorrupted nodes (all non-hardened nodes and honest hardened
nodes) in the tree.

In our security proof for wallet unforgeability, we incur a multiplicative tightness
loss in terms of total number of secret keys leaked. The security proof of our
generic hierarchical wallet construction can be found in Appendix [A] Section 5.
Interestingly, we are also able to show that when we reduce wallet unforgeability
to UFCMA-RK for the generic construction of hierarchical wallet, then it must
lose this factor. To prove this lower bound, we adapt the reduction/metareduction
techniques introduced by Coron in his seminal work [39]. [39] considered tightness
of unique signatures (which is very different from our setting), this requires to
adapt his technique to our model. Our impossibility proof of a tighter bound is
presented in the full version [44], Appendix B.
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2.2.4. Concrete Security Parameters

Finally, we compare the bit security level of BIP32 with additively rerandomized
ECDSA (as in the specification [143]) versus BIP32 with multiplicatively reran-
domized ECDSA. We find that original BIP32 gives roughly 94 bits of security
according to our theorems and conservative choices of parameters. While, the
multiplicative variant gives 114 bits of security with a similarly efficient scheme.
Given these insights, we strongly recommend that the Bitcoin community switches
rerandomizations in BIP32 from additive to multiplicative, in particular since these
changes essentially come for free.

2.3. Our Contributions on Post-Quantum
Deterministic Wallets

Our second contribution is to design deterministic wallets that are secure in the
post-quantum setting. In the post-quantum security model, the adversary is con-
sidered to have quantum computational power, whereas the wallet is implemented
in a classical computer. We show how to build post-quantum secure wallets from a
certain class of post-quantum secure signature schemes. We relax the notion of sig-
nature schemes with rerandomizable keys to rerandomizable public keys, and show
that the latter is sufficient to design post-quantum secure wallets. Next, we show
generic instantiations of such signature scheme from Lattice-based Fiat-Shamir sig-
natures. For a concrete instantiation, we consider the NIST second round finalist
qTESLA, and use its rerandomizable variant to instantiate our wallet. Finally, we
show transaction throughput of a blockchain, once integrated with rerandomizable
qTESLA signatures. Our work has resulted in the following publication.

6] N. A. Alkadri, P. Das, A. Erwig, S. Faust, J. Kramer, S. Riahi, and P. Struck.
“Deterministic Wallets in a Quantum World”. In: CCS ’20: 2020 ACM SIGSAC
Conference on Computer and Communications Security, Virtual FEvent, USA,
November 9-13, 2020. 2020, pp. 1017-1031. poI: |10.1145/3372297 . 3423361.
URL: https://doi.org/10.1145/3372297.3423361.

Below we present our main findings of our work on post-quantum wallets. In
Section [2.3.1], we present the security model for deterministic wallets needs in the
post-quantum setting, followed by our analysis of wallet unlinkability and unforge-
ability properties. In Section [2.3.2] we summarize our construction of signature
schemes with rerandomzable public keys, which is the main ingrediant of our wallet
construction.

29


https://doi.org/10.1145/3372297.3423361
https://doi.org/10.1145/3372297.3423361

2. Deterministic Wallets from Rerandomizable Signatures

2.3.1. Security Model of Post-Quantum Wallets

For our post-quantum security analysis, we adapt the security model of determin-
istic wallets in the classical setting and carefully adjust it to the post-quantum
setting. We use similar modularization for our generic wallet construction from
signature schemes with rerandomizable public keys. We consider the same setting
of hot/cold wallet separation of key storage, where master public key resides in
the hot wallet, while the cold wallet contains the corresponding master secret key.
Together with the master public key and a deterministic public key derivation al-
gorithm, the hot wallet can derive session public key pk;, for a specific identifier
ID, independent from the cold wallet. The cold wallet can derive a corresponding
session secret key, ideally without any interaction with the hot wallet, by running
the deterministic secret key derivation algorithm with master secret key as input.
Similar as before, we want to guarantee the properties of wallet unlinkability and
wallet unforgeability. Our security proofs for both of these security properties now
needs to consider a quantum adversary, with an access to a quantum random ora-
cle. We briefly detail below the main hurdles in proving the security properties in
the post-quantum setting.

We want to achieve wallet unlinkability, which roughly states the following. A
session public key, derived from the master public key looks indistinguishable from
a randomly generated public key to an adversary, who has observed a polynomial
number of session public keys and signatures, generated from the wallet, as long
as the hot wallet is uncorrupted. Let us first recall our security proof in the
classical setting. There we proceed as follows. First, the adversary tries to guess
any of the previous states of the wallet. A correct guess leads to breaking the
unlinkability property. Next, we show that the this event is possible with negligible
probability. The classical reduction keeps a list of all previous states to check
whether adversary’s guess hits one of the states in the list. In the post-quantum
setting, we cannot maintain a list, since the adversary can query the random
oracle on several inputs in superposition. To solve this issue, we use an additional
game hop, where the quantum adversary has to distinguish between two random
oracles. We bound the advantage of the adversary in distinguishing two such
random oracles, and this further can be bound by the One-way to Hiding (O2H)
Lemma [9].

In case of wallet unforgeability, we want to ensure that, even when the hot wallet
is corrupted, after observing polynomial number of signatures on related session
public keys, the adversary should not be able to produce a valid forgery on a fresh
message. Here we highlight the main difference from the classical scenario. As
before, our aim is to reduce wallet unforgeability to UFCMA-HRK security of the
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underlying rerandomizabe signature scheme. The reduction needs to program the
random oracle to obtain the randomness to derive session keys. For the reduction to
go through, the random oracle internally calls the Rand oracle from the underlying
UFCMA-HRK game. In the post-quantum setting, the adversary however has
access to a quantum random oracle. In particular, the adversary can query the
quantum random oracle on equal superposition of all (exponentially many) inputs
which would require exponential many queries to Rand, since Rand is run by the
classical challenger. This naive approach renders the reduction inefficient. As
an alternative, we replace the random oracle with an oracle from small range
distribution [146]. As a result, now the reduction would work with only polynomial
number of queries to the Rand oracle.

2.3.2. Post-Quantum Secure Rerandomizable Signature
Schemes

Next, we need to design post-quantum signature schemes to instantiate our wallet
construction. Taking inspiration from the Schnorr-based rerandomizable signa-
tures in the classical random oracle model, we consider lattice-based Schnorr like
signature schemes as a natural candidate for designing our post-quantum variant
of rerandomizable signatures in the quantum random oracle model (QROM). The
key pair (sk, pk) of such Schnorr-based lattice schemes consists of an instance of a
hard lattice problem, where the secret key sk typically follows either the discrete
Gaussian distribution or the uniform distribution over a small set. Our straight
forward technique of constructing a rerandomizable signature scheme however does
not work here. In more details, recall that in classical signature schemes such as
Schnorr, BLS, ECDSA, given (sk, pk) and randomness p, sk is rerandomized addi-
tively by computing sk’ = sk + p. In the lattice setting however, we must ensure
that the output sk’ follows the correct distribution, e.g., the Gaussian or uniform
distribution. If this is not the case, then the randomness p needs to be re-sampled
until sk’ follows the correct distribution. Although, this technique renders sig-
nature schemes with rerandomizable keys, it becomes unsuitable in the hot/cold
wallet setting of wallets, since it requires to syncronize the correctly chosen p
between both wallets. To mitigate this issue, we follow a different approach for
designing rerandomizable signatures.

The main observation that we exploit is that the sum of two Gaussians is also
Gaussian distributed (cf. Lemma 3, Appendix . Based on this observation, our
approach works as follows. Let sk be Gaussian distributed. Given randomness
p, sk is rerandomized additively by adding to sk a freshly Gaussian distributed
secret key sk*. The key sk* is deterministically sampled using the randomness p,

31



2. Deterministic Wallets from Rerandomizable Signatures

i.e., we use p as the randomness required in the Gaussian sampler algorithm. We
obtain a rerandomized secret key that is Gaussian distributed, but with a slightly
larger standard deviation than the one of the original secret key. Consequently,
we can construct a signature scheme with rerandomizable keys, in which the dis-
tribution of rerandomized public keys is computationally indistinguishable from
the distribution of the original public key. However, rerandomized secret keys fol-
low a different distribution than a freshly sampled secret key. We formally define
such relaxed notion (cf. Section 2, App and call it a signature scheme with
rerandomizable public keys. We then show in Section 3, App [C] that this notion
is sufficient for post-quantum secure wallets. This is true because as long as the
cold wallet remains secure, the secret key is never revealed to the adversary. We
present a lattice-based construction of such a scheme in Section 4, App [C] with a
security proof in the QROM. Finally, we show in Section 5, App [C] that our con-
struction can be instantiated with state-of-the-art lattice-based signature schemes
such as ¢qTESLA [8]. Hence, it can use their proposed parameters and enjoy their
performance and efficiency.

2.4. Related Work

Signature schemes. One of the techniques that we use in our works is that
certain signature schemes support the following efficient transformation: given a
signature under some public key pk, one can produce a signature with respect to
a related key pk’. While for certain signature schemes such as Schnorr [131] this
is a well-known trick that has been used in various works |67, 98, [147], we are not
aware of any prior use of such an algorithm for the ECDSA signature scheme. In
addition, as discussed above we make use of the abstraction of signature schemes
with rerandomizable keys that was originally introduced by Fleischhacker et al. [68]
in the context of sanitizable signatures. As for ECDSA, Fersch et. al. [66] proved
for the first time, UFCMA security of ECDSA in an idealized model. While, [65]
showed in the random oracle model that ECDSA satisfies the notion of one-per-
message unforgeability. In our BIP32 analysis, we use additively rerandomized
ECDSA as one of the core building block which we also show to be one-per-
message unforgeable in the random oracle model. In a recent work by Groth et
al. [79] additively rerandomized ECDSA is shown to satisfy standard UFCMA,
however the proof is in the Generic Group Model.

There is a large body of work on threshold signature schemes: [32, |33} [53, |75,
76}, (109, 110] on threshold ECDSA, [74] [101] on threshold Schnorr that can be
applied to strengthen the security of wallets. In a threshold signature scheme,
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(t+1) out of n parties jointly sign a signature. Even when the adversary corrupts
at most ¢ parties and learn their secret key material, it will not be able to forge a
signature. The secret key stored in a cold wallet can be split into multiple devices,
followed by signing through a threshold signature scheme. This allows to satisfy
unforgeability in presence of a stronger adversary, that can corrupt upto t devices.
A simpler notion is that of multisignatures |22, [121], where a group of n parties
jointly sign a signature.

Research on Wallet Systems. Hot/cold wallets are widely used in cryptocurren-
cies and various implementations on standard computing and dedicated hardware
devices are available. Most related to our work is the result of Gutoski and Ste-
bila [81] who discuss a flaw in BIP32 and propose a (provably secure) countermea-
sure against it. Concretely, they study the well known attack against deterministic
wallets [28] that allows to recover the master secret key once a single session key
has leaked from the cold wallet. They then propose a fix for this flaw which al-
lows up to d session keys to leak, and show by a counting argument that under a
one-more discrete-log assumption the master secret key can not be recovered. We
emphasize that their model is rather restricted and does not consider an adver-
sary learning public keys or signatures for keys which have not been compromised.
More importantly, [81] prove only a very weak security guarantee. Namely, instead
of aiming at the standard security notion of unforgeability where the adversary’s
goal is to forge a signature (as considered in our work), [81] consider the much
weaker guarantee where the adversary’s goal is to extract the entire master secret
key. Hence, the security analysis in [81] does not consider adversaries that forge
a signature with respect to some session public key, while in practice this clearly
violates security. Besides [81], various other works explore the security of hot/cold
wallets. Similar to [81], Fan et al. [62] study the security against secret session key
leakage (they call it “privilege escalation attacks”). Unfortunately, their proposed
countermeasure is ad-hoc and no formal model nor security proof is provided. A
work by Luzio et al. [112] designs a novel hierarchical wallet scheme from (deter-
ministic) hierarchical key assignment schemes [12]. In fact, they prove that their
hierarchical wallet construction is resistant against the above-mentioned “privi-
lage escalation attacks”, where secret key leakage from colluding child nodes do
not propagate to the parent node. However, their solution is not compatible with
cryptocurrencies such as Bitcoin since it requires a more sophisticated (signature)
verification algorithm, where a certificate associated with the user needs to be
verified along with the signature.

Another direction is taken by Turuani et al. [13§] who provide an automated
verification of the Bitcoin Electrum wallet in the Dolev Yao model. Since the
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Dolev-Yao model assumes that ciphertexts, signatures etc. are all perfect, their
analysis exclude potential vulnerabilities such as related key attacks, which turn
out to be very relevant in the hot/cold wallet setting. Another line of recent work
focuses on the security analysis of hardware wallets |11} [114]. Both works target
different goals. The work of Marcedone et al. [114] aims at integrating two-factor
authentication into wallet schemes, while Arapinis et al. [11] consider hardware
attacks against hardware wallets and provide a formal modeling of such attacks
in the UC framework. Similar to the latter, Curtoius et al. [40] investigate how
implementation flaws such as bad and correlated randomness may affect security.
Other works that study the implications of weak randomness in wallets are [24,
25]. Chaum et al. [35] proposes a solution to secret key leakage through the use of
a back-up key. When a secret key is leaked, then the back-up key can be utilized
to produce a proof of ownership of the leaked key. This in turn, can benefit in
recovery of lost funds. They show constructions compatible with ECDSA, adding
a W-OTS+ [83] signing key as a back-up key.

Karakostas et al. [92] for the first time provide formal definitions of a proof of
stake wallet, built from the modelling of [11]. They focus on security properties
such as “address malleability”, relevant in the proof of stake setting.

Kondi et al. [102] designs a threshold wallet scheme in an advanced security
model of proactive security. In the proactive setting, originally by [82], time is
divided into epochs. An adversary is able to corrupt more than ¢ devices across
several epochs, rendering a threshold scheme insecure. It is thus recommended to
refresh the secret key shares at the start of every epoch, such that a combination
of t + 1 corruptions across several epochs, does not lead to secret key recovery. In
the wallet setting, |[102] formalizes the notion of refreshing of offline devices, such
that any t + 1 out of n parties run a refresh protocol, while other n —t — 1 parties
can update their shares once they come online. They show how to upgrade a 2
out of n threshold signature scheme to proactive security with offline refresh for
ECDSA, EdDSA and Schnorr. However, they also provide an impossibility result
for the t > 2 out of n threshold case, with a dishonest majority of online parties.

Post-quantum Security. Many prior works have investigated lattice-based Fiat-
Shamir signatures, e.g., [8, |15 |58, [59, [113], and in particular, their security was
analyzed in the QROM, e.g., by [55, 197, 111}, |139]. Various works build blockchains
with security features against quantum adversaries. Most recently, Esgin et al. [60]
have proposed a new ring signature scheme based on lattice assumptions for the
blochchain setting which focus on similar anonymity guarantees to Monero [122].
Blockchain initiatives such as the “Bitcoin Post-Quantum” [19] and QRL [128] re-
place ECDSA with hash-based signature schemes which are post-quantum secure.
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Despite the hash-based schemes being quite efficient, the underlying hash function
does not permit to construct a signature scheme with rerandomizable keys which
plays a key role in our wallet scheme.

2.5. Discussion and Future Work

In this chapter, we focused on the formal treatment of deterministic wallets, which
serves as a core infrastructure in the decentralized setting of blockchains. In this
regard, our contribution is two-fold. As our first contribution, we fill the gap of a
comprehensive security analysis for the BIP32 standard of hierarchical determinis-
tic wallets [143]. To this end, we take a modular approach and build wallets from
signature schemes with rerandomizable keys. Our model captures the security
properties of wallet unlinkability and wallet unforgeability in the setting of hot
wallet /cold wallet. Our provable secure wallet constructions are built from the
rerandomizable schemes of ECDSA, Schnorr and BLS. In particular, we provide
the first provable secure construction of wallets from rerandomizable ECDSA. One
of the key observations of our security analysis is the following: multiplicatively
rerandomized ECDSA achieves higher level of bit security than the additive vari-
ant, considering the underlying ECDSA achieves 128 bit security level for standard
unforgeability. Our results have direct implications for BIP32 security. Precisely,
the original BIP32 specification considers additively rerandomized ECDSA; hence
achieves lower level of security than the multiplicative variant. As per our observa-
tion, a slight modification to the BIP32 specification (i.e., considering multiplica-
tively rerandomized ECDSA) will render better security, but achieving the sa,e
efficiency. Our security analysis left several interesting open questions: Firstly, we
were only able to prove (in the random oracle model) one-per-message unforgeabil-
ity for the additively rerandomized ECDSA, where every message can be signed at
most once. Such notion is sufficient in the blockchain setting where, every transac-
tion (message) is signed only once. However theoretically, it would be nice to lift
the one-per-message restriction and achieve standard UFCMA security. Groth et
al. [79] made progress in this direction, showing standard UFCMA security of addi-
tively rerandomized ECDSA, however the analysis is in the Generic Group model.
Secondly, the one-per-message unforgeability of ECDSA was proven by [65] in the
random oracle model, with a large security loss (in terms of the number of signing
oracle queries). Naturally, there is scope to get a tighter security proof.

As a second contribution, we extend our security analysis of deterministic wallets
in the post-quantum setting. In this setting, the adversary has quantum computa-
tional power, while the scheme is implemented in a classical computer. A quantum
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attacker can render a deterministic wallet scheme built from classical signatures in-
secure, by simply extracting the master secret key from the master public key |132].
As a result, we need to fill the gap of post-quantum secure deterministic wallets.
To this end, we extend our security model to the post-quantum setting. Next, we
built deterministic wallets from (post-quantum secure) lattice-based Fiat-Shamir
signature schemes with rerandomizable public keys. In particular, we show instan-
tiation of such a rerandomizable signature scheme from qTESLA [§], one of the
second round NIST finalists. Finally, we evaluate blockchain transaction through-
put, considering rerandomizable qTESLA signatures.

We have several immediate open questions that we discuss below. First, our
instantiation from qTESLA is an example of rerandomizable lattice-based scheme
based on Guassian distribution. When we tried to instantiate it with a rerandomiz-
able scheme based on uniform distribution (eg. NIST PQ standard Dilithium [59]),
the key size blows up, rendering the scheme impractical. Naturally, we need an
efficient scheme based on uniform distribution. Next, we note that the blockchain
transaction throughput based on qTESLA is roughly 72 times lower than that
based on a classical signature scheme (ECDSA). Hence, there is a lot of room to
improve the efficiency of signature/key size in rerandomizable post-quantum sig-
nature schemes. Lastly, we have only considered post-quantum wallets in the flat
setting with one level of key derivation. The next step would be to analyze the full
hierarchical deterministic wallet in the post-quantum setting. In particular, it is
interesting to see what challenges are posed in the simulation of the (hierarchical)
wallet unforgeability game, in the presence of a quantum random oracle.

In our security model of hierarchical deterministic wallets, we support secret
key leakage of only hardened nodes. Our model considers non-hardened nodes to
be implemented in a hot wallet/cold wallet fashion, where the secret key is stored
offline in the cold storage. Henceforth, we assume in our model that the secret keys
from a cold wallet are not leaked to the adversary. Since the cold wallet comes
online time to time for signing payments, an attacker could still target a cold
wallet during the online phase. If a secret key is leaked from the cold wallet of a
non-hardened node, it can have devastating effects. Precisely, secret key leakage of
a child node leads to revealing secret keys of the parent nodes, in the hierarchical
derivation path, all the way up to the root secret key. One way to strengthen
security of wallets in presence of secret key leakage of non-hardened nodes is to
thresholdize the cold wallet, where the secret key is split among several devices.
In the threshold ¢ + 1 out of n setting, adversary can corrupt upto ¢ devices,
still not being able to forge signatures. We have already mentioned threshold
signature schemes [32, 33 53, |74, 75, |76, |L01} |109} 110] in Section that can
be applied here to thresholdize cold wallets. However, none of the above schemes

36



2. Deterministic Wallets from Rerandomizable Signatures

consider deterministic key derivation that is crucial in deterministic wallets. In
other words, there is a need of a threshold rerandomizable signature scheme to
build threshold wallets. Recently Groth et al. |[7§] presents a thershold ECDSA
scheme with (non-hardened) key derivation of BIP32. However, they restrict to
corruptions, specific to serve the setting of Internet computer [84]. They also do
not consider the hardened key derivation of BIP32.

Another interesting direction is to consider password-based wallets. The sim-
plest solution, close to that of |11] is to have a password authenticated wallet
scheme in the client-server setting. Such a scheme combines ideas from password-
based two-factor authentication and a threshold signature scheme. On a high level,
password-based authentication ensures that, only when the client has provided the
correct password, the protocol proceeds with the signature generation. Addition-
aly, the signature itself is generated via a 2-out-of-2 threshold signature scheme run
between a client and the server. The problem with the scheme presented in |11]
is the following: Firstly, whenever the server is corrupted, it can mount a offline
dictionary attack on the client’s password, get hold of secret key share of the client
and thereby forge signatures. One solution to this issue is to distribute or thresh-
oldize the server instead of a single server. This would require a n-out-of-n or a
t-out-of-n access structure for the signature scheme. Secondly, such a scheme still
do not consider deterministic key derivation feature of wallets. In other words, the
password-based wallet must be able to derive fresh session keys for signing every
new message. It would be interesting to design password-based wallets that solve
either or both of the above issues, simultaneously not compromising on efficiency
of the scheme.
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3. Round Efficient Byzantine
Agreement from VDFs

In the Byzantine agreement (BA) problem, a set of n parties jointly run a dis-
tributed protocol to agree on a common output in the presence of some minority of
t malicious parties. BA is a well-studied and fundamental problem in distributed
computing and has been used as a main ingredient in designing decentralized
blockchain infrastructure [18, 29, |37, [96]. Traditionally, most existing protocols
for BA assume a setting in which the parties’ identities are fixed and known at
the beginning of the protocol. In the fixed identity setting, two types of protocols
are studied: the first type requires setup, e.g., a public key infrastructure (PKI)
or some form of correlated randomness. These protocols typically tolerate the
(optimal) corruption threshold of ¢ < n/2. The second type does not require such
assumptions but can tolerate only ¢ < n/3 corruptions.

More recently, a third type of protocol has emerged [10, 95] that gives up on
the fundamental assumption that parties know each other’s identities at the begin-
ning of the protocol. Moreover, these protocols do not require setup in the classical
sense, yet still achieve the optimal corruption tolerance of ¢ < n/2. Note that if
identities are not fixed then without further measures, every party could pose as
many parties and easily obtain a dishonest majority; this is commonly referred
to as a sybil attack [56]. To avoid such attacks, parties must instead invest some
expensive resources, such as computation or money, to participate in this type of
protocol. A prominent example is the Proof-of-Work model (PoW) initially intro-
duced by Bitcoin, where parties have limited access to a computational resource
which they are forced to continuously expend in order to participate in the pro-
tocol. Known results [10, (72, 95] achieve byzantine agreement in the PoW model
in O(nk?), O(k) and O(n) rounds. Our goal is to improve the round-efficiency of
BA in this resource-constrained model.
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3.1. Our Contributions

To achieve our goal of round efficiency, we refine the PoW model by considering
the effort it takes to evaluate verifiable delay functions (VDFs) [21] [37] as the
main computational resource. VDFs can be seen as a special type of proof-of-
work whose computation cannot be sped up by much. This is in stark contrast to
the typical lottery-type proofs-of-work, whose computation can be sped up almost
arbitrarily, given sufficient parallel computation resources. We explore, for the
first time, the implications of bounding the number of VDF evaluations that an
(adaptive) adversary can compute in parallel: 1) We show an expected constant-
round BA protocol that tolerates ¢t < n/2 corrupted parties and does not rely on
a PKI or known identities; 2) we give the first non-trivial communication lower
bound by showing that any BA protocol in this setting requires at least O(y/n)
send-to-all steps.

In contrast to the work of Wan et. al [140], which allows the adversary to
compute any (polynomial) number of puzzles in parallel, we aim at quantifying the
number of VDFs computed by the adversary in parallel within a certain period of
time. The above assumption is essential for us to obtain our results in the PKI-less
setting as opposed to [140] which relies on a PKI. Our work has been disseminated
in the following article.

[41] P. Das, L. Eckey, S. Faust, J. Loss, and M. Maitra. Round Efficient Byzantine
Agreement from VDFs. Cryptology ePrint Archive, Paper 2022/823. https://
eprint.iacr.org/2022/823. 2022.

Below we discuss our key results in more detailsﬂ

3.1.1. The VDF Model

Our work introduces the VDF model as a refinement of the common PoW model
to replace trusted setups and protect against Sybil attacks in permissionless con-
sensus. Similar to the PoW model, we assume that the adversary only controls
less than 1/2 of a computational resource to invest in producing proofs of compu-
tation. In contrast to the PoW model, however, we require a lower bound on the
time it takes to create such proofs. This differs from the PoW model, where proofs
can be computed almost arbitrarily fast, given sufficient parallel resources. We
believe that the VDF model is a realistic alternative for the PoW model. Indeed,
there exists various different constructions of VDFs |64, |127, [142] that leverage

I'Major parts of this chapter have been taken verbatim from Section 1, Appendix @
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inherently sequential computation, and are used (or envisioned to be used) by
blockchain projects for their consensus protocol (albeit not as an anti Sybil coun-
termeasure as in our work). Examples include Chia, which relies on VDFs for
leader election [37], and ETH 2.0, which plans to leverage VDF's for constructing a
random beacon [29]. To make our model more realistic, we follow Wan et al. [140],
and allow the adversary a small speedup in evaluating the VDF compared to the
honest parties.

Let us describe our model with a concrete example. Suppose that the total
amount computational power (over all protocol participants) over a fixed time
period of length ¢ is 1000 VDF evaluations. Then, we demand that the total
number of proofs produced by the adversary be at most 500 in the same time
span. This is similar to the case of PoW model, where it is assumed that the
majority of computational power belongs to honest parties. As mentioned above,
we additionally give the adversary a small speedup, meaning that it can compute
proofs a little bit faster than the honest parties.

The VDFs Oracle. We now explain our formalization of the VDF model in some
more detail. At the center of our model, we introduce the oracle VDFs, which
parties can query on an input s to obtain one evaluation ¢ of the VDF after ¢ time.
Thus, 0 denotes the difficulty parameter, specifying the number of sequential steps
to be computed for one VDF evaluation. To make the model more realistic, we
allow corrupted parties a sc-speedup (where » > 1), meaning that they can obtain
an output from VDF; after §/s¢ time. An adversary A in our model controls some
g number of parties, where each party has s-speed-up. For some ¢ > 1, let us
discuss how many proofs an adversary is able to compute within time ¢, where
(1—1)-d <t <1i-d. We can express t more concretely ast = (i — 1) -0 + 71 -9,
where r € (0,1). With a corruption budget of ¢ parties, A can invoke the VDF;
oracle ¢ times concurrently (once per party). Since each proof is obtained after
time %, at time (i — 1) -9, each party computes (i — 1) - 3z proofs. In the remaining
r -0 time, each party can compute (at most) Lg/'—i = |r- 5] proofs. Thus, in total
A obtains at most ((i — 1) - s+ |r - 5|) - ¢ proofs at time ¢. Figure [3.1]illustrates
our model with a small example. We refer to this property of the VDF; oracle as
its sequentiality and give a formal definition in Appendix [D], Section 2.

Such oracle abstraction of the VDF computation allows us to give a cleaner
and more modular analysis of our main protocols. In support of our modelling
approach, we conjecture that the VDF; oracle can be instantiated in the standard
model (full version [41], Appendix A, Lemma 20) and we prove that it can be in-
stantiated in the strong algebraic group model for constructions of Wesolowski [142]
and Pietrzak |127] (full version [41], Appendix A, Lemma 23).
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Figure 3.1.: Consider ¢ = 3,6 = 5. We have i -6 = 15,(i — 1) -6 = 10. Say
an adversary A controls ¢ parties {P;},c[q with a speed-up » = 3
compared to an honest party with s = 1. Consider two time steps:
t = 11 and t = 14. In both cases, each P; can compute (i — 1) = 6
proofs in time 10 < i-4. For the remaining time -6 = 1 (for t = 11)
and r-d = 4 (for t = 14), no extra proofs can be computed in the first
case, whereas |z /3J = 2 extra proofs can be computed in the second
case. Thus, A can compute in total 6¢ and 8¢ proofs for ¢t = 11 and
t = 14 respectively.

Adversary Model. The adversary in our protocol is modelled as a (g, t,, »)-
algorithm A as defined above. A can control at most ¢ parties each with a max-
imum speedup of s, such that ¢ < L% T holds. In particular, the number of
adversarial parties can be at most < § (this is the case for » = 1). We consider
an adaptive adversary which can corrupt a party at any point during the proto-
col execution. Once a party has been corrupted, it can arbitrarily deviate from
the protocol execution. Furthermore, it can deliver a message over the multicast
channel only to a subset of honest parties. In this way, it can send different mes-
sages to different subsets of honest parties over the multicast channel. However,
the adversary can not drop the messages of honest parties from the channel or
delay them for longer than A. Our adversary is rushing, which means it can ob-
serve all the messages that the honest parties send in any round of the protocol,
and then choose its own messages for that round adaptively. We notice that we
consider the standard notion of an adaptive, rushing adversary, as opposed to
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the stronger notion of a strongly rushing (or strongly adaptive) adversary (see for
e.g., [cryptoeprint:2021:775, |1, [2]) who can adaptively corrupt parties and then
delete messages that they sent in the same round (prior to corruption).

3.1.2. Byzantine Agreement in the VDF Model

As our main technical contribution, we show how to obtain an expected constant-
round Byzantine agreement protocol without any additional trusted setup in the
VDF+random oracle model. This is of particular significance, given that we can
also instantiate the VDF model without any trusted setup, using Wesolowski’s
construction. Given an upper bound n on the number of parties, our protocol
tolerates ¢ adaptively corrupted parties with se-speed-up, where ¢(|] + 1) < n.
In particular, our protocols tolerate up to 3 corruptions when » = 1. In our
protocols, we consider the multicast model of communication, where each party
sends a message to all other parties via a multicast channel. Below, we present

our necessary sub-protocols which finally leads us to achieve constant round BA.

e Step 1: Establishing a Graded Public key Infratsructure (GPKI). We adopt the
idea of Andrychowicz and Dziembowski [10] and start by setting up a precursor
to a full PKI called graded PKI (GPKI) among the parties. Roughly speaking,
a GPKI differs from a full PKI in that the keys of the parties are additionally
associated with grades. These grades can differ between parties, but not by too
much. As a first step, to reduce the round complexity of their protocol to O(1)
from O(nk?) (where k is a security parameter), we make two modifications: 1)
We set up a much weaker GPKI with only two possible grades, whereas [10] sets
up n possible grades. 2) We borrow a technique from Katz et al. [95]F and rely
on VDF's to make the round complexity of our protocol independent of k. As a
second step, the difficulty parameter ¢ of the VDFs must be adjusted to tolerate
adversarial speedup in the VDFs model.

Here we give a short overview of our graded PKI protocol IlkeyGrade from Section
3, Appendix D} Protocol IlkeyGrade consists of three phases: challenge phase, proof
of computation phase and a key ranking phase. The challenge phase consists of
two rounds, where each party P chooses a fresh challenge value as ¢ <~ {0, 1}'"
(where, len is some well-defined bit length) and multicasts it to other parties.
In the second round of challenge phase, P gathers all first round challenges,
including its own, into a set ¢ = (¢y, ¢, . ..); hashes this set to form a second
round challenge d = H(c) and then multicasts d to all other parties. After

2The construction in [95] uses only a proof of sequential as opposed to a VDF.

42



3. Round Efficient Byzantine Agreement from VDFs

above two rounds of challenge phase, begins the proof of computation phase
that works as follows. First, P collects all second round challenges, into a set
d = (di,ds,...), and hashes it into a final challenge value x = H(d). Here,
X serves as a membership proof of each second round challenge d; received by
P: first by checking if d; € d, then whether H(d) = x. Each of the second
round challenges, in turn serves as a membership proof of first round challenges,
received from first round multicasts. Next, P samples a key pair (sk, pk) and
computes a (sequential) proof of computation ¢, by querying the VDF; oracle
on input x as ¢ = VDFs(x). Lastly, the key ranking phase starts with every P’s
multicast of pk, the evaluated proof of computation ¢, along with two additional
values required for membership proof: the input x on which the proof ¢ is
computed and its preimage d. If another party P; is convinced that ¢ is a valid
proof on x and the set d includes P;’s second round challenge d;, then P; ranks
pk with the highest grade 2. P; further multicasts the tuple received from P,
containing ¢, x, d and P;’s first round challenge set c; to all other parties — let
us call such a party P,. If P, did not grade pk before, then it assigns grade 1
to pk, after verifying the information received from P}, i.e. whether ¢ is a valid
proof on x and whether her own first round challenge ¢, is included in c;, where
d; = H(c;) was included in d.

We show that our protocol Ilkeycrade Satisfies the underlying properties of a
graded PKI. One of the properties is bounded number of identities, which states
that the number of adversarial identities in a GPKI protocol must be at most half
of the total number of identities. In our analysis, we needed to be very careful
such that this property is satisfied. This is because, our adversary, controlling ¢
parties and having a computational speedup factor of s, can compute multiple
proofs in parallel, faster than honest parties. However, we were able to show
that, this property is satisfied, even when we set the duration of the proof of
computation phase to a constant time (independent of the security parameter
or the number of parties). In particular, the time complexity of the proof of
computation phase is dependent on the duration of the rest of the protocol,
which is in turn, a constant number of rounds. As a result, we obtain a constant
round GPKI protocol for the first time. We present our formal protocol and its
security in Section 3, Appendix D]

Step 2: Graded Consenus from GPKI. One of the ingredients needed in our
BA protocol is a graded consensus protocol. Graded consensus is similar to a
BA, with the difference that at the end of the protocol, every party outputs a
value with some grade, where the grades of different parties must satisfy some
consistency properties. We build upon the graded consensus protocol of Micali
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and Vaikuntanathan [119] where we modify their protocol such that it requires
only a GPKI instead of a full PKI.

e Step 3: Leader election protocol from VDFs. It is well known that expected
constant round protocols are inherently randomized, e.g., by electing a random
leader in every protocol iteration. However, electing a random leader efficiently
is challenging without prior setup. We overcome this issue by presenting a
novel leader election protocol that leverages the oracle VDF; to efficiently elect
a random leader that all honest parties agree on with high probability. Our
protocol is inspired by leader elections based on verifiable random functions |1,
2] and implements a leader election lottery with unique tickets. This makes the
tickets hard to bias from the perspective of the adversary.

e Step 4: BA protocol. Finally, we combine all of the above components to adopt
the expected constant round protocol of Katz and Koo [93] to our setting.

We informally state our overall result in the following theorem.

Theorem 1 (Informal). Let n denote an upper bound on the number of parties.
Then, there exists an expected-constant round BA protocol in the VDF model
that is secure against any adversary A that controls at most q parties with -
speed-up, where q - (| ] +1) < n.

We present formal descriptions of our graded consensus, leader election and BA
protocols and their security analysis in Sections 4 and 5, Appendix [D]

3.1.3. A Lower Bound on Communication Complexity for BA

As a third contribution, we give the first lower bound for communication complex-
ity of BA, assuming parties have bounded computational resources. Concretely,
we show that in the VDF model without additional trusted setup, no protocol
can realize BA with overwhelming probability by multicasting fewer than O(y/n)
messages in the presence of adaptive corruptions. In the multicast model of com-
munication, honest parties are restricted to sending messages to all parties at
once, whereas the adversary can send to only a subset of the parties. This models
a setting in which parties communicate via a gossip network [10, 69]. The cost
of running the same protocol from the multicast model in the bilateral channel
model [54] would be O(n??). We remark, however, that the multicast restriction
is crucially used in the lower bound, and thus, a better communication complexity
might be possible in the bilateral channels model. Our lower bound builds on ideas
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of Abraham et al. [1] who show a bound for Byzantine broadcast in the multicast
model without setup.

Our bound has to overcome several technical challenges that arise when parties
have limited computational resources. The adversary in our attack has to carry
out a simulation of the protocol in its head (this is a standard technique used in
lower bounds), which may require to query the VDF oracle. At the same time,
the adversary must also participate in an actual execution of the protocol it is
attacking, which, of course, also results in queries to the oracle. Thus, the key
difficulty in our lower bound is to carefully balance the adversary’s limited budget
of queries to VDF over the two executions of the protocol (real and simulated).

Although our lower bound is relatively weak compared to most existing lower
bounds in this area (which are quadratic, or of the form O(n) in the multicast
model, respectively), we argue that it is still meaningful. Namely, protocols that
require significantly above O(k) multicasts are deemed impractical for large-scale
settings with millions or even billions of users. This means that our bound essen-
tially rules out efficient solutions in the VDF model unless further setup is assumed
among the parties. Second, we point out that our lower bound actually holds in
the relatively weak VDF-model and can likely be carried over to a less restrictive
model (e.g., to the PoW model used by Bitcoin). It also leaves room for a tighter
bound in such more general models. Details on our results can be found in Section
6, Appendix [D]

3.2. Implications of Our Results and Related Work

Our model can be instantiated using Wesolowski’s VDF, which does not require
trusted setup. Thus, our results show, for the first time, how to perform expected-
constant round BA in a permissionless model with a simple honest majority and no
trusted setup (beyond a random oracle). This has many important implications.
For example, one could use our protocol to efficiently agree on a random string
in a permissionless setting. This string could be used as a genesis block or as
a uniform common reference string to perform an MPC protocol. Our results
also significantly improves over the result of Andrychowicz and Dziembowski, who
presented a protocol that achieves essentially the same, but requires O(nx?) rounds
to do so [10]. We also improve over a similar (slightly more efficient) version
of this idea shown by Katz et al. [95]. Another closely related work is that of
Garay et al. |[72] who show how to bootstrap the classical Nakamoto consensus
protocol 71, 120, 124] in the PoW model without trusted setup. However, it
requires O(x) rounds, and therefore also does not constitute an expected constant
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round protocol.

Further Related Work. There is a large body of research on BA and related
problems (sometimes colloquially referred to as “consensus”), and we focus here
on the most closely related works. We have already mentioned the works of |10,
72, 95] who achieve BA in the PoW model without setup and run in O(nx?),
O(k), and O(n) rounds, respectively. It should also be noted that we require
stronger assumptions (namely a VDF and the random oracle model (ROM)) than
the protocols in [10, 72, 73], who require only the ROM that can be queried at
a bounded rate by any party, but (possibly) weaker assumptions than required
in the work of Katz et al. [95], who also require some form of an unpredictable
beacon in their protocol. The more recent work of Aggarwal et al. |3] presents a
setup-free solution in the PoW model that also runs in expected O(1) rounds, but
assumes a static adversary (while we consider the much stronger adversarial model
of adaptive corruptions). Another related work that focuses on the PoW model
is by Garay et al. [73]. They show how to achieve UC-secure BA and multi-party
computation (MPC) protocols in the PoW model. Similar to [10], their BA takes
O(nx?) rounds.

Although the above-mentioned prior works achieve BA without a PKI [10, [72,
95|, their techniques are not what we need to achieve O(1)-round BA. In fact, we
notice that achieving O(1)-round BA protocols requires very particular techniques
that have been studied [1, 2, 63,93, 118}, |119} |129] in the classical setting for many
years and this round reduction is very challenging to achieve.

3.3. Discussion and Future Work

In this work, we are able to achieve (expected) constant round byzantine agree-
ment in the resource-constrained VDF model of computation, without any PKI
assumption. We consider an adaptive adversary, controlling ¢ parties, with a com-
putational speedup of s, such that ¢ - (|»] + 1) < n holds. One of the crucial
assumptions of our VDF model is to bound the number of VDF evaluations an ad-
versary is able to compute in parallel, as opposed to the model of Wan et. al [140],
where the adversary can make any polynomial number of parallel evaluations. Such
a restriction models an adversary, whose total adversarial computational power is
less than half of the total computational power — this is same as honest majority
assumption in the PoW model. One of the crucial steps for achieving (expected)
constant round BA is to setup a graded PKI in constant number of rounds. To
achieve the property of bounded number of identities of our graded PKI, we need
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to rely on the honest majority assumption of computational power. Wan et al.
however assumes a PKI to obtain their results, hence they do not come across a
similar problem. Naturally, an open question would be to achieve our results in
presence of a stronger adversary, that can compute arbitrary (polynomial) number
of VDF evaluations in parallel. Our results are in the synchronous communication
model, where parties are assumed to have synchronized clocks. It would be inter-
esting to lift our results to a more realistic setting of partial synchrony or even
asynchronous mode of communication. Finally, we have only considered sequential
runs of all our protocols. It will also be interesting to investigate concurrent run
of our protocols, for instance in the universal composabality framework.

In this work, we also provide the first lower bound for communication complexity
of BA, in the resource-constrained model of computation. In more details, we show
that in the VDF model, without any trusted setup assumptions, no protocol can
achieve BA with less than O(y/n) multicast communication complexity, in presence
of an adaptive adversary. An immediate open question would be to extend our
bound to the more generic PoW model. It also leaves room for a tighter bound in
such more generic models.
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4. Distributed
Password-Authenticated
Symmetric-key Encryption

Outsourcing storage to cloud providers is not only a common approach in enter-
prise settings, but is also widely appreciated by end users relying on services such
as Dropbox, Google Drive, iCloud or Microsoft OneDrive to manage their personal
data. With data breaches happening on a daily basis, it is essential that personal
data kept in such cloud storage must be protected accordingly. The prevalent ap-
proach is to trust the cloud with properly encrypting the data, where the service
provider controls access to the respective encryption keys via standard user au-
thentication, mostly relying on username-password authentication. Clearly, such
a solution crucially relies on the honesty of the service provider who can otherwise
gain plaintext access to the users’ data.

A different approach is to let the user already encrypt the data before storing
it in the cloud, which is offered e.g., by Tresorit [135] or Mega [117]. Therein a
user client is locally encrypting the data and only uploads ciphertexts to the cloud.
The cryptographic keys are either generated and stored directly by the user client,
or (re)-derived from a human-memorizable password that the user enters into the
local client. The former provides strong security guarantees, but is cumbersome to
use as it relies on users’ being able to manage and securely store cryptographic keys.
The latter provides (roughly) the same convenience and usability as standard cloud
provides as it does not require secure storage on the user side, but is inherently
vulnerable to so-called offline attacks: Since encryption keys are derived from a
low-entropy password, a corrupt service provider or an attacker gaining access to
the ciphertexts, can attempt to decrypt the files by guessing the user’s password.

While recently some service providers have moved away from password and de-
ploy solutions where users are required to store key material (e.g., [84]), password-
based systems remain the only truly device-independent solution at our disposal.
In this work, we investigate how users can password-encrypt their cloud data with-
out storing any key material, and without making their encrypted data prone to
offline password-guessing attacks.
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Known approaches to password-based encryption. One way to avoid the two
aforementioned issues is to use a distributed password-based key management sys-
tem: a user retrieves her encryption key from a set of servers, using only a pass-
word as input. This does not require the user to store any cryptograhpic material,
since the servers take over this role, and the distribution of keys among servers
thwarts of offline attacks on the password. There exist various cryptographic
primitives suitable to implement such password-protected key retrieval, for exam-
ple Password-Authenticated Secret Sharing (PASS/PPSS) [14] and Oblivious Key
Management [89] (discussed in details in Section [4.2)).

All aforementioned schemes allow users to turn a password into an encryption
key. In practice, this means that users either encrypt all their data with the same
key, or they must memorize as many passwords as keys that they want to use.
For optimal usability and security, in a password-based key management scheme,
we want to ask the user to remember only few but strong passwords, and “behind
the scenes” still use different encryption keys for every piece of data she wants
to encrypt. Varying encryption keys is desirable to mitigate the effect of security
breaches of the user’s device, or of irresponsible handling of secret keys on the user
side. We note that there exist other ways to mitigate the effect of such attacks,
for example allowing for efficient updates of the encryption key, which however
provide no protection in case the attacker is already in posession of ciphertexts.
In this work, we prefer one-time usage of encryption keys over updatability, since
then revelance of one key upon compromise does not impact the confidentiality of
more than one encrypted piece of data.

4.1. Our Contributions

From the discussion above, the requirement for a usable yet strongly secure password-
based encryption scheme is clearly evident. To close this gap, we build our
primitive DPaSE : Distributed Password-Authenticated Symmetric-key Encryp-
tion scheme. DPaSE allows users to securely and conveniently encrypt and decrypt
their data with different encryption keys while relying only on a single password
and the assistance of n servers. We provide an efficient realization based on a
new type of Oblivious Pseudorandom Function (OPRF) that supports correlated
evaluations of blind inputs, which we believe to be of independent interest. Our
results have been disseminated in the following publication, which can be found
in Appendix [E]

[48] P. Das, J. Hesse, and A. Lehmann. “DPaSE: Distributed Password-Authenticated
Symmetric-Key Encryption, or How to Get Many Keys from One Password”.
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Figure 4.1.: Classical password-based server-assisted KMS yields one key per pass-
word to encrypt all the different user data. Our solution DPaSE is a
server-assisted encryption scheme that allows to derive different en-
cryption keys from only one password.

In: ASIA CCS ’22: ACM Asia Conference on Computer and Communications
Security, Nagasaki, Japan, 30 May 2022 - 8 June 2022. 2022, pp. 682—696. DOTI:
10.1145 /3488932 . 3517389. URL: https://doi.org/10.1145/3488932.
3517389.

We summarize our main ideas from [48] below{]]

4.1.1. Our Primitive DPaSE and its Properties

DPaSE is not a mere key management system, but has built-in encryption of data
with the retrieved keys already. Encryption and decryption is carried out locally
by the user using the retrieved key. This integrated modeling allows us to demand
the following strong security and functionality from a DPaSE system, covering
guarantees with respect to both passwords and encryption of data.

o Correct Encryption. If a user types an incorrect password upon encryption,
her data is not encrypted and the user instead obtains an error message.
This property is important to avoid that a user accidentally encrypts her
data with unrecoverable secret keys.

I'Major parts of this chapter has been taken verbatim from Section 1, Appendix
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e No Reuse of Keys. Every ciphertext is created with an individual key. Hence,
in case a user loses one of her encryption keys, all but one of her encrypted
files remain confidential.

o Security against Offline Attacks. As long as at least one server is honest,
the encrypted data (or rather the underlying password) cannot be offline
attacked. And even if eventually all servers are corrupted, they cannot
decrypt the data immediately but must still perform an offline attack on
the password — thus when users have chosen strong passwords, their data
remains secure.

o Security against Online Attacks. To detect and prevent online guessing at-
tacks, the servers learn which user is trying to encrypt or decrypt, and
whether her entered password was correct. In particular, we require that
every file access/decryption requires explicit approval of all servers. When
an honest server has recognized suspicious behaviour or was alerted by the
user herself, it can enforce user-specific rate limiting or even fully block a
certain account.

e Obliviousness. Servers do not learn anything about the files (plain- or ci-
phertext) the user wants to access’} It was demonstrated [85, [103] that such
leakage would have devastating effects on the user’s privacy.

o Authenticated Encryption. An adversary cannot plant wrong information
into the outsourced storage. Thus, unless the adversary knows the user’s
password (and is assisted by all servers) it must be infeasible to create valid
ciphertexts.

Security Model in the UC Framework. We formally define these properties
by means of an ideal functionality Fpp.sg using the Universal Composability
(Universally Composable (UC) framework [31], which is known to allow for the
most realistic modeling for how users (mis)handle passwords. In game-based secu-
rity models, users choose their passwords at random from known distributions and
are assumed to behave perfectly, i.e., never make a typo when using a password.
This clearly does not reflect reality, where users share or re-use passwords, and
make mistakes when typing them. The UC framework models that much more
naturally as therein the environment provides the passwords. Thus, a UC security
notion guarantees the desired security properties without making any assumptions

2We do not want to go further and hide the identity of the user in his requests, since otherwise
we would not be able to protect against online guessing attacks.
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regarding the passwords’ distributions or usages. Our modeling also ensures that
any DPaSE protocol is secure when executed concurrently with other systems,
thanks to the strong composability guarantees of the UC framework.

However, these desirable features come at a cost. In order to end up with a
manageable and understandable security definition (i.e., UC functionality), we
need to make compromises and protect against some attacks that might not be of
high relevance to DPaSE in practisd®] For example, we need to prevent servers from
intentionally deriving encryption keys from wrong passwords, which makes our
protocol a bit more costly and restricted to security against semi-honest servers.
There exist many ways of protecting against such attacks, each with different
trade-offs. For example, we could use client-side caching of password-dependent
inputs, leaving it up to the client to use the correct password. Such a solution would
however not suffice for our purpose of achieving a concise UC definition (a malicious
client could simply mess up the caching then, introducing valid encryptions under
wrong passwords to the system). Hence, in this paper, we opt for a stronger
and cleaner definition, at the cost of slightly worse efficiency and slightly weaker
corruption model.

4.1.2. Our DPASE Protocol

We present an efficient protocol that provably realizes our functionality Fppase.
The high-level idea of the protocol is very simple and follows the known paradigm
of password-based protocols to turn the password into cryptographic key material
using an OPRF [16, 90]. More detailed, to create an account, the user derives
a signing key (upk,usk) < OPRF(K, wid, pw) from her username and password,
where the OPRF key K is split among the n servers and the evaluation reveals the
username to the servers to later allow for user-specific rate limiting. The servers
store (uid, upk) upon registration.

To encrypt a file, the user again enters wid, pw’ and starts by re-running the steps
from account creation to recover her signing key pair (upk, usk). She then signs a
fresh nonce with usk and sends it to the servers who verify it against the stored upk,
thereby verifying that pw = pw’. If the password is correct, the user and server
engage in a follow-up OPRF evaluation where an object-specific encryption key is

3A UC functionality needs to “list” all potential attacks that can be mounted against a protocol.
While some attacks might be benign in practise and we might be okay with the threat they
are imposing on us, every such attack still shows in the functionality. It is one of the main
challenges in using the UC framework to find a mid-way between a not overly strong notion
that still allows for efficient instantiations, and one that is not overly cluttered with such
benign attacks.
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derived. The OPRF evaluation thereby “reuses” the previously entered wid, pw’
to ensure that the actual encryption keys are also bound to the user’ identity and
correct password. This prevents users from accidentally encrypting data under a
wrong password. To ensure obliviousness, the object for which the key is derived
is hidden in the evaluation.

Decryption works almost analogously to encryption, verifying the password and
— if correct — recovering the object-specific encryption key via the distributed
OPRF. The generated ciphertexts and decryption procedure also include checks
to guarantee the desired ciphertext integrity.

Extendable Distributed Partially-Oblivious PRF. The core of our DPaSE pro-
tocol is a new type of OPRF that we believe to be of independent interest for
many password-based applications. So far, OPRFs have been designed as single-
evaluation primitived’] that can either be fully or partially-blind. Thus, the user
sends a (partially) blind query, and receives a single output related to that in-
put. What we need for DPaSE though is an OPRF that “remembers” the blindly
provided password from a previous query and re-uses it in a follow-up evaluation:
we need to perform a dedicated password check and also want to ensure that en-
cryption is done with the same password that was verified. We model that as an
extension query, where a second OPRF query re-uses the blinded input from a
previous request. This extension feature is required on top of partial-blindness (as
the wid’s must be a known input to all parties) and the distributed setting. We
formalize the desired properties of such an extendable OPRF in the UC framework
and propose a secure instantiation. We believe that this is a contribution of inde-
pendent interest. Namely, using an OPRF with th extendability property could
generally add secure password verification to protocols that deploy an OPRF to
bootstrap cryptographic material from passwords.

Our OPRF construction is based on the classical double-hash DH scheme, basi-
cally combining all tricks that have been used in this context into a single scheme.
The challenge thereby is that our second OPRF call which blindly carries over the
input from the first call now has three inputs: the non-blind part (z,u = uid), and
two blinded values, namely the blinded (Zyi1 = pw) from the previous evaluation
and the new input (Zpie = 0id). Previous partially-blind OPRF's deal with two
inputs only Zpu and z,q which are mostly combined through a pairing 16} 61,
with the final PRF being of the form Hr(e(H; (Zpriv), Toub) ™, Zpriv)- In our construc-
tion, we will already need both “slots” of the pairing to combine the two blinded

4With the exception of OPRF with batch evaluations under several keys [100, 107]. This is
orthogonal to our problem since we have a single OPRF key.
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inputs, and therefore must find a different place to include the public input. We
take inspiration from [89] and replace the direct use of the server’s secret key K by
K' < F(K, uid) where F is a standard PRF. Thus, overall our new OPRF computes
the output for an extended query as Hr(e(Hy(Zpriv1), H2<$priV2))F(K’Ip”b), Torivl s Tpriv2)-
The first (non-extended) query, just consisting of Zpup and 21 has the same form
and simply sets Zprivo = 1.

This construction allows us to combine three values into a single evaluation,
but this extendability feature comes for a price. First, relying on exponents that
are derived from a standard PRF K’ + F(K, uid) only allows for a distributed,
but not threshold protocol. The distributed version simply considers the additive
combination of all K" as the implicit overall secret key (per ). Second, there are
currently no efficient proofs that allow to check whether the servers have computed
the second evaluation correctly — which again stems from the use of the standard
PRF to derive the OPRF secret key share. As we will require correct computation
of OPRF outputs in our DPaSE protocol, we must assume that the servers in
the OPRF are at most honest-but-curious. We stress that considering honest-
but-curious servers already captures the main threat to passwords: an adversary
stealing the password database (or other offline-attackable information). To our
knowledge, DPaSE is currently the only protocol being secure in the presence of
such attacks.

Lastly, we note that extendability is a property that could as well be ensured on
the application level by, e.g., caching the user’s password on the client machine.
While this would enable using DPaSE with a standard, i.e., single-evaluation OPRF
and make our protocol simpler and more efficient, it allows for a ,,benign“ attack
which prevents a security proof. Namely, an adversary knowing the password of an
honest user could produce encryption keys under bogus passwords. If the honest
user later tries to decrypt such a maliciously crafted ciphertext, decryption would
fail — yet the adversary can decrypt using the bogus password again. While this
attack is rather harmless in practice, to prove the password-caching version secure
one would have to include this imperfection into the security definition, with a
different set of “shadow passwords” for each (!) ciphertext that the adversary
could use (even for honest accounts). With the extendability property, we enforce
password consistency on the protocol level and hence avoid cluttering the security
definition of DPaSE with attacks resulting from inconsistent usage of passwords.

Formalization of our OPRF primitive, instantiation of our OPRF protocol and
its security analysis can be found in Section 3, Appendix [E| while DPaSE func-
tionality, protocol instantiation and corresponding security analysis is provided in
Section 4, Appendix [E]
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4.1.3. Evaluation and Comparison

Scheme . #(Exp.on.entiations + Pairings) per Encryption
client /rate limiter server
PHE [104] 7 exps (in G) 10 exps (in G)
ppase (Our Work) | 10 exps (= 2G; + 2Gy + | 4 exps (= 2Gr+2G056) +2
4GT + 2Gp—256> pairings

Table 4.1.: Comparison of our DPaSE protocol with closest password-based encryp-
tion scheme PHE, where the exponentiations are counted per group G,
G1, Gg, Gyr, the pairing is mapped as G; X Gg: — Gp and Gpos6
represents the prime group in the ECDSA signature scheme secp256r1.

In this section, we consider an instantiation of our DPaSE protocol, where the
OPRF functionality is instantiated with our OPRF protocol, and the signature
scheme SIG is instantiated with ECDSA. We report on the efficiency of our scheme,
by counting the number of exponentiations per group and pairings, being the most
expensive operations of such protocols. We compare our DPaSE protocol with what
we believe to be the closest related password-based encryption scheme, namely
Password Hardened Encryption (PHE) [104] (see also Table [4.3| for the overlap of
properties of both schemes). Considering each exchange of messages between the
client and servers as one round of communication, our DPaSE protocol requires
2 rounds for Account Creation and 3 rounds for Authentication followed by a
Encryption (Decryption) request.

No. of Execution Requests
Protocol : .
Servers | Time (in ms) | per server
user | server | (per second)
2 18 13 76
. 6 19 13 76
Account Creation 3 19 3 5
10 19 13 76
2 32 27 37
. 6 37 27 37
Authenticate + Encrypt g 10 5 57
10 43 27 37

Table 4.2.: Timing measurements of our DPaSE protocol run between one user and
k =1{2,6,8,10} number of servers.
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We carried out a proof-of-concept implementation [57] of our DPaSE protocol
and report preliminary benchmarks on the same. We implement in Java, and use
the MIRACL - AMCL library for the pairing computation and exponentiation
operations. We use the Boneh-Lynn-Shacham pairing with 461 bit curves for the
pairing G; X Gy — Gr in our OPRF protocol, ECDSA with sec256r1, SHA-512 as
the underlying hash function H, AES-256 to construct the standard PRF function
F and H-PRG and the Java’s inbuilt KeyPairGenerator class for user key pair
generation SIG.KGen. The elements in groups G, Gy and G are implemented
using single exponentiation operations with the respective group generators. The
underlying hash functions are implemented by first applying SHA-512 followed by
an exponentiation in the groups G;, G, and Gr respectively.

We measured our implementation on a machine running a Intel Core i7-7500U
series CPU with 4 virtual CPUs, 16 GiB of RAM. We focused on measuring the lo-
cal computation times both on the client and the server sides, and did not consider
delays due to network latency. The details of our timing measurements correspond-
ing to our DPaSE protocol run between one user and a number of servers can be
found in the Table The time taken by each server for processing an account
creation is 13 milliseconds, while that required for processing a user authentication
followed by an encryption request is 27 milliseconds. Consequently, each server is
able to process 76 account creation requests and 37 encryption requests per sec-
ond. Since the computation underlying an encryption or a decryption is almost
the same, we have only detailed the encryption timings. We stress here that the
timing benchmarks can be further improved by exploiting the parallelizability of
the underlying algorithms as well as utilizing the capabilities of multiple cores of
a computer. Since this enhancement was not the focus of our work, in our imple-
mentation, we have relied on standard cryptographic libraries as mentioned above,
which create the bottleneck in our timing measures. Close to our work, Pythia
achieves a throughput of 130 requests ps [ECS+15] (also pointed in [LER+18]). In
theory, efficiency of our DPaSE protocol is lower-bounded by half the throughput
of Pythia, which is 65 enc/dec requests ps. This is because each enc/dec request
in our DPaSE protocol requires 2 OPRF evaluations, and each has the same com-
putational cost as one Pythia evaluation. We note that password verification and
encryption both add only little overhead.
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Key Management Schemes (KMS) Encryption Schemes

Properties\Schemes PASS scheme PASS scheme OKMS DiSE | (Threshold) PHE | DPaSE

188 Memento |30 189] 4] 1104}, |26 this work
Password correctness ensured - - v v
Can derive multiple keys per password - - v
Security against online attacks v v v
Security against offline attacks v v v v
Password remains private v v - v
Access pattern remains private v v
Authenticated encryption v v v v
Who encrypts? (U=User, S=Server) U S S U

Mitigation of compromised encryption keys no reuse & key rotation - key rotation 10 reuse
Secure in concurrent settings ‘ v ‘ v - - - v

Table 4.3.: Properties of server-assisted encryption and encryption key retrieval
(KMS) schemes. Gray cells are not applicable. More precisely, pass-
word properties do not apply to OKMS and DiSE schemes, as they
rely on strong user authentication. Likewise, encryption properties do
not apply to the KMS schemes, since their purpose is to recover an
encryption key from a password.

4.2. Related Work

Password-authenticated secret sharing (PASS/PPSS) allows a user to recover a
strong secret that is shared among n servers when she can enter the correct pass-
word [14} 86} 87, 88]. In contrast to end users, servers can easily maintain strong
cryptographic keys which is leveraged by PASS to thwart offline attacks against
the password (and consequently on the shared secret key) if at least one, or a
certain threshold, of the servers is not compromised. While this concept is shared
between PASS and DPaSE, PASS can only be used to derive one encryption key
per password, while DPaSE is required to encrypt each piece of data under different
keys, yet enabling the user to encrypt all her data under the same password.

Password-hardened encryption (PHE) [104] targets a related setting, where a
user outsources key management, encryption and decryption to a so-called rate
limiter. The user can send encryption/decryption requests through a server, but
needs to provide a correct password. The rate limiter can be implemented in
a threshold version [26] to further enhance PHE’s security. The scheme allows
a mechanism of key rotation, to mitigate against compromises or simply as a
routine process. Key rotation involves the server and the rate limiter updating
their respective keys as well as the ciphertexts accordingly. In PHE the frontend
server is fully trusted, as it learns the user’s password and keys. PHE schemes
are very efficient (no OPRF is required!) and a good option in settings where the
client fully trusts the server, since both password and access pattern on user’s data
are shared with the server. In our work, we do not want to assume such trust and
hence opt for client-side encryption of data to hide access patterns.

Updatable Oblivious Key Management [89] also relies on a OPRF to derive file-
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specific encryption keys with the help of a (single) external server for increased
security. Their work focuses on an enterprise setting for storage systems though,
i.e., it relies on strong authentication between the client (that wants to encrypt
or decrypt) and the server that holds the OPRF key. This is a first difference
to DPaSE: our scheme achieves oblivious key management without strong client-
authentication. Second, their system uses key rotation — similar to PHE and the
general concept of updatable encryption with post-compromise security [99, |108]
— to update encryption keys and the corresponding ciphertexts as a measure to
mitigate the effect of security breaches. The approach of our DPaSE protocol is
orthogonal: we mitigate the risk of data breaches by using a distributed setting
instead of key rotation: the information to recover the encryption keys is split
across n servers, and the file-specific encryption keys are secure as long as one
server remains uncompromised.

The DiSE protocol [4] and its improvements [36} |141] for distributed symmetric
encryption consider strong authentication only. In these protocols, a group of n
parties jointly controls encryption keys under which ciphertexts for the group get
encrypted. The secret key material is split among the group and any member of
the group can request decryption of ciphertexts which is again done jointly by all
member. DiSE implicitly — yet crucially — relies on strong authentication to ensure
that only valid members of the group can make such requests, whereas we want
only a single user to encrypt or decrypt her files from a password. Nevertheless,
the authenticity checks in the encryption/decryption process of our protocol are
build upon the ideas of the DiSE protocol.

Finally, the PESTO protocol [16] for distributed single sign-on (SSO) relies on a
similar idea of first deriving a strong key pair from a distributed OPRF in order to
let a user authenticate to a number of servers. The overall application is different
though, SSO vs. encryption, and consequently also the desired functionality and
security are different. PESTO is in one aspect stronger than DPaSE since it features
proactive security, meaning that a once corrupted server can be sanitized to be
honest again. This strong aspect comes at a cost that is much more critical for
the targeted encryption use case than in SSO: PESTO guarantees no security
whatsoever when all servers are corrupt. In DPaSE, even in case of a full corruption
of all servers, the user’s data still remains confidential unless all servers jointly
mount a successful offline attack on her password. Thus, a dedicated offline attack
for each user (on top of corrupting all servers) would be required, and the encrypted
files of users with reasonably strong passwords can remain secure.

We give a detailed comparison of properties of the schemes that are closely
related to DPaSE in Table (4.3l
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4.3. Discussion and Future Work

In this work, we formalize our interpretation of strong security and privacy by
introducing the notion of Distributed Password-Authenticated Symmetric Encryp-
tion (DPaSE). DPaSE uses ciphertext-specific encryption keys, prevents encryption
under mistyped passwords, hides users’ access pattern, protects against on- and
offline attacks on the user password, and maintains all these guarantees even in a
concurrent setting with arbitrary other protocols.

We answer the question above in the affirmative, by providing a DPaSE protocol
based on a new type of oblivious pseudo-random functions (OPRF). The OPRF
is evaluated twice: first, to let the user turn her password into high-entropy au-
thentication data, and second, to let the user compute a password- and ciphertext-
dependent symmetric key. We give a construction for such an OPRF, which we
believe is of independent interest as a new building block for password-based cryp-
tographic protocols. We provide proof-of-concept implementations for our DPaSE
construction (including our OPRF construction) and compare efficiency to related
protocols in the literature. Our protocol provides only little overhead over existing
solutions for password-based key retrieval /encryption, scales well in the number of
users and servers, and features provable security under standard bilinear discrete-
log based assumptions in the random oracle model.

An interesting future direction is the construction of a threshold version of
DPaSE, where only an arbitrary subset of all servers is required to participate
in each user request. This would improve usability of the protocol, since users
would not have to wait for answers of busy servers. Our user-specific OPRF
keys (osk; = F(k,wid)) hinders us to choose osk; as shares of standard thresh-
old scheme. However constructing F as threshold PRF might give an interesting
solution towards thresholdization. Finally, security in the presence of malicious
servers would be enabled by constructing a maliciously secure extendable dis-
tributed partially-oblivious PRF. Alternatively, for ensuring correct encryption it
seems to be sufficient to have servers use the same keys in both OPRF evaluations.
This flavor of verifiability in our OPRF seems to be achievable with standard tech-
niques. Although key switching between different requests of a specific user would
not significantly weaken but clutter the description of our DPaSE functionality, we
decide to present the more secure and cleaner version here, and leave the slightly
weaker but maliciously secure version as future work.
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5. Conclusion

In this thesis, we considered decentralized systems in three different settings of
blockchain, byzantine agreement and cloud storage. As our contribution, we
put forth provable secure infrastructures in each of the above-mentioned set-
tings. In Chapter 2, we investigated blockchain wallets that constitutes a core
infrastructural element in blockchains. Although wallets are an indispensable key
management scheme for every cryptocurrency user to send/receive payments via
blockchain, there has been a significant lack of formal security analysis of wallets.
In this thesis, we made progress to close this gap, by designing provably secure wal-
lets from rerandomizable signature schemes. Our contribution is two-fold. First,
we analyzed the BIP32 standardization [143] of hierarchical deterministic wallets
and were able to provide concrete level of bit security for such wallets. To this
end, we put forth the first formalization of deterministic wallets in the hot/cold
wallet setting and were able to analyze the exact specification of BIP32 in our se-
curity model. In particular, our analysis revealed interesting implications for the
BIP32 standard as follows. The original BIP32 construction built from additively
rerandomized ECDSA achieves lower bit security than a (slightly) modified ver-
sion, obtained from multiplicatively rerandomized ECDSA. Second, we extended
our security analysis to the post-quantum setting and were able to provide first
constructions of post-quantum secure deterministic wallets from a post-quantum
variant of rerandomizable signatures.

Our work on deterministic wallets left several interesting open questions. Let us
go through some of the most important ones here. In our security analysis of hier-
archical deterministic wallets, we considered protection of secret keys through cold
wallet storage. However, as was observed for (non-hardened) derivation of keys,
secret key leakage from a wallet leads to secret key leakage of all parent wallets.
Thus, it is rather important to consider a stronger security model that tolerates
secret key leakage from (non-hardened) wallets. Threshold signature schemes [32,
33, 53, (74} [75], 76, 101, {109} |110] provides a solution to achieve such a stronger
model of security. Through a threshold signature scheme, it is possible to split
the secret key among several (cold wallet) devices and then subsequently use a
threshold ¢ of these devices for signing/verifying signatures. For designing deter-
ministic wallets, however we require rerandomizable variant of threshold signature
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schemes. It is not clear whether existing schemes are immediately rerandomizable.
It will be even more interesting to explore, whether it is possible to obtain a generic
transformation of threshold signature schemes to its rerandomizable variant.

Our analysis on BIP32 wallets mainly covers legacy cryptocurrencies such as Bit-
coin and Ethereum. However, wallets are equally relevant in other important cryp-
tocurrency settings such as proof of stake blockchains [5, 96| or privacy-preserving
currencies [17,(123]. There has been some prior work that addresses provably secure
design of proof of stake wallets [92]. However, their analysis considers signature
schemes as idealized cryptographic objects, hence lacks any concrete security pa-
rameters for practical wallets. Worth-mentioning is the works on Ring-Confidential
Transactions (Ring-CT) [105, 134, [145] that enables privacy-preserving payment
mechanism in Monero. However, there still remains a gap in the formalization of
wallets in such settings.

Through our analysis of post-quantum secure wallets, we were able to provide
concrete transaction throughput based on rerandomizable qTESLA signatures.
Our throughput is significantly (=~ 70 times) lower than classical ECDSA-based
transactsions. Hence there is a lot of room to improve efficiency of signature/key
size in case of rerandomizable post-quantum signatures.

In Chapter 3, we considered the problem of byzantine agreement (BA), which is
a fundamental problem in distributed computing as well one of the key elements in
the design of decentralized systems. Inspired by the setting of blockchains, we ex-
plore the question of achieving BA in a resource-constrained model of computation
without any PKI assumption. The core idea in this class of BA protocols is to use
a computational resource such as proof of work (PoW) to protect against Sybil at-
tacks. Prior works [10} [72, 95| were able to achieve BA in the resource-constrained
model of PoW, without setup and run in O(nx?), O(k), and O(n) rounds, respec-
tively. The natural question was whether it is possible to achieve BA in constant
rounds. We answered this question affirmatively, by designing for the first time, an
(expected) constant round BA protocol in this setting. At the core of our results,
we replace the PoW model with the sequential computational power of a verifiable
delay function (VDF) or the VDF model. We considered an adaptive adversary
that controls ¢ number of parties and that can compute VDF outputs at a slightly
faster speed than honest parties. Similar to the honest majority assumption in
case of PoW, we bound the number of VDF evaluations an adversary can compute
in parallel, such that over a fixed interval of time ¢, the total number of adversarial
evaluations is less than half of the total VDF evaluations. A natural open ques-
tion would be: whether it is possible to obtain our results of constant round BA in
presence of an adversary, that can compute any (polynomial) number of VDFs in
parallel. Secondly, all of our results are in the synchronous communication model.
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It would be interesting to extend our results to the more realistic model of partial
synchrony or asynchronous mode of communication. We were also able to show
a lower bound on the communication complexity of our BA protocol. Concretely,
we showed that no protocol can obtain BA without a PKI assumption in the VDF
model of computation, in less than O(y/n) number of multicasts. An interesting
open question is to investigate whether our results can be extended to the more
generic PoW model of computation. However, we can not immediately see the so-
lution, since we would need a different simulation strategy in case of PoW. There
is also a lot of room to tighten our existing bound, which is comparitively weaker
than bounds in this area (which are quadratic, or of the form O(n) in the multicast
model, respectively).

In Chapter 3, we consider the problem of secure cloud storage for end-users.
Current solutions are provided by centralized service providers such as OneDrive,
Google Drive, Dropbox and so on. To overcome the dependence on centralized
services, we aimed to design a usable yet secure encryption mechanism suitable
for end-users. To this end, we build our new primitive: Distributed Password-
authenticated Symmetric-key Encryption or DPaSE. DPaSE serves as a key man-
agement scheme as well as an encryption service, that guarantees the follow-
ing: ciphertext-specific encryption keys, prevents encryption under mistyped pass-
words, hides users’ access pattern, protects against on- and offline attacks on the
user password, and maintains all these guarantees even in a concurrent setting
with arbitrary other protocols. As most password-based protocols, DPaSE also
relies on an oblivious PRF (OPRF) as the main building block. To instantiate our
DPaSE protocol, we need two consecutive OPRF evaluations on correlated blind
inputs. To this end, we built a new variant of OPRF, that can be of independent
interest. An interesting open question, is to get a threshold variant of DPaSE,
where only a threshold number of servers need to be available. Because of the
inherent structure of our OPRF keys as F(K, uid), we could not directly use them
as standard shares of a threshold scheme. An alternative approach would be to
replace F(-,-) with a threshold PRF variant, without compromising too much on
efficiency.
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Abstract

In cryptocurrencies such as Bitcoin or Ethereum, users control funds via secret
keys. To transfer funds from one user to another, the owner of the money signs a
new transaction that transfers the funds to the new recipient. This makes secret keys
a highly attractive target for attacks, and has lead to prominent examples where
millions of dollars worth in cryptocurrency have been stolen. To protect against
these attacks, a widely used approach are so-called hot/cold wallets. In a hot/cold
wallet system, the hot wallet is permanently connected to the network, while the cold
wallet stores the secret key and is kept without network connection. In this work,
we propose the first comprehensive security model for hot/cold wallets and develop
wallet schemes that are provable secure within these models. At the technical level
our main contribution is to provide a new provably secure ECDSA-based hot /cold
wallet scheme that can be integrated into legacy cryptocurrencies such as Bitcoin.
Our construction and security analysis uses a modular approach, where we show
how to generically build secure hot/cold wallets from signature schemes that exhibit
a rerandomizing property of the keys.

Keywords: Wallets; cryptocurrencies; foundations

1 Introduction

In decentralized cryptocurrencies such as Bitcoin or Ethereum, the money mechanics (e.g.,
who owns what and how money is transferred) are controlled by a network of miners.
To this end, the miners agree via a consensus protocol about the current balance that
each party has in the system. Changes to these balances are validated by the miners
according to well-specified rules. In most cryptocurrencies, balance updates are executed
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via transactions. A transaction transfers money between addresses, which is the digital
identity of a party and technically is represented by a public key of a digital signature
scheme.! For better illustration, consider the example where Alice wants to send some
of her coins — say 1 BTC — from her address pk, to Bob’s address pky. To this end, she
creates a transaction txyp that informally says: “Transfer 1 BTC from pk, to pkg”. To
ensure that only Alice can send her coins to Bob, we require that tx,g is accompanied by
a valid signature of H (tx,g). Since only the owner of the corresponding sk, — here Alice —
can produce a valid signature, control over sk, implies full control over the funds assigned
to pk,. This makes secret keys a highly attractive target for attacks. Unsurprisingly, there
are countless examples of spectacular hacks where the attacker was able to steal millions of
dollars by breaking into a system and extracting the secret key [Skel8, Blo18]. According
to the cryptocurrency research firm CipherTrace, in 2018 alone, attackers managed to
steal more than USD 1 billion worth in cryptocurrency [Bit18].

One reason for many of these attacks is that large amounts of funds are often controlled
by so-called hot wallets. A hot wallet is a piece of software that runs on a computer or
a smart phone and has a direct connection to the Internet. This make hot wallets very
convenient to use since they can move funds around easily. On the downside, however,
their permanent Internet connection often makes them an easy target for attackers, e.g.,
by exploiting software vulnerabilities via malware or phishing. Thus, it is generally
recommended to store only a small amount of cryptocurrency on a hot wallet, while larger
amounts of money should be transferred to a cold wallet. A cold wallet stays disconnected
from the network most of the time and may in practice be realized by a dedicated hardware
device [Wik18b], or by a paper wallet where the secret key is printed on paper and stored
in a secure place.

A simple way to construct a hot/cold wallet is to generate a key pair (pkeg g, Skcold) and
store the secret key skeoiq on the cold wallet, while the corresponding public key pk.,q is
kept on the hot wallet (or published over the Internet). A user can then directly transfer
money to the cold wallet by publishing a transaction on the blockchain that sends money
to pk.y- As long as the owner of the cold wallet does not want to spend its funds, the
cold wallet never needs to come online. This naive approach has one important drawback.
Since all transactions targeting the cold wallet send money to the same public key pk.,q4,
the cold wallet may accumulate, over time, a large amount of money. Moreover, all
transactions are publicly recorded on the blockchain, and thus pk.,4 becomes an attractive
target for an attack the next time the wallet goes online (which will happen at the latest
when the owner of the wallet wants to spend its coins).

To mitigate this attack, it is common practice in the cryptocurrency community to use
each key pair only for a single transaction. Hence, we may generate a “large number” of
fresh key pairs (sk1, pk,), ..., (ske, pk,;). Then, the £ public keys are sent to the hot wallet,
while the corresponding ¢ secret keys sk; are kept on the cold wallet. While this approach
keeps individual transactions unlinkable, it only works for an a-priori fixed number of
transactions, and requires storage on the hot/cold wallet that grows linearly with .

Fortunately, in popular cryptocurrencies such as Bitcoin, these two shortcomings can
be solved by exploiting the algebraic structure of the underlying signature scheme (e.g.,
the ECDSA signature scheme in Bitcoin). In the cryptocurrency literature, this approach

ITo be more precise, in Bitcoin funds are assigned to the hash of a public key, and not to the public
key itself.



is often called deterministic wallets [But13] and is standardized in the BIP32 improvement
proposal [Wik18a].?2 At a high level, a deterministic wallet consists of a master secret key
msk together with a matching master public key mpk and a deterministic key derivation
procedure. At setup, the master public key is given to the hot wallet, whereas the master
secret key is kept on the cold wallet. After setup, the hot and cold wallet can independently
generate matching session keys using the key derivation procedure and their respective
master keys. Using this approach, we only need to store a single (master) key on the
hot/cold wallet in order to generate an arbitrary number of (one-time) session keys.

Informally, a deterministic wallet should offer two main security guarantees. First, an
unforgeability property, which ensures that as long as the cold wallet is not compromised,
signatures to authenticate new transactions can not be forged, and thus funds are safe.
Second, an unlinkability property, which guarantees that public keys generated from the
same master public key mpk are computationally indistinguishable from freshly generated
public keys. Despite the widespread use of deterministic wallets (e.g., they are used in
most hardware wallets such as ledger or TREZOR, and by common software wallets such
as Jaxx), only limited formal security analysis of these schemes has been provided (we
will discuss the related work in Section 1.3). The main contribution of our work is to close
this gap.

1.1 Deterministic hot/cold wallets

Before we outline our contribution, we recall (a slightly simplified version of) the BIP32
wallet construction as used by popular cryptocurrencies. We emphasize that for ease
of presentation, we abstract from some of the technical details of the BIP32 scheme.
In particular, we focus in this work on the (conceptually cleaner) deterministic wallets
ignoring the “hierarchical” component of BIP32 (see [Med18] for a full specification). We
leave it as an important open problem to also develop a formal model for hierarchical
wallets (see Section 7 for a more detailed discussion). In the following description we
focus on ECDSA-based wallets as ECDSA is the underlying signature scheme used by
most popular cryptocurrencies.

Let G denote the base point of an ECDSA elliptic curve. The deterministic ECDSA
wallet uses an ECDSA key tuple as its master secret/public key pair, denoted by (msk =
x,mpk = x - G). The master secret key msk is stored on the cold wallet, while the
corresponding master public key mpk is kept on the corresponding hot wallet. In addition,
the hot wallet and the cold wallet both keep a common secret string ch which is called the
“chaincode”. To derive a new session public key with identifier /D, the hot wallet computes
w < H{(ch, ID), pk;p <+ mpk + w - G and the cold wallet computes the corresponding
session secret key as w < H(ch, ID) , skip < msk + w. As argued, e.g., in [MB18], this
construction satisfies both unlinkability and unforgeability as long as the chaincode and
all derived secret keys remain hidden from the adversary.

Unfortunately, hot wallet breaches happen frequently, and hence the assumption
that the chaincode stays secret is rather unrealistic. When ch is revealed, however, the
unlinkability property is trivially broken since the adversary can derive from mpk and
ch the corresponding session public key pk;, for any ID of its choice. Even worse, as we

2BIP32 stands for Bitcoin improvement proposal. The same approach is also used for other cryptocur-
rencies such as Ethereum or Dash.



discuss in Section 4.1.2 (and as already suggested in [MB18]), a hot wallet security breach
may in certain cases even break the unforgeability property of the wallet scheme.

1.2 Our contributions

At the conceptual level, our main contribution is to introduce a formal comprehensive
security model to analyze hot/cold wallets. On the other hand, at the technical level,
we design a new ECDSA-based wallet scheme and prove its security within our model.
The latter is achieved using a modular approach, which shows that signature schemes
exhibiting certain rerandomizability properties for the key suffice to securely instantiate
wallets in our model. Further details are provided below.

SECURITY MODEL FOR WALLETS. As our first contribution we provide a formal security
model that precisely captures the security properties that a hot/cold wallet should satisfy.
In particular, we incorporate into our model hot wallet security breaches, access to derived
public keys and corresponding signatures that may appear on the blockchain. More con-
cretely, let SWal = (SWal.MGen, SWal.SKDer, SWal.PKDer, SWal.Sign, SWal.Verify) be a
wallet scheme, where SWal.MGen denotes the master key generation algorithm, (SWal.SKDer,
SWal.PKDer) are used for deriving session keys and (SWal.Sign, SWal.Verify) represent the
signing and verification algorithms of the underlying signature scheme. The security of
SWal is defined via two game-based security notions that we call wallet unlinkability and
wallet unforgeability.

Our notion of unlinkability can informally be described as a form of forward security —
similar in spirit to key exchange models for analyzing TLS. It guarantees that all money
that was sent to session public keys pk,,, < SWal.PKDer (mpk, ch, ID) derived prior to
the hot wallet breach, can not be linked to mpk. Notably, our unlinkability property
even holds against an adversary that sees a polynomial number of session public keys
generated from mpk and signatures for adversarially chosen messages. On the other hand,
our unforgeability notion considers a natural threat model where funds on the cold wallet
remain secure even if the hot wallet is fully compromised. While at first sight it may
seem that achieving unforgeability in such a setting is straightforward, it turns out that
in particular for ECDSA-based wallets, we have to deal with several technical challenges.
The main reason for this is that once the hot wallet is breached, the session public keys
are not fresh anymore (i.e., all session public keys are now related to the master public
key mpk). This hinders a straightforward reduction to the security of the underlying
signature scheme used by the cryptocurrency. Even worse, we argue that for certain naive
instantiations of wallet schemes, wallet unforgeability can be broken and an adversary
may steal money from the cold wallet without ever breaking into it.

STATEFUL DETERMINISTIC WALLETS. In order to achieve our security definition of forward
unlinkability, we consider the natural notion of stateful deterministic wallets. In a stateful
wallet, the hot and cold wallet share a common secret state St that is (deterministically)
updated for every new session key pair. More concretely, the master key generation
algorithm SWal.MGen outputs (together with the master key pair (mpk, msk)) an initial
state Sty that will be stored on both the hot and the cold wallet. Then, to derive new
session keys, the secret/public key derivation algorithms SWal.SKDer and SWal.PKDer
take as input additionally the current state St;_; and output the new state St;, while the



old state St;_; is erased from the hot/cold wallet. The update mechanism for deriving
the new state has to guarantee that St; looks random even if future states St; (for j > i)
are revealed. Together with a mechanism for deriving new session key pairs, our scheme
achieves the strong aforementioned notion of forward unlinkability. We note that while
state updates (together with secure erasures) are needed to achieve our new notion of
forward unlinkability, our notion of unforgeability might also be achievable by some of
the currently used (stateless) wallet schemes.

MODULAR APPROACH FOR PROVABLY SECURE WALLETS. To securely instantiate our
stateful deterministic wallets, we provide a modular approach that uses digital signature
schemes with rerandomizable keys. This notion — originally due to Fleischhacker et
al. [FKM™*16] — extends standard digital signature schemes with two additional algorithms:
RandSK and RandPK. These algorithms take as input a secret key sk, respectively public
key pk, and some randomness p and output fresh keys sk’, respectively pk’. Besides the
standard unforgeability property, signatures with rerandomizable keys guarantee that the
key pair (sk', pk’) is fresh and independent of the original keys (sk, pk) from which they
were generated.

Given a secure signature scheme with rerandomizable keys, we show how to generically
instantiate our wallet scheme as follows. Let St be the current state of the hot/cold
wallet. The public key derivation algorithm SWal.PKDer (mpk, St, ID) first computes
(wrp, St') = H(St, ID). Then, it derives the new session public key pk,, by running the
public key rerandomizing algorithm RandPK via pk,, - RandPK(mpk,w;p), and erases
the old state St. Analogously, the cold wallet can compute sk;p by computing wyp as
above and calling sk;p < RandSK(msk,w;p). If H is modeled as a random oracle that
maps to the randomness space for rerandomizing keys, then the rerandomizability property
mentioned above satisfies that our wallet construction achieves forward unlinkability. On
the other hand, wallet unforgeability follows from the unforgeability of the underlying
signature scheme. For the latter to go through, we rely on the special RSign oracle
that is provided in the unforgebaility game of signatures with rerandomizable keys (see
below). Besides its strong security guarantees, our generic wallet construction preserves
the storage efficiency of the BIP32 standard and only requires one hash computation more
per hot/cold wallet for every derived session key pair.

Of course, before we can use our wallet scheme in practice, we need to build signatures
with rerandomizable keys from standard (practical) signature schemes ideally used by
cryptocurrencies. As shown in [FKM™16] the Schnorr signature scheme [Sch89] satisfies
these properties. In addition, we show that also BLS signatures [BLS04] can be used to
construct signatures with rerandomizable keys. Thus, these schemes are natural candidates
for our wallet construction.

PrROVABLY SECURE ECDSA-BASED WALLETS. While many cryptocurrencies plan to
use Schnorr and BLS signatures in the future, to date almost all legacy cryptocurrencies
(e.g., Bitcoin or Ethereum) rely on the ECDSA signature scheme. The main technical
contribution of our work is thus to propose the first provably secure construction of stateful
deterministic wallets that work together with ECDSA-based cryptocurrencies such as
Bitcoin. To achieve this, we make several subtle changes to the current way hot/cold
wallets are built in BIP32 for Bitcoin. An important goal of our construction is that all
these changes come with minimal overheads to guarantee efficiency and are compatible



with Bitcoin and other state-of-the-art cryptocurrencies. The latter ensures that our
wallet scheme can be readily deployed as a more secure alternative for existing hot/cold
wallet systems. At the technical level, the main challenge of our work lies in proving that
the ECDSA signatures can be used to construct a signature scheme with rerandomizable
keys. Due to the rather “contrived” nature of ECDSA signatures our analysis is, however,
more involved than for Schnorr and BLS signatures, and also requires us to slightly
weaken the original notion of unforgeability under rerandomized keys due Fleischhacker
et al. [FKM™16]. We call this notion unforgeability under honestly rerandomized keys
(uf-cma-hrk).

Formally, we prove uf-cma-hrk of a “salted version” of the ECDSA signature scheme
assuming that the standard ECDSA signature scheme is existentially unforgeable under
chosen message attacks (uf-cma). The main challenge for this reduction is that in the
uf-cma-hrk game, the adversary may see signatures under related (i.e., rerandomized)
keys, where the relation between these keys may be known to the adversary. This
significantly complicates the reduction. More precisely, in the reduction we need to embed
the target public key pk* of the uf-cma game for the ECDSA signature scheme into the
simulation of the adversary in the uf-cma-hrk game. Once pk* has been embedded, the
reduction may have to answer signing queries for any of the rerandomized keys that the
adversary can ask via the oracle RSign. Unfortunately, for this simulation we neither
know the corresponding secret keys nor can the reduction answer these queries by using
the underlying ECDSA signing oracle from the uf-cma game.

To overcome this challenge, we develop an efficient method that transfers ECDSA
signatures wrt. pk™ to signatures wrt. a related public key, and show how to apply it for
proving the uf-cma-hrk security. The later is the main technical contribution of our
work.

PRACTICAL CONSIDERATIONS. As a final contribution, we explore the practical implica-
tions of our work. First, we argue that a careless implementation of hot/cold wallets using
as underlying signature scheme, e.g., Schnorr or BLS, may result into a severe security
vulnerability if the hot wallet is compromised. This may seem a bit surprising as the hot
wallet does not contain any secret key material. At a high level, the vulnerability exploits
a “related key attack” in these signature schemes, where an adversary that knows the
“relation” between two related public keys pk;, and pk;; can transform a signature o;p
scheme under pk;, to a signature o;p under pk;,. This may have severe consequences
because once an adversary sees a signature ojp that transfers funds assigned to pkp, it
can also transfer the funds held by pk;p .

As a second practical contribution, we describe how our ECDSA-based wallet scheme
can be integrated into Bitcoin. One difficulty is that for the proof to go through, we need
that signatures produced by the cold wallet are salted with fresh randomness and prefixed
by the pulic key (or the hash of it). Fortunately, Bitcoin supports a simple scripting
language such that these changes can be integrated at very low additional costs.

1.3 Related work

RESEARCH ON WALLET SYSTEMS. Hot/cold wallets are widely used in cryptocurrencies
and various implementations on standard computing and dedicated hardware devices are



available. Most related to our work is the result of Gutoski and Stebila [GS15] who discuss
a flaw in BIP32 and propose a (provably secure) countermeasure against it. Concretely,
they study the well known attack against deterministic wallets [But13] that allows to
recover the master secret key once a single session key has leaked from the cold wallet.
They then propose a fix for this flaw which allows up to d session keys to leak, and show
by a counting argument that under a one-more discrete-log assumption the master secret
key can not be recovered. We emphasize that their model is rather restricted and does
not consider an adversary learning public keys or signatures for keys which have not
been compromised. More importantly, [GS15] prove only a very weak security guarantee.
Namely, instead of aiming at the standard security notion of unforgeability where the
adversary’s goal is to forge a signature (as considered in our work), [GS15] consider the
much weaker guarantee where the adversary’s goal is to extract the entire master secret
key. Hence, the security analysis in [GS15] does not consider adversaries that forge a
signature with respect to some session public key, while in practice this clearly violates
security.

Besides [GS15], various other works explore the security of hot/cold wallets. Similar
to [GS15], Fan et al. [FTST18] study the security against secret session key leakage (they
call it “privilege escalation attacks”). Unfortunately, their proposed countermeasure is
ad-hoc and no formal model nor security proof is provided. Another direction is taken by
Turuani et al. [TVR16] who provide an automated verification of the Bitcoin Electrum
wallet in the Dolev Yao model. Since the Dolev-Yao model assumes that ciphertexts,
signatures etc. are all perfect, their analysis exclude potential vulnerabilities such as
related key attacks, which turn out to be very relevant in the hot/cold wallet setting.

Another line of recent work focuses on the security analysis of hardware wallets [MPas19,
AGKK19]. Both works target different goals. The work of Marcedone et al. [MPas19]
aims at integrating two-factor authentication into wallet schemes, while Arapinis et
al. [AGKK19] consider hardware attacks against hardware wallets and provide a formal
modeling of such attacks in the UC framework. Similar to the latter, Curtoius et
al. [CEV14] investigate how implementation flaws such as bad and correlated randomness
may affect security. Other works that study the implications of weak randomness in
wallets are [BR18, BH19].

Orthogonal to our work is a large body of work on threshold ECDSA [GGN16, LNI18,
DKLS18] and multisignatures [BDN18] to construct more secure wallets. Both approaches
aim at distributing trust by requiring that multiple key holders authenticate transactions.
These techniques can be combined with our hot/cold wallet to mitigate attacks against
the cold wallet.

OTHER RELATED WORK. One of the techniques that we use in this work is that certain
signature schemes support the following efficient transformation: given a signature under
some public key pk, one can produce a signature with respect to a related key pk’. While
for certain signature schemes such as Schnorr [Sch89] this is a well-known trick that
has been used in various works [FF13, KMP16, ZCC™15], we are not aware of any prior
use of such an algorithm for the ECDSA signature scheme. In addition, as discussed
above we make use of the abstraction of signature schemes with rerandomizable keys that
was originally introduced by Fleischhacker et al. [FKM™16] in the context of sanitizable
signatures.



2 Preliminaries

NOTATION. We denote as s <~ H the uniform sampling of the variable s from the set H.
If ¢ is an integer, then [¢] is the set {1,...,¢}. We use uppercase letters A, B to denote
algorithms. Unless otherwise stated, all our algorithms are probabilistic and we write
y < A(x) to denote that A returns output y when run on input x. We write y < A (z, p)
to denote that A returns output y when run on input x and randomness p. Note that in
this way, A becomes a deterministic algorithm. We use the notation A (z) to denote the
set of all possible outputs of (probabilistic) algorithm A on input z.

We write AB to denote that A has oracle access to B during its execution. For ease of
notation, we generally assume that boolean variables are initialized to false, integers are
set initially to 0, lists are initialized to (), and undefined entries of lists are initialized to L.
To further simplify our definitions and notation, we assume that public parameters par
have been securely generated and define the scheme or algebraic structure in context. We
denote throughout the paper k as the security parameter. For bit strings a,b € {0,1}* if
we write “a = (b, -)” we check if the prefix of a is equal to b; likewise with “a # (b,-)” we
check if the prefix of a is different from b.

SECURITY GAMES. We use standard code-based security games [BR04]. A game G is an
interactive probability experiment between an adversary A and an (implicit) challenger
which provides answers to oracle queries posed by A. G has one main procedure and
can have any number of additional oracle procedures that describe how oracle queries
are answered. We distinguish such oracle procedures from algorithmic ones by using a
distinct font Oracle. The output of G when interacting with adversary A is denoted as
G*”. Finally, the randomness in any probability term of the form Pr[GA = 1] is assumed
to be over all the random coins in game G.

RANDOM ORACLE MODEL. We model hash functions as random oracles [BR93]. The
code of hash function H is defined as follows. On input x from the domain of the hash
function, H checks whether H () has been previously defined. If so, it returns H (x). Else,
it sets H (z) to a uniformly random element from the range of H and then returns H ().

ELvripTic CURVE CRYPTOGRAPHY. We denote an elliptic curve group as E = E (par)
with order p. The base point of the group E is denoted as G := (zp,y,). Any point
S := (zs,ys) in the group E can be written as S = aG, where aZ, and we use additive
notation.

2.1 Signature Schemes

In this section, we introduce the syntax and relevant security notions for signature schemes.

Definition 2.1 (Signature Scheme). A signature scheme Sig is a triple of algorithms Sig =
(Sig.Gen, Sig.Sign, Sig.Verify). The randomized key generation algorithm Sig.Gen takes as
input public parameters par and returns a pair (sk, pk), of secret and public keys. The
randomized signing algorithm Sig.Sign takes as input a secret key sk and a message m
and returns a signature o. The deterministic verification algorithm Sig.Verify takes as
input a public key pk, a signature o, and a message m. It returns 1 (accept) or 0 (reject).



We require correctness: For all (sk, pk) € Sig.Gen (par), and all m € {0,1}*, we have that

Pr [Sig.Verify (pk,o,m) = 1] = 1.
J&Sig.Sign(shm)

We also adopt the notion of signature schemes with rerandomizable keys from Fleis-
chhacker et al. [FKM™16].

Definition 2.2 (Signature Scheme with Perfectly Rerandomizable Keys). A signature
scheme with perfectly rerandomizable keys is a tuple of algorithms RSig = (RSig.Gen, RSig.Sign,
RSig.Verify, RSig.RandSK, RSig.RandPK) where (RSig.Gen, RSig.Sign, RSig.Verify) are the
standard algorithms of a signature scheme as defined above. Moreover, we assume that
the public parameters par define a randomness space x := x(par). The probabilistic
secret key rerandomization algorithm RSig.RandSK takes as input a secret key sk and
randomness p € x and outputs a rerandomized secret key sk’. The probabilistic public key
rerandomization algorithm RSig.RandPK takes as input a public key pk and randomness
p € x and outputs a rerandomized public key pk’. We make the convention that for the
empty string €, we have that RSig.RandPK(pk, €) = pk and RSig.RandSK(sk, €) = sk. We

further require:

1. (Perfect) rerandomizability of keys: For all (sk,pk) € RSig.Gen (par) and p < ¥,
the distributions of (sk’, pk’) and (sk”, pk”) are identical, where:

(sk',pk') + (RSig.RandPK(pk, p), RSig.RandSK(sk, p)),
(sk”, pk") <~ RSig.Gen (par) .

2. Correctness under rerandomized keys: For all (sk,pk) € RSig.Gen (par), for all
p € x, and for all m € {0,1}*, the rerandomized keys sk’ < RSig.RandSK(sk, p)
and pk’ < RSig.RandSK(pk, p) satisfy:

Pr [RSig.Verify (pk’,o0,m) = 1] = 1.
U(iRSig.Sign(sk’,m)

SECURITY OF SIGNATURE SCHEMES. In this work we will use the standard security
notion of existential unfogeability under chosen message attacks (UFCMA). We formalize
this notion for a signature scheme Sig via the game uf-cmas;, (Figure 1). In this game,
the challenger begins by sampling (sk,pk) as (sk,pk) < Gen (par). The adversary is
then given the public key pk and can adaptively sign messages of its choice under the
corresponding secret key via an oracle Sign0. Its goal is to forge a signature on a fresh
message m*, i.e., one that was not previously queried to Sign0. For an algorithm C, we
define C’s advantage in game uf-cmasg;,; as Advf‘lf_cnmSig =Pr {uf—cmagig = 1}.

For a signature scheme with rerandomizable keys RSig, we also introduce a new
security notion called unforgeability under honestly rerandomized keys that is formalized
via game uf-cma-hrkgs;, (Figure 2). This notion constitutes a weaker form of the notion
of existential unforgeability under rerandomized keys proposed in [FKMT16]. In the
latter notion, the adversary is able to query the signing oracle not only for signatures
corresponding to the public key pk that it obtains in the unforgeability experiment, but
also for signatures that correspond to arbitrary rerandomizations of pk. Similarly, the



main uf-cmag;, Oracle Sign0Q (m)

00 (sk,pk) < Sig.Gen (par) 05 o <% Sig.Sign (sk, m)
01 (m*,o*) < 30 (pk) 06 Sigs + Sigs U {m}
02 If m* € Sigs: bad < true 07 Return o

03 O « Sig.Verify (m*, pk*, o*)
04 Return & A —bad

Figure 1: Security game uf-cmasgj; with adversary C.

main uf-cma-hrkegg;, Oracle RSign (m, p)
00 RList < {e} o8 If p ¢ RList: Return L
01 (sk,pk) <= RSig.Gen (par) 09 sk’ < RSig.RandSK(sk, p)
02 (m*, 0%, p*) <~ CRandRSign (L) 10 o <% RSig.Sign (m, sk’)
03 If m* € Sigs: bad <« true 11 Sigs < Sigs U {m}
04 If p* ¢ RList: bad <« true 12 Return o
05 pk* < RSig.RandPK(pk, p*)
06 b < RSig.Verify (pk*, o*, m*) Oracle Rand
07 Return b A —bad 13 p <&y

14 RList +— RList U {p}

15 Return p

Figure 2: Security game uf-cma-hrkgs;, with adversary C.

winning condition is also relaxed in this notion by allowing the adversary to return a
forgery under an (arbitrarily) rerandomized key (but still on a fresh message m*). The
main difference between the security notion from [FKM™16] and our new one is that the
adversary is restricted to honest rerandomizations of pk, i.e., randomizations where the
randomness is chosen by the challenger uniformly at random from y. We model this via
an additional oracle in the security game. For an algorithm C, we define C’s advantage in
game uf-cma-hrkgs;; as Advlclf_cma_m,k’RSig =Pr [uf—cma—hrk%Sig = 1]

3 The Stateful Model for Wallets

In this section, we introduce our formal security model for stateful deterministic wallets.
At a high level, a stateful deterministic wallet scheme allows two parties A (the cold wallet)
and B (the hot wallet) to derive matching session key pairs (for signing/verification) from
a pair of master keys. As presented in Figure 3, A keeps her master secret key msk and
gives the master public key mpk to B. A and B can now use the key derivation procedures
SKDer and PKDer, respectively, to derive an arbitrary number of session key pairs, locally,
i.e., without further interaction. Intuitively, this is possible since every part of the key
derivation procedure is deterministic and therefore, both A and B “automatically” carry
out the same sequence of derivations.

In contrast to standard hot/cold wallets, we will make one conceptual change and add



B: Hot Wallet Session public key derivation in Hot Wallet

mpk ———»PKDer—————» Pkyp

] 1\

MGen » St ID

Y

msk ————»SKDer———» skpp

A: Cold Wallet Session secret key derivation in Cold Wallet

Figure 3: Both Hot/ Cold wallet internally stores the common state St. The master keys are
stored in the respective wallets. When a session secret key is generated within the cold wal-
let as (skp, St) <+ SWal.SKDer(msk, ID, St), the state St gets refreshed. The session public
key pk;p is generated within the hot wallet as (pk,p, St) <— SWal.PKDer(mpk, ID, St),
and the corresponding state St is refreshed in the same manner.

to our schemes a state, denoted St below. The state St is updated (deterministically)
during each call to one of the key derivation procedures. As we will explain shortly, this
allows to obtain a strong form of forward privacy, which we will refer to as unlinkability.
For A to easily identify keys on the blockchain for which she can derive a corresponding
secret key and to keep track of the order they where derived in by B, session keys also have
an identifier ID € {0,1}* which is used as an argument for the key derivation procedures.
We now proceed to give the syntax of a stateful wallet scheme.

Definition 3.1 (Stateful Wallet). A stateful wallet is a tuple of algorithms

SWal = (SWal.MGen, SWal.SKDer, SWal.PKDer, SWal.Sign, SWal.Verify),

which are defined as follows. The randomized master key generation algorithm SWal.MGen(par)
takes public parameters par as input and outputs a tuple (Sty, mpk, msk) consisting of an
initial state Sty, a master secret key msk and a master public key mpk. The deterministic
secret key derivation algorithm SWal.SKDer takes as input a master secret key msk, an
identity ID, and a state St. It outputs a session secret key sk;p and an updated state St
The deterministic public key derivation algorithm SWal.PKDer takes as input a master
public key mpk, an identity ID, and a state St. It outputs a session public key pk;p
and an updated state St'. The randomized signing algorithm SWal.Sign takes as input
a (session) secret key sk and a message m and returns a signature 0. The deterministic
verification algorithm SWal.Verify takes as input a (session) public key pk, a signature o,
and a message m. It returns 1 (accept) or 0 (reject).

Let SWal = (SWal.MGen, SWal.SKDer, SWal.PKDer, SWal.Sign, SWal.Verify) denote a
stateful wallet according to Definition 3.1, for the remainder of this section. We now define



correctness of stateful deterministic wallets. Roughly speaking, correctness should ensure
that if the cold wallet A and the hot wallet B derive session key pairs on the same set
of identities IDy, ..., ID,—1 € {0,1}* and in the same order, any signature created under
one of the resulting signing keys of A should correctly verify under the corresponding
verification key of B. In other words, all the derived session keys should “match”.

Definition 3.2 (Correctness of Stateful Wallets). For all (Sty, msk, mpk) € SWal.MGen(par),
alln € Nyall ID := (IDy, ..., ID,,_1) € {0, 1}*, we set Sto[ID, Sto, msk] = Sto[ID, Sty, mpk| :=
Sty and define the sequence {(ski[]b, Sto, msk], St,{fD, Sto, msk]) }1<‘< recursively as

(ski[ﬁ), Sto, msk], St;[ID, St msk]) .= SWal.SKDer(msk, ID;_,, St;_1[ID, St, msk]).

Analogously, we define {(pki[[b, Sto, mpk], Sti[ﬁ), Sto, mpk])}

recursively as
1<i<n

(pki[[j?, Sto, mpk], Sti[ﬁ), Sto, mpk]) := SWal.PKDer(mpk, ID;_1, Stl-,l[ﬁ?, Sto, mpk]).

We say that SWal is correct if for all n € N, all (IDq,...,ID, 1) € {0,1}*, all (St,
msk, mpk) € SWal.MGen(par), and all m € {0, 1}*, we have for pk := pk,[ID, Sto, mpk]
and sk := sk, [ID, Stq, msk]:

Pr [SWal.Verify(pk,o,m) = 1] = 1.
o<¥-swal.Sign(sk,m)

In the next subsection, we introduce the two basic security notions for stateful wal-
lets, namely a) unlinkability of generated public session keys, and b) unforgeability of
corresponding signatures.

3.1 Wallet Unlinkability

We begin by introducing the notion of wallet unlinkability. Intuitively, unlinkabililty
guarantees that transactions sending money to different public session keys that were
derived from the same master key should be unlinkable. Formally, we require that, given
the master public key, the distribution of session public keys is computationally indistin-
guishable from session public keys that are generated from a fresh (i.e., independently
and randomly chosen) master public key and state. Unfortunately, there is little hope to
achieve this guarantee for keys to which the adversary knows the state St used to derive
them. Therefore, our notion of unlinkability satisfies a weaker form of privacy called
forward unlinkability. This means that keys generated prior to a hot wallet breach (i.e.,
when the adversary learns the state) cannot be linked to mpk.

The wallet unlinkability game unlg,,,, is presented in Figure 5. Initially, A receives as
input a master public key mpk generated via MGen (par) and subsequently interacts with
oracles PK, WalSign and Chall that reflect A’s capabilities. The game internally maintains
a state St, which is updated when A calls the oracle PK to derive new keys. In addition,
at any point in time A can read out the current state St by calling the oracle getSt. This
models A’s capability to break into the hot wallet on which the state is stored. Finally,
the oracle Chall allows A to obtain a challenge public key pk;, for a user identity ID of
its choice. This challenge public key is either “real” or “random?”, i.e., it depends on mpk
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Hot Wallet T 4
(mpk, ID, St) -» | PKDer Verify — —» (0/1)
St
Cold Wallet T
(II'lSk7 ID, St) —»  SKDer Sign “—  m
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Figure 4: (1) The cold wallet signs a message m with its session secret key skjp as
o + SWal.Sign(skip,m). (2) Anyone can later verify the validity of a signature o on
message m as (0/1) <— SWal.Verify(pk,p, o, m).

or was sampled freshly and independently of mpk (see below for details). A’s goal is to
distinguish these two scenarios. However, A is only considered successful if it obtains St
(via oracle getSt) after being given the challenge public key pk;p.> We now proceed in
explaining the oracles to which A has access in more detail.

PK(ID):  The oracle PK takes as input an ID and returns a corresponding session
public key pk;p. It models A’s capability to observe transactions stored on the blockchain
that transfer money to pk;,. A typical setting where this may occur is when funds are
sent via the blockchain to the cold wallet. For simplicity of bookkeeping, we make the
convention that identifiers are unique and thus A can call PK only once per ID.

WalSign(m, ID):  The oracle WalSign takes as input an identity /D and a message m
and returns the corresponding signature if pk;, has been previously returned as a result
to a PK(ID) query. As such, it allows A to sign, in an adaptive fashion, messages of its
choice under public keys that it previously obtained via the oracle PK. WalSign models
that an adversary A may obtain signatures that are produced by the cold wallet with
skip, when funds are spent from the cold wallet (e.g., when the owner of the cold wallet
buys something with the collected coins).

3Recall that otherwise the adversary can trivially distinguish between “real” or “random”.



main unlgy,, Oracle getSt
00 (St, msk, mpk) <= SWal.MGen(par) 15 StateQuery < true

01 b<={0,1} 16 Return St
02 Orc + {PK,WalSign, Chall, getSt}
03 b < AY<(mpk) Oracle Chall (ID) //One time
04 Return &/ = b 17 If StateQuery: Return L
18 If SSNKeys[ID] # L: Return L
Oracle WalSign(m, ID) // Generate real key
05 If SSNKeys[ID] = L: Return L 19 tmp, < (msk, ID, St)
06 (pkp, skip) < SSNKeys[ID] 20 tmpy + (mpk, ID, St)
07 o < SWal.Sign(skp, m) 21 (skY, St) < SWal.SKDer(tmp,)
08 Return o 22 (pkY),, St) <— SWal.PKDer(tmp,)
// Generate random key
Oracle PK (ID) // Once per ID 23 (St, msk, mpk) < SWal.MGen(par)
09 tmp; < (msk, ID, St) 24 tmp, < (mAsk:, ID, 5'75)
10 tmp, < (mpk, ID, St) 25 tmp, < (mpk, ID, St)
11 (skip, St) <= SWal SKDer(tmp, ) 26 (sk}p,-) < SWal.SKDer(tmp,)
12 (pkyp, St) <= SWal PKDer(tmp,) 27 (pkly,-) < SWal PKDer(tmp,)
13 SSNKeys[ID] < (pkp, skip) 28 SSNKeys[ID] + (pkhy, sk5p)
14 Return pkpp 29 Return pkp

Figure 5: Adversary A playing in Game unlg,.

getSt:  The oracle getSt returns the current state St and records this event by setting
StateQuery to true. As mentioned above, this models hot wallet corruption.

Chall (ID):  The oracle Chall takes as input an ID and returns a public key ka}D that
depends on the uniformly random bit b sampled internally by the game unlg,,,,. Chall can
be called only a single time. If b = 0, pk?D is derived from the current state St and mpk as
(pk9D, ) < SWal.PKDer(mpk, ID, St). If b = 1, pk', is derived from a freshly generated
master public key and state for the same identity ID, i.e., via the sequence of steps:

e (St,-, mpk) < SWal. MGen(par)
» (pkip,-) + SWal.PKDer(mpk, ID, St)

If A sets StateQuery prior to calling Chall, or queries Chall on an identity /D that it
previously queried PK on, Chall always returns L in order to prevent a trivial attack on
unlinkability. We define A’s advantage in unlg,,,, as

. )

Pr [unléwa, = 1} — 3

A _
Advunl,SWaI =



main wunf g, Oracle WalSign(m, ID)
00 (St, msk, mpk) <~ SWal.MGen(par) 10 If SSNKeys[ID] = 1 : Return L
01 (m*, 0%, ID*) <& APKValSien(mypk St) 11 (pk;p, skip) + SSNKeys[ID]

02 If SSNKeys[ID*] = L 12 o <~ SWal.Sign(skp, m)

03 Return 0 13 Sigs[ID] < Sigs[ID] U {m}

04 (pkjps, skip) < SSNKeys[ID"| 14 Return o

05 If m* € Sigs[ID"]

06  Return 0 Oracle PX (ID) // Once per ID

o7 If SWal.Verify(pk p«, o*,m*) =0 15 tmp, < (msk, ID, St)

08 Return 0 16 tmpy < (mpk, ID, St)

09 Return 1 17 (skp, St) <— SWal.SKDer(tmp, )

18 (pkjp, St) < SWal.PKDer(tmp,)
19 SSNKeys[ID] < (pkp, skip)

20 Sigs[ID] « ()

21 Return pk;p

Figure 6: Adversary A playing in Game wunf.

3.2 Wallet Unforgeability

In this subsection we describe the wallet unforgeability notion. In Game wunfay,,
(depicted in Figure 6) we consider again an adversary A that receives as input a master
public key mpk and has subsequently access to oracles PK and WalSign, which work as
their corresponding oracles in the unlinkability game. In addition, A gets as input the
initial state St. A wins if it can produce a triple (m*,o*, ID*) such that o* is a valid
forgery on message m* under a public key pk;p« previously obtained from a call to PK.
Here, valid means that no signature on message m* under pk;,+ was previously obtained
from a call to WalSign. We denote A’s advantage in wunfgy, as

Advaunf,swm == Pr [Wunféwal = 1:| . (2)

UNFORGEABILITY FOR KEYS WITH COMPROMISED STATE. At a high-level, the wunf,,,,
game models that once funds are transferred to the cold wallet they remain secure even if
(a) the hot wallet is compromised, and (b) the adversary can see transfers of coins sent
from the cold wallet. We now explain the game in more detail. In contrast to the unlg,,,,
game from the previous section, in the wunfy,,, game the adversary is given the state St
as part of its initial input. This models the “worst-case” adversary that breaks into the
hot wallet right after the hot/cold wallet has been initialized. In addition, to giving A
the initial state St and the master public key mpk, we also give it access to the PK and
WalSign oracle. The first can be queried by the adversary on identity ID to derive a new
key pair (pk;p, sk;p) from the master keys and the current state, and is used mainly for
bookkeeping purposes.? The second oracle WalSign is as in the unlg,., game except that
we also keep track of the messages that were already signed via the map Sigs[ID].

4Notice that in wunfg,,, the adversary obtains mpk and the initial state, and hence can compute the
output pk of PK himself.



As already mentioned above, since the adversary receives mpk and the initial state St
in the wunfy,,, game, it can derive all possible pk;, (even without calling PK (ID)). This
subtle difference significantly complicates the security proof in the subsequent sections
and is a crucial aspect of our unforgeability notion. More concretely, since A knows the
state throughout the entire game wunfygy,,, it may be able to mount a related key attack
(RKA) against the underlying signature scheme used in our wallet construction. At a
high-level the RKA allows the adversary to “transfer” a signature o;p with respect to
pk;p to a valid signature ojp+ for pk;p«. Signature schemes that are susceptible to such
an RKA are for instance the Schnorr or BLS signature scheme, and the discussion on the
attack of a hot/cold wallet instantiated in a naive way with these schemes can be found
in Appendix, full version. Let us briefly explain how an adversary in the wunfg,,, game
can exploit such an RKA to break the underlying wallet scheme.

To this end, consider an adversary A that breaks into the hot wallet and obtains mpk
and St. This break-in is modeled in wunfg,, by giving the adversary mpk, St at the
beginning of the game. Next, the adversary waits until some funds are transferred to the
cold wallet, which we model by calls to the PK oracle. Finally, A queries the WalSign
oracle to transfer some fraction of funds — say the funds stored under pk;, — from the cold
wallet to some new address. In practice, this may happen for example when some of the
funds kept on the cold wallet are spent for a purchase. Once the adversary has received a
single signature o;p produced by the cold wallet, it can apply the RKA to steal all funds
that have ever been transferred to the cold wallet. More precisely, given the signature
o1p, the master public key mpk, and the state St it can produce valid signatures o;p+ for
pkp+ where pk;p« resulted from a previous call to PK on input ID*.

This attack results into a severe security breach as the owner of the cold wallet can
loose its entire funds stored on the cold wallet. Since the attack does not require to
break into the cold wallet, it strongly violates the original purpose of the hot/cold wallet
concept in cryptocurrencies. Indeed, a user that transfers its funds to the cold wallet
would assume that once the funds are transferred to the cold wallet, they are safe except
for a break-in to the cold wallet.

As demonstrated in the subsequent section, an easy way to thwart this attack is to use
public key prefizing, i.e., to compute a signature on m as Sign (sk (pk,m)). Interestingly,
this technique was also used in [MSM™15], with the purpose of preventing an RKA. This
further highlights the close relation between resistance to RKAs and unforgeability in our
model.

Of course, exploiting an RKA is only one possibility of stealing funds from the cold
wallet, and there may be other types of attacks allowing the adversary to forge signatures
with respect to keys stored on the cold wallet, given that it knows the state. Nevertheless,
it also clearly underlines the importance of a formal security analysis of hot/cold wallet
schemes within a strong security model. In the next section, we show how to reduce
the security of a wallet scheme in the above unforgeability game to the security of the
signature scheme that underlies the wallet construction.



Algorithm SWal[H].MGen(par) Algorithm SWal[H].SKDer(msk, ID, St)

00 St <= {0,1}" 00 (wip, St) <= H(St, ID)

01 (mpk, msk) < RSig.Gen(par) 01 skip <~ RSig.RandSK(msk,wp)

02 Return (St, msk, mpk) 02 Return (sk;p, St)

Algorithm Algorithm SWal[H].PKDer(mpk, ID, St)
SWal[H].Sign(m, sk, pk) 03 (wip, St) <= H(St, ID)

03 m < (pk,m) 04 pk;p < RSig.RandPK(mpk, wp)

04 o < RSig.Sign(sk, ) 05 Return (pk,p, St)

05 Return o

Algorithm

SWal[H].Verify(pk, o, m)

06 m < (pk, m)

07 Return RSig.Verify(pk, o, m)

Figure 7: Construction of swal[H] from RSig and H.

4 Generic Constructions

In this section, we show how to realize a stateful wallet from any signature scheme with
uniquely rerandomizable keys. Such a signature scheme is defined as follows.

Definition 4.1 (Signature scheme with uniquely rerandomizable keys). A rerandomizable
signature scheme RSig, is said to have uniquely rerandomizable public keys if for all
(p,p') € x, we have that RandPK(pk, p) = RandPK(pk, p') implies p = p'.

We begin by explaining our generic construction. We then prove its security with
respect to the security notions introduced in Section 3. We assume in the following a
signature scheme with uniquely rerandomizable keys

RSig = (RSig.Gen, RSig.Sign, RSig.Verify, RSig.RandSK, RSig.RandPK)
. Our construction swal[H] of a stateful wallet which internally uses the hash function
H: {0,1}* — Z, x {0,1}* (for state updates) is depicted in Figure 7.
4.1 Security Analysis

We proceed to analyze the properties of unlinkability and unforgeability of our stateful
wallet construction (c.f. Figure 7) below.

4.1.1 Unlinkability

We begin by proving unlinkability of our generic construction. The proof is rather simple
and follows from collision resistance of H and that H is modeled as a random oracle. It
also relies on the rerandomizability property of the underlying signature scheme.



Theorem 4.2 Let swal[H]| be the construction defined in Figure 7. Then for any adversary
A playing in game unly,, .y, we have

AdvA < qu(gp +2)

unl,swal[H] = 9 >

where qm and qp are the number of random oracle queries and queries to oracle PK,
respectively, that A makes.

Proof. Consider an adversary A playing in game unl,, . A interacts with oracles
PK,WalSign, getSt, Chall, and the random oracle H. We can assume without loss of
generality that A always calls Chall (ID) before calling getSt and exclusively on an identity
ID that was never previously queried to PK; otherwise, Advﬁnl,swal[H] = 0 and the theorem
holds trivially. In the following, let S denote the set of values taken by the variables
St, St before A calls Chall (ID). Furthermore, let pk%,, pkl, denote the keys internally

sampled in unly,,;y upon A’s call Chall (/D). Note that by definition of swal[H].PKDer,

unless A manages to make a query of the form H (St', ]D) where St' € S, pkY,, and pk},
are identically distributed from its point of view. The reason is that as long as such a
query hasn’t been made, the values of St, St used to derive pk?D and pk}D, respectively,
are uniformly distributed from A’s point of view. Now, the rerandomizability property of
RSig ensures that both pkY, and pkj;, are identically distributed to a freshly generated
public key pk <- RSig(par) (and therefore identically distributed to each other). In this
case we again have that Advﬁnhswaw] = 0. It therefore remains to argue that A makes
such a call to H with probability at most (qu(gp + 2)) /2". This can be seen as follows.
Since A makes at most gp queries to PK throughout unl,,,y, in particular [S| < ¢p + 2.
Since we have assumed that A always calls getSt after calling Chall (which internally
updates St), all values in § are uniformly distributed from A’s point of view, until it
learns any particular value St' € S (note that after such St' becomes known to A, it is
able to infer all values that were added to S after St'). Therefore, the probability that

for any particular query of the form H (St/, ]D), St' € S, is at most (gp + 2)/2%. Since

A makes at most ¢y such queries of the form H <St’, ID), the probability that for any of
them, St' € S, is at most (qy(gp + 2)) /2%, which proves the lemma. [

4.1.2 Unforgeability

We now turn towards the unforgeability of our construction. Before giving the proof,
we provide some intuition about our proof technique. At a high level, the idea is to
reduce the security of the stateful wallet scheme swal[H] (relative to wunf,,y)) to the
security of RSig (relative to uf-cma-hrkgs;z). As such, the proof consists mainly of the
description of a reduction C trying to come up with a valid forgery in order to win the
game uf-cma-hrkgsj; by simulating wunf,,, 4y to an adversary A. Recall that C obtains
a public key pkc from its challenger in uf-cma-hrkgs;, and has access to oracles Rand,
RSign. It can call the oracle Rand to obtain a random value p. Later, C can use the
signing oracle RSign on input (m, p), which provides signatures on a message m of C’s
choice under the rerandomized key pk’ := swal[H].RandPK(pkc, p). Note that C can query
RSign also to get signatures under pkc by setting p = €. C’s goal is to simulate the
oracles in the wunf, y experiment and to suitably embed pkc into the key pk;,- under



which A eventually returns a forgery (o*, m*). The hope is that it can use (¢, m*) to win
uf-cma-hrkgs;.

A promising approach is therefore to embed pk into the master public key mpk within
the simulation. This way, every answer to a query PK(ID) can easily be computed as
(wip, +) <= H(St, ID), pk,, < swal[H].RandPK(mpk,w;p). To simulate any signature under
pkp to A, C can make a query of the form RSign(7, wip), where m = (pk;p, m). When
A returns the forgery (m*, o*, ID*), it is valid under the following conditions: (i) pkp- is
a valid session public key that was returned to A as the answer to a query PK(ID"), (ii) A
has not yet queried WalSign for a signature on m* under pk;-, (iii) the signature o* is
valid, i.e., swal[H].Verify(pkjp+,c*,m*) = 1. As part of the proof, we show that C can win
uf-cma-hrkgs;; by returning the forgery (m*, o*, p*), where p* = wjp.

Theorem 4.3 Let A be an algorithm that plays in the unforgeability game wuanf,, .y,
where swal[H] denotes the construction defined in Figure 7. Then if RSig is a signature
scheme with uniquely rerandomizable keys, then there exists an algorithm C running in
roughly the same time as A, such that

q2

A C
Adeunf,swaI[H] < Advuf—cma—hrk,RSig +—

where q is the number of random oracle queries that A makes.

Proof. Consider an adversary A playing wunf,y. As such, A is given the initial master
public key mpk and the initial state St, and is granted access to the oracles PK,WalSign
and the random oracle H. We prove the Theorem via a sequence of games.

GAME Gy: This game behaves exactly as wunf, ), i.e., Gy := wunf . Internally
however, G, additionally sets flag < true, whenever there is a call of the form PK(ID),
such that the tuple (skp, pk;p) of session keys corresponding to this query, collides with
a pair of session keys that was previously derived for another identity ID" # ID, i.e.,
(Pk1p, skip) = (pkypy, skip) = SSNKeys[ID'].

GAME G;: G, behaves as G, but aborts whenever flag is set to true. We let Ey;
denote the event that flag = true during the execution of G;.

Claim 4.4 Pr[Ey,] <.
Proof. A collision of the form (pk;p, skip) = (pkpr, skip), where ID # ID' implies that
RSig.RandPK(mpk,wp) = RSig.RandPK(mpk, w;p).

From the property of signature scheme with uniquely rerandomizable keys of RSig, this
would mean wyp = wyp, where (wip,-) = H(, ID), (wpr,-) = H(-, ID"). Since there are g

queries to H the probability of event Ej; is bounded by q;. [ |
A A 2
Thus, AdVyunt swaiH) < Advg + 4.

Next, we show how winning game uf-cma-hrkgs;; reduces to winning game G,. To
this end, we describe an algorithm CRe2d:85ien (depicted in Figure 8) that plays in game
uf-cma-hrkgs;;. C obtains as input a public key pkc and is given access to the oracles
Rand and RSign. C simulates G, to A as described in the following.



Algorithm CRSignRand(pf ) Procedure WalSign(m, ID)
00 St < {0,1}" 14 If SSNKeys[ID] = L: Return L
01 (m*,o*, ID*) <& APKWSienH (L St) 15 (pkp,wip) < SSNKeys[ID]
02 If SSNKeys[ID*] = L: Abort 16 1 < (pkp, m)
03 If m* € Sigs[ID*]: Abort 17 0 < RSign(m, wp)
04 (pkp+,wip+) < SSNKeys[ID"] 18 Sigs[ID] < Sigs[ID] U {1}
05 If SWal[H].Verify(pkp-, 0, m*) =0 : 19 Return o
06  Abort
07 m* « (pkp, m*) Procedure H (s)
08 Return (m*, o™, wip+) 20 If H[s] # L
21 Return H|s]
Procedure PK (ID) //Once per 1D 22 p <~ Rand
09 (wip, St) <= H(St, ID) 23 ¢ < {0,1}"
10 pk;p < SWal[H].RandPK(mpk, wp) 24 H[s] < (p, )
11 If (pk;p,wip) € SSNKeys: Abort 25 Return H{s]
12 SSNKeys|ID] < (pkp,wip)
13 Return pk;p

Figure 8: C’s simulation of wunf

}tO A

swal[H

SETUP. C first samples an initial state St <= {0, 1}* and uses the public key pkc from the
uf-cma-hrkgs;; game as the master public key mpk in its simulation of wunf, ), i-e.,
it runs A on input mpk = pkc, St in wunf 4. Throughout the game, C keeps updating
St each time it answers a query to PK from A, as we describe below.

SIMULATION OF RANDOM ORACLE QUERIES. C has to answer queries of the form H (s):
Queries of this type are simulated in the programmable random oracle model as follows.
When A makes a query of the form H(s), C returns H|s| if it was already set. Otherwise,
it proceeds as follows. Firstly, C fetches p <~ Rand by querying the oracle Rand. Let
us note that Rand internally updates RList < RList U {p}. Secondly, C freshly samples
¢ < {0,1}*. Finally, C returns H|[s] = (p, ¢).

SIMULATION OF PUBLIC KEY QUERIES. C answers a call of A to PK (/D) by computing
pkp as pkp < RSig.RandPK(pkc,wip) where (wip, St) < H(St,ID). If C detects a
collision among (pk;p,wrp) and a value previously stored in SSNKeys, C aborts the
simulation. Otherwise, it sets SSNKeys[ID] < (pkp,wip) and returns pk,p,.

SIMULATION OF SIGNING QUERIES. When A queries WalSign on input (m, ID), C first
recovers the pair (pk;p,wimp) < SSNKeys[ID] (it returns L if SSNKeys[ID] = 1). Next,
C sets m = (pk;p,m) and obtains o <> RSign(m,w;p) by querying its own challenge
signing oracle. Since H(-,-) is programmed as explained above by making a call to
Rand, we know that w;p € RList. Hence, the query RSign(7,wyp) is indeed valid, i.e,
does not return L. From the definition of signature schemes with rerandomizable keys,
SWal[H].Verify(pk;p, o, m) = RSig.Verify(RSig.RandPK(pk¢,wp),0,1m)) = 1, and so the

simulated signatures are also correctly distributed.

EXTRACTING THE FORGERY. When A returns the tuple (m*, 0% ID"), C aborts if it



encounters any of the cases in which G; would return 0 at this point (c.f. Figure 8).
Otherwise it proceeds as follows. It first recovers the pair (pk;p«, wip+) < SSNKeys[ID"|,
and then returns (/*, o*, wip+) = ((pkp-, m*), 0%, wip+). (M*, 0%, wip) is a valid forgery
in uf-cma-hrk game since:

1. From the simulation, we have that pk;, = pk¢ - wip~ and wip+ € RList.

2. Since swal[H].Verify(pkp-,0*,m*) = 1, it follows from the previous point that
RSig.Verify(pk -,

o¥,m*) = 1.

3. m* ¢ Sigs[ID*] implies that C never simulated a signature on message m* under
public key pk;p+ to A before. Since every identifier has a unique key in Gy, it follows
that C never made a query of the form RSign(/h*,-) throughout its simulation.
Consequently, m* ¢ Sigs.

It is clear that C provides a perfect simulation of G, to A. Therefore, we obtain

2 2
A A q C q
Adeunf,swal[H] < AdVGl,swal[H} + ; = Advuf—cma—hrk,RSig + ;7

which implies the theorem.

5 A Construction from ECDSA

In this section, we prove security of a construction based on the EC[H] scheme (cf.
Figure 11). For the following discussion, let E (par) denote an elliptic curve with base
point G and prime order p. Furthermore, assume hash functions G: {0,1}* — Z,,
Ho: {0,1}* — Z,(modeled as random oracles). We prove that a salted variant of the
standard EC [H] scheme, denoted as REC[H] and depicted in Figure 10, satisfies the notion
of unforgeability under honestly rerandomized keys.

5.1 Security Analysis of Our Construction

We now proceed to the main technical contribution of this paper, where we analyze the
notion of unforgeability under honestly rerandomized keys of the construction REC[H,]
presented in Figure 10. We prove the following theorem.

Theorem 5.1 Let G, Hy: {0,1}* — Z, be hash functions (modeled as random oracles). Let
A be an algorithm that plays in game uf-cma-hrkgecy, . Then there exists an algorithm
C running in roughly the same time as A, such that
5¢>
Advﬁf—cma-hrk,REC[Ho] < Advlclf—cma,EC[G] + ?a

where q is the number of random oracle queries that A makes.



Algorithm Algorithm Algorithm
EC[H].Gen (par) EC[H].Sign (sk = z,m) EC[H].Verify (pk = X, 0,m)
00 x < Z, 05 z <= H(m) 15 Parse (r,s) < o
01 Xz -G 06 t < Zy 16 If (r,s) € Z,
02 sk <+ x 07 (eg,ey) -G 17 Return 0
03 pk +— X 08 14— e, mod p 18 w4 st mod p
04 Return (pk, sk) 09 If r=0 mod p 19 z <+ H(m)
10 Goto Step 2 20 uy ¢ zw mod p
11 st (z+rz) modp 21 uy< rw mod p
12 If s=0 mod p 22 (eg,€y) ¢~ up - GHug - X
13 Goto Step 2 23 If (ey, ey) = (0,0)
14 Return o = (r, s) 24 Return 0
25 Return r = e, mod p

Figure 9: EC[H] = (EC[H].Gen, EC[H].Sign, EC[H].Verify): ECDSA Signature scheme relative to elliptic
curve E and hash function H: {0,1}* — Z,.

ALGORITHM Trf[H, GJgc The algorithm Trf[H, GJec which serves as an essential tool in our
proof of Theorem 5.1 is presented in Figure 11. It takes as input two distinct messages
mg, m1, two ECDSA public keys Xy, X; related via the offset w and a signature o; of
my wrt. public key X;. The algorithm then carries out several consistency checks and
if they pass outputs a valid signature oy of mg under the related public key X,. Notice
that the two signatures oy and o; are valid with respect to different hash function, i.e.,
o1 is a signature with respect to G, while oy is a signature with respect to H. This in
particular implies that the transformation in Trf[H, G]gc does not result into a practical
related key attack as both signatures oy and oy are valid with respect to different hash
functions and the consistency checks in Trf[H, G]gc strongly restrict on what messages the

related signature can be computed.® The following lemma formalizes the properties of
Tl’f[H, G]EC-

Lemma 5.2 Consider the algorithm Trf[H, Glgc in Figure 11. Suppose that:
e w=G(my)/H(mg) € Zy,
e X9, Xj€E st Xog=x2¢-G and X1 =w - Xy,
« EC[G].Verify(Xy,01,m1) =1,
o 0o < Trf[H, Glgc(mg, mq, 01, w, Xo, X1).
Then EC[H].Verify(Xy, 09, mg) = 1.

Proof. Let o1 = (r,s1) be a valid signature on m; relative to G and public key Xj, i.e.,
EC[G].Verify(Xy, 01, m;) = 1. We have to show that oo = (r, 2+) = Trf[H, Glec(mo, m1, 01, w, Xo, X1)

5The RKA against ECDSA can also be deployed when setting H = G. However, this attack is
not particularly useful for our simulation argument. For the simulation argument we require to move
signatures between different hash functions.



Algorithm REC[H,].Sign (sk,m) Algorithm

00 ¢ <= {0, 1}" REC[Ho].RandSK (sk, p)
01 1 <= (pk,¥,m) 00 sk’ < sk - p mod p
02 o' < EC[Ho).Sign (sk, ) 01 Return sk’
03 Return o = (¢, 0")

Algorithm
Algorithm REC[Ho].RandPK (pk, p)
REC[Hy].Verify (pk, o, m) 02 pk' < pk - p
04 (,0') <o 03 Return pk’
05 1 < (pk, 1, m)
06 Return

EC[Ho].Verify (pk, o', m)

Figure 10: Salted and key-prefixed version of the ECDSA signature scheme with
perfectly rerandomizable keys REC[H,] := (REC[Hg].Gen = EC[H].Gen, REC[H,].Sign,
REC[Ho].Verify, REC[H,].RandSK, REC[H(].RandPK) from the ECDSA signature scheme
EC[Ho]. Ho: {0,1}* — Z, denotes a hash function.

Trf[H, G]Ec(mo, mi,01,W, Xo, Xl)
00 2o < H (mo)

01 z1 + G(my)

02 Tf (Verify®(oy, my, X1) = 0) V (w # 2V Xy # Xp-w) :
03 Return L

04 (r,81) < 01

05 sg <= 2 mod p

06 ag (7, 50)

07 Return oy

N

Figure 11: Figure shows the Trfecpsa algorithm for hash functions H, G: {0, 1}* — Z,.

is a valid signature on my relative to H and public key Xy, i.e., EC[H].Verify(X, o9, mg) = 1.
To this end, let z; = G (m;) and suppose that s; was computed as s; = Zﬁ% for some
t € Z,. We show that EC[H].Verify(Xy, 09, my) = 1. The algorithm EC[H].Verify on input
(X0, 00, myp) first computes wy = (s9) ™' = o= Zlﬁm = wzoitrwx = Zofrm = H(m(me,
where the last equation follows, because Trf[H, G]ec(mqg, m1, 01, w, Xo, X1) did not return
1 (by the prerequisites of the lemma). Therefore, since zy = z1/w = G (m;) /w, it must
hold that zg = H (my).

EC[H].Verify next computes uy g =, zowo =, H (my) wo, uz0 =, 1wy and




UI,O'G+U2,0'XO =H (mo)wO-G+rw0-x~G
=H (mo) wo - G + xrwy - G
= (wo (H (mo) + 2r)) - G (3)
=t -G =: (e, €y)

To ensure that EC[H].Verify(X,, 09, mg) = 1, it remains to show that r =, e,, where r
is the first component of the signature. To this end, consider the computation performed
via EC[G].Verify(X7, o1, m;). First, the algorithm computes

t t

= _1 pu— = .
0= (s1) 21 +rwr  G(my) +wre

Next it computes u1 1 =, 21w =, G (M) wy, ug1 =, rwy,

ug - GHugy - Xy =G(my)w - G+rw - aw- G
=G (mq)wy - G+ zwrw; - G
= (w1 (G (my) + awr)) - G (4)
=t -G = (e4,€y),

Therefore, since EC[G].Verify(X;,01,m1) = 1, we have that r =, e,. It follows now
that also EC[H].Verify(Xo, o9, mg) = 1. ]

Before giving the formal proof of Theorem 5.1, we give some intuition about the main
difficulties that we need to overcome. At a high level, the idea is to reduce the security of
the salted ECDSA construction REC[Ho](relative to uf-cma-hrkgecqy,)) to the security of
EC[G] (relative to uf-cmagcg)). As such, the proof consists mainly of the description of a
reduction C trying to come up with a valid forgery in order to win the game uf-cmagc(g
by simulating uf-cma-hrkgecy,) to the adversary A. C obtains a public key pkc from its
challenger and can query a signing oracle Sign0(-) which provides signatures on messages
of C’s choice under pkc. It also can query the random oracle G. C’s goal is to simulate
the oracles in the uf-cma-hrkgrecn,) experiment and to suitably embed pkc into the key
pk™ under which A eventually returns a forgery (o*, m*, p*). The hope is that it can use
(0%, m*, p*) to win uf-cmagcg.

C embeds pkc as A’s input public key pk. This allows C to rerandomize pk into pk’
which is a crucial requirement for answering oracle queries posed by A. However, there
are several issues with this approach. Firstly, C is not aware of any of the secret keys for
the public keys generated as pk’ < pk - p = pkc - p. Secondly, the signatures obtained
by making a query Sign0(:) to C’s challenger are only valid under pkc, so cannot be
directly used to simulate signing queries of the form RSign(m, p) to A. To solve the latter
problem, C can convert a signature of the form o <— Sign0(m') under pkc into a signature
6 under pk’, and on message 71 using algorithm Trf[Hg, G]ec. Here, pkc and pk” are related
as pkc = pk' - p7!, and p~! = ﬁf%
an arbitrary related key pk™ into a forgery that is valid under pkc, using Trf[G, Hylec in
the “reverse” direction (note the inverted order of Hy and G). To satisfy the relationship

Similarly, it can convert a forgery (o, m*) under



between the (hash of) messages involved in the signatures, C needs to carefully program
the random oracle Hy to make everything consistent with what A expects to see. This
gets even more complicated because A can make direct queries to the programmed oracle
Ho(+) where each of the queries should look random from A’s point of view.

We now turn to the formal proof of Theorem 5.1.

Proof. Consider an adversary A playing in Game uf-cma-hrkgecpy,- As such A is
granted access to the oracles Rand, RSign, and the random oracle Hy: {0,1}* — Z,. In
the following, we use that 2* < p. We prove the statement via a sequence of games.
Each game G;;. is presented in Figure 13 via the description of the oracles that are
modified with respect to the previous game G,_;. The exact differences of game G; to
game G,_; are highlighted in the form of boxed pseudocode. Moreover, we denote by
E;_1, a difference event, where the indices of the event correspond to games G,_;, G, that
are affected by the event.

GAME Gg: The initial game G, (Figure 12) corresponds to uf-cma-hrkgecy,, ie.,
G, := uf-cma-hrkgecy,;- Since we are in the random oracle model, we explicitly list the
random oracle Hy in Gy,.

GAME G;: In Gy, the way that random oracle queries to Hy from A are answered, is
internally modified as follows. To answer queries to Hy, G, internally keeps two lists H
and H|, which it programs throughout its interaction with A. Depending on whether a
queried message m contains as part of its prefix a public key pk’, it programs Hy [m] and
H} [m] in two different possible ways. Note that pk’ is the result of rerandomizing pk as
pk' = pk - p, where p < Rand(p € RList) is a previous answer to a oracle query Rand. We
now analyze the three types of queries to Hyg that can occur.

« Hp[m] # L: In this case, Gy returns Hy [m].

e Hy[m]= L and m is of the form m = (-, pk’,-), s.t. pk’ = pk - p for some p € RList:
In this case, G, computes h < G (ctr), where ctr < {0,1}". Consequently, G, sets
Hy[m] < p-h mod p and H{ [m] < ctr. It returns Hy [m)].

« Otherwise, G, samples h < Z, and sets Hy [m] < h, H| [m] < €. It then returns
HO [m]

It is easy to see that all answers for queries to Hy that G returns are uniformly
distributed from A’s perspective. This follows from the uniformity of output h computed
via random oracle G. Therefore, G, behaves exactly as Gy,

GAME G,: In G,, the way in which queries to Rand are answered, is internally modified
as follows. When A asks a query of the form Rand, the game aborts if there exists a
message of the form m = (-, Pk, ) for which Hj [m] evaluates to € and where pk’ is the

(rerandomized) key that corresponds to the return value p of Rand, i.e., pk’ = pk - p. The
following claim bounds the probability of such an abort scenario.

Claim 5.3 Let E; > denote the event that G, aborts during a Rand query, for which

2

H{ [m] evaluates to ¢, where m = (-, pk’, ) Then Pr[E; 5] < %.



Game G,

00 RList < {e}

01 bad < false

02 (sk, pk) < REC[Hq].Gen (par)
03 (m*,a*,p*) & CHO,Rand,RSign (pk)
04 pk™ « pk - p*

05 If m* € Sigs: bad < true

06 If p* ¢ RList: bad < true

07 b + REC[Hy].Verify (pk*, 0*, m*)

08 Return b A —bad

Oracle Rand

09 p<&x

10 RList +— RList U {p}
11 Return p

Oracle RSign (m, p)

12 If p ¢ RList: Return L
13 ¢ <= {0,1}"

14 pk' < pk - p mod p

15 sk’ < sk -p mod p

16 M < (¢, pk',m)

17 7 < REC[H] Sign (1, sk')
18 Sigs « Sigs U {m}

19 Return (¢, o)

Oracle Hq (m)

20 If Hy[m] # L
21 Return Hy [m]
22 Hy[m] & Z,

23 Return Hy [m)]

Figure 12: Game G, = uf-cma-hrkgecy, with adversary C.

Oracle Hp (m) in G,

Oracle Rand in G,

Oracle RSign (m, p) in G,

00 If Hy[m] # L 13 p& 28 If p & RList: Return L
01 Return Hy[m)] 14 | pk' + pk - p 29 1 < {0, 1}*

02 Parse m as (-7pk', ) T — TRy 30 pk' < pk-p

03 If3p € RList: pk' = pkp L (') 31 1 < (1, pk',m)

04 ctr + {0,1}"% 16 ‘If H)m] =e: Abort‘ s2 If Holm] # L+ Abort

05 < Getr) 17 RList +— RList U {p} 23 | Query Ho(12)

06 Hy[m] < p-h modp 15 Return p 34 |m + Hy|m|

o7 Hj[m] « ctr - _ p
0s Else Oracle RSign (m, p) in Gy 3 |0" < EC[G] Sign(sk, m )‘
09 hé&Z, 19 If p ¢ RList: Return L 36 |G < Trf[Ho, G]Ec(m,m/70/7p_l7pk,apk)‘
10 Ho[m] <+ h 20 ¥ <& {0,1}" 37 Sigs + Sigs U {m}

11 Hi[m] €
12 Return Hy [m)]

21 pk' + pk-p mod p

22 sk’ + sk -p mod p

23 M+ (¢, pk',m)

o [If Hyfim] # L: Abort]
25 & < EC[Hy).Sign(sk', 1)
26 Sigs < Sigs U {m}

27 Return (¢, 6)

38

Return (¢, )

main in Gy

39
40
41

42

43
44
45
46
47

(pk, sk) + EC.Gen(par)
(M*,U*JJ*) & AHg,Rand,RSign(pk)
pk* < pk - p*

m* < (¥, pk*,m")
If Hylin*] = € Abort|

If m* € Sigs: bad < true

If p* & RList: bad < true

b < REC[Ho).Verify (pk*, o*, m*)
Return b A —bad

Figure 13: Games G-Gj




Proof. During any particular call to the oracle Rand, this event can only occur if A has
already made a query of the form Hy(m), where m = (-, pk’,-) (prior to the oracle Rand
returning the value p for this query). Since RList contains at most ¢ values at any point
during the game, any of them coincide with the (uniformly chosen) value p with probability
at most %. Since keys are uniquely rerandomizable, a query of the form Hy(m) thus also
has probability at most % of having been made prior to this particular call to Rand. Since

there at most ¢ queries to Rand, it follows that Pr[E) 5] < %2. [

Since the games G, G, are equivalent unless the event Pr[F 5] occurs, Advéz,REC[Ho] <
2
AdVE recino + Pr[Bis] < AdVE recg + 5

GAME Gy: In Gy, the way in which signing queries from A are answered, is internally
modified as follows. When A makes a query of the form RSign (m, p), Gj first checks
whether p € RList and if not, returns L. Otherwise, it samples ¢ <= {0, 1}", computes
pk' < pk-p, sk’ := sk-p mod p, and sets 1 < (w,pk', m). If the list H] already contains
an element for H| [1n], i.e. H|[mm] # L, then the game aborts at this point. Otherwise,
a signature ¢ is computed as & <~ EC[Ho].Sign (sk', m) G, subsequently returns (¢, ).
The only difference of game G4 to G,, is that game Gj potentially aborts at line 24 if
H{ [m] # L. Hence, we obtain the following claim.

Claim 5.4 Let E53 denote the event that G aborts during a signing query, when
Hy[m] # L, where m = (¢, pk',m). Then Pr[Ey 3] < %2.

Proof. This event can only happen when A makes a correct guess of the message m and
makes a query of the form Hg(72) prior to a RSign(m, p) query. m is constructed as
m = (1, pk’,m) where 1 is uniformly sampled as ¢ <* {0, 1}*. Since A makes atmost ¢
queries to Ho(+), A can correctly guess a particular 7 = (v, pk’,m) for a fixed m, with
probability %. Since A makes at most ¢ signing queries to RSign (m, p), A can correctly

guess any 1 with a probability bounded by »7 , % < %. [ |

Since the games G, G are equivalent unless the event Pr[Es 3] occurs, AdvézvREqu] <
2
AdVE recio) + Pr([E2s] < AdVe recio) + 4

GAME G,: In G,, the way that signing queries from A are answered, is again internally
modified as follows. When A makes a query of the form RSign(m, p), G, first checks
whether p € RList and if not, returns L. Otherwise, it samples 1) <~ {0,1}" computes
pk' < pk - p, and sets 1 < gw, k', m). The game aborts at this point if Ho[rn] # L. If
it does not abort, it internally queries Hy on input message m. This means it queries
h < G (ctr), where ctr <~ {0,1}". G, internally sets Hy[m] < p-h mod p and stores
H{[m] < ctr. After making the query to Hy, G, fetches m’ < H{[rn], where m’ was
set to ctr during Hy query. Since sk is known to the game, it can now compute the
signature o’ as o’ < EC[G].Sign(sk, m’). Finally, it computes and returns the signature &
as 6 < Trf[Ho, Glec(m, m/, o', p~ 1, pk', pk), where pk = pk' - p~1.

Claim 5.5 Adv, geciy = AdVE, reciry)

Proof. We argue that in both games, the answers to signing queries are identically
distributed. To this end, we analyze how G, replies to a query of the form RSign (m, p).



First note that the explicit query to Hy at line 33 is implicitly also made in Gy at line
25 and therefore does not change the behaviour of G, (compared to G;). Next, G,
derives signature (¢, ) on input (m, p) as & < Trf[Ho, Glec(m, m/, o, p~1, pk’, pk), where
m' = H}[m)|, pk = pk' - p~' EC[G].Verify(pk,o’,m’) = 1, and % = H:[lm} = pff;L/ =p!
mod p. It follows from Lemma 5.2 that 6 constitutes a correct signature on message
7 and under public key pk’ relative to EC[Hy].Verify. It follows immediately that the
signature (¢, 4) constitutes a valid signature relative to REC[Hg].Verify. Moreover, the

value of 1 is identically distributed in games Gs, G,, which concludes the proof. [

GAME G;: Gy behaves identically to G, except for the following modification in the
main procedure: Upon receiving a forgery of the form (m*,o* = (¢, ), p*) from A, it sets
m* < (¢, pk*,m*) and aborts if H)[m*] =e.

Claim 5.6 Let Ej5 be the event that G aborts if H)[/h*] = €, where m* = (¢, pk*, m*).
Then Pr[E, 5] < %.

Proof. The only way this event can happen, is if A manages to make a query of the form
Ho(*) before querying Rand to obtain the corresponding value of p*. The proof of this
claim follows in a similar way as the corresponding proof in claim 5.3. [ |

. . A
Since the games G,, G are equivalent unless event £}, 5 occurs, AdVG4,REC[H0] <

A i
AdVG5,REC[H0] + D .

REDUCTION TO UF-CMA SECURITY. We describe an algorithm C51&20:¢ (depicted in
Figure 14) that plays in the uf-cmagcig game. C obtains as input a public key pk¢ and
is given access to the signing oracle Sign0 to obtain signatures under pk. under messages
of its choice. Furthermore, C has access to the random oracle G. C runs A on input pkc
and simulates G to A as described in Figure 14.

SIMULATION OF RANDOMNESS QUERIES. Queries to Rand from A do not require
knowledge of the secret key corresponding to pkc and hence are straight forward to
simulate.

SIMULATION OF RANDOM ORACLE QUERIES. C’s simulation of random oracle queries
coincides with the above programming strategy that is already internally present in Gj.

SIMULATION OF SIGNING QUERIES. Recall that in Gy, queries of the form RSign (m, p)
internally prompt the computation of signature o’ = EC[G].Sign(skc, m’), where m’ < ctr.
Since C does not know skc, it needs to compute ¢’ via a call to its signing oracle, i.e., as
o' <= Sign0(m’). Other than that C simulates such a query exactly as internally done for

G,

EXTRACTING THE FORGERY. When the tuple (m*,o*, p*) is returned as an answer from
A, C first parses it as (m*, o*, p*) = (m*, (¢*, %), p*), checks whether it constitutes a valid
forgery, and aborts otherwise (note that in this case, G5 would return 0, so C can safely
abort). In case C does not abort, it computes pk* = pk¢ - p*, where pk™ is the public key
under which A’s forgery is valid. C computes m* < (¢¥*, pk™, m*) and if H{ [m*] = ¢, it
aborts. Otherwise, C fetches m’ «— H|, [/h*] and computes

OJ — Trf[Ga HO]ECDSA (m/7 m*7 5-*7 :0*7 kav pk*) .



main C518°0.6(pk )

00
01
02
03
04
05
06
07
08
09
10
11
12
13

(m*,a*,p*) <i AHO,Rand,RSign(ka)
(¢Y,6) < o*

pk™ < pk - p*

m* <« (¢, pk*, m*)

If H)[/m*] =¢e: Abort
If m* € Sigs: bad < true
If p* & RList:

bad < true

b <+ REC[H).Verify (pk™, o*, m*)
If =bV bad: Abort

m’ < H{[m*]

tmp < (mla m*7 6*7 p*a ka? pk*)
o' < Trf[G, Ho]ec(tmp)

Return (m/, o’)

Procedure Rand

14
15
16
17
18
19

p <= X
pk! < pk - p
Vm = (-,pk’, ) :

If Hj[m] =¢€: Abort
RList «— RList U {p}
Return p

Procedure RSign (m, p)

20
21
22
23
24
25
26
27
28
29
30
31

If p ¢ RList: Return L
< {0,1}"

pk! < pk - p

m <« (1, pk',m)

If Hj[m] # L: Abort
Query Hg(m)

m’ <« H{[m|

o' < Sign0(m’)

tmp < (1, m', o', p~ L, pk', pke)
0+ Trf[Ho, G]Ec(tmp)
Sigs <— Sigs U {m}
Return (¢, 6)

Procedure Hy (m)

32
33

34

35
36
37
38
39
40
41
42
43
44

Return Hy [m)]
Parse m as (-,pk’, )
If 3p € RList : pk' = pk - p
ctr < {0,1}"
h < G(ctr)
Ho[m] < p-h mod p
H{ [m] < ctr
Else
h & Z,
Hy, [m] ~— h
H{[m] < ¢
Return Hy [m]

Figure 14: Reduction to UF-CMA game.




Since Hy "] = G (Hj [m*])-p* = G (m')- p*, we have that 9] — SEM~ — p*. Together

with pk™ = pkc - p* and EC[Ho].Verify(pk™, 6*,m*) = 1, Lemma 5.2 implies that
EC[G].Verify (pkc, o', m') = 1.

Claim 5.7 (m/,0’) constitutes a valid forgery in uf-cmagcig with probability 1 — ¢*/p.

Proof. We have to show that the query Sign0(m’) was not made by C during its simulation
and hence (m/, 0’) is a valid forgery in uf-cmagcjg. Note that A has not made a query of
the form RSign (m*, p*) throughout the simulation. Namely, if it had, (m*, o*, p*) would
not constitute a valid forgery in G; and the simulation would have aborted at this point.
This implies that C never had to simulate a query RSign(m*, p*) to A which entailed a
Ho query on message m* < (¢*, pk*, m*). Hence, m’ associated with query Hoy(m*) was
not queried by C to the oracle Sign0 in any query of the form RSign (m, p) with m # m*
unless there exist (any) two values my, mg s.t. Hj[my| = Hj[ms] # L. It is easy to see
that this happens with probability at most ¢*/p during C’s simulation, since all values
that C queries to the oracle Sign0 are sampled independently and uniformly at random
from {0, 1}". ]

From claims 5.3-5.6, we have AdvéO,REC[HO] < AdvéyREqu] + 4%2. Since C provides a

perfect simulation of G5 to A up to an error of ¢?/p, as shown in the previous claim, we
obtain
4q? 4q*
A A C
AdVyt-ema-hrk RECIH,) < AdVg, + » < AdVyt oma ecig) T o

which implies the theorem.

6 Practical Considerations

SYNCHRONIZING HOT/COLD WALLET. To achieve correctness according to Definition 3.2,
the cold wallet and hot wallet (party A and party B in Fig. 3) respectively, need to derive
their keys in the same (ordered) sequence. Fortunately, this can be realized easily in
practice. A simple solution is to use an increasing counter for every freshly derived pair
of session keys in place of the ID argument. In this case, no additional synchronization
between the hot and cold wallet is necessary. However, it is also possible to include a
more complicated ID structure, where the ID is provided by the wallet user as an input
parameter. Consider a scenario, where a wallet user Bob wants to receive some payment
for some ID. To this end, the hot wallet generates a fresh session public key pk;p for
ID via SWal.PKDer. Then, ID is added to the transaction tx that is published on the
blockchain. Later, when Bob wants to spend the transaction via the cold wallet, he can
extract the ID from tx to generate the corresponding secret key sk;p on the cold wallet.
Notice, of course, that the values for ID have to be chosen “somewhat randomly” as
otherwise the unlinkability property of the wallet scheme is broken. One simple way
to achieve this is to let the hot wallet encrypt the ID and add the ciphertext to the
transaction that sends money to the address pk;p.



STATEFULNESS OF OUR SCHEME. We point out that the state in our stateful wallet
scheme SWal may make our scheme more complex to use in practice (as evidented from
the previous discuss on synchronization). However, the state is only needed in order
to achieve forward unlinkability after compromise of the hot wallet. The unforgeability
property proven in our work also works for the simpler stateless wallets. Hence, if forward
unlinkability is not needed, one can use a stateless version of our constructions and benefit
from our security analysis (i.e., unlinkability without state compromise and unforgeability).

THE WINNING CONDITION OF WALLET UNFORGEABILITY. In Figure 6 the adver-
sary wins the game if she manages to output a valid forgery (pk;p-,c*, m*) such that
SWal.Verify(pk -, 0%, m*) = 1. We emphasize that in practice for breaking a wallet in,
e.g., Bitcoin, it suffices that the adversary creates a transaction spending money from
address pk;p« and is accepted by the miners. The latter is quite important because
there is no reason why in legacy cryptocurrencies, miners should execute the SWal.Verify
algorithm of our SWal construction. Fortunately, however, in Bitcoin miners implicitly
execute REC[H].Verify when verifying transactions, and hence our scheme and its security
analysis is compatible with Bitcoin.°

TRANSACTION COST ANALYSIS. To integrate our scheme into Bitcoin, we have to make
sure that (a) transactions are salted, (b) they are pre-fixed” by the public key pk from
which the money is sent, and (c) such transactions are accepted by the miners. Fortunately,
in Bitcoin this can be achieved using the simple scripting language, and we explain it
in detail in App. B, full version. While the pre-fixing of the public key (b) is naturally
happening in Bitcoin, the random salting (a) is non-standard and results into additional
costs. We discuss them briefly below and compare them with the standard costs of
creating transactions in Bitcoin (i.e., without salting). Consider a transaction tx, that
transfers money from the cold wallet to a new address, and hence in our scheme has to be
randomized. Due to the mechanics of Bitcoin also the transaction tx; that spends txg
will include this random salt. Thus, our cost analysis includes these two transactions. We
summarize the costs in Satoshi and USD, depending on whether the transaction gets
included in the next block, or within the next 6 subsequent blocks. Note that confirmation
of a transaction in an earlier block results into higher costs®

6At a more technical level, in Bitcoin if we want to spend money from an address pk;p, then the
spending transaction (that is signed with skyp) contains pk;,. Hence, it has a form that is compatible
with the verification done by REC[H].Verify. In fact, our security proof can also be adjusted to match
ezactly with the verification that is carried out by the miners.

"Notice that in our generic wallet construction (c.f. Figure 7), messages are key pre-fixed to prevent
from the related key attack. For the salted ECDSA construction to satisfy the property of signatures
with uniquely rerandomizable keys (c.f. Figure 10), messages are again key-prefixed. The key prefixing in
the latter case is necessary as an essential technique for the proof of Th 5.1. Although theoretically our
ECDSA based wallet construction is key pre-fixed twice, in practice key pre-fixing the message once will
be enough.

8We have used the currency value from [Curl9] timestamped on 14th May, 2019. Notice that the
increase in costs are around 3% compared to standard Bitcoin transactions. However the cost increase
also depends on the application, and we leave it as an interesting question for future work to provide an
application-dependent optimization of costs.



Table 1: Standard vs Randomized Transactions Costs

Transaction Type Confirmation in next block | Confirmation in next 6
blocks
Fees (Satoshi/ USD) Fees (Satoshi/ USD)
txo (Standard) 7665/0.54 2190/0.17
tx; (Standard) 8505/0.60 2430/0.19
txo (Randomized) 7875/0.56 2250/0.18
tx; (Randomized) 8610/0.61 2460/0.19

7 Conclusion

In this work, we focused on analyzing the security of deterministic wallets. We developed
two new security guarantees that we call wallet unlinkability and wallet unforgeability,
and showed a modular approach for constructing such wallets from certain signature
schemes. At the technical level, we proved that a simple extension of the ECDSA-based
hot/cold wallet as used in Bitcoin can be proven secure in our model. A natural extension
of our work will be to consider the case of hierarchical wallets. However, the hierarchical
setting will require a significantly more complex model (additional oracles, more complex
bookkeeping). The security analysis in this setting is also believed to be more involved.
Hence, it is certainly an excellent direction for future research to extend our model to the
hierarchical case.
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Abstract

In many cryptocurrencies, the problem of key management has become one of
the most fundamental security challenges. Typically, keys are kept in designated
schemes called wallets, whose main purpose is to store these keys securely. One
such system is the BIP32 wallet (Bitcoin Improvement Proposal 32), which since
its introduction in 2012 has been adopted by countless Bitcoin users and is one of
the most frequently used wallet system today. Surprisingly, very little is known
about the concrete security properties offered by this system. In this work, we
propose the first formal analysis of the BIP32 system in its entirety and without any
modification. Building on the recent work of Das et al. (CCS ‘19), we put forth a
formal model for hierarchical deterministic wallet systems (such as BIP32) and give
a security reduction in this model from the existential unforgeability of the ECDSA
signature algorithm that is used in BIP32. We conclude by giving concrete security
parameter estimates achieved by the BIP32 standard, and show that by moving to
an alternative key derivation method we can achieve a tighter reduction offering an
additional 20 bits of security (111 vs. 91 bits of security) at no additional costs.

Keywords:Wallets, cryptocurrencies, foundations, BIP32

1 Introduction

Decentralized cryptocurrencies such as Bitcoin or Ethereum have introduced a new digital
payment paradigm which does not rely on a central authority such as a bank or a credit
card company. The main building block used in many popular cryptocurrencies to facilitate
secure transfer and holding of assets are digital signatures. Loosely speaking, a user
Alice in the system is identified by her public key pk, which she uses as her address for
receiving and sending payments. If Alice wants to send ¢ coins of the underlying currency
to another user Bob with address pkjp, she creates a transaction tx saying “Send c coins
from pk, to pkg” and signs tx using her secret key sk4. She then uploads the transaction
tx together with the signature o to the public ledger (often also called blockchain) of
the cryptocurrency. Once the tuple (tx, o) is visible on the public ledger, the payment is



completed meaning that now Bob owns an additional ¢ coins of the underlying currency.
Clearly, Alice’s funds remain secure only as long as no one can forge a signature o on
her behalf that verifies under pk,. On top of this, it is generally recommended to use
a fresh signing key for every new transaction stored on the public ledger to avoid that
all transactions are linkable to the same user Alice. In the cryptocurrency space, the
management and storage of secret keys is typically carried out by so-called wallets — which
are pivotal for the security of cryptocurrency funds. Indeed, cryptocurrency wallets are a
highly attractive target for hackers as illustrated by spectacular attacks against common
cryptocurrency projects. For example, in 2018 alone, hackers managed to steal more than
one billion USD worth of cryptocurrency from wallets [Skel8, Blo18, Bit18].

While several recent works study the formal security properties of cryptocurrency
wallets (see related work for a detailed discussion), one of the most widely used schemes
— the BIP32 wallet [Wik18] — has not been formally analyzed so far. This is somewhat
surprising as BIP32 became a standard for deterministic Bitcoin wallets in 2012, and has
been widely adopted since then (e.g., it is used in the deployment of popular wallets [Elel3,
Treld, Led14]). In this work, we address this gap and provide the first comprehensive
study of the security properties achieved by the BIP32 wallet standard.

1.1 Deterministic Wallets

As we have already pointed out, to improve privacy it is important to not re-use the same
signing key for too many public transactions. To explain why privacy is also beneficial for
security, let us consider a user Alice who holds a single secret/public key pair (ska, pk4),
and that she receives multiple payments to her address pk 4. As we have explained, such
transactions contain her public key pk, and are posted to the public ledger. Hence,
an attacker can easily extract Alice’s balance via the public transaction ledger. Over
time, pk4’s balance might grow, and at some point, the attacker may identify pk, as a
high-priority target. The obvious approach to thwart an attacker’s attempts of linking
Alice’s transactions would be for Alice to keep a set of [ one-time random key pairs
{(sky, pky), ..., (ski, pk;)} within her wallet, where each key pair is used for a single trans-
action on the public ledger. However, this approach has the obvious downside of Alice
having to store all of her keys on disk (as long as they still retain some amount of currency).
This requires a lot of storage space and bears the risk of losing one of her keys, at which
point the associated funds of that key are irrevocably lost. A simple approach to overcome
these issues are deterministic wallets, proposed by Buterin [But13]. A deterministic wallet
usually contains a pair of master keys (msk, mpk) and a seed ch, which is also referred to
as the chaincode. For every new transaction, the wallet deterministically derives a fresh
session key pair (sk, pk) from the master keys with the help of deterministic key derivation
algorithms. More precisely, the public key derivation algorithm takes as input the master
public key mpk, the chaincode ch and an identifier ID and deterministically computes a
one-time public key pk,p. An analogous secret key derivation algorithm takes in msk, ch,
and ID and deterministically computes a one-time secret key skjp that matches pk,y (given
that the arguments ch and ID in both derivations are identical). Going back to the example
of BIP32, (msk, mpk) are generated as ECDSA keys and public key derivation is done by
computing the offset w := H(mpk, ch, ID), where ID € [2%?] and then rerandomizing mpk to
pk,p by computing pk,p := mpk+ G -w. Here, G denotes the base point of an elliptic curve



group of prime order p. A matching secret key can be derived via skip := msk+w (mod p).

Hot/Cold Wallets. A typical way of using deterministic wallets in practice is via the
hot/cold wallet paradigm. With this approach, Alice maintains two wallets. The first
wallet is referred to as the cold wallet. It keeps the master secret key msk as well as
the chaincode. The cold wallet is usually implemented via some simple storage device
that should be almost permanently disconnected from the internet, so as to minimize the
risk of attack. The second wallet is the so-called hot wallet, which is permanently online
and keeps the master public key as well as the chaincode. Using the deterministic key
derivation procedures, the two wallets can independently derive matching keys to use for
one-time transaction on the public ledger. In a bit more detail, Alice uses her hot wallet
as a low-security spending wallet which, at any point in time, keeps only a small amount
of currency. Whenever the funds stored on the hot wallet exceed a certain amount, Alice
can use the public key derivation algorithm to derive a new public key pk,; on her hot
wallet and transfer the excess funds to pk,p. Note that this requires no interaction with
the cold wallet. At a later point in time, the cold wallet can come online for a brief
moment and spend the funds from pkp, using a matching secret key sk;p derived via
the secret key derivation algorithm. As far as security goes, we would like to ensure two
properties. First, unlinkability ensures that keys derived from the same master key pair
are indistinguishable from random keys, given that the hot wallet has not leaked the
chaincode to the attacker. Second, unforgeability ensures that even if the hot wallet leaks
the chaincode (e.g., because it has been corrupted), signatures from derived keys should
still remain unforgeable. While unlinkability is easy to achieve, unforgeability is a much
more subtle issue in this setting, as the derived keys are all correlated once the chaincode
has been revealed to the attacker. Hence, the standard unforgeability property of the
underlying signature scheme is no longer sufficient to ensure unforgeability of signatures
under these derived keys.

1.2 Limitations of Existing Works

The work of Das et al. [DFL19] was the first to provide a formal model to reason about
the aforementioned security properties. It also showed how to achieve secure constructions
in their proposed model from various different signature schemes used in practice, e.g.,
Schnorr, BLS, and ECDSA. Notably, the latter construction is very practical and can be
integrated directly with the (unmodified) Bitcoin system. In spite of these achievements,
their work makes no progress towards formally proving security properties for the BIP32
wallet standard that is widely used in many real-world systems. Let us discuss the reasons
for this in a little more detail.

First, the construction of Das et al. uses a multiplicative rerandomization to derive keys,
in which keys for identity ID are computed from w = H(mpk, ch, ID) as pk,p := mpk - w,
and skp := msk - w (mod p). By comparison, as we saw above, BIP32 uses an additive
rerandomization. Although this might look like a minor difference, we will see later
that the proof technique and security guarantees achieved by the additive version differ
significantly from the multiplicative one. Second, the work of Das et al. does not consider
the hierarchical key derivation mechanism provided by BIP32. Hierarchical deterministic
wallets allow for keys in the wallet to act simultaneously as signing keys and as parent



(master) keys to derive new child keys in their own right. As a useful example, consider
a company that wishes to delegate new signing key pairs to different entities within the
company. Unfortunately, it cannot be guaranteed that all entities in the company store
their keys securely and some of them might be leaked to the adversary over time. Such a
strong adversary cannot be captured by the model and constructions of Das et. al. Since
many wallets that are used in practice follow the BIP32 standard, it is crucial to provide
a formal analysis of the scheme as is, meaning without any modifications to it.

1.3 Owur Contributions

In this work we address the above shortcomings and provide, for the first time, a formal
analysis of the full BIP32 specification in the hot/cold wallet setting. An important
implication of our work is that we can establish the exact security that is achieved by the
current standard, which also leads us to propose a minor modification that can significantly
improve security without any additional costs.

Rerandomizing ECDSA. We begin by recalling the notion of unforgeability under hon-
estly rerandomized keys (UFCMA-HRK) introduced by Das et al. [DFL19]. As this notion
will serve as the basis of our wallet constructions, we review it in detail below. Compared
to the standard notion of unforgeability under chosen message attacks (UFCMA), the
adversary in the UFCMA-HRK game initially obtains a challenge public key pk and gets
to query for rerandomizations of pk. The game returns the rerandomized public key pk
together with the (uniformly chosen) randomness p that was used in the rerandomization
process. The exact way that the rerandomization is actually done depends on the scheme;
we are mostly interested in the case where ECDSA keys are additively rerandomized as
pk + G - p. The game then allows the adversary to query for signatures relative to any
of the rerandomized public keys that it has previously obtained from the game. It is
considered successful if it can return a forgery relative to any of the requested keys pk on
a message for which it has not previously asked for a signature under pk. As observed by
Das et al., this security notion is a weakened version of unforgeability under rerandomized
keys [FKM™16] in which the adversary can choose the random coins p itself and provide
them to the game. In Section 3, we prove that ECDSA with additive rerandomization
satisfies UFCMA-HRK as long as each message is signed only once per key. A first attempt
is to naively follow the approach of Das et al. who showed that ECDSA with multiplica-
tive rerandomization satisfies UFCMA-HRK (without any restrictions on the number of
signatures per message). The main idea of Das et al’s reduction from UFCMA-HRK to
UFCMA (both with respect to the ECDSA scheme) is to rely on a related key attack
(RKA) that is present in the multiplicatively rerandomized version of the ECDSA scheme.
Concretely, the RKA allows to transform a signature (r,s) on message mg relative to
a key pk, into a signature (r,s/ p) on message my that is valid under the related key
pk, = pkg - p, where p satisfies p = E g This attack can be leveraged by the reduction to
answer all signing queries in the UFCMA-HRK game. More precisely, using the RKA it
is possible to transform signatures obtained from the signing oracle in the UFCMA game
into signatures relative to any of the rerandomized keys in the UFCMA-HRK game (via
programming of the random oracle). Hence, we are immediately faced with the following
obstacle: this RKA does not work if keys are additively rerandomized.




Extending to Additive Rerandomization. To overcome this issue with the existing
reduction, we present a new RKA which works for additively rerandomized ECDSA. The
attack works as follows: given a signature (r,s) on my relative to pk,, (r,s) is also a
valid signature relative to the public key pk; = pky, + p - G on message m;, given that
p = (H(mo) — H(my))/r. Rather surprisingly, considering ECDSA’s huge popularity, we
are not aware of this attack having been noticed previously. Using our new RKA, we
are now able to (almost) make the simulation of signatures in Das et al’s approach work.
However, there is a further issue that comes from the structure of the additive RKA.
Suppose that the reduction is directed to program the random oracle H on a message
m so as to provide the attacker with a signature relative to a (rerandomized) public key
pk in the UFCMA-HRK game. The above RKA forces the reduction to program H on
a value that depends on a particular signature (r,s) on m, which it obtains from the
signing oracle in the underlying UFCMA game. Now, the only signature on m that the
reduction can hand to the adversary under pk is (r, s). If the adversary requests another
signature on the same message m, we are not able to reply with a fresh signature, as we
can program H on m only a single time. For this reason, we have to restrict ourselves to
one-per-message unforgeability. We emphasize, however, that this notion of security (one
signature per-message) is sufficient in our setting, as transactions are identified by unique
nonces in most cryptocurrencies (including Bitcoin) and hence never signed twice. An
additional benefit of our new reduction (compared to [DFL19]) is that it only requires
the weaker assumption that the underlying ECDSA scheme is one signature per-message
unforgeable in its own right. This is worth noting, as the work of Fersch et al. shows
that ECDSA achieves this property in the random oracle model [FKP17] (albeit with
a very large security loss). By comparison, the unrestricted security (i.e., UFCMA) of
ECDSA remains only a conjecture in the plain random oracle model. Our reduction also
removes the need for the random salt present in Das et al’s construction. This is an
important improvement, as it allows using BIP32 without Bitcoin’s scripting language,
which was required by the construction of Das et al. due to their use of the salt. Finally,
we remark that our reduction (by comparison to Das et al.) is non-tight and loses a factor
proportional to the total number of keys derived in the UFCMA-HRK game. We provide
further discussion on this issue in the next section and in Section 3.

Hierarchical Wallets. To complete the analysis of BIP32, the second part of our work
focuses on formal security properties when supporting hierarchies in deterministic wallet
constructions (as is the case for BIP32). As already hinted, the core difficulty in this
setting is that some of the wallet’s keys may be given to untrustworthy users who may
leak their cold wallet keys to the adversary. If this happens, it is important to ensure that
the adversary does not gain information about secret keys further up in the hierarchy. It
is easy to see that this property is not achieved if all keys are derived using the derivation
algorithms described so far: if the adversary learns skip = msk + p (mod p), where p is
computed as p = H(mpk, ch,ID), then it can recover msk as msk = skip — p (mod p) and
learn all cold wallet keys that were ever derived using msk. Because of this, BIP32 offers
a second mode of deriving keys called hardened key derivation. Hardened keys are derived
by changing the computation of the offset p above to p = H(msk, ch, ID). Now, even when
learning skip, it is not possible for the adversary to recover msk. The downside of hardened



key derivation is that the hot and cold wallet can no longer independently derive keys
(as the hot wallet does not know msk). Thus, this mode of derivation is not intended for
use in the hot/cold wallet paradigm, but simply to create keys with a higher degree of
security. These keys can either be stored (efficiently) as part of the main wallet or handed
to users in the system without any concern for other cold wallet keys. In Section 4, we
state the syntactical definition and correctness properties of a hierarchical deterministic
wallet. We then introduce a security model that supports both types of key derivations
(hardened and non-hardened), as well as secret key leakage of hardened keys. We refer
to this notion of security as WUFCMA. In Section 5, we provide a generic construction
HDWal that transforms a signature scheme satisfying UFCMA-HRK into a hierarchi-
cal deterministic wallet with WUFCMA security.! In this way, we are able to complete
the analysis of BIP32 by instantiating HDWal with ECDSA using additive rerandomization.

On the Tightness of Our Construction. A particular focus of our work is to analyze
the tightness and concrete security achieved by our constructions, most notably BIP32.
We have already mentioned that our reduction from UFCMA-HRK to UFCMA of the
ECDSA scheme with additive rerandomization is non-tight. More precisely, it loses a
factor proportional to the number of keys derived by the adversary in the UFCMA-HRK
game. Thus, our goal is to at least achieve the best possible tightness of our generic
transform HDWal. To this end, let us first consider the possible options for potential
security losses. From worst to best (excluding a tight reduction), the options are:

e Loss in the number of random oracle queries.
o Loss in the number of keys derived in the wallet (hardened or non-hardened).
 Loss in the number of signing oracle queries (assuming keys are used only once).

e Loss in the number of hardened keys leaked to the adversary.

The first three possibilities are quite catastrophic as the number of random oracle queries,
signing oracle queries, or keys derived in practice could be quite high. On the other
hand, we expect the number of leaked keys to be only a small portion of all the keys in a
given wallet (we use 1% as an estimate in our calculations). We are able to prove that
HDWal indeed achieves a multiplicative security loss proportional to only the hardened
keys leaked to the adversary over the course of the lifetime of the wallet. Furthermore, we
show that any generic transform from UFCMA-RK (a stronger notion than what is used
in our construction) to WUFCMA must lose at least this factor. Hence, our construction
HDWal achieves the best possible parameters. To prove our results, we adapt the reduc-
tion/metareduction techniques introduced by Coron in his seminal work [Cor(02]. Given
that his results deal with the tightness of unique signatures (which is very different from
our setting), this requires careful insight into his technique in order to adapt it to our model.

Concrete Security Parameters. We conclude by giving a discussion of the concrete
security levels achieved by BIP32 and the multiplicative ECDSA scheme of Das et al.,

In case the underlying signature scheme has the one signature per message restriction, then the
resulting wallet scheme also does.



when plugged into HDWal. We find that BIP32 gives roughly 94 bits of security according
to our theorems and conservative choices of parameters. We find that by comparison,
the multiplicative version of Das et al. gives 114 bits of security with a similarly efficient
scheme. (We remark that using the techniques introduced in our paper, we can also remove
the salt in the multiplicatively rerandomizable ECDSA version of Das et al.). Given these
insights, we strongly recommend that the Bitcoin community switch rerandomizations in
BIP32 from additive to multiplicative, in particular since these changes essentially come
for free.

1.4 Related Work

The most relevant previous work for us is by Das et al. [DFL19] as mentioned previously.
However, there have been other works which try to formalize cryptographic wallets. The
work of Gutoski and Stebila [GS15] proposes an alternative construction for hierarchical
wallets where up to d session keys can leak without the master secret key being compromised
under the one-more discrete-log assumption. However, their security model is weaker
than our model (or the security model of Das et al. on which we base our work). More
precisely, in their model, the adversary cannot query the game for signatures under
uncompromised wallet keys. Furthermore, instead of the traditional security model where
the adversary wins if she can forge a signature, the adversary’s goal in their security
definition is to extract the master secret/public key pair. Another more recent work is
by Luzio et al. [LFA20] where the authors design a new hierarchical wallet scheme by
using (deterministic) hierarchical key assignment schemes [ABFF09]. Unfortunately, their
solution is not compatible with cryptocurrencies such as Bitcoin since their solution requires
a more sophisticated (signature) verification algorithm, where a certificate associated with
the user needs to be verified along with the signature.

Turuani et al. [TVR16] analyzed the Bitcoin Electrum wallet using automated verifica-
tion in the Dolev-Yao model. However, many automated verification models only consider
“idealized” building blocks, i.e., cryptographic building blocks that are perfectly secure.
Consequently, this type of analysis excludes weaknesses such as related key attacks, which
are of fundamental relevance in the setting of deterministic wallets.

Another line of work has considered the security of hardware wallets [MPs19, AGKK19]
and implementation bugs in wallets (such as weak randomness) [CEV14, BR18, BH19].
Additionally, there have been several works with focus on the use of threshold ECDSA
signatures [KMOS19, GGN16, LN18, DKLs18] and multi-signatures [BDN18] in (and
outside of) wallet systems.

In a recent work, Alkadri et al. [ADE"20] have shown how to realize deterministic
wallets that are post-quantum secure. To this end, they suitably adapt the model and
techniques of Das et al. by considering an adversary with quantum computing power.

The concept of rerandomizable signature schemes was first introduced by Fleischhacker
et al. [FKM™16] and later used by [DFL19, ADE™20] for their wallet schemes. In addition,
related key attacks have been studied for signature schemes such as Schnorr [Sch90] in
many previous works [FF13, KMP16, ZCCT15]. For ECDSA, Das et al. leveraged related
key attacks to achieve a multiplicatively rerandomizable ECDSA scheme which they prove
secure w.r.t. the security notion of unforgeability under honestly rerandomizable keys.
Finally, Fersch et. al. [FKP16] provided the first security analysis of ECDSA in an



idealized model.

2 Preliminaries

Notation. We use the notation s < H to denote the uniform sampling of a variable s
from the set H. For an integer [, [I] denotes the set of integers {1,---,l}. We use upper
case letters to denote algorithms. For an algorithm A, we write y <> A(z) to denote the
execution of a randomized algorithm A on input x that outputs y. We write y < B(x; p)
to denote the execution of an algorithm B that, on input x and randomness p, outputs .
Note that in this notation, B is deterministic. We use the notation y € A(x) to denote
that y is in the set of possible outputs of A on input x.

In order to simplify our notation and definitions, we assume that public parameters par
have been securely generated and can be used throughout the paper as input to algorithms.
We generally assume that, initially, boolean variables are set to false, integers are set to 0,
lists are set to (), and undefined entries of lists are set to L. For strings a,b € {0, 1}*, we
write @ = (b, -) if b is a prefix of a and likewise, we write a # (b, -) if a is not prefixed by b.
We denote by & the security parameter throughout the paper.

We use standard code-based security games [Sho04]. A game G is an interactive
probability experiment between an adversary A and an (implicit) challenger which
provides answers to oracle queries posed by A. The output of G when interacting with
adversary A is denoted as G*. Finally, the randomness in any probability term of the
form Pr[G# = 1] is assumed to be over all the random coins in game G.

2.1 Signature Schemes

We now recall the definition of signature schemes and that of signature schemes with
perfectly rerandomizable keys from [DFL19].

Definition 2.1 (Signature Scheme). A signature scheme is a tuple of algorithms Sig =
(Sig.Gen, Sig.Sign, Sig.Verify) which are defined as follows:

 Sig.Gen(par): The randomized key generation algorithm Sig.Gen takes as input public
parameters par and outputs a public/secret key pair (pk, sk).

« Sig.Sign(sk,m): The (possibly) randomized signing algorithm Sig.Sign takes as input
a secret key sk and a message m and outputs a signature o.

o Sig.Verify(m, pk,o): The deterministic verification algorithm Sig.Verify takes as input
a public key pk, a signature o, and a message m. It outputs either 1 (accept) or 0
(reject).

A signature scheme Sig is correct if the following holds: For all (pk, sk) € Sig.Gen(par) and
all m € {0,1}* we have that

o <& Sig.Sign(sk, m)Pr[Sig.Verify(pk,o,m) = 1] = 1.



Definition 2.2 (Signature Scheme with Perfectly Rerandomizable Keys). A signature
scheme with perfectly rerandomizable keys is a tuple of algorithms RSig = (RSig.Gen,
RSig.Sign, RSig.Verify,RSig.RandSK, RSig.RandPK) where (RSig.Gen, RSig.Sign, RSig.Verify)
are the standard algorithms of a signature scheme. Moreover, we assume that the public
parameters par define a randomness space R := R(par). Then the algorithms RSig.RandSK
and RSig.RandPK are defined as follows:

» RSig.RandSK(sk; p): The deterministic secret key rerandomization algorithm RSig.RandSK
takes as input a secret key sk and randomness p € R and outputs a rerandomized
secret key sk’.

« RSig.RandPK(pk; p): The deterministic public key rerandomization algorithm RSig.RandPK
takes as input a public key pk and randomness p € R and outputs a rerandomized
public key pk'.

We make the convention that for the empty string e, we have that RSig.RandPK(pk;¢) =
pk and RSig.RandSK(sk; ¢) = sk.
We further require:

1. (Perfect) rerandomizability of keys: For all (sk, pk) € RSig.Gen (par) and p < R, the
distributions of (sk’, pk’) and (sk”, pk”) are identical, where:

(sk', pk’) « (RSig.RandSK(sk; p), RSig.RandPK (pk; p)),
(sk”, pk”) <& RSig.Gen (par) .

2. Correctness under rerandomized keys: For all (sk, pk) € RSig.Gen (par), for all p € R,
and for all m € {0,1}*, the rerandomized keys sk’ < RSig.RandSK(sk; p) and pk’ +
RSig.RandPK(pk; p) satisfy:

Pr [RSig.Verify (pk’,o,m) = 1] = 1.
cr(iRSig.Sign(sk',m)

Security notion uf-cmal. In this work, we use the security notion of one-per message
existential unforgeability under chosen message attacks (uf-cmal) [FKP17] which is a
slightly weaker variant of the standard notion of existential unforgeability under chosen
message attacks (uf-cma) security. In contrast to standard uf-cma, in uf-cmal, the
adversary is restricted to querying the signing oracle at most once for each message. We
formalize the uf-cmal notion for a signature scheme Sig in the form of a game uf-cmalg,
as follows.

Game uf-cmalg:

o Setup Phase: The challenger initiates a list as SigList < {e} for storing messages
and samples a pair of keys (pk, sk) <= Sig.Gen(par). Then, A is run on input pk.

e Online Phase: A is given access to a signing oracle Sign which works as follows. On
input a message m, if m was queried in a previous Sign query, i.e., if m € SigList, then |
is returned. Otherwise, Sign computes a signature on message m as o <= Sig.Sign(sk, m).
The message m is stored in the Siglist and the signature ¢ is returned as the answer.



e Output Phase: Finally, A wins the game if it can provide a forgery ¢* on a mes-
sage m*, where (1) m* is fresh, i.e., m* ¢ Siglist and (2) ¢* is a valid forgery, i.e.,
Sig.Verify(pk, 0%, m*) = 1.

A

For an algorithm A we define A’s advantage in the game uf-cmalsi; as AdV{ cmarg, =

Pr[uf—cmalg‘ig =1].

Security notion uf-cma-hrkl. For signature schemes with perfectly rerandomizable
keys, we introduce the notion of one-per message existential unforgeability under honestly
rerandomizable keys (uf-cma-hrk1l), which restricts the security notion of ezistential
unforgeability under honestly rerandomizable keys (uf-cma-hrk) as introduced by Das
et al. [DFL19]. In this security notion, the signing oracle cannot only return signatures
under sk, but it can also return signatures that were produced with keys that represent
honest rerandomizations of sk. The term honest indicates that the randomness for the
rerandomization is chosen uniformly at random from R (by the game itself). Our security
notion of uf-cma-hrk1 restricts the notion of uf-cma-hrk in the sense that the signing
oracle returns at most one signature for each randomness/message pair (p, m). We formally
model the notion of uf-cma-hrkl for a rerandomizable signature scheme RSig in the
form of a game uf-cma-hrklgs;; as follows.

Game uf-cma-hrklgg,:

« Setup Phase: The challenger initializes two lists as SiglList <— {e} and RList < {e}
and samples a pair of keys (pk, sk) < RSig.Gen(par). Then A is run on input pk.

¢ Online Phase:

— A is given access to an oracle Rand, which, upon a query, samples a fresh random
value from R as p <& R, stores p in the list RList, and returns p.

— A is given access to a signing oracle RSign which works as follows. On input a
message m and a randomness p, if p was not obtained via a prior Rand query (i.e.,
p ¢ RList), then return L. Otherwise, derive a pair of keys rerandomized with
the randomness p, as sk’ < RSig.SKDer(sk; p) and pk’ < RSig.PKDer(pk;p). If
(pk’,m) € SigList then return 1. Otherwise, a signature is derived on message m
under the secret key sk’ as o < RSig.Sign(sk’,m). The tuple (pk’, m) is stored in the
SigList and the signature o is returned as the answer.

e Output Phase: A wins if it returns a forgery o* together with a message m* and
a public key pk* < RSig.PKDer(pk; p*),? s.t. following holds: (1) the randomness
p* has been derived via a Rand query, i.e., p* € RList, (2) (m*, p*) is fresh, i.e.,
(pk*, m*) ¢ SigList, and (3) ¢* is a valid forgery, i.e., RSig.Verify(pk*, o*,m*) = 1.

For an algorithm 4 we define A’s advantage in game uf-cma-hrk1gs, as Adv?,

Pr[uf—cma—hrklésig =1].
Other than only allowing the adversary to ask for at most one signature per message,
our definition deviates from the one presented in [DFL19] by storing the tuples (pk’, m)

2For simplicity, we tacitly assume that pk* identifies p*. This can easily be achieved using appropriate
bookkeeping.

uf-cma-hrklgsj, =



in the list Siglist instead of just storing m. This change allows an adversary in the
uf-cma-hrkl game to query a signature for the same message but under different public
keys.

3 Security Analysis of Additively Rerandomizable
ECDSA

In the following discussion, let E(par) denote an elliptic curve with base point G and prime
order p. Furthermore, assume hash functions Hy: {0, 1}* — Z,, Hy: {0,1}* — Z,, (modeled
as random oracles). In this section, we present a signature scheme with rerandomizable
keys REC[H;] based on the standard ECDSA scheme which we denote by EC[Hg] (cf.
Figure 1). REC[H;], as illustrated in Figure 2, works in a similar way as EC[Hy| with two
main differences. (1) It is extended by two algorithms RandSK and RandPK for the key
rerandomization and (2) it is designed for key-prefixed messages. First, the two algorithms
RandSK and RandPK randomize a key pair by adding a random value to each key. This
is in contrast to the signature scheme with multiplicatively rerandomizable keys based
on ECDSA as presented by Das et al. [DFL19], where the rerandomization algorithms
multiply a random value to each key. Second, REC[H;] is designed for key-prefixed
messages, i.e., upon executing REC[H;].Sign(sk, m) for a secret key sk and a message m,
the message is first extended to a key-prefized message pm < (pk, m) where pk represents
the public key corresponding to sk. Then the prefixed message pm is signed under sk.

We prove that REC[H,| satisfies uf-cma-hrk1 security by providing a reduction from
the uf-cmal security of the standard ECDSA scheme EC[H]. An integral part of the
reduction is the observation that there exists a so-called “related key attack” (RKA) in
the scheme EC[Hy]. An RKA allows to transform a signature that is valid under a public
key pk, into a signature that is valid under another public key pk; given there exists a
specific relation between pk; and pk,. The RKA in EC[H,] allows to use a signature o
that is valid under a public key pk, as a valid signature under a public key pk; in case
pk, and pk, are related as pk, = pky, + p - G, where p must satisfy p = M We
formally describe this related key attack in the following Lemma.

Lemma 3.1 Let Hy, Hy: {0,1}* — Z, be hash functions (modeled as random oracles).
Suppose that o = (r,s) is a valid signature on message mg € {0,1}* w.r.t. EC[Hy] and
public key pk,, i.e., EC[Ho].Verify(pk,, 0, mo) = 1. Furthermore, let p = M
(mod p). Then o is also a valid signature on message my € {0,1}* w.r.t. EC[Hl] and
public key pk, = pky + p - G, i.e., EC[H;].Verify(pk,, o, m;) = 1.

Proof of Lemma 3.1. We have to show that EC[H;].Verify(pk,, o, m1) = 1 for pk, = pk, +
p-Gandp= M (mod p). Note that o = (r, s), where s = t~!(H, (mo) + rsko)
(mod p) and r represents the z-coordinate of the elliptic curve point ¢ - G for ¢ <* Z,. As

shown in Figure 1, EC[H;].Verify(pk,, o, m;) computes the following:



Algorithm EC[H,].Gen (par) Algorithm EC[Hy].Verify (pk = X, 0, m)

00 z <& Z, 15 Parse (r,8) < o
01 X+—2z2-G 16 If (r,s) € Z,,
02 sk <z 17 Return 0
03 pk < X 18 w < s~! mod p
04 Return (pk, sk) 19 z < Ho(m)
20 Uy <— zw mod p
Algorithm EC[H,].Sign (sk = x,m) 21 ug <= rw mod p
05 z <— Ho(m) 22 (eg,ey) —up - GHug- X
06 t < Zy 23 If (e4,e,) = (0,0)
07 (eg,ey) -G 24 Return 0
08 14— e, mod p 25 Return r = e, mod p

09 If r =0 mod p

10 Goto Step 06

11 s+t (z+rx) modp
12 If s=0 mod p

13 Goto Step 06

14 Return o := (r, s)

Figure 1: EC[Ho] = (EC[Ho].Gen, EC[Hy].Sign, EC[Hy].Verify): ECDSA signature scheme over to elliptic
curve [E using hash function Hg: {0,1}* — Z,.

uy - G+ us - pky

:Hl(m1> . S_l . G + r. S—l X (pko + H()(mo) —_ Hl(ml) . G)

=51 G (Hi(my) + 7 - skg + Ho(mg) — Hy(my))
=51 -G (r-skg + Ho(my))
=t - (H()(m()) + TSko)il : (Ho(m0> + TSkQ) -G=t-G

Since the z-coordinate of ¢-G equals r (mod p), it holds that EC[H;].Verify(pk,, o, m;) = 1.
|

The RKA from Lemma 3.1 can be extended to an RKA between the schemes EC[Hy]
and REC[H;| such that a valid signature under pk, for a prefized message pm < (pk,,m)
in EC[Hy] is also valid in REC[H;] under pk; for message m. This RKA allows to transfer a
valid signature from EC[Hg] to a valid signature in REC[H;| and vice versa in case pk, and
pk, satisfy the relation from Lemma 3.1. We formally present this RKA in the following
Lemma.

Lemma 3.2 Let Hy, Hy: {0,1}* — Z, be hash functions (modeled as random oracles).
Let m € {0,1}* and suppose that o = (r,s) is a valid signature on message pm < (pky, m)
w.r.t. EC[Ho| and public key pk,, i.e., EC[Ho].Verify(pk,, o, pm) = 1. Furthermore, suppose
that pk; = pky + p - G where p = Ho(pm)=H, (pm) (mod p). Then o is also a valid signature

T

on message m w.r.t. REC[H] and public key pky, i.e., REC[H;].Verify(pk,,o,m) = 1.



Algorithm REC[H,].Sign (sk,m) Algorithm REC[H;].RandSK (sk; p)
00 pm < (pk,m) 00 sk’ +— (sk + p) mod p
01 o < EC[H,].Sign (sk, pm) 01 Return sk’
02 Return o
Algorithm REC[H;].RandPK (pk; p)
Algorithm REC[H,].Verify (pk, o, m) 02 pk' « (pk+p - G)
03 pm < (pk,m) 03 Return pk’
04 Return EC[H,].Verify (pk, o, pm)

Figure 2: Key-prefixed version of the ECDSA signature scheme with perfectly reran-
domizable keys REC[H;] := (REC[H;].Gen = EC[H,].Gen, REC[H,].Sign, REC[H;].Verify,
REC[H;].RandSK, REC[H;]|.RandPK) based on the ECDSA signature scheme EC[H,]. Above
Hy: {0,1}* — Z, denotes a hash function.

Proof of Lemma 3.2. We have to show that REC[H,].Verify(pk,,o,m) = 1 for pk; =
pko + p- G and p = Ho(pm);Hl(pm) (mod p), where pm <« (pky,m). Note that o = (r, s),
where s = t~!(Ho(pm) + rskg) (mod p) and r represents the z-coordinate of the elliptic
curve point ¢ - G for t <* Z,. As shown in figure 2, REC[H,].Verify(pk,, o, m) first computes
the prefixed message pm < (pk,,m) and then runs EC[H;].Verify(pk,,o,pm). The rest

follows from the proof of Lemma 3.1 with my = m; = pm. [ |

3.1 Security analysis of REC

In this section, we analyze the one-per message unforgeability of the honestly rerandomiz-
able signature scheme, or in short the uf-cma-hrk1 security of the scheme REC[H;]. We
prove the following theorem.

Theorem 3.3 Let Hy,H;: {0,1}* — Z, be hash functions (modeled as random oracles).
Let A be an algorithm that plays in the game uf-cma-hrklgecy,). Then there exists an
algorithm C running in roughly the same time as A, such that

2
1
AdVC Hol > <AdVA qu) o
q

uf-cmalgc uf—cma-hrklREqu] - P

where quy, and q are the number of random oracle queries and Rand queries, respectively,
that A makes.

Before providing the full formal proof of Theorem 3.3, we give some intuition on
how we overcome the main difficulties in our simulation. At a high level, the idea is to
reduce the uf-cma-hrk1 security of the additively rerandomizable ECDSA construction
REC[H,] from the uf-cmal security of ECDSA construction EC[H]. Therefore, the proof
essentially consists of building a reduction C trying to come up with a valid forgery to
win the uf-cmalgcy, game, by simulating the uf-cma-hrklgecn,) game to adversary A
using the RKA from Lemma 3.2. In the uf-cmalgcp, game, C obtains a public key pk,
from its challenger. It can query an oracle Sign to get signatures w.r.t. pk.. C also has
access to a random oracle Hy. C’s goal is to somehow embed its public key pk. in one of



the rerandomized public keys pk* under which A4 eventually returns a forgery (pk*, o*, m*).
The hope is that C can use (pk™, 0*, m*) to win its own game uf-cmalgcy,).

In more detail, C’s strategy works as follows. Instead of directly using pk., C generates
the challenge public key for A by additively shifting pk, with a freshly sampled p < R,
i.e., pk + pke — p - G. When A asks for a signature under a key pk' = pk + p - G, C
can simulate such signatures by querying its Sign oracle and employing the RKA from
Lemma 3.2. This is because, to the adversary A, pk’ looks like a rerandomization of pk,
while in fact, it is derived from pk. as pk' = pk + p- G = (pko — p- G) + p - G. To make
this simulation work, the random oracle H; must be carefully programmed by C such that
the relation between p, Hy and Hj satisfies Hy(m) = Ho(m) — r - p (mod p) (according to
Lemma 3.2), where (r,s) := o is the signature®.Note that, due to the programming of the
random oracle, the first simulated signature for every message and randomness pair (m, p)
fully determines H;(m). Hence, the simulated signing oracle in uf-cma-hrklggcn,) can
be queried at most once on every input pair (m, p). C’s strategy to win uf-cmalgcpy,) is
to embed p at random as an answer to one of the Rand queries in uf-cma-hrklgecp,)-
For signing queries w.r.t. pk, C does not reprogram Hi; instead, it uses Hy and signatures
obtained from the signing oracle in uf-cmalgcpy,) directly. If A returns a valid forgery o*
w.r.t. to pk* = pk = pk+ /-G, then C can simply use this forgery to win the uf-cmalgcpy
game. This is because pk* = pk + - G = pkp — p- G+ p- G = pk,. Note that pk* is the
only key for which the forgery o* is valid in game uf-cmalgcyy,). For any other key pk’,
the simulation of the signing oracle in uf-cma-hrk1ggcp,) requires to reprogram H; on
any message that is prefixed with pk’. Since this involves a signing query on that very
message to the signing oracle in uf-cmalgcyy,), the forgery would no longer be fresh in
the latter game. This guessing on C’s part is also the reason that our reduction is not
tight.

We now provide the full formal proof.

Proof. For this proof, we consider an adversary A playing in the uf-cma-hrklggcm,
game relative to a random oracle H;. Below, we present a series of games Gy to Gg where
the following holds.

2
AWV etk = PIIGH = 1] < PriGe™ = 1] + q;‘;
Game Gy: This game is equivalent to the original game, namely uf—cma—hrkléEqu]. In
particular, a key pair (sk, pk) is sampled as (sk, pk) <~ REC[H;].Gen(par). The adversary
A is given pk as the challenge public key and oracle access to Rand, RSign and random
oracle H;. A can query Rand to receive a randomness p and make a follow-up query
to RSign to receive a signature on message m with respect to the rerandomized key
pk’ < pk + p - G. In particular, A is allowed to query RSign on every input pair (m, p) at
most once. Additionally, A can make direct queries to the random oracle H;. Eventually,
in order to win the game, A has to come up with a valid forgery ¢* on a new message
m* with respect to a randomness p*. Since Gy proceeds as uf-cma-hrkl we have that
Pr[Go* = 1] = Pr[uf-cma—hrkléEqu] = 1] = Adv?}

uf—cma—hrklREc[Hll :

3 An important aspect of this simulation is that C can program H; whenever it observes a query m to
H; that is prefixed with a previously rerandomized key. In particular, this can be done before m is ever
queried to the signing oracle in uf-cma-hrklgecp,)-



Game G;: This game is similar to game Gp with the following modification. A is now

given a public key pk instead of pk (whlch served as the challenge public key in Gy) as the

challenge public key. pk is derived as pk < pk — p- G with a freshly sampled randomness
<&~ R. The corresponding secret key is obtained as sk = sk —

Due to the perfect rerandomizablity of keys of the rerandomizable signature scheme
REC, pk is indistinguishable from pk. Hence, we have Pr[Go* = 1] = Pr[G1* = 1].
Game G5: This game is similar to game Gy with the following modification in the Rand
oracle. An index j is sampled uniformly at random from the set {1,..., ¢}, where ¢ is an
upper bound on the number of queries to the oracle Rand. The game returns j at the j*"
Rand query. For all other queries, p is sampled randomly as p < R.

Since both p and p are sampled randomly from R, the output distribution of the Rand
oracle is the same in games G; and G3. Hence, we have Pr[Ge™ = 1] = Pr[G1* = 1].
Game Gj: This game behaves exactly like the game Gy with the following modifications:
First, the game internally maintains a random oracle Hy (in addition to H;) in a straight-
forward manner, by storing a list Hy of query/response pairs. Second, the game programs
the oracle H; by maintaining three lists Hy, H] and I, where the first two will be used as
possible replies to queries to Hy, and I' stores pre-computed signatures. In the beginning
of the game, Hy, H] and I" are initially set to L in each entry. Whenever A queries a
message m to Hy, the values Hy[m], H|[m] and I'[m] are set in one of two ways depending
on whether m is prefixed with a public key pk’ or not. Here, pk’ is a rerandomized form
of the public key pk (i.e., pk’ - pk + p - G where p < Rand is a previous answer to any
Rand oracle query), where pk = pk — p - G (see Game Gp). Concretely, on query m to Hy,
the lists Hy, H; and ' are maintained in the following way:

o If Hy has already been programmed in a previous query, i.e., Hy[m] # L, return H;[m).

» Else Hi[m] = L, then sample uniformly at random h < Z,, set Hi[m] = h, and
proceed as follows:

— Case 1: m is of the form (pk’, m’), where pk’ = pk+p-G = pk-+(p—p)-G, for p € RList.
Derive a signature o as o < REC[H,].Sign(sk’, m/) for sk’ = sk + p = sk + (p — p)
(mod p) and parse o := (r,s). Then set H{[m| = Holm| — 7 (p — p) (mod p) and
I'[m] = o. Finally return H;[m].

— Case 2: m is not of the form (pk’,m’). Set I'[m] = € and return H;[m)].

In both the cases, the output of H; is uniformly distributed from A’s point of view. It
follows that Pr[Ge™ = 1] = Pr[Gs* = 1].

Game G4: This game proceeds as the previous game with a modification in the Rand oracle.
Upon A querying the Rand oracle, sample p as before, then compute the rerandomized
public key pk’ <— pk 4 p - G and check if there exists a message m with prefix pk’ such
that I'[m] = €. In that case, the game aborts.

Claim 3.4 Let E; be the event that the game G4 aborts during a Rand query. Then, we
2
have that Pr[E;| < qul :




Proof. Event E; can only occur if A has queried H; on input m with prefix pk’ < [3T<—|— p-G
prior to making a query to Rand that returns p. Since A makes at most gy, queries to Hy,
aH,

for each query to Rand that the adversary A makes, we have that with probability - we

receive a value p such that pk’ < H( + p - G is a prefix of input m that was earlier made
to Hy. Since there are at most ¢ such queries to Rand by taking the union bound over gy,

we obtain Pr[E;] = S0 qHTl = qHTlQ. ]

From the above, we have that Pr[Gs* = 1] < Pr[Gy* = 1] + q%z.

Game G5: This game is similar to the game G4 except for a modification in the RSign
oracle. Upon A’s query on input (m,p), the game simulates the RSign oracle in the
following manner. It computes the rerandomized public key pk’ + [;T< + p - G and creates
the public key prefixed message pm < (pk’,m). The signature is implicitly derived via
querying the simulated random oracle H; (see Game Gs above) on input the prefixed
message pm. This results into I'[pm] = o = REC[H,].Sign(sk’, m), which is returned as the
response to the signature query.

Observe that all queries to RSign on input the tuple (m, p) output the same signature.
However, since ECDSA signatures are randomized, the output of RSign should be different
with overwhelming probability for each query on the same input tuples. Here, we exploit
that A is allowed to query RSign at most once for the same input pair (m, p). Hence, the
output distribution of RSign is identical to the distribution of the RSign oracle in the
previous game and it holds that Pr[G4* = 1] = Pr[Gs* = 1].

Game Gg: This game is similar to game G5 except for the following changes: In the
oracles R3ign and H; the game uses EC[H)].Sign instead of REC[H;].Sign to compute the
signatures stored in I' (and in case of RSign this implicitly happens via Hy). More precisely,
when H; is queried on pm = (pk’, m’), where pk’ = pk+p-G = pk+(p— )G for p € RList,
we derive o <— EC[Hy].Sign(sk, pm), for sk’ = sk + (p — ) (mod p). Furthermore, upon H;
being queried on m, Hy returns H/[m] instead of H;[m] whenever I'[m] # L and I'|m] # e.

Claim 3.5 It holds that Pr[Gs* = 1] = Pr[Ge™* = 1].

Proof. First, note that in this game, H; returns Hy[m|—r-(p—p) on a message m for which
a signature is stored in I'. We have to show now that when H; is queried on pm = (pk’, m’),
where pk’ = pk + (p — p) - G and sk’ = sk + (p — p) (mod p) for p € RList, we derive
o + EC[Hy].Sign(sk, pm) (Game Gg) instead of computing o < REC[H,].Sign(sk’, m’)
(Game Gj).

To this end, we recall Lemma 3.2, which states that if o = (r, s) is a valid signature
for pm < (pk’,m/) under pk w.r.t. EC[Hy], it is also a valid signature for m’ under
pk’ < pk + (p — p) - G w.r.t. REC[Hy], if it holds that H;(pm) = Ho(pm) —r - (p — )
(mod p). Note that we replaced the REC[H;].Sign procedure call on a message m’ in G5 by a
EC[Ho].Sign procedure call on a prefixed message pm < (pk’,m’), where pk’ = pk+(p—p)-G.
It remains to show that the condition H;(pm) = Ho(pm) —r - (p — p) (mod p) holds. But
since H{[pm| = Hylpm| —r - (p — p) (mod p) is programmed accordingly (latest when
RSign is queried), this follows directly. [

Combining results from G to Gg, we have that
2

Pr[GA = 1] < Pr[GA = 1] + q';;. (1)



Reduction to uf-cmal security. Having shown that the original uf—cma—hrkléEc[H ]
game is indistinguishable from game Gg, it remains to show that an adversary A winning
in game G can be turned into an adversary C that wins uf—cmalqu o] game with related
success probability. To this end, we construct C that runs in the game uf—cmalEqHO] and
simulates to A game Gg. Thus, C proceeds as game G¢ and leverages oracle access to its
own signing oracle (with respect to its challenge public key) in the following way:

1. On input the challenge public key pk, from uf-cmalgcp,), the adversary C sets pk to
pkc. Note that this implicitly sets the challenge public key in C’s simulation of G to
pk = pke, — p - G. Hence, C runs A on input pk.

2. In case A returns a forgery (m*,o*, p*) with p* # g, C aborts.

C perfectly simulates Gg for A except in case where it aborts. Moreover, note that in case
there is no abort, we have that

pk* =pk + p* -G =pkp — p- G+ j- G = pk.

From the above programming strategy, we conclude that for A’s queries to H; that are
prefixed with pk*, the oracles Hy and H; are identical. It remains to calculate the success
probability of C in winnning the uf-cmalgcy, game in case A returns a valid forgery.

Claim 3.6 Let E; be the event that A outputs (m*,c*, p*) s.t. (pm*,0*) constitutes a
valid forgery in game uf—cmalEC[HO]. Then, we have that Pr[E,|Ge* = 1] > %, where ¢ is
the number of queries to the Rand oracle.

1
q

Proof. In order to prove this claim, we need to show that with probability % it must hold
that (1) (pm*,o*) is a valid forgery in game uf—cmalEC[HO] under public key pk, and (2)
the Sign oracle of the uf—cmal(éqHO] game has not been queried on input pm*.
First, note that if o* is a valid signature for message (pk*, m*) under the public key pk*
relative to REC[H;], then ¢* is also a valid signature on pm* under public key pk, = pk”
relative to EC[Ho], as Hp and H; are identical for messages prefixed with pk*. Since there
are at most ¢ possible values of p* and C chooses one of them uniformly at random,
the probability that C’s guess is correct is at least %. Note that from the adversary’s
perspective, the public key generated at index j is no different than other public keys.
Second, since (m*, o*, p*) is a valid forgery in uf—cma—hrkléEC[H .» A has not previously
queried the RSign oracle on input (m*, p*). Correspondingly, the Sign oracle of the
uf-cmalgcpy, game has also not been queried on message pm* and hence, (pm*,0*) is a
valid forgery in uf-cmalgcy,).

|

From Eq. 1 we get the following.

Adv;, = Pr(Gf = 1] < PrlGy = 1] + ==

uf—cma—hrklREc[Hl]

or, PriG¢ = 1] > Adv?},

uf-cma-hrklgeciy,)



Since C can use a valid forgery by A in its own game whenever E, occurs,

uf-cmagc[Ho]

AdvC > Pr[GA =1] - Pr[E, | GA = 1] = Pr[GA = 1] - 2

A ai 1
Z (Advuf_cma—hl‘klREqu] - [)1> . &

4 A Model for Hierarchical Deterministic Wallets

In this section, we introduce a formal model for hierarchical deterministic wallets. This
model closely reflects the BIP32 specification [Wik18] with only minor differences which
we list in Section 6. At a high level, a hierarchical deterministic wallet scheme can be
visualized as a tree, where every node in the tree corresponds to a wallet. As is usual in a
tree structure, the scheme originates from a root node, which contains a pair of master
keys - a master public key mpk and a master secret key msk as well as a seed chg o which
we will refer to as chaincode from now on. We say that the root node is located at level
0 of the tree. The root can create a child node at level 1 and position ¢ by deriving a
new key pair (pk; ;,ski ;) and a chaincode ch;; from its master keys and chaincode chg.
This child node represents a new wallet that is initiated with the key pair (pk, ;,ski ) and
chaincode ch;; and using these values it can in turn create a child node for level 2. This
child creation process can continue recursively. Note, however, that a node at level i can
only create children for the immediate lower level, i.e., for level ¢ + 1.

In our model, we distinguish between two different kinds of nodes, namely non-hardened
and hardened nodes. Non-hardened nodes are, in essence, the nodes as discussed above,
i.e., nodes that can be used for child creation at the next lower level. We assume that the
public key and the chaincode of a non-hardened node can be corrupted by an adversary,
whereas the secret key remains protected. One might think of non-hardened nodes as
wallets in the hot/cold wallet setting, where the hot wallet stores the public key, the cold
wallet stores the secret key and the chaincode is provided to both wallets. While the
hot wallet is permanently online and thereby vulnerable to attacks, the cold wallet stays
offline for the majority of the time and is therefore protected against attacks. To create a
non-hardened child node at level ¢ and at position ¢, its parent must generate the child
node’s key pair (pk; ;, sk;;) and chaincode ch;;. We model the derivation of these values
in such a way that the derivation process of sk;; involves the parent’s secret key, while
the derivation of pk;, and ch;; requires only the parent’s public key and chaincode (i.e.,
it is independent of the parent’s secret key).

Hardened nodes, on the other hand, represent the leaves of the tree, i.e., we do not
consider any child derivation from hardened nodes*. However, in comparison to non-
hardened nodes we allow secret key leakage, along with public key and chaincode leakage
for hardened nodes. That is, we consider full corruption of hardened nodes. Our security
goal is that the secret key leakage of a hardened node does not affect the security of
any other node in the tree. As opposed to non-hardened nodes, the creation process

4We show in Appendix A, full version that child derivation of hardened nodes is possible under certain
conditions.



of a hardened child node requires the secret key of the parent node, i.e., even for the
derivation of the child’s public key and chaincode . The tree structure of a hierarchical
deterministic wallet scheme, containing hardened as well as non-hardened nodes can be
found in Figure 3.

While hardened nodes clearly exhibit stronger security guarantees than non-hardened
nodes, the advantage of non-hardened nodes lies in the child creation process. We will
illustrate this advantage in the following example. In a company there might be trusted
and untrusted employees. Trusted employees operate a non-hardened node, as they are
trusted to properly protect their secret key, e.g., by storing it in a cold wallet. On the
other hand, untrusted employees have to operate a hardened node as they might leak
their secret key or simply get compromised. Assume a trusted employee maintains a
non-hardened node with key pair (pk; ;,sk;;) and chaincode ch;;. Further assume that
the node is operated in a hot/cold wallet setting, i.e., the tuple (sk;;,ch;;) is stored in
a cold wallet and the tuple (pk;,,ch;;) is stored in a hot wallet. If the employee wishes
to receive payments to different public addresses, it can simply generate these addresses
by deriving non-hardened child public keys using only the information stored in its hot
wallet. In particular, the cold wallet can remain offline during this process. Only when
the employee wants to spend the coins it received, it has to use sk;; from the cold wallet
to generate the secret keys corresponding to the public addresses it generated earlier.

Another example for the usefulness of non-hardened nodes is the following. Consider a
company A that operates a non-hardened node with key pair (pkw, sk;+) and chaincode ch; ;
only to receive payments from a company B. In this case, company A can simply share
pk;, and ch;; with company B, which can then by itself generate non-hardened child
public keys and make the payments to those addresses. Note that in this case, company
A does not have to be involved in the payment process at all.

level 0

level 1

Figure 3: Tree structure of a hierarchical deterministic wallet scheme. Hardened nodes
are denoted by H while non-hardened nodes are denoted by NH.

Flat Vs Hierarchical Deterministic Wallets. Let us now briefly discuss the main
difference between the model for hierarchical deterministic wallets and the setting originally
analyzed by Das et. al [DFL19] which we denote as the flat model. The key derivation
process in the flat model works in the same way as the non-hardened key derivation
in the hierarchical model with the difference that the flat model allows to derive keys
only directly from the master key pair. Hardened nodes are not considered in the flat
model. Therefore, the flat model basically represents a hierarchical wallet structure with



non-hardened leaf nodes at level 1 (see Figure 4). Since the flat model allows only for
non-hardened key derivation, the essential difference to the hierarchical model is that the
flat model cannot allow for any secret key leakage as this would render the entire scheme
insecure. Hierarchical wallets, on the other hand, introduce hardened nodes whose secret
keys can be leaked without affecting the security of any other node in the tree.

level 0

Figure 4: Tree structure of a deterministic wallet scheme in the flat setting.

In the following, we refer to a tree as a tuple (h,ngo, N, &) if (N, E) defines a tree
of height h with node set N and edge set £, and a root node ngo € N. We denote a
directed path p! of length i from the root to a node n;; € N at level i and position ¢ in
the tree as the corresponding ordered sequence of edges p! = (eq, -+ ,e;) € . A path of
length 1 from a node n;_1 s € N to a node n;; € N consists of only one edge which we
denote as €' € £.

Definition 4.1 (Address Structure). Let 7 = (h,ngo, N, &) be a tree. Define a labeling
of the nodes in N as follows.

e The root node ng is labeled by an address addr .

o For 1 <t < |N|and 0 <i<h,anoden;; €N is labeled by an address addr;; :=
(addrgy, p;).

A tuple (7, Addr) is said to be an address structure (with respect to T) if Addr consists
of a set of labels for the nodes in N that meets the above requirements. A prefix address
addr{t for a node n;; € N with 0 < j <i < h and ¢t < |N| is a vector of length j + 1
consisting of the first j + 1 components of addr;; € Addr.

We are now ready to define hierarchical deterministic wallets. In short, these schemes
consist of a Setup algorithm, which initializes the root node, hardened and non-hardened
secret and public key derivation algorithms SKDery, PKDery and SKDeryy, PKDeryy and
finally signing and signature verification algorithms Sign and and Verify. We assume that
public parameters par are known to all parties and we define appropriate secret and public
key sets S and PIC respectively. We assume there exists a function ToPubKey : SIC —
PIKC that on input a secret key from SK outputs the corresponding public key in PK.
Formally we have:

Definition 4.2 (Hierarchical Deterministic Wallets). Let 7 = (h,ngo, N, ) be a tree. A
hierarchical deterministic wallet scheme is defined w.r.t. an address structure (7, Addr)
and consists of seven algorithms HDWal = (Setup, SKDery, SKDerny, PKDery, PKDerny, Sign,
Verify) which are defined as follows:



o Setup(1%): The probabilistic setup algorithm takes as input a security parameter
1" and outputs a non-hardened master key pair (mskoo, mpkg o) with mskooy € SK,
mpkg o € PK and a chaincode chg .

o SKDery(sk; s, ch; s, addr; , e Z_’H)' The deterministic hardened secret key derivation
algorithm takes as input a secret key sk;; € SK, a chaincode ch; s, an address
addr; ; € Addr for level i < h, positions s, t, as well as an edge €}’ +1 € £. It outputs a
secret key sk;41¢ € SK, a chaincode ch; 41, and an address addr;;;, € Addr for level
t + 1 and position ¢.

o SKDernp(sk; s, pk; s, ch; s, addr; g, z+1) The deterministic non-hardened secret key deriva-
tion algorithm takes as input a secret key sk;; € SK, a public key pk; ; € PK, a
Chaincode ch; s, an address addr; ; € Addr for level @ < h, positions s, ¢, as well as an
edge e +1 € &. It outputs a secret key sk; 11, € SK, a chaincode ch;;;,; and an address
addr; 1 € Addr for level ¢ 4+ 1 and position t.

o PKDery(sk; s, pk; s, ch; s, addr; g, Z+1) The deterministic hardened public key deriva-
tion algorithm takes as input a secret key sk;, € SK, a public key pk; ; € PK, a
Chaincode ch; 5, an address addr; ; € Addr for level © < h, positions s, ¢, as well as an
edge e’ 1 € &. It outputs a public key pk,,,, € PK, a chaincode ch;;; and an address
addr;;; € Addr for level ¢ + 1 and position ¢.

« PKDernn(pk; ,, ch; s, addr;, ’H—l) The deterministic non-hardened public key deriva-
tion algorithm takes as input a public key pk; ; € PK, a chamcode ch; s, an address
addr; ; € Addr for level i < h, positions s, ¢, as well as an edge el+1 € &. It outputs
a public key pk;,;, € PK, a chaincode ch;;;; and an address addr;,,; € Addr for
level ¢ + 1 and position ¢.

« Sign(sk; s, m): The probabilistic signing algorithm takes as input a secret key sk; ; and
a message m. It outputs a signature o.

o Verify(pk,;
pk,

A hierarchical deterministic wallet is correct, if a secret and public key pair is derived
correctly using the algorithms SKDery, PKDery or SKDeryy, PKDeryy, the keys represent
a valid signing key pair.

We denote keys with subscript nh (e.g., skap.. or pky, ) as non-hardened keys and
keys with subscript h (e.g., skp.. or pky, ) as hardened keys. A key without the subscript
nh or h indicates that it can be both a non-hardened or hardened key.

Definition 4.3 (Correctness of Hierarchical Deterministic Wallets). Let HDWal be a hierar-
chical deterministic wallet scheme with respect to an address structure (7, Addr). For any
e € &£ and any (chg, mskah 0.0, mpKon 00) € Setup(17), we define tuples (sky 1,5, chy 5, addry )
and (pky, ; ,chi s, addr; ;) as

i.s»M,0): The probabilistic verification algorithm takes as input a public key

i) @ message m and a signature o. It outputs 0 or 1.

(Skh717s, Cth, addrl,s) = SKDerH(msknh7070, Ch070, addr070, 6(1)75)
(Pkp.1.4: chi s, addry ) := PKDery(mskon 0,0, cho o, addro g, e}



and tuples (sknh,1,s,ch1 s, addr; ;) and (pk,p; 4, chi s, addr; ) as

. 0,s
(Skth,S7 Chl,sa addrl,s) = SKDerNH (mSknhyo,O, Ch0,07 addl‘(L()7 (S )

(PKnn.1.: Chi s, addry ) := PKDernp(mpkoy, 0. cho o, addro g, €)).

Further, for any addr;,_;, € Addr, and any edge el' € £ we define the tuples

)

(skn,it, ch; ¢, addr; ) and (pkh7i7t,chi7t,addri7t) recursively as

. s,t
(Skh,i,uChi,taaddri,t) = SKDerH(Sknh,ifl,s;Chifl,svaddrifl,saei )
. s,t
(pkh,i,tﬂ Chi,t, addriyt) = PKDerH (Sl(,1hJ;1757 Chifl,s; addri,u, €; )

and tuples (skph+,ch; ¢, addr;;) and (pknh’i’t,chm,addri’t) as

(Sknh,i,t7 Chi,ta addrz',t) = SKDerNH(Sknh,i—l,sa Chi—l,sv addr;_, ,, ef’t)
(pknh,i,t, chs, addrm) := PKDernu(pkop i 1.5 chi—1,s,addr;_y , e

HDWal is correct if for all m € {0,1}*, all 1 <i < h,all 1 <t < (1 —d"*1)/(1 —d), and
all (chg,o, Msknh 0,0, MpK,, 00) € Setup(1%) it holds that

Pr [Verify(pky, ; ;,0,m) = 1] = 1

o<=Sign(skn, i ¢,m)

A Pr )[Verify(pknm257 o,m)=1]=1.

4=Sign(sknh,i,¢,m

4.1 Oracles

Let us now describe the general capability and influence that the adversary has over
the hierarchical wallet schemes. An adversary is allowed to create new hardened and
non-hardened nodes in the tree. Furthermore, the adversary can corrupt the hot wallet of
all non-hardened nodes, thereby learning the public key and the chaincode of these nodes,
as well as learning the secret key and chaincode of the hardened nodes. As we mentioned
earlier, since hardened keys are given to untrustworthy nodes, the adversary is able to
corrupt both their hot and cold wallets and as such, we do not consider the hardened
nodes to derive new children. One way to look at hardened nodes, is that such nodes
are the root of a new tree. We will later show in App. A, full version, that an adversary
cannot distinguish hardened key pairs from freshly generated keys except with negligible
probability. Therefore, our model can be recursively extended to consider settings where
the hardened nodes can also derive new keys. Finally, the adversary can query any node
on a freely chosen message m and receive a signature for this message. To model the
above mentioned capabilities, we describe the oracles which the adversary gets access to
in the unlinkability game unlypw, and the unforgeability game wufcmalypwys,).

Initially, two lists SK = () and CH = () are initialized. These are used throughout the
oracles to bookkeep which secret keys and chaincodes have been leaked to the adversary.
In the following, we consider a fixed address structure (7, Addr).



« Hardened Child Creation HChild0: On inputs an address addr; ; and an edge ef_fl
from A, return L if the address addr;; belongs to a hardened node or the address
addr; s is not valid (i.e., addr; ; ¢ Addr). Further, return L, if the address addr;;;,
exists already. Otherwise, compute the keys and chaincode (skp; s, pkh’iﬁs) and ch; 4 for
the node addr; ; by recursively deriving keys along the path in the tree, starting from
the first node in the path that has already been assigned a key. Create a hardened child
with address addr;,; as follows. Generate keypair (skp i1, Pky;.1,) by executing
both secret and public key derivation algorithms.

s,t
(skn,it+1,¢, Chiy1e, addr;q ;) < SKDery(skani s, ch; s, addr; , €7;)

s,t
(pkhﬂ.ﬂ,“chi+1,t,addri+17t) < PKDery(sknh,i s, ch; s, addr; 4, €7).

Return pky, ;41 ;-

« Non-Hardened Child Creation NHChild0: On inputs an address addr; ; and an
edge ef_fl from A, return L if the address addr; ; belongs to a hardened node or the
address addr; ¢ is not valid (i.e., addr; s ¢ Addr). Further, return L, if the address
addr;;, exists already. Otherwise, compute the keys and chaincode (skp ; s, pkh,i,s) and
ch; s for the node addr; by recursively deriving keys along the path in the tree, starting
from the first node in the path that has already been assigned a key. Create a non-
hardened child with address addr;;;, as follows. Generate keypair (skoh i1, PKoh g +17t)
by executing both key derivation algorithms

s,t
(Sknh,i+1,t7 Chi+1,t7 addri+1,t) < SKDeryy (Sknh,zx,s, Chz‘,s, addl‘z‘,s, ei+1)

(PKnhoit14> Chizte, addrig ) < PKDeryy(pk chi, addr; , el,).

nh,i,s»
Return pkpp, ;41,4

« Signing HDSignO: On input message m and an address addr; ; from A, proceed as
follows. Return L if the address addr; s is not valid (i.e., addr; s ¢ Addr). Further,
check if addr; s has already been queried to either NHChild0 or HChildO and return
L if this is not the case. Let sk; ; be the secret key for the node with address addr; ;.
Then compute a signature o < Sign(sk; s, m), add m to the message list SigList/addr; 4|
and return o.%

« Chaincode Leakage CHLeak0: On input an address addr; s from A, check if addr;
has already been queried to either NHChildO or HChild0 and return _L if this is not
the case. Set CH[addr; ] = 1 to denote that the chaincode ch; s of address addr; ; has
been leaked and return (pk, ,, ch; ;).

1,57

« Secret Key Leakage (for hardened node) SKLeak0: On input an address addr; s
from A, check if the address is that of the root, i.e., addr; ; = addr( or if the address
belongs to a non-hardened node; in this case, return L. Further, check if addr; ; has
already been queried to either NHChildO or HChild0 and return _L if this is not the

5In case of one-per message unforgeability, the oracle aborts if it has been queried previously on input
(m,addr; ;).



case. Else, set SK[addr; ;] = 1 and CH[addr; ;] = 1 to denote that the secret key skj, ; 5
and the chaincode ch; s of address addr; s have been leaked and return (sky,; 5, ch; 5).

4.2 Unlinkability

Intuitively, the notion of unlinkability for hierarchical deterministic wallets guarantees that
public keys in the tree, i.e., public keys that have been derived directly or indirectly from
the master key of the tree root, cannot be distinguished from from a freshly generated
public key. More concretely, the distribution of public keys from the tree should be
computationally indistinguishable from a distribution of public keys that have been
derived from an independently chosen master key. While this is a valuable privacy notion,
it does not quite model practical scenarios in the hot/cold wallet setting. Recall that
this setting assumes public keys and chaincodes to be stored in hot wallets, which are
prone to corruptions. Therefore, we extend the unlinkability notion as described above
in the following way. We consider hot wallet corruption upon which the public key and
chaincode of the corrupted wallet are leaked. This extended notion gives more power
to the adversary and is more close to the capabilities that an adversary has in real life
scenarios. Naturally, the adversary can distinguish the distribution of keys derived from
public keys of corrupted hot wallets from a distribution of public keys that have been
derived from an independently chosen master key. Therefore, in our new unlinkability
notion the adversary should not be able to distinguish the distribution of keys derived
from non-compromised hot wallets and keys derived from independently chosen master
keys.

In the following we describe the unlinkability game unlypwa, with respect to a challenger
C and an adversary A. In the first step of the game, the challenger generates a fresh
master key pair and a chaincode via the execution of Setup(1%). The adversary receives
the master public key as input and obtains access to all oracles as described in subsection
4.1. At some point, the adversary outputs an address addr;, and an edge efﬁl and
receives a public key from the challenger. This public key is either the correct key for the
node at address addr; 5 or a public key derived for a random address from a fresh master
public key. A wins the game if it can successfully distinguish these two scenarios. In the
following we give a detailed description of the game unlypwa:

Game uan DWal -

+ Setup Phase: The challenger computes (chg, mskoo, mpkg o) < Setup(1¥) and sends
mpkg o to A.

 Online Phase: On input the security parameter and the master public key mpkg ,, the
adversary A is allowed to make queries to the oracles as explained in subsection 4.1.

« Output Phase: Eventually, A chooses an address addr; ;, an edge ef_’fl and a value
c € {h,nh} and sends them to the challenger. Let (sk;s, pk;,) be the key pair and
ch; s the chaincode of the node at address addr; ;. If the address addr; ; belongs to a
hardened node, C returns L. Otherwise, the challenger chooses a bit b <~ {0,1} and
generates a public key pk; . ; as follows:

- Ifo=0:



x If ¢ = h: C computes (pky ;1. ") < PKDery(skon,i s, ch; s, addr; s, €7;).

* If ¢ = nh: If the chaincode for addr; ; or any of its prefix addresses has been
leaked, i.e., CH[addriS] =1, for any j < 7, then C returns L. Else, C computes
(Pknp.is1.e ) < PKDernn(pkyp i s: Chys, addr; 5, €577

nh,i,s»

— If b= 1: The challenger computes (chg o, mskg o, mpkg o) < Setup(17).

x If ¢ = h: C derives a public key pkj, , , +— PKDery(mskj o, chp o, addrp, e}").

* If ¢ = nh: If the chaincode for addr; ; or any of its prefix addresses has been
leaked, i.e., CH[addr{,s] =1, for any j < i, then C returns L. Else C derives a
public key pkl, ; , ¢~ PKDernn(mpkj o, chp o, addr,, €7").

— Based on the value of b and ¢, the challenger sends to the adversary either pk ;
or pknh,i+1,t or Pkfm,t or Pk;h,u'

o The adversary can continue to make oracle queries under the restrictions as mentioned
above.

o Eventually, A outputs a bit ¥’ and wins the game if b = b'.

We define the advantage of an adversary A in unlypwa as

1

AdvA
2

unlypwal

On Forward Unlinkability. The model of hierarchical wallets as defined in Defini-
tion 4.2 in Section 4 is stateless. In other words, each node in the tree maintains a fixed
chaincode ch; ; which is used as an input parameter for the child key derivation algorithms.
If the (non-hardened) public key pk; , as well as the chaincode ch; ; of a node are leaked
(e.g., due to a hot wallet corruption of the node in the hot/cold wallet setting), then the
adversary can as well compute the non-hardened keys in the entire sub-tree under pk; .
Consequently, unlinkability of the sub-tree is lost. To enhance the unlinkability property,
we can extend our model to a stateful variant where, each node maintains a state Stfys.
On every child key derivation, the state of the node is refreshed to a new state Stﬁfgl. As a
result of this modification, we can guarantee forward unlinkability for hierarchical wallets,
which is similar to the standard notion of forward security. Precisely, on a hot wallet
corruption, the adversary learns the current state St;s and the public key pk; ; of a node.
However, the existing children of this node were derived from earlier states Stﬁjs, for t' <t
- which are not known to the adversary. Thus it can no longer break the unlinkability of
the existing child keys in the sub-tree under pk; .. However, it would be able to link any
future child keys derived from pk; ..

4.3 Unforgeability

The notion of unforgeability for hierarchical deterministic wallets in the hot/cold wallet
setting guarantees that an adversary cannot forge a signature of any uncorrupted node
in the tree. In our model, non-hardened keys are always stored in hot/cold wallets, i.e.,
the secret keys are secured in the cold wallet storage, which cannot be corrupted by an
adversary. Hardened keys, on the other hand, can be stored on any device and are thereby



prone to corruption. Therefore, we allow an adversary to corrupt hardened secret keys,
while non-hardened secret keys must remain uncorrupted.

In more detail, the unforgeability game proceeds as follows. The challenger generates
a master key pair and a chaincode via the execution of Setup(1%). The adversary receives
the master public key and obtains access to the oracles as described in subsection 4.1.
Eventually, the adversary outputs a forgery, i.e., a message and a signature for a specific
node in the tree. The adversary wins the game, if the signature is valid, the message has
not been queried to the signing oracle HDSignO for this specific node before and the cold
wallet of the node is uncorrupted. We note that a slightly weaker variant of unforgeability
for hierarchical deterministic wallets is the notion of one-per message unforgeability, where
the security game proceeds exactly as the game of the unforgeability notion with the
difference that the adversary is allowed to query the HDSignQ oracle only once for each
message/address pair. We now give a detailed description of the unforgeability game
wufcmalppwa.

Game wufcmalpypwa:

+ Setup Phase: The challenger computes (chgo, msko, mpkg ) < Setup(1™) and sends
chg,o and mpk, , to A.

e Online Phase: On input the security parameter, the adversary A is allowed to make
queries to the oracles as explained in subsection 4.1.

« Output Phase: Eventually, A outputs a public key pk;. .., a message m*, an address
addr;- ;« and a signature o*. A wins if all of the following conditions hold,

— Verify(pk;s o+, 0%, m*) = 1

— m* ¢ SiglListjaddr;- ]

— Either addr;« ;- belongs to a non-hardened node or addr;- « belongs to a hardened
node and its secret key has not been corrupted, i.e., SK[addr;- 4| = 0.

We define the advantage of an adversary A in wufcmalppw, as

AdvfmlHDWaI = Pr[wufcmaliiyy, = 1.

5 Generic Construction

In this section, we first show how to generically construct a hierarchical determinis-
tic wallet scheme HDWal from a signature scheme with perfectly rerandomizable keys
RSig = (RSig.Gen, RSig.RandSK, RSig.RandPK, RSig.Sign, RSig.Verify). We denote the con-
struction of HDWal with respect to a signature scheme with rerandomizable keys RSig
by HDWal[RSig]|. Our generic construction HDWal[RSig] uses internally a hash function
H:{0,1}* - R x {0,1}". We detail our construction in Figure 5. Subsequently, we
analyze the security of our generic construction by proving the unlinkability and the
unforgeability properties of HDWal[RSig]. We defer the full proof for unlinkability of
HDWal[RSig] to Appendix A, full version. In the following subsection, we present the
theorem that states that HDWal[RSig| satisfies wufcmalyppwa security with a loss in the
security reduction. We then show that this loss is indeed unavoidable which means that
our security reduction is optimal.



Algorithm HDWal[RSig].Setup(par)
00 Cho)o & {0, 1}H

01 (mskg,, mpkg ) < RSig.Gen(par)
02 Return (msko o, mpkg o, choo)

Algorithm HDWal[RSig]|.SKDery(sk; s, ch; , addr; ., e/;)
00 ((.A)7 Chi+1,t) < H(Skiﬂs, Ch@s7 ef;fl)

01 sk;y1+ < RSig. RandSK(sst w)

02 addr;14 < addr; ¢ || eZJrl

03 Return (skz+1’f,ch7/+17t addriﬂ,t)
Algorithm HDWal[RSig].Sign(sk;s, m)
00 o < RSig.Sign(sk; s, m)
0t Return o

Algorithm HDWal[RSig].SKDeryy (ski s, pk; , chi s, addr; 4, €7};)
00 (w,chiy1y) < H(pk; ,, chis, elh)

01 sk;y1+ < RSig. RandSK(skZ s;W)

02 addr;41, < addr;; || e,Jrl

03 Return (skjt1, chiy1y, addr;qy)

’LS?

Algorithm

HDWal[RSig|. Verify(pk; .,
00 0/1 + RSig. Verlfy(pk
01 Return 0/1

o,m)
R )]
Algorithm HDWal[RSig].PKDery(sk; s, pk;
00 (w,chipy) <= H(sk; s, ch; g, e hLl)
0t pk;y,, < RSig. RandPK(pk, 5 W)
02 addr;;1, < addr; || elJr1
03 Return (pk; 4, chiy1s, addr ;)

s,t
ch; s, addr; ., €77))

7/57

Algorithm HDWaI[RSig].PKDerNH(pki’S
00 (w,chisy) ¢ H(pk,, chi,eff;)

01 pk;yy, < RSig. RandPK(ple, )

02 addr;;;, « addr;, || €,

03 Return (pk;; 4, chip1s, addri ;)

s,t
) Chi,57 addri,57 ei+1)

Figure 5: Generic construction of a hierarchical deterministic wallet scheme HDWal[RSig]
from a signature with perfectly rerandomizable keys RSig. HDWal[RSig] is defined w.r.t.
an address structure (7, Addr), where T = (h,ngo, N, &), such that addr; ; € Addr
and €)' € € for 0 <i < hand 1 < s,t < |N|. We denote by (pk;,sk;s) and ch;, the
public/secret key pair and chaincode of the node with address addr; ;. We denote by H a
hash function H: {0,1}* — R x {0,1}".

5.1 Unforgeability of Generic Construction

We now analyze the unforgeability property of our generic construction HDWal[RSig| of
a hierarchical wallet. We require the following properties from the underlying signature
scheme RSig. RSig must satisfy (1) the definition of a signature scheme with rerandomizable
keys as well as (2) a transitive property of the keys. We formally define the latter below.

Definition 5.1 (Transitive Rerandomization). Let RSig = (RSig.Gen, RSig.Sign, RSig.Verify,
RSig.RandSK, RSig.RandPK) be a signature scheme with perfectly rerandomizable keys.
We say that RSig transitively rerandomizes if there exists an operation ® : R X R — R s.t.
for all (sk, pk) € RSig.Gen(par) and all (p,p') € R x R, the values (sk’, pk’), (sk”, pk”), p
which are defined as

(sk’, pk’) < (RSig.RandSK(sk; p), RSig.RandPK(pk; p))
(sk”, pk”) < (RSig.RandSK(sk’; p’), RSig.RandPK(pk’; p')),
p=p® p satisfy

(sk”, pk”) = (RSig.RandSK(sk; p), RSig.RandPK(pk; p)).



Definition 5.2 (Invertible Rerandomization). Let RSig = (RSig.Gen, RSig.Sign, RSig.Verify,
RSig.RandSK, RSig.RandPK) be a signature scheme with perfectly rerandomizable keys.

We say that RSig has invertible rerandomization if there exist (efficient) algorithms
RandSK™' and RandPK™! s.t. for all (sk, pk) € RSig.Gen(par) and all p € R it holds

sk = RandSK ™' (RSig.RandSK(sk; p); p)
pk = RandPK!(RSig.RandPK(pk; p); p)

We note that the signature schemes with rerandomizable keys based on Schnorr
[FKM™*16], BLS [DFL19] and ECDSA (additive variant presented in Section 3 of this work
and multiplicative variant presented in [DFL19]) all satisfy the properties of transitive
rerandomization and invertible rerandmization as defined in Definitions 5.1, 5.2. For the
Schnorr, BLS and additive ECDSA based schemes, the ® operation is a simple addition,
while for the multiplicative ECDSA scheme it is a multiplication (modulo the group
order p). Below we state our theorem for the one-per message unforgeability property of
HDWal[RSig].

Theorem 5.3 Let HDWal[RSig| be the construction defined in Figure 5, let H: {0,1}* —
R x {0,1}" be a hash function modeled as a random oracle and let RSig be a signature
scheme with rerandomizable keys that satisfies the property of transitive rerandomization
and invertible rerandomization as in Definitions 5.1, 5.2. Let A be an adversary playing
in the game wufcmalf}DWaHRSig], then there exists an algorithm C running in roughly the
same time as A, and that makes as many queries to the oracle Rand in uf-cma-hrkl as
A makes queries to NHChild0/HChild0 such that

AdvA

wufemalypwairsig] *

1
C
Aquf_cma—hrklRSig Z m .

where g s the number of SKLeak0 oracle queries from A.

We stated Theorem 5.3 w.r.t. the one-per message unforgeability notions of hierarchical
deterministic wallet schemes and signature schemes with reradomizable keys, because
these notions are sufficient in the setting of deterministic wallets. This is because wallets
sign each unique transaction at most once. However, we note that we can likewise state
and prove the above theorem with respect to the standard unforgeability notions, i.e., the
notions that do not restrict the adversary to obtain at most one signature on a specific
message.

In the following, we provide the full formal proof of Theorem 5.3.

Proof. The proof of Theorem 5.3 exhibits an adversary C who uses the adversary A who
plays in game Wufcmal“,f,‘DWa”RSEg] to win its own game uf—cma—hrkl%Sig. The main idea
of our proof is that C guesses in advance which hardened nodes A might corrupt (i.e., calls
the SKLeakQ oracle on). In case the guess of C is wrong, C cannot answer all SKLeak0
oracle queries from A and therefore has to abort. This leads to a polynomial loss in the
number of SKLeak( oracle queries (i.e., gs) in C’s advantage in its uf-cma—hrklﬁSig game.
We use Coron’s technique as presented in [Cor02] to bound this loss.

We now provide the formal proof via a series of games G to Gg.



Game G(: This is the regular wufcmalypwairsig) game at the beginning of which a
key pair (pk, sk) is generated and the adversary A is given as input pk and oracle access
to the following oracles: HChild0, NHChild0, HDSignO, CHLeakQ and SKLeakO oracles and
a random oracle H. The random oracle H is internally programmed in a straight forward
manner, by maintaining a list H. In particular, on input s, if H[s] # L, then return H]s].
Otherwise, sample a fresh randomness p <~ R and a fresh value as ¢ < {0,1}" and set
(p,v) =: H[s] and return Hls|. In addition, the game keeps a list R in which it stores
the randomness used to derive the keys at position s and level ¢ at entry R[i,s]. We have
that AdvéufcmalHDWauRSig] = Pr[wufcmalﬁDWal[RSig] =1] = Pr[Gy! = 1].

Game G;: Upon generating the key pair (pk,sk), the game chooses a fresh chaincode
choo <= {0,1}" and fresh randomness p <> R. Then it derives the root public key for the
wufcmalypwairsig) game as mpk , <~ RSig.RandPK(pk; p), stores p in a list as 1[0, 0] = p.
The game sends chgo and mpkg, to A.

Since the randomness p is chosen uniformly at random from R, the rerandomizability
of keys property of the signature scheme RSig holds. This implies that the distribu-
tions of (-, mpky,) and (-, mpky,) <= RSig.Gen(par) are identical. Therefore, it holds that
Pr|G{t = 1] = Pr[Gy' = 1].

Game G;: This game behaves like G; with a modification in the NHChild0 oracle. Upon an
oracle query on input (addr; , ef’ll) the NHChi1d0 oracle executes PKDeryy (pk; ,, ch; s, addr;
efjfl) and creates the public key pkg, ;.1 at level i + 1 and position ¢ as pky, ;114 <
RandPK(pk;w © R[i, s]), i.e., the public key pk,;,,, is derived directly from pk with
randomness w ® R[4, s], where (w,-) <= H(pk, ,, ch;, el1). The game then sets the list
R[i +1,t] = w ©® R[i,s]. If any of the values (pk; ,,ch;s,addr;, R[i,s]) is not defined
yet, the game recursively derives the path from the root node up to (pk, ,,addr;,) and
updates the list up to R[, s.

Note that RandPK(pk; w® R[i, s]) and RandPK(pk,, ; ;;w) derive the same key pk,p ;114
due to the transitive property of rerandomizable keys. Since w and R[i, s| are uniformly

at random from R, we have that Pr[Gy' = 1] = Pr[G{' = 1].

Game G5 : This game proceeds similarly to the previous game with a modification in
the random oracle. The game aborts upon the adversary querying the random oracle on
input (skohis, -, -) where sknp; s is either a non-hardened secret key that corresponds to a
public key pk,, ; ; previously output by the NHChild0 oracle or skph ;s is the master secret
key mskgo corresponding to mpk ;.

Claim 5.4 Let € be the probability that game G3 aborts during a random oracle
query. Then there exists an algorithm C; playing in game uf-cma-hrklgs, such that
AdvS

uf-cma-hrklgs;g Z €

Proof. We prove this claim by providing a reduction to the uf-cma-hrk1 security of RSig.
More concretely, we show that there exists an algorithm C; with Advilf—cma—hrklRSig > €
assuming C; has access to an adversary A that causes G3 to abort with probability e.
Initially, C; receives as input a public key pk from the uf-cma-hrklgs;, game and chooses
at random a chaincode ch < {0,1}". From pk and ch, C; can honestly simulate the

NHChildO and CHLeak0 oracles to .A. The simulation of the random oracle H works as



described in G3 with the exception that instead of sampling the randomness p < R
uniformly at random from R, C; calls the Rand oracle in game uf-cma-hrklgs to
obtain the randomness p. A query from A to the HDSign0Q oracle on input (m,addr..) is
forwarded to the RSign oracle on input m and the randomness corresponding to addr. .
of the uf—cma—hrklchsig game. For a HChildO oracle query on input (addr;,,e};),
C; chooses a fresh key pair (independently of pk) (sk’, pk’) <~ RSig.Gen(par), assigns
(Skn,it1,65 Pk i1 1,4) i— (sk’, pk’) and returns pky,;,,,. The SKLeakO oracle is then simulated
by returning skp ;11 on input addr;;;;. The simulation of the HChild0 and HDSignO
oracles cannot be distinguished by A from the oracles in G3 due to the rerandomizability
of keys property of RSig. The only way in which A could detect the difference between
G5 and the reduction provided by C; would be if the following event occurs. A makes a
random oracle query of the form (skup s, -, -) Where skoh ;s is either a non-hardened secret
key that corresponds to a public key pk,,; ; previously output by the NHChild0 oracle
or sknh,; s is the secret key corresponding to pk (if skah ;s belongs to a public key PKah.i s
can be efficiently checked via the function ToPubKey(sknh;s)). By Claim 5.4, this event
happens with probability e. However, when this event occurs, C; learns the secret key
sknn,i,s Which it can use to compute the secret key sk of the uf-cma-hrklgs;; game. This
is due to the transitivity and invertible rerandomization property of RSig. C; can then
use sk to create a valid forgery in the uf—cma—hrkl%ig game. Therefore, we have that

C1
Advuf—cma—hrkIRSig Z €. u

It follows that Pr[G3'] < Pr[G4Y] + e.

Game G, : This game works like the previous game with a modification to the HChild0
oracle which works as follows. Let ¢g be the number of hardened nodes that A corrupts
via the SKLeak0 oracle. Upon A querying the HChild0 oracle, with probability ﬁ,
the address of this node is added to a list L. Let Bad define the event that a node
corresponding to an address in L is corrupted.

Since the change in this game is only syntactical, .A’s winning probability is not affected
by whether Bad occurs. It follows that Pr[G3'] = Pr[GYY].

Game G5 : This game works like the previous game with the only difference that G5
aborts in case event Bad occurs.

Lemma 5.5 Pr[Gy = 1] < Pr[Gz' = 1] - e.

Proof. A can distinguish G5 from the previous game if the game aborts i.e., when the
event Bad happens. This event happens for each SKLeakQ query, independently, with
probability qsk71+1' With probability (1 — ﬁ), a SKLeakO0 oracle query does not lead to
an abort. Hence, the overall probability with which the game does not abort on any

SKLeak0 oracle query can be lower bounded by (1 — qklﬂ)qsk > e71, i.e., Bad occurs with

probability at most 1 — e™!. As we have argued that Bad occurs in G4 independently of
the event G, = 1, we have that Pr|[G' = 1] = Pr[G& = 1] - 1/ Pr[-Bad] < Pr[Gz' = 1] - e.
|

Game G : This game works like the previous game with a modification to the HChild0
oracle which works as follows. For the nodes that are chosen to be added to the list L,



the game derives the public key of that node as a public key of a non-hardened node.
The rest of the hardened nodes are generated as (sk, pk) <= RSig.Gen(par) and assigned

(Skh,i-i-l,t? pkh,z’Jrl,t) = (Ska pk)

Lemma 5.6 Pr[G¢' = 1] = Pr[G{' = 1].

Proof. A can distinguish G¢ from the previous game if it corrupts a hardened node which
is simulated as a non-hardened node i.e., one of the nodes in the list L. The only other
way for A to distinguish these two games would be if A was able to query the random
oracle on input the secret key of a non-hardened node as this would allow to recursively
compute the secret key of the corresponding child hardened node. This case is, however,
has already been excluded in G3. As explained in game G5, upon A making a corruption
query for a node in list L, the game aborts. Therefore, the adversary cannot distinguish
this game from the previous game.

|

By the transition from game Gy to game Gg, we get that

AdvéufcmalHDWal[RSig] = PI"[G64 = 1] < (Pr[Gé = 1] : 6) +¢€
1 1
or, Pr[Gé = 1] > g ’ AdvéufcmalHDWal[RSigJ a E "€

Reduction to uf-cma-hrk security. Having shown that the transition from game
wufcmalﬁDWa,[RSig} to the game Gg is indistinguishable, it remains to show that there
exists a challenger Cy that simulates G5 and uses A to win its own game uf-cma-hrk1gsi.
The challenger code is same as G with the following changes: (1) The sampling of p <~ R
within the programming of H is replaced by a call to the oracle Rand (2) pk is replaced
by the challenge public key pkg, from the underlying game uf—cma—hrkl%ig. Since the
above changes are trivially indistinguishable to A, we move on to analyze Cy’s probability
to win the uf—cma—hrk%ig game using the forgery of A. There are two possibilities for A;
either to output a forgery for a non-hardened node or for a hardened node. We analyze
each case separately and show that for both cases our simulator can win its game with
non-negligible probability.

o Adversary outputs a forgery for a non-hardened node: If the adversary provides a

forgery for a non-hardened node, Cy can always use this forgery to win the uf—cma—hrk%ig
game. Therefore, the overall probability of Co winning the game in case of A generating
a forgery for a non-hardened node is:

- AdvA _ €

wufemalypwailrsig) e

Adv: > Pr[Gy = 1] >

uf-cma-hrklgsi; =

1
€

o Adversary outputs a forgery for a hardened node: We now compute the probability
that the game aborts in case the adversary generates a forgery for a hardened node.




Let ¢* be the index of the hardened node for which the adversary outputs a forgery. In
this case Cy needs to abort if ¢* was sampled randomly. Recall, the probability that
1* has been sampled at random is 1 — o +1 Therefore, the overall probability of the
simulator winning the game in case of A generating a forgery for a hardened node is:

> PrlGA = 1]

€ 1
Adv“f cma-hrklgsi; = 6 g +1 = ( AdeufcmalHDWal[Rslg] N 6) . gk + 1

We can now compose a challenger C from the challengers C; of Claim 5.4 and Cs, such
that C uses adversary A to win in its game uf-cma- hrkl(ésIg C executes either of C; and
Cy with probability 3. In order to compute C’s advantage AdvE,. cma-hrkigs, W€ distinguish
the following two cases:

o Case e > 1Adv In this case, we have by claim 5.4 that

wufcmal HDWal °

Adv?

wufcmalHDWa| .

AdvEl > € >

uf-cma-hrklgsi; =

DN | —

Therefore we can lower bound C’s advantage by

AdvA

wufcmalHDWa|
uf-cma-hrklgs; — 4

Adv® > Adv

uf-cma-hrklgs, =

e Casee< 1Adv : In this case, we can lower bound Cy’s advantage by

wufcmalypwa

1 € 1
Aquf -cma-hrklgg, = <AdeufcmalHDWal[Rslgl e > ' gsk + 1

e e
11 1
(AdVWUfcmalHDWaI[RS|g] ; - % AdeufcmalHDWal[RS|g]) ‘ gsk + 1
1 A
T Selg 1)t

Hence, C’s overall advantage can be lower bounded by

Advuf cma-hrklgsig > min ( Advuf cma-hrklgs;g’ 2Advuf cma—hrkle,g>

1 A
= 4€<qsk + 1) .AdVWUfcmalHDWaI[RSig]'

The proof of Theorem 5.3 incurs a polynomial loss in the number of SKLeak0 oracle
queries (i.e., gs) in C’s advantage in its uf—cma—hrkl%Sig game. Interestingly, the fol-
lowing theorem states that this loss is inherent and that, in fact, there does not exist
a tighter security reduction. In Appendix B, full version, we recall the security notion
of unforgeability under rerandomized keys uf-cma-rkgs;, for a signature scheme with
rerandomizable keys RSig as introduced in [FKM™16] and prove Theorem 5.7. Below, we
denote as .A“fb that A; has black-box access to A,. In particular, it does not rewind A,.



Theorem 5.7 Let HDWal be an algorithm such that for any signature scheme with reran-
domizable keys RSig, HDWal®®® is o hierarchical deterministic wallet scheme. Moreover,
suppose that there is a reduction R such that for every signature scheme with rerandomiz-
able keys RSig and every adversary A running in time t 4 with €4 = Adv }

holds that Advuf_
M running in time ty < 2 - tg s.t. AdvM

wufcmal, . Rrsig’

> ex and R* runs in time tg. Then there exists an algorithm
2exp(—1)
qsk ’

cma-rkRs;g

uf-cma-rkgsig > €R — €A -

Theorem 5.7 implies that if there exists a reduction from uf-cma-rkgs;; to wufcmal,py,rsie
for a signature scheme with rerandomizable keys RSig s.t. the reduction loses less than
a factor proportional to gs, then there exists an efficient algorithm M that can break
the uf-cma-rkgsj; security. We formulate and prove this result w.r.t. a reduction from
the strongest possible security notion of signature schemes with rerandomizable keys
(i.e., uf-cma-rk) to the restricted notion of one-per message wallet unforgeability (i.e.,
wufcmalypya,). Clearly, this implies that the result from Theorem 5.7 also holds for the
weaker notion of uf-cma-hrk1 for signature schemes with rerandomizable keys which we
use in Theorem 5.3. We note that Theorem 5.7 can likewise be stated and proved with
respect to the standard unforgeability notion of hierarchical deterministic wallet schemes,
i.e., the notion that does not restrict the adversary to obtain at most one signature on a
specific message.

6 Discussion

On Security Parameters. We instantiate our generic hierarchical deterministic wallet
construction HDWal[RSig] with two schemes, namely REC[H;] (Figure 7, full version) and
REC'[H,] (Figure 6, full version). Note that HDWal[REC[H;]] corresponds to the BIP32
wallet, while HDWal[REC'[H,]] is instantiated from the multiplicatively rerandomized
construction REC'[H,] from [DFL19], we will refer to it as BIP32-m.

First, let us recall, how to compute the bit security level of a scheme. A hierarchical
wallet scheme HDWal is said to have a bit security level of x bits, if any algorithm A with
running time ¢t and advantage € in wufcmalypw, takes expected running time é > 2% to
break the scheme for the first time. (The security level for a conventional signature scheme
is defined analogously). From our Theorems C.1, C.2 (full version), we compute the bit
security level of our schemes, considering an algorithm .4 with parameters ¢', ¢ (in game
wufcmalypwa,l), where ¢’ &~ ¢ and € = € - @) for some Q > 1 and where ¢, ¢ denote the
runtime and advantage of the related forger C in game uf- cmalEc By assumption, EC

satisfies k = 128 bits of security, hence £ > 2'2%. Thus, we obtain & = £ > 22 _ gr-logQ

Our results are reported in Table 1, Where we took an estimate of the practical parameters
as follows: the total number of keys is ¢ = 220, the number of gg of secret keys leaked is

roughly 1% of the total number of keys g, i.e., g = 2.

Scheme Theorem Ref. Bit Security with k = 128
BIP32 | Thm C.1, full version | log(Q) = log(q - 4e - gs) =~ 37,k — log(Q) = 91
BIP32-m | Thm C.2, full version | log(Q) = log(4e - qs) ~ 17,k — log(Q) = 111

Table 1: Bit Security Level of BIP32 and BIP32-m, relying on uf-cmal of EC[H]



On BIP32 Parameters. Our construction of HDWal[REC[H,]] gives us the BIP32
construction as specified in [Wik18]. Here we list the exact parameters used in BIP32 and
minor differences of BIP32 with our construction HDWal[REC[H,]].

Each node can derive at most 232 children nodes.

e’ is chosen from {0,1}3?, which allows each non-hardened node to generate 23!
non-hardened and 23! hardened child keys.

A child key is derived as a hardened or a non-hardened node based on whether e > 23!
or < 23! respectively. However, this is syntactical, and does not affect our security
analysis.

Although at each level, the total number of derived keys can be at most (232) - p, where
p is the number of parent nodes in the immediate upper level, we do not imagine that
all of these keys are derived at every level. As can be seen, this would already exceed
our parameter ¢ = 22°, as selected above.

The chaincode ch. . is chosen from {0, 1}%°.

The input parameter addr.. to the key derivation algorithms is set to an empty string.
We use this parameter to indicate the position in the tree, at which the child key is
derived and to ensure that the actual BIP32 derivation algorithms are called on the
proper inputs for this position.

The input parameter addr.. to the key derivation algorithms is set to an empty string
A. Let us briefly explain this syntactical difference. In our Definition 4.2, addr.. # A
is provided as input. This makes the user aware of the position in the tree, at which
the child key is derived and makes sure that the actual BIP32 derivation algorithms
are called on the proper inputs for this position in the tree.

Open Questions. Finally, let us mention some interesting open questions that can be
answered in future works:

Is it possible to remove the one per-message restriction and prove the security of the
additively rerandomizable ECDSA scheme in the uf-cma-hrk notion? Additionally, is
there a tight reduction to uf-cma-hrk?

Can we improve the tightness of uf-cmal security [FKP17] of ECDSA from the
semi-logarithm problem?
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Abstract. Most blockchain solutions are susceptible to quantum attackers as they rely on
cryptography that is known to be insecure in the presence of quantum adversaries. In this
work we advance the study of quantum-resistant blockchain solutions by giving a quantum-
resistant construction of a deterministic wallet scheme. Deterministic wallets are frequently
used in practice in order to secure funds by storing the sensitive secret key on a so-called cold
wallet that is not connected to the Internet. Recently, Das et al. (CCS’19) developed a formal
model for the security analysis of deterministic wallets and proposed a generic construction
from certain types of signature schemes that exhibit key rerandomization properties. We re-
visit the proposed classical construction in the presence of quantum adversaries and obtain
the following results.

First, we give a generic wallet construction with security in the quantum random oracle
model (QROM) if the underlying signature scheme is secure in the QROM. We next design
the first post-quantum secure signature scheme with rerandomizable public keys by giving
a construction from generic lattice-based Fiat-Shamir signature schemes. Finally, we show
and evaluate the practicality by analyzing an instantiation of the wallet scheme based on
the signature scheme qTESLA (ACNS’20).

1 Introduction

In the past decade cryptocurrencies such as Ethereum [eth15] and Bitcoin [Nak09]
have gained huge popularity introducing a revolutionary payment paradigm. Cryp-
tocurrencies do not rely on any central authority (i.e., banks) for the validation
of transactions but instead use a consensus protocol to reach agreement on the
validity of transactions in a decentralized network. As the name suggests the se-
curity of cryptocurrencies heavily relies on cryptographic building blocks — most
importantly, on digital signature schemes. Digital signatures are used to authen-
ticate money transfers between parties, where each party is identified by a pub-
lic key with respect to the signature scheme. In a nutshell, a transfer of v coins
from sender pkg to receiver pky is represented by a transaction tx := (pkg, pkg, v).
The transaction tx is then sent together with a signature of tx with respect to
the sender’s public key pkq to the network of miners who validate the transaction.
Besides digital signatures many other (partially advanced) cryptographic building
blocks are used by cryptocurrencies to achieve a variety of goals. This includes, for
instance, non-interactive zero-knowledge proofs and ring signatures for privacy pre-
serving transactions [Noel5, EZS*19], threshold signatures and deterministic wallets



for securing funds [DFL19], aggregate signatures for scalability [HMW18], and many
more [GS15, FTST19, TVR16].

Unfortunately, most cryptographic primitives used by cryptocurrencies today can be
broken by quantum adversaries. Most notably, the ECDSA signature scheme that is
implemented by nearly all popular cryptocurrencies relies on the hardness of comput-
ing discrete logarithms, and hence can be broken by Shor’s algorithm [Sho94]. Since
quantum computers can have devastating consequences for the security of cryptocur-
rencies [ABLT18], several recent works design cryptocurrencies with post-quantum
security features, i.e., they resist both classical and quantum attacks, but run on
classical machines. Cryptocurrency projects such as “Bitcoin Post Quantum” [Bit]
or QRL [QRL] replace ECDSA with hash-based post-quantum signatures. Other
examples include a Monero-based cryptocurrency with privacy guarantees that hold
against quantum adversaries [EZST19], or a security analysis of the proof of work
consensus protocol in the quantum random oracle model [CGK™19]. In this work, we
follow this line of work and investigate the post-quantum security of deterministic
wallet schemes, and propose the first construction that provably resists quantum
adversaries.

Deterministic wallets. In cryptocurrencies, secret keys are a particular attractive
target for attackers. Indeed, the most devastating attacks in the cryptocurrency
space have typically targeted secret keys of users resulting in billions of dollars
worth of cryptocurrency being stolen [Skel8, Blo18, Bit18]. To protect keys against
theft, one of the most prominent solutions is the concept of a deterministic wallet. A
deterministic wallet scheme consists of two components: a hot wallet that is perma-
nently connected to the Internet, and a cold wallet, which comes online only rarely
(e.g., when a large amount of money has to be transferred). Das et al. [DFL19] for-
malized the concept of deterministic wallets and defined its security goals. The first
security goal is wallet unforgeability which states that funds sent to the cold wallet
must remain secure even if the hot wallet is corrupted. Second, wallet unlinkability,
which guarantees that individual transactions that sent money to the same wallet
are unlinkable despite being publicly available on the blockchain.

At a high-level a hot/cold wallet scheme works as follows. In an initialization phase,
it generates a master key pair (msk, mpk), where the master secret key msk is stored
on the cold wallet, while the hot wallet keeps the corresponding master public key
mpk. The main ingredient of a deterministic wallet scheme is a deterministic key
derivation procedure, which allows both, cold and hot wallet, to derive matching
secret and public session keys without interacting with each other. To this end, in
addition to the master secret/public key, the hot and cold wallet share a state St.
From this state each wallet can derive the corresponding session key by combining
the master key with a deterministically derived value H(S?, ID), where ID is an
arbitrary key identifier and H is a cryptographic hash function. More concretely,
consider a simplified version of the BIP32 deterministic wallet scheme [BIP17] used
for Bitcoin. The master secret/public key pair consists of a valid ECDSA key pair
(msk, mpk) := (z,z - G), where G is a generator of the ECDSA elliptic curve. The



session key pair for identity ID is computed as pk;p := mpk+w-G and sk := msk+w
with w := H(St, ID).

Post-quantum security of deterministic wallets. While deterministic wallet schemes
offer an elegant solution to increase the security of users’ funds, they are particularly
susceptible to attacks by quantum adversaries. To illustrate this, let us first consider
how quantum attacks against the underlying signature scheme of a cryptocurrency
such as Bitcoin work. Recall that in Bitcoin (as in most other cryptocurrencies) an
address for transferring funds to is not represented by the public key itself but by its
hash value. More concretely, when a party transfers v coins to some receiver R with
public key pkg, then the transaction will store h = H(pkg). Only when R wants to
spend these coins he reveals pky together with a signature with respect to pky. This
leaves a quantum adversary that wants to steal v coins from R, with two options:
either he tries to find pk’ such that H(pk") = h, or he waits until pky is revealed by R
and computes the corresponding secret key skr. The first type of attack is believed
to be hard because common cryptographic hash functions such as SHA3-512 are
known to be preimage resistant even under quantum attacks when appropriately
choosing their parameters. While in the second case a quantum adversary can indeed
efficiently attack the signature scheme, he has only a very small window of time to
carry out this attack®. In particular, he has to frontrun the transaction published by
R, which is unlikely, assuming that the majority of miners is following the protocol.

A quantum attacker can have more devastating consequences against a deterministic
wallet scheme. More concretely, unlike for normal addresses (hashes of public keys),
in a deterministic wallet all session keys are related, and in particular efficiently
computable from (msk, mpk). Hence, if the adversary manages to learn mpk then
he can recover the corresponding master secret key msk and from that recover all
session secret keys. Hence, all the money that was ever transferred to the cold wallet
is at stake.

1.1 Owur Contributions

Our main contribution in this work is to give the first construction of a post-quantum
secure deterministic wallet. Our scheme is intended to be used on classical computers,
and to remain secure even in the presence of quantum adversaries. To achieve our
goal we extend the security model of Das et al. [DFL19] to the quantum setting and
prove that certain standard post-quantum secure signature schemes can be used to
construct post-quantum secure wallets. Concretely, our contributions are as follows:

— We extend the security model for deterministic wallets introduced by Das et
al. [DFL19] to the quantum world. In particular, we show that if the underlying
signature scheme satisfying the property of honestly rerandomizable keys is post-
quantum secure, then it can be used to build post-quantum secure deterministic
wallets. We relax the notion of rerandomizable keys as given by [DFL19] to

4 In Bitcoin in most cases transactions are considered to be final after 60 minutes.



consider only rerandomization of public keys. Subsequently, we show that this
relaxed notion is sufficient for the security of wallets, and hence we are able to
prove post-quantum security based on this relaxed notion.

— We design the first post-quantum secure signature scheme with rerandomizable
public keys. This is achieved by giving a generic construction from a Fiat-Shamir
signature scheme based on lattice assumptions.

— We discuss optimizations of our post-quantum secure signature scheme with
rerandomizable public keys and evaluate its feasibility for blockchains.

1.2  Our Techniques

Signature schemes with rerandomizable keys [FKM*16] are the main building block
of the wallet scheme presented in [DFL19]. At a high-level besides the standard
algorithms of a digital signature scheme for key generation, signing, and verification,
a signature scheme with rerandomizable keys has two additional algorithms, namely
RSig.RandSK and RSig.RandPK. These algorithms take as input the secret key sk,
respectively public key pk and randomness p, and output fresh keys sk’, respectively
pk’. Moreover, the unforgeability property of the signature scheme must hold even
if the adversary sees signatures that are generated using rerandomized secret keys.

We show that certain post-quantum secure signature schemes support rerandomiza-
tion of keys and satisfy the security notion of unforgeability under honestly reran-
domized keys in the quantum world. In [FKM™16] it was shown that Schnorr’s sig-
nature scheme [Sch91] has rerandomizable keys with unforgeability in the random
oracle model (ROM). This motivates to study post-quantum secure Schnorr-like
signature schemes. More concretely, we investigate if lattice-based, Schnorr-like sig-
nature schemes can have rerandomizable keys with unforgeability in the quantum
random oracle model (QROM). Lattice-based schemes are particularly suitable for
constructing post-quantum secure rerandomizable signature schemes because (a)
lattice-based assumptions are conjectured to be secure under quantum computer
attacks; and (b) unlike hash-based signature schemes, lattice-based schemes exhibit
an algebraic structure, which enables rerandomization of keys.

The key pair (pk, sk) of such Schnorr-based lattice schemes consists of an instance of
a hard lattice problem, where the secret key sk typically follows either the discrete
Gaussian distribution or the uniform distribution over a small set. The first idea
that comes to mind when rerandomizing keys in the lattice setting is the following:
Given (pk, sk) and randomness p, sk is rerandomized additively by computing sk’ =
sk + p (as carried out in [FKM™16] for Schnorr’s scheme). In the lattice setting
however, we must ensure that the sum sk’ follows the correct distribution, e.g., the
Gaussian or uniform distribution. If this is not the case, one can sample a new
randomness from p in a deterministic way until a valid sk’ is generated. Naturally,
the same (correct) p must be used when rerandomizing pk. This approach satisfies
(under a specified distribution of sk) the original definition of signature schemes
with rerandomizable keys (see Definition 3), as the initially generated key pair and
any rerandomization of it are identically distributed. However, this approach cannot
be used for building hot /cold wallets, because the hot and cold wallet must agree on



the correct p for each session key generation. This contradicts the main goal of using
hot/cold wallets, which requires that the cold wallet stays off-line, and hence cannot
frequently communicate with the hot wallet to synchronize on p. In Section 4.3 we
give more details on this approach as well as others, and argue why they are not
suitable in the wallet setting.

In this work we show that the key pair (pk, sk) can still be rerandomized addi-
tively in a way that fits to the setting of hot/cold wallets. The main observation
that we exploit is that the sum of two Gaussians is also Gaussian distributed (see
Lemma 3). Based on this observation, our approach works as follows. Let sk be
Gaussian distributed. Given randomness p, sk is rerandomized additively by adding
to sk a freshly Gaussian distributed secret key sk*. The key sk™ is deterministically
sampled using the randomness p, i.e., we use p as the randomness required in the
Gaussian sampler algorithm. We obtain a rerandomized secret key that is Gaussian
distributed, but with a slightly larger standard deviation than the one of the original
secret key (cf. Lemma 3). Consequently, we can construct a signature scheme with
rerandomizable keys, in which the distribution of rerandomized public keys is iden-
tical to the distribution of the original public key, while rerandomized secret keys
follow a different distribution than a freshly sampled secret key. We formally define
such relaxed notion in Section 2 and call it a signature scheme with rerandomizable
public keys. We then show in Section 3 that this notion is sufficient for post-quantum
secure wallets and present a lattice-based construction of such a scheme in Section 4
with a security proof in the QROM. Finally, we show in Section 5 that our construc-
tion can be instantiated with state-of-the-art lattice-based signature schemes such
as qTESLA [ABB™20]. Hence, it can use their proposed parameters and enjoy their
performance and efficiency.

We emphasize that the post-quantum security model considers the adversary to be
quantum while the challenger - representing the honest user in a real-world applica-
tion - remains classical. As a result, every oracle that is provided by the challenger
can be accessed only classically, while oracles that can be accessed by the adversary
directly can be accessed using quantum computing power, i.e., in superposition. This
describes a threat model where an adversary can use its quantum power to locally
access the random oracle, while he observes signatures created by a user on a clas-
sical machine. In our work, we consider this standard post-quantum security model
since it entails that the cryptographic scheme is still used on classical computers.
This is, in contrast to the (fully-) quantum setting, where the scheme itself is imple-
mented on quantum computers as well. While this is a stronger security model, it is
more of theoretical interest as it requires users to have access to quantum computers
as well.

1.3 Related Work

The concept of hot/cold wallets is used in many cryptocurrencies in order to provide
stronger security guarantees to its users. Various works have proposed formal secu-
rity models for analyzing the security of wallet schemes. Gutoski and Stebila [GS15]
have discussed flaws in the BIP32 construction [BIP17] and possible countermea-



sures. However, they do not consider the standard notion of unforgeability but rather
a restricted model where the adversary can corrupt the cold wallet and recover se-
cret keys. Other works worth mentioning are “privilege escalation attacks” by Fan et
al. [FTST19] which unfortunately lacks any formal security analysis, and the analysis
of the Bitcoin Electrum wallet in the Dolev-Yao model by Turuani et al. [TVR16].
The latter considers cryptographic primitives (e.g., signature schemes and encryp-
tion schemes) as idealized objects, hence fails to capture potential vulnerabilities
such as related key attacks which are relevant in case of hot/cold wallets.

As mentioned earlier, we closely follow the model introduced by Das et al. [DFL19],
where the notion of a stateful deterministic wallet is introduced and two desirable
security properties called wallet unlinkability and wallet unforgeability are consid-
ered. The first property ensures that the session public keys generated by SW.RandPK
are unlinkable to the master public key. This property is guaranteed as long as the
hot wallet has not been corrupted. The second property ensures unforgeability of
signatures signed by the secret keys of the cold wallet even when the hot wallet is
corrupted.

According to [DFL19] a stateful deterministic wallet SW consists of two components
— a hot wallet and a cold wallet which share a common state St. SW is given by a
tuple of algorithms (SW.KGen, SW.RandSK, SW.RandPK, SW.Sign, SW.Verify), where the
session public key and secret key derivation algorithms SW.RandPK and SW.RandSK are
run respectively within the hot and cold wallet to deterministically derive matching
session (public/secret) keys from the (public/secret) master keys. Unlike determin-
istic wallets in use (e.g., the BIP32 construction), the state St of the wallet scheme
of [DFL19] is refreshed within the (hot/cold) wallets with each key derivation. This
approach allows to show forward unlinkability, which intuitively means that even
upon leakage of the state, all session keys derived before the state leakage remain
unlinkable. The second security property — wallet unforgeability — is achieved by a
reduction to standard EUF-CMA security of a concrete signature scheme (such as
ECDSA and Schnorr) in a modularized fashion. As the intermediary step the au-
thors show that these signature schemes satisfy the properties of signature schemes
with rerandomizable keys.

We note that the model by Das et al. [DFL19] only considers adversaries in the
classical setting and does not protect against quantum adversaries. Our work fills
this gap by designing the first post-quantum secure deterministic wallet.

Many prior works have investigated lattice-based Fiat-Shamir signatures, e.g., [Lyu09,
DDLL13,BG14,DKL"18,ABB*20], and in particular, their security was analyzed in

the QROM, e.g., by [KLS18, Unr17,LZ19, DFMS19]. To the best of our knowledge

we propose the first work on lattice-based signature schemes with honestly reran-

domizable keys and prove its security in the QROM. Inspired by Das et al. [DFL19]

and Fleischhacker et al. [FKM™16], we use the abstraction of signature schemes with

rerandomizable keys but transfer this concept to the post-quantum setting.

As mentioned in the introduction, various works build blockchains with security fea-
tures against quantum adversaries. Most recently, Esgin et al. [EZST19] have pro-



posed a new ring signature scheme based on lattice assumptions for the blochchain
setting which focus on similar anonymity guarantees to Monero [Noel5]. In Monero-
like cryptocurrencies the sender of a transaction can hide her identity in a set
of transactions using ring signatures. In particular, the public key related to the
sender’s signature is never revealed explicitly in the blockchain network, hence re-
mains unlinkable to the sender. We note that this notion of unlinkability is different
from our notion of session key unlinkability.

Blockchain initiatives such as the "Bitcoin Post-Quantum" [Bit] and QRL [QRL]
replace ECDSA with hash-based signature schemes which are post-quantum secure.
Despite the hash-based schemes being quite efficient, the underlying hash function
does not permit to construct a signature scheme with rerandomizable keys which
plays a key role in our wallet scheme.

2 Preliminaries

2.1 Basic Notations

We let N, Z, R denote the set of natural numbers, integers, and real numbers, respec-

tively. For any positive integer k we write [k] to denote the set of integers {1,...,k}.
For a positive integer ¢ we let Z, denote the set of integers in the range [—4, 1) NZ.

We define the ring R = Z[z]/(z" + 1) and its quotient R, = R/qR, where n is
a power of 2. Elements in R and R, (including Z and Z,) are denoted by regular
font letters. Column vectors and matrices with entries from R or R, are denoted
by bold lower-case letters and bold upper-case letters, respectively. We define the ¢,
and £, norms of v = " vz’ € R by ||v| = (X0 [v:[*)Y? and ||v]|, = max; |v;],
respectively. For w = (wy,...,w;) € R* we define ||w| = (XX, ||lwi]|*)"/? and
|w| = max; ||wi]| .. We let T denote the set of all (n — 1)-degree polynomials
with coefficients from {—1,0, 1} and Hamming weight x. We always denote the se-
curity parameter by A € N, and o(\) denotes a linear function in A. A function
f N — R is called negligible if there exists an ny € N such that for all n > ny, it
holds f(n) < ﬁ for any polynomial p. With negl(\) we denote a negligible function
in A\. A probability is called overwhelming if it is at least 1 —negl(\). The statistical
distance between two distributions X,Y over a countable domain D is defined by
5 Y nep | X(n) = Y(n)]. We write 2 <— D to denote that x is sampled according to
a distribution D. We let x <—¢ S denote choosing x uniformly random from a finite
set S. Unless specified otherwise, every adversary is considered to be an efficient
quantum polynomial time algorithm.

2.2 Quantum Random Oracle Model

In this section, we recall the quantum random oracle model and existing results
that we will use. Since quantum computation is only necessary in the proofs of these
results, we do not provide information on quantum computation here, but refer
to [NC11] for a detailed discussion on the topic.



In [BR93], Bellare and Rogaway introduced the random oracle model (ROM). In
this model every party has access to an oracle implementing a random function.
Upon being queried on some input z, the oracle answers with a random output
y. Every further invocation on input z, even by other parties, results in the same
y. In security proofs, one often models a hash function as a random oracle. Since
hash functions are public, Boneh et al. [BDF*11] observed that the ROM is not
appropriate in the post-quantum setting. In the real world an adversary equipped
with a quantum computer is able to implement the hash function and evaluate it
in superposition. Thus, Boneh et al. introduced the quantum random oracle model
(QROM). In this model, parties with quantum computing power get access to the
oracle [H), where |H) : |z,y) — |z,y ® H(z)). In our proofs we will also consider
reprogrammed random oracles. For a random oracle H we write H,_,, for the random
oracle that is reprogrammed on input z to y. Further on, we denote the classical

random oracle by the symbol H and the quantum random oracle by the notation
H).

Nowadays, the QROM is considered the de facto standard for post-quantum security
proofs of cryptographic primitives which rely on random oracles. Below we describe
some results for quantum random oracles that are required for our proofs.

The one-way to hiding (O2H) lemma [Unr15] is an important tool for security proofs
in the quantum random oracle model. It gives bounds on the advantage of an ad-
versary in distinguishing between different random oracles when the adversary is
allowed to query them in superposition. Below we state the lemma using the refor-
mulation by Ambainis et al. [AHU19].

Lemma 1 (One-way to hiding (O2H) [AHU19]). Let G, H: X — Y be ran-
dom functions, let z be a random value, and let S C X be a random set such
that Vo ¢ S, G(x) = H(z). (G,H,S, z) may have arbitrary joint distribution. Fur-
thermore, let AN be a quantum oracle algorithm which queries |H) at most q times.
Let Ev be an arbitrary classical event. Define an oracle algorithm BY as follows:
Pick i <s[q]. Run A" (2) until just before its i-th round of queries to |H). Measure
the query in the computational basis, and output the measurement outcome. It holds
that

‘Pr[Ev: AP (2)] — Pr[Ev: A‘G>(z)]‘ < 2q\/Pr[x €S: BM(z) = z].

Another tool that we will use are Zhandry’s small range distributions, defined below.
These are distributions where the set of possible outputs is limited.

Definition 1 (Small-range distributions [Zhal2a]). Let X, ) be sets, r be
an integer, D be a distribution on Y, P be a random function from X to [r], and
= (y1,-..,yr) ber samples of D. Define a function H: X — Y by H(x) — yp).
The distribution of H, induced by P and 1/, is called a small-range distribution with
r samples of D.

The following lemma provides a bound on the distinguishing advantage between a
random oracle and an oracle drawn from a small-range distribution when superpo-
sition access is granted.



Lemma 2 ([Zhal2a]). There is a universal constant C such that, for any set X
and Y, distribution D on Y, integer I, and any quantum algorithm A making q
queries to an oracle H: X — Y, the following two cases are indistinguishable, except
with probability less than Cqu:

— H(x) = y, where § is a list of samples of D of size |X|.
— H is drawn from the small-range distribution with | samples of D.

2.3 Cryptographic Primitives

Definition 2 (Signature Scheme). Let A\ be a security parameter. A signature
scheme Sig with key space IC, message space M, and signature space S is a tuple of
polynomial-time algorithms (KGen, Sign, Verify) such that

KGen (1) is the key generation algorithm that outputs a key pair (pk, sk) € K, where
pk is a public key and sk is a secret key.

Sign(sk, m) is the signing algorithm that takes as input a secret key sk and a mes-
sage m € M. It outputs a signature o € S.

Verify(pk, m, o) is the verification algorithm that takes as input a public key pk, a
message m with a signature o. It outputs 1 if o is valid and O otherwise.

Correctness: A signature scheme is correct if for all A € N, m € M, (pk, sk)
KGen(1%), and all o < Sign(sk, m), it holds that Pr[Verify(pk, m,Sign(sk, m)) =
1] > 1 —negl(N).

We will use the notion of signature schemes with rerandomizable keys [FKM*16].
In the following we recall its definition.

Definition 3 (Signature Scheme with Rerandomizable Keys). A signature
scheme with perfectly rerandomizable keys RSig is given by a tuple of algorithms:

(RSig.KGen, RSig.RandSK,RSig.RandPK, RSig.Sign, RSig.Verify),

where RSig.KGen, RSig.Sign, and RSig.Verify satisfy the definition of a stan-
dard signature scheme (cf. Definition 2). For randomness space R, (RSig.RandSK,
RSig.RandPK) are two polynomial-time algorithms such that

RSig.RandSK(sk, p) is a secret key rerandomization algorithm that takes as input the
secret key sk and a randomness p € R and outputs a randomized secret key sk'.

RSig.RandPK(pk, p) is a public key rerandomization algorithm that takes as input
the public key pk and a randomness p € R and outputs a randomized public key
pk'.

RSig satisfies the following properties:

Rerandomizability of keys: For all (sk,pk) € RSig.KGen(1%) and all p € R,
the distributions of (sk',pk') and (sk”,pk”") are identical, where (sk”, pk") «
RSig.KGen(1*) and
sk’ < RSig.RandSK(sk, p), pk’ < RSig.RandPK(pk, p).



Correctness under rerandomizable keys:

1. Forall\ € N, (pk, sk) < RSig.KGen(1*), m € M, and all o <+ RSig.Sign(sk, m),
it holds that

Pr[RSig.Verify(pk, m,RSig.Sign(sk, m)) = 1] > 1 — negl(A).

2. For all (pk,sk) < RSigKGen(1*), all p € R, m € M, and for a pair of
rerandomized keys sk’ <— RSig.RandSK(sk, p) and pk’ <— RSig.RandPK(pk, p),
it holds

Pr[RSig.Verify(pk', m,RSig.Sign(sk’,m)) = 1] > 1 —negl()).

We also consider a relaxed version of Definition 3. In the following definition we
introduce the notion of signature schemes under rerandomizable public keys, where
the property of rerandomizability of keys holds only for the generated public keys,
but not in case of secret keys. We present a concrete instantiation of such a scheme
in Section 4.

Definition 4 (Signature Scheme with Rerandomizable Public Keys). A sig-
nature scheme with perfectly rerandomizable public keys RSig' is given by a tuple of
algorithms (RSig KGen, RSig’.RandSK, RSig .RandPK,RSig'.Sign, RSig' Verify), which
are defined as in Definition 3. RSig' satisfies the following properties:

Rerandomizability of public keys: For all public keys (-, pk) < RSig/ .KGen(1%)
and p € R, the distributions of pk' and pk" are computationally indistinguishable,
where pk' < RSig' RandPK(pk, p), and pk” < RSig/ KGen(1").

Correctness under rerandomizable keys: This property is defined as the prop-
erty of correctness for signature schemes under rerandomizable keys in Defini-
tion 3.

In our work, we require a signature scheme with rerandomizable public keys RSig’
to additionally satisfy the following property:

Simulatibility: For all A € N, all (sk, pk) + RSig/KGen(1%), and all m € M,
there exists a polynomial time algorithm 7 which on input pk and m outputs a
signature ¢ € S. It must hold for k € poly()\) the distributions {oy,...,0,} and
{0}, ..., 0L} are computationally indistinguishable where o; <— T (pk, m) and o] <
RSig'.Sign(sk,m) for i € [k].

2.4 Security Notions

Security of signature schemes is captured by the standard security notion of exis-
tential unforgeability under adaptive chosen-message attacks (EUF-CMA), presented
below.



H(m")
Game EUF-CMA% 1: if (m’ € H) then
1: Q=02 2: return H(m') € H
2 H:=0 3: H(m') s {0,1}°™¥
3: (pk, sk) < KGen(1%) 4: H:= HU{(m',H(m"))}
4: (m*, %) «+ A"O(pk) 5: return H(m')
5: if (m* € Q) then O(m)
6: return 0. L. 1. Q:=QuU{m}
7: return Verify(pk, m*,o™) 2% o + Sign(sk, m)
3: return o

Fig. 1. The security game EUF-CMA of signature schemes.

Definition 5 (EUF-CMA Security). Let H: {0,1}* — {0,1}°") be a hash func-
tion modeled as (quantum) random oracle. A signature scheme X is called (t, gsign, qH,
£)-EUF-CMA in the (quantum) random oracle model if for any adversary A running
in time at most t and making at most gsign signature queries and at most qy (su-
perposition) queries to H, the game EUF—CI\/IAEl depicted in Figure 1 outputs 1 with
probability at most €, i.e., Pr[EUF-CMA3 = 1] < e.

In the following we present the notion of EUF-CMA-HRK security under honestly
rerandomizable keys due to [DFL19]. This notion is similar to EUF-CMA-RK security
under rerandomizable keys due to [FKM™16], however with certain differences which
makes it a weaker notion. In the EUF-CMA-RK game, an adversary A gets access to
a signing oracle. The signing oracle takes a message and a randomness as input and
provides a signature on this message under the rerandomized key as an answer. Note
that the rerandomized key was derived from the randomness input by .A. This means
that A can obtain signatures under keys with randomness of A’s choice. A can win
the EUF-CMA-RK game if it can produce a valid forgery under a rerandomized key
of its choice (note that the randomness can also be null).

In the EUF-CMA-HRK game, we restrict A’s capabilities in the following way. In ad-
dition to the signing oracle, in the EUF-CMA-HRK game A is given access to a Rand
oracle to derive a fresh randomness. This randomness can be later used to get a sig-
nature under the rerandomized key by querying the signing oracle. Here, A can only
win the EUF-CMA-HRK game if it produces a valid forgery under a rerandomized
key, where the underlying randomness was obtained honestly by querying the Rand
oracle. We formally present EUF-CMA-HRK security under honestly rerandomizable
(public) keys below.

Definition 6 (EUF-CMA-HRK Security under Honestly Rerandomized (Pub-
lic) Keys). Let H : {0,1}" — {0,1}°"Y be a hash function modeled as (quan-
tum) random oracle. A signature scheme with honestly rerandomizable (public) keys
RSig is called (t, qsign, 1, €)-EUF-CMA-HRK in the (quantum) random oracle model
if for any adversary A running in time at most t and making at most qsign Sig-
nature queries and at most qy (quantum) random oracle queries to H, the game
EUF—CI\/IA—HF\’K{;‘Sig depicted in Figure 2 outputs 1 with probability at most €, i.e.,

Pr[EUF-CMA-HRKyg,;, = 1] < €.



Game EUF-CMA-HRK;s;, H(m') (see Figure 1)

1: RList := @ Rand

2: Q=0 1: p+—s R

3 H:=0 2: RList - RList U {p}
4: (pk, sk) < RSig.KGen(1?) 3: return p

5 (m*,a*,p*) %AH,Rand,OHR(pk) OHR(m,p)

6: if (m" € Q) then 1: Q:=Qu{m}

7 return 0 2: if (p # NULL) then
8: if (p* # NULL) then 3: if (p ¢ RList) then
9: if (p" ¢ RList) then 4: return L

10: returr.l 0 . 5. sk < RSig.RandSK(sk, p)
11:  pk < RSig.RandPK(pk, p*) 6: 0 < RSig.Sign(sk, m)
12: return RSig.Verify(pk, m*,o™) 7. return o

Fig. 2. The security game EUF-CMA-HRK of signature schemes with rerandomizable (public) keys.

2.5 Lattice-Based Fiat-Shamir Signatures

In this section we review a generic construction of lattice-based Fiat-Shamir signa-
tures. We first define the discrete Gaussian distribution and recall a lemma, which
shows that the sum of Gaussian distributed random variables is also Gaussian dis-
tributed. This property is crucial for our analysis.

Definition 7 (Discrete Gaussian Distribution). The discrete Gaussian distri-
bution Dygn . over Z" with standard deviation o > 0 and center ¢ € R" s de-
fined as follows: For every x € Z" the probability of x is given by Dzn ,c(X) =

Poc(X)/poc(Z™), where pyc(x) = exp(%) and poc(Z™) = Y gezn Poc(Xx). The
subscript ¢ is taken to be 0 when omitted.

Lemma 3 ([BF11, Theorem 9]). Let £L C Z™ be a lattice and o € R. For i =
1,...,n let t; € Z™ and let X; be mutually independent random variables sampled
from Dy, ». Let ¢ = (cq,...,¢,) € Z" and define d = ged(cy, ..., ), t = 27 ¢ity.
Suppose that o > ||c|| - n.(L), where n.(L) is the smoothing parameter [MR0}] for
some negligible €. Then Z = 371 ¢; X is statistically close to Dar g c|o-

Next, we describe two functions used in the signature scheme:

— E:{0,1}" — {0,1}" is a function that expands given strings to any desired
length. It is used to extract the randomness used for signing.

— H:{0,1}" — T" is a hash function modeled as a (quantum) random oracle and
used for signing and verification.

The signature scheme is formally described in Figure 3. It makes use of a uniformly
random matrix A € R’;lx’”, which is publicly known and shared among all users
in a multi-user setting. We assume that A is an implicit input to all algorithms of
the scheme in addition to all algorithms in Section 4. In order to save bandwidth it
can also be generated by expanding a uniformly random seed using the function E,



and including the seed in the secret and public key rather than storing the whole
matrix A. In this case, E is modelled as a random oracle. We note that this setting
makes sense in the context of blockchains, since the randomly chosen seed can be
included in the first block known as the genesis block, which is assumed to be
honestly generated. Furthermore, since A is computed as the output of the random
oracle on input the seed, A is truly random and cannot have a trapdoor embedded
as shown in [MP12].

Basically, the key generation algorithm generates an instance of a computationally
hard lattice problem called Module Learning with Errors (MLWE) [LS15] (or a special
variant of it such as Ring Learning with Errors (RLWE) [LPR10]). The secret of this
instance is chosen from some distribution x. In the state-of-the-art lattice-based
signature schemes, e.g., Dilithium [DKL"18] and qTESLA [ABB*20], the distribution
of the secrets is either the discrete Gaussian distribution Dzn , or the distribution
R4 that outputs uniformly random polynomials from R whose ¢, norm is bounded
by some integer d > 1.

A signature consists of a tuple (z1, 29, ¢), where the pair (z, z3) is uniformly random
over a subset of R¥ x RFt and ¢ € T? is output from the random oracle H. The
vectors z1, 2y are each generated by adding a masking term to a term related to the
secret key and c. More precisely, we have z; = y; + sc and z; = y, + ec, where
the secret masking pair (yi,y2) is uniformly random over R@Q X R’;} and Ry C R
for some predefined positive integer Y. The signature is only output after verifying
that the pair (z1,29) lies in R} x R, ie., ||z1]|, < By and ||z2||, < B,, where
the bounds B, B, are defined depending on the distribution of the secret key. This
ensures that signatures are uniformly distributed over Rf;?l X legg x T} and do not
leak information about the secret key. If this is not the case, the algorithm restarts
with a fresh masking pair (yi,y2). The average number of repetitions is denoted by

M = O(1). Valid signatures are generated with probability (é@%ﬁ)kzn . (é%:ll)km,
which is usually chosen such that it is at least 1/M. We note that this generic
construction can be optimized by either following the technique due to Bai and
Galbraith [BG14] (adopted in qTESLA) or the approach used in Dilithium. The first
one optimizes the signature size, while the second one optimizes the total size of

public key and signature.

Finally, the EUF-CMA security of lattice-based Fiat-Shamir signatures in the quan-
tum random oracle model was analyzed in several works, e.g., in [KLS18, DKL*18,
ABB*20,Unr17,1.Z19, DFMS19].

3 The Stateful Model for Wallets

Our formal security model for post-quantum secure stateful deterministic wallets is
based on the model of [DFL19]. In this section, we recall the formal definition of
a stateful wallet and the security properties that we want to guarantee for such a
wallet. A stateful deterministic wallet scheme consists of two entities, a cold wallet
and a hot wallet, that can respectively derive a valid pair of secret and public



LB KGen(1*) LB.sign(sk, m)

1: s+ X2 e« ¥ 1: r g {0,1}°W

2: b+ As+e (mod q) 2: ctre1 . .

3: sk:=(s,e), pk:=b 3: (y1,¥2) € Ry? X Ry} < E(r,ctr)

4: return (sk, pk) 4: v+ Ayi +y2 (mod q)
: 5: ¢+ H(v, m)

‘ LB.Verify(pk, m, (z1,z2,¢)) ‘ 6 21 < y1 +sc

1 w < Az +2z2 — be (mod gq) T 29 < y2+ec

2: if ((Z17Z2) € ngl X ngz A 8: if ((Zl,ZQ) ¢ R’fgzl X ngz) then
H(w, m) = c) then 9: ctr < ctr+1

3: returnl 10: goto 3

4: return 0 11: return (z1,2z2,¢)

Fig. 3. A formal description of a generic (non-optimized) Fiat-Shamir signature scheme from lattice as-
sumptions.

keys without the need for any interaction among each other. In more detail, upon
initialization of the scheme, the cold wallet generates a master key pair (msk, mpk)
and some initial state information Sty and forwards (mpk, Sty) to the hot wallet.
After this initial setup, the idea is that an arbitrary number of valid session key
pairs can be generated by using the session secret/public key derivation algorithms
within the respective wallets without further interaction. More precisely the public
key derivation algorithm takes as input the current state and the master public key
to generate a session public key. While the secret key derivation takes as inputs the
current state and the master secret key and generates a session secret key. Since
both public key and secret key derivation algorithms are deterministic, and the two
wallets share the same current state, the key derivation algorithms output a valid
session key pair. In order to keep track of which key has been derived with which
state, each session key is indexed by a parameter /D, which is given as input into the
key derivation procedures. In the following we recall the definition of a deterministic
stateful wallet scheme and its correctness.

Definition 8 (Stateful Wallet). A stateful wallet scheme is a tuple of algorithms
SW := (SW.KGen, SW.RandSK, SW.RandPK, SW.Sign, SW.Verify), which are defined as fol-
lows:

SW.KGen: The master key generation algorithm takes as input public parameters
param and outputs a master key pair (msk, mpk) as well as an initial state
Sto.

SW.RandSK: The secret key derivation algorithm takes as input a master secret key
msk, a state St and an identity ID and outputs a session secret key skp and the
state St.

SW.RandPK: The public key derivation algorithm takes as input a master public key
mpk, a state St and an identity ID and outputs a session secret key pk;, and the
state St.

SW.Sign: The probabilistic signing algorithm takes as input a session secret key skip
for some ID and a message m and outputs a signature o.



SW.KGen(1*) | SW.RandSK(msk, ID, St) |

1: St+s{0,1}* 1: (p, St) < H(St, ID)
2: (mpk, msk) < RSig.KGen(1) 2: skip < RSig.RandSK(msk, p)
3: return (St, mpk, msk) 3: return (skp, St)

\ SW.Sign(sk, pk, m) \ ’ SW.RandPK(mpk, ID, St) \
1 m’  (m, pk) 1+ () St) < H(St, ID)
2: o « RSig.Sign(sk, m’) 2: pk;p < RSig.RandPK(mpk, p)
3: return o 3: return (pk,p, St)

‘ SW.Verify(pk, m, o) ‘

1: m' < (m, pk)
2: return RSig.Verify(pk, m’, o)

Fig. 4. Generic Construction of a stateful deterministic wallet SW from a signature scheme with honestly
rerandomizable keys RSig and a random oracle H.

SW.Verify: The verification algorithm takes as input a session public key pk;, for
some ID, a message m, and a signature o and outputs 1 if o is a valid signature
for m under public key pk;,. It outputs O otherwise.

Definition 9 (Correctness of Stateful Wallets). Forn € N, any (Sty, msk, mpk) €
SW.KGen(param), and any ID = (IDy,...,ID,) € {0,1}*, we define the sequence
(sk;, St;) and (pk;, St;) for 1 < i <n recursively as

(Ski, Stl) = SW.RandSK(ms/f, [DZ, Stz;l),
(pk;, St;) := SW.RandPK(mpk, ID;, St;_1).

SW is correct if for all m € {0,1}* and ¢ with 1 < i < n it holds that

Pr [SW.Verify(pk;,o,m) = 1] > 1 — negl(\).

048 SW.Sign(sk;,m)

A generic construction of a stateful deterministic wallet scheme SW := (SW.KGen,
SW.RandSK, SW.RandPK, SW.Sign, SW.Verify) from a signature scheme with honestly
rerandomizable keys RSig following Definition 8 is presented in Figure 4. Such a
scheme should satisfy the following two security properties - wallet unlinkability and
wallet unforgeability - which are described below.

3.1 Wallet Unlinkability

Intuitively, the unlinkability property guarantees that session public keys that have
been derived from the same master public key are computationally indistinguish-
able from the distribution of session public keys that have been derived from a
different, independently chosen master public key. However, considering that hot
wallet corruptions reveal the state and hence trivially break the unlinkability prop-
erty, [DFL19] introduces the notion of forward unlinkability. This notion guarantees
unlinkability prior to any hot wallet corruption.



Game WUNL Oracle PK(ID)

1 (mpk, msk, St) < SW.KGen() 1: (pk;p, St*) < SW.RandPK(mpk, ID, St)
2: b s {0, 1\/\]}35@ o 2: (skip, St*) < SW.RandSK(msk, ID, St)
3: ID* + A} " (mpk) 3: Keys[ID] < (pkp, skip)

4: if (Keys[ID*] # 1) then 4: St « St*

5: return 0 5: return pk;,

6: (pkYp., St*) < SW.RandPK(mpk, ID*, St) Orncl S

7: (sk9p«, St*) < SW.RandSK(msk, ID*, St) ’ racle getState() ‘

8: St St* 1: return St

9: (mplk, msk, St) < SW.KGen() o ’ Oracle WalSign(m, ID) ‘

10: (pkyp«, St*) « SW.RandPK(mpk, ID", St) . —

11: (sklp., St*) « SW.RandSK(msk, ID*, 5¢) ;j if ([ieéfl[lﬂ] N 1) then
12: Keys[ID*] < (pkbp, skhp- :

A /eyS[ Wa]ISign,FngggtDStates D ) b 3: (pk1D7SkID) — KeyS[ID]

13: 67« Ay (mpk, pkip-) 4: o < SW.Sign(skip, m)
14: return b’ =b 5: return.a '

Fig. 5. Unlinkability game WUNL for stateful wallets.

The formal security game for unlinkability is defined in Figure 5 and proceeds as
follows: Upon the initialization of the wallet scheme by executing (mpk, msk, St) <
s SW.KGen(), the adversary A = (A, A2) obtains mpk and runs its subprocedure
A; on input mpk, where A; has access to oracles WalSign and PK. These oracles
represent the adversary’s capability to observe signatures with corresponding session
public keys of the wallet on the ledger. More concretely, A; can call WalSign on an
arbitrary message m and any ID and receives a valid signature for m under public
key pk;p. Further, A; can query the PK oracle on any /D and receives the session
public key pk;p.

Finally, A; outputs an ID*. If neither WalSign nor PK has been queried on ID*
before, the game proceeds to the challenge phase, in which two session key pairs
(pkY-, sk9p) and (pkjp«, skip+ ) are generated, where (pkYp«, sk9p+) are derived from
mpk and msk respectively, while (pkl,., skip.) are derived from a freshly generated
master key pair. After a uniformly random bit b is chosen, the subprocedure A, is
executed on input mpk and pkl}D*. As gets access to oracles WalSign, PK and getState,
where getState returns the current state of the wallet scheme. A wins the game, if
its subprocedure A, returns a bit b, such that b = b. We define the advantage of
an adversary A as its winning probability in game WUNL over random guessing.

Definition 10 (Unlinkability). Let SW be a stateful wallet scheme (cf. Defini-
tion 8). We say that SW is pq-unlinkable if for any quantum adversary A, the advan-
tage in game WUNL (cf. Figure 5) is negligible.

3.2 Wallet Unforgeability

At a high level, unforgeability for stateful wallets ensures that funds held by the
cold wallet remain secure even in case an adversary corrupts the hot wallet and/or
observes transactions on the ledger signed by the cold wallet. In order to model
this property, we define the game WUF, in which the adversary A obtains a master



Oracle PK(ID)
1: (mpk, msk, St) < SW.KGen() 1: (pkpp, St*) < SW.RandPK(mpk, ID, St)
2: b+s{0,1} A 2: (skp, St*) « SW.RandSK(msk, ID, St)
3: (m*, 0%, ID*) « A"SEPK (mpk, St) 3: Keys[ID] < (pk;p, skip)
4: if (Keys[ID*] # 1) then 4: St « St*
5:  return 0 . 5: return pk;,
g f?ﬁﬁi’ékﬁ[}D%)[ﬁigD ] ’ Oracle WalSign(m, ID) ‘
8: return 0 1: if (Keys[ID] = 1) then
9: if (SW.Verify(pk;p«, m*,0") = 0) then 2:  return L
10:  return 0 3: (pk;p, skip) + Keys[ID)]
11: return 1 4: o < SW.Sign(skip, m)
5 M +u{m}
6: return o

Fig. 6. Unforgeability game WUF for stateful wallets.

public key mpk and the initial state Sty as input. This models the situation in which
an adversary corrupts the hot wallet right after initialization of the wallet scheme.
Further, A gets access to the oracles PK and WalSign, which are defined in the
same way as in the game WUL, with the difference that WalSign now additionally
keeps track of all queried messages. Eventually, A outputs a forgery consisting of a
message m*, a signature o* and an ID*. A wins the game if (1) m* has not been
queried to WalSign before, (2) PK has been previously queried on /D" and (3) ¢* is
a valid signature for m* under public key pk .

Note that the adversary knows mpk and St; and hence can generate any session
public key for any ID itself, which seems to make the PK oracle redundant. However,
PK is still needed for bookkeeping purposes, i.e., to ensure that the session key
pair for A’s forgery has been created before A outputs its forgery. We define the
advantage of an adversary A as its probability of winning the game WUF.

As mentioned in [DFL19], the fact that the adversary can derive arbitrary session
public keys makes the wallet scheme vulnerable to related key attacks, in case the
underlying signature scheme is prone to such attack. Intuitively, upon an adversary
learning a signature o;p and a corresponding session public key pk;,, a related
key attack allows the adversary to transform o;p into a valid signature o;p~ under
public key pk;,+. This attack may have a severe impact on the security guarantees
of our wallet scheme, since it may allow an adversary to steal all funds of a cold
wallet. One common counter measure against related key attack used in [DFL19,
MSMT15] is called public key prefizing, i.e., a signature on a message (. is computed
as Sign(sk, (pk,p)). In many signature schemes the signature is computed on the
hash of the message and not the message itself. Therefore by prefixing the public
key an adversary not only has to transform ojp into a valid signature ojp« under
public key pk;,+ but also find a collision for the hash function in order to mount a
related key attack.



Definition 11 (Unforgeability). Let SW be a stateful wallet scheme (cf. Defini-
tion 8). We say that SW is pg-unforgeable if for any quantum adversary A, the ad-
vantage in game WUF (cf. Figure 6) is negligible.

3.3 Relevance of Our Relaxed Notions

In Section 2 we defined the notions of signature schemes with rerandomizable public
keys (cf. Definition 4) and EUF-CMA-HRK (cf. Definition 6). While these notions
deviate from the ones used in previous works [FKM*16, DFL19], it turns out that
our relaxed notions are sufficient for building deterministic wallets as we discuss
below.

Rerandomizable public keys. One of the benefits of using deterministic wallets
is that individual payments to the wallet are unlinkable (cf. Figure 5). To satisfy
the unlinkability definition, Das et al. [DFL19] require that the underlying signa-
ture scheme must have rerandomizable secret and public keys. However, as it can be
observed in the unlinkability game, the adversary gets access only to the public key,
while the secret key is never revealed to the adversary (as revealing it would trivially
break the security of the scheme). Hence, it is sufficient to use our relaxed notion
of rerandomizable public keys in order to achieve the unlinkability property. While
the post-quantum secure signature scheme that we consider in this work does not
offer rerandomizable public and secret keys as required by [DFL19], it fortunately
achieves our relaxed notion of rerandomizable public keys. Thus, it is sufficient to
instantiate a wallet scheme that achieves the unlinkability property.

EUF-CMA-HRK. As in [DFL19], we use the notion of EUF-CMA under honestly
rerandomizable keys, where unforgeability holds if the randomness used to derive
the keys is honestly generated. This is in contrast to the stronger notion of EUF-
CMA-RK as defined in [FKM"16], where unforgeability must hold for adversarial
chosen randomness. Stateful deterministic wallet schemes, however, derive the ran-
domness deterministically from the state (see Figure 4), which is generated initially
during a trusted setup when the master keys are created. Hence, the adversary has
no influence on the randomness used during the rerandomization procedures. To
conclude, the notion of EUF-CMA-HRK is not only suitable but also sufficient in the
wallet setting.

3.4 Post-Quantum Security of Wallets

In this section we show that the generic construction achieves both unlinkability
and unforgeability against quantum adversaries. Recall that since we are in the
post-quantum setting, the oracles provided by the challenger in the unlinkability
game (PK, getState, WalSign) and in the unforgeability game (PK, WalSign) are run
on a classical computer. Hence, also the (quantum) adversary gets only classical
access to these oracles. However, the adversary can use its quantum computing
power to access the quantum random oracle |H), i.e., querying the random oracle in
superposition.



The following theorem shows the unlinkability.

Theorem 1. Let RSig be a signature scheme with rerandomizable public keys (cf.
Definition 4) and H a random oracle. Then the stateful wallet scheme SW built from
RSig and H (cf. Figure /) is pg-unlinkable according to Definition 10, i.e., against
quantum adversaries which have access to |H).

First, we provide a proof intuition of Theorem 1. Let us first recall how the unlink-
ability property is proven in the classical ROM setting (cf. [DFL19]). Note that the
wallet public keys are derived from the wallet state, which is stored within the wal-
let, hidden from the adversary. The classical adversary can then try to guess one of
the states of the wallet and make a “problematic query” to the random oracle H on
such a state, in order to derive one of the session public keys generated by the wallet.
If the adversary guesses the wallet’s state correctly, it can distinguish a public key
generated by the wallet from a randomly generated one, and hence the adversary
will be able to win the unlinkability game. The classical proof consists of two steps:
(1) showing the probability that the adversary makes the above mentioned problem-
atic query to the random oracle is negligible, and (2) showing that the adversary
has no advantage in winning the unlinkability game conditioned on the event that
it does not make any problematic query. Finally, note that while this proof uses the
stronger notion of rerandomizable public and secret keys (cf. Definition 3), it is easy
to see that it also works with our relaxed definition of rerandomizable public keys
(cf. Definition 4). This is because the unlinkability game requires the adversary to
distinguish a public key generated by the wallet from a randomly generated public
key.

Our proof in the QROM follows the same approach, however, the first step requires
a different technique. Recall that the wallet state gets refreshed with every public
key query. In [DFL19], the challenger keeps a list of the states of the wallet scheme
— starting from the initial state till the one obtained during last public key query.
In the analysis a simple comparison allows to check whether a query by the classical
adversary is problematic, i.e., whether it coincides with one of the states of the
wallet. Since the adversary can access the random oracle H only classically (it can
query on exactly one input at a time), hence the challenger can store all these queries
in a list. In the QROM, however, we can not keep such a list as the adversary now
has quantum computation power, hence can query the random oracle on several,
and even all, inputs in superposition.’ Instead, we consider a game hop which we
can bound by the advantage of the adversary in distinguishing two random oracles,
which in turn can be bound using the O2H lemma. For the resulting game, we
can show via a reduction to the rerandomizability property of public keys of the
RSig scheme, using the simulatability property of RSig, that the adversary has only
negligible advantage in winning the game.

5 We note that, to some extent, the compressed oracle technique by Zhandry [Zhal9] allows the recording
of superposition queries.



Proof (of Theorem 1). Throughout, let A = (A;,.45) be an adversary which makes
q and gpk queries to its oracles |H) and PK, respectively. To prove the theorem we
use the following two games.

Game Gg: This game is the game WUNL instantiated with SW (cf. Figure 4).

Game G;: This game is the same as Gg, except that the randomness p and the new
state St*, prior to running A, (i.e., Line 13 in Figure 5), are sampled at random,
independent of the random oracle. In both games, the randomness and new state are
distributed identical. The only difference lies in the random oracle. From the point
of view of A = (A, As), the random oracle in game G; is |Hs_g), i.e., the random
oracle that is reprogrammed to random values for every x € S, where S contains all
pairs of states and IDs prior to running As. Hence, we can bound the advantage in
distinguishing Gy and G; by the advantage in distinguishing the random oracles |H)
and |Hs_,s). Applying the O2H Lemma (cf. Lemma 1) yields

‘Pr{A“ﬂ = 1} — Pr[A'HS—’$> = 1” < 2q\/Pr[x €S: B = z].

where B is the adversary specified in Lemma 1. Note that A has no information
about the states in the set S until it queries getState to which only A, has access.
Furthermore, we have |S| < gpk + 2 at any point in time, gpk from .4;’s queries and
2 from the challenge phase. This yields

IS| _ gpk +2
S 3 ST

Pr{x eS: BN = x}

Combining the above equations yields that the advantage in distinguishing Gy and
G is negligible in the security parameter \.

It remains to bound the advantage of A in game G;, where the same argument
from the classical proof applies. In Gy, the challenge public key pkj}D* given to Aj is
independent of the random oracle (as the random oracle is not used in G; anymore
for deriving keys). Hence, it is irrelevant whether the adversary makes any query
(classical or quantum) to the random oracle. We can show via a reduction to the
rerandomizability of public keys property of RSig that the challenge public keys
pkYp. and pkj,. are computationally indistinguishable, due to the simulatibility
property of RSig. This yields that the adversarial advantage is negligible. Combining
the above proves the theorem. O

The following theorem shows that the generic construction is unforgeable in the
presence of quantum attackers.

Theorem 2. Let RSig be a signature scheme with rerandomizable public keys (cf.
Definition 4) and H a random oracle. Then the stateful wallet scheme SW built from
RSig and H (cf. Figure /) is pq-unforgeable according to Definition 11, i.e., against
quantum adversaries which have access to |H).



We briefly recap the classical proof in the ROM (cf. [DFL19]), thereby highlighting
the challenge when switching to a quantum adversary. Note again, that the classical
proof uses the stronger notion of rerandomizable keys (cf. Definition 3) but also holds
for the weaker notion of rerandomizable public keys (cf. Definition 4). The proof
consists of a game hop in which the adversary loses the game if there is a collision
of session keys for different identities. Due to the construction, this occurs if the
random oracle outputs a collision which is bound by a simple counting argument.
The advantage of an adversary in the resulting game is bound by the security of the
underlying signature scheme using a reduction. The crucial part is that the reduction
simulates the random oracle H for the adversary using its oracle Rand from the EUF-
CMA-HRK game. More precisely, for each query to H by the adversary, the reduction
makes a query to Rand.

Our proof in the QROM follows the same idea, however additionally needs to take
care of the use of the quantum random oracle |H) by the adversary. The first part
works exactly as in [DFL19], since the access to the oracle PK remains classical even
for a quantum adversary. The second part, however, does not work as in [DFL19].
While the adversary can query the quantum random oracle [H) in superposition, the
reduction can query its oracle Rand only classical as it is provided by its (classical)
challenger. By querying |[H) on an equal superposition of all (i.e., exponentially
many) inputs, the reduction would need exponentially many queries to Rand in
order to simulate |H) for the adversary. Clearly, this would render the reduction
useless as it would not be efficient. To tackle this issue, we do an additional game
hop in which we switch from a random oracle to an oracle drawn from a small-range
distribution. While this affects the advantage of the adversary only negligibly, it
allows us to construct a reduction which can simulate the quantum random oracle
for the adversary by making a polynomial number of (classical) queries to its oracle
Rand.

Proof (of Theorem 2.). Let A be an adversary which makes gy queries to |[H). The
proof consists of the following three games.

Game Gy: This game is the game WUF instantiated with SW (cf. Figure 4). Assume
that .4 has non-negligible advantage € = €(\) in winning Gg. This means that there
exists a polynomial p = p(\) such that p(\) > ﬁ

Game G;: This game is the same as Gg, except the adversary loses when there is a
collision of keys for different identities. To detect the change, the adversary has to
make queries to PK which result in colliding keys. Note that the adversary only has
classical access to PK as it is provided by the classical challenger. Hence the bound
from [DFL19] is applicable, which is a simple counting argument over the number
of queries to PK. This yields that the advantage of A in Gy is € — negl()\), i.e., it is
negligibly close to its advantage € in Gg.

Game G,: In this game the adversaries queries to |H) is simulated using Definition 1
and the Lemma 2. Let | = 2C'¢5p with C being the constant from Lemma 2 and
p being the polynomial described above. At the start of the game, the challenger
will generate [ random values and draw the first output (the randomness p) of the



quantum random oracle |H) from a small-range distribution using these | samples.
The second output (the new state St) is generated just as in G;. According to
Lemma 2, A can only distinguish this game from the previous one with probability

less than i. Therefore, Lemma 2 yields that the advantage of A in this game is at

least € —negl(A) — 5.

Bounding the advantage of A in Game G,: We now show how to transform
an adversary A playing G, into an adversary B playing EUF-CMA-HRK (where, the
underlying signature scheme is RSig). W.l.o.g., we assume that A never makes a
query which results in | and that there are no collisions. At the start, B receives
a public key pk. It performs [ = 2C¢p queries to its oracle Rand and samples an

initial state Sty. It invokes A on input (mpk = pk, Sty).

Simulation of Quantum Random Oracle |H). B simulates the first output (the ran-
domness p), by using the [ samples from Rand drawn from a small-range distribution.
Note that Rand internally stores the output p in its list RList. For the second output
(the new state St), B simulates it using a 2¢gy-wise independent function which is
indistinguishable for an adversary making gy queries [Zhal2b].

Simulation of PK oracle. When A queries its oracle PK on ID, B computes pk;, <
RSig.RandPK(pk;wp), where (wip, St*) <= H(St, ID), sets Keys[ID] < (pk;p,wip),
and sends pk,;, to A.

Simulation of WalSign oracle. When A makes a query (m, ID) to its oracle WalSign,
B obtains the (pk;p,wp) = Keys[ID], sets m' < (m, pk;p), queries its own oracle
OHR on (m’,w;p), and forwards the response to A. When A outputs a forgery
(m*,o*, ID*), B obtains (pk;p-,wipr) = Keys[ID*], sets m* « (m*, pk;p-), and
outputs (m*, o*,wp+).

If A’s forgery (m*, o*, ID*) is valid in Game Gy, then B’s forgery (m*,o*, wip+) is
also valid in EUF-CMA-HRK. We now show that the output of B is a valid forgery
whenever the output of A is. First, since (m*,c*, ID") is a valid forgery by A, we
know that A never queried (m*,ID*) to WalSign. Recall that, for every WalSign
query by A on any message (m), B made a OHR query on public key prefixed
message (m’ < {m,pk}). Since A never queried WalSign on input (m*, ID*), B
never queried (m*,wp+) to its oracle OHR, where m* < {m* pk}. Second, it holds
that w;p~ € RList. This follows from the simulation of the quantum random oracle
where, for every possible output (p, St), p is in RList. Third, validity of the forgery
by A yields validity of the forgery by B.

Recall that | = 2C'¢5p and as discussed at the beginning of this game, according to

Lemma 2, the advantage of the adversary in this game is equal to € — negl(\) — ﬁ.

Assuming the security of the underlying signature scheme RSig, we have that this

advantage must be negligible. Combined with ¢ > ;1) (see description of Gg), this
yields that % is negligible, resulting in a contradiction. Hence, we conclude that e,

the advantage of A, is negligible. O



4 PQ Signatures with Honestly Rerandomizable Public
Keys

In this section we propose a lattice-based construction of a signature scheme with
honestly rerandomizable public keys (cf. Definition 4). In such a signature scheme,
the distribution of honestly rerandomized public keys is identical to the distribution
of original public key, while honestly rerandomized secret keys are allowed to be
distributed differently from the original secret key. The scheme extends the generic
construction of lattice-based signatures from Section 2.5. We analyze the security
of our scheme in Section 4.2. In Section 4.3 we discuss alternative ways of key
rerandomization in a lattice-based signature scheme and argue why they fall short
in building practical hot/cold wallets.

4.1 Description of the Scheme

Let LB.Y = (LB.KGen, LB.Sign, LB.Verify) be the lattice-based signature scheme
given in Section 2.5, Figure 3, and let A € R’qﬁx”‘:2 be a uniformly random matrix
as defined in Section 2.5, i.e., A is publicly known and an implicit input to all
algorithms. Furthermore, we define the following functions and algorithms:

— Max; is a function that on input a € R, it outputs the ;™ largest absolute coeffi-
cient of a. This function is used for bounding the secret-related terms, and hence
the signatures generated by the algorithm LB.Sign (cf. line 6-7 in Figure 3).

— GenG is an algorithm that on input (dim, o, bnd, rnd), it outputs a vector x =
(1,...,%dim), where z; € R are sampled from Dyz» , such that > Max;(z;) <
bnd by using a randomness rnd; that is extracted from rnd, e.g., via the function
E.

— F:{0,1}" — {0,1}°™ is a collision resistant hash function. It is used to hash
the public key in order to prevent related key attacks [MSM™15].

In this section we set the distribution used in the algorithm LB.KGen for the secret
key to X = Dzn,. More precisely, we assume that sk = (s,e) € D2 x DL,
where s < GenG(ksy, 0, 5/2,rnd;) and e < GenG(ky, 0, E/2,rnd.) for two predefined
positive numbers S, E and randomnesses rnds, rnd.. Setting x = Dz» , is essential for
rerandomizing the secret key in the construction introduced in this section because
the sum of Gaussian distributed elements with standard deviation ¢ is also Gaussian
distributed with standard deviation v/20 (cf. Lemma 3).

In the following we describe our signature scheme with honestly rerandomizable pub-
lic keys. The respective algorithms are formalized in Figure 7. In order to simplify the
construction, we first define the algorithm RandG (see Figure 7 for a formal descrip-
tion). This algorithm takes as input a randomness p = (ps, pe) € {0, 13°M x {0, 1},
and outputs two vectors r,u, which are generated by running the algorithm GenG
on input (k,0,5/2, ps), (k1,0, E/2, p.), respectively.



RandG(p) | RSig RandSK(sk, p) |
1: pi= (ps, pe) € {0,112 L: (r,u) € D32, x Dy}, + RandG(p)

2: r «+ GenG(k2,0,5/2, ps) 2: ¢ eD;ﬁ s, ST
3: u« GenG(k1,0,E/2,pe) 3 o € Dkl’f Cedtu
4: t Z" 20
return (r, u) 4: b’ + As’ + €' (mod q)
RSig.KGen(lA) 5: hpk’ « F(b)
. /o A
1: (sk, pk) < LB.KGen(1*) G: sk’ := (hpk', ', &)
7: return sk
2: hpk < F(pk) —
3: sk « (hpk, sk) lﬂslg-slgn(slm m)\
4: return (sk, pk) 1: p < (m,hpk)
‘RSig.Ra.ndPK(pk:, p) ‘ 2: (2z1,22,c) < LB.Sign(sk, 1)
3: return (z1,22,¢)
1: (r,u) < RandG(p) - -
2: b’ « b+ Ar +u (mod q) ’RSlg.Verlfy(pk,m, (Z1,Z2,C))‘
3: pk' = bf L pu < (m, F(ph))
4: return pk’ 2: return LB.Verify(pk, u, (z1,22,c))

Fig. 7. Construction of lattice-based signature scheme with honestly rerandomizable public keys.

RSig.KGen: The key generation algorithm runs the algorithm LB.KGen to obtain a
key pair (sk, pk), where sk = (s, e) € D%ﬁ X Dg}l’g and pk = b € Ri*. Then, it
computes hpk = F(pk), prepends hpk to sk, and returns the updated (sk, pk).

RSig.RandPK: Given a public key pk = b and an honestly generated randomness
p, the algorithm RSig.RandPK runs RandG(p) to generate a pair of Gaussian
distributed vectors (r,u). Then, it computes b’ = b + Ar + u (mod ¢) and
outputs the honestly rerandomized public key pk’ = b'.

RSig.RandSK: Given a secret key sk = (hpk, s, e) and an honestly generated random-

ness p € {0,1}**™| the algorithm RSig.RandSK runs RandG to obtain (r,u) €

DZ%J X Dghva‘ Then, it computes s’ = s +r and € = e + u. Note that by

Lemma 3, the pair (s’,€’) is distributed as D;i Voo
rithm computes hpk’ = F(b’) and outputs the honestly rerandomized secret key
sk’ = (hpk', s, €").

RSig.Sign: The algorithm RSig.Sign returns the signature obtained by calling the
algorithm LB.Sign on message pu = (m, hpk). Signing messages together with the
hash value of (honestly rerandomized) public keys ensures security under related
key attacks [MSMT15].

RSig.Verify: The algorithm RSig.Verify returns the bit obtained by running
LB.Verify(pk, u), where = (m, F(pk)).

X D;}L7 o Finally, the algo-

We note that rerandomizing sk must be carried out only with the original secret
key, i.e., a rerandomized secret key cannot be used to generate a new rerandomized
one. This ensures that all honestly rerandomized secret keys have identical distri-
bution, i.e., Dgi V3 X D;ﬁl 3o Furthermore, signatures generated using honestly
rerandomized keys have different distribution from signatures generated using the
original key pair. More precisely, the pair (z1, z2) is distributed uniformly at random



‘ Reduction D(pk) ‘
1: RList := @
2: Q=0
3: (m, ((z1,722,¢), p)) « A" RO ()
4: if (p = NULL) then
hpk <« F(pk)
p 4= (m, hpk)
return (u, (z1,22,¢))
if (p # NULL) then
9:  pk’ < RSig.RandPK(pk, p)
10:  hpk’ < F(pk')
11: ' < (m, hpk')
12:  (r,u) € D’ZC%,U X DIZC}L,U + RandG(p)
13:  zi + 2z —rc
14:  zh <+ 2z —uc
15: return (¢, (21,25, c))

Fig. 8. Reduction from the EUF-CMA security of LB.X (Figure 3) to EUF-CMA-HRK security of signature
scheme with honestly rerandomizable public keys (Figure 7). Queries to OHR, H’, and Rand are answered
as shown in Figure 9.

over ngl X RIEQ, where

B — Y —S5/2 if sk < LB.KGen
"7 )Y -S if sk« RSig.RandSK

_JY = E/2 if sk < LB.KGen
7YY —E  if sk + RSig.RandSK

The bound Y of the masking pair (yi,y2) is chosen such that the probability of
generating valid signatures (cf. Section 2.5) is at least 1/M, i.e.,

(231 + 1)’“2” (232 +1

kin
s — S — >1/M
2Y +1 2Y+1) 2 1/M,

where M = O(1) is the repetition rate of the signing algorithm.

4.2 Security Analysis

In this section we analyze the EUF-CMA-HRK security of the scheme introduced
in Section 4.1 in the QROM. More precisely, we reduce its EUF-CMA-HRK se-
curity to the EUF-CMA security of the lattice-based signature scheme LB.Y =
(LB.KGen, LB.Sign, LB.Verify) described in Section 2.5. The correctness of the scheme
directly follows from the correctness of LB.X. Note that rerandomizability of public
keys (see Definition 4) follows from the MLWE assumption [LS15]. That is, for any
public key b and any honestly rerandomized public key b’ both pairs (A, b), (A, b’)
are indistinguishable from the uniform distribution over R’q‘”’92 X R’qﬁ. Therefore, b
and b’ are identically distributed.



Theorem 3 (EUF-CMA-HRK Security). The signature scheme with honestly
rerandomizable public keys depicted in Figure 7 is EUF-CMA-HRK secure in the
QROM if scheme LB.X = (LB.KGen, LB.Sign, LB.Verify) described in Figure 3 is
EUF-CMA secure in the QROM.

Proof. Let A be an adversary that is able to generate valid forgeries under the
signature scheme with honestly rerandomizable public keys, i.e., A is able to win
the game EUF—CMA—HRK;{‘Sig (cf. Definition 6). We construct an algorithm D that
runs A as subroutine in order to win the game EUF-CMAT ;. (see Definition 5)
against the scheme LB.Y. According to the security model, A has quantum access
to a random oracle H and classical access to a random oracle Rand in addition to
classical access to the signing oracle OHR. The reduction D has quantum access
to the random oracle H and classical access to the signing oracle O, which returns
to D signatures generated by LB.Y. The algorithm D is described in Figure 8. D
initializes two empty lists RList, @. These are used by D to store queries to Rand
and OHR, respectively. Simulation of OHR, H’, and Rand is given in Figure 9.

Analysis. Let (m, ((z1, 29, ¢), p)) be a valid forgery output by the adversary .A. This
means that m ¢ Q and RSig.Verify(pk, m, (z1,22,¢)) = 1. Moreover, p € RList in
case randomness p # NULL.

We first analyze the case that p = NULL. The signature satisfies (z1,29) € R';f_ s X
2
R’;}_E and ¢ = H'(w, m, hpk) = H(w, m, hpk), where w = Az; + zy — bc (mod q).
2

Hence, this forgery constitutes a valid signature under LB. X on message 11 = (m, hpk).
Note that if ¢ was not queried by some input, then A produces such ¢ only with
negligible probability, i.e., 1/|T7?|. Thus, with probability of 1 — 1/|T?|, the value ¢
must be a random oracle answer to a query made by A, where |T7| = 2% Z and
K is chosen such that |T?| > 22*. This ensures that the probability of mapping two
different values to the same output of H is at most 272*.

Next, we assume that A outputs a valid forgery (m,(z1,22,c¢), p) under honestly
rerandomized public key b’ and p # NULL. This means that (z1,2,) € Rz ¢x R¥ ..
In this case D transforms this signature into a forgery under the original public
key b as follows: D runs RandG(p) to obtain (r,u). Then, it computes the vectors
7} = z; — rc and z, = z, — uc. Note that

13 <zl + llrell < Y =S5+ 5/2=Y —5/2,

o —

125l < |lZ2llo + lucll, <Y —E+E/2=Y — E/2.

Hence, (z},2}) € Rff_ s X Rf/l_ 5. Furthermore, we have
2 2

w = Az| + 2z, —bc=A(z; —rc) + 29 —uc —bc = Az, + 2z, — b'c  (mod q).

Therefore, it holds that ¢ = H'(w,m,hpk’) = H(w, m, hpk'). Hence, the forgery
output by A can be turned into a valid forgery under the original public key b for
message (' = F(m, hpk), i.e., it is a forgery under LB.X.



Sim(pk, m, p) _
1: if (p = NULL) then SimR(pk, m, p)
9. Q:=Qu{m} 1: (r,/u) <—/RandG(p)
3:  return SimNoR(pk, m) 2: pk’ := Db’ + RSigRandPK(pk, p)
4: if (p # NULL) then 3: hpk’ + F(b’)
5. if (p ¢ RList) then 4y« (m,hpk’)
6: return L 5: (21,23, ¢) < O(p')
7 Q:=Q9QuU{m} 6: z1 + z) +rc
8:  return SimR(pk, m, p) 7z E— z5 + uc . i )
- 8: if ((z1,22) € Ry? ¢ X Ry'_j) then
SimNoR(pk, m) 9 goto s
1: hpk + F(b) 10: return (z1,2z2,c)
2: < (m, hpk)
’ Rand
3: (z1,22,¢) < O(p) and()
4: return (z1,22,c) 1: p g {0,1}%°W
3: return p
1: return H(:)

Fig. 9. Description of algorithm Sim, which simulates signing queries to OHR. The algorithms SimNoR,
SimR are subroutines used by Sim. The first one is called when signing query does not include randomness
p, while the latter one is called when signing query includes honestly generated randomness p # NULL.
Queries to H made by adversary A are redirected to the random oracle H, to which reduction D has access.
Queries to Rand are answered locally by D.

Finally, we note that the environment of A is perfectly simulated, and whenever A
wins the game EUF—CMA-HRK;{‘Sig, D wins the game EUF-CMAT, . The number of
signing queries made by D is at most M - @, where M = O(1) is the repetition rate®
of LB.X and @ is the number of signing queries made by A. O

4.3 Alternative Methods for Rerandomization

In this section we describe alternative approaches for rerandomizing keys in the
lattice setting and show why our scheme introduced in Section 4.1 is the most suit-
able option in the context of hot/cold wallets. First, we recall that our construction
from the previous section assumes that the distribution of the secrets used in the
key generation algorithm are from the Gaussian distribution, i.e., x = Dzn . This
allows us to use Lemma 3 in order to obtain rerandomized secret keys that are also
Gaussian distributed but with a slightly different standard deviation, i.e., Dy, 3,
The key generation of our scheme cannot use uniformly distributed secrets over a
small subset R, from R, where R, is the set of all polynomials from R with /., norm
bounded by some integer d > 1. This is because the sum of two uniformly random
polynomials over Ry does not yield a polynomial that follows the uniform distribu-
tion over a subset S C Ry. Using a uniformly random sk for rerandomization would
yield rerandomized secret keys with unknown distribution, and hence the hardness
of the computational assumption underlying the rerandomized key pairs would be
unclear. Let us now discuss the alternative approaches.

6 In practice, the repetition rate of the signing algorithm of standard lattice-based signature schemes is
strictly smaller than 4 (e.g., see [DKL" 18, ABB"20]).



Rerandomizability of Gaussian distributed secret keys. It is (theoretically)
possible to rerandomize key pairs such that the rerandomized secret keys have the
same distribution as the original secret key. More precisely, assume that sk is Gaus-
sian distributed with standard deviation o. Given a randomness p, a rerandomized
secret key is computed as sk’ = sk + p. Due to [GKPV10, Lemma 3], sk’ is Gaussian
distributed with the same o when o is of a super-polynomial size in the security
parameter . In other words, we must select o large enough in order to make the
statistical distance between the distribution of sk and sk’ negligible in . This value
of o gives secret keys of very large size, and requires to increase the size of the
masking vectors used in the signing algorithm. Hence, we obtain signatures of very
large size, which rules out using the resulting scheme in practice.

Rerandomizability of uniform distributed secret keys. In theory, it is pos-
sible to use uniformly distributed rather than Gaussian distributed secret keys as
follows. Assume that ¥ = Rq and p € R;. The rerandomized secret key sk’ = sk + p

k1+k2)n
is uniformly distributed over R;_; with probability (%ﬁy k) , where (k1 + ko)n
is the dimension of sk’. Therefore, for a very large d this probability would be over-
whelming in .

Ezample 1. By considering the parameters of Dilithium [DKL*"18] proposed for A =
128, we have k; = 5, ky = 4, and n = 256. Hence, we have to set d ~ 2'3 in order
to make the previously stated probability at least 1 — 2728, This value of d yields a
secret key of size ~ 247 Bytes.

The above given example shows that this approach is merely of theoretical interest
only and is not suitable for practical applications as it requires huge sizes of keys,
and hence signatures.

Allowing rerandomization algorithms to communicate. Consider an applica-
tion, in which the rerandomization algorithms (i.e., RSig.RandSK and RSig.RandPK)
synchronize after each invocation of RSig.RandSK. Given sk and p, the algorithm
RSig.RandSK uses p together with a counter ctr in order to deterministically gener-
ate a randomness p/, e.g., by using the function E on input (p, ctr). Then, it computes
sk' = sk + p' and outputs the rerandomized secret key sk’ only after verifying that
it has the correct distribution. If this is not the case, it increases ctr by 1 and re-
peats this process. The algorithm RSig.RandPK needs to receive the corresponding
ctr from RSig.RandPK in order to generate the rerandomized public key related to
sk'. Note that if sk is Gaussian distributed, then we even obtain a scheme with
rerandomizable public and secret keys as defined in [FKM*16]. While this method
is practical and may be applicable in the construction of sanitizable signatures pro-
posed in [FKM™16], it cannot be used in the setting of hot/cold wallets due to the
fact that in each signing process RSig.RandPK must obtain the correct ctr that were
used to generate sk’. This synchronization requirement undermines the main concept
of hot/cold wallets, namely the fact that hot and cold wallets do not communicate
with each other (except when they are being initialized).



5 Practical Instantiation

In this section we present an efficiency analysis of the wallet scheme introduced in
Section 3. To this end, we instantiate the signature scheme presented in Section 4
with a concrete lattice-based signature scheme. The most recent Fiat-Shamir con-
structions of lattice-based signatures are Dilithium [DKL*18] and g TESLA [ABB*20].
We consider the latter scheme, since the hard lattice problem underlying its key gen-
eration algorithm uses Gaussian distributed secrets. This is essential for rerandomiz-
ing the secret key in our setting, and hence is sufficient for our scheme with honestly
rerandomizable public keys described in Figure 7. On the other hand, Dilithium’s key
generation uses uniformly distributed secrets for the underlying lattice problem, in-
stead of Gaussian distributed secrets, which is not suitable in our wallet setting (see
Section 4.3). Employing the Gaussian distribution in the key generation algorithm of
Dilithium instead, requires to adjust the security analysis of Dilithium and to choose
new parameters. The resulting scheme would be similar to qTESLA, with slight
differences in how signatures are compressed. We choose not to modify Dilithium’s
original design but stick to qTESLA, which does not need any modification for our
setting and is well-studied in comparison to a modified version of Dilithium.

5.1 An Instantiation with qTESLA

In this section we show how the signature scheme with honestly rerandomizable
public keys introduced in Section 4 can be instantiated with qTESLA. We note that
the parameters of qTESLA were selected according to the security reduction from
the RLWE problem. This approach has two different aspects: On the one hand, it
guarantees that qTESLA has the security level as long as the underlying RLWE in-
stance is hard enough. On the other hand, this approach affects the performance and
sizes of keys and signatures, because larger parameters are required to achieve the
desired security level. The main goal of our choice is to demonstrate that our wal-
let scheme can be instantiated with state-of-the-art lattice-based signature schemes
without taking into account any of the two different aspects mentioned above.

The design of our scheme is based on lattices over modules. In order to employ
qTESLA in our construction we set ks = 1 to obtain a variant based on lattices over
ideals, and security based on the hardness of RLWE. The (master) secret key includes
polynomials s, ey, ..., ek, sampled from Dyzn ,. The polynomial s is bounded by S/2
using the function Max; defined in Section 2.5, while ey, ..., e;, are each bounded
by E/2 using Max;. In qTESLA the bounds are S and E, respectively. However, our
wallet scheme uses the master key pair only for rerandomization, and signatures are
generated using honestly rerandomized key pairs, which already satisfy the bounds
S and E. Therefore, we can use exactly the same parameters proposed for qTESLA
in [ABB*20, Table 4]).

Note that in comparison to the generic signature scheme shown in Figure 3, Sec-
tion 2.5, the signature scheme qTESLA [ABB*20] compresses signatures by employ-
ing the technique of [BG14]. In this technique the signer proves knowledge of only



the secret polynomial s rather than s and ey,..., e, . Therefore, signatures are of
the form (z;,¢) € Ry x T? rather than (z;,22,¢) € Ry x Ry x T?. This approach
does not affect the EUF-CMA-HRK security of the signature scheme with honestly
rerandomizable public keys. That is, the reduction given in Figure 8 remains the
same. Only simulating the signing oracle (cf. Figure 9) requires to include an ad-
ditional check to ensure the correctness of simulated signatures. More concretely,
after step 9 of algorithm SimR (see Figure 9) we add the last for loop of qTESLA’s
signature generation algorithm [ABB*20, Algorithm 4]. However, we have in our
setting
w; = a;z; — bie — rie (mod®q) forall i =1,... k,

where a;, b;, and r; are the entries of the public vector a (replaced by the matrix A,
since ko = 1), rerandomized public key b, and the vector r, respectively.

5.2 Deploying PQ Wallets over Blockchains

In this section we give an overview of the transaction throughput that can be
achieved in a cryptocurrency system using our signature scheme instantiated with
qTESLA.

A simple transaction in most cryptocurrency networks transfers coins from one party
to another. Such transactions must usually include the public key pk and the sig-
nature o of the sender such that the validity of the transaction can be verified. In
order to give an estimated transaction throughput, we use the raw transaction size
of a regular Bitcoin transaction (i.e., without the size of pk and o) and then add
the size of pk and o of our scheme to it. The raw transaction size of a Bitcoin is
roughly 100 Bytes (B) [Bit19]. Hence, when instantiating our wallet scheme with
qTESLA, we can take the corresponding signature size (2,592 B) and public key size
(14,880 B) [ABB™20, Table 4] for a post-quantum security level of 95 bits” and add
those to the rough raw transaction size of 100 B. The size of a transaction would
then result in 100 B 4 14,880 B + 2,592 B ~ 17.5 KB. We note that it is possible
for a party to send coins to multiple receivers in a single transaction which would
essentially allow for transactions to be aggregated and increase efficiency.

Many cryptocurrencies (including Bitcoin and Ethereum) currently use the classical
signature scheme ECDSA. For the sake of drawing a comparison, note that the
size of the ECDSA public key and signature in Bitcoin is approximately 65 B and
73 B [ECD19], respectively, which results in more compact transactions (minimum
size of a transaction being 100B+65B8+73B = 240B), and hence higher transaction
throughput.

Naturally, there are various ways to improve the transaction throughput such as
increasing block size and the rate at which blocks are produced. For example, in
a Bitcoin-like currency new blocks are created roughly every 10 minutes, which
tremendously limits the throughput and scalability of the network. In contrast, one
" Note that qTESLA proposes only two parameter sets, chosen with respect to a conservative cost model:

qTESLA-p-I with 95 bits of post-quantum security and qTESLA-p-IIT with 160 bits of post-quantum
security [ABB™20, Section 4.3].



can consider a system with a block rate of a few seconds, say 15-20 seconds (e.g.,
this is the case for the Ethereum blockchain). This significantly increases transaction
throughput, and hence compensates for larger sizes of pk and o. Yet these solutions
are ad-hoc, while a more interesting direction for future work is to design further
efficient post-quantum secure signature schemes with rerandomizable keys.
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Abstract. Byzantine agreement (BA) is a fundamental primitive in distributed systems
and has received huge interest as an important building block for blockchain systems. Clas-
sical byzantine agreement considers a setting where n parties with fixed, known identities
want to agree on an output in the presence of an adversary. Motivated by blockchain sys-
tems, the assumption of fixed identities is weakened by using a resource-based model. In such
models, parties do not have fixed known identities but instead have to invest some expensive
resources to participate in the protocol. Prominent examples for such resources are compu-
tation (measured by, e.g., proofs-of-work) or money (measured by proofs-of-stake). Unlike
in the classical setting where BA without trusted setup (e.g., a PKI or an unpredictable
beacon) is impossible for ¢ > n/3 corruptions, in such resource-based models, BA can be
constructed for the optimal threshold of ¢t < n/2. In this work, we investigate BA without
a PKI in the model where parties have restricted computational resources. Concretely, we
consider sequential computation modeled via computing a verifiable delay function (VDF)
and establish the following results:

1. Positive result: We present the first protocol for BA with expected constant round
complexity and termination under adaptive corruption, honest majority and without a
PKI. Earlier work achieved round complexity O(nx?) (CRYPTO’15) or O(x) (PKC’18),
where k is the security parameter.

2. Negative result: We give the first lower bound on the communication complexity of BA
in a model where parties have restricted computational resources. Concretely, we show
that a multicast complexity of O(y/n) is necessary even if the parties have access to a
VDF-oracle.

Keywords: Byzantine Agreement, Proof of Work, Verifiable Delay Functions, Im-
possibility

1 Introduction

In the Byzantine agreement (BA) problem, a set of n parties jointly run a dis-
tributed protocol to agree on a common output in the presence of some minority
of ¢ malicious parties. BA is a well-studied and fundamental problem in distributed
computing and has recently garnered renewed interest in the context of blockchain
protocols [Nak08 CP19,KKKZ19,But13]. Traditionally, most existing protocols for
BA assume a setting in which the parties’ identities are fixed and known at the
beginning of the protocol. In the fixed identity setting, two types of protocols are
studied: the first type requires setup, e.g., a public key infrastructure (PKI) or some
form of correlated randomness. These protocols typically tolerate the (optimal) cor-
ruption threshold of ¢ < n/2. The second type does not require such assumptions
but can tolerate only ¢ < n/3 corruptions.



More recently, a third type of protocol has emerged [AD15,KMS14| that gives
up on the fundamental assumption that parties know each other’s identities at the
beginning of the protocol. Moreover, these protocols do not require setup in the
classical sense, yet still achieve the optimal corruption tolerance of ¢t < n/2. Note
that if identities are not fixed then without further measures, every party could pose
as many parties and easily obtain a dishonest majority; this is commonly referred
to as a sybil attack [Dou02|. To avoid such attacks, parties must instead invest
some expensive resources, such as computation or money, to participate in this
type of protocol. A prominent example is the Proof-of~-Work model (PoW) initially
introduced by Bitcoin, where parties have limited access to a computational resource
which they are forced to continuously expend in order to participate in the protocol.

In this work, we refine the PoW model by considering the effort it takes to eval-
uate verifiable delay functions (VDFs) [BBBF18,CP19] as the main computational
resource. VDFs can be seen as a special type of proof-of-work whose computation
cannot be sped up by much. This is in stark contrast to the typical lottery-type
proofs-of-work, whose computation can be sped up almost arbitrarily, given suffi-
cient parallel computation resources. We explore, for the first time, the implications
of bounding the number of VDF evaluations that an (adaptive) adversary can com-
pute in parallel: 1) We show an expected constant-round BA protocol that tolerates
t < n/2 corrupted parties and does not rely on a PKI or known identities; 2) we give
the first non-trivial communication lower bound by showing that any BA protocol
in this setting requires at least O(y/n) send-to-all steps.

1.1 The VDF Model

Our work introduces the VDF model as a refinement of the common PoW model to
replace trusted setups and protect against Sybil attacks in permissionless consensus.
Similar to the PoW model, we assume that the adversary only controls less than 1/2
of a computational resource to invest in producing proofs of computation. In contrast
to the PoW model, however, we require a lower bound on the time it takes to create
such proofs. This differs from the PoW model, where proofs can be computed almost
arbitrarily fast, given sufficient parallel resources. We believe that the VDF model
is a realistic alternative for the PoW model. Indeed, there exists various different
constructions of VDFs [Wes19,Piel9,FMPS19] that leverage inherently sequential
computation, and are used (or envisioned to be used) by blockchain projects for
their consensus protocol (albeit not as an anti Sybil countermeasure as in our work).
Examples include Chia, which relies on VDFs for leader election [CP19], and ETH
2.0, which plans to leverage VDFs for constructing a random beacon [Butl3]. To
make our model more realistic, we follow Wan et al. [WXDS20|, and allow the
adversary a small speedup in evaluating the VDF compared to the honest parties.
Let us describe our model with a concrete example. Suppose that the total
amount computational power (over all protocol participants) over a fixed time pe-
riod of length ¢ is 1000 VDF evaluations. Then, we demand that the total number
of proofs produced by the adversary be at most 500 in the same time span. This is
similar to the case of PoW model, where it is assumed that the majority of compu-



tational power belongs to honest parties. As mentioned above, we additionally give
the adversary a small speedup, meaning that it can compute proofs a little bit faster
than the honest parties.

The VDFs Oracle. We now explain our formalization of the VDF model in some
more detail. At the center of our model, we introduce the oracle VDFg, which parties
can query on an input s to obtain one evaluation ¢ of the VDF after ¢ time. Thus,
0 denotes the difficulty parameter, specifying the number of sequential steps to be
computed for one VDF evaluation. To make the model more realistic, we allow
corrupted parties a »-speedup (where > > 1), meaning that they can obtain an
output from VDF; after §/s¢ time. An adversary A in our model controls some
g number of parties, where each party has s-speed-up. For some i > 1, let us
discuss how many proofs an adversary is able to compute within time ¢, where
(1—1)-6 <t <i-d. We can express t more concretely ast = (i — 1) -d +r -0, where
r € (0,1). With a corruption budget of ¢ parties, A can invoke the VDF; oracle ¢
times concurrently (once per party). Since each proof is obtained after time %, at
time (i — 1) - §, each party computes (i — 1) - 3¢ proofs. In the remaining r - § time,
each party can compute (at most) Lg"/'—ij = |r- 5] proofs. Thus, in total A obtains at
most ((i — 1) - ¢+ |[r- »]) - ¢ proofs at time t. Figure 1 illustrates our model with
a small example. We refer to this property of the VDF; oracle as its sequentiality
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Fig. 1. Consider ¢ = 3,0 = 5. We have ¢-§ = 15, (i — 1) - 6 = 10. Say an adversary A controls ¢ parties
{P1}iclq) with a speed-up 3 = 3 compared to an honest party with sz = 1. Consider two time steps: ¢ = 11
and t = 14. In both cases, each P; can compute (¢ — 1)3r = 6 proofs in time 10 < ¢ - §. For the remaining
time -0 =1 (for t = 11) and r - § = 4 (for ¢ = 14), no extra proofs can be computed in the first case,
whereas Lﬁ“BJ = 2 extra proofs can be computed in the second case. Thus, A can compute in total 6¢ and
8¢ proofs for t = 11 and ¢ = 14 respectively.

and give a formal definition in Section 2.



Such oracle abstraction of the VDF computation allows us to give a cleaner
and more modular analysis of our main protocols. In support of our modelling ap-
proach, we conjecture that the VDFs oracle can be instantiated in the standard
model (full version, Appendix A, Lemma 20) and we prove that it can be instan-
tiated in the strong algebraic group model for constructions of Wesolowski [Wes19)]
and Pietrzak [Piel9] (full version, Appendix A, Lemma 23).

1.2 Byzantine Agreement in the VDF Model.

As our main technical contribution, we show how to obtain an expected constant-
round Byzantine agreement protocol without any additional trusted setup in the
VDF-trandom oracle model. This is of particular significance, given that we can
also instantiate the VDF model without any trusted setup, using Wesolowski’s con-
struction. Given an upper bound n on the number of parties, our protocol tolerates
q adaptively corrupted parties with se-speed-up, where ¢(|»]| + 1) < n. In particu-
lar, our protocols tolerate up to 5 corruptions when s = 1. Our protocol combines
several ideas from previous works in a novel way, as we now describe.

— Step 1: Establishing a Graded Public key Infratsructure (GPKI). We adopt the
idea of Andrychowicz and Dziembowski [AD15] and start by setting up a precursor
to a full PKI called graded PKI (GPKI) among the parties. Roughly speaking,
a GPKI differs from a full PKI in that the keys of the parties are additionally
associated with grades. These grades can differ between parties, but not by too
much. As a first step, to reduce the round complexity of their protocol to O(1)
from O(nk?) (where k is a security parameter), we make two modifications: 1)
We set up a much weaker GPKI with only two possible grades, whereas [AD15]
sets up n possible grades. 2) We borrow a technique from Katz et al. [KMS14]*
and rely on VDFs to make the round complexity of our protocol independent of
k. As a second step, the difficulty parameter § of the VDFs must be adjusted to
tolerate adversarial speedup in the VDFs model.

— Step 2: Graded Consenus from GPKI. One of the ingredients needed in our BA
protocol is a graded consensus protocol. Graded consensus is similar to a BA,
with the difference that at the end of the protocol, every party outputs a value
with some grade, where the grades of different parties must satisfy some con-
sistency properties. We build upon the graded consensus protocol of Micali and
Vaikuntanathan [MV17] where we modify their protocol such that it requires only
a GPKI instead of a full PKI.

— Step 3: Leader election protocol from VDFs. It is well known that expected con-
stant round protocols are inherently randomized, e.g., by electing a random leader
in every protocol iteration. However, electing a random leader efficiently is chal-
lenging without prior setup. We overcome this issue by presenting a novel leader
election protocol that leverages the oracle VDF; to efficiently elect a random leader
that all honest parties agree on with high probability. Our protocol is inspired by

3 The construction in [KMS14] uses only a proof of sequential as opposed to a VDF.



leader elections based on verifiable random functions [ACD*19,ADD*19] and im-
plements a leader election lottery with unique tickets. This makes the tickets hard
to bias from the perspective of the adversary.

— Step 4: BA protocol. Finally, we combine all of the above components to adopt
the expected constant round protocol of Katz and Koo [KKO06a] to our setting.
We informally state our overall result in the following theorem.

Theorem 1 (Informal). Let n denote an upper bound on the number of parties.
Then, there exists an expected-constant round BA protocol in the VDF model that
is secure against any adversary A that controls at most q parties with »-speed-up,
where q - (| 2] + 1) < n.

1.3 A Lower Bound on Communication Complexity for BA

As a third contribution, we give the first lower bound for communication complexity
of BA, assuming parties have bounded computational resources. Concretely, we show
that in the VDF model without additional trusted setup, no protocol can realize
BA with overwhelming probability by multicasting fewer than O(y/n) messages in
the presence of adaptive corruptions. In the multicast model of communication,
honest parties are restricted to sending messages to all parties at once, whereas the
adversary can send to only a subset of the parties. This models a setting in which
parties communicate via a gossip network [GKPS18,AD15]. The cost of running the
same protocol from the multicast model in the bilateral channel model [DS83] would
be O(n*?). We remark, however, that the multicast restriction is crucially used in
the lower bound, and thus, a better communication complexity might be possible
in the bilateral channels model. Our lower bound builds on ideas of Abraham et
al. [ACD"19] who show a bound for Byzantine broadcast in the multicast model
without setup.

Our bound has to overcome several technical challenges that arise when parties
have limited computational resources. The adversary in our attack has to carry
out a simulation of the protocol in its head (this is a standard technique used in
lower bounds), which may require to query the VDF oracle. At the same time, the
adversary must also participate in an actual execution of the protocol it is attacking,
which, of course, also results in queries to the oracle. Thus, the key difficulty in our
lower bound is to carefully balance the adversary’s limited budget of queries to VDF
over the two executions of the protocol (real and simulated).

Although our lower bound is relatively weak compared to most existing lower
bounds in this area (which are quadratic, or of the form O(n) in the multicast model,
respectively), we argue that it is still meaningful. Namely, protocols that require
significantly above O(k) multicasts are deemed impractical for large-scale settings
with millions or even billions of users. This means that our bound essentially rules
out efficient solutions in the VDF model unless further setup is assumed among the
parties. Second, we point out that our lower bound actually holds in the relatively
weak VDF-model and can likely be carried over to a less restrictive model (e.g., to



the PoW model used by Bitcoin). It also leaves room for a tighter bound in such
more general models.

1.4 TImplications of Our Results and Related Work

Our model can be instantiated using Wesolowski’s VDF, which does not require
trusted setup. Thus, our results show, for the first time, how to perform expected-
constant round BA in a permissionless model with a simple honest majority and
no trusted setup (beyond a random oracle). This has many important implications.
For example, one could use our protocol to efficiently agree on a random string
in a permissionless setting. This string could be used as a genesis block or as a
uniform common reference string to perform an MPC protocol. Our results also
significantly improves over the result of Andrychowicz and Dziembowski, who pre-
sented a protocol that achieves essentially the same, but requires O(n - k?) rounds to
do so [AD15] . We also improve over a similar (slightly more efficient) version of this
idea shown by Katz et al. [KMS14]. Another closely related work is that of Garay
et al. [GKLP18] who show how to bootstrap the classical Nakamoto consensus pro-
tocol [Nak08,GKL15,PSs17| in the PoW model without trusted setup. However, it
requires O(k) rounds, and therefore also does not constitute an expected constant
round protocol.

Further Related Work. There is a large body of research on BA and related prob-
lems (sometimes colloquially referred to as “consensus”), and we focus here on the
most closely related works. We have already mentioned the works of [AD15,KMS14]
and [GKLP18] who achieve BA in the PoW model without setup and run in O(n«?),
O(n), and O(k) rounds, respectively. It should also be noted that we require stronger
assumptions (namely a VDF and the random oracle model (ROM)) than the proto-
cols in [AD15,GKLP18,GKO"20|, who require only the ROM that can be queried
at a bounded rate by any party, but (possibly) weaker assumptions than required
in the work of Katz et al. [KMS14], who also require some form of an unpredictable
beacon in their protocol. The more recent work of Aggarwal et al. [AMSZ19] presents
a setup-free solution in the PoW model that also runs in expected O(1) rounds, but
assumes a static adversary (while we consider the much stronger adversarial model
of adaptive corruptions). Another related work that focuses on the PoW model is by
Garay et al. [GKO™20]. They show how to achieve UC-secure BA and multi-party
computation (MPC) protocols in the PoW model. Similar to [AD15], their BA takes
O(nk?) rounds.

Although the above-mentioned prior works [AD15,KMS14,GKLP18| achieve BA
without a PKI, their techniques are not what we need to achieve O(1)-round BA. In
fact, we notice that achieving O(1)-round BA protocols requires very particular tech-
niques that have been studied [Rab83,FM88 KK06a,MV17,Mic17,ADD*19,ACD" 19|
in the classical setting for many years and this round reduction is very challenging
to achieve.



2 Definitions and Model

NOTATION. We write for the set of positive real numbers greater than some number
n € R as R-,, the set of natural numbers as N. Throughout this paper, x will denote
the security parameter. We write x <— S to denote that = is sampled uniformly at
random from set S. Similarly, we write y < A(x) to denote that the output of a
probabilistic algorithm A on input z is y.

2.1 Model

We consider a setting in which n parties P, ..., P, engage in a distributed protocol
I1. We assume that the exact number of parties is unknown but that there is some
known upper bound n. Additionally, we assume that the majority of the parties
follow the protocol honestly, and the remainder of the parties can be corrupted by the
adversary (whose capabilities we will describe in the following). We emphasize that
no public key infrastructure (PKI) needs to be shared among the parties, i.e., the
parties do not initially know each other’s public keys. Moreover, the parties are
assumed to have synchronized clocks.

COMMUNICATION MODEL. Inspired by [ACD*19], we consider a communication
setting where parties multicast messages to other parties. In other words, a party
may send the same message to everyone in the network (as opposed to possibly
sending n messages separately to n parties). We say that a protocol has multicast
complexity 6, if the total number of multicasts (i.e., by all honest parties) in the
protocol is at most ¢. This implies that in the classical communication model with
bilateral channels, the (same) protocol requires sending nf messages. We consider the
synchronous model, where any message sent by an honest party over the multicast
channel is received by all honest parties after at most time A. As is usual in this
model, any of our protocols proceeds in rounds of duration A, where round r of the
protocol starts at time (r — 1) - A (assuming parties run the protocol at time 0).

RAaNDOM ORACLE MODEL (ROM). We model hash functions as random ora-
cles [BR93]. The code of a hash function H is defined as follows. On input = from the
domain of the hash function, H checks whether H(x) has been previously defined. If
so, it returns H(x). Else, it sets H(z) to a uniformly random element from the range
of H and then returns H(x).

MODEL OF COMPUTATION. We consider the running time of parties in some fixed
but unspecified model of computation, e.g., the Turing machine model or the arith-
metic circuit model. This allows us to both simplify and generalize our results, as
we discuss below. In addition to H, parties in our model have access to oracle VDFg,
which is used to restrict parties to performing certain computations sequentially.
VDF; has the following properties.

— Evaluation: On input (Eval, S, »), > > 1 from party P at time ¢, VDF; generates
a proof of computation ¢ according to some (fixed) output distribution D and
returns ¢ at time ¢+ %. It ignores any further inputs of the form (Eval, S, ») from



P before time t + %. We call the maximum value of s over all queries of P to
VDF;s the speedup of P.

— Verification: On input (Verify, ¢, S), VDFs (immediately) returns 1, if ¢ is a
valid proof with respect to input S and 0 otherwise.

Intuitively, VDFs corresponds to a verifiable delay function (VDF) that takes
0 time to evaluate. Here, § can be set conservatively s.t. any honest party is able
to compute an evaluation of the VDF within this timeframe. However, since not all
parties run at the same speed, we allow for some speedup when evaluating the VDF.
In our protocols, honest parties will always call VDF with s = 1. The adversary,
on the other hand, may set s to some value above 1. We summarize this in the
following definition.

Definition 1 ((¢,t,, »c)-Algorithm). A is a (q,t,, »)-adversary if it has full con-
trol over q parties with speedup at most s and runs for at most t, steps.

Sequentiality of VDF;. For a (g, t,, »)-adversary A, we now define a natural notion
of sequentiality. Intuitively, it should be impossible for A to compute more evalua-
tions of the VDF than its allotted budget of computation over a certain period of
time. Here, A’s budget spans over all ¢ parties it controls and includes speedups
quantified by s. Therefore, we expect A to be unable to compute much more that
(1 — 1) - 5 - q proofs in less than i - § time.

In a bit more detail, for any ¢ > 1, when A has less than 7 - § time, with an
z-speedup it can compute exactly [(i — 1) - 5| - ¢ proofs at time (¢ — 1) - §. The
remaining time left is less than § (i-§ — (i —1) - §). A can compute only a few more
proofs in this time. In particular, denoting this remaining fractional time as r - 9,
where r € (0,1), A can only compute at most |r - »| - ¢ proofs. Thus A computes
in total [ (i — 14 r) - 5] - ¢ proofs at time (i — 1 +7) - 4.

Of course, such a notion only makes sense if A can not start computing before
a certain time T". Hence, we begin by defining what it means for a random variable
to be unpredictable in A’s view. For convenience, we will say that S is determined
at time T if its value is fixed in the view of at least one honest party at time 7.

Definition 2 ((k,T,¢)-Unpredictable). Let S = (Si,...,S5) be a vector of k
random variables whose outcome is determined at time T. We say that S is (k, T €)-
unpredictable, if for all (g,t,, »)-adversaries A, Pr, nvorg (37 € [K]: S5 =

1,...,Sk<*AT
S;] < €, where the probability is over the random coins of A, H, VDFs and the
random choice of S.

We say, that S” depends on S if S = H(:||S]|-), or if S = H(:||S"||) with
S" = H(:[|S]|-). We now define the sequentiality property of VDF; oracle relative
to a sequence of inputs {S,...,57}, where each S} depends on some (k,T)¢)-
unpredictable vector S.

Definition 3 ((i,r, 5)-Sequentiality). Let A be a (q,t,, »)-adversary and fix T >
0. Let S be (k,T,e)-unpredictable for some € > 0. For any i € N,r € (0,1), let
Tip =T+ @—1+r)-0and 7y, := [(i = 1+71)- 2] -q Let {S,...,5. 1} be a



sequence of length 7, + 1, where each S} depends on at least one component of S.
We say that VDFs is (i,r, 3)-sequential, if for all i € N,r € (0,1) s.t. A outputs
G1, ..., O, 41 before or at time T;,, we have

Pr [Vj € [7i, + 1] : VDFg(Eval, S}, ) = ¢,] < e + 5.
$1,-~~7$ri,r+1%A?~LVTDF5

The above probability holds over the random coins of A, H, VDFs and the random
choice of S.

Relevance of our VDF; oracle. As mentioned earlier, we consider the VDF con-
struction due to Wesolowski [Wes19|, which is based on solving the classical RSW
time-lock puzzle over class groups of an imaginary quadratic field. It uses a hash
function Hg: {0,1}* — G, where G is a class group of an imaginary quadratic field.
On input s € {0,1}*, the construction computes h := Hg(s) and outputs the value
h?’. Verification can be done using ﬁ group elements and using a storage of V8
group elements. This concrete instantiation would translate to our model by setting
the output distribution D to the distribution that first draws s « S, computes
h = Hg(s), and then evaluates the repeated squaring as described above. Note that
the adversary A may guess the outcome of the random variable D before time T+,
and we compensate for this in the definition via the factor 8. Moreover, the adver-
sary may guess correctly the outcome s of S and try to compute VDF;s before time
T + 0. However, this is only possible with probability € due to the unpredictability
of S.

We remark that for concrete constructions of VDFs such as Pietrzak’s or
Wesolowski’s VDF [Pie19,Wes19], a simpler (and less idealized) way of modeling
might be to consider adversaries A in the sequentiality definition from the class of
arithmetic circuits of depth at most §. Indeed, this would not require to model the
VDF as an oracle, as one could simply bound the adversary’s probability of comput-
ing the VDF on unpredictable inputs according to the computational model. Since
the focus of this work is on constructions and lower bounds of BA, we choose to
model VDFs more abstractly to give a cleaner and more modular analysis of our
main protocols. Moreover, as we use the VDF as a anti-Sybil protection, we need
some way of quantifying the adversary’s resource budget, which is most commonly
done via bounding oracle access. To support our modeling approach, we prove in
full version, Appendix A, the sequentiality of our VDF; oracle in the strong alge-
braic group model [vBS21,KLX20]. Although our proof holds for both constructions
from [Pie19,Wes19|, we choose to analyze Wesolowski’s VDF to obtain our results
without additional trusted setup assumptions.

Protection against Homomorphic Computation of a VDF;. Some concrete
constructions of VDFs (or of the related primitive time-lock encryption) may have an
homomorpism, where for any two inputs sy, so, VDF(s1)-VDF(s2) = VDF(s;-s2). This
may enable an adversary to speed-up multiple evaluations of VDF4 on related inputs.
In case of Wesolowski’s VDF [Wes19], it already prevents such an homomorphism



due to the use of the hash function Hg: {0,1}* — G. Recall that here, first, a
group element h; = Hg(s1) is computed, then output ¢; is computed as ¢; =
h125 in ¢ steps. Interestingly, this issue is also inherently prevented in our VDF
model due to the following reason. Recall that in our definition of sequentiality, we
require that inputs to the oracle go via a hash function H(-). Even if the VDF itself
exhibits a homomorphism, this effectively prevents any homomorphic evaluation for
our concrete application.

ADVERSARY MODEL. The adversary in our protocol is modelled as a (g,t,, »)-
algorithm A as defined above. A can control at most ¢ parties each with a maximum
speedup of s, such that ¢ < L%? 7 holds. In particular, the number of adversarial
parties can be at most < % (this is the case for 2 = 1). We consider an adaptive
adversary which can corrupt a party at any point during the protocol execution.
Once a party has been corrupted, it can arbitrarily deviate from the protocol ex-
ecution. Furthermore, it can deliver a message over the multicast channel only to
a subset of honest parties. In this way, it can send different messages to different
subsets of honest parties over the multicast channel. However, the adversary can not
drop the messages of honest parties from the channel or delay them for longer than
A. Our adversary is rushing, which means it can observe all the messages that the
honest parties send in any round of the protocol, and then choose its own messages
for that round adaptively. We notice that we consider the standard notion of an
adaptive, rushing adversary, as opposed to the stronger notion of a strongly rush-
ing (or strongly adaptive) adversary (see for e.g., [ADD*19,ACD*19,CGZ21]) who
can adaptively corrupt parties and then delete messages that they sent in the same
round (prior to corruption).

Lifting the Assumption on Clock Synchronization. Here, we discuss how to
overcome the assumption that parties have synchronized clocks. Since we focus on
a setting, where parties do not share any PKI, it is crucial to relax this assumption,
so that parties can work with their respective local clocks. Lets say, local clocks of
individual parties can differ by at most time interval &. When parties are instructed
to send some messages in any round, they can always send messages at one particular
time of the day, say 10:00 AM, local time. The duration of each round A can be
set as A := 2a, to make sure that every party received messages sent back from all
other parties before the current round ends and the next round begins.

2.2 Definitions

In this work, we focus on n-party protocols that reach consensus a.k.a. Byzantine
agreement when up to ¢ out of n parties are corrupted. All the following definitions
consider a synchronous setting of communication.

Definition 4 (Byzantine Agreement). A protocol executed among n parties
where each party P; holds initial input x; and parties output upon terminating y;
achieves Byzantine Agreement if the following properties hold whenever at most q
parties are corrupted:



— Comnsistency: If two honest parties P;, P; output values y;, y; respectively, then
Yi = Yj-

— Validaity: If all honest parties P; have the same input x; = x, then all honest
parties output y; = x.

— Termination: All honest parties terminate.

We also study the sender-centric version of Byzantine Agreement, which is called
Byzantine Broadcast.

Definition 5 (Byzantine Broadcast). A protocol executed among n parties,
where a designated sender S holds an input x at the beginning of the protocol and
parties output y; upon terminating, achieves Byzantine Broadcast if the following
holds whenever at most q parties are corrupted:

— Comnsistency: If two honest parties P;, P; output values y;, y; respectively, then
Yi = Yj-

— Validity: If the sender S is honest, then all honest parties output y; = x.

— Termination: All honest parties terminate.

Graded byzantine agreement (also known as graded consensus) is a weaker vari-
ant of byzantine agreement, while graded broadcast (or gradecast, for short) is a
weaker variant of byzantine broadcast. They have been used in various previous
works (cf. graded byzantine agreement in [FMO00] and [FLL21|, gradecast in [MV17]
and [KKO06b|). Both of them are very useful building blocks for byzantine agreement
and byzantine broadcast protocols.

Definition 6 (Graded Byzantine Agreement). A protocol II executed among n
parties, where each party holds initial input x; and parties output upon terminating
a value y; and a grade (;, achieves Graded Byzantine Agreement if the following
holds whenever at most q parties are corrupted:

— Consistency: If there is an honest party that outputs y; with grade (; = 2, then
every other honest party outputs y; = vy, with grade (; > 1.

— Validity: If all honest parties input x; = x, then every honest party outputs
y; = x with grade ¢; = 2.

— Termination: All honest parties terminate.

Definition 7 (Graded Broadcast). A protocol Il among n parties, where a des-
1gnated sender S holds an input x at the beginning of the protocol and parties output
a value y; and a grade (; upon terminating, achieves Graded Broadcast if the fol-
lowing holds whenever at most q parties are corrupted.

— Consistency: If there is an honest party that outputs y; with grade (; = 2, then
every other honest party outputs y; = y; with grade (; > 1.

— Validity: If S is honest, then every honest party P; oulputs y; = x with grade
G =2.

— Termination: All honest parties terminate.



For the following definition, let KeySet be the local key set of a party P, which keeps
tuples of the form (pk;, ¢;). pk; is the public key of some party P; and ¢; € {1,2} is
the grade assigned to this key.

Definition 8 (Graded Public Key Infrastructure). A protocol II among n
parties, where parties output a set KeySet upon terminating achieves Graded PKI
(tolerating q corrupted parties) if the following holds for any two honest parties
P, P,

— Graded Validity: P,’s public key pk is assigned grade 2 by P; (i.e., (pk;,2) €
KeySet, ).

— Graded Consistency: If P; assigns grade 2 to a public key pk, i.e., (pk,2) €
KeySet;), then P; assigns at least grade 1 to the same key, i.e., (pk, () € KeySet;,
where ¢ > 1.

— Bounded Number of Identities: Let N := |U;cp,, _, KeySet;| be the total
number of keys in the combined key sets of all honest parties H, then the total
number of keys that belong to corrupted parties is < %N.

— Termiantaion: All honest parties terminate.

We remark that we require the properties in the above definitions to hold with
probability 1 —27" (where k is the security parameter), but we omit this detail from
the definition for ease of presentation.

SIGNATURE SCHEMES. We use the following standard definition of digital signature
schemes.

Definition 9 (Signature Schemes). A digital signature scheme is a triple of al-
gorithms (KeyGen, Sign, VrfySig) with the following properties. On input the security
parameter k, the randomized key generation algorithm KeyGen outputs a key pair
(sk, pk). On input a message m € {0,1}* and a secret key sk, the randomized sign-
ing algorithm Sign outputs a signature o. On input a public key pk, a message
m € {0,1}*, and a signature o, the deterministic verification algorithm VrfySig
outputs 1 if the signature is correct or O otherwise.

Assume for convenience of notation that to each signed message implicitly has the
public key of the signer and a fresh nonce appended. We require that the scheme
satisfies (perfect) correctness, i.e., for all m € {0,1}* and (sk, pk) output by KeyGen
it holds that: VrfySig(pk, Sign(sk,m), m) = 1. In line with most works in this area,
we treat signature schemes as idealized objects satisfying perfect unforgeability.
This means that it is information-theoretically impossible to forge a signature under
some public key pk without knowing the corresponding secret key sk. It is easy
to instantiate our schemes with a concrete scheme satisfying unforgeability under
chosen message attack [GMRS&4|.

3 Graded Public Key Infrastructure (GPKI)

In a public key infrastructure (PKI) setting, parties have a globally consistent view
of a keyset, containing n public keys, where n is the total number of parties. As



a starting point, we present a construction which is similar to such a PKI. The
challenge that we face without an a-priori setup is that we can not easily achieve a
globally consistent view on the protocol participants. As discussed in the last Sec-
tion 2.1, we do not know the exact number of parties, but a known upper bound n.
We address this problem by building a so-called graded PKI. A graded PKI differs
from a “real” PKI since the local views of parties F;, P; on their respective key sets
KeySet;, KeySet; can differ. Here we present IlkeyGrade (.. Figure 2), which achieves
a graded PKI in the VDF -+ random oracle model. Our protocol builds on earlier
works [KMS14,AD15| which achieve a stronger notion of GPKI with n grades but
require O(nx?) rounds to do so. In contrast, we run a 2-graded protocol requiring
only a constant number of rounds. We begin by giving some intuition about our
protocol and identifying the main challenges that it has to overcome. We describe
the protocol from the view of a (honest) party P with s = 1.

Challenge Phase. The protocol begins with a two-round challenge phase. For
i € {1,2}, we denote i-th challenge message as (chall||,-).

— First round: P samples a uniform challenge ¢ < {0, 1}#+le(ts)+2log(x)+1 P then
multicasts the message (chal||1,¢). Let ¢ := (¢q, ..., cy), where 8§ < n, denote the
vector of challenges that P receives from parties (including its own) by the end
of the first round.

— Second round: P computes its second round challenge d as d := H(c) and mul-
ticasts the message (chall|2,d). Denote d := (dy,...,dys), where 8’ < n, as the
challenges that P receives over the course of the second round (including its own)
and denote x := H(d) as their hash.

Proof of Computation Phase. The challenge phase is immediately followed by a
proof of computation phase. At the beginning of this round, P generates a fresh pair
of keys as (sk, pk) +— KeyGen(1%). P then calls VDFs on input (Eval,s := {x, pk}, 1)
to compute the proof ¢.

Key Grading Phase. After computing ¢ in the proof of computation phase, a
party P runs a phase of key grading, during which the public key of each other
party will be assigned a grade in {1,2}. This phase consists of three rounds, where
parties send around messages of the form (rank||é,-),7 € {1,2}, for assignment of
the i-th grade.

— First round: P multicasts the message (rank||2, pk, x, ¢,d).

— Second round: For each such message (rank||2,pk;,x;,¢;,d;) that was re-
ceived by time 3A + § from some party P;, P checks whether it was correctly
formed. More precisely, P first checks that ¢; is a proof that passes verifica-
tion for the input {x;, pk;}, i.e., VDFs(Verify, ¢;, {x;, pk;}) = 1. Next, it checks
that y; is consistent with d;, i.e., x; = H(d;). Lastly, P checks if its second
round challenge d € d;. If all these checks verify, P is convinced that P; could
not have started computing ¢, earlier than at round 24, as ¢; depends on a



value that P chose uniformly at random at this time. Hence, it assigns the
highest grade 2 to pk;, i.e., it adds (pk;,2) to KeySet. To make sure that ev-
ery other honest party assigns pk; at least grade 1, P multicasts the message
(rank||1, pk;, x5, ¢5,d;, ). Note that, party P; also follows the same steps as above
for each received message (rank||2, pk;, xi, ¢, d;) from P, and accordingly sends
around (rank||1, pk;, x, ¢, d;, c;), if it has assigned grade 2 to P.

— Third round: Let (rank||1, pk;, xi, ¢, di, ¢;) (for [ # j), be the message received
by the end of the previous round from P;, where P;’s key pk; was already assigned
grade 2 by P in the first grading step. It assigns grade 1 to pk; (i.e., it adds
(pk;, 1) to KeySet), if it has not assigned grade 2 to pk; in the previous round but
is convinced from P;’s perspective (i.e., from the messages received from P;) that
pk; should have been marked with grade 2. In addition, P needs to be convinced
that the proof ¢; depended on some unpredictable value and could not have been
computed earlier than at time 2A. To make sure of this, P does the following.
It first checks that the proof ¢; passes verification for the input {x;, pk;}, i.e.,
VDFs(Verify, ¢, {x1, pk;}) = 1. Note, however, that since P, is a dishonest party
(otherwise, P would have already graded pk; in the first grading step), it may
have computed y; = H(d;) independently of P’s second round challenge d. In this
case, it verifies instead that x; depends on ¢, by checking that both H(c;) € d,
and c € c;. If all these checks pass, P adds (pk;, 1) to KeySet. Once all messages
of this form have been processed, P outputs KeySet.

It is easy to verify that each honest party’s key is assigned grade 2 by every honest
party, thus proving graded validity. Additionally, the second step of the key grading
ensures any key that an honest party has assigned grade 2 is assigned a grade of
at least 1 by all honest parties — this implies graded consistency. Finally, an honest
party only accepts keys if it is convinced that its corresponding proof could not
have been precomputed prior to the beginning of the proof of computation phase.
The duration of the proof of computation phase is set to ¢ according to the VDFs
oracle. While an honest party (with no speed-up) computes one proof within ¢ time,
an adversarial party with se-speed-up of computational power computes || proofs
within the same time §. Below, we will set the parameter § such that no adversarial
party can make more than || calls to VDF; for the entire duration of the protocol,
given that it calls VDF; earliest at the beginning of the Challenge phase. Taken
together, the total number of adversarial keys accepted by honest parties can not
exceed half of the total number of keys. This implies bounded number of identities.

The following sequence of lemmas prove the security of I1keyGrade- Lemmas 1 to 3,
respectively, show that IIkejcrade satisfies the properties of graded validity, graded
consistency and bounded number of identities as per Definition 8.

Lemma 1. Protocol Ilkeygrade achieves graded validity.

Proof. 1t is easy to verify that all honest parties’ keys are assigned the highest grade
2 by all other honest parties from the protocol description. Hence, the protocol
satisfies graded validity (for any number of corrupted parties). O



Protocol IlkeyGrade

We describe the protocol from the view of an honest party P with no speed-up of computational
power, where P has access to a random oracle H: {0,1}* — {0, 1}"Floe(tp)+21oe()+1 4 an
oracle VDFs. P executes the following phases.

Challenge Phase.

— At time 0: Sample ¢ & {0, 1}~Hlosltp)+2loe(m)+1 50 d multicast the message (chal||1,¢).
— At time A: Add all (< n) challenges received by time A to the set ¢; = (c1,...,¢9).
Compute d = H(c) and multicast the message (chal||2, d).

Proof of Computation Phase.

— At time 2A: Add all §'(< n) challenges received in round 2 to the set d = (di, ..., dy ) and
compute its hash y = H(d). Then, sample key pair (sk,pk) < KeyGen(1*) and compute
¢ = VDFs(Eval, s := {x, pk}, 1).

Key Ranking Phase. Define the following Boolean conditions:

— C2(j): VDFs(Verify, ¢;, {x;,pk;}) = 1, x; = H(d;), and d € d;.
— C1(5,1): (pk;,2) € KeySet, (pk;, ) ¢ KeySet, VDFs(Verify, ¢, {xi,pk;}) = 1, xa = H(dy),
H(c;) € di, and c € c;.

— At time 2A 4 6: Multicast (rank||2, pk, X, ¢, d).

— At time 3A4-4: For each received message (rank||2, pk;, x;, ¢;,d;) from P;, such that Ca(j),
add (pk;,2) to KeySet and multicast the message (rank|[1, pk;, x;, ¢;,d;, ).

— At time 4A + §: For each received message (rank||1, pk;, xi, ¢1,di, ¢c;) from P; such that
C1(j,1), add (pk;, 1) to KeySet. After processing each message, output KeySet.

Fig. 2. A protocol for establishing a GPKI with 2 grades run between n parties, where parties have access
to a random oracle H and an oracle VDFs. Duration of the IIkeyGrade protocol is (5A+§). For the subsequent
Sections we set ¢ := 114, which sets the duration of the protocol to 16 A.

Lemma 2. Protocol IlkeyGrade achieves graded consistency.

Proof. Let P; and P; be honest parties. We show that if P; assigns grade 2 to some
party P’s public key pk;, then P; assigns pk; at least grade 1. Since (pk;, 2) € KeySet;,
in the second round of the Key Grading Phase, P; must have received a correctly
formed message (rank||2, pk;, xi, 1, d;) from P, i.e., such that VDFs(Verify, ¢y, {x:, pk; })
= 1, and that x; depends on P;’s first round challenge d;, i.e., x; = H(d;) and d; € d,.
Thus, P; multicasts the message (rank||1, pk;, xi, ¢1, d, cj) to all parties at the be-
ginning of the third round of the Key Grading Phase. P; receives this message by
the end of the third round of the Key Grading Phase and has, at that point, already
assigned pk; grade 2. It is then able to verify that P;’s message is correctly formed
and depends on ¢; (by performing P;’s checks and the additional checks ¢; € ¢; and
d; = H(c;)). Hence, it assigns pk; the grade 1 at this point, unless it has previously

assigned it the grade 2. O
Lemma 3. Suppose that A is a (q,t,, »)-algorithm where q¢ < ﬁ, For k € N, let
0 =kA. If k > 53, and VDF; is (2, %, )-sequential, then IlkeyGrade achieves bounded

number of identities with probability at least 1 — (2_”_21°g(")_1 + B). In particular,
if N := |Ui€[n]P-eH KeySet,| be the total number of keys in the combined key sets of



all honest parties H, then the total number of keys that belong to corrupted parties
is < IN.
2

Proof. Suppose that parties run IlkeyGrade at time 7. Let E be the event that A
predicts the first round challenge value ¢; of at least one honest party P; at time
T" < T. Since A runs for at most ¢, steps and each honest party P; samples ¢;
uniformly from the space {0, 1}#Hlogtt)+2log()+1 " B gccurs with probability at most
9—r—2log(r)=1 By Definition 2, this means that the sequence of honest challenges
{c}ipen is ((n—q), T, 27" 28(W=1)_unpredictable. Since the duration of HieyGrade
is 0 + 5A, the protocol terminates at 7'+ 6 + 5A. From (2, %, )-sequentiality of
VDFs, we have

5A )
T2’%:T+<6+5A):T+<1+T)'6:T+(1+E)'5
5 5%74 _
72,%:T:|_(1+E)%Jq:|_%+?Jq:|_%JQ(Slnce,k>5%)

Let x1,...,Xr+1 depend on {c}; pey and let pky, ..., pk,,; be pairwise distinct.
A is able to compute at most ¢ - || VDFs within time (7' + 0 + 5A) via honest
invocations of the VDF; oracle. It follows from (2, %, B)-sequentiality of VDF; that
A can output {¢; }ic[r41] before or at time (T'+  +5A) such that for all j € [7+1],
VDF;(Verify, ¢, {x;,pk;}) = 1 with probability at most 2~ r—2log(x)=1 4 3 (Note
that if y; does not depend on {c}; p,e3, no honest party accepts pk;). As a result,
the number of identities produced by A is bounded by 7 with probability at least
1 — (27%~2le(x)=1 1 3) The total number of keys from honest and corrupted parties
can be given by N = (n —q) + 7 = (n — q) + ¢ - |52, and the total number keys
belonging to corrupted parties is 7 = ¢ - | 2| < (n — ¢q) (given that g < ﬁ) or,
gl < iN. 0

Corollary 1. Since § > 53¢ A > (5x + 1) - A, the duration of IkeyGrade 15 Set as
0+ 5A:=(5x+6)-A.

Corollary 2. Ifn be the number of parties in the Ilkeycrade Protocol, q be the number
of adversarial parties, each with speedup at most s, then the total number of keys
in the combined keysets of all honest parties is given as

N:=| [J KeySet|=(n—q)+q-|s]=n+q- (|2 - 1)

ie[n]PiE'H

Parameter Selection. For the remaining sections of the paper we set » = 2,
which gives us: 6 > 10- A > 11A. We assign 0 := 114, and accordingly duration of
ITkeyGrade 1= 16A. To tolerate a higher speed-up of adversarial parties the parameters
need to be adjusted accordingly.



4 Construction of Graded Broadcast (GBC) from GPKI

As a next step, we construct a graded broadcast protocol that is an adaptation of the
protocol in [MV17]. The resulting protocol I1ggc only requires a graded PKI whereas
the original required a full PKI. In the GPKI setting, parties neither have a global
consistent view of all parties’ keys, nor do they know the exact number of parties
(only an upper bound n). Henceforth, parties rely on their local KeySet obtained as
an output of the ITkeycrade protocol. The total number of keys obtained after running
the IlkeyGrade Protocol is set to N = n+¢q- (| 5] —1). Before describing protocol Ilggc
in Figure 3, we introduce some nomenclatures that will help to present our protocol
succinctly. In the following, we assume a fixed sender S.

— A signature (), is valid in the view of party P, if (i) P has assigned grade 2 for
pk;, i.e., (pk;,2) € KeySetp and (ii) VrfySig((z), , pk;) = 1.

— A signature (x), is weakly valid in the view of party P, if (i) (pk;, g;) € KeySetp,
where g; > 1 and (ii) VrfySig((z), , pk;) = 1.

— We refer to an iterated signature of the form ((z)g); (i.e., by S and some party
P;) as a countersignature and say that P; is the outer signer.

— A countersignature ((z)g); is said to be valid in the view of party P if the
following holds. (i) (pkg,2) € KeySetp, (ii) VrfySig({z) ¢, pks) = 1, (iii) (pk;,2) €
KeySetp, and (iv) VrfySig({(z)s); . pk;) = 1.

— A countersignature ((z)g); is said to be weakly valid in the view of party P if
the following holds. (i) (pkg, gs) € KeySetp, gs > 1 (ii) VrfySig((z)g, pkg) = 1,
(iii) (pk;,g;) € KeySetp,g; > 1, and (iv) VrfySig({(z)s); . pk;) = 1.

— A set of signatures 1(z) is said to be consistent for x in the view of party P, if
it contains valid countersignatures on x from at least % distinct outer signers.

— A set of signatures v(z) is said to be weakly consistent for x in the view of party
P, if it contains weakly valid countersignatures on x from at least % distinct
outer signers.

The following sequence of lemmas proves security of Ilggc.

Lemma 4. If the sender S is honest and inputs x, then every honest party P mul-
ticasts a set of signatures p(x) at time 2A which is consistent for x in the view of
every honest party.

Proof. If the sender S is honest, then it multicasts « with a valid signature (z)g
at time 0. Let P be an honest party. From the protocol description, P generates
a valid countersignature as ((z)¢), and multicasts it at time A. At time 2A, P
collects valid countersignatures of the form ((z)¢), from all parties P, with g, = 2
into its set of signatures ¢)p(x). Note that due to the graded validity property of
the underlying graded PKI, if P, is honest, then P,’s public key has grade 2 for P,
i.e., ((pky,2) € KeySetp). As there are at least 3 honest parties, this implies that
P’s signature set 1p(x) contains at least % countersignatures from honest parties.
Moreover, since honestly generated countersignatures are valid in the view of each



Protocol Ilggc

We describe the protocol from the view of party P with a sender S. P executes the following
three phases.

— At time 0: If P is the sender S, it computes signature on message x as ()4 and multicasts
(z, (x)4) to all parties.

— At time A: If P sees (z,(x)g), where (x)g is a valid signature on message x, then P
multicasts (z, <<x>S>P) to all parties.

— At time 2A: Party P collects all valid countersignatures of the form (2, <<m'>s>k) from
parties P, with same input z’. P constructs the signature set ¥ (z’) with message =’ as

(v@) = { (@) )

If 4 (z') is a consistent signature set from P’s view and it has not received a countersignature
of the form ((z"')g),, where 2" # ' then P multicasts ¢ (z"). (Otherwise, P multicasts
nothing).
— At time 3A: Let ¥, (2’) be a weakly consistent signature set received from party Py (note
that this includes consistent sets).To determine its output, P does as follows:
e If P seces at least 3 consistent signature sets of the form v (z') (for distinct k) on a’,
then P outputs (z',2).
e If P sees at least one weakly consistent signature set 15 (z') for some z’, and no weakly
consistent signature set for a different value z” # z’, then it outputs (', 1).
e Else, P outputs (L, 0).

Fig. 3. Gradecast protocol IIgec, where each party has a local KeySet from ITkeyGrade protocol. Duration
of Ilggc is 4A. N=n+q- (|»] — 1) (c.f Corollary 2).

honest party, this implies that ¥ p(z) is a consistent signature set in the view of every
honest party. Due to the unforgeability of underlying digital signature scheme, there
is no valid countersignature of the form ((z')y),, where g, = 2 and 2’ # . Hence,
P multicasts a set ¢p(z) at time 2A which consistent in the view of every honest
party. O

Lemma 5. If, at time 34, an honest party receives at least % sets of signatures
which are all consistent with (the same) x, no honest party receives a set of signatures
that is weakly consistent with x’' # x.

Proof. Let us assume that at time 3A, honest party P; receives at least % signature
sets which are all consistent with some value x. This implies that among them,
there is at least one set ¢)p(x) which was sent by an honest party P at time 2A.
Now, towards contradiction, suppose honest party P; receives the set ¢p/(z') of
countersignatures from party P’ such that ¥ p(2) is weakly consistent with 2’ # x.
By definition, 1ps(2) contains at least § weakly valid countersignatures on 2’ from
distinct outer signers. Among these % outer signers, there is at least one honest
party P*. Since P* would have sent the countersignature ((2')g)p. at time A, all
honest parties would have received it by time 2A. Hence, no honest party would
have sent a consistent set of signatures for x at time 2A. This contradicts that P

sends such a set at time 2A. O

Lemma 6. Protocol Ilggc achieves graded validity.



Proof. 1f S is honest, then by Lemma 4 every honest party P multicasts a signature
set ¥p(z) at time 2A which is consistent with z. At time 34, every honest party
hence receives at least % such signature sets. Moreover, by Lemma 5, no honest
party receives a set of signatures that is weakly consistent with some z’ # x. This
implies that all honest parties output (x,2). O

Lemma 7. Protocol Ilggc achieves graded consistency.

Proof. Let P be a honest party that outputs (x,2). We want to show that every
honest party P’ outputs (x,g’ > 1). Since P outputs grade 2 for value z, it receives
at least % signature sets from distinct parties which are all consistent with x. One
of these sets must have been sent by an honest party P* and received by time 3A.
Therefore, P’ must have also received this set 1ps (z) from P* by time 3A. From the
graded consistency property of the underlying graded PKI, each countersignature
that is valid in P*’s view, is weakly valid in each honest parties view. This implies
that ¢p«(x) is a weakly consistent signature set in the view of party P’. By Lemma 5,
P’ receives no signature set that is weakly consistent with ' # x. Hence, P’ outputs
(x,2) or (x,1). O

4.1 Construction of a Graded Byzantine Agreement from GBC

We define a simple graded byzantine agreement protocol IIgga in fig. 4 from [lggc.
As a first step, each party runs Ilggc as the sender with their input. In the following
step, a value is output with grade 2 or 1 depending on the message/grade outputs of
the Ilggc initiated by other parties. The security of IIgga follows from the following
sequence of lemmas.

Protocol Ilgga

We describe the protocol from the view of party P, where P executes the following two steps.

— At time 0: Initiate Ilggc as the sender with input x.

— At time 4A: Let (z;,9;) be the message/grade that P outputs in the gradecast initiated
by Pj. For all v that were received in at least one invocation of IIggc, P sets S” :=
{(izj=vAgj=2}and S* :={j:a; =vAg; >1}.

e If there exists v s.t. |;§“| > %, then prepare a tuple ¢ of value, grade pair s.t. t := (v, 1),
otherwise ¢ := (L, 0).

o If|S| > ¥, then t := (v,2).

e output ¢.

Fig. 4. Graded Byzantine Agreement protocol Ilgga, where each party has a local KeySet from ITkeyGrade
protocol. Duration of Igga is 4A. N=n+¢q- (|»] — 1) (c.f Corollary 2).

Lemma 8. Protocol IIcga achieves graded validity.

Proof. If P, output v; with grade 2, this means P; must have set |5, . Due to
the graded consistency property of IIggc, P; must have |S,,| D |S,,| > uch that
v; = v;. This implies P; outputs value v; = v; with grade at least 1. O

N
=2
205



Lemma 9. Protocol IIgga achieves graded consistency.

Proof. Due to the graded validity property of Ilggc, the result follows immediately.
0

5 Achieving Byzantine Agreement

As the final step, we build our Byzantine agreement protocol ITga (c.f. Figure 5).
Though our protocol is an adaptation of the same from [KKO06a|, it uses as main
ingredients the graded PKI protocol ITkeyGrade (Figure 2) and the graded byzantine
agreement protocol IIgga (Figure 4) from Sections 3 and 4.1 respectively. One subtle
difference because of the use of a graded PKI is that each party P relies on their
local KeySet,. To make the BA protocol work, we need one more ingredient — a
leader election protocol. More precisely, as one of the steps of the IIga protocol, it
is necessary to elect one of the parties as a leader in an unpredictable manner such
that an honest party will be elected with constant probability. For the description
of Ilga, we assume a protocol I1| c,qer that is run as a subroutine to Ilga, in parallel
with protocol IlkeyGrade- As we will explain later, the subprotocols IlkeyGrade and
11| ¢aqer Share a common state. For our purposes, we will require that the subprotocol
I1| cader has the following properties for all £ € N and all pairs of honest parties P, P’,
assuming that parties initiate IIga at time O:

— I} cader OUtputs a value £p to P at time (12- k + 27) - A.
— With probability at least “g? > %, {p = fpr = { and P, is an honest party at
round (12 -k + 24) - A.

We present an instantiation II)e.qer based on VDF in Section 5.1. The following
theorem summarizes the properties of our Ilga protocol.

Theorem 2. Suppose that IlkeyGrade be a graded public key infrastructure protocol,
Ilgga be a graded byzantine agreement protocol and Il caqer be a leader election pro-
tocol run between n parties. Then Ilga is a Byzantine agreement protocol tolerating
q corrupted parties with at most 2-speedup of computational power, where q < %.
Moreover, it terminates within O(1) rounds in expectation for all honest parties,

and with probability 1 — 27" within 16 + 12 - (k + 1) rounds.

Our proof for Theorem 2 is almost identical to [KK06a, Theorem 13| which is
why we defer it to full version, Appendix E. After an initial setup phase in which
parties agree on a graded PKI via IlkeyGrade and run the setup steps for I7| cader, the
IIga protocol proceeds in iterations. In every such iteration, we invoke two graded
byzantine agreement subroutines and one multicast subroutine, and update the val-
ues lock and m until they converge on a common value for m. Here, the variable
lock indicates the number of iterations after which the protocol may terminate. In
particular, lock = co means that the protocol could keep running for an unbounded
number of iterations, lock = 1 means that termination will be reached after one
more iteration and lock = 0 means that the protocol terminates in the next itera-
tion. Overall, each iteration requires 12A time.



To enter termination mode, i.e., to set lock = 1, parties rely on a randomly
elected leader who is chosen in the last round of an iteration via I1 ¢ager. In our
construction of I1|c.qer, honest parties learn the identity of the leader for the k-th
iteration at time (12 -k + 27) - A. On the other hand, dishonest parties learn it at
round (12 -k + 25) - A — this is because dishonest parties, controlled by a rushing
adversary can start the proof of computation phase of the I7keyGrade at time 0 instead
of at time 2A. Hence, the idea is to have all parties perform a multicast instruction
in the protocol at round (12-k+24)- A, i.e., one round prior to the adversary learning
about the identity of the the leader. If the elected leader executed this instruction
honestly (which happens with probability at least %), the protocol enters termina-
tion mode, meaning that all honest parties set lock = 1. Overall, the protocol enters
the termination routine after at most x many iterations with probability all but 27*.

Generalization of Theorem 2. Our Theorem 2 can be expressed more generically
in the following Theorem 3, for any speedup parameter »r € R.y, where the number
of rounds of IlkeyGrade is (522 + 6) - A (c.f Corollary 1). In particular, for the lowest
value of ¢ = 1, our Ilga protocol tolerates at most < 7 corrupted parties.

Theorem 3. Suppose that IlkeyGrade be a graded public key infrastructure protocol,
Ilgga be a graded byzantine agreement protocol and Il eaqer be a leader election pro-
tocol run between n parties. Then Ilgp is a Byzantine agreement protocol tolerating q
corrupted parties with at most »x-speedup of computational power, where q < m
Moreover, it terminates within O(1) rounds in expectation for all honest parties, and

with probability 1 — 27" within (55 + 6) + 12 - (k + 1) rounds.

Proof of Theorem 3 follows similar to that of Theorem 2.

5.1 The Protocol II|cager

In this section, we present our construction of the leader election protocol I1|caqer
(cf. Figure 6) that relies on a VDF accessed as an oracle. The idea of our protocol is
for each party to compute a proof of (sequential) computation on some value that
could not have been predicted before commencing the current run of I caqer. More
concretely, parties are asked to present an evaluation of VDF at periodic steps in
11| cager and spend the time interval between these steps in computing of the next
evaluation. Such a chain of sequential evaluations of VDF is only accepted in round r
if it accounts for r sequential steps of computation. In addition, it must be possible
to ensure that the computation could not have started before the onset of the first
round.

The key observation is that per party, there can be at most one such sequence of
evaluations that accounts for the entire duration of I e,qer up to that round (since
evaluations of a VDF can not be parallelized). Moreover, the adversary can not pre-
dict the sequences produced by honest parties due to its limited budget of compu-
tation. Hence, parties can use (hashes of) these sequences as unique (per party) and
unpredictable sources of randomness, which can be verified by everyone efficiently.
In each election, the party who produces the smallest hash, computed according to



Protocol Ilga
We describe the following protocol from the view of party P with input mp.

Setup Phase.

— At time 0: Participate in a run of ITkeycrade- In parallel, participate in a run of I7ieader-
— At time 16 A: Denote KeySet, the set of keys output in ITkeyrade. (Hereafter, it is assumed
that parties share a graded PKI.)

Agreement Phase. Initialize lock := co, m := mp and k := 0. Repeat the following loop
forever:

At time (12k + 16) - A: Initiate IIgga on input m.
— At time (12k + 20) - A:
e Let (v,g) be the output of P. If lock = oo then:
x If g =2, set lock := 1.
* If g =1, then set m := v.
* If g =0, then set m = L.
e Initiate Ilgga on input m.
At time (12k + 24) - A:
e Let (v,g) be the output of P. If lock = oo then:
* If g =1, then set m := v.
* If g =0, then set m = L.
e Multicast m.
At time (12k 4 27) - A:
e Set k := k + 1 and denote m; the message received from P;. Let ¢ denote the output
obtained from I\ eader-
e If lock =00 and m = 1, then P sets m := my.
e If lock =0, P outputs m and terminates.
e If lock =1, then P sets lock := 0.

Fig. 5. A Byzantine agreement protocol IIga, where parties share a graded PKI by running the ITkeyGrade
protocol. ITga internally invokes two other subprotocols: graded byzantine agreement protocol Ilgga and a
leader election protocol Iieager- N = n + g - (|3¢] — 1) (c.f Corollary 2). We set N = n + ¢ (for adversarial
speedup > = 2). All parties have access to random oracles H : {0,1}* — {0, 1}“+1°g(t7’)+21°g(”>+1, Hy :
{0,1}* — N and an oracle VDFs.

hash function Hy: {0,1}* — N, will be elected as the leader in I eager- Since an
honest party sends its hash to everyone and each party produces the smallest hash
with the same (uniform) probability, parties agree on the hash of an honest leader
as the minimal hash with probability at least % in every election We note that this
idea closely mimics the standard approach of electing leaders in Byzantine agree-
ment protocols using verifiable random functions (VRFs). However, to use VRFs, it
is required that a trusted dealer generates and distributes the keys or some unpre-
dictable random string at the beginning of the protocol. Since we can not rely on

either of these setup assumptions, we choose to instead rely on the above approach
that uses VDFs.

Our Il eader protocol is formally described in Figure 6. Below, we elaborate on
the two phases of the protocol from the view of (an honest) party P in a bit more
detail and give some intuition about them.

Setup Phase. The protocol begins at time 0 with a one-time setup phase which is
executed in parallel with a run of IfkeyGrade- Recall that ITkeygrade begins with two



Protocol I cader

We describe the protocol from the view of an honest party P with » = 1. Initialize a set
L := {}. P participates (in parallel) in a run of ITkeycrade- (We make this explicit below).

Setup Phase.

— At time 0: In parallel, participate in a run of IlkeyGrade-

— At time 13A: Denote ¢° = VDF114(Eval, x, 1) the proof computed during the proof of
computation phase of ITkeyGrade. Call VDFi34 (Eval, HN(¢0), 1) to compute ot

— At time 16 A: Denote KeySet the set of keys output in IlkeyGrade-

Leader Election Phase. Initialize k := 1 and bad; := false, for all j € [n] s.t. there exists
(pk;,95) € KeySet. (We refer to the owner of pk; as P; below). Denote 9 the proof of computa-
tion received together with pkj during ITkeycrade- Repeat the following sequence of steps forever:

At time (26 4+ 12(k — 1)) - A: Upon completing computation of ¢* call
VDF 124 (Eval, Hy(¢"), 1) to compute ¢"*!. Multicast ¢".

— At time (27 + 12(k — 1)) - A: For all j € [n], denote ¢ the proof received from party P;
and do:

Set bad; := true if nothing was received from P; in this iteration.

If k = 1 and VDFi3a(Verify, ¢¥, Hu(47)) = 0, set bad; := true.

If k =1 and VDF13a(Verify, ¢}, HN(¢2)) =1, and —bad; then L := L U {Hn(¢9)}.
If k > 1 and VDF 124 (Verify, ¢, Hu(¢571)) = 0, set bad; := true.

e If k> 1 and VDF1p4(Verify, ¢%, Hn(¢s ")) = 1 and —bad; then L := L U {Hn(¢})}.

— If k= 1: Output £, s.t. Hy(¢?) = min L. Set k := 2.
— If k > 1: Output £, s.t. Hy(¢%) = min L. Set k := k + 1.

Fig. 6. Leader election protocol Iljeader, where all parties have access to random oracles H: {0, 1}* —
{O,1}»'6”"'10?;(’5?)“log("“)'*'l7 Hy : {0,1}* — N and an oracle VDFs. Ilicader is run for k > 1 iterations
when the byzantine agreement protocol ITga, that invokes ITjeader internally terminates after k iterations.
N=n-+gq-(|>] —1) (c.f Corollary 2). We set N = n + ¢ (for adversarial speedup s = 2).

rounds of exchanging (unpredictable) challenges among parties. At the end of the
second round of exchanges, P creates a hash y from these values. During the subse-
quent proof of computation phase, it then computes ¢° = VDF ;4 (Eval, {x||pk}, 1).
When ¢° becomes available at time 13A, P immediately starts computing ¢! as
VDFi34(Eval, Hy(¢%),1). At time 16A, P outputs KeySet in ITkeyGrade-

Leader Election Phase. The setup phase is followed by a leader election phase,
which begins at time 26.A and is repeated until P terminates 1| ¢sqer from within the
invocation of ITga. (The time interval between these two phases is spent computing
VDFi34(Eval,Hy(¢%)),1). P keeps a flag bad; (initialized to false) for each key pk;
that it has previously accepted during //keycrade- The purpose of bad; is to indicate
whether P; (the owner of pk;) has ever stopped investing computational effort during
this run of I1jcager- Note that since P has accepted pk; in IlkeyGrade, it has already
received a proof gb? associated with pk;. This ensures that computational effort was
invested with respect to pk; up to time 13A. Below, & denotes the current iteration
of the protocol IIgn and is initialized as k& := 1. The leader election phase now
proceeds in following two rounds:



— During the first round, P completes the computation of ¢* and immediately
commences computation of ¢**1 by calling VDF 54 (Eval, Hy(¢%), 1). It multicasts
¢k

— In the second round, upon receiving gbk from party P;, P verifies that P; has
continuously been investing computatlonal effort in HLeader To do so, it checks
that —bad; holds and that VDFj4(Verify, ¢§, HN(gb;?’l)) = 1. If either of these
conditions is violated (or nothing was received from P;), P sets —bad; to indicate
that P; has broken the chain of continuous computation from the beginning of
11| cager and can never again be trusted as an honest leader.

— P completes the iteration by computing the hash of every proof <z5§ that it has
received for which —bad; still holds. It elects the party P, to be the leader if
Hn(¢%) was the minimal value among all hashes. (Ties can be resolved by fixing
some arbitrary rule in the protocol description).

We say that a party, upon receiving a proof gbk from another party P;, accepts
it, provided it does not set bad; = true. With this, we proceed to state Lemmas 10
to 12 below formally. To prove our results, we consider (2, 2 g ), (2, é, ), (2,2 =, 0)
sequentiality of VDF;34, VDFjo4 and VDFy34 respectively in presence of a (g, t,, 2)

adversary.

Lemma 10. Let A be a (q,t,,2)-algorithm, where ¢ < 2 and suppose that VDFy;4,
VDFi24 and VDFy34 are respectively (2, %,B), (2, %, ) and (2, %,B) sequential. If
Il cader s Tun at time 0, then with probability at least 1 — (27K 2loeln)—1
+ B), for all k > 1, A outputs at most T = 2q proofs ¢¥, ..., o* within time (12 -
(k—1)426)- A, Such that for alli € [7], ¥ is accepted by at least one honest party

in HLeader-

Proof. From the arguments of Lemma 3 and due to (2, > =7, ) sequentiality of VDFy; 4,
A computes at most |(2 + 5112)Jq = 2q proofs of the form ¢? = VDFy;4(Eval, x;, ),
(¢ < 2), earliest at time 11A. Next, 4 can make at most 2q different calls of the form
VDF 34 (Eval, Hy(¢Y), 5) at 11A, which returns 2q proofs of the form ¢} at 24A. An
honest party computes its ¢ and ¢' at time 13A and 26A respectively. Due to the
(2, 2 35, ) sequentiality of VDFi34, A cannot complete any additional proof ¢} within
the remaining time (26 — 24)A = 2A. Applying the same argument inductively for
k > 2 and VDFioa(Eval, H(¢f '), ») completes the proof. O

Using the above lemma, we can now view the entire set of proofs that are accepted
by at least one honest party in any iteration k of I} eaqer as a vector of random
variables hy = (¢, ...,(;5’;), where p < n. We now prove that h; is unpredictable
from the view of A before time (25 +12- (k — 1)) - A, for all k£ > 1.

Lemma 11. Suppose that VDFi 4, VDF34, and VDFi34 are (2,2 1, 8), (2,%, ),
(2, %,B) sequential respectively. Then for all k > 1, the vector hy is (n — ¢, (25 +

12(k — 1)) - A, 2777 2loe(0)=1 4 (k + 1) - B)-unpredictable.

Proof. We prove this statement by induction on k. From the arguments of Lemma 3,
we know that the probability of a (g, t,, 2)-algorithm guessing any element of hy is at



most 27%72198(") =113 hefore (earliest) time 11A. Thus, hy is (n—q, 114, 27#2le()—1 ¢
f)-unpredictable and the base case k = 1 follows directly from combining (2, %, )-
sequentiality of VDF 34 with (n—gq, 114, 27%218(x)=1 4 3)_yunpredictability of hy. For
the step case, assume that hy, is (n—gq, (25+12(k—1))- A, 27" 2le) =L 4 (k4 1). B)-
unpredictable. Combining this with (2, %, B)-sequentiality of VDFj54 immediately
yields that hy,q is (n—gq, (25+12(k—1))- A, 27%~218(")~1 1 (L 4-2). B)-unpredictable.
O

Lemma 12. Assume that the conditions of Lemma 11 hold. Set § = 272l08r=r=2,
Then with probability at least % and for all 1 < k < &, all honest parties output £ in
I1\ cader Such that Py is honest at time (12(k — 1) 4+ 24) - A.

Proof. For k > 1 denote E} the event that A queries H on an element of h; be-
fore time (12(k — 1) + 25) - A. By Lemma 11, Ej occurs with probability at most
2-r=2log()~1 4 (L +1)- 8. By a union bound, E := |J, .., F) occurs with probability
at most 2k% - B + k- 27F2loslv) -1 < 9. 9=r—1 < 9= TUnless E occurs, the values
Hn(hy;) are uniformly random values in the range [N] from the view of A for all
1 < i < N at time (12(k — 1) + 25) - A. Hence, conditioned on —F, the compo-
nent ¢ which minimizes Hy(hy /) corresponds to an honest party with probability

at least "%, where N = n + ¢. Overall, ¢ corresponds to an honest party at time
(12(k — 1) + 24) - A with probability at least “g? = =1 > 3 (since ¢ < %). O

6 Communication Complexity in the VDF Model

In this section, we provide the first lower bound for the communication complexity
of Byzantine broadcast in the multicast model (c.f. Definition 10) in presence of a
VDF oracle. More concretely, inspired by [ACD*19, Section 7|, we consider a setting
without a PKI where parties are connected via multicast channels. In addition —
and in contrast to previous work [ACD*19| — we assume that parties have access to
a VDF oracle. This adds additional technical challenges to the analysis. To state our
theorem, we refine our definition of Byzantine broadcast to make failure probabilities
and communication complexity of the protocol explicit.

Definition 10 (Byzantine Broadcast in the Multicast Model). Consider
a protocol that is executed between n parties, where a designated sender S holds an
mput xg at the beginning of the protocol and all parties output upon terminating. We
call this a (q,p)-secure protocol for Byzantine broadcast with multicast complezity
O, if the following properties hold (simultaneously) with probability at least p when
at most q parties are adaptively corrupted:

— Consistency: Fvery honest party P; outputs the same value x; = x.

Validity: If the sender S is honest, then all honest parties output x; = xg.
— Termination: All parties terminate.

— Multicast Complexity: The multicast complexity of the protocol is at most ©.



Theorem 4. Let ¢ = O(1) and n > (64c* + 2¢). Then there is no (q,p)-secure
protocol for Byzantine broadcast (among n parties) with L\/TT[IJ multicast complexity
(relative to a VDF oracle VDF ), when p > % and g =35 —c.

Our proof is inspired by the lower bound of [ACD*19| (Section 7) for Byzantine
broadcast without a PKI in the multicast model. (Note that our lower bound for
Byzantine broadcast implies a lower bound for Byzantine agreement.) The goal of
our proof is to show that the view of a special (honest) party P that is not the
sender S can be made identical in a protocol execution where the input bit of S
is either 0 or 1. This leads to a violation of the consistency property of Byzantine
agreement. For the formal proof, we define four worlds: World,.;, World, 1, Worldy, ;
and Worldy, 1. In World,. ., we consider a protocol execution where the special party
P is statically corrupted, whereas in World, .. this party remains honest throughout
the protocol. Moreover, in World, ;, the sender has input bit b.

To show the violation of the consistency property, we then proceed as follows. In
both worlds, World.; and Worldy, ;,, we show that honest parties have the same view.
Moreover, the special party P acts in both worlds as if it receives messages according
to world World, ; and World, ;_;. Notice that in world World,;, this can be done since
P is statically corrupted, and hence it can be instructed by the adversary to behave
accordingly. In world Worldy,;, this is done by adaptively corrupting parties that
multicast messages in a certain round, and instructing the freshly corrupted party to
also multicast messages according to the (honest) party P’s view of world Worldy, 1.
(This is also the reason for restricting the number of multicasts in the theorem, since
each multicast requires to corrupt the party that multicast). This confuses P as to
which world it is actually being run in, and hence the honest P in worlds World}, 1,
and World;,;, behaves as the malicious party in worlds World,. ;_;, World. ;. It is now
possible to show that with high probability, P’s confusion leads to it outputting an
inconsistent bit in one of these worlds.

A crucial difference between our setting and the setting of [ACD'19] is the way
in which the adversary collapses the views of worlds Worldj, ;_; and World,; from
that of P. In a nutshell, this requires the adversary to simulate the execution of the
protocol in one of these worlds. Unfortunately, when parties have access to a VDF
oracle, a simple simulation strategy ceases to work. At a high level, in VDF-based
protocols, the simulation depends on oracle queries to the VDF oracle, and hence
can only be completed if the adversary has sufficient query budget for the VDF. In
our simulation, we achieve this by letting the adversary statically corrupt some set
of parties which do not participate in the protocol (the adversary crashes them in
every one of the worlds). We can then use their VDF oracle budget to complete the
simulation for those parties who do participate.

Proof (Of Theorem /). Suppose for the sake of contradiction, there exists a (g, p)-
secure protocol I for Byzantine broadcast with ‘/TT‘] multicast complexity such that
p > %, q=7%—c andn > (64c* 4 2¢). We proceed by presenting the strategy of an
adversary A that violates consistency of I with probability at least %. Throughout

i

the rest of the description, we denote p = L 5



We explain A’s strategy separately for each of the worlds World,.,, World, ;, as in-
troduced above. In each of the worlds, the adversary statically corrupts an arbitrary
set of (¢ — o) parties R that does not include P or the sender S at the beginning of
the execution of IT in that world. These parties behave as if they are crashed (i.e.,
they never send any messages). We remark that R is fixed through all worlds. Fur-
thermore, let us denote C' as the event that two distinct (but possibly dependent)
executions of I satisfy validity and consistency and have multicast complexity at
most 0. The following lemma lower bounds the probability of the event C'.

Lemma 13. Let the event C' be defined as above. Then Pr[C] > 2p — 1.

Proof. Let A; and A, denote the events that two (possibly dependent) execu-
tions (labeled one and two for the purpose of this lemma) of protocol II (in any
of the worlds) achieve Byzantine Broadcast and have ¢ multicast complexity. By
assumption, Pr[A;] > p and Pr[A;] > p, and hence Pr[C] = Pr[A; N Ay >
Pr[A;] + Pr[Ay] —1=2p— 1. O

Behavior in World,. ;: A statically corrupts the parties in R and uses their compu-
tational resources in the simulation of World.;_;. It corrupts one additional special
party P (which is not the sender S) and directs P to behave honestly in World,., and
the simulation as if it were receiving messages from two executions of the protocol
in which the sender holds either 0 or 1. P’s precise strategy is described below. The
remaining (n + ¢ — ¢) — 1 parties remain honest throughout the execution World,.
(including the sender S). Denote this set of parties as L.
In more detail, A’s strategy is as follows.

— A chooses random coins for all parties in £ and simulates an execution of IT
where the sender holds input 1 — b, the parties in R are crashed throughout the
execution of I1, and the only other corrupted party is P. (In other words, A
simulates World. ;).

— It selects (¢ — o) parties in the set £ uniformly at random.

— If the simulation directs a party @) € L to query VDF, A instructs a party Q' € R
to make the same query (unless that party is already waiting VDF to reply to
a prior query). When VDF returns ¢ to @', the adversary returns ¢ to @ in the
simulation.

— The party P behaves as if it receives messages from both World.; and the sim-
ulation that it is running in its head. It reacts to these messages as an honest
party P would do in an execution of II where everybody holds input b.

— If P sends a message in World,.;, or in the simulation, A delivers this message to
all honest parties in World.; and in the simulation.

Observe that for a small set of (n — 2q 4 2¢) parties in L, A is not able to simulate
the VDF calls in the simulation (it can only simulate such calls for |R| many parties
in £). Denote this set of parties by U. Clearly, the simulation of the adversary
fails if any party from U attempts to multicast a message in Il within the first o
multicasts. Let F} denote the event that simulation of the adversary fails in World,,
(conditioned on the event C'). Lemma 14 below bounds the probability Pr[Fi|C].



Lemma 14. Let Fy denote the event that A’s simulation fails in World.,. Then

Proof. To bound the probability of event F} (conditioned on C'), we first define the
following events. Let S denote the event that a uniformly chosen party P, € L ever
multicasts in the simulation. Conditioned on C, the simulation directs parties to
multicast at most o0 many times. Since party P; is chosen uniformly from the set
L, Pr[S|C] = F. Now, observe that the set I/ is a uniformly created subset of set
L chosen by the adversary according to its simulation strategy. By the previous
calculation, the probability that any particular party in set U ever multicasts in the
simulation coincides with the probability of event S. Now, let 77 denote the event
that at least party uniformly chosen from set U ever multicasts in the protocol. By
a union bound, we see that

||
Pr(Ty|C] <> Pr[S|C].

<]
Hence, with multicast complexity up to o, Pr[T1|C] < > Pr[S|C]. Since F} can only
—1

occur as a result of an unsimulated party attempting_to multicast when we have
conditioned on C', we can infer that Pr[F;|C] = Pr[T3|C].

Now,
] v
o U V2 5]
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where the last inequality holds for n > (64¢® 4 2¢). By substituting ¢ = (% — ¢) in

‘/;, we finally obtain Pr[F|C] < Y= 2 3\‘} Vgi;ﬁzc < %. O

Note that since the number of corrupted parties is strictly less than 7, by the validity
property of Byzantine broadcast, all the honest parties in World,, output bit b with
probability greater than p in case the failure event F; does not occur.



Behaviour in Worldj, ;: Initially, A statically corrupts the parties in R which will
be used as the resource to simulate Worldj 1. The remaining (n + ¢ — ¢) parties
(excluding crashed parties in R) is denoted by set L£'. Note that the special party
P (which is not the sender S) is not among the aforementioned statically corrupted
parties and remains honest throughout the protocol, i.e., P € L'. Note that the
sender S € L\ P.

A now simulates the world Worldj, ;_; for all parties in set £\ {P} as follows.

— A chooses random coins for all parties in £\ {P} and simulates World}, ;.
More precisely, it simulates an execution of IT where the sender holds input 1 —b
and the parties in R are crashed throughout the execution of 7 (the remaining
parties act honestly).

— It selects (¢ — p) parties in set £ uniformly at random.

— When the simulation directs a party @ € £\ {P} to multicast in some round r,
A adaptively corrupts ) in round r of the real execution of I (i.e., in Worldy, ),
unless @ is already corrupted. Note that the designated sender S might get
corrupted in this step.

— A corrupted party () continues to send honest messages in World; to all re-
maining parties in £’ but it forwards to P all messages from both World,,;, and
Worlth_b.

— To produce the simulated messages of Worldy, ;_;, when the simulation directs a
party @ € L'\ P to query VDF, A acts as follows: it instructs a party Q' € R to
make the same query (unless that party is already waiting for the VDF to reply
to a prior query). When the VDF returns ¢ to ', the adversary returns ¢ to @
in the simulation.

— When P multicasts a message in World,, ;, that message is also multicast in the
simulation.

Observe that there is a gap of (n — 2¢ 4+ 20) — 1 parties for which the adversary
could not simulate, but it might be the case that one of these parties want to speak
in the protocol. Denote the set of these parties as U’. Let Fy denote the event that
the simulation of the adversary fails. For ¢ = (§ — ¢), Lemma 15 below proves that
Pr[F|C] < ¢.

Lemma 15. Let F» denote the event that A’s simulation fails in Worldy,. Then

The proof of Lemma 15 is similar to that of 14.
We now state two technical lemmas below. We first give an indistinguishability
lemma about the worlds World,; and World},;, for forever honest parties.

Lemma 16. Conditioned on the events C' and —F;, World.; is indistinguishable
from Worldy,, for parties that are forever honest in both World.;, and Worldy, ;.

Proof. The statement holds due to the following reasons. 1) In World,.,, the for-
ever honest parties always receive honest messages. 2) In World,, parties that are



adaptively corrupted by A send correct messages to the honest parties except for
party P. 3) The behavior of the corrupted party P in World,., is exactly like that
of honest party P in World, . 4) The multicast complexity in both worlds World,.,
and Worldy;, is at most p, according to the definition of the event C. Therefore,
conditioned on events C' and —F}, the views of the parties that are forever-honest
in World,;, and World, ; are identically distributed. O

Next, we give an indistinguishability lemma about the worlds Worldy, ;, and World}, 1,
for party P.

Lemma 17. Conditioned on C' and —~F;,, Worldy, ;, is indistinguishable from Worldy, 1y,
for party P.

Proof. The statement of the lemma holds due to the following reasons. 1) In World, s,
P always receives messages of both worlds (World,, o and Worldy, ;) from adaptively
corrupted parties. 2) Both the worlds Worldy, o and Worldj, ; have multicast complex-
ity at most o according to the definition of the event C'. Therefore, conditioned on
events C' and —F, the views of the party P in the worlds Worldj, o and World;, ; are
identically distributed. a

In World.p, since the sender S is honest, the validity property of Byzantine
broadcast implies that all honest parties output b. Using the indistinguishability
between World,;, and World;, ;, guaranteed by Lemma 16, we can use consistency to
ensure that party P which is honest in Worldy, ;, outputs b in world World;, ;. We
formalize this intuition in the following Lemma.

Lemma 18. Let Y denote the event that the forever honest parties in Worldy, , out-
put b. Then Pr[Y|C N —F| =p.

Proof. Since the sender S is honest in World.;, by the validity property of the
Byzantine Broadcast, all the forever honest parties output b with at least probability
p in World,. ;. From Lemma 16, World.; is indistinguishable from World, ; for forever
honest parties. We infer that Pr[Y'|C' N —Fy] > p. O

Similarly, using indistinguishability between World;,; and World, ;_; guaranteed by
Lemma 17, we obtain:

Lemma 19. Let X denote the event that P does not output 1 in Worldy, ;. Then
PI‘[X‘C N _‘FQ] = %
Proof. By Lemma 17, conditioned on events C' and —F5, the views of the party P in
the worlds World, o and Worldj, ; are identically distributed. Therefore, conditioned
on the events C' and —Fj, the probability of P not outputting 1 in World;, ; is given
as Pr(X|C'N—F] > 1. O



Thus, the probability that consistency of the Byzantine broadcast is violated in
World), 1 is at least Pr[X NY] which we bound from below as follows:

PriX NY] =Pr[X]+ Pr[Y] -1

[
>Pr[XﬂC’ﬁﬂF2]—|—Pr[YﬂCﬂ—|Fl] -1
= Pr[X|C N =Fy] - Pr[=F|C] - Pr[C] + Pr[Y|C N =F] - Pr[=F|C] - Pr[C] — 1
1 5 20p* — 17
=—-—-(2p—1 2p—1)—1= ————
5 g -Dtp - (2p—1) 1
_ 7 > — L _ =1
T80 20 b
This contradicts the supposition that IT achieves consistency with probability more
than and within complexity p. O
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Abstract. Cloud storage is becoming increasingly popular among end users that outsource their
personal data to services such as Dropbox or Google Drive. For security, uploaded data should
ideally be encrypted under a key that is controlled and only known by the user. Current solutions
that support user-centric encryption either require the user to manage strong cryptographic keys,
or derive keys from weak passwords. While the former has massive usability issues and requires
secure storage by the user, the latter approach is more convenient but offers only little security
since encrypted data is susceptible to offline attacks. The recent concept of password-authenticated
secret-sharing (PASS) enables users to securely derive strong keys from weak passwords by lever-
aging a distributed server setup, and has been considered a promising step towards secure and
usable encryption. However, using PASS for encryption is not as suitable as originally thought:
it only considers the (re)construction of a single, static key — whereas practical encryption will
require the management of many, object-specific keys. Using a dedicated PASS instance for every
key makes the solution vulnerable against online attacks, inherently leaks access patterns to the
servers and poses the risk of permanent data loss when an incorrect password is used at encryption.
We therefore propose a new protocol that directly targets the problem of boostrapping encryption
from a single password: distributed password-authenticated symmetric encryption (DPaSE).
DPaSE offers strong security and usability, such as protecting the user’s password against online and
offline attacks, and ensuring message privacy and ciphertext integrity as long as at least one server
is honest. We formally define the desired security properties in the UC framework and propose a
provably secure instantiation. The core of our protocol is a new type of Oblivious Pseudorandom
Function (OPRF) that allows to extend a previous partially-blind query with a follow-up request
and will be used to blindly carry over passwords across evaluations and avoid online attacks. Our
(proof-of-concept) implementation of DPaSE uses 10 exponentiations at the user, 4 exponentiations
and 2 pairings at each server, and has a server throughput of 76 account creations and 37 (user
authentication followed by) encryptions per second, when run between a user and 2-10 servers.

1 Introduction

Outsourcing storage to cloud providers is not only a common approach in enterprise
settings, but is also widely appreciated by end users relying on services such as Dropbox,
Google Drive, iCloud or Microsoft OneDrive to manage their personal data. With data
breaches happening on a daily basis, it is essential that personal data kept in such cloud
storage must be protected accordingly. The prevalent approach is to trust the cloud with
properly encrypting the data, where the service provider controls access to the respective
encryption keys via standard user authentication, mostly relying on username-password
authentication. Clearly, such a solution crucially relies on the honesty of the service
provider who can otherwise gain plaintext access to the users’ data.

A different approach is let the user already encrypt the data before storing it in the
cloud, which is offered e.g., by Tresorit [4] or Mega [3]. Therein a user client is locally
encrypting the data and only uploads ciphertexts to the cloud. The cryptographic keys



are either generated and stored directly by the user client, or (re)-derived from a human-
memorizable password that the user enters into the local client. The former provides
strong security guarantees, but is cumbersome to use as it relies on users’ being able to
manage and securely store cryptographic keys. The latter provides (roughly) the same
convenience and usability as standard cloud provides as it does not require secure storage
on the user side, but is inherently vulnerable to so-called offline attacks: Since encryption
keys are derived from a low-entropy password, a corrupt service provider or an attacker
gaining access to the ciphertexts, can attempt to decrypt the files by guessing the user’s
password.

While recently some service providers have moved away from password and deploy
solutions where users are required to store key material (e.g., [2]), password-based sys-
tems remain the only truly device-independent solution at our disposal. In this paper,
we investigate how users can password-encrypt their cloud data without storing any key
material, and without making their encrypted data prone to offline password-guessing
attacks.

Known approaches to password-based encryption. One way to avoid the two afore-
mentioned issues is to use a distributed password-based key management system: a user
retrieves her encryption key from a set of servers, using only a password as input. This
does not require the user to store any cryptograhpic material, since the servers take
over this role, and the distribution of keys among servers thwarts of offline attacks on
the password. There exist various cryptographic primitives suitable to implement such
password-protected key retrieval, for example Password-Authenticated Secret Sharing
(PASS/PPSS) [6] and Oblivious Key Management [19], which we discuss more in related
work below.

All aforementioned schemes allow users to turn a password into an encryption key. In
practice, this means that users either encrypt all their data with the same key, or they
must memorize as many passwords as keys that they want to use. For optimal usability
and security, in a password-based key management scheme, we want to ask the user
to remember only few but strong passwords, and “behind the scenes” still use different
encryption keys for every piece of data she wants to encrypt. Varying encryption keys is
desirable to mitigate the effect of security breaches of the user’s device, or of irresponsible
handling of secret keys on the user side. We note that there exist other ways to mitigate
the effect of such attacks, for example allowing for efficient updates of the encryption
key, which however provide no protection in case the attacker is already in posession of
ciphertexts. In this work, we prefer one-time usage of encryption keys over updatability,
since then revelance of one key upon compromise does not impact the confidentiality of
more than one encrypted piece of data.

1.1 Owur Contributions

In this work we develop usable yet strongly secure distributed password-based symmetric
encryption (DPaSE). DPaSE allows users to securely and conveniently encrypt and de-
crypt their data with different encryption keys while relying only on a single password
and the assistance of n servers. We provide an efficient realization based on a new type
of Oblivious Pseudorandom Function (OPRF) that supports correlated evaluations of
blind inputs, which we believe to be of independent interest. DPaSE is not a mere key
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Fig. 1. Classical password-based server-assisted KMS yields one key per password to encrypt all the different
user data. In this work we develop a server-assisted encryption scheme that allows to derive different encryption
keys from only one password.

management system, but has built-in encryption of data with the retrieved keys already.
Encryption and decryption is carried out locally by the user using the retrieved key. This
integrated modeling allows us to demand the following strong security and functionality
from a DPaSE system, covering guarantees with respect to both passwords and encryp-
tion of data.

Correct Encryption: If a user types an incorrect password upon encryption, her data is
not encrypted and the user instead obtains an error message. This property is important
to avoid that a user accidentally encrypts her data with unrecoverable secret keys.

No Reuse of Keys: Every ciphertext is created with an individual key. Hence, in case a
user loses one of her encryption keys, all but one of her encrypted files remain confidential.

Security against Offline Attacks: As long as at least one server is honest, the en-
crypted data (or rather the underlying password) cannot be offline attacked. And even if
eventually all servers are corrupted, they cannot decrypt the data immediately but must
still perform an offline attack on the password — thus when users have chosen strong
passwords, their data remains secure.

Security against Online Attacks: To detect and prevent online guessing attacks, the
servers learn which user is trying to encrypt or decrypt, and whether her entered password
was correct. In particular, we require that every file access/decryption requires explicit
approval of all servers. When an honest server has recognized suspicious behaviour or was
alerted by the user herself, it can enforce user-specific rate limiting or even fully block a
certain account.



Obliviousness: Servers do not learn anything about the files (plain- or ciphertext) the
user wants to access®. It was demonstrated [15,24] that such leakage would have devas-
tating effects on the user’s privacy.

Authenticated Encryption: An adversary cannot plant wrong information into the
outsourced storage. Thus, unless the adversary knows the user’s password (and is as-
sisted by all servers) it must be infeasible to create valid ciphertexts.

Security Model in the UC Framework. We formally define these properties by means
of an ideal functionality Fppase using the Universal Composability (UC) framework [12],
which is known to allow for the most realistic modeling for how users (mis)handle pass-
words. In game-based security models, users choose their passwords at random from
known distributions and are assumed to behave perfectly, i.e., never make a typo when
using a password. This clearly does not reflect reality, where users share or re-use pass-
words, and make mistakes when typing them. The UC framework models that much more
naturally as therein the environment provides the passwords. Thus, a UC security notion
guarantees the desired security properties without making any assumptions regarding the
passwords’ distributions or usages. Our modeling also ensures that any DPaSE protocol
is secure when executed concurrently with other systems, thanks to the strong compos-
ability guarantees of the UC framework.

However, these desirable features come at a cost. In order to end up with a manageable
and understandable security definition (i.e., UC functionality), we need to make compro-
mises and protect against some attacks that might not be of high relevance to DPaSE in
practise®. For example, we need to prevent servers from intentionally deriving encryption
keys from wrong passwords, which makes our protocol a bit more costly and restricted
to security against semi-honest servers. There exist many ways of protecting against such
attacks, each with different trade-offs. For example, we could use client-side caching of
password-dependent inputs, leaving it up to the client to use the correct password. Such
a solution would however not suffice for our purpose of achieving a concise UC definition
(a malicious client could simply mess up the caching then, introducing valid encryptions
under wrong passwords to the system). Hence, in this paper, we opt for a stronger and
cleaner definition, at the cost of slightly worse efficiency and slightly weaker corruption
model.

Efficient DPaSE Protocol. We present an efficient protocol that provably realizes our
functionality Fppase. The high-level idea of the protocol is very simple and follows the
known paradigm of password-based protocols to turn the password into cryptographic
key material using an OPRF |20, 7|. More detailed, to create an account, the user derives
a signing key (upk, usk) <— OPRF(K, uid, pw) from her username and password, where
the OPRF key K is split among the n servers and the evaluation reveals the username to

4 We do not want to go further and hide the identity of the user in his requests, since otherwise we would not
be able to protect against online guessing attacks.

® A UC functionality needs to “list” all potential attacks that can be mounted against a protocol. While some
attacks might be benign in practise and we might be okay with the threat they are imposing on us, every such
attack still shows in the functionality. It is one of the main challenges in using the UC framework to find a
mid-way between a not overly strong notion that still allows for efficient instantiations, and one that is not
overly cluttered with such benign attacks.



the servers to later allow for user-specific rate limiting. The servers store (uid, upk) upon
registration.

To encrypt a file, the user again enters wid, pw’ and starts by re-running the steps
from account creation to recover her signing key pair (upk, usk). She then signs a fresh
nonce with usk and sends it to the servers who verify it against the stored upk, thereby
verifying that pw = pw’. If the password is correct, the user and server engage in a
follow-up OPRF evaluation where an object-specific encryption key is derived. The OPRF
evaluation thereby “reuses” the previously entered wuid, pw’ to ensure that the actual
encryption keys are also bound to the user’ identity and correct password. This prevents
users from accidentally encrypting data under a wrong password. To ensure obliviousness,
the object for which the key is derived is hidden in the evaluation.

Decryption works almost analogously to encryption, verifying the password and — if
correct — recovering the object-specific encryption key via the distributed OPRF. The
generated ciphertexts and decryption proceeds also include checks to guarantee the de-
sired ciphertext integrity.

Extendable Distributed Partially-Oblivious PRF. The core of our DPaSE protocol
is a new type of OPRF that we believe to be of independent interest for many password-
based applications. So far, OPRFs have been designed as single-evaluation primitives®
that can either be fully or partially-blind. Thus, the user sends a (partially) blind query,
and receives a single output related to that input. What we need for DPaSE though is
an OPRF that “remembers” the blindly provided password from a previous query and
re-uses it in a follow-up evaluation: we need to perform a dedicated password check and
also want to ensure that encryption is done with the same password that was verified. We
model that as an extension query, where a second OPRF query re-uses the blinded input
from a previous request. This extension feature is required on top of partial-blindness
(as the wid’s must be a known input to all parties) and the distributed setting. We
formalize the desired properties of such an extendable OPRF in the UC framework and
propose a secure instantiation. We believe that this is a contribution of independent
interest. Namely, using an extendable OPRF instead of a single-evaluation OPRF could
generally add secure password verification to protocols that deploy an OPRF to bootstrap
cryptographic material from passwords.

Our OPRF construction is based on the classical double-hash DH scheme, basically
combining all tricks that have been used in this context into a single scheme. The chal-
lenge thereby is that our second OPRF call which blindly carries over the input from
the first call now has three inputs: the non-blind part (2, = uid), and two blinded
values, namely the blinded (%1 = pw) from the previous evaluation and the new
input (Zpive = o0id). Previous partially-blind OPRFs deal with two inputs only z,u
and 2,4, which are mostly combined through a pairing [14,7], with the final PREF be-
ing of the form Hr(e(H1(Zpriv), Toub) ™, Zpriv). In our construction, we will already need
both “slots” of the pairing to combine the two blinded inputs, and therefore must find
a different place to include the public input. We take inspiration from [19] and replace
the direct use of the server’s secret key K by K’ < F(K, uid) where F is a standard
PRF. Thus, overall our new OPRF computes the output for an extended query as

6 With the exception of OPRF with batch evaluations under several keys [23,26]. This is orthogonal to our
problem since we have a single OPRF key.



Hr (e(H1 (Zprivi ), Ho(Tprivz ) FEST0) i1, @oive). The first (non-extended) query, just con-
sisting of zpy and 1 has the same form and simply sets e = 1.

This construction allows us to combine three values into a single evaluation, but
this extendability feature comes for a price. First, relying on exponents that are derived
from a standard PRF K’ « F(K, uid) only allows for a distributed, but not threshold
protocol. The distributed version simply considers the additive combination of all K’ as
the implicit overall secret key (per z,ub). Second, there are currently no efficient proofs
that allow to check whether the servers have computed the second evaluation correctly
— which again stems from the use of the standard PRF to derive the OPRF secret key
share. As we will require correct computation of OPRF outputs in our DPaSE protocol, we
must assume that the servers in the OPRF are at most honest-but-curious. We stress that
considering honest-but-curious servers already captures the main threat to passwords: an
adversary stealing the password database (or other offline-attackable information). To
our knowledge, DPaSE is currently the only protocol being secure in the presence of such
attacks.

Lastly, we note that extendability is a property that could as well be ensured on the
application level by, e.g., caching the user’s password on the client machine. While this
would enable using DPaSE with a standard, i.e., single-evaluation OPRF and make our
protocol simpler and more efficient, it allows for a ,benign“ attack which prevents a secu-
rity proof. Namely, an adversary knowing the password of an honest user could produce
encryption keys under bogus passwords. If the honest user later tries to decrypt such
a maliciously crafted ciphertext, decryption would fail — yet the adversary can decrypt
using the bogus password again. While this attack is rather harmless in practice, to prove
the password-caching version secure one would have to include this imperfection into the
security definition, with a different set of ,shadow passwords” for each (!) ciphertext that
the adversary could use (even for honest accounts). With the extendability property, we
enforce password consistency on the protocol level and hence avoid cluttering the security
definition of DPaSE with attacks resulting from inconsistent usage of passwords.

Implementation and Evaluation. Instantiating DPaSE with our OPRF yields an ef-
ficient scheme that requires 10 exponentiations at the user, 4 exponentiations and 2
pairings at each server. We further provide a proof-of-concept implementation of IIpp,sg
which respectively takes 13 ms for an account creation and 27 ms for each encryption
and decryption on the server side, when run between an user and any number of servers;
currently the implementation has a server throughput of 76 account creation and 37 (user
authentication followed by) encryption or decryption requests per second.

1.2 Related Work

Password-authenticated secret sharing (PASS/PPSS) allows a user to recover a strong
secret that is shared among n servers when she can enter the correct password |6, 16-18].
In contrast to end users, servers can easily maintain strong cryptographic keys which
is leveraged by PASS to thwart offline attacks against the password (and consequently
on the shared secret key) if at least one, or a certain threshold, of the servers is not
compromised. While this concept is shared between PASS and DPaSE, PASS can only be
used to derive one encryption key per password, while DPaSE is required to encrypt each



Key Management Schemes (KMS) Encryption Schemes

Properties\Schemes PASS scheme PASS scheme OKMS DiSE|(Threshold) PHE| DPaSE

|18] Memento [10] [19] 15] [25], [8] this work
Password correctness ensured - - v v
Can derive multiple keys per password - - v
Security against online attacks v v v
Security against offline attacks v v 4 4
Password remains private v v v
Access pattern remains private - - v v
Authenticated encryption v v v v
Who encrypts? (U=User, S=Server) U S S U

Mitigation of compromised encryption keys no reuse & key rotation| - key rotation | no reuse
Secure in concurrent settings ‘ v ‘ v - v

Table 1. Properties of server-assisted encryption and encryption key retrieval (KMS) schemes. Gray cells are not
applicable. More precisely, password properties do not apply to OKMS and DiSE schemes, as they rely on strong
user authentication. Likewise, encryption properties do not apply to the KMS schemes, since their purpose is to
recover an encryption key from a password.

piece of data under different keys, yet enabling the user to encrypt all her data under the
same password.

Password-hardened encryption (PHE) [25] targets a related setting, where a user
outsources key management, encryption and decryption to a so-called rate limiter. The
user can send encryption/decryption requests through a server, but needs to provide a
correct password. The rate limiter can be implemented in a threshold version [8] to further
enhance PHE’s security. The scheme allows a mechanism of key rotation, to mitigate
against compromises or simply as a routine process. Key rotation involves the server and
the rate limiter updating their respective keys as well as the ciphertexts accordingly. In
PHE the frontend server is fully trusted, as it learns the user’s password and keys. PHE
schemes are very efficient (no OPRF is required!) and a good option in settings where
the client fully trusts the server, since both password and access pattern on user’s data
are shared with the server. In our work, we do not want to assume such trust and hence
opt for client-side encryption of data to hide access patterns.

Updatable Oblivious Key Management [19] also relies on a OPRF to derive file-specific
encryption keys with the help of a (single) external server for increased security. Their
work focuses on an enterprise setting for storage systems though, i.e., it relies on strong
authentication between the client (that wants to encrypt or decrypt) and the server that
holds the OPRF key. This is a first difference to DPaSE: our scheme achieves oblivious key
management without strong client-authentication. Second, their system uses key rotation
— similar to PHE and the general concept of updatable encryption with post-compromise
security [27,22] — to update encryption keys and the corresponding ciphertexts as a
measure to mitigate the effect of security breaches. The approach of our DPaSE protocol
is orthogonal: we mitigate the risk of data breaches by using a distributed setting instead
of key rotation: the information to recover the encryption keys is split across n servers, and
the file-specific encryption keys are secure as long as one server remains uncompromised.

The DiSE protocol [5] and its improvements |28, 13| for distributed symmetric encryp-
tion consider strong authentication only. In these protocols, a group of n parties jointly
controls encryption keys under which ciphertexts for the group get encrypted. The secret
key material is split among the group and any member of the group can request de-
cryption of ciphertexts which is again done jointly by all member. DiSE implicitly — yet
crucially — relies on strong authentication to ensure that only valid members of the group
can make such requests, whereas we want only a single user to encrypt or decrypt her



files from a password. Nevertheless, the authenticity checks in the encryption/decryption
process of our protocol are build upon the ideas of the DiSE protocol.

Finally, the PESTO protocol |7] for distributed single sign-on (SSO) relies on a similar
idea of first deriving a strong key pair from a distributed OPRF in order to let a user
authenticate to a number of servers. The overall application is different though, SSO
vs. encryption, and consequently also the desired functionality and security are different.
PESTO is in one aspect stronger than DPaSE since it features proactive security, meaning
that a once corrupted server can be sanitized to be honest again. This strong aspect comes
at a cost that is much more critical for the targeted encryption use case than in SSO:
PESTO guarantees no security whatsoever when all servers are corrupt. In DPaSE, even
in case of a full corruption of all servers, the user’s data still remains confidential unless
all servers jointly mount a successful offline attack on her password. Thus, a dedicated
offline attack for each user (on top of corrupting all servers) would be required, and the
encrypted files of users with reasonably strong passwords can remain secure.

We give a detailed comparison of properties of the schemes that are closely related to
DPaSE in Table 1.

2 Preliminaries

Definition 1 (Signature Schemes). A signature scheme SIG is a triple of algorithms
(Gen, Sign, Verify) with the following properties. On input the security parameter X\, the
randomized key generation algorithm Gen outputs a key pair (pk, sk). On a message m €
{0,1}* and a secret key sk, the randomized signing algorithm Sign outputs a signature
o. On input a public key pk, a message m € {0,1}*, and a signature o, the deterministic
verification algorithm Verify outputs 1 if the signature is correct or 0 otherwise.

We require that the scheme satisfies correctness, i.e., for all m € {0,1}* and (pk, sk)
output by Gen it holds that: Verify(pk, m,Sign(sk,m)) = 1. Additionally, the scheme
needs to satisfy unforgeability under chosen message attacks (UF-CMA-security), i.e.,
after learning signatures for ¢ number of adaptively chosen messages {ms,...,m,} € M,
it should be impossible to find a signature/message pair (o, m) s.t. Verify(pk,m,o) = 1
and m & {my,...,my}.

2.1 Bilinear Groups

Definition 2 (Asymmetric Pairing). Let Gy, Gy, G be cyclic groups of order p with
generators gy, ga, gr, respectively. Let e : Gy X Gy — G be an efficiently computable non-
degenerate function such thatVa,b € Z, : e(g{, g5) = g2°. Then e is called an asymmetric
pairing. G = (p, g1, 92, 91, G1, Go, G, €) is called an asymmetric bilinear group setting,
or bilinear group for short.

Definition 3 (Gap One-More BDH Assumption). Let A € N be a security param-
eter and G = (p, g1, 92, 97, G1, Go, G, €) be a bilinear group with log(p) = poly(N), then
we then say that the Gap One-More Bilinear Diffie-Hellman (Gapom-BDH) assumption
holds for G if for all PPT adversaries A there is a negligible function negl- such that
Pr[EXpﬁ,Gapom—BDH</\) = 1] S neglA'

The underlying experiment is defined as follows.



Ezxperiment Expi(fi’Gapom_BDH (N):

k& 7, g0+ 0, X1 <0, Xo < 0.

{(@s, ys, 21) Yiepy  ACE1O62:00-0e0.Ochen (G, gh)

return 0 if
0</l{—1<gqcor
el (v € X1 Vy & Xs) or
di,jell],i<j:(v,=x; Ny =vy;)

return 1if Vi € [(] : e(x;,3;)" = z; and 0 otherwise.

where the experiment uses the following oracles

OG—rO
returnJ_ifrg{l,Q}Oc%p(ﬂl).f ¢G
G return 1 1 1m 7.
L qc < qc +
Xy X, Uda} return mF
return x

OD—help(ma w, mla w,)
return L if either m, w, m’, w’ not in G
return 1 if log,,(w) = log,,, (w') and else 0

To win, A needs to find pairs (z,y, e(z,y)*) without querying e(x,y) to Ochep and
where A could not rerandomize previous such pairs as it does not know the discrete
logarithm of any z,y (enforced by sampling them at random using Og_,). A is equipped
with a DDH oracle Op_pelp in the group G7. The game Gapom-BDH follows the definition
in [14].

3 Extendable Distributed Partially-Oblivious PRF

Our DPaSE construction relies on a new type of oblivious PRF (OPRF) that allows for
extension queries and which we believe to be of interest for password-based protocols in
general. In this section, we define this new type of OPRF and present a provably secure
construction.

An OPRF is an interactive protocol between at least one user and one server. The
server holds the key K of a pseudorandom function PRF, the user contributes the input x
to the function. After the protocol runs, the user holds the PRF evaluation at x, PRF g (z).
The obliviousness property demands that, while the server actively participated in the
protocol, he did not learn anything about the value x he helped in evaluating the function
for. On the other side, the user requires participation of the server to evaluate PRF () at
any input. In a distributed OPRF, the key K is split among n servers.

Recently, there has been a flurry of OPRF constructions in the literature all featuring
different (combinations of) properties on top of the above mentioned [21, 16,17, 14, 18,9,
20, 7). For constructing DPaSE, we require a new combination of properties that we detail
now. Our OPRF is called a eztendable distributed partially-oblivious PRF (edpOPRF).



The functionality is parametrized by a security parameter \. It interacts with servers S := {51, ..., Sn} (specified
in the sid), arbitrary other parties and an adversary A. Fedporrr maintains a table T'(Zpub, Zprivi, Zprive) initially
undefined everywhere, counters ctr[zpup] initially set to 0. Fedpoprr sends all inputs to A except for Zprivi, Zprivz-

Key Generation

On input (KeyGen, sid) from S;, ignore this query if the sid is marked ready. Otherwise, if (KeyGen, sid) was
received from all S;, mark sid as ready, and output (KeyConf, sid) to all S;.

Evaluation

On input (Evallnit, sid, ¢id, Zoub, Zprivi) from any party U (including .A: record (eval, sid, qid, U, Zpub, Torivi, L),
and output (Evallnit, sid, ¢id, Zou) to all S;.

On input (EvalProceed, R, sid, gid) from S; where R € {1,2}:
— Retrieve record (eval, sid, qid, U, Zoub, Zprivi; Tprivz ), where Zpive = L if R =1, and zpriv2 # L if R = 2.
— If (EvalProceed, R, sid, gid) has been received from all S;, set ctr[zpu] — ctr[zpu] + 1.

On input (EvalFollow, sid, qid, Zpriv2) from any party U (including A):
— Retrieve record (eval, sid, qid, U, Zpub, Zpriv1, L) for (sid, gid, U).
— Update record to (eval, sid, gid, U, Zpub, Tpriv1, Zpriv2 ), and send output (EvalFollow, sid, gid) to every S;.

On input (EvalComplete, sid, gid) from A:
— Retrieve record (eval, sid, gid, U, Zoub, Zprivi s Tprivz ), only proceed if ctr[zpup] > 0, set ctr[zoub] < ctr{zouw] — 1.
— If T'(Zpub, Tpriv1, Tprive) is undefined, then pick p & {0, 1}’\ and set T'(Zpub, Tprivi, Tpriva) < p-
— Output (EvalComplete, sid, qid, Zprivz, T (Zpub, Tprivis Tprivz)) t0 U.

Fig. 2. Ideal functionality Fedporrr
Partial Obliviousness: The obliviousness property guarantees that the servers do not
learn on which input (o1 and zphe) the user wants to evaluate the function. Partial
obliviousness allows for an additional public part (z,u) of the input.

Distribution: Obtaining a PRF value requires the active participation of all n servers.
No subset of n — 1 servers can evaluate the function themselves.

Extendability: After the user has provided an input (Zpup, Zorivi) and learned the cor-
responding output PRF g (Zpub, Zorivi ), he can extend the query with a second blind input
Torivz upon which he receives PRF g (Zoubs Zorivis Zprive) (in both cases the output is condi-
tioned on the participation of all servers of course).

While the first two properties exist (individually) already (partial obliviousness [14],
and distribution [18], the concept of extendability of an OPRF is new. What is so special
about this property that could not be achieved by simply evaluating the OPRF twice?
The crucial difference is that an extendable OPRF guarantees that certain blinded inputs
are reused in the second evaluation. With separate evaluation requests this cannot be
guaranteed since blindings information-theoretically hide inputs and thus users can easily
cheat. For DPaSE, we require such an OPRF to allow for dedicated password verification
and ensuring that actual encryption/decryption happens with the same password. We
envision extendable OPRFs to be generally useful in protocols requiring more than one
OPRF evaluation and where secret inputs of these single evaluations need to be correlated.

3.1 Ideal functionality for edpOPRF

We define a extendable distributed partially-oblivious PRF in the Universal Composabil-
ity framework [12] in terms of an ideal functionality Feqpoprr in Figure 2. For brevity, we
assume the following writing conventions.



— The functionality considers a specific session sid = (Si,...,S,, sid") and only accepts
inputs from servers S; that are contained in the sid.

— When the functionality is supposed to retrieve an internal record, but no such record
can be found, then the query is ignored.

— We assume private delayed outputs, meaning that the adversary can schedule their
delivery but not read their contents beyond session and sub-session identifiers.

The functionality Fegpoprr is inspired by functionalities from the literature [16-18,
20,7,9| and introduces extendability as a new OPRF feature. Feqpopre talks to arbitrary
users and a fixed set of servers S, ..., S,. Initially, all servers are required to call the
KeyGen interface, to activate the functionality. Modeling an ideal PRF, Fe4poprr chooses
outputs at random, maintaining a function table 7'() to ensure consistency. Implementing
a partially-oblivious function, Feqpoprr tells the servers public input z,,, before they have
to decide about their participation in the request. Participation is signaled by calling (or
not calling) EvalProceed. The adversary may also evaluate the function, but crucially
requires participation of all servers as well. If all servers are corrupted, the adversary
can freely evaluate the function by sending EvalProceed on behalf of all the corrupted
servers. To allow for efficient protocols, we employ an “evaluation ticket” counter ctr||
allowing mixing-and-matching evaluations w.r.t the public input, as common for OPRF
notions (see, e.g., [7]).

Our Fegporrr Provides a new feature: it can be extended to output a second PRI value
which is related to the first evaluation. This works as follows. A user obtains an evaluation
ON Zpyb, Tprvi Dy calling EvalInit with session identifier ¢id. (The output is only generated
if all servers participate and the adversary allows the output by calling EvalComplete,
which is standard procedure for distributed OPRFs and we thus not elaborate here.)
Afterwards, the user can provide a third input z,2 via interface EvalFollow, using the
still active session qid. Fegpoprr OUtputs the function value at Zpub, Tprivi; Tprive, ensuring
that inputs Zpup, Zprivi from the first evaluation are reused by looking them up using gid.

3.2 Our edpOPRF Construction

We now present our construction of a extendable distributed partially-oblivious PREF.
I 4poprr computes the function

PRF(K(IPM’)’ Tpriv1, 1) = HT(xPrivla e(H1<xpriv1>7 H2(1))K(%Ub))
PRF(K(Ipub)a Tprivl xpriv2) - HT(xprivh Tpriv2, 6(H1<Ipriv1)a H2(¢priv2)>K(%Ub)>
with K (2pup) < Y1y F(ki, %pub) for (standard) PRF F : {0,1}* — Z,, and k; from F’s

key space is held by server S;. z,,, denotes the public input and iy, Zorive the private
inputs. The function e() denotes a pairing, and H; denote hash functions.

Setup and Key Generation: We require an asymmetric bilinear group (g1, 92, 97, G1, Ga,
Gr,e) and hash functions Hy: {0,1}* — G4, Ha: {0,1}* — Go, Hr: {0,1}* — Gp. We
assume servers to choose keys k; <— Z,, i € [n] at the beginning of the protocol.

Evaluation: Our PRF is essentially the “2Hash Diffie-Hellman” function |16, 17| PRF(k, zyiv1) =
H(Zpriv1, H' (Zpriv1)*). Let us briefly explain how evaluating this function would work. A user



blinds his input z,n1 with randomness 7 as H'(z,4,1)" and sends this value to the server.
The server sends back H'(zpi,1)™%, from which the user can compute H'(zyiv1)* by expo-
nentiation with 1/r. This is enough for the user to compute H(zy1, H' (2iv1)%).

Partial obliviousness is now achieved as in Everspaugh et al. [14] by combining blinded
private inputs as e(H;(Zriv1)", Ha(Zpriv2)¥) using the pairing e(). Due to the bilinear prop-
erty of e() this is equal to e(H;(Zpiv1), Ha(Zpriva))™*, which again allows the user to remove
the blinding factor r. One can additively share & among all servers and let the client
combine evaluation shares using the group operation in Gr. The function is computed as
PRF(k, wprivla wpriv2) = HT<xpriv17 -rpriv27 €<H1($priv1>7 HZ(xpriVQ))k)-

For our new extendability property we require a PRF evaluated on three inputs. For-
tunately, we can efficiently and securely augment the function given above with another
input by “squeezing” it into the function’s key. This technique is inspired by the work
of Jarecki et al. [19]. We set K(zpu) = k < > ,cp F(ki, 7oub) for a (standard) PRF F
and k; being the servers’ secret keys. One subtlety here occurs in the first evaluation
on Zpyp and iy only. We cannot save the pairing evaluation and simply use Hl(a:p,ivl)’“
as k-dependent value instead: with this value, a user could compute arbitrary function
evaluations on input z,,1 by himself by applying the pairing. We therefore let servers use
a “dummy” value Hy(1) and pair it with the user’s blinded input 1.

A full formal description of our OPRF construction Ilegpoprr can be found in Figure
3. Its security is stated in the following theorem, for which a proof sketch can be found
in full version, Appendix B.

USER U SERVER .S;, holding k;

On input (EvalInit, Zoub, Zprivi)

$ r Tpub, L1
T Zp, Ty < Hl(-xprivl) !

Output (EvalInit, Zpus)
On input (EvalProceed, 1)
) osk; F(kq',, $pub)
If all §; € S sent y;: — Ty e(an, Ha(1))

—1
Y < HjG[n] ijl ; Y1+ HT(xPrthy)
Output (EvalComplete, L, Y7)

On input (EvalFollow, Zpyiv2)

ro & Zyp, x2 < Ho(Zpriv2) ™2 2, Output (EvalFollow)
On input (EvalProceed,2)
If all S; € S sent y;: — Y% yi  e(x1, z2)o
101
Yy [Tiem Yt

Y, HT(iEprivh Tpriv2, y/)
Output (EvalComplete, Zpriv2, Y2)

Fig. 3. Protocol Il.qporrr. We assume all messages, inputs and outputs to include sid, gid.

Theorem 1. Let G = (p, g1, 92, 97, G1, Ga, G, €) be a bilinear group. If the Gap One-
More BDH (Gapom-BDH) assumption (c.f. Definition 3) holds for G then the protocol
I.gporrr given in Figure 3, with Hi, Hy and Hy modeled as random oracles and F being a
(standard) PRF, UC-emulates Feqporre in the random oracle model assuming secure and
server-side authenticated channels, static honest-but-curious corruption of servers and
static malicious corruption of clients.



On malictous security. As detailed above, our Fegpoprr ensures that the PRI is always
evaluated w.r.t the same key. This rules out protocols where servers can freely decide
what key material to use in an evaluation. Let us note that it is quite common in the
literature [18,20,7| to relax this property by letting the OPRF functionality maintain
different lists representing different PRF keys. The adversary can then determine which
list is going to be used (in case of server corruption). And indeed, it turns out that our
Fedporrr enforcing such consistency in keys is challenging to realize in the presence of
malicious servers. The reason is that we cannot use standard techniques such as NIZK
proofs of honest behavior with respect to some public server key (e.g., [14]), since our
server keys are user-specific. Reliable distribution of such keys would involve frequent
interaction with a trusted authority. Another inefficient way to obtain malicious security
is to use a 3-linear map instead of a 2-linear map (pairing), together with a NIZK. The
map would allow us to have (NIZK-compatible) wid-independent key shares simply by
putting uid as third input parameter to the map. We choose not to give a maliciously
secure protocol with such inefficient techniques, and leave the construction of an efficient
maliciously secure (i.e., verifiable) extendable distributed partially-oblivious PRF as an
open problem.

4 DPaSE

In this section we introduce distributed password-authenticated symmetric encryption
(DPaSE). DPaSE is an interactive protocol between many users and a fixed set of n servers,
where the servers assist users in conveniently and securely encrypting their data under
a single password. DPaSE operates account-based: First, users register with a username
and a single password at all servers. After account creation, the servers (blindly) assist
users in encryption and decryption provided that they are using the correct password.

We recall the key security properties of DPaSE as already explained in more detail
in Section 1: correct and authenticated encryption, no reuse of encryption keys, security
against offline and online attacks, and confidentiality of password and access patterns.
We will detail in the upcoming subsection how our definition ensures these properties.

Our concrete scheme will leverage the servers mainly to (re)construct object-specific
encryption keys, whereas encryption and decryption happens locally at the user side.
This might pose the question why we are modelling DPaSE as an encryption and not key
management protocol. Capturing the full encryption/decryption process is necessary to
avoid similar misconceptions as with PASS, which was believed to be a suitable out-of-
the-box tool for password-based encryption. Only with modelling and considering the full
encryption process this can be ensured.

4.1 An ideal functionality for DPaSE

We define DPaSE in terms of an ideal functionality Fppasg, which takes inputs of parties
and hands them their securely computed outputs. Fppase abstracts away any protocol
details and states only the required functionality and leakage and influence (i.e., attacks)
allowed by an adversary.

We assume the same writing conventions as for Feqpoprr. In addition, we assume the
adversary gets to acknowledge all inputs, but not learn their private content. For example,
if the functionality receives input “(Encrypt, sid, ¢id, x) from a party P” and “keeps x



private”, we assume that the functionality sends (Encrypt, sid, ¢id, P) to the adversary
and only processes the original input after input an acknowledgement from the adversary.

Our ideal functionality Fppase is depicted in Figure 4, with labeled instructions to
enable easy matching to the explanations in this section. On a high level, Fppase is
a password-protected lookup table for (username,message,ciphertext) tuples. Users can
create new such tupes by first logging in to their account stored by Fpp,sg with a username
and password, and then encrypt a message of their choice, obtaining back the ciphertext.
Decryption works in a similar fashion. Fpp,sg stores a password for every registered user,
and refuses service if a user does not remember his password correctly when he wants
to encrypt or decrypt. In order to perform registration, encryption or decryption, Fppase
requires participation of n distributed servers.

Let us first give some intuition on how Fpp,se ensures the required security and privacy
properties of DPaSE. Fpp.se associates a password with each username wid and creates
an “encryption” entry (uid, m,c) upon request of user uid if and only if the user provided
the password that is associated with uid. This ensures correct and authenticated en-
cryption. By verifying password matches internally and not revealing passwords nor
message/ciphertext from encryption/decryption requests to the servers, Fppasg ensures
obliviousness. By requiring all servers to assist in proceeding any request (register, en-
cryption, or decryption), Fppase ensures security against offline attacks. Fppasg however
leaks the username uid to the servers, which allows servers to refuse participation if they
are suspicious of an online password guessing attack against user uid.

We now describe the interfaces of Fppase in more detail. The functionality talks to
arbitrary users and a fixed set of servers Si,...,5,.

Account Creation: Any user can register with Fppasg by calling its Register interface
with a username wid and a password pw. If no account wuid exists yet (R.3), Fppase
informs all servers about the new registration request and the uid, but keeps the pass-
word private ( R.4 ). Servers can now decide to participate in the registration by sending
ProceedRegister to Fppase. Only if all servers do so ( PR.2 ), Fppase stores the account
(uid, pw) and confirms the registration to the user. ProceedRegister inputs of servers
are matched with their corresponding registration requests via subsession identifiers qid.
Since those identifiers are unique, collecting servers’ participation among different re-
quests is prevented by Fppase.

Encryption: A message encryption is initiated by a user sending an Encrypt request
to Fppase Which includes uid, pw and a message m. If account (uid, pw’) exists ( E.3),
Fppase first informs all servers about an incoming request for uid, keeping the password
as well as the message private ( E.4 ). Only if all server agree to participate in this request
for wid by using the Proceed interface for the corresponding subsession ( P.2 ), Fppase
continues the encryption request. By not giving away any information before, Fppase
prevents offline attacks. Fppasg now verifies that the provided password pw is equal to
pw’ stored with uid ( P.2.3). All servers and the user are informed about the outcome of
password verification by input either PwdOK or PwdFail ( P.2.5). Being informed about
failed password attempts and requests of uid in general allows servers to protect accounts
against online guessing attacks: based on this information, they can decide to throttle
requests by refusing to send Proceed, e.g., after 5 failed attempts within 1 minute. Such
throttling is however decided by the application using Fppase.



Finally, if verification was successful, the user obtains a ciphertext ¢ from Fppase.
While ¢ is adversarially chosen, we stress that, in an honest encryption procedure, the
adversary only learns the length of the message from Fppase ( P.2.2 ). Thus, Fppase en-
sures that the ciphertext does not contain any information about m beyond its length.
Further, Fppase ensures that no two encryption requests yield the same ciphertext by re-
jecting repeated ciphertexts sent by the adversary ( P.2.2 ). Fppase stores the pair (m, c)
together with uid, and sends the ciphertext to the user ( P.2.7 ). Handing out the (fresh)
ciphertext only if the correct password was provided ensures correct encryption. For this,
note that for honestly registered accounts (which would not have pw = L) Fppasg pre-
vents the adversary from influencing the “verification bit” b in encryption procedures in
any way.

Decryption: A user initiates a decryption procedure by calling the Decryptinterface of
Fprase With wid, pw and a ciphertext c. It is instructive to note that Fppasg does not give
out any information about ciphertexts it is not explicitly queried for, and thus cannot be
used as a storage for ciphertexts. Fppase informs servers about a request for uid, keeping
password and ciphertext private ( D.2 ). Similar to an encryption procedure, all servers are
required to call Proceed in order for Fpp,se to continue with password verification ( P.2).
However, Fppase does not inform servers about which ciphertext should be decrypted, in
order to hide access patterns on user data. We choose to not even inform servers about
the type of request - encrypt or decrypt - in order to allow also for protocols where pass-
word verification requests do not yet reveal what a user wants to do. Coming back to
the decryption procedure, Fppase now verifies the password ( P.2.3 ). In case of success
and if Fppase finds a record (wid,m,c), the message m is given to the requesting user
(P.2.7). By storing uid along with message-ciphertext pairs and revealing m only if wid’s
password was provided in the decryption query, Fppase enforces authenticated encryption.

Adversarial Interfaces: As explained before, we let A determine ciphertexts as common
for functionalities modeling symmetric encryption. However, ciphertexts cannot depend
on the message beyond its length, since Fpp,sg ensures that the adversary is oblivious
of messages to be encrypted (E.2 and P.2.2). A may also influence password verifica-
tion in the following ways. First, modeling DoS attacks, we allow A to make individual
servers believe that password verification failed even though the password might have
been correct. This attack is carried out by setting bg, <— 0 for the corresponding server
S; (P.2.2 and P.2.4, “otherwise” case). Second, A may make servers believe that pass-
word verification suceeded even when a wrong password was used, but only for accounts
belonging to the adversary. Fppasg marks a wuid corrupted if this is the case, i.e., if a
corrupted user performed a successful password verification with respect to username
uid (P.2.1). The adversary then can fake successful password verification towards S;
by setting bs, < 1 (P.2.4, “Else, if” case). The motivation is that for such corrupted
accounts we have to assume that the adversary knows all secrets. It is then plausible that
he can compute whatever proof a protocol requires to convince servers of knowledge of
the correct password.

We further weaken Fpp,sg by allowing the adversary to start, e.g., an encryption
request without yet knowing what message to decrypt, and under which password. Tech-
nically, this is enabled by Fppase accepting overwrite requests in adversarial records ( R.1 ,
E.1 and D.1). While this does not constitute a meaningful attack for real-world applica-



tions (we stress that the adversary is only allowed to change inputs for his own requests,
not for the ones of honest users), it allows for efficient realizations of Fppasg such as ours
based on oblivious pseudo-random functions and random oracles.

A special case - all servers corrupted: We want to highlight which guarantees Fppase
gives in this worst case scenario. In any DPaSE protocol with n servers storing a somehow
shared information about the user’s password, these servers can always throw their data
together, guess a password and run the password verification procedure of the DPaSE
protocol to learn whether the guess was correct. This is unavoidable unless we involve
more parties (such as an external password hardening service), which is not the scope of
this work. However, we require that this is the best possible attack on the user’s password
when all servers are corrupted: they have to invest some computation to test each of their
password guesses. This way, users with strong passwords will remain safe even in this worst
case scenario. Since Fppase enforces authenticated encryption by revealing messages only
if the correct password was supplied ( P.2.3 and P.2.7) - regardless of how many servers
are corrupted - not only passwords but also encrypted data of users with strong passwords
remain secure.

4.2 A DPaSE protocol Ilpp.se

We now present our DPaSE protocol IIpp,sg. The detailed formal description can be found
in Figure 5. IIpp,sg uses hash functions H: {0,1}* — {0,1}* and H-PRG: {0,1}* —
{0, 1}, a signature scheme SIG and Fe4poprr as ideal building block. The main principle
of IIppase is that the servers assist the user in turning his (low-entropy, but unique) au-
thentication data, i.e., username and password, into various (high-entropy) cryptographic
keys. Those keys are subsequently used for proving knowledge of the password to servers,
and to encrypt or decrypt the data. We describe the three phases of IIppssg, account
creation, encryption and decryption, in more detail in the below.

Account Creation: To create an account, a user derives a signing key pair (usk, upk)
from its username wuid and password pw. For this, Fegpoprr is queried with inputs uid, pw
by the user, yielding Y < PRF(k, (pw, 1, uid)) if all servers participate in the evaluation.
Partial blindness ensures that servers learn wid but not pw. The user then computes
(usk, upk) < SIG.Gen(Y"), sends upk to all servers and can afterwards delete the key pair.
Servers are required to store (uid, upk).

Encryption: Users are required to provide their correct password whenever they want
to encrypt (or decrypt) any data. This is now straightforward: as in account creation,
the user calls Feqpopre With inputs (uid, pw’), receiving PRE value Y] if again all servers
participate in the PRF evaluation. The user now computes a signing key pair from Y7,
signs part of the transcript (we mention that the identifier of this encryption session,
qid', is globally unique) and sends the resulting signature o to each server. Servers will
accept (i.e., output Pwd0K) only if oy is a verifying signature under upk stored with uid,
which happens if and only if pw = pw’. Of course, this verification technique only works
if servers reliably learn uid used in the PRF compuation, which is ensured by the partial
obliviousness of Feqpoprr-

Symmetric encryption in Ilpp,sg is simply a one-time pad, with an object-specific
encryption key which is computed again from a PRF value and with the help of all servers.



The functionality is parametrized by a security parameter \. It interacts with servers S := {Si,..., Sy}
(specified in the sid), as well as arbitrary users and an adversary A.

Account Creation

On input (Register, ¢id, uid, pw) from U or A:

R.1 If 3 record (register, gid, U, uid,pw’), if U = A then overwrite pw’ with pw and if U # A then
ignore the query.

R.2 Keep pw private

R.3 If A record (account, uid, *): create record (register, gid, U, uid, pw) and R.4 send delayed output
(Register, qid, uid) to all S; € S.

On input (ProceedRegister, qid, uid) from server S;:
PR.1 Retrieve record (register, gid, U, uid, pw).
PR.2 If (ProceedRegister, ¢id, uid) has been received from all S;:
e Record (account,uid,pw); if U is corrupted mark wuid corrupted. Send delayed output
(Registered, qid, uid) to U.

Encryption and Decryption
On input (Encrypt, qid’, uid, m, pw’) from party U or A:
E.1 If 3 record (*, ¢id’, U, uid, m’, pw), if U = A then overwrite it with (enc, qid’, U, uid, m, pw’) and if
U # A then ignore the query.
A can change mode, password and message in his own requests

E.2 Keep Encrypt, m and pw’ private, leak Request tag and ¢(m) to A

E.3 If 3 record (account, uid, pw): create record (enc, gid’, U, uid, m,pw’) and E.4 send delayed output
(Request, gid’, uid) to all S; € S.

On input (Decrypt, qid’, uid, ¢, pw’) from party U or A:

D.1 If Jrecord (x, qid’, U, uid, pw), if U = A then overwrite it with (dec, qid’, U, uid, ¢, pw’) and if U # A
then ignore the query.

D.2 Keep Decrypt, c and pw’ private, leak Request tag and ¢(c) to A

D.3 If 3 (account, uid, pw): record (dec, gid’, U, uid, c, pw’) and
D.4 send a delayed output (Request, gid’, uid) to all S; € S .

On input (Proceed, qid’) from server S;:
P.1 Retrieve records (mode, qid’, U, uid, obj, pw’) and (account, uid, pw) with mode € {enc,dec}.
P.2 If (Proceed, qid’) has been received from all S;:
P.2.1 If U corrupted and pw == pw’ then mark uid corrupted.
DoS attacks: A can prevent or sometimes even fake password confirmation (send bs, = 0 or
bs, = 1)
P.2.2 Send (Complete, gid’, pw == pw’) to A and receive back (Complete, qid’, bs,, . .., bs,,,c). Abort
if mode = enc and c has been sent before.
P.2.3 If pw = L then set b < L; otherwise set b < (pw = pw’).
P.2.4 For i € [n], if pw = L set b} < 0. Else, if U and uid corrupted then set bj < bs,, otherwise set
b; < bAbg,.
P.2.5 For i € [n], if b; = 0 output (PwdFail, ¢id’) and otherwise output (PwdOK, qid’) to all S;.
P.2.6 If b = 0 output (PwdFail, qid’) to U.
P.2.7 If b=1 then
* If mode = dec and I record (uid,m,obj), output (Plaintext, gid’,m) to U.
* If mode = enc: store (uid, obj, c), output (Ciphertext, gid’,c) to U.

Fig. 4. Ideal functionality Fppase for distributed password-authenticated symmetric encryption. For easy access
to explanations we use highlighted numbering in both figure and text.



User U

SERVER S,

Upon input (Register, ¢id, uid, pw)
(EvalInit, uid, pw)

Register, qid, uid

(EvalComplete, 1,Y)

(upk, usk) < SIG.Gen(Y)

(Registered, qid, uid)

fedePRF

If EvalProceed was

received from all S;,
compute

Y « PRF(k, (pw, 1, uid))

upk

upon receiving ok from all S; € S, output

ok

(EvalInit, uid)

Abort if a record for uid already exist.
Else output (Register, gid, uid).

Upon input (ProceedRegister, qid, uid) :
(EvalProceed, 1)

store (uid, upk)

Upon input (Encrypt, qid’, uid, m, pw") ‘ (Decrypt, sid, qid’, uid, c, pw")

p & {0,1}*, com < H(m, p) ‘parse ¢ := (e, com) ‘

(Evallnit, uid, pw’)

(Request, gid’, uid)

EvalComplete, |, Y]
p

(upk’, usk") < SIG.Gen(Y7)

ou < SIG.Sign(usk’, (uid, qid"))

(EvalFollow, com)

FedpOPRF

If EvalProceed was

received from all S;,
compute

Y1 < PRF(k, (pw’, 1, uid))

upk

if upk # upk’ then output (PwdFail, gid’)

ou

EvalComplete, com, Ya
. p

output (Ciphertext, gid’, c)

fedePRF

compute

e < H-PRG(Yz2, |m| + ) & (m, p), ¢ < (e, com)

‘ (m', p") + H-PRG(Yz2, |m| + ) @ e, abort if com # H(m, p) ‘

‘ output (Plaintext, gid’,m’)

(EvallInit, uid)

Abort if no record (uid, upk) exist, else
output (Request, qid’, uid).
Upon input (Proceed, gid’):

(EvalProceed, 1)

if SIG.Verify(upk, (uid, ¢id'),ou) =0
then end with output (PwdFail, gid")
else output (PwdOK, gid’)

(EvalFollow)

Ya < PRF(K, (puw', com, uid)) « (EvalProceed, 2)

Fig. 5. Our protocol Ilppase using a signature scheme SIG, Ilegporrr protocol and hash functions H, H-PRG. Top
box shows registration, bottom box shows encryption and decryption. Gray instructions are only executed in

encryption, ones only in decryption. Each encryption and decryption query has to use a fresh subsession

identifier qid’.




But now, Ilpp,sg crucially relies on the extendability of the PRF to ensure correct and
authenticated encryption of message m under encryption randomness p. Namely, the key
is computed from H(m, p) and wid, pw that successfully verified before. Note that this
requires to evaluate the PRF on three inputs, while the two latter are reused from the
password verification procedure detailed above. The extendability property of Fedporrr
allows this by calling EvalFollow with input H(m, p), still using the identifier gid" of
the ongoing encryption session. The user obtains Y3 <— PRF(k, (pw,H(m, p), uid)) from
F edpOPRF-

To encrypt, Y, is XORed with (m, p) (applying H-PRG first to account for differences
in lengths). The resulting ciphertext is augmented with H(m, p). The reason for appending
this auxiliary information will become apparent below.

Decryption: In order to compute a decryption key, a user first has to successfully pass
password verification. This is done in the exact same way as for an encryption request (in
fact, in our protocol, servers cannot distinguish an encryption request from a decryption
request). Computation of the decryption key is also done the exact same way as in
encryption — now it becomes apparent why com <— H(m, p) is required to be part of the
ciphertext. The user decrypts m, p by XORing the decryption key with the first part of the
ciphertext. Finally, the user verifies correct decryption by recomputing com from m, p.
While Fegporrr already provides correct results, the latter check is still required since
otherwise faulty ciphertexts (where the com contains another message) would decrypt
faithfully and users would recover data that they never encrypted.

4.3 Security of Ilpp,se

For analyzing the security of IIpp,sg we assume that honest users delete all protocol val-
ues such as Y1, Ys, usk after performing an encryption or decryption, i.e., upon closing
a subsession. Further, we assume that within ongoing subsessions (the identifier ¢id in-
dicates one such session) an honest user does not get corrupted. This seems reasonable
given the fact that, in reality, the time between password verification and encryption (or
decryption) will be only very few seconds.

Theorem 2. The protocol Ilppsse given in Figure 5 with H,H-PRG modeled as random
oracles and SIG = (Gen, Sign, Verify) an EUF-CMA-secure signature scheme UC-emulates
Foprase in the Feaporre-hybrid random oracle model w.r.t static malicious user corrup-
tions, semi-honest server corruptions, and assuming server-side authenticated and secure
channels.

Proof (Proof Sketch.). A detailed description of simulated cases can be found in Table 5
in the Appendix, full version.

Simulation of honest servers. Since servers do not obtain any secret input that is
kept from the adversary, simulating honest servers is quite trivial: the simulator S just
follows the server’s protocol.

Simulate honest user without password. First note that the password influences
the outputs of the (deterministic) PRF. To know whether former PRF values have to be
reused as output (i.e., in case of a correct password), it is enough for the simulator to learn



whether password verification was successful. Fortunately, S learns this information from
Forase on time (via (Complete,...) message) before having to commit to any Fedpoprr
output.

Extraction of corrupted user’s secrets. Since any user, even a corrupted one, needs
to use Fegpoprr in order to obtain a key, S can extract a corrupted user’s password and
message or ciphertext from his inputs to Feqpoprr. Another way to see this is that, while
usage of Feqpoprr simplifies our DPaSE simulator’s life in this case, the burden is on the
protocol realizing Feqpopre. This protocol has to ensure that secrets can be extracted
from adversarial messages.

Three different ways to encrypt or decrypt. The simulation is complicated by the
fact that Z can initiate, e.g., an encryption procedure either via an honest user and then
recompute the symmetric decryption key via either a corrupted user or via Z’s adversarial
interface at Feqpoprr. Knowing only the ciphertext so far, S now needs to produce the
symmetric key without knowing the plaintext it should decrypt to. However, all honest
servers need to agree to help Z in computation of the symmetric key. S can use the
server’s agreement to obtain the plaintext message from Fppasg, compute the key linking
this message with the ciphertext and send it to Z (for this, S has to program the random
oracle H-PRG to point to the key).

We obtain the following by combining Theorems 2 and 1.

Corollary 1. Let G = (p, g1, 92, 91, G1, Go, G, €) be a bilinear group and Hy,Hy, Hy H,
H-PRG hash functions as described in Ileqpoprr and Ilppase, modeled as random oracles.
If the Gapom-BDH assumption holds for G, SIG = (Gen, Sign, Verify) is an EUF-CMA-
secure signature scheme and F a (standard) PRF, then Ippase with Feapoprr instantiated
by Heaporrr UC-emulates Fppase in the random oracle model w.r.t static honest-but-
curious server corruption and assuming server-side authenticated and secure channels.

Towards security against malicious servers. In Theorem 2 we restrict to static
server corruptions, which is a limitation inherited from building block Il.4poprr, Which
only features semi-honest security. Our proof however directly carries over to the malicious
setting: any maliciously secure realization of Feqpoprr plugged into Ilpp,sg would yield
a maliciously secure Fppase realization. This is witnessed by our simulation (cf. Table
5 in the Appendix, full version), which considers malicious server behavior ezcept for
instructions handled by Feqpopre. We mention again that considering honest-but-curious
servers already captures the main threat to passwords: an adversary stealing the password
database (or other offline-attackable information).

5 Evaluation & Comparison

In this section, we consider an instantiation of the ITpp,sg protocol (from Section 4.2),
where the functionality Fegpoprr is instantiated with [egpopre (from Section 3.2), and
the signature scheme SIG with ECDSA. We report on the efficiency of our scheme, by
counting the number of exponentiations per group and pairings, being the most expen-
sive operations of such protocols. We compare our Ilpp,sg protocol with what we believe



#(Exponentiations + Pairings) per Encryption
client/rate limiter  |server

PHE [25] 7 exps (in G) 10 exps (in G)
Ippase (Our Work)|10 exps (= 2Gi1 +|4 exps (= 2Gr +
2Go +4Gr + 2Gp,255) 2Gp,256) +2 pairings
Table 2. Comparison of IIpp,se with closest password-based encryption scheme PHE, where the exponentiations
are counted per group G, G1, G2, Gr, the pairing is mapped as G1 x G2: — Gr and Gp 256 represents the prime
group in the ECDSA signature scheme secp256r1.

Scheme

to be the closest related password-based encryption scheme, namely Password Hardened
Encryption (PHE) [25] (see also Table 1 for the overlap of properties of both schemes).
Considering each exchange of messages between the client and servers as one round of
communication, I1pp,sg requires 2 rounds for Account Creation and 3 rounds for Authen-
tication followed by a Encryption (Decryption) request.

No. of | Execution Requests
Protocol . .
Servers|Time (in ms)| per server
user| server |(per second)
2 18 13 76
. 6 19 13 76
Account Creation 3 19 3 5
10 |19 13 76
2 32 27 37
. 6 37 27 37
Authenticate + Encrypt 3 0 57 37
10 | 43 27 37

Table 3. Timing measurements of the protocol IIpp.se run between one user and k = {2,6,8,10} number of
servers.

Benchmarks. We carried out a proof-of-concept implementation [1| of our IIpp,se proto-
col and report preliminary benchmarks on the same. We implement in Java, and use the
MIRACL - AMCL library for the pairing computation and exponentiation operations. We
use the Boneh-Lynn-Shacham pairing with 461 bit curves for the pairing G; X Go — G
in I1egpoprr, ECDSA with sec256r1, SHA-512 as the underlying hash function H, AES-256
to construct the standard PRF function F and H-PRG and the Java’s inbuilt KeyPairGen-
erator class for user key pair generation SIG.Gen. The elements in groups Gy, Gy and G
are implemented using single exponentiation operations with the respective group gen-
erators. The hash functions Hy, Hy and Hy are implemented by first applying SHA-512
followed by an exponentiation in the groups Gi, Gy and Gr respectively.

We measured our implementation on a machine running a Intel Core i7-7500U series
CPU with 4 virtual CPUs, 16 GiB of RAM. We focused on measuring the local com-
putation times both on the client and the server sides, and did not consider delays due
to network latency. The details of our timing measurements corresponding to a IIppasg
protocol run between one user and a number of servers can be found in the Table 3. The
time taken by each server for processing an account creation is 13 milliseconds, while
that required for processing an user authentication followed by an encryption request is
27 milliseconds. Consequently, each server is able to process 76 account creation requests
and 37 encryption requests per second. Since the computation underlying an encryption



or a decryption is almost the same, we have only detailed the encryption timings. We
stress here that the timing benchmarks can be further improved by exploiting the par-
allelizability of the underlying algorithms as well as utilizing the capabilities of multiple
cores of a computer. Since this enhancement was not the focus of our work, in our im-
plementation, we have relied on standard cryptographic libraries as mentioned above,
which create the bottleneck in our timing measures. Close to our work, Pythia achieves a
throughput of 130 requests ps [ECS+15] (also pointed in [LER+18]). In theory, efficiency
of our IIpp,sg protocol is lower-bounded by half the throughput of Pythia, which is 65
enc/dec requests ps. This is because each enc/dec request in IIpp,se requires 2 OPRF
evaluations, and each has the same computational cost as one Pythia evaluation. We note
that password verification and encryption both add only little overhead.

On Scalability. Our Ilpp,sg protocol is highly scalable as can be observed from the
benchmarks in Table 3. The time required by an individual server to process an account
creation request or an encryption (decryption) request is independent of the number of
servers used. While on the other hand, the time taken by the client only slightly increases
with increased number of servers.

Deployment Considerations. Let us now address some of the key points to be con-
sidered when deploying the IIpp,sg protocol in a real-world environment. Availability is
an inherent challenge in any distributed protocol, naturally also in IIpp,sg. If one of the
servers goes offline due to a Denial-of-Service attack or simply because of a network con-
nection problem, then this would lead to an abort in IIpp,sg. This issue can be addressed
by using multiple machines for each server and load balancing between them.

In a real-world deployment, servers would ideally be run by different organisations on
different physical machines/locations. But IIpp,sg could also be used by a single organi-
zation providing all servers, which uses the protocol to "internally" distribute the secret
key and thereby minimize the risk of a detrimental server breach.

From the usability perspective, if end-users wish to change their passwords at a later
point of time, that is possible and will require decrypting the files under the old password
first, and re-encrypt them under the new password. This seems (somewhat) inherent in
any scheme where ciphertexts truly depend on passwords, which is needed to protect
against a full set of corrupt servers.

6 Conclusion and Open Questions

In this paper, we attempted to answer the following question: Can we design a device-
independent cryptographic protocol for password-based encryption with very strong secu-
rity and privacy? We formalize our interpretation of strong security and privacy by intro-
ducing the notion of Distributed Password-Authenticated Symmetric Encryption (DPaSE).
DPaSE uses ciphertext-specific encryption keys, prevents encryption under mistyped pass-
words, hides users’ access pattern, protects against on- and offline attacks on the user
password, and maintains all these guarantees even in a concurrent setting with arbitrary
other protocols.

We answer the question above in the affirmative, by providing a DPaSE protocol based
on a new type of oblivious pseudo-random functions (OPRF). The OPRF is evaluated



twice: first, to let the user turn her password into high-entropy authentication data, and
second, to let the user compute a password- and ciphertext-dependent symmetric key.
We give a construction for such an OPRF, which we believe is of independent interest as
a new building block for password-based cryptographic protocols. We provide proof-of-
concept implementations for our DPaSE construction (including our OPRF construction)
and compare efficiency to related protocols in the literature. Our protocol provides only
little overhead over existing solutions for password-based key retrieval /encryption, scales
well in the number of users and servers, and features provable security under standard
bilinear discrete-log based assumptions in the random oracle model.

An interesting future direction is the construction of a threshold version of DPaSE,
where only an arbitrary subset of all servers is required to participate in each user request.
This would improve usability of the protocol, since users would not have to wait for
answers of busy servers. Our user-specific OPRF keys (osk; = F(k, uid)) hinders us to
choose osk; as shares of standard threshold scheme. However constructing F as threshold
PRF might give an interesting solution towards thresholdization.

Finally, security in the presence of malicious servers would be enabled by constructing
a maliciously secure extendable distributed partially-oblivious PRF. Alternatively, for
ensuring correct encryption it seems to be sufficient to have servers use the same keys in
both OPREF evaluations. This flavor of verifiability in our OPRF seems to be achievable
with standard techniques. Although key switching between different requests of a specific
user would not significantly weaken but clutter the description of Fppasg, we decide
to present the more secure and cleaner version here, and leave the slightly weaker but
maliciously secure version as future work.
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