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F O R E W O R D

For many years, it was assumed that the world market, along with globalization,
would enable society to buy and received all kinds of products, such as food,
at any time. The crises of recent years, such as COVID-19 with shortages of
hygiene products or certain foods, e.g., rice, or Russia’s war against Ukraine
with shortages of food, grain, and energy supply, show that the general supply
of food to the world’s population is by no means guaranteed in the long term
and that societies need to become resilient. The failure of digital infrastructures
can also have an enormous impact on digitalized agriculture.

This dissertation by Franz Kuntke addresses the tension between digitalization
and resilience from the perspective of business continuity in the agricultural
domain. In this context, agriculture is regarded as an essential infrastructure
for food security, which means that this sector is attributed a high criticality
for society. As current research on the intersection of resilience and agriculture
focuses mainly on the topics of climate change and social changes, the topic of
resilient digitalization has received less attention.

The dissertation uses qualitative and quantitative methods to understand the
extent to which the technologies currently used by farmers are at risk of failure.
Furthermore, new software is designed and implemented that increases the
resilience of these technologies due to a failed internet connections. Overall,
the dissertation fulfills my expectations. This thesis looks at a highly relevant
topic. It is characterized in particular by the innovative combination of human-
computer interaction, distributed systems and resilience in the context of digital
agriculture with empirical findings, as well as conceptual and technical ap-
proaches. As such, this dissertation is pioneering work in this field.

The studies included in this PhD thesis have been published as seven peer-
reviewed papers. In addition to working on his dissertation and his 22 scientific
publications, Franz was involved in project management of various projects of
agricultural IT (e.g., AgriRegio or GeoBox), research-oriented teaching in our
program-ming courses and our lecture series Secure Critical Infrastructures as
well as in the management of our internal IT infrastructure, thus contributing to
the future development of PEASEC.
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Franz Kuntke has proven that he is capable of independent scientific work.
Thus, in December 2023, his dissertation was accepted by the Department of
Computer Science at the Technical University of Darmstadt for the degree of
Dr.-Ing. — as the fifth PhD thesis in our research group PEASEC. I would like
to see a further focus on topics of such high importance. Franz, thank you for
your contribution and for allowing me to ac-company you on your way to your
PhD. I wish you all the best and every success for the future.

Prof. Dr. Dr. Christian Reuter

Professor for Science and Technology for Peace and Security (PEASEC)
and Dean of the Department of Computer Science at Technical University of

Darmstadt
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A B S T R A C T

Like many sectors, agriculture is experiencing a continuous digitalization, i.e.
an increase in data-driven technologies used. In contrast to companies of other
critical infrastructures — e.g. energy or telecommunication — a typical farm is
comparatively small and often run as a family business. Accordingly, the de-
mands on farming technology, its implementation, and regulations are different
in many terms. Furthermore, the circumstances that influence crisis risks and
crisis management are different in agriculture — and as digitalization intro-
duces new potential risks, this process should be reviewed critically. Currently,
the most advanced approaches for agriculture are typically referred to as smart
farming and agriculture 4.0, which incorporate more precise cultivation with
less manual effort. But such new agriculture technology developments usually
lack an assessment about its impact on the sector’s resilience and dependen-
cies on other infrastructures. The research domains of crisis informatics and
information technology security (IT security) mostly focuses on other topics,
apart from agriculture. The resilience research in agriculture itself is currently
intensifying, however, this line of research focuses more on problems resulting
from the climate crisis and social change. For these reasons it remains unclear,
how digitalization impacts the resilience of food production and food safety.
Therefore, it is not well researched which technological developments may lead
to undesired effects in the future. How modern systems should be designed to
allow for both, positive impacts on efficiency, and prevention of negative effects
in terms of reduced resilience capacities, is also not answered by current litera-
ture. The aim of the present work is to close this research gap at the intersection
of agriculture, digitalization, and resilience.

To answer the question to what extent current technologies used by farmers
are at risk of failure, the dissertation first presents a snapshot of the resilience
state of agricultural companies and the technologies used. This involves inter-
views with stakeholders, mainly farmers, as well as surveying security issues
of the Long Range Wide Area Network (LoRaWAN) protocol, a transmission
technology especially useful for agricultural Internet of Things. Which desires
of farmers exist regarding software focusing on aspects of business continuity
and secured operations, is another open question. This dissertation aims to
also answer this question with empirical methods, mainly focus groups and
usability tests. Then the rise of Internet of Things in agriculture raises another
question, whether such technologies acquired for smart farming could also have
benefits for resilience against internet-connection-lost situations. This question
is answered by empirical evaluation of LoRaWAN range characteristics in agri-
cultural landscapes, as well as artifact generation for resilient communication
channels on top of LoRaWAN transmission devices.
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Several findings are derived from the conducted research: There is a lack of
understanding of how strong the used tools in agriculture depend on Infor-
mation and Communications Technology, and many tools require a working
internet connection. Moreover, information technology employed by agricul-
tural enterprises presents security concerns similar to those encountered in
other domains. Based on these findings, developments, and evaluations of new
software approaches are presented: Derived design criteria and own system de-
signs that allow for modern data-driven business operations, including Internet
of Things integration based on LoRaWAN. The developed solutions show an
increase in resilience capacities by enhancing the communication possibilities in
crisis situations. The detected low absorption capacities against communication
infrastructure outages shows room for improvement. To improve agricultural
information technologies’ resilience, software engineers could use the concepts
and designs of this dissertation for their product development, like a modular
offline-capable farm management storage that allows an exchange of small data
in an autarkic manner via commodity LoRaWAN hardware. But also technology
advisors and farmers benefit from the technological analyses and suggestions
embedded in this work, like using multiple LoRaWAN gateways with an over-
lapping coverage to mitigate security vulnerabilities.
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I N T R O D U C T I O N

“There are two types of PA [Precision Agriculture] systems: those that have been hacked
and those that will be.”

(West, 2018)

1.1 M O T I VAT I O N A N D P R O B L E M S TAT E M E N T

Digitalization is a major issue in the agricultural sector. The desired positive
aspects are an increase in efficiency and effectiveness and also a more resource-
friendly production of food. The terms agriculture 4.0 and smart farming are
currently used to summarize the technological trends of knowledge manage-
ment and intelligent, networked systems for agricultural production (Gandorfer
et al., 2017; Weltzien, 2016). According to Weltzien (2016), the digitalization
could open up new paths to a profitable agriculture accepted by society ac-
cepted, from which the environment, biodiversity and farmers would benefit.
At the same time, it is important to bear in mind that the right to food is a human
right recognized by the Universal Declaration of Human Rights: “Everyone
has the right to a standard of living adequate for the health and well-being
of himself and of his family, including food, ...” (UN General Assembly, 1948,
Art. 25). Accordingly, the food sector is a critical infrastructure, i.e. of major im-
portance to society’s well-functioning. Depending on the administration, some
countries officially include (large) farming businesses into security and safety
regulations of critical infrastructures. For example in Germany, according to
the German Federal Ministry of the Interior (Bundesministerium des Inneren),
a farmer is considered be operating a critical infrastructure as soon as they
have an annual production of 434,000 tonnes of food or 350 million liters of
beverages (Bundesministerium des Inneren, 2016). Regardless of whether these
limits seem appropriate, this shows that even purely agricultural businesses in
private hands can in principle be perceived as critical infrastructure.

In the ongoing fourth agricultural revolution (agriculture 4.0) – also referred to as
smart farming – technologies of the category Internet of Things (IoT) play a partic-
ularly big role (Liu et al., 2021). The main point of IoT is to make environmental
parameters accessible from computer networks. The gathered data allows for
monitoring and automation of many aspects in farms. Among the most common
use cases of IoT based smart farming solutions are crop monitoring and irriga-
tion control (Navarro et al., 2020). Sensors record environmental parameters,
such as humidity or temperature and feed this data into computer networks
for further processing. Evaluating the data allows for data-driven decisions,
e.g., controlling the indoor temperature of a greenhouse. Although large-scale
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effects on an economic and ecological level are not well evidenced, expectations
of IoT applications are high. However, questions arise when thinking about the
increasing dependencies to the technologies and their operational stability. A
problematic scenario that could be drawn is the potential high dependency on
smart farming technologies for future agricultural practice, in combination with
the vulnerability of non-resilient designed technical systems. Yet, as expecta-
tions are high, smart farming technologies should not be avoided. Therefore,
such systems must be designed with high demands on resilience.

Looking at the connectivity of IoT devices for large-scale agriculture, modern far-
reaching network technologies such as LoRaWAN are able to connect sensors
within the agricultural areas even over long distances with little technical effort
(Chen et al., 2016; Davcev et al., 2018; Ojha et al., 2015). The analysis of Wireless
Sensor Networks (WSNs) for precision agriculture by Jawad et al. (2017) shows
that current approaches typically require an internet connection to cloud services
to analyze the sensor data, on the one hand, and enable later access via other
conventional computer technology, such as tablets, on the other hand.

Cloud solutions are currently also a trend when it comes to the data management
required by smart farming, at least for software dedicated to the agricultural sec-
tor with applications such as 365FarmNet, Trimble Farmer Core, Top Farm, etc.
Advertised benefits of cloud software are often usability aspects, for example
easy-to-use interfaces or synchronization between multiple devices. However,
some of the aspects mentioned together with cloud software — such as modern
User Interfaces (UIs) — do not depend on an underlying cloud architecture.
Furthermore, the paradigm of outsourcing data and software to third parties
(cloud service providers) itself raises questions about data protection and the
vendor lock-in effect. But cloud solutions require a working connection to the
internet, which is an additional dependency when comparing cloud software
with classical on-premise software. This leads to the preliminary conclusion
that modern IT products in the agricultural sector are currently subject to a
decreasing resilience trend by introducing an additional dependency in terms
of a working internet connection. It is unclear whether new types of software
actually need this dependency, or whether the data management requirements
for smart farming can also be met with other principles. To meet social responsi-
bility, new technologies for farmers should be as focused on safe, decentralized,
and resilient smart farming as possible, which, in line with Reuter et al. (2019)
is necessary to be best prepared for possible disasters.

When thinking about disaster scenarios, communication in rural areas during
telecommunication network outages has not been well researched. A study by
Hobe et al. (2019), conducted in 2017, investigates how farmers in Germany
tend to communicate under normal circumstances and which developments
are expected in the following five years. Even today, farmers seem to prefer
a direct and personal conversation, but a significant increase in the usage of
digital communication systems like messengers and cloud services, as well as
e-mail, is expected. In cases where farmers cannot communicate their needs and
working routines at all, some farms are not able to operate, e.g., their harvest
at home, as many tasks require multiple stakeholders or businesses to work
together and coordinate their schedules (Lucas et al., 2019). For this reason,
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Figure 1.1: This work’s theme is the intersection of agriculture, digitalization
and resilience.

communication systems should be as reliable as possible to help users maintain
as many of their routines as possible, even during a crisis. This means that a
resilient form of digital communication is required, firstly for direct exchanges
between actors in the agricultural sector and, secondly, with distributors or
directly with customers.

In summary, computer science has so far paid little attention to the question of
how to deal with possible crisis scenarios in agriculture. An example of such a
scenario is a medium- to large-scale communications infrastructure failure that
could be triggered by a natural disaster such as the European floods of 2021.
One major aspect of possible solutions has to be the reliable communication
between several farms, as collaboration between individual companies is typical
for agricultural tasks (Gardner & Lerman, 2006), e.g., when harvesting before
imminent weather changes is demanded or is coordinated as a joint task. The
reduction of dependencies from the agricultural sector to Information and
Communications Technology (ICT) should be of particular interest for future
developments. A holistic approach, which allows using available tools, like
LoRaWAN based devices with high range transmission capabilities, has also not
been analyzed so far. The questions that arise within the thesis are formulated
within the following definitions of aim and research question (RQ):

1.2 A I M A N D R E S E A R C H Q U E S T I O N

Today, many software architectures do not seem to be resistant to unexpected
events. This also applies to the agricultural sector, which is undergoing an
ongoing digital transformation. The overarching goal of this dissertation is
therefore to examine the agricultural sector in terms of the threats and problems
associated with advancing digitalization in order to design more resilient ap-
proaches. Hence, the focus of this thesis is on the interplay between agriculture,
digitalization and resilience (see Figure 1.1).
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The main RQ of this work is the following:
“How should ICT for agriculture be designed to enhance the technological
resilience of agriculture?”

The thesis answers this main RQ by elaborating three sub-fields:

First, the thesis researches typical resilience capacities and vulnerabilities
of farming businesses. It involves analyzing dependencies between farm
companies and other infrastructures, mainly energy and communication.
The state of security of the technologies in use is also of interest. This leads
to the first sub-question:

RQ1: To what extent are the technologies used by farmers at risk of failure?

Second, based on the results of working on RQ1, the food sector should
be supported by developing and evaluating new concepts and software
artifacts, that enhance resilience regarding natural disasters and attacks of
cyber criminals. This leads to the second sub-question:

RQ2: How to support information technology (IT) resilience for farm man-
agement?

Third, based on an increasing usage of IoT in agriculture, the question
arises if available sensors communication technologies could be used as
arbitrary data channels, e.g., for crisis communication. This leads to the
third sub-question:

RQ3: How could IoT technology be used to enhance farmers’ resilience?

1.3 C O N T E N T A N D S T R U C T U R E O F T H E T H E S I S

This dissertation consists of two parts: a synopsis (I) and publications (II).

Part I: Synopsis

The first part presents the conceptual foundations.

Chapter 1 (Introduction) introduces to the topic of digitalization in agriculture
and the need for Resilient Smart Farming in combination with a crisis-
capable ICT. This chapter contains the motivation, aims, objectives and
the structure of the work.

Chapter 2 (Background) gives an overview of the state of agriculture, defines
relevant terms and presents recent research in the areas: smart farming,
farm management information systems (FMIS), sensors and wireless sen-
sors networks, and resilient networking approaches.
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Chapter 3 (Research Design) outlines the research approach, setting and meth-
ods used in this work: design case studies based on empirical study,
conception of ICT artifacts and evaluation.

Chapter 4 (Findings) presents the main results of the conducted research and
its implications for agricultural ICT in three parts: (1) Farms’ Digital
Dependencies and Vulnerabilities, (2) Towards a Resilient Software Archi-
tecture for Farm Management and (3) LoRaWAN-based IoT Developments
Towards Resilient Communications.

Chapter 5 (Discussion) summarizes the requirements, concepts and implemen-
tations of ICT to pave the way for resilient smart farming, as well as the
theoretical and practical implications.

Chapter 6 (Conclusion) emphasizes the contribution on resilience-enhancing
ICT for farmers, states the overall conclusion and presents perspectives
for future work in the area of crisis-capable agricultural IT.

Part II: Publications

The second part presents partial results for the questions presented above. The
chapters in this part consist of previously published and similar papers (journal
articles, and conference papers), with minor changes. Chapter 7 to Chapter 9 are
empirical studies and analyses of current technologies or processes. Chapter 10
to Chapter 13 contain concepts, implementations of ICT artifacts and practical
evaluations. For most (6 of 7) of the papers that are part of this dissertation, I
was the first and corresponding author, but the contributions of the co-authors,
which were gratefully provided, are also very important, as I will describe in
the following. The purpose of this section is to list the independent scientific
contributions that have been approved by all authors. Additional, Table 1.1
gives an overview of all included papers of Part II: Publications.
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Table 1.1: Overview of the publications that are part of this dissertation.

Title Authors Published in

Resilience in Agriculture:
Communication and En-
ergy Infrastructure Depen-
dencies of German Farm-
ers

Franz Kuntke, Sebas-
tian Linsner, Enno
Steinbrink, Jonas
Franken, and Christian
Reuter

International Journal
of Disaster Risk Sci-
ence (IJDRS, IF 4.0)

The Role of Privacy in
Digitalization – Analyzing
Perspectives of German
Farmers

Sebastian Linsner,
Franz Kuntke, Enno
Steinbrink, Jonas
Franken, and Christian
Reuter

Proceedings on Pri-
vacy Enhancing Tech-
nologies Symposium
(PETS, Core-A)

LoRaWAN Security Issues
and Mitigation Options by
the Example of Agricul-
tural IoT Scenarios

Franz Kuntke,
Vladimir Romanenko,
Sebastian Linsner,
Enno Steinbrink, and
Christian Reuter

Transactions on
Emerging Telecom-
munications Tech-
nologies (ETT, IF 3.6)

GeoBox: Design and Eval-
uation of a Tool for Re-
silient and Decentralized
Data Management in Agri-
culture

Franz Kuntke, Marc-
André Kaufhold, Se-
bastian Linsner, and
Christian Reuter

Behaviour & Informa-
tion Technology (BIT,
IF 3.3)

How Would Emergency
Communication Based on
LoRaWAN Perform? Em-
pirical Findings of Signal
Propagation in Rural Ar-
eas

Franz Kuntke, Merve
Bektas, Laura Buhleier,
Ella Pohl, Rebekka
Schiller, and Christian
Reuter

Proceedings of the
20th Annual Global
Conference on In-
formation Systems
for Crisis Response
and Management
(ISCRAM 2023)

Reliable Data Transmis-
sion using Low Power
Wide Area Networks (LP-
WAN) for Agricultural
Applications

Franz Kuntke, Marcel
Sinn, Sebastian Lin-
sner, and Christian
Reuter

Proceedings of the
16th International
Conference on Avail-
ability, Reliability and
Security (ARES 2021)

Rural Communication
in Outage Scenarios:
Disruption-Tolerant Net-
working via LoRaWAN
Setups

Franz Kuntke, Lars
Baumgärtner, and
Christian Reuter

Proceedings of the
20th Annual Global
Conference on In-
formation Systems
for Crisis Response
and Management
(ISCRAM 2023)
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Chapter 7 (Resilience in Agriculture: Communication and Energy Infrastruc-
ture Dependencies of German Farmers) presents the results of interviews
and questionnaires with farmers, to answer: How dependent are farmers
on communication and energy infrastructures? To what extent do farmers take
precautions for risk minimization? This leads to new knowledge of current
and actual measures for recovering in disaster scenarios of agricultural
companies. This chapter has been published in the International Journal of
Disaster Risk Reduction (Kuntke, Linsner, et al., 2022) (Paper A).

A U T H O R S TAT E M E N T As corresponding and leading author, Franz led
the overall research design, management and writing process of the paper.
The literature was collected by all authors. The research design and choice
of the study design for the pre-study were done by Franz and Sebastian
together. Franz and Sebastian planned and conducted the interviews as
well as the clustering of results. The survey was designed and conducted
by Franz. Enno contributed to the evaluation of the quantitative data from
the questionnaires. The results and discussion were written by all authors,
with Enno focusing on the statistical analysis of the questionnaires. The
central implications of this work were mainly derived by Franz. Christian
was a general advisor for this work and contributed with continuous
feedback during all phases of the paper writing process.

Chapter 8 (The Role of Privacy in Digitalization – Analyzing Perspectives
of German Farmers) discusses how technological progress is disrupting
various domains, including agriculture. The chapter presents a qualitative
study involving 52 German farmers to investigate the impact of ongoing
digitalization in agriculture and its implications for privacy. It highlights
emerging challenges for farmers regarding privacy and how privacy issues
also impact the adoption of digital tools. This chapter has been published
in Proceedings on Privacy Enhancing Technologies Symposium (Linsner et al.,
2021) (Paper B).

A U T H O R S TAT E M E N T As corresponding and leading author, Sebastian
led the overall research design, management and writing process of the
paper. The literature was collected by all authors, where Jonas contributed
a major part. The research design and choice of the study design were
done by Sebastian and Franz together. Sebastian and Franz planned and
conducted the interviews and the clustering of results. The results and
discussion were written by Sebastian and Enno, where Sebastian focused
on the agricultural part and the findings regarding privacy, and Enno
on the implications for research. Franz contributed thoughts and ideas
especially to the discussion. The central implications of this work were
mainly derived by Sebastian. Christian was a general advisor of this work
and contributed with continuous feedback during all phases of the paper
writing process.

Chapter 9 (LoRaWAN Security Issues and Mitigation Options by the Example
of Agricultural IoT Scenarios) provides an overview of current IoT (spe-
cific LoRaWAN) developments and use cases for agriculture. The main
part of this chapter evaluates security vulnerabilities from existing litera-
ture, and investigates the possible impacts for agricultural applications,



1 0 I N T R O D U C T I O N

and also takes the newest LoRaWAN standard (to date) into considera-
tion. Additionally, mitigation options are described, to allow users and
developers to choose a secure way for specific IoT setups. This chapter has
been published in Transactions on Emerging Telecommunications (Kuntke,
Romanenko, et al., 2022) (Paper C).
A U T H O R S TAT E M E N T As corresponding and leading author, Franz had
the idea, led the overall research design, management and writing process
of the paper. Vladimir developed the foundations within his bachelor
thesis in 2019, supervised by Franz and Christian. Based on this, Franz
drafted the whole paper. The conducted literature research of Vladimir
was used and updated in 2020 and 2021 by Franz in particular, but also by
all other authors. The domain specifics of agricultural Internet-of-Things
were elaborated by Sebastian and Franz. Enno contributed to the introduc-
tion, as well as with editorial improvements and feedback. Christian was
a general advisor for this work and contributed with continuous feedback
during all phases of the paper writing process.

Chapter 10 (GeoBox: Design and Evaluation of a Tool for Resilient and De-
centralized Data Management in Agriculture) provides the concept, im-
plementation and evaluation of a decentralized software solution for the
agricultural sector. It integrates the recommendation for a resilient com-
munication technology for agriculture from the previous chapters. An
evaluation of the UI with domain experts also gives further details on
what to consider when developing farm management systems for agri-
culture. This chapter has been published in the Behaviour & Information
Technology (Kuntke, Kaufhold, et al., 2023) (Paper D).
A U T H O R S TAT E M E N T As corresponding and lead author, Franz di-
rected the overall research design, management, and writing process of
the paper. Literature was collected by all authors. Christian and Marc
selected the study design and planned and conducted the first round
of the preliminary empirical study (interface requirements). Franz and
Sebastian planned and conducted the second round of the preliminary
empirical study (architecture requirements). Clustering of the results of
the preliminary study was done by Marc and Franz. The design and im-
plementation of the user evaluation was done by Franz. The results and
discussion were written by all authors. The key implications of this work
were mainly derived by Marc and Franz. Christian was a general advisor
to this work and contributed with continuous feedback at all stages of the
writing process.

Chapter 11 (How Would Emergency Communication Based on LoRaWAN Per-
form? Empirical Findings of Signal Propagation in Rural Areas) presents
results from empirical LoRaWAN signal coverage tests in rural regions,
which is especially useful for smart farming applications. With two differ-
ent hardware setups, multiple regions were experimentally evaluated, to
allow for better coverage estimations in different circumstances. Tested
objects were forests in different conditions, as well as classic fields without
large obstacles. This chapter will be published in the Proceedings of the
20th Annual Global Conference on Information Systems for Crisis Response and
Management (Kuntke, Bektas, et al., 2023) (Paper E).
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A U T H O R S TAT E M E N T As corresponding and lead author, Franz di-
rected the overall research design, and writing process of the paper. Litera-
ture was collected by all authors. Merve, Laura, Ella and Rebekka selected
the study design and planned the empirical evaluation in consultation
with Franz. Franz, Merve, Laura, Ella, and Rebekka conducted the empiri-
cal tests. The results and discussion were written by all authors. Christian
was a general advisor for this work and contributed with continuous
feedback at all stages of the writing process.

Chapter 12 (Reliable Data Transmission using Low Power Wide Area Networks
(LPWAN) for Agricultural Applications) works out a concept for building
up TCP/IP based data communication via LoRa. This could be used as a
redundant data channel or to let legacy hardware communicate via the
far-reaching wireless coverage of the LoRa technology. An implementation
and evaluation of a test setup gives an indication in which circumstances
(distance, bandwidth) the concept could be used. This chapter has been
published as a Workshop Paper of the International Workshop on Frontiers
in Availability, Reliability and Security (FARES) in the Proceedings of the 16th

International Conference on Availability, Reliability and Security (Kuntke, Sinn,
& Reuter, 2021) (Paper F).

A U T H O R S TAT E M E N T As corresponding and leading author, Franz
had the idea, led the overall research design, management and writing
process of the paper. Marcel developed the foundations within his master
thesis in 2020, supervised by Franz and Christian. Based on this Franz
drafted the whole paper. Christian was a general advisor for this work
and contributed with continuous feedback during all phases of the paper
writing process.

Chapter 13 (Rural Communication in Outage Scenarios: Disruption-Toler-
ant Networking via LoRaWAN Setups) examines an idea of exploiting
commodity IoT hardware for building up a resilient communication net-
work within farm neighborhood communities. The main parts of this
chapter are an analysis of farm distribution in Germany to determine
network requirements, and a simulation of two disruption-tolerant net-
working (DTN) routing approaches on farm neighborhood positions, re-
trieved by OpenStreetMap. The resulting concept and implementation is
a resilience-enhancing technology, which might also be useful for other
domains, with a high demand for local communication even in disas-
ter situations. This chapter has been published in the Proceedings of the
20th Annual Global Conference on Information Systems for Crisis Response and
Management (Kuntke, Baumgärtner, & Reuter, 2023) (Paper G).

A U T H O R S TAT E M E N T As corresponding and lead author, Franz di-
rected the overall research design, management, and writing process of
the paper. Literature was collected by all authors. Franz and Lars selected
the study design and planned the distance evaluation and simulation.
The concept and implementation were written by Franz. The results and
discussion were written by all authors. Christian was a general advisor
for this work and contributed with continuous feedback at all stages of
the writing process.



1 2 I N T R O D U C T I O N

Summary – Introduction

• Agriculture is important, being an essential part of the critical sector
food.

• There is a lack of research on how dependent agriculture is on ICT.

• The following chapters address this gap with both empirical studies
and artifact generation:

– Analyses of the current situation can be used by politics to make
well informed decisions for enhancing food security

– Evaluations of existing solutions help farmers to improve their
own business security and resilience

– Implementations and concepts could be used by software com-
panies for a new generation of farm-management-systems, re-
specting security and privacy, and providing resilience-enhancing
capabilities
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B A C K G R O U N D

This dissertation is about the infrastructural resilience of data-driven agricul-
ture and requires a basic understanding of both the application scenario of
agricultural practice and digital resilience as it is used in this work. Therefore,
this chapter first provides a brief introduction to agriculture in Germany by
referring to recent statistical investigations. Afterward, this chapter introduces
terms, such as smart farming, precision farming, and farm management information
systems (FMIS) and characterizes digital technologies in the field of resilient
network approaches.

2.1 C H A R A C T E R I S T I C S O F A G R I C U LT U R E I N G E R M A N Y

Agriculture differs in many ways around the world because of different climatic,
political, and social conditions. Similarly, the definition of agriculture in terms
of specific areas of activity slightly differs from region to region. This work
focuses mainly on agriculture in Germany, as much of this work took place
in the context of German projects. According to the Bundesministerium für
Ernährung und Landwirtschaft, agriculture in Germany can be divided into
the following economic sectors (sorted by monetary value of gross agricultural
output, starting with the highest) : forage production, arable farming, animal
production, horticulture, and permanent crops. Therefore, the most important
economic areas correspond to a common understanding of agriculture: culti-
vated fields that produce grain, for example, and livestock for animal products
such as milk and meat.

A look at official government statistics (Bundesanstalt für Landwirtschaft und
Ernährung, 2023) allows for an overview of current practice and the derivation
of trends. About 86.9 % of German farms in 2020 were mostly family-driven sole
proprietorships, with an increased average of 1.5 full-time workers per business
(+ 36.4 %) compared to 1999, where the average sole proprietorship was 1.1
full-time workers. The general trend is that the sector consists of fewer farms,
thus each farm has to work more land (see Figure 2.1). This has been made
feasible by implementing more effective procedures and by utilizing technical
aids more frequently. Consequently, a lower number of individuals is required
to cultivate the same amount of land. The number of people working in the
agricultural sector in Germany has decreased by about 33.5 % in 25 years from
1,409,800 people (in 1995) to 937,900 people (in 2020), according to statistics. As
not all workers are employed full-time on a farm, the labor output is recorded
in addition to the number of individuals. Part-time employment is converted to
full-time equivalents called labor units. For the year 1995, the labor output was
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Figure 2.1: Development of the farm structure of agricultural holdings with
5 hectares or more of land in Germany; data from: Bundesanstalt für Land-
wirtschaft und Ernährung (2023, p. 24-25).

698,400 labor units and in 2020 it was 484,800 labor units, i.e., a decrease of about
30.5 % (Bundesanstalt für Landwirtschaft und Ernährung, 2023, p. 42). Those
numbers represent work that takes place on the farm and in the stable, including
administrative duties and other business functions, such as direct marketing,
forest management, and extra-farm activities. It is difficult to determine how
the lower quantity of workers and labor units affected yields qualitatively due
to the different conditions per year. However, given a roughly similar size of
agricultural land (a decrease of 4 % between 1995 and 2020) (Bundesanstalt für
Landwirtschaft und Ernährung, 2023, p. 63), it can be assumed that, accordingly,
agricultural processes have become more efficient in terms of labor input. An
important role, especially in southwestern Germany with many smaller farms
in comparison, is the coordination between actors in agriculture. Many activities
require or benefit from more personnel and machinery than a single farm has
on its own. Thus, the coordination of resources is an essential part of modern
agriculture. Communication still tends to take place in person (Hobe et al., 2019),
but rapid communication, such as harvesting a field before an imminent change
in weather conditions, requires immediate communication, which then takes
place by telephone or messenger. Apart from the increasing cooperation and
coordination between companies, technology has also changed. Among other
things, digitalization has led to an increase in the efficiency of existing machine
classes and has also led to the use of new technologies.
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2.2 D I G I TA L I Z AT I O N I N A G R I C U LT U R E A N D R E C E N T F I N D I N G S O F
R E S I L I E N T T E C H N O L O G I E S

There are some exciting areas in the research landscape that have already af-
fected digitalization in agriculture and others that may benefit future digitized
agriculture. The following subsections provide an overview of the information
technology currently in use as well as an insight into recent findings from the
scientific community. These include work that addresses key aspects of software
for farmers, but also aspects of resilient communication infrastructures. The
latter means that more and more digital tools and ways of working rely on
functioning communication over long distances, and researchers investigate
how to make this communication as robust as possible.

2.2.1 Smart Farming

Liu et al. (2021) recap the history of the agricultural revolutions up to the cur-
rent trend of agriculture 4.0 (see also Figure 2.2): Agriculture 1.0 is described as
manual work from ancient times up to the end of the 19th century. The usage of
agricultural machinery for mechanized agriculture between 1784 and 1870 leads
to higher food production and less manual labors and is referred to as Agricul-
ture 2.0. Starting with the third agricultural revolution, IT systems entered the
food-production processes. In light of the current fourth agricultural revolu-
tion, data processing is even more crucial to allow for more precise processes
all around the agricultural production and food supply chain management.
Smart farming technologies in particular are gaining increasing attention, i.e.,
networked and semi-autonomously interacting devices that can perceive and
communicate their individual status as well as their environmental context in
real-time thanks to sensors (Fleisch & Thiesse, 2007; Porter & Heppelmann,
2014).

The opportunity of smart farming is to make the agricultural process more
efficient and sustainable, while also increasing yields and reducing the envi-
ronmental impact of farming. As the world’s population continues to grow,
the demand for food increases, which results in the need for more efficient
food production. Smart farming can help farmers to produce more food with
fewer resources and at a lower cost, making it an important tool in meeting
the global food security challenge. As the survey of Schukat and Heise (2021b)
states, 65.8 % of the participating German farmers (n = 523) reported using
smart products in 2020.

Overall, smart farming is a key aspect of the agricultural sector, as it can help
farmers to produce more food with fewer resources, reduce the environmental
impact and increase the resilience to climate change. Nevertheless, several
challenges and problems with the adoption of smart farming technologies are
highlighted in the scientific literature:
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Figure 2.2: Timeline of agricultural revolutions aligned with industrial revolu-
tions; source: Liu et al. (2021).

• High cost: Smart farming technologies can be expensive to implement, es-
pecially for small-scale farmers who may not have the financial resources
to invest in them. (Balafoutis et al., 2020)

• Lack of standardization: There is currently a lack of standardization in
smart farming technologies, which can make it difficult for farmers to
choose the right equipment and software for their needs. (Bacco et al.,
2018)

• Data privacy and security: Collecting and storing large amounts of data
from smart farming technologies can raise concerns about data privacy
and security, especially if the data is sensitive or personal in nature. (Gupta
et al., 2020a; Hoeren and Kolany-Raiser, 2018, p. 115)

• Lack of technical knowledge: Some farmers may not have the technical
knowledge or skills required to effectively use and maintain smart farming
technologies, which can limit their effectiveness. (Jerhamre et al., 2022)

• Dependence on technology: Using smart farming technologies introduces
a dependency on this technology. If there is an outage or malfunction, it
can have a significant impact on the farming operations. (Demestichas
et al., 2020)

2.2.2 Farm Management Information Systems

One essential part of a modern and technology driven farming business is the
management of all relevant data. Data allows for monitoring processes and
making reasonable decisions. Some modern farm equipment already depends
on — or at least strongly benefits — from digital data, e.g., a field sprayer that
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allows for area-specific fertilizer application. Software that is dedicated to data
management is so called FMIS.

Fountas et al. (2015) systematically analyzed 141 commercial FMIS focused on
crop-production (arable farming). The authors state that the software products
studied “tend to focus on solving daily farm tasks and aim to generate in-
come for the farmers through better resource management and field operations
planning” (Fountas et al., 2015, p. 48). The most common functions are field op-
eration management (89 %), reporting (81 %), and finance (64 %), and most FMIS
in their pre-2015 analysis were PC-based solutions (75 %); only some supported
mobile (16 %) or web-based (15 %) applications. Among the ascribed benefits
of using FMIS are less manual work on office tasks, like financial management
and reporting, and the required data management for precision agriculture
application, like partial area specific fertilization.

But there are also some challenges and problems associated with digitalization
in agriculture, including FMIS. The most prominent challenge is increasing the
low adoption rate of digital tools (Schwering & Lemken, 2020). The reasons for
non-usage of FMIS are manifold and could range from a lack of knowledge,
such as a low affinity for computer-based systems, to technical problems with
the software itself, such as incompatible file formats or poor usability.

2.2.3 Sensors and Wireless Sensor Networks

To fill modern FMIS with data, sensors are a reasonable way to accomplish
this. Sensor applications are manifold, for example sensors can be used to
detect highly precise weather information for the given location, detect the
soil moisture level or track animal health parameters. Besides the required
physical sensing hardware itself, there must be a mechanism that forwards
the gathered data. For sensors that are equipped on machinery, the sensor
data is typically logged in the terminal unit. This allows to export data via a
cellular connection (LTE, 5G) or manual transportation via a USB flash drive.
But for the mass deployment of sensors in the field or on animals, there are
special wireless transmission technologies of the category Low Power Wide Area
Network (LPWAN). In contrast to classic wireless transmission standards like
Wi-Fi or Bluetooth, LPWAN technologies allow for long range communication,
up to several kilometers, as well as low battery consumption. A major drawback
of LPWAN technologies is the low speed of connections, which is enough for
most sensors’ data transmission but not suited for the transmission of real-
time multimedia streams. Table 2.1 presents three common representatives of
LPWANs.

LoRaWAN is one of the most promising and popular LPWAN technologies,
based on three useful properties: (1) comparatively long range, (2) availability
of devices, and (3) possibility to build up own infrastructure or use existing
public networks (mainly The Things Network), without additional transmission
costs. LoRaWAN is an International Telecommunication Union (ITU) standard
(ITU, 2021) managed by the LoRa Alliance. The most recent version to date is
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v1.0.4 (LoRa Alliance Technical Committee, 2020). A LoRaWAN setup consists
of the following components (see also Figure 2.3):

• End device (ED)

– Sensor or actor
– Has cryptography keys onboard for device-to-application encryption
– Connects with gateways (GWs) for sending/receiving data

• Gateways (GWs)

– Receives LoRaWAN wireless transmissions and pushes data via com-
mon IP-based networks towards network server (NS)

• Network server (NS)

– Manages GWs
– Handles deduplication of multiple received LoRaWAN frames, when

multiple GWs receive and forward an ED’s transmission
– Checks for transmission errors (e.g., bit-flips) and can request retrans-

mission
– Forwards data to the application server (AS)

• Join server (JS)

– Handles (optional but recommended) Over-The-Air Activation (OTAA)
process of an ED

• Application server (AS)

– Decrypts payload to get raw data
– Processes the raw data, e.g., forwarding the data towards an evalua-

tion software system

The resulting topology of such LoRaWAN systems is stars-of-stars, i.e., multiple
EDs can transmit data via one GW, and multiple GWs can connect to one NS,
and so forth (see Figure 2.3). According to the LoRaWAN standard, a direct
communication between GWs is not intended, as the advertised use cases are
pure IoT applications. For this reason, neighbored LoRaWAN networks cannot
be used to exchange data via the LoRaWAN physical layer (LoRa) innately.

Table 2.1: Comparison of three common LPWAN technologies, information
taken from Mekki et al. (2019).

SigFox NB-IoT LoRaWAN

Band ISM LTE/GSM ISM
Network Operation ISP ISP ISP/Private
Maximum Data Rate 100 bps 200 kbps 50 kbps
Range (rural) 40 km 10 km 20 km
Range (urban) 20 km 1 km 4 km
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Figure 2.3: LoRaWAN stars-of-stars architecture with two cryptography keys
for integrity protection (NwkSKey) and data protection (AppSKey).

2.2.4 Resilient Networking Approaches

In case of crisis events, communication becomes an especially essential tool.
Rescue forces must be informed about individual emergency situations, and
emergency personnel must be coordinated. But especially in dramatic crises,
like natural disasters, existing communication infrastructures may break. The
need for resilient networking thus leads to research in the context of autarkic
peer-to-peer networking solutions.

A well-researched area is the use of Mobile Ad Hoc Network (MANET) for
building up mesh networks with commonly available technologies like Wi-Fi
or Bluetooth. But one limitation of such solutions is the limited range of those
commonly available network technologies. In this realm, there are also some
LoRa-based emergency communication solutions, like Meshtastic (Meshtastic
LLC., 2023). One major drawback of these existing solutions is the need for
specific LoRa modem boards, that are not widely distributed.

Unreliable devices are a big technical issue for network packet routing in crisis
situations. This requires thinking of highly dynamic network topologies. The
problem can be solved by relying on disruption-tolerant networking (DTN),
also called Delay-Tolerant Networking. DTN was mainly developed for inter-
planetary communication by NASA, but gained attention in the emergency
communication community. DTN solutions are commonly based on a store,
carry, and forward-approach. With DTN, network packets are fragmented and
the communication is no longer built up on guarantees of latency and hops. Net-
work nodes act as data couriers, transporting data until an opportunity arises
to exchange data with other nodes. Hence,DTN is not suitable for real-time
applications such as videoconferencing or other applications that necessitate
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a stable end-to-end connection. However, it offers robustness and fault toler-
ance for applications that are capable of enduring delays in data transmission,
such as messaging or sensor data transmission. Here, one area of application
is disaster communication, when regular network infrastructure is disrupted,
e.g., after natural disasters (Setianingsih et al., 2018; Zobel et al., 2022). The
Bundle Protocol Version 7 (BP7) is the most recent Internet Engineering Task
Force (IETF) standard (Burleigh et al., 2022) for such a DTN architecture. Addi-
tionally, different routing algorithms, e.g., epidemic routing or Probabilistic Routing
Protocol using History of Encounters and Transitivity (PRoPHET) (Lindgren et al.,
2012) can be used for distributing the bundles. This enables optimization for
various properties such as fast/reliable bundle delivery or a minimum number
of duplicates in the network. Besides advanced routing decisions that take into
account, for example, geographic locations (Baumgärtner et al., 2020a; P.-C.
Cheng et al., 2010; Sánchez-Carmona et al., 2016), there also exist other metrics
which affect data dissemination across different convergence layers, e.g., duty-
cycle restrictions when using LoRa (Msaad et al., 2021) or the workload of the
involved nodes (W. Wang et al., 2021; S. Zhang et al., 2013). The spatz software
uses some of these technologies (e.g., LoRaWAN, DTN, BP7) to provide a re-
silient emergency communication channel. The development and details of this
software artifact are described in Chapter 13 (Section 13.7).

Summary – Background

• Forage production, arable farming and animal production have the
biggest share of Germany’s agriculture.

• Digitalization is an ongoing process in western farms, recent tech-
nology trends of smart farming involve more automation and data
analysis for more precise processing.

• FMIS are important components of modern agricultural businesses,
but still have a low adoption rate.

• The cloud pattern is omnipresent and heavily integrated into modern
food production products, but it is not well compatible with technical-
level resilience.

• Sensors generate the data required for precision agriculture.

• To be able to receive transmission from agricultural sensors, specific
wireless transmission technologies are required that allow for long
battery lifetime and large communication ranges.

• One prominent representative of such LPWAN technologies is
LoRaWAN.

• DTN approaches are used for disaster communication systems, due to
the property of transmitting data very reliably.
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R E S E A R C H D E S I G N

The motivation of this dissertation is to investigate threats to food security
posed by the ever-advancing process of digitalization. Therefore, the strategy is
to analyze the sector’s current preventive measures, investigate security aspects
of modern technology for smart farming, and develop artifacts that help to
overcome the limitations of current technologies. This chapter presents the
research approach, context, and methods used in this work.

3.1 R E S E A R C H A P P R O A C H

‘Design science research is a research paradigm in which a designer
answers questions relevant to human problems via the creation of innova-
tive artifacts, thereby contributing new knowledge to the body of scientific
evidence. The designed artifacts are both useful and fundamental in under-
standing that problem.’ (Hevner & Chatterjee, 2010,
p. 5)

The primary research field of this dissertation is crisis informatics, specifically
informating crisis (Soden & Palen, 2018), with partial overlaps to the research ar-
eas of Human-Computer Interaction (HCI), Computer-Supported Cooperative
Work (CSCW), and Wireless Sensor Networks (WSNs). As a common method
especially in crisis informatics, design science research (DSR) was chosen as an
overarching research paradigm. Peffers et al. (2007) propose a DSR methodology
consisting of six major steps. From a methodological perspective, the six steps
as applied in this dissertation can be divided into three groups: (1) requirements
engineering, (2) artifact design, and (3) scientific contribution:

Requirements Engineering Artifact Design Scientific Contribution

I. Identify Problem 

&

Motivate

II. Define Objectives 

of a Solution

III. Design 

&

Development

IV. Demonstration

V. Evaluation

VI. Communication

At first, the task is to identify a problem and motivate for the research. Ana-
lyzing the status quo leads to the problem and motivation of this dissertation.
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Main parts are investigations (e.g., surveys) on how well farmers are aware of
potential crises, and what precautions exist. The obtained empirical data is ana-
lyzed to get an impression of the status quo of the sector’s resilience regarding
digital technologies. Research about security of used technology (LoRaWAN)
supplement the assessment. Based on the analyses’ findings, the next step is to
define objectives of solutions. One proper way for doing this is to derive require-
ments for new software artifacts. Based on the requirements, the next step is
about the design and development of artifacts. Artifacts of this dissertation are
system designs and graphical user applications with important parts in both,
front end (UI) and back end (system logic). Typically, directly resulting from
the implementations, a demonstration with prototypes as a proof-of-concept is
done. The same software prototypes are also part of an evaluation. Depending
on the generated software artifact, two different kinds of evaluations are used:
real-world performance tests, and usability tests. Finally, the DSR methodology
proposed by Peffers et al. (2007) argues for communication of the results, to
spread the resulting knowledge. In the case of this cumulative dissertation, this
is already integral, as only peer-reviewed and published (mostly with open
access) papers are embedded.

3.2 R E S E A R C H C O N T E X T

The research context is determined by several projects in which the co-authors
of my publications and/or I were involved. Focus on the domain of agricul-
ture was given by the participation in multiple projects, supported by funds of
the German Government’s Special Purpose Fund held at Landwirtschaftliche
Rentenbank, namely: GeoBox-I, GeoBox-II, and AgriRegio. All those projects
shared the desire for making digital technologies more resilient, or adapting
already existing technology to enhance operational stability in outage scenarios.
Ideas for working with networking technologies and the focus for crisis commu-
nication evolved from a short-time participation in the Collaborative Research
Center (SFB) 1053 MAKI. Contacts from the projects allowed for an exchange of
thoughts, ideas, and concepts, and also for sharing already developed tools or
for organizing participants for empirical studies.

3.3 M E T H O D S

As already described, multiple methods are applied to answer the RQs. Table 3.1
provides an overview of the specific methods used and their occurrence in the
corresponding chapters. The following subsections present details on all applied
methods.
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Table 3.1: Applied methods at a glance.

Method N Chapter Paper

52 7 A: Kuntke, Linsner, et al. (2022)
52 8 B: Linsner et al. (2021)Focus Group
67 10 D: Kuntke, Kaufhold, et al. (2023)

Online Survey 118 7 A: Kuntke, Linsner, et al. (2022)
Systematic Literature Re-
view 37 9 C: Kuntke, Romanenko, et al.

(2022)
Usability Test 16 10 D: Kuntke, Kaufhold, et al. (2023)

1 10 D: Kuntke, Kaufhold, et al. (2023)
1 12 F: Kuntke, Sinn, and Reuter

(2021)Artifact Generation
2 13 G: Kuntke, Baumgärtner, and

Reuter (2023)
1 11 E: Kuntke, Bektas, et al. (2023)Real-World Benchmark 1 12 F: Kuntke, Sinn, and Reuter

(2021)

3.3.1 Requirements Engineering

According to Zave (1997), requirements engineering is “the branch of software
engineering concerned with the real-world goals for functions of and constraints
on software systems. It is also concerned with the relationship of these factors to
precise specifications of software behavior, and to their evolution over time and
across software families” (Zave, 1997, p. 315). There are a couple of scientific
methods to acquire (Macaulay, 1996) and prioritize requirements (Riegel &
Dörr, 2015). The concrete selection of useful methods depends on the goal of
the requirements engineering process. In this dissertation, the application of
requirements engineering methods is part of two phases:

I. Identify Problem & Motivate: Step one is about engaging with users to un-
derstand their needs. This enables the following steps to address real issues
that are significant and relevant to all stakeholders involved. A mixed-method
design (Johnson & Onwuegbuzie, 2004) is used in this dissertation to gain in-
sights about the domain by getting information directly from stakeholders, who
are primarily farmers. Mixed-method designs encompass both qualitative and
quantitative methods to benefit from the advantages of each methodological
approach.

Focus groups are an important part of the qualitative data in the dissertation,
allowing an understanding of the field to be developed. Chapter 7 and Chapter 8
share one qualitative data set that consists of 12 focus group sessions with a
total of 52 participants. The focus groups were conducted in different locations,
with stakeholders of agriculture, mostly farmers. Recruitment was done with
the support of collaborators in the research projects HyServ, and GeoBox-I. The
focus group sessions were audio-recorded for a transcription. The inductive
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analysis of the transcripts by open coding allowed to sort and analyze the
gathered statements. Qualitative findings based on this data set regarding
technological dependencies of farm activities are used in Chapter 7 to create a
question catalog for a quantitative survey. The resulting online questionnaire
was distributed via the mailing list of a German association of farmers. In total
118 participants completed the survey. The resulting data made it possible to
obtain further details about the precautionary measures taken by farms and to
obtain an impression of the situation in Germany with concrete numbers.

A pure qualitative analysis in the form of Systematic Literature Review (SLR)
(Kitchenham & Charters, 2007; vom Brocke et al., 2015) is used in Chapter 9 to
collect security problems about modern technology with relevance for smart
farming: LoRaWAN. Therefore, two RQs are formulated and used to derive
keywords. The keywords are grouped into semantic similar words in the re-
search context. Based on the groups of keywords, a search string as a conjunctive
normal form is build. By using this search string on multiple scientific literature,
databases are queried, which listed 403 publications. By utilizing inclusion
criteria (e.g., “published between 2015 and 2021”) and exclusion criteria (e.g.,
“not peer-reviewed”), these publications are filtered, resulting in a total of 37
relevant articles. Chapter 9 provides further details about the applied method,
analyzes specific LoRaWAN security issues for the domain of agriculture, and
compiles existing mitigation options.

II. Define Objectives of a Solution: Mainly by using focus groups as pure qual-
itative analyses, specific requirements are derived for software features and
usability aspects. Parts of the focus group data set of Chapter 7 and Chapter 8
are also analyzed in Chapter 10, with the focus on software requirements that
have an impact on the system architecture (back end) development. For inter-
face design (front end) requirements, Chapter 10 evaluates also additional focus
groups in a similar manner: inductive analysis by open coding of transcripts. In
total, 69 participants contributed in 16 focus group sessions to the identification
of 11 requirements (five UI design requirements, and six system architecture
requirements). Chapter 10 contains further details on the requirements analysis
process.

3.3.2 Artifact Design

Although sometimes more seen as an engineering approach, the creation of
software artifacts is nevertheless an integral and important part of DSR that
involves more than just writing program code lines. According to (Peffers et al.,
2007, p. 55), this phase is even the core of design science. With certain objectives,
the thoughts and necessary considerations regarding a feasible software archi-
tecture itself are important findings. Accordingly, step III. Design & Development
is devoted to both, software architecture and implementation. This means, af-
ter a concept phase, that outlines the idea and desired software architecture,
a concrete implementation is developed. The kind of implementation differs
for each target, and incorporated frameworks and programming languages
must be chosen wisely, to create an artifact that meets the requirements. Due to
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the research context in form of projects, there are also additional soft require-
ments, like compatibility to other project software artifacts, or usage of similar
frameworks for easy integration of prototype parts into a larger application.

For the development of a UI application that should run on a multitude of
end-devices (smartphones, tablets, laptops, etc.) a Progressive Web App (PWA)
framework is used, called Ionic, in combination with Angular. Choosing
such a framework allows using the same source code for multiple target device
classes and operating systems with minor additional work. Chapter 10 provides
further details on the concept and implementation. The artifact of Chapter 12 is a
system architecture for using classic TCP/IP communication on top of LPWAN
technology. In Chapter 13 farm distribution and distances between farms are
analyzed to evaluate the possibilty of peer-to-peer connections between farms
via autarkic wireless transmission technology. As no index of farm positions was
found, a toolset for data mining and processing of geo-locations was developed.
Hereby, OpenStreetMap as a public available source was used and processed
with Python and Jupiter Notebooks. Another artifact of Chapter 13 is
a server-software for building the main element of a crisis communication
channel based on LoRaWAN technology. This software must run 24/7, should
be efficient and also be reliable, which results in a Rust implementation.

In step IV. Demonstration, it must be shown, that an artifact is able to solve the
given problem. Multiple ways are possible, according to Peffers et al. (2007),
e.g., simulations, case studies, or proofs. Some of the artifacts of this dissertation
themselves are part of a larger research effort, some serve just to demonstrate
feasibility of solving an identified problem — and how it could be done. In this
way, developed software artifacts of Chapter 12 and Chapter 13 are directly used
for demonstrating underlying ideas and concepts in the most simple way: proof
by example. Most of the implementations of this dissertation are also distributed
as open source software1 (artifacts of Chapter 13). This allows reproducability
and enables researchers to build on top of the existing demonstrators.

As the development of a system itself is usually not sufficient to answer a
dedicated RQ, the developed concepts and artifacts must be part to some extent
of step V. Evaluation: “Without evaluating their new systems, designers can
never know which techniques or methods are more effective, or why certain
approaches fail. It is only through evaluation that designers come to understand
the nuances of their design and add to the body of knowledge for other future
designers to learn from.” (Hevner & Chatterjee, 2010, p. 111) To check the
usability of the created UI and its concepts, classic usability testing with 16
participants is performed as part of Chapter 10. Real-world tests are performed
in Chapter 11 and Chapter 12. Simulations of DTN networks based on obtained
real-world positions allow the comparison of two common routing algorithms
for given conditions in farm neighborhoods in Germany (Chapter 13).

1open source software is released on GitHub: https://github.com/PEASEC/LoRaWAN-DTN,
https://github.com/PEASEC/distance-statistics

https://github.com/PEASEC/LoRaWAN-DTN
https://github.com/PEASEC/distance-statistics
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3.3.3 Scientific Contribution

The step VI. Communication is necessary to distribute the knowledge gained.
Goal is to “communicate the problem and its importance, the artifact, its utility
and novelty, the rigor of its design, and its effectiveness to researchers and
other relevant audiences such as practicing professionals, when appropriate”
(Peffers et al., 2007, p. 56). In the context of this dissertation, the previously
published and embedded papers, along with the present document, serve as the
primary means of disseminating knowledge. Through these publications, the
most important research results are made available to the scientific community
and interested public. Three of these seven papers are conference papers, i.e.,
research talks at the conferences were part of the publication process. Addition-
ally, in the context of this dissertation’s topic, the two-time organization and
moderation of a scientific workshop “RSFLab” (Kuntke, Eberz-Eder, et al., 2023;
Reuter, Eberz-Eder, et al., 2022) were also part of the research and allowed to
spread (partial) research results.

Summary – Research Design

• This work presents both analyses and solutions towards a more re-
silient, modern agriculture.

• The research conducted was mostly embedded in projects of the agri-
cultural sector.

• A design science research (DSR) methodology with six phases was
applied:

I. Identify Problem & Motivate

II. Define Objectives of a Solution

III. Design & Development

IV. Demonstration

V. Evaluation

VI. Communication

• Different methods were used in each phase, e.g.:

– Focus groups (up to n = 67)

– Systematic Literature Review

– Software development

– Usability test (n = 16)
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This chapter presents the main findings of the conducted research and its impli-
cations for the agricultural ICT. Key findings are separated into the following
three areas: (1) Farms’ Digital Dependencies and Vulnerabilities, (2) Towards a
Resilient Software Architecture for Farm Management, and (3) LoRaWAN-based
IoT Developments Towards Resilient Communications.

4.1 FA R M S ’ D I G I TA L D E P E N D E N C I E S A N D V U L N E R A B I L I T I E S

Multiple findings are part of the empirical, mixed-method research of this disser-
tation (Chapter 7 and Chapter 8), including qualitative focus group interviews
(n = 52) and quantitative questionnaire surveys (n = 118). The incorporation
of digital tools in agricultural operations often relies on the internet, making
farms highly dependent on this infrastructure. Most farmers are not aware of
how the internet and mobile network infrastructure affect their agricultural
system and do not take any precautions for ICT breakdowns. Only 21 % (out
of 46 participants who answered the corresponding question) indicated that
their FMIS in use would work offline without limitations. But other applications
and equipment are also indicated to be dependent on an internet connection,
e.g., herd management systems (42 % of 39) or even agricultural machinery
(27 % of 50). Another dependency in the software landscape of farm software
stems from incompatibility — also known as vendor lock-in. Among the par-
ticipants that use FMIS, 68 % (32 of 47) indicated incompatibility issues, i.e.,
data from a FMIS could not be used in another tool or machinery. Within the
context of operational reliability in the focus groups, security of digital products
itself was not mentioned as an issue. Also, the quantitative survey shows that
only a small part of the farmers take measures against cyber attacks. Power
supply is the most important requirement for software based systems. About
57.5 % (68 of 118) of the asked farmers stated that the time of operability is less
than 24 hours after a blackout, on the other side, 14.4 % (17) stated that they
could operate at least one week. Only 55 % (65) state that their farm owns an
emergency power generator. However, farmers that are active in the livestock
sector more often take precautions against outages than other farmers, both
for higher dependency on continuous-working machinery and because of legal
requirements.

As the empirical findings show, most farmers do not prepare well against
digital “dangers” like data loss through software errors, hardware defects, or
cyber attacks — even though according to research (Nikander et al., 2020a;
Salam, 2020; Sontowski et al., 2020), IT security is one of the main issues for
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Figure 4.1: Attack types of the LoRaWAN vulnerabilities. Figure from Chapter 9.

sustainable, digital agriculture that relies on IoT applications. In particular,
unsupervised EDs significantly increase the potential attack surface in contrast
to other “smart” application areas, such as “smart home”, where most sensors
are located in a physically protected environment. In order to further investigate
this topic, a systematic literature review was conducted on LoRaWAN security
issues and mitigations (see Chapter 9). The literature review identified several
security issues with LoRaWAN, including RF jamming, physical attacks, and
spoofing attacks (see Figure 4.1). While many LoRaWAN vulnerabilities have
been addressed with version 1.1, some important issues still remain. Some of
the detected mitigations for the existing issues, are rather easy to implement,
including using multiple GWs with overlapping coverage, monitoring and
traffic analysis, and avoiding Activation By Personalization (ABP). It is also
important, to rely on devices with modern LoRaWAN versions (v1.0.4 or v1.1).
Most farmers are unlikely to read into the security details of LoRaWAN, but
most of these mitigations could be advertised in a software. For example a user
could be warned before integrating an ED via ABP during the necessary sensor
setup process.

4.2 T O WA R D S A R E S I L I E N T S O F T WA R E A R C H I T E C T U R E F O R FA R M
M A N A G E M E N T

As part of the digitalization in agriculture, farm management software is becom-
ing increasingly important to control, plan, and document farming activities.
The evidence from the previously described empirical findings and the existing
literature (Fountas et al., 2015) revealed that modern farm software solutions
require an internet connection for optimal operation and are not highly inter-
operable. One of the objectives of this dissertation is to analyze an offline-first
software concept for farm management software, which is capable of resolving
issues related to digital dependencies and vulnerabilities through a specific
software architecture (Chapter 10). In order to be able to design a valuable farm
management software base, end user requirements were derived from potential
users and other stakeholders of agriculture. This process involved in total 57
experts who were interviewed using the focus group method. The derived 11
requirements were categorized into two groups: front-end (see Table 4.1) and
back-end (see Table 4.2) requirements.
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Table 4.1: List of identified requirements for interface design (front-end). Table
from Chapter 10.

Requirement Description

Tailorability for
diverse agricultural
subdomains

Support of different domains, customization ac-
cording to their needs, i.e., granularity of infor-
mation, and interfaces for interoperability with
third-party systems.

Low complexity of
field data filtering
operations

Establish usability for personnel with less techni-
cal expertise, integrate usable data filtering views
for field data, and automate the setup of back-
ground maps.

Location-independent
technology support
for field works

Support different devices, such as personal com-
puters and smartphones (e.g., by responsive de-
sign) to allow operation both in field or office
settings.

Prioritization and
monitoring of field
processing tasks

Allow for the prioritization of fields, display the
progress of a task execution, facilitate the docu-
mentation of wage workers’ days, and support
time recording.

Navigation and
recommendation system
for wage workers

Provide a routing component for wage workers
considering the width of paths and vehicles, giv-
ing tips for navigation, and suggesting the order
of field processing.

The identified requirements led to the development of a conceptual framework
for a comprehensive farm management software. The goal of the design was to
be “crisis-capable”, ensuring that it works as well as possible in outage scenarios,
e.g., without relying on a working internet connection. The core element of the
architecture is a small, local server that fulfills the purpose of a software backend,
for a dedicated farm management interface that can be run on typical EDs like
desktop computer, laptop, smartphone, or tablet (see Figure 4.2). It is a local
data storage and can also serve local (in-house) server applications, for example
a LoRaWAN NS.

Evaluation of the software via usability tests revealed a series of findings about
the user perspective: Farmers appreciated the capabilities for offline operation.
Aspects related to data protection were particularly requested by many par-
ticipants, which is in line with the results regarding privacy issues of German
farmers with digital products (Chapter 8). The included map functionality of
the design was appreciated, but the used icons derived from classic geographic
applications were not understood. The embedded form functionality was well
understood, and the journal functionality was seen as important but with room
of improvement in terms of usability and used specific terminology.
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Table 4.2: List of identified requirements for system architecture (back-end).
Table from Chapter 10.

Requirement Description

Offline capability
for infrastructure
disruptions

Allowing the basic functionality without a proper in-
ternet access, e.g., by introducing caching mechanisms
to offload data on the end-device pro-actively. Synchro-
nization between multiple devices must be ensured.

Extendable and
modular feature
design

The basic feature set could be small but must be ex-
tendable by future modules (e.g., task monitoring and
navigation features) that could be individual for differ-
ent workflows.

Data sovereignty
for confidentiality
and privacy

Privacy and confidentiality are very important factors
in this domain and must be respected. Therefore, out-
wards data transmission must be reduced to just per-
mitted traffic.

Data safety
and recovery
mechanisms

Safety of data must be ensured, that is to say proper
backup and recovery mechanisms. The whole backup
process must be an integral property of the system,
with a minimum on required user interaction.

Affordability for
small and medium
enterprises

The complete solution must be cheap in both acquisi-
tion and time for initial setup to align with the limited
budget of small and medium-sized enterprises.

Integration of
multiple and open
data formats

To allow the integration into existing work processes,
an easy exchange between established software must
be possible by simple file exchange based on compati-
ble file formats.

4.3 L O R AWA N - B A S E D I O T D E V E L O P M E N T S T O WA R D S R E S I L I E N T
C O M M U N I C AT I O N S

As LoRaWAN is one IoT protocol advertised with many properties that are
especially useful for agriculture, like high ranges, low battery consumption, and
the possibility of building own/autarkic networks, it is of interest, how well it
performs in real life conditions. As there is a large gap between different ranges
achieved in experimental setups, this work contributes a structured test series
with range tests in Germany with common hardware (Chapter 11). For this
purpose, protocols were established to document the results and circumstances,
such as the weather and geographical setting, to ensure the reproducibility
and comparability of all tests. The main tests allowed measuring effects of
different geographical surroundings, by placing the LoRaWAN GW at a static
position and moving away from the GW with EDs with varying distances and
obstacles. The tests were conducted in different environments with varying
degrees of vegetation, namely urban areas, dense forests, less dense forests, and
agricultural fields with smaller hills, hedges, and groups of trees. The Global
Positioning System (GPS) data of EDs and the GW, as well as a description of
the surroundings, were recorded for future evaluation. During the tests, packets
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...

...Global server:

Local server:

Client devices:
On site (farm)

External

One company

Figure 4.2: Scheme of the complete system, with the three different classes of
devices: global server, local server and client devices. The concept of local (mini)
servers is used to have a resilient data storage on the company level. Figure
from Chapter 10.

were sent by the ED at regular intervals. Additionally, one of two hardware
setups allowed the recording of received signal strength indicator (RSSI) and
Signal-to-Noise-Ratio (SNR) values. In the tests conducted in urban areas, it
was found that houses could impede and block the transmission, whereas trees
and bushes did not have a significant effect on the transmission with the used
hardware. In an agricultural environment, it was noticed that whenever a small
difference in elevation, such as a small hill, blocks the direct line of sight (LoS)
between the transmitter and receiver, the signal quality drops dramatically,
usually resulting in a failed transmission. This effect, which potentially reduces
the communication range from several kilometers to just a few hundred meters,
seems to be especially a problem when both – transmitter and receiver – are on
a rather low level near the ground, which could be the case for some emergency
communication settings when holding communication devices in hands, like
the one of Höchst et al. (2020). Additionally, it was found that transmission was
possible as long as a direct LoS connection was ensured, meaning only until the
transmission was blocked by trees.

As LoRa-based communication gained much attention in the recent years, one
idea was to find a concept that allows for the usage of classic IP-based communi-
cation protocols via a LoRa communication channel, where a WiFi transmission
range is not sufficient (Chapter 12). Such a concept has the potential to be use-
ful in a variety of scenarios, such as creating redundant data transmission for
critical information like error messages of cattle shed air-ventilation systems
or connecting multiple stakeholders in cases of an internet outage. Based on
an assessment of requirements and available technical options, such a concept
with two LoRa-modems as a relay, was developed. One use case is to have
a communication solution that could operate without relying on an internet
connection, while still being able to transmit data reliably and securely. To test
the feasibility of the concept, a test bed implementation allowed to confirm
its general usability for different application protocols, distances, and settings.
The implementation was successful and allowed the transfer of some classical
network protocols to the LoRa physical layer, like HTTP, and, depending on the
settings, even SSH-bidirectional-connections.



3 2 F I N D I N G S

LoRaWAN

LoRaWAN

Client device

no internet, no cellular network

LoRaWAN
Gateway

LoRaWAN
Gateway

LoRaWAN
Gateway

Client device

Sensor

Sensor

Sensor

Sensor

Figure 4.3: The concept of connected farm islands during an infrastructure outage.

To think the above-mentioned concept one step further, the connection of
LoRaWAN-setups could build an emergency communication network, that
is independent of the internet, and could be of use, when the regular network
infrastructure has an outage (Chapter 13). The conceptual idea is depicted in
Figure 4.3. Especially when farms already rely on IoT, the idea could be inter-
esting, but requires also that farms are in a typical LoRaWAN communication
range. By evaluating distances between neighboring farms, the feasibility of
connecting them via LoRaWAN (or other wireless transmission technologies)
could be evaluated. As access to a farm address database was not available,
data provided by the OpenStreetMap project was used. A tool was developed in
python to retrieve, process, and present the data. The tool’s jobs can be grouped
into three parts: retrieving, processing, and presenting. OpenStreetMap data
was queried and filtered using the tag “landuse=farmyard” to approximate
current farm business areas. Center points for each farm were calculated based
on the filtered farmhouses, and a distance matrix was created. The matrix was
used to evaluate the minimum distances between farms and the count of neigh-
boring farms within a range of [1, 2, 3, 4, 5] km. For example, the majority of
detected farms (80,133 of 117,744; 68 %) has five or more neighboring farms
within a 2 km radius, which is a feasible range for LoRaWAN devices in rural
areas. In addition, it was tested how well multi-hop clusters can be formed in
the data set using DBSCAN. Here, the high potential of a coverage was shown
accordingly, if for example a radius of 2 km and a minimum size of a cluster of
5 farm buildings was set — in this case there are only 18,199 buildings (15.5 %)
that are not part of a cluster (see Figure 4.4).

With the knowledge that many farms can connect to form clusters within a
feasible radio range for LoRaWAN devices, the idea follows to create a software
artifact that enables such clustering for disaster communication purposes. In-
tegral to the derived concept is the use of robust DTN routing approaches to
transmit data via neighboring farms. To determine feasible DTN parameters to
start with, two scenarios were simulated: (1) only LoRaWAN transmission from
one fixed farm building to another and (2) mixed-mode with additional moving
pedestrians, having smartphones that allow WiFi ad-hoc data exchange between
farms and other pedestrians. The simulation is based on real geographic data
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Figure 4.4: Visualization of farm clusters with DBScan and euclidean distance
(ϵ = 2000m; minPts = 5). Different colors represent different clusters of five
or more farms, that could be connected via an wireless transmission channel
with 2 km range. Light gray dots represent the detected farm buildings. In the
eastern German states, there are statistically fewer but larger farm holdings, so
that the average distance between farm buildings is greater. Accordingly, small
clusters with few farms tend to form. Figure from Chapter 13.

extracted from OpenStreetMap. The ONE DTN simulation software is used
for simulation of the network approach. The farm location dataset is further
processed using k-means to reduce the size of large clusters to obtain more
realistic sizes of neighborhood communities. The simulation is conducted on 40
randomly chosen clusters based on the 95 % confidence interval. Each cluster
element is considered as a static node representing a farm and both PRoPHET
and Epidemic routing protocols are used to evaluate the DTN routing perfor-
mance. The simulation duration is 12 hours and both scenarios are simulated for
all 40 clusters with 0.05 seconds update intervals. Results show that Epidemic
routing outperforms PRoPHET routing in both settings. Especially the setting
(1) with LoRaWAN transmission just between the static farms in combination
with Epidemic routing performs very well with an average delivery probability
of 99 %.

As the simulation results of the concept were promising, an implementation
of a DTN on top of a LoRaWAN network followed. The goal of the DTN is to
provide emergency communication capabilities between farmers in the case of
a network disruption caused by natural disasters, infrastructure damage, or
any other event that may cause a communication blackout. LoRaWAN GWs
should connect neighboring farms in a multi-hop communication network.
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The concept is implemented on top of the ChirpStack LoRaWAN NS, using
the MQTT protocol to read LoRa frames and send messages through GWs. In
the first version, a simple routing logic that processes bundles and identifies
destination GWs based on the phone number of the recipient is implemented.
The DTN bundles are encoded in CBOR, and the BP7 protocol is used for
message delivery. As a requirement for the implementation, any farm should
have a local server with an own NS software running, to collect and process
data without limitations and running expenses. The proposed DTN software
adds an emergency communication layer without interrupting the IoT setup in
its regular operations. Additionally, a browser-based messenger client verified
the functionality with a real hardware setup, consisting of three nodes. In a
follow-up project, the existing system was also supplemented with an optimized
UI for use on smartphones (see Figure 4.5).

Figure 4.5: Screenshot of messenger UI that works with the LoRaWAN emer-
gency channel for smartphones from Orlov et al. (2023).
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Summary – Findings

• Degree of own ICT-dependency on farming operations is unknown to
most farmers.

• LoRaWAN as an IoT protocol with security-by-design has quite a
number of security flaws, but most of those flaws can be mitigated.

• From the focus groups conducted, 11 requirements for operations
management software could be identified.

• A software prototype and its usability evaluation have demonstrated
that (and how) an architecture and UI for decentralized data manage-
ment can be designed to improve farm resilience through capabilities
for offline operations.

• LoRaWAN can achieve up to 3 km range in farm areas with simple
setups.

• The majority (68 %) of detected farms have five or more neighboring
farms in a 2 km range.

• Based on the investigation of farm location distribution, an emergency
communication network for rural communities exploiting commodity
IoT hardware was developed.

• LPWAN technology allows for building up a redundant transmission
channel for mission-critical technology that usually requires classic
TCP/IP connections.

• A developed software allows to equip already installed LoRaWAN
GWs with an emergency communication channel for exchange of text
messages between farms.
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5
D I S C U S S I O N

This chapter answers the RQs by discussing the findings (Chapter 4) and draws
a bigger picture of how the results could enhance the stability of the farming
system by designing crisis-capable software systems. At the end of this chapter,
limitations of the conducted research are described as well.

5.1 T H E R I S K O F FA I L U R E O F T E C H N O L O G I E S U S E D B Y FA R M E R S

Based on the empirical findings (see Section 4.1), several factors were detected
that influence resilience. A finding is that power outages can lead to serious
problems for crop and animal husbandry farms — which can be treated as some-
what trivial, as those farms usually use devices that require electrical energy.
Crop farms may only experience issues with office activities like documentation
and billing, but animal husbandry farmers may experience downtime of devices
crucial for the health of their animals, such as ventilation systems and milking
robots. On the one side 57.5 % of the survey participants state, that their time
of operability after a blackout is less than 24 hours. But on the other side, the
average estimated fuel capacity allows to cover a few days to one week with
emergency generators, which is consistent with statements made in the 2010
German report on technology assessment of long-term power outages (Peter-
mann et al., 2010). The difference between both statements is important. Despite
having an emergency generator and fuel supply, there is no guarantee that a
power outage can be effectively managed. The generator could be for example
to weak for powering all important devices. In any case, most operations will
experience serious problems if there are outages lasting a few days or longer.
Assessing consequences due to telecommunication outages is more complex for
agricultural systems. Most studies indicate that these systems do not crucially
rely on (wireless) network connections. However, there is a trend towards more
digital communication technologies and interconnected devices in agriculture,
creating greater vulnerabilities to outages in the future, as also noted by other
research (Gupta et al., 2020b; Nikander et al., 2020b; Sontowski et al., 2020).

As the need for efficient farming processes increases, the adoption of sensor-
based smart farming solutions is likely to increase (Sinha & Dhanalakshmi,
2021) – even if some issues remain, such as economic aspects, compatibility
problems and usability aspects that must be adressed (Dörr & Nachtmann, 2022,
p. 33, 386). Smart farming solutions have a strong dependency on the energy
supply and on the telecommunications infrastructure, as well. While the sensors
are often powered independently by long-life batteries, the rest of the process
chain (GWs and computers for processing and evaluation) is usually supplied
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by the power grid and data are typically accessible through a web service. The
introduction of offline-capable modes for new agricultural applications that
rely on ICT would increase the resilience of the systems, as the continuity of
agricultural processes is crucial even in the event of an infrastructure failure.
Such modes must allow users in the community to work in offline scenarios,
e.g., by always caching the most important data on the client side as well as in
the application itself, as it is also part of the proposal of local-first software by
Kleppmann et al. (2019).

When it comes to stationary sensor applications for agriculture, LoRaWAN is a
promising technology, possibly the most relevant transmission standard for IoT
applications in agriculture. However, it faces several issues that are independent
of the application domain. The literature study revealed that newer versions of
LoRaWAN, have much fewer known attacks compared to older ones. Despite
the improvements brought by the latest 1.0 release (v1.0.4), it still has more
known vulnerabilities than its successor, v1.1. But most devices — even new
devices in 2023 — rely on a v1.0 protocol version. Some of the vulnerabilities
can be particularly dangerous when agricultural IoT systems are targeted. For
instance, an attacker could gain unauthorized access to an ED and potentially
manipulate data or even take control of an entire irrigation controlling system.
Unfortunately, this is not a hypothetical threat as multiple commercial EDs
advertised for the agricultural sector (such as electric valves and soil moisture
sensors) are still equipped with LoRaWAN v1.0.2 or v1.0.3. This makes these
devices susceptible to various attacks, some of which can only affect a specific
ED while others may compromise the entire IoT system by feeding incorrect
or potentially malicious data into an irrigation controlling system. To ensure
the security and reliability of agricultural IoT systems utilizing LoRaWAN
technology, it is crucial to stay informed about the latest vulnerabilities and
implement appropriate countermeasures, such as regular software updates and
strong encryption protocols, as the findings have shown.

The relevant points for RQ1 (To what extent are the technologies used by farmers at
risk of failure?) include:

• Most farmers state that they could keep their operations for less than 24
hours after a blackout.

• Animal husbandry farms are more severely affected from outages, but
also tend to have more precautions in the form of emergency generators.

• Digital solutions like sensor networks have additional vulnerabilities in
the realm of IT security.

• LoRaWAN is a promising representative for agricultural sensor networks
that has some vulnerabilities despite built-in security features.

• If existing sensors do not allow updates to newer, more secure protocol
versions, then other measures can help depending on the situation to
reduce the attack surface.
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5.2 C O N C E P T S A N D P R O T O T Y P E S A S D E M O N S T R AT I O N O F R E S I L I E N T
S M A R T FA R M I N G T E C H N O L O G I E S

R E S I L I E N T I T F O R FA R M M A N A G E M E N T. Based on the empirical find-
ings, an average farm is well prepared against vulnerabilities of electrical de-
vices, e.g., by having an emergency power generator as well as enough fuel to
let it run for multiple days. With increasing digitalization, however, the basic
software should also be given an ”emergency operating mode“. The objective is
to guarantee that modern operating practices will continue to function, even in
the event of a disruption affecting the digital realm, such as large-scale power
outages or destroyed network infrastructure, despite the fact that they rely
on smart farming technologies. The idea of an operational mini-server (Hof-
box) is founded on precisely this line of thought. In the GeoBox projects, in
which parts of the dissertation were developed, a corresponding mini-server
was designed and partially implemented. This mini-server is used for caching
and synchronization purposes. Multiple ex- and import functions within the
client-application to manually manage data in unforeseen situations should
counteract the problem of lock-in effects, especially for crisis situation that may
need a quick adaption of workflows. The main point of this concept is that data
storage and data management take place directly on farm site. This is in line
with the suggestion of Kleppmann et al. (2019), who note that more application
developers should work towards decentralized systems, for example by im-
proving offline support or improve UI for such offline-capable “next generation
of applications”. The conducted usability test did not find major drawbacks and
user statements did not indicate problems or negative preconceptions of the
offline-first designed implementation. Several years ago, the overall concept of
a mini-server would not have been economical feasible, because of both high
hardware costs of capable devices and high energy demands. Nowadays, com-
puter manufacturers offer affordable hardware that can be used as a mini-server
while consuming not much energy (Kaup et al., 2018). The software developed
in the projects is running on a rather small device (Advantech UNO-2271G
with 4 GB RAM and Intel Celeron N6210, 2x 1.20 GHz), that consumes about 3.2
Watt with regular load , which is less than the consumption of a typical WiFi
access point or network-attached storage (NAS) and comparable to single board
computers like a Rasperry Pi 4. The developments and prototypes created in
the context of this dissertation are adapted to the mini-server concept and its
implementation. These results suggest that offline-first software development
is not a matter of limited usability, but is an engineering task that should be
considered for any software used for serious tasks.

The relevant points for RQ2 (How to support information technology (IT) resilience
for farm management?) are:

• Change of currently dominant software distribution as remote running,
centralized software (pure cloud software) towards decentralized systems
is mandatory for increasing resilience.

• Offline-first or local-first principles can achieve such infrastructure in-
dependence, for example, a simple computer can be used as an internal
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server, running applications and providing interfaces for other farm de-
vices.

• A shift away from the cloud pattern, especially for management software,
need not have a major, negative impact on usability.

U S I N G I O T T E C H N O L O G Y T O I N C R E A S E R E S I L I E N C E . It was shown
that LoRaWAN as a radio technology for smart farming applications can achieve
a good range in agricultural areas of up to more than three kilometers without
targeted optimizations. These results complement the previous test series un-
der "practical conditions" (low transmission altitude, inexpensive equipment),
which have so far mostly been carried out in urban regions and were able to
achieve shorter ranges (Mdhaffar et al., 2017; Petrariu, 2021; Petrić et al., 2016).
Building on this, several resilience-enhancing measures were designed using
LoRaWAN. Developed proof-of-work prototypes were used to demonstrate
their technical feasibility. One example is how conventional TCP/IP protocols
can be translated into LoRa communication. This allows easy upgrading of
older smart agricultural devices with long-range transmission capabilities. An-
other finding is that a majority of farms in Germany have a neighboring farm
within a two-kilometer radius. Based on this neighborhood clustering result, the
idea was developed that self-sufficient communication networks for short mes-
sages in emergency scenarios could be established using LoRaWAN hardware,
which may be available for smart farming use anyway. This would significantly
increase resilience to infrastructure failures and serve as a cost-neutral redun-
dant data channel (with low bandwidth) during network outages. Based on
this idea, a prototype was written in Rust that demonstrates the feasibility of
such a system. It is able to route messages via several intermediate stations
(multi-hop), i.e., sender and receiver do not have to be directly connected to
each other, but can also exchange messages via several intermediate stations.
An important aspect of this solution is, that this emergency addition has no
major drawbacks regarding the usual IoT functionality, when the system is
in an idle mode, being ready for usage in an emergency situation. The main
difference to previous solutions (Baumgärtner et al., 2020b; Höchst et al., 2023;
Suryadevara & Dutta, 2022) is that no specific device with custom firmware
is needed – the wireless transmission is done with off the shelve hardware. As
described above the developed system of this dissertation works in combination
(but also standalone) with the remaining Hofbox ecosystem. By addressing
]RQ3, this dissertation contributes valuable insights into how IoT technology
can be harnessed to strengthen farmers’ ability to withstand various challenges
and maintain their operations.

The relevant points for RQ3 (How could IoT technology be used to enhance farmers’
resilience?) include:

• It is possible to transmit classical TCP/IP communication over LoRa
hardware for wireless data transmission of existing devices, such as barn
climate control monitoring or data loggers with Ethernet.

• Hardware that originally serves for pure IoT applications can be used to
build disaster communication networks.
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• Specifically, this dissertation demonstrates that a multi-hop communica-
tion network can be implemented as an additional benefit of a regular
sensor network. This system is capable of routing textual emergency mes-
sages in a neighborhood cluster, which is especially useful in the event of
an infrastructure failure.

5.3 L I M I TAT I O N S

In summary, while the results provide valuable insights into the potential ap-
plications of IoT technologies in agriculture, there are some limitations to note.
First, the prototypes were primarily tested with real hardware, but not always
on a farm. This raises questions regarding the evaluation of these concepts in
real-world scenarios. In addition, while the prototypes show promising capa-
bilities, they are largely artifacts intended to demonstrate scientific issues and
have not been fully readied and tested for production use.

In addition, uncertainty about the concrete future of smart farming applications
in agriculture itself and the extent to which potential disasters will have an
impact are also important aspects to consider. For example, it is unclear whether
it is necessary for farmers to communicate with neighboring farms at all in
the event of a disaster. However, the system we have developed could also be
useful in situations where infrastructure is unavailable for an extended period
of time after the damaging event. This was the case, for example, in the Ahr
Valley region of Germany in 2021, where some areas faced significant problems
for several months due to the unavailability of fixed-line Internet connections.

It is also uncertain, how useful emergency communication channels over LoRaWAN
will be when affordable satellite-based Internet, such as Starlink, have already
become available. However, such a redundant system may also be beneficial
here. This is because (agricultural) businesses usually only buy one of the two
Internet connections - satellite or fixed network - and both can fail without af-
fecting the LoRaWAN hardware and thus continue to function (free of charge).
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Summary – Discussion

• Short power outages can be mitigated by most farms.

• Currently no business-critical dependency on the digital realm in the
sector, which would be problematic in the event of short-term outages.

• Unknown how large-scale blackouts or ICT outages affect agriculture.

• Farmers are not able to take care of prevention regarding ICT just by
themselves.

• A shift of software concepts towards decentralized systems could
increase resilience capacities towards ICT outages.

• Usability is little to unaffected by the choice of a resilient system
architecture.

• IoT transmission technologies have the potential to be used in times of
crisis, e.g., by equipping commercially available devices with software
that enables message exchange.
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The topic of this dissertation concerns the resilience of modern agriculture, both
in the present and in spite of software-based systems. The aim is to improve
technical resilience, with the goal of reducing the susceptibility to failure and
vulnerability of new software-based systems, and providing greater flexibility
for unforeseeable events. It is only through the progressive development of in-
terconnected systems in the field of smart farming that the questions of systemic
security arise. One question to be answered is, how the negative effects of in-
creased dependency can be counteracted through the clever design of software
architecture and the use of existing (hardware) technology.

6.1 K E Y F I N D I N G S A N D I M P L I C AT I O N S

The first step was to examine how the sector perceives current problems and
dangers, both in terms of direct dependencies and preparedness for infrastruc-
ture incidents. The core statement here is that in the case of “analog” threats
such as power outages or logistical problems, it would be possible for average
companies to continue operating for several days. An internet failure, on the
other hand, would be difficult or even impossible to mitigate, precisely because
many applications depend on a functioning internet connection. However, due
to the lack of hard dependency of such software services, a corresponding
outage is not critical to operations at the time of the survey. With increasing
networking and reliance by industry on a functioning internet connection for
products, this could change quickly in the future. In order to look in the direction
of future-proof farm software, and what can be achieved with a clever choice of
architecture under the premise of operational reliability, the GeoBox software
was (co-)developed. The resulting system is based on the idea of a decentralized
mini-server (called “Hofbox”), that stores all necessary data inside a farm. Parts
of the development, conception and primarily also the evaluation are parts of
this dissertation. Among other things, it could be shown that the decentralized
architecture does not contradict a pleasant UI and was regarded as a positive or
even desirable feature by the test persons.

As a future-proof wireless transmission protocol for sensor data, part of the
thesis has taken a closer look at LoRaWAN and, among other things, summa-
rized security problems and mitigations at the application level with a special
focus on agricultural applications. Many of the problems would be solved with
a more recent LoRaWAN protocol version, but the majority of available devices
rely on a simpler and often outdated protocol version – however, even for
these versions, ways have been found to make certain attacks more difficult,
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though not all vulnerabilities have been closed. As further research results with
LoRaWAN in agricultural environments have achieved good ranges of over
3 km despite simple antenna locations, we continued to examine how the proto-
col might lend itself to further “enhancing resilience” use cases. Here, the results
show that, on the one hand, classic IP (UDP and TCP) based applications could
be adopted to transmit data via the LoRa transmission channel, if they have
low bandwidth and latency requirements. On the other hand, an emergency
communication system could be developed that integrates non-invasively into
an existing LoRaWAN NS, running for example on a Hofbox inside a farm. This
extension allows users to send short messages via the self-sufficient LoRaWAN-
based network in multi-hop mode using smartphones or PCs that are connected
to the Hofbox via WiFi or Ethernet.

The dissertation has shown that there are no major issues with digital dependen-
cies for resilience in German agriculture at this time. Still, digitization has not yet
that advanced on a broad scale, so that many farms have not yet started using
smart farming solutions. Nonetheless, given that such solutions are deemed
to possess significant potential for enhancing the efficacy and resource effi-
ciency of farming, their widespread adoption is likely to occur in the future.
But these technologies also come with a higher risk of being vulnerable. This
dissertation demonstrates that it is possible to design and implement system
architectures that continue to function in the event of infrastructure failures and
are accepted and even valued by potential users. Another discovery is that IoT
technologies can be utilized for other communication purposes, such as long
distance, power-saving data transmission without disrupting regular opera-
tions. This could prove to be a valuable tool, particularly in crisis situations,
as it allows individuals to communicate independently of external network
operator technologies, even if those individuals are not technically proficient.
To summarize, the following key messages for developers and researchers with
focus on agricultural systems emerge from this dissertation:

1. Preparation for power outages takes place: An average farm can power itself
for several days in an emergency situation based on emergency power gen-
erators and the fuel stock. Energy for essential (low power) IT equipment
could be provided for longer period of time. (See Chapter 7)

2. No well-known preparation against ICT outages, yet: The whole idea of prepa-
ration against multiple days long ICT infrastructure outages is a new
territory. There is only few research and there are no known ICT crisis
capable tools in practice. This also means that as a researcher or developer
you can (and must) discover new paths. (See Chapter 7)

3. Crisis-capable development does not influence user perception: Software design
patterns that target the ability to act in times of crisis, e.g., requirement for
local data storage hardware or extensive import and export capabilities,
were not perceived negatively by most participants in tests and were even
desired. Accordingly, from the user’s perspective, if there were a choice be-
tween pure cloud applications and offline-capable applications, the latter
would be preferred, with otherwise identical features. (See Chapter 10)
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4. LPWAN technologies are options for resilience enhancement: LoRaWAN as
a popular LPWAN technology has served for two resilience enhancing
solutions. Especially noteworthy is the emergency communication layer,
for a messenger application that connects rural neighborhoods. Such a
system could allow neighbored farms to communicate via text messages,
when ICT infrastructure is not available. (See Chapter 12 and Chapter 13)

5. Crisis preparedness features as an integral “bonus” feature: Pure solutions for
crisis preparedness are generally not purchased without further reason.
Even where there is a legal obligation, there seem to be exceptions where
no provision is made accordingly. The advantage of software systems here
is that emergency functions, such as an autarkic communication system,
can be delivered directly with the system or even added via an update.
Emergency functions can thus be distributed more quickly and easily as
part of a larger system. (See Chapter 13)

6.2 F U T U R E W O R K

Future work should test the practicality of the emergency communication sys-
tem to identify further potential for improvement with end users. Furthermore,
more research should be done on systems and architectures that ensure at
least rudimentary functionality even in cases of infrastructure failure. This is
because progressive miniaturization is making it possible to pack more and
more computing power with high storage capacities into a small form factor,
which means that local data processing can be established at a high level with
available resources. For example, smartphones are already sufficiently powerful
even for many productive software applications and, accordingly, sophisticated
data processing and storage can take place directly on these devices, which
could then synchronize with each other. Also, more research should be done
in the future on actual security vulnerabilities of agricultural equipment and
software. This is because, with increasing digitization and, at the same time,
greater importance of optimized farming for global food safety, the motives of
malicious attackers are also increasing, who, for example, paralyze farms with
ransomware or carry out politically motivated large-scale attacks on widespread
systems in agriculture.
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Summary – Conclusion

• ICT for agriculture needs to be critically questioned regarding its
dependencies.

• Especially with the trend towards more digitalization, agricultural
software-based systems should follow a resilient system design.

• This work highlights the yet less emphasis of technology resilience in
the sector.

• Also this work shows some approaches, e.g.:

– A decentralized approach can be built and have a usable UI.

– IoT network technologies can be exploited for building an addi-
tional emergency communication channel, that might help rural
areas in times of crisis events.
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A B S T R A C T Agriculture is subject to high demands regarding resilience as
it is an essential component of the food production chain. In the agricultural
sector, there is an increasing usage of digital tools that rely on communica-
tion and energy infrastructures. Should disruption occur, such strengthened
dependencies on other infrastructures increase the probability of ripple effects.
Thus, there is a need to analyze the resilience of the agricultural sector with a
specific focus on the effects of digitalization. This study works out resilience
capacities of the interconnected technologies used in farm systems based on the
experiences and opinions of farmers. Information was gathered through focus
group interviews with farmers (N = 52) and a survey with participants from the
agricultural sector (N = 118). In particular, the focus is put on the digital tools
and other information and communication technologies they use. Based on a
definition of resilience capacities, we evaluate resilience regarding energy and
communication demands in various types of farm systems. Especially important
are the resilience aspects of modern systems’ digital communication as well as
the poorly developed and nonresilient network infrastructure in rural areas that
contrast with the claim for a resilient agriculture. The result is a low robustness
capacity, as our analysis concludes with the risk of food production losses.
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7.1 I N T R O D U C T I O N

Digitalization, especially the interconnection of modern equipment for agricul-
tural production, is a major issue in the agricultural sector. The desired positive
aspects are an increase in efficiency and effectiveness and a more resource-
friendly production of food. Digital, interconnected tools could open up new
paths to profitable and socially accepted agriculture that benefits the environ-
ment, biodiversity, and farmers (Weltzien, 2016).

Smart farming tools can be useful in gaining precise information about crop
conditions for planning farming practices according to specific phenological
stages and thus improving, for instance, the timing for harvest, pest control,
and yield protection (Braun et al., 2018; Yalcin, 2017). But the increasing usage
of digital solutions may also increase agriculture’s dependence on digital in-
frastructures. Current resilience assessments (Meuwissen et al., 2019; Perrin
& Martin, 2021; Snow et al., 2021) for agriculture lack a specific view about
the digitalization of agricultural systems and the possible consequences of its
interactions with other key systems like the energy and communication sectors.
Unintended consequences could be new risks and threats to the business of
farms and - from a global perspective - also to food safety. As Darnhofer (2021,
p. 3) states: “While much research has focused on developing efficient processes
and increasing productivity, much less research effort has gone into understand-
ing what enables agricultural systems to navigate unexpected change”. Going
further within the research area of food system resilience, we will investigate
organizational behavior in (technical) emergencies as well as the digitalization
process from a farmer’s point of view, and draw conclusions about potential
risks in relation to the current digitalization process, using the situation in Ger-
many as an example for modern, technology-driven agriculture. This study is
guided by the following research questions:

• RQ1: What potential risks are associated with the use of digital tools,
especially related to infrastructure failures for farm systems?

• RQ2: What are the resilience capacities associated with the use of digital
tools of agricultural companies?

The remainder of this article is structured as follows: In Sect. 7.2, we present
the definition of resilience used for this study as well as the problems and
vulnerabilities associated with modern agricultural technology, for example,
smart farming tools. Section 7.3 describes the focus groups we conducted, in
which a total of 52 farmers participated. In order to verify our preliminary
findings of the qualitative study, we conducted a quantitative survey on specific
topics with 118 agricultural experts, which is described in Sect. 7.4. Subsequently,
in Sect. 7.5, we contribute to the existing literature by relating the answers of
both the qualitative and quantitative studies to the definition of resilience and
to the digitalization process in agriculture. Finally, in Sect. 7.6, we conclude with
a summary of key findings and set out possible future research.



5 1

7.2 S TAT E O F R E S E A R C H

In order to meet the social responsibility of agriculture as critical infrastructure
(CI), digitalization through the incorporation of new technologies in agriculture
has become a major issue. We present the current state of digitalization as well
as already known risks coming along with the increased usage of information
systems. We also present a framework for resilience assessment of farm systems
and derive a research gap.

7.2.1 Interconnected Technology in Agriculture

Scrutinizing the current literature, various obstacles and problems as well as
current trends regarding the effective and efficient use of digital, interconnected
technology in farming business can be identified. First, the use of communi-
cation tools is changing. Communication is of great importance in the daily
work routine of a farmer. Arrangements with employees or external contacts,
such as suppliers, subcontractors, or clients, are increasingly incorporated into
new technologies. A study by Hobe et al. (2019) investigates the ways farmers
communicate and expected developments between 2017 and 2022. According
to their results, in 2017 only 15% of German farmers considered digital services
(email, messenger, and cloud services) as their most important means of commu-
nication for their everyday work routine, while 36% anticipated digital services
as their principal means of communication in 2022. Braun et al. (2018) state that
in the agricultural sector, smooth communication and information exchange
along the supply chain is essential; only limited attention has been drawn to
this topic. Shang et al. (2021) propose a framework for modeling adoption and
diffusion of digital farming technologies based on reviewed literature. As the
authors state “only a few recent studies highlight the importance of attributes of
technology (e.g. compatibility to existing farming equipment, complexity and
data safety)” (Shang et al., 2021, p. 12) .

Another important issue is the demand for Internet connectivity. The analysis
of wireless sensor networks for precision agriculture by Jawad et al. (2017)
discovers that current approaches typically propagate an Internet connection to
cloud services as a means to analyze sensor data and provide access via client
computing devices, such as tablets. At the same time, technologies like cloud
services have proven vulnerable to threats such as cloud-service breakdowns
or Internet outages (Aceto et al., 2018). Moreover, the digital infrastructure in
Germany is characterized by a digital divide, which means that rural areas
have less access to high-bandwidth Internet connections than urban areas;
for example, 4G networks provide 73.5% coverage in rural areas, 82.2% in
urban areas (Rizzato, 2019). Faults in interconnected technology may be caused
by several factors. For a first overview, it is useful to distinguish between
information and communication technology (ICT) related and energy-related
failures.



5 2 R E S I L I E N C E I N A G R I C U LT U R E

I C T- R E L AT E D I N C I D E N T S : In general, there are many different causes of
ICT disruptions that are not energy-related. Aceto et al. (2018) offer a categoriza-
tion that evaluates incidents on three axes: origin (natural/human), intentional-
ity (accidentally/intentional), and type of disruption (physical/purely logical).
An example of ICT outages caused by natural circumstances that result in the
physical damage of ICT infrastructure is the fiber cable cut by undersea currents
that put the Commonwealth of the Northern Mariana Islands offline for three
weeks in 2015 (Aceto et al., 2018; SubCableWorld, 2015). As far as human-caused
failures are concerned, there are cases of intentionally caused ICT outages. The
Internet shutdown in Egypt and Libya in 2011, for example, was carried out
by the government for censorship reasons (Dainotti et al., 2011), as were ran-
somware or distributed denial-of-service (DDoS) attacks that resulted in large
cyber crises in the UK in 2017 and Estonia in 2007 (Backman, 2021). A com-
mon example that accounts for the majority of Internet backbone disruptions
is the accidental damage to submarine cables through fishing activities and
dragged anchors (The NATO Cooperative Cyber Defence Centre of Excellence
(CCDCOE), 2019). Purely logical disruptions, like prefix hijacking, can also lead
to major constraints with regard to the accessibility of a web service (Ballani
et al., 2007). Even on the level of farms, network technology like wireless sensor
networks could be attacked (Kuntke, Romanenko, et al., 2022).

E N E R G Y- R E L AT E D I N C I D E N T S : On many farms, especially in livestock
farming, certain facilities (like ventilation) depend on a permanent power supply.
Power outages can therefore result in the loss of an entire livestock population.
Storms and floods are the most prevalent causes of major power outages in
Central Europe (Mahdavian et al., 2020). For example, during a three-day power
outage after a blizzard in northwest Germany in 2005, most of the farmers had to
secure their livestock facilities through generators (Gerhold et al., 2019). In some
cases, livestock farms without functioning backup energy supply lost all their
livestock within hours of disconnection (Pfohl, 2014; Schröder & Klaue, 2005),
as weather conditions prevented taking animals outside and multiple critical
situations at different locations at the same time required triage. Obviously, most
of the interconnected technology also depends on electrical energy. While some
of these systems, such as outdoor sensors, could run on battery, information
technology (IT) hardware, monitoring of a ventilation system, or smart valves
could require a stationary power source. The increasing reality of cyber hazards,
and the related need for systems to become more resilient, has pushed CI
protection and resilience in the information system sector up the agendas across
a range of domains.

7.2.2 Resilience Assessment of Farm Systems

In this article, we focus on the impact of digital technology for farm systems on
resilience. The term resilience varies depending on the context of application,
such as engineering (Francis & Bekera, 2014) or ecology (Holling, 1973) which
is why a universal definition is not possible. According to Tendall et al. (2015,
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p. 18), for food systems “resilience can be broadly defined as the dynamic
capacity to continue to achieve goals despite disturbances and shocks”.

To assess the resilience of a system, however, a suitable framework is needed. A
contribution by the European SURE-Farm project highlights the complexity of
agricultural systems and states that previous studies mostly focused on agri-
cultural production processes (Meuwissen et al., 2019). The authors therefore
propose a resilience assessment framework that incorporates not just agricul-
tural production properties, but also farm demographics and governance. Even
more important for this paper, the authors define three resilience capacities,
which are needed to evaluate a systems’ resilience: robustness, adaptability,
and transformability. According to Meuwissen et al. (2019, p. 4) robustness is
the resilience capacity “to withstand stresses and (un)anticipated shocks”[sic];
adaptability is the capacity that allows a system to adjust to undesirable situa-
tions by undergoing some changes, but without changing the internal structures;
transformability represents the capacity to significantly change internal struc-
tures to return to normal or improved operations.

We understand resilience not only as crisis management but also as a preventive
and foreseeing concept. The goal of resilience is the regular continuity of the
system under every circumstance. This is especially important when taking into
consideration the characterization of farm systems as CI.

7.2.3 Research Gap

Nearly all of the scientific literature on ICT for agriculture is concerned with
improving agricultural operations through greater automation or increased
precision - see, for example, Gu and Jing Y. Gu and Jing (2011) and Wolfert et al.
(2017). Few works describe dangers resulting from increased dependency on
other infrastructures like electricity generation and telecommunication (Moteff
et al., 2003; Reuter et al., 2019), which are very important to consider in light
of possible disaster situations. Against the backdrop of agriculture being CI
and the increasing use of smart farming technologies, the investigation of IT
resilience in the context of agriculture seems to be even more crucial. Gurschler
et al. (2017) point out that the usage of ICT in CI creates new risks and threats
for the IT infrastructure, and for that reason, it is important to engage all actors
in proper risk assessments.

Beyond agriculture, providers of other CI also should be aware of their respon-
sibility and possible precautions for potential risk scenarios (O’Rourke, 2007;
Rademacher, 2013). This is essential in order to build a shared understanding of
disasters and to comprehensively evaluate past incidents (Monteil et al., 2020).
Existing case studies (Meuwissen et al., 2019) or other recent works (Perrin &
Martin, 2021; Snow et al., 2021) do not cover our work’s technology-driven
subject of study, but rather focus on aspects of socioeconomic resilience. In
contrast, we focus on the impact of the increasing usage of digital tools on the
resilience of agriculture. To our knowledge there are currently no empirical
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studies that address this aspect of resilience and the preparation for disasters in
the sector of agriculture in general and especially for agricultural IT systems.

7.3 Q U A L I TAT I V E A N A LY S I S

In this section we document the methodological procedure within our qual-
itative study. To answer our research questions (see Sect. 7.1), focus group
interviews (Kitzinger, 1995; Morgan, 1997) were conducted with a concentration
on resilience in agriculture, especially ICT, and how ICT disruption is considered
a possible danger for the regular working procedure on farms.

7.3.1 Method and Data Description

To avoid (subjective) biases, the focus groups were led by two of our researchers
in face-to-face meetings in 2019. The researchers did not have the impression that
the participants had hidden agendas or intentionally tried to hide information
(Kontio et al., 2004). The researchers conducted 12 focus group interviews (Table
7.1) can be considered expert interviews since all the participants were experts
in agriculture. The entire process, which comprised the creation of an interview
guideline, recruitment of participants, conducting the focus groups, and data
analysis and storage, followed the guidelines of the ethical commission of
the Technical University of Darmstadt. The original guideline can be found in
Appendix A.1.1. Some results of these focus groups have already been published
in a scientific journal (Linsner et al., 2021); however, the data were analyzed
with a different scope and purpose.

Table 7.1: Distribution of participants of the focus group interviews.

Focus Group Participants

fg1 P1, P2, P3, P4
fg2 P5, P6, P7
fg3 P8, P9, P10
fg4 P11, P12, P13, P14
fg5 P15, P16, P17, P18
fg6 P19, P20, P21, P22
fg7 P23, P24, P25, P26, P27
fg8 P28, P29, P30, P31
fg9 P32, P33, P34, P35, P36

fg10 P37, P38, P39, P40, P41, P42
fg11 P43, P44, P45, P46, P47
fg12 P48, P49, P50, P51, P52
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Participants

Since we are working in publicly funded research projects (HyServ and GeoBox)
with partners from the private sector, federal institutions, and associations for
farmers, such as machinery rings, their clients and members were invited to
participate in our focus groups. Participation was voluntarily and no compensa-
tion was paid. Each participant was informed about the objectives and topics of
the study and how their answers would be processed via an informed consent
form, which was signed by each person. Every participant (N = 52) in our study
owns or leads an agricultural business. This characteristic has ensured that
participants at decision levels were involved. Most of them run farms, but some
also are service providers for other farmers. Seven of the participants identified
as female and 45 as male. Thus, the proportion of female participants is 13.5%.
The latest numbers of the 2016 Eurostat database estimate that the gender ratio
of the agricultural workforce in Germany is 32.4% women overall and 9.0% at
the operational level of farm management (Eurostat, 2016). Hence, the gender
proportion of our study depicts the gender ratio of farm managers in Germany
closely. A large percentage (81%, N=42) of the participants are younger than
40 years. While their age group represents less than 15% of German farmers in
2016 (Eurostat, 2018), they represent current or future farm managers and there-
fore are an interesting target group for this study. Our sample covers multiple
branches of agriculture, but these are not equally distributed (see Table 7.2).

Table 7.2: Branches the participants are working in (multiple answers possible)

Branch Amount

Cultivation of grain 22
Viticulture 3
Cultivation of vegetables 1

Animal husbandry

Dairy cattle 12
Beef cattle 4
Pig housing 4
Laying hens 3
Biogas production 3

Service provision 6

Data Collection and Analysis

Data of the focus groups were collected through sound recording followed by
transcription. We segmented the data into meaningful expressions using the
constant comparison analysis method, which, in its first stage, is characterized
by open coding (Onwuegbuzie et al., 2009). These included codes such as: gen-
eral understanding; IT-risks; IT-prevention; Hardware/PC; Hardware/Tablet,
and so on, to name just a few of the 34 codes in total (see Appendix A.1.2).
Subsequently, we formed five categories by grouping the statements/codes:
digitalization in agriculture, infrastructure on farms, processes, data protection,
and resilience. The research process involved two researchers during both the
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focus group interviews and the process of coding. They both applied the method
of constant comparison analysis independently from each other and compared
and consolidated their results afterward. This allowed us to derive our results,
as presented in the following section. Because the recorded interviews are in
German, we translated the statements into English as literally as possible.

7.3.2 Results of the Focus Groups

In this section, we present the results of our interviews, where the constant com-
parison analysis method led to a grouping of all statements into the following
aspects: (1) digitalization in agriculture and (2) resilience. An overview of the
insights from the focus groups (Sects. 7.3.2 and 7.3.2) is given in Fig. 7.1.

Digitalization in Agriculture

One central aspect regarding the general understanding of digitalization is
summarized in the following statement: “What we used to write on paper is
now digital on the PC” (fg5). Other statements mention that digitalization in
agriculture contains the use of modern technologies for increased efficiency in
conventional working processes as well as the automatic recording of processes
on the field (abolishing the unpleasant task of manual recording).

When it comes to an individual’s own experiences and examples, most but
not all (7 of 52) of the participants state that they use digitalized hardware
in their everyday work processes. As a result, a wide range of experience
is represented. Whereas some participants with an already-digitalized work
routine use digital tools for direct on-site recording and highly automatized
vehicles with digital steering systems and section control, that is, a precise
fertilizer application, others in contrast state: “Everything is still handwritten in
our case” (fg8). Companies that practice arable farming mostly take advantage
of section control, which heavily relies on satellite navigation of the tractors (fg4,
fg8, fg10). Some of this hardware already relies on (mobile) network technologies
for data exchange: “When I’m at the [fertilizer] injection, I just enter what kind
of spray and how much. Then it’s uploaded, and I read it on my computer,
and I’m done” (fg11). Regarding livestock farming, there are also robots and
corresponding software involved, for example, for monitoring the milk yield
and milk quality of each cow. The aggregated data in the case of a dairy farm
allows a highly detailed insight, which was commented as follows: “you see
everything [. . . ] the ingredients, the amount of milk from each cow [. . . ]” (fg11).
Office tasks that have to be performed on farms use common ICTs, such as
telephone, computers, fax, or the Internet. Most participants’ companies have
a digital crop field card to keep track of all processes on their land. Processes
such as application for state subsidies or invoicing as a temporary employment
company require operational data of the company, precise recording of work,
and transmission of digital forms. Such recording is typically done automatically
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by modern, digital tools, such as tablet-like tractor additions for recording all
processes, “[. . . ] just to be safe in billing” (fg10).

In line with these reported experiences, personal feelings and opinions differ
greatly when it comes to digitalization in agriculture. Here, some of the partici-
pants see the small size of their company as an obstacle and express opinions
like “Do you even need something like that?” (fg10). In contrast, others outline
the possibilities, especially for small-sized agricultural companies, as for exam-
ple: “With small structures, I actually think it makes sense to drive with things
like RTK [Real Time Kinematic] or section control [...]. You get [the fertilizer]
much better on the target areas” (fg10). Some participants would even like to
see (more) digitalized solutions in their companies and describe their current
condition of a nondigitalized company as “quite backward” (fg5). There are also
some neutral statements, mostly with the central message that digital tools do
not seem necessary and that the real benefit is hard to determine at the moment,
like: “I think at the moment it is still a bit too early to draw conclusions. [...] In
five or ten years, when the technology is even more mature, and even smaller
companies can afford it, things will look different.” (fg6). Negative opinions re-
volve around fears, risks, and problems and are mainly associated with the loss
of data sovereignty and related consequences. Some participants have already
thought about possible problems that could arise from the exploitation of their
business data.

Another fear refers to the increasingly high level of dependence on technology,
which, if it fails, can only be repaired by experts: “You are so dependent on the
technology. In former times, one could still detect the cause [remark: of technical
failures, e.g., in machinery] somehow by oneself or could try to get it [agricul-
tural machine] back by oneself. And now there are error messages, and then it’s
over.” (fg7). This is related to the dissatisfaction about the unreliability of certain
products, incompatibility of devices, or frequently crashing software: “And
when that [software error] happens several times a day, it’s annoying.” (fg7). A
similar problem is the incompatibility of iOS and Android applications because
some machine vendors only offer useful companion applications exclusively
for one of these operating systems (fg4). A further, often mentioned problem is
poor education on how to use digital products (fg6, fg7). Especially concerning
is data sovereignty; one focus group mentions that it would be great to educate
the owners of small-sized farms on how to build up a local Wi-Fi network that
is secure and allows sharing certain data with third parties if required. It would
be great “[. . . ] if there would be training or enterprises offering a simple intranet
or the possibility to just built up Wi-Fi on our farm with a server owned by
ourselves, where we store the data and [. . . ] which offers the possibility to share
data [. . . ].” (fg9), “We really want to share, in order to process it [the data]. [. . . ]
The only problem really is data protection.” (fg9). Participants are generally
aware of the importance of backups and the security of their computers, but
report a lack of necessary knowledge. No participant mentioned the increasing
dependencies on other infrastructures, like the Internet or the power grid, as a
risk of digitalization, before the interview questions explicitly referred to this
subject.
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Risk Mit gat onEffect Danger Mitigation

ICTNon-ICT

Power outage

Climatic influence

Destruction of the 

farm buildings and 

equipment

Diseases

Milking robots are 

out of work

Weather effects on

the harvest

Flooding of fields

and barns

Infected crops or 

cattle

Electric wells fail

Ventilation systems fail

Crops or cattle are destroyed or

not sellable

Serious damage for milk-cattle 

(cows poison themselves)

Cattle is endangered

Irrigation systems fail 

(crops are endangered)

Livestock dies

Harvest is (partly) 

destroyed

Loss of crops and equipment

Severe damage to buildings, 

crops, equipment or cattle

Destruction by 

storms

Insurance

Building dams

Insurances

Regular tests by 

veterinarians or 

soil labs

Own power production 

either by fuel-powered 

emergency generators 

(mandatory for some 

branches) or own 

power station (wind 

turbines, photovoltaic 

systems)

Sensor-based surveil-

lance of crops/cattle 

health or cattle 

performance

Monitoring of weather 

to be better prepared;

full mitigation not 

possible

Monitoring of weather 

by sensors on the field

No possible 

mitigation 

recorded

Figure 7.1: Tabular listing of the recorded risks within the focus groups with
possible effects, and the resulting dangers as well as appealed countermeasures,
with or without information and communication technology (ICT) to mitigate
specific dangers

Resilience in Agriculture

Regarding the resilience of agricultural businesses, we focus on the domains
of electricity and ICT, as we see both dependencies as possible sources for a
reduction of resilience. We start with statements about the perceived threats of
resilience followed by statements based on the definition of resilience capacities
given in Sect. 7.2.2, which includes (1) robustness, (2) adaptability, and (3) trans-
formability. The following statements are grouped into the domains we perceive
to be possible causes for ripple effects—electricity supply and communication
and Internet infrastructure:

R E S I L I E N C E O F E L E C T R I C I T Y S U P P LY: Although many agricultural tasks
involve tools that need electrical power, some technologies are particularly
vulnerable (see Sect. 7.2.1). In order to (1) cover power outages, power can be
self-produced: “We generate electricity via our wind turbine. Also, our whole
stable area is equipped with photovoltaics.” (fg8). Many participants stated that
cattle and pig breeding companies are required by law to have an emergency
power generator (including sufficient fuel reserves for its operation) for (2)
adaption in power outage scenarios. However, dairy farms that usually use
milk robots would have to switch to a manual mode. This could decrease
the milk yield, but harm in the form of diseases for their animals would be
prevented (fg8). Based on these results, we can see that cattle farmers’ operations
are weakened in terms of production quality and efficiency in power outage
scenarios. Therefore, we hypothesize that farms that are also active in the
livestock sector more often take precautions against outages (H1). Typically, the
(3) restoration after a power outage is easy and fast in the domain of agriculture.
But for some digitalized tools, a restart could take a long time. After a short
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power outage in a dairy farm “all the robots and boxes were off, the cows were
still inside. So, nothing worked anymore. Until the whole system was started
up again and running faultlessly, two days went by.” (fg7).

R E S I L I E N C E O F C O M M U N I C AT I O N A N D I N T E R N E T I N F R A S T R U C T U R E .
The necessity of thinking about communication and Internet infrastructure in
the form of both landline and mobile radio networks arises because the regu-
lar operations of agricultural companies require communication with various
actors. Therefore, access to reliable communication infrastructure is essential.
Since we assume a rising dependency on various digital communication prod-
ucts, we are interested in the opinion of the participants regarding the current
state of reliability and possible dangers and risks in this field. In 2019 (as in
2021), many areas in Germany were still not covered by cellular networks. Since
most of these blind spots happen to be in rural areas, the big majority of the
general public is not affected, but farmers are disproportionately impacted.
We hypothesize that the incorporated tools of agricultural operations are often
dependent on the Internet (H2), based on the insight that machine vendors
create new products that rely on - or at least take advantage of - a permanent
Internet connection, and that this requirement intensifies problems such as
missing coverage by cellular networks: “We have technical possibilities to use
apps and to do everything. And then it depends on simple things like the bad
internet. [. . . ] I know two years ago that it took me all day to download an
application.” (fg4). Capacities for absorbing ICT outages appear to be difficult to
build up, as there are rarely any suitable mechanisms for this improvement. In
fact, no absorbing measure was mentioned by the participants. However, there
are some ways to adapt in situations of failing telecommunications. In order
to share data between companies, the usage of a USB flash drive is considered
sufficient and secure and is not perceived as more demanding than sending it
to the tractor directly, although it requires more time for data transport (fg2,
fg9). This applies also for the exchange between employees of the same farm
or between different devices or for business communication: “Yeah, well, you
know where the contractor lives. You can still go there in an emergency and
discuss everything with him/her.” (fg4). The restoration after a communication
and Internet infrastructure outage is seen to be as simple and fast as electricity
supply. It was not mentioned as problematic at all, since all the tools reconnect
automatically and phones are working again on both sides.

7.4 Q U A N T I TAT I V E A N A LY S I S

Based on survey data, we are able to test hypotheses derived from the qualitative
study (Sect. 7.3.2) and gain more insight into the topic of technological resilience
in agriculture. This section elaborates on both descriptive results and hypothesis
testing.
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7.4.1 Method and Data Description

Using an online questionnaire, we asked German farmers about resilience in
agriculture, dependencies on other infrastructures with a focus on ICT, and
potential outage scenarios that could harm their agricultural operations. Initially,
this survey was planned to be conducted offline at different agricultural events
in 2020. However, these were canceled due to restrictions during the COVID-19
pandemic.

Participants and Procedure

The participants were recruited via the mailing list of a German association of
farmers. In the survey, we asked for the participants’ specific working conditions.
Most of the participants (111) worked as farmers in Germany, and five worked
in related business segments, such as food production or agricultural machinery
production. Two participants did not specify their employment, but they are
also active in the domain of agriculture as recipients of the mailing list. The
survey includes farmers working in larger businesses (see Table 7.3) and covers
a more diverse selection regarding age and location than did the focus groups
(Sect. 7.3). Participation was voluntary and not compensated. Within the survey,
we collected demographic information and information about the agricultural
enterprise in which the participants worked. The age distribution was recorded
in categories (see Table 7.4) with 73% of participants in the age groups 31-60.
The geographical distribution of the participants’ work areas in Germany is
shown in Fig. 7.2.

Data Collection and Analysis

For the collection of data, the software LimeSurvey 3.17.0 was used on a
self-hosted server. The questionnaire consisted of 50 items with a closed-ended
answering scheme. Not all of the questions were relevant for this study. A list of
questions used for this evaluation can be found in Appendix A.1.3. The survey
was conducted in German. For the data analysis, only completely filled out
questionnaires (N = 118) were included. For the statistical evaluation and the
graphical visualizations, the authors used R 4.0.2 and the package ggplot2.
Because the questionnaire was in German, we translated the items into English
as literally as possible.

Table 7.3: Companies size in number of employees.

Employees [number] 1 2 3 4 5–10 >10 N.A.

Rel. freq. 19% 35% 15% 7% 11% 5% 8%
Number 23 41 18 8 13 6 9
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Figure 7.2: Geographical distribution of participants in the online survey by
German federal state of the company’s main activity.

Table 7.4: Age distribution of participants.

Age [years] 21–30 31–40 41–50 51–60 61–70 >70 N.A.

Rel. freq. 15% 23% 28% 22% 9% 2% 1%
Number 18 27 33 26 11 2 1

7.4.2 Results of the Online Survey

To gain quantitative insights into the (technological) resilience domain of Ger-
man farmers, we used an exploratory approach in addition to hypothesis testing
to evaluate interesting and relevant aspects. Since the online survey also in-
cluded items on other topics, we have limited ourselves here to the areas of
technical resilience and digitalization. We split the presentation of results into
two categories: (1) incidents and precautions and (2) estimation of operabil-
ity. Within these categories, we investigate assumptions we have gained from
analyzing the focus groups’ statements (Sect. 7.3.2).

Incidents and Precautions

We asked the participants to give numbers regarding actual outages. As depicted
in Fig. 7.3, especially ICT-related incidents were present in the previous 12
months of the survey, with a quite high proportion of failures of mobile network
(cellular phones) and mobile Internet: Participants reported failures of mobile
network (27.1%) and mobile Internet (31.5%) more than three times within this
time frame. Classical infrastructures like transportation, water, and gas were
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Figure 7.3: Heat map for failures within the last 12 months depending on
infrastructure type. The numbers represent the percentages of the answering
options and add up to 100% per row. The numbers in brackets represent the
absolute numbers of answers.

relatively stable within the same timeframe. Electricity – which is especially
important according to the focus groups – was attributed to have caused some
outages, with more than 30% having at least one power outage in the past 12
months.

Further, we asked whether the farms possessed different precautionary mea-
sures and whether those measures have already been used in the past. The
results are depicted in Fig. 7.4. In contrast to the focus group statements, the
share of companies possessing a power generator is unexpectedly low. Just
slightly above half of the participants state that their company owns a power
generator. This may be a result of the overall stable power grid. As we can see
from the data, only about half of those who own a power generator already had
the need to use it. Other infrastructures that increase the independence in outage
or crisis scenarios (for example, gas reserves) are higher in both possession and
need of usage.
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Figure 7.5: Relative frequencies for the number of different types of precautions
for infrastructure failures per farm, with livestock farms in the upper chart
(n1 = 71) and farms without livestock below (n2 = 47).

Based on the survey data, we are able to test the following hypothesis, which
came up in our focus group (Sect. 7.3.2) – H1: Farms that are active in the livestock
sector more often take precautions against outages. To test this hypothesis, we com-
pared the number of precautionary measures per farm of farms that did not
keep livestock with the ones that did keep livestock. This includes farms that
also engaged in other agricultural sectors in addition to livestock. The distribu-
tions for farms with or without livestock can be found in Fig. 7.5). TTo test the
hypothesis H1, we conducted a Wilcoxon rank-sum test. The results indicated
a significantly higher level of precautions (W = 2417, p < .001) for farms with
livestock (n1 = 71, Mdn = 4) compared to farms not keeping livestock (n2 = 47,
Mdn = 3), thus, the results confirm our hypothesis.

Estimation of Maintaining Operability

Similar to the focus groups, we also asked the interviewees to estimate the
duration of maintaining operational capability in case of different infrastructure
outages. Results are rather inconclusive. Only electricity has a rather clear result,
with 57.6% (68) stating that the time of operability is less than 24 hours, and
14.4% (17) stating that it is one week or longer. In case of an Internet outage, the
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Table 7.5: Percentage of answers to the question which (digital) tools would
continue to function without an Internet connection. Note: Last column (ni) is
total number of owners of the application. Answer options were Does not work
offline (−), Works offline with limitations (−/+), Works offline (+).

Application Works offline [%]
− −/+ + ni

Communication platforms 72 18 3 82
Other 50 20 10 8
Farm mgmt. information system 36 40 21 46
Herd mgmt. system 17 25 55 39
Calculation aid 16 28 53 72
Farm machinery with ISOBUS 12 15 69 50
Autom. milking system 0 33 67 9

anticipated problems have fewer operational consequences as expected: 35.6%
(42) of participants think that they are operable less than 24 hours, and 18.6%
(22) estimate one week or longer.

In the analysis of our focus group data (Sect. 7.3.2), we also formulated the
following hypothesis – H2: The tools used are often dependent on the Internet. To
test this hypothesis, we asked the survey participants to estimate how much the
technology used on their farms depends on the Internet. Answer options and
respective distribution of answers were: Not dependent (5.93%), A little dependent
(16.95%), Medium dependent (28.81%), Quite Dependent (26.27%), Very Dependent
(20.34%), and Prefer not to say (1.69%). It should be emphasized that 46.61% of
the participants stated that the technology used is quite or very dependent on
the Internet.

Relative and absolute frequencies of the answers to the question “Which of your
digital tools would continue to function without an internet connection (e.g.,
due to a communications network disruption), i.e., would continue to function
in ‘offline’ mode?” are depicted in Table 7.5. Not surprisingly, especially the
communication platforms are expected to need an active Internet connection.
Unfortunately, 36% (17) of the participants using farm management systems
expect their systems not to work in offline scenarios.

In the case of ICT failures, classical cloud services are not accessible by definition.
To get an idea of how frequently cloud storage is used, we asked which digital
tools’ data are stored in a cloud. The relative and absolute frequencies of the
answers can be found in Table 7.6. Here we see to some degree an explanation
for the previously mentioned high dependency of farm management systems
on the Internet, as data of 67% (29) of the farm management system users are
stored in a cloud.

One problem stated in the focus groups was the incompatibility of some (digital)
tools. Among the users of farm management information systems (47), 68.1%
(32) affirmed having problems due to incompatibility issues, and 23.4% (11) did
not. The participants that already use digital tools (108) replied to the question
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Table 7.6: Percentage of answers to the question whether data of an application
are stored in a cloud. Note: Since not all participants used every system, the
total absolute number (ni) of participants varies per row. Missing values were
not included within the relative frequencies.

Application Data in cloud [%]
Yes No ni

Farm mgmt. information system 67 33 43
Communication platforms 49 51 81
Herd management system 45 55 40
Automatic milking system 44 56 9
Other 38 62 8
Calculation aid 25 75 69
Farm machinery with ISOBUS 11 89 47

“Is your data secured by regular on-site backups?” as follows: 72.2% (78) said
yes, 22.2% (24) no, and 5.6% (6) did not give an answer.

7.5 D I S C U S S I O N

Sections 7.3 and 7.4 present insights from the focus groups and survey, respec-
tively. In the following section, the answers to the questions underlying this
article are summarized and discussed.

7.5.1 Potential Risks of Digital Tools

During power outages, serious problems arise for different types of agricultural
systems. Since digital tools necessarily require electrical power, their use results
in a dependency on a working power supply for the long run – even if mobile
devices like tablets and laptops could bridge a couple of hours using built-in
battery capacity. Crop farms may only experience problems regarding office
activities, like documentation and billing. But in animal husbandry, farmers
may be faced with the downtime of devices that are crucial for the health of their
animals, such as ventilation systems and milking robots. Usually, the general
power grid is responsible for delivering an uninterrupted power supply. From
the interviews and the study, however, we learned that there are recurring power
outages for some companies up to three times a year. Whereas the focus groups
indicated that most agricultural companies have an emergency power generator
as a precaution, this does not seem to be the case for 42% of the participants
in the quantitative survey. As the average estimated fuel capacity covers a
few days to one week, longer-lasting power outages and broken emergency
power generators represent harmful risks, even for those taking precautions. As
more battery-powered devices and vehicles are likely to be used in agriculture
in the future (Koerhuis, 2020; Spykman et al., 2021) as well as with the good
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application prospects of photovoltaic systems on farms (Friha et al., 2021), the
need for large fuel reserves could decrease.

Assessing the consequences due to telecommunication outages is more com-
plex. Looking first at human-to-human communication, we are in line with
the survey results of von Hobe and his colleagues Hobe et al. (2019), namely
that the agricultural actors are well-connected, many players know each other
personally, and appreciate the personal contact that promises support in times
of trouble. But at the same time there is recognition that there is a countervailing
trend towards using more digital communication technologies. Accordingly, all
focus groups perceived mobile phones and especially messenger apps to be an
essential everyday tool for task coordination. Even though this constitutes just
one aspect of communication in agricultural systems, the crucial question con-
cerns the importance of this part of the overall communication for the continuity
of agricultural operations. In fact, most agricultural systems in our studies do
not vitally rely on (wireless) network connections, but we can confirm a trend
towards more digital communication technologies and inter-connected devices
in agriculture (Ojha et al., 2015), creating greater vulnerabilities to outages in
the future.

Another problem can arise when required machine-to-machine communication
is done over air channels, like mobile Internet. Surprisingly, such risks were
neither mentioned by the farmers themselves nor present in the literature. We
see the first reason for this missing awareness in the lack of extensive imple-
mentation, possibly due to risk aversion in the adoption of new technologies
(Marra et al., 2003), data protection concerns (Linsner et al., 2021), or the partly
unreliable mobile data connection in Germany, especially in rural areas (Fig. 7.3).
The second reason may be a missing understanding of the machine-to-machine
aspects of already implemented technologies (Cavallo et al., 2014).

Since precautions regarding telecommunication and Internet outages are diffi-
cult to take, especially when personally knowing important points of contact
that are essential for business continuity seems to offer advantages. The inter-
viewed farmers (both focus groups and questionnaire) do not own stand-alone
radio/wireless technology that would allow them to communicate over the
air in case of an ICT breakdown. We strongly recommend the implementation
of backup mechanisms for new agricultural applications that depend on ICT,
since the operational continuity of agricultural processes during infrastructure
outages is essential. Such backup mechanisms should allow community users
to work in off-line-scenarios, for example, by having the most relevant data
always cached on the client side as well as with the application itself. In general,
(new) strong dependencies should be avoided where possible.

7.5.2 Factors that Affect the Resilience Capacities

Based on our qualitative data and quantitative verification, we are able to assess
the level of the three resilience capabilities (Meuwissen et al., 2019) for the
domain of modern agricultural businesses.
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Robustness

In case of failures in the energy or communication infrastructures, almost all
companies are unable to contain disruptions. While livestock farming has a
great need for electricity, arable farming is rather independent of electricity but
has high demands on a functioning communication infrastructure. Disturbances
in both infrastructures, electricity and communication, are hard to absorb, es-
pecially for small and medium enterprises. Solutions that absorb power grid
outages are available, for example, in the form of microgrids or decentralized
energy systems (Panteli & Mancarella, 2015), although typically these are not
considered by small companies. Rare exceptions are self-sustaining companies
with photovoltaic and/or wind power stations, which allow the absorption of
general power grid outages. ICT failures in the form of Internet service break-
downs are hard to absorb, since required technology changes are currently not
available to customers. Especially agricultural businesses in rural areas usually
do not have a consistent Internet connection due to frequent gaps in broadband
and mobile Internet coverage. About 35.6% of the respondents (Sect. 7.4.2) think
they can only remain operable for less than 24 hours in case of an Internet
outage. In the future, communication network redundancy could be established
by affordable orbital Internet connections (Harris, 2018) or the use of wireless
sensor networks for communication in disaster scenarios (Adeel et al., 2019) to
further improve the technical resilience of agricultural companies.

Adaptability

Most of the surveyed companies own power generators – either voluntarily or
required by law. Because agricultural machinery depends on fuel, a sufficient
stock of fuel is expected to be available in most companies to fuel the power
generators for multiple days on average. The effort and time to put a power
generator into operation range from “easy”/“quick” to “enormous”/“couple of
hours” (both statements in fg3), depending on the company’s system construc-
tion and the technologies involved. In total, the adaptability capacity regarding
power outages is high due to the ability to completely restore full operation
after a power outage for a limited time. Adaption of communication can also be
realized by switching from phone-based communication to face-to-face conver-
sations. These personal conversations are locally possible and often preferred
by well-networked farmers (Fecke et al., 2018; Hobe et al., 2019).

Transformability

When the regular power grid returns to normal operation after an outage, com-
panies just have to disconnect the temporarily installed power generators. In
some cases, this process requires modern digital equipment and time-consuming
actions to reset the whole agricultural system into a fully operational mode.
Looking at communication infrastructure, there was no required effort men-
tioned for restoration into regular operational mode. This may be because these
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devices will typically reconnect automatically after the recovery of the ICT
infrastructure. In such a case, the regular way of communicating via telephone,
email, or similar digital options is working again without the need for active
interventions.

7.5.3 Limitations

It has to be considered that our sample for the focus groups and the ques-
tionnaire consisted only of farmers. Other possible stakeholders, such as their
business partners or people working on agricultural ICT, were not involved. The
participants in the focus groups run their agrarian businesses in southwestern
Germany, consisting of small structured areas, which is not representative for
the whole country (Bundesministerium für Ernährung und Landwirtschaft,
2018). In contrast, with the quantitative study (questionnaire), we had partici-
pants from all parts of Germany. Moreover, the familiarity with and expertise
in agricultural digital technologies of our samples may be biased. Most of the
participants in focus groups took part in a federal education initiative that in-
corporates digital tools for farming businesses as a subject. As is the case with
all mixed methods approaches, we decided for a trade-off between the detailed,
subjective information of qualitative statements against quantitatively measur-
able dimensions. The individual results of the sub-studies should therefore only
be interpreted collectively, as the hypotheses generated in Sect. 7.3 and their
verification in Sect. 7.4 successively build on each other.

7.6 C O N C L U S I O N

As mentioned by related literature, digitalization can increase the efficiency and
effectiveness of agricultural operations (Walter et al., 2017; Wolfert et al., 2017).
Trends also point to an increasing use of digital services in this area (Fecke et al.,
2018; Sundmaeker et al., 2016). To critically challenge the predominantly tech-
positive body of literature on digitalization in agricultural systems, we looked at
the specific risks of digital tools for farm systems and their impact on resilience
capacities. This is inevitable in terms of the development of sustainable and
future-proof systems. For this purpose, we used a mixed methods approach
to first generate hypotheses through qualitative focus group interviews (N =
52), which we verified in a second step through quantitative questionnaire
surveys (N = 118). To gain insight into dependence on digital technologies, we
asked explicitly about aspects of digitalization on household-level agricultural
systems, but also inquired about risks and disasters experienced, as well as
explored precautions taken. Key insights about potential risks associated with
the use of digital tools (RQ1) are as follows:

• The incorporated tools of agricultural operations are often dependent on
the Internet.
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• A power failure of a few hours to a few days would not be very harmful to
those farms having a power generator. Longer failures would realistically
result in complete harvest failures and lethal consequences for animals.

Key findings related to resilience capacities (RQ2) are as follows:

• Most of the farmers are not aware of how the Internet and mobile net-
work infrastructure affect their agricultural system and do not take any
precautions for ICT breakdowns.

• Just slightly above half of the farmers own an emergency power generator.

• Farms that are active in the livestock sector more often take precautions
against outages than do other farmers, both for higher dependency on
continuous-working machinery and because of legal requirements (Sect.
7.3.2)

Especially problematic for farms (Fig. 7.3) is the trend of increasing dependency
on Internet infrastructure along with the fragility of the Internet. Additionally,
the statements by interviewed farmers show the diversity in the usage of digital
tools. Some farmers are limited in the usage of digital tools by external factors,
like high investment costs, missing information on these modern farming tools
in their education and experience, or a bad/missing Internet connection in their
region.

Our assessment regarding resilience capacities with a focus on the two infrastruc-
tures of electric supply and communication shows that there are high robustness
and adaptability capacities in these systems, but that transformability capacity
is low due to mainly technical reasons and should therefore be of particular
interest for future work. When looking at the digitalization of the agricultural
sector, it is important to keep in mind that all advantages must go hand in hand
with strong operational reliability. Currently, there is no publication investi-
gating the operational reliability of present tools, nor are there descriptions of
technical approaches for resilient communication that would allow strengthen-
ing the robustness capacity of farming companies. More research in this field is
needed. Market analyses inspecting digital products for agriculture with regard
to resilience criteria would allow for a more precise assessment of the current
situation. Also, research on utilizing the increasingly distributing Internet of
Things networks for self-operated communication between neighbored farms
could help to achieve greater resilience capacities.
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A B S T R A C T Technological progress can disrupt domains and change the
way we work and collaborate. This paper presents a qualitative study with
52 German farmers that investigates the impact of the ongoing digitalization
process in agriculture and discusses the implications for privacy research. As in
other domains, the introduction of digital tools and services leads to the data
itself becoming a resource. Sharing this data with products along the supply
chain is favored by retailers and consumers, who benefit from traceability
through transparency. However, transparency can pose a privacy risk. Having
insight into the business data of others along the supply chain provides an
advantage in terms of market position. This is particularly true in agriculture,
where there is already a significant imbalance of power between actors. A
multitude of small and medium-sized farming businesses are opposed by large
upstream and downstream players that drive technological innovation. Further
weakening the market position of farmers could lead to severe consequences for
the entire sector. We found that on the one hand, privacy behaviors are affected
by adoption of digitalization, and on the other hand, privacy itself influences
adoption of digital tools. Our study sheds light on the emerging challenges for
farmers and the role of privacy in the process of digitalization in agriculture.
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8.1 I N T R O D U C T I O N

Digitalization in agriculture is a process with very heterogeneous implementa-
tions by different actors. This makes this domain an interesting field of investi-
gation in terms of the extent to which certain factors influence the adoption of
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digitalization. According to Gandorfer et al. (2017), privacy is a factor that tends
to slow the process of digitalization. The processing and exchange of data is a
key element of digitalization, but not everyone is in favor of this development.
Nevertheless, agriculture is an economic domain that relies heavily on the divi-
sion of labor and collaboration Braun et al., 2018. Farmers usually cannot grow
crops or breed cattle on their own. Multiple actors are involved in the whole
process, from planning a season to delivering products to retailers. For these
cooperations to function smoothly in times of digitalization, it is necessary to
share data in order to be able to plan the individual production steps effectively.

Since data exchange is a major issue, privacy concerns are raised and trade-offs
are necessary: High-tech machines can help to save resources and protect the
environment, but they require comprehensive and processed data. This data is
generated from a variety of information sources and is more useful the more
information is available. However, at the same time, this availability can also be
a problem: If farmers disclose too much information to their business partners,
they run the risk of being put at a competitive disadvantage by individualized
prices. Such fears paralyze enthusiasm for digitalization, especially if data
flows and purposes are not clearly communicated and contractually secured.
To find out how the heterogeneous adoption status and the long duration of the
digitalization process in agriculture are influenced by data protection aspects
and how digitalization affects the work processes of stakeholders, we conducted
an empirical study to answer the following research question:

How does privacy affect the adoption of digital technology in
agriculture?

This paper is structured as follows: Section 8.2 presents the background and
related work of digitalization and privacy in agriculture, as well as the research
gap. Building on this, Section 8.3 describes our methods, the participants in-
volved in our study, the study design, and the data analysis. Section 8.4 presents
the results of our empirical study, including the attitudes and concerns of the
farmers. Based on our findings, Section 8.5 discusses our results with reference
to our research question. Section 8.6 concludes our study by recapitulating the
main findings.

8.2 B A C K G R O U N D A N D R E L AT E D W O R K

This section provides a brief overview of the context of our study: digitalization
in agriculture. Although this paper focuses on privacy for and perceptions
of farmers, background information on digitalization in general is helpful to
understand the statements of the study participants in this context.

Even though the digitalization of agricultural processes is not a new idea, it
is an ongoing development, especially in relation to the current introduction
of modern concepts such as IoT or big data in this field Lokers et al., 2016;
Tzounis et al., 2017. In this context, data privacy appears to be an important
factor in the adoption of new digital technology Aldehoff et al., 2019; Ferris,
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2017; Melicher et al., 2016. However, studies conclude that digitalization in
agriculture is lagging behind expectations (Gandorfer et al., 2017). Accordingly,
other domains are more advanced in the integration of business models and
processes. In the following section, we will summarize recent developments
in the field of digitalization in agriculture (8.2.1), also called Smart Farming
or Precision Agriculture, to provide context for the reader. We will then focus
specifically on privacy and data ownership issues (8.2.2). Futhermore, we will
discuss the role of user perceptions in relation to data privacy (8.2.3). The section
concludes by identifying a research gap that our study addresses (8.2.4).

8.2.1 Background on Digitalization in Agriculture

Several benefits of digitalized agriculture are mentioned in previous research:
First, it improves traceability. Retailers could offer their customers information
about the origin of their crops. This could prevent or limit food scandals even
more efficiently. One example from research Kamath (2018) suggests that better
traceability may simplify countermeasures during food contamination scandals.
Here, the author refers to two food scandals, in 2006 in the U.S. and 2011 in
China, where contaminated products from a single farm damaged the image of
the entire sector due to a lack of traceability. In this context, a blockchain-based
approach is presented to enable transparency and traceability in agriculture.
Similar approaches to this objective exist in further research Bermeo-Almeida
et al., 2018; Ge et al., 2017.

Second, digitalized agricultural machinery and equipment could also bring
monetary benefits. So-called smart farming approaches promise to increase
efficiency and effectiveness Y. Gu and Jing, 2011; Wolfert et al., 2017 through
precise maneuvering and application of seeds, fertilizer, and other resources.
Taking advantage of these benefits can save time and financial resources. Elijah
et al. (2018) also see the benefits of IoT in reducing needed resources while
feeding a growing population. Rosskopf and Wagner (2006) conducted annual
studies from 2002 to 2005 to investigate the usage of computers and electronic
devices in German agriculture. Main challenges were lack of understanding of
computers and time spent without perceived benefits. In 2017 Gandorfer et al.
(2017) confirmed these findings and stated that privacy is a particularly relevant
issue.

Third, the precise application of agents and better calculation based on sensor
data could reduce pesticide contamination and thus environmental pollution.
As early as 2007, Pinaki and Tewari (2010) show in their review of trends in pre-
cision farming that there is enormous potential for environmentally sustainable
agriculture, an argument which Finger et al. (2019) also provide. A meta-study
of energy use in precision farming is provided by Pelletier et al. (2011). The
authors compare different approaches and sub-domains, such as livestock or
crop production.
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8.2.2 Privacy in Digitalized Agriculture

The adoption of digital tools is closely linked to the handling of data, which
makes privacy an important factor. Shepherd et al. (2018) approach the topic
of digitalized agriculture from a socio-ethical perspective: They point out that
digitalization in agriculture could help feed the growing population, but success
depends on business models that can ensure data privacy and security. The
desired increase in agricultural efficiency depends on the establishment of new
technologies such as IoT and data analytics in agriculture. The need for security
and privacy as well as data ownership is also emphasized by Elijah et al. (2018).
In addition to general security issues in the IoT world, agricultural IoT devices
are also vulnerable to physical tampering, such as theft or animals attacks.
Looking at the cloud-based backend infrastructure, successful attacks can lead
to unauthorized data access. The problem of data privacy is not exclusive to
agriculture. Privacy and secure data processing are also important in other
areas where IoT is used to prevent de-anonymization or re-identification of
individuals Naeini et al., 2017.

The increasing impact of aggregated and processed data on agriculture is high-
lighted by Sykuta (2016). The author proclaims principles of big data for agri-
culture and mentions privacy as an issue. Nery et al. (2018) name knowledge
engineering as a proposed solution. The authors point out challenges such as the
semantic gap, dealing with spatial and temporal information, and correlation
issues. Fleming et al. (2018) present perspectives of the industry with a focus
on big data. The authors note the need to address issues such as trust, equity,
distribution of benefits, or access.

Research also focuses on different countries and their attitudes toward digitaliza-
tion: Specific drivers for digitalization in Australian agriculture are presented by
A. Zhang et al. (2018). The authors interviewed 1,000 Australian farmers from 17
subsectors about their expectations and needs regarding digital agriculture. One
striking finding was that the majority of farmers were highly critical of various
data assets and wanted more privacy, but were still keen to share data with other
stakeholders in agriculture, such as big companies. Fountas et al. (2005) asked
198 farmers in the U.S. and Denmark about their attitude towards precision
agriculture. They found that the main problem was too time-consuming data
handling and that 80% of farmers wanted to store their data themselves. Car-
bonell (2016) sees power asymmetry between farmers and agribusinesses as a
problem. The author calls for open source tools and open data for a fairer use of
big data. An overview of the adoption of digital tools in agriculture in different
EU countries is provided by the study of Kernecker et al. (2020). A total of 287
participants from seven countries participated in this study. It revealed that
farmers wanted more instructions and security. It also became clear that most
farmers with more than 500 ha land run fully digitalized businesses. Especially
the smaller farms still lack digitalization.

The fact that small enterprises in particular lack digitalization has also been con-
cluded by Regan et al. (2018). As an example, the authors refer to agriculture in
Ireland, which consists mostly of family-run farms. They present an interesting
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view on data ownership and maintaining privacy for farmers. The researchers
found a general distrust towards companies, but a very open attitude towards
actors with whom the farmers had longstanding partnerships. The authors as-
sume that the reason for this is the family-owned business model. This theory is
supported by the work of Cravotta and Grottke (2019). They conducted a study
that highlights the tendency of family-run enterprises to favor old-fashioned
over innovative solutions. In Germany the demographic situation is similar,
as shown by federal statistics Statistisches Bundesamt, 2019: The majority of
farmers cultivate less than 200 ha of land. This circumstance makes it worth
investigating whether small and medium-sized enterprises (SMEs) in particular
are lagging behind in digitalization and whether the lack of viable privacy
solutions is a reason for this. For the purpose of this paper, we use the definition
of the European Union when referring to SMEs1.

Furthermore, previous work has outlined that access to corporate data is an
existential problem for farmers, as noted by Fraser (2019). Increasing “data grab”
can lead to “land grab”. Once companies have access to the business data, they
can easily overtake the farm. By acquiring many smaller farms, companies can
manage large scaled agricultural businesses with the data they obtained from
former owners. With less effort, the companies are able to gain much more profit
from the land than many small farms before. Ferris (2017) sees opportunities in
precision agriculture, but also dangers arising from the massive collection of
data: Exposure of personal data, income, or yield of the fields. The author states
that farmers fear disadvantages if this data is accessible for their competitors.
Therefore, the author calls for the need for governmental regulation.

8.2.3 The Influence of Users’ Perception on Privacy Preferences

The previous section has shown that privacy is an important issue that requires
specialized techniques to protect end-user data. However, when developing
privacy-enhancing solutions for specific use cases, it is necessary to investigate
the behavior and preferences of the target audience. Not only privacy and
security behavior Biselli and Reuter, 2021, but also user perception and reality
often differ, as research in other domains shows:

Malkin et al. (01 Oct. 2019) investigated the perception of users with regard
to smart speakers and found serious misconceptions. About half of the partic-
ipants were unaware that smart speaker recordings are permanently stored.
Furthermore, most users were not familiar with the available privacy functions.
23,8% plan to use them in the future. Users’ perceptions of smart home technol-
ogy were studied by Zimmermann et al. (2019). The researchers conducted 42
semi-structured qualitative interviews with inexperienced users of smart home
technology and found that users not only fear attacks, but also feel they are los-
ing control. Another example of differences between the mental model of users
and real-world technology was found by Han et al. (01 Jul. 2020). Their study

1https://ec.europa.eu/growth/smes/sme-definition_en,
based on headcount (micro < 10, small < 50, medium < 250) and turnover (micro ⩽ 2 million €,
small ⩽ 10 million €, medium ⩽ 50 million €) of the enterprises

https://ec.europa.eu/growth/smes/sme-definition_en
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examined the differences between free apps and their paid versions. After as-
sessing which mental model the users had regarding these apps, the researchers
found that only 3,7% of the 5877 pairs of apps had significant differences in their
use of permissions and data usage. This contradicted most users’ impression
that paid apps were more privacy protective than free versions. Reasons for
specific perceptions regarding privacy and digital tools were investigated by
Smullen et al. (01 Jan. 2020), who found that users’ preferences are related to a
specific purpose. Coopamootoo and Groß (01 Oct. 2017) found that privacy pref-
erences and willingness to share data are based on a person’s personality. The
researchers identified specific personality traits and their influence on attitude
towards privacy. However, these approaches focus on the private individual
and their use of technology in their everyday lives. Considering that digital-
ization affects the business aspects of peoples’ lives, it has to be expected that
factors other than personality are key to understanding the motivation to adopt
or not to adopt. Career implications must also be considered. An approach
that considers these perceived negative consequences of online tracking was
conducted by Melicher et al. (2016). The qualitative interviews showed that
users are distrustful of tools in the context of tracking and fear risks such as
price discrimination. Although this addressed a monetary factor that influences
privacy attitudes, the impact of tracking on individuals is less severe than in a
business context.

8.2.4 Research Gap

In the previous sections, we presented the state of research on digitalization in
agriculture and the role of privacy. Agriculture relies on the division of labor
and therefore the sharing of operational data Braun et al., 2018. Additionally,
farmers have reporting obligations to authorities and retailers strive for trans-
parency to provide traceability to their customers. While most of the privacy
research mentioned focuses on the issue of privacy in consumer applications,
the implications of digitalized tools and data collection in a commercial context
need to be considered as well. In a context where the disclosure of proprietary
or sensitive data can lead to financial damage or competitive disadvantages
for a business, privacy considerations take on great importance. One industry
that is particularly vulnerable to these risks is agriculture. This results from
multi-actor supply chains and high demands for transparency and traceability
from both commercial and governmental sides. While many studies exist on
the establishment of digital tools for transparency Bermeo-Almeida et al., 2018;
Ge et al., 2017; Kamath, 2018, few examine farmers’ perception and their roles
in the transforming domain of agriculture. While the aforementioned study
by A. Zhang et al. (2018) provides some insight into the situation in Australia,
it also raises new questions: Why are farmers willing to share their data with
third parties when they actually consider it critical in principle? Is this related
to the specific economic circumstances in Australia, or does it result from a
misconception of privacy, as studies in other areas suggest (see Han et al., 01 Jul.
2020; Malkin et al., 01 Oct. 2019)? In terms of structural reasons, Kernecker et al.
(2020) show for Europe that digital tools are less adopted by smaller enterprises.
However, their sample for Germany consists mostly of larger farms, while the
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agricultural sector in Germany is predominantly characterized by small farm
structures. Hassan et al. (2020) demonstrate that the decisions of German SMEs
to adopt cloud computing are influenced not only by their perceptions of use-
fulness, security aspects, and the implementation costs, but also by the internal
capabilities of an SME. Moreover, the main drivers of technological innovation
are larger companies upstream and downstream in the supply chain. There-
fore, the incentives for new technologies come from actors with a significantly
stronger market position than SME farmers. This creates an imbalance of power
and leaves the perspectives of farmers underrepresented. Considering this situ-
ation, where SMEs predominate in the middle of the agricultural supply chain,
the perceptions of farmers could provide valuable insights into the challenges
and barriers to digitalization adoption, and thus privacy attitudes across this
sector.

To conclude: To our knowledge, a study with German SMEs in agriculture with a
focus on perceived privacy and their experiences with digitalization is currently
both entirely lacking and urgently needed. The contribution of this paper is to
provide information about farmers’ views on the issues of digitalization and
privacy. Further, we elaborate how these aspects correspond to the adoption of
new technologies. This provides a broad information basis for future studies and
allows to address these topics appropriately, taking into account the subjective
perspective of farmers.

8.3 M E T H O D

Our study aims to find privacy-related issues and obstacles in the adoption of
digitalization in agriculture. In the context of this paper, the notion of privacy
is not limited to the field of private data, but is extended to the usage for
operational data owned by individuals. In this section, we present our overall
methodology to address our research question, as mentioned in Section 8.1, as
well as the design and conduction of the actual study.

8.3.1 Participants

We conducted a qualitative study with 52 participants from agricultural busi-
nesses. The study took place at the machinery ring2 “Maschinen und Betrieb-
shilfsring Rheinhessen-Nahe-Donnersberg”, “John Deere European Technology
Innovation Center (ETIC)” and “Hofgut Neumühle”, a training and research
farm. In preparation for the actual study, we consulted stakeholders from agri-
culture, such as farmers, machinery manufacturers, and representatives of farm-
ers’ associations, in regular meetings every 2 weeks for more than 8 months,
and discussed typical work routines and technological innovations, as well as
the challenges of data sharing in agriculture, the parties involved, and regula-

2Machinery rings are associations of farmers which organize collaborative work orders and the
use of shared machinery
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tions. This helped in the preparation of the interview guidelines by pointing out
relevant topics and potential conflicts in advance.

We are working in a publicly funded research project called HyServ with part-
ners from the private sector, federal institutions, and associations for farmers,
such as machinery rings. Their clients and members were invited to participate
in our focus groups. Everyone participated voluntarily and no compensation
was paid. Each participant was informed about the objectives and topics of
the study via a informed consent form, which was signed by each person. On
the advice of our project partners, we launched events for farmers to meet
and exchange ideas and expertise or learn about new products and services
offered by one of our project partners. In this way, we planned events that
were conducted over five days. The first event was a collaboration with the
machinery ring, the second with John Deere ETIC. With Hofgut Neumühle we
held events on three days due to the high number of participants. During the
events, the farmers had the opportunity to attend different program points.
One was the focus group interview presented in this study, the second was
an agronomy workshop, and the third was a presentation of a NIER-sensor
for the analysis of liquid manure. Offering multiple program points increased
the motivation to participate by providing a better cost-benefit ratio of travel
and offered content. We interviewed the participants in focus groups of 3 to
6 people Lazar et al., 2017; Morgan, 1997 with a duration of 25 to 30 minutes.
These focus groups were conducted by two of our researchers and explored the
participants’ experiences regarding digitalization and privacy in their systems.
In this way, we were able to recruit 52 participants, who own family-run farms
in south-western Germany, which can be considered as SMEs. This region is
quite rural and has a long history of agriculture. Furthermore, the climate and
soil in this region is suitable for viticulture, which allowed us to investigate this
particular branch of agriculture.

Our aim was to involve participants at the decision-making levels. Therefore,
each participant in our study owns or manages an agricultural business. Most of
them run farms, but some also provide services to other farmers. Additionally
to farmers, we interviewed one service provider who runs a soil laboratory for
farmers and two representatives of the administration, including the head of
the local machinery ring and a counselor from a federal administration. For
further studies it would be interesting to approach stakeholders downstream or
upstream the supply chain in order to broaden the perspective.

Seven of the participants identified themselves as female and 45 as male, thus
the proportion of female participants is 13.5%. According to the 2016 Eurostat
database, the overall gender ratio of agricultural workers in Germany was 32.4%
female compared to 67.6% male at the date of the census. Nevertheless, as this
paper focuses on the operational level of farm managers, the gender ratio of the
survey is very similar to the gender ratio of 9.0% for female farm managers in
Germany (see Eurostat, 2016).

We recruited most of the participants in the three events with Hofgut Neumühle
through a nationwide advanced training institution for agriculture that offers
different degrees for farmers after a few years of practical experience. In fact,
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it is mainly relatively young farm managers who attend this institution to
further their education and skills. Therefore, these 42 participants are in the age
segment between 20 and 30 years, which is why our study has a focus on the
younger generation. However, all these participants grew up on farms and have
been familiar with the daily work of a farmer since childhood. The rest of the
participants were between 30 and 60 years old.

It should also be mentioned that all of the businesses surveyed were small and
medium-sized enterprises. This is because most of the farms in this domain are
family-run farms which are inherited over generations. Additionally, according
to Cravotta and Grottke, 2019; Regan et al., 2018, the adoption of digitalization
is a major challenge, especially for SMEs, e.g., in raising equity capital for the
adoption. Furthermore, Cravotta and Grottke (2019) point to social reasons as
challenges for family-run enterprises, such as focusing on owner vision rather
than efficiency. This makes these businesses interesting for investigation of the
role of privacy in their adoption decisions. For an overview of the fields of work
of our participants, see Table 8.1.

Table 8.1: Branches the participants work in (multiple possible)

Branch Amount

Cultivation of grain 22

Viticulture 3

Cultivation of vegetables 1

Husbandry

Beef raising
Dairy cattle 12

Breeding 4

Pig housing 4

Laying hens 3

Biogas production 3

Service provider 6

8.3.2 Study Design and Ethical Considerations

We interviewed the participants in focus groups Lazar et al., 2017; Morgan, 1997
because this gave them the opportunity to discuss among themselves as well.
In our case, these discussions brought to light new aspects that might have
remained undiscovered in individual interviews. All focus groups were led by
two researchers to mitigate the likelihood of subjective bias. The entire process,
including the creation of an interview guideline, recruitment, conduction of
the focus groups, and data analysis and storage followed the guidelines of the
Ethics Committee of the Technical University of Darmstadt.

The 52 participants in this study were interviewed in twelve sessions: For
the first focus group, we consulted the local machinery ring. This way, it was
possible to form an expert panel that included the head of the machinery ring,
the soil laboratory owner, and the federal counselor. The aim was to conduct
an exemplary focus group interview with them and to review and validate our
interview guidelines with these domain experts. The second and third focus



8 0 T H E R O L E O F P R I VA C Y I N D I G I TA L I Z AT I O N

groups were conducted with the help of our project partner, John Deere ETIC,
who invited customers to participate in the interview. The participants split into
two groups, avoiding any (unconscious) bias by manually selecting participants.
The remaining nine focus groups were conducted during the three events with
Hofgut Neumühle. The participants were farm managers who took part in a
federal graduation program to earn the title “state-recognized technician in the
field of agriculture (German: Staatlich geprüfte(r) Techniker(in), Fachrichtung
Landbau)”. Again, the participants divided into groups to attend the different
sessions of the event. In view of the limited time available for the interviews,
we decided to outsource some background information into a survey in order
to give more room for discussion in the focus groups. The survey was filled
out before the focus groups and contained some general information about the
branches they work in and their experience with digital tools.

In the focus groups, we asked about their understanding of digitalization,
positive and negative aspects, fears, and (if not mentioned by themselves)
questions regarding privacy and data ownership. It has to be noted that nearly
all groups mentioned privacy aspects on their own initiative. Therefore, we
conclude that it is an important issue worth investigating from their perspective
as well.

We encouraged the participants to discuss freely about the topics we gave them.
Nevertheless, we prepared some questions to give impulses to the discussion,
mainly aimed at exploring the perception and state of digitalized agriculture
within the focus groups, as the direct question about privacy is susceptible to
the acquiescence bias:

• What is your perception of digitalization in agriculture?

• Which digital tools or machines do you use?

• Does your farm have its own server or other network infrastructure?

• What are your experiences with digitalization in the daily work routine?

8.3.3 Data Analysis

Data from the focus groups were obtained through audio recordings. Later,
these recordings were transcribed and anonymized for coding. We segmented
the data into meaningful expressions using the open coding method Corbin
and Strauss, 1990. We then grouped the codes into categories: digitalization
in agriculture, privacy, and data ownership as an important aspect of privacy
which was mentioned often. Based on this grouping, we were able to get an
overview of all statements on the given topics. This allowed us to derive our
results, which are presented in the following section. The categorization was
performed by one of the researchers who conducted the focus groups. We
decided to do so in order to ensure a homogeneous analysis of the data. To
avoid subjective bias, the coding was reviewed by the second researcher who
participated in the focus groups. The coding resulting from this process was
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then presented to the other authors. The recorded interviews are in German,
however, we translated the statements as literally as possible into English..

In this paper, we refrain from disclosing the clear names of companies men-
tioned by the participants in order to guarantee a neutral perspective. These
companies can be suppliers of agricultural machinery and equipment, e.g., trac-
tors, irrigation systems, or soil sensors. They may also be contracting firms and
suppliers of seeds, fertilizers, or animal feed.

8.4 R E S U LT S O F T H E E M P I R I C A L S T U D Y

In this section, we present the results of the qualitative study. We derive gen-
eral aspects of digitalization in agriculture, followed by a presentation of the
interviewees’ positions on privacy and data ownership in particular. We also
present some direct citations of statements that expressed farmers’ experiences
in a concrete and precise way. In this section, citations refer only to the focus
group (fg) in which they were mentioned in order to ensure the anonymity of
the individuals. The quotes in this paper are numbered (e.g., Q1) for further
reference in the discussion of the results.

8.4.1 Heterogeneous Levels of Experience and Dependencies on Digital Tools

This study found varying levels of decision-making regarding the adaptation of
digital technology. Three branches stand out in terms of benefits and freedom of
choice regarding adoption; they are provided as examples to illustrate potential
differences: cattle farms that rely heavily on digitalization, plant farms that
reported benefits of digitalization but do not necessarily need to take advantage
of it, and winery productions that benefit the least from digitalization and
therefore have the least motivation to use digitized tools. Reasons for this are
highly heterogeneous levels of available technology to benefit from, the need for
technology (e.g. milking robots), or legal requirements, such as animal welfare
laws which require every affected farmer to provide emergency generators for
ventilation systems or milking robots in order to ensure animal health.

Cattle farms rely on digital solutions, as they cannot maintain their operations
without machines and robots. Dairy farms cannot guarantee the welfare of the
animals without milking robots (fg8), as dairy cows need to be milked daily,
otherwise they suffer from severe pain and poisoning that can lead to death.
Without robots, this work would be impossible to accomplished, as it takes 30
minutes to milk a single cow manually. In breeding farms, it is necessary to
install intelligent ventilation systems, as the evaporations of the animals would
otherwise lead to suffocation. For this reason, farmers who raise animals are
under legal obligation to possess generators to keep the machinery running in
the event of a power outage.
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Since cattle farms rely on the use of state-of-the-art technology, there is little
inhibition to adapt to digitalization. Moreover, subjects reported additional
optional advantages, such as digital automatic feeding machines, which allocate
the optimal amount of nutrients to each individual animal and optimize the
performance of the animals (fg11).

Plant production companies are representatives of businesses who do not
necessarily rely on the use of high-tech machines and robots, but can rely on a
wide range of digitized agricultural machinery and administrative tools. The
focus groups in our study also report on the advantages they have experienced
through the use of new technologies. These include, for example, agricultural
machines that are automatically controlled by satellite signals and can seed fields
by making the best use of land and resources. These machines are particularly
suitable for angled fields (fg12). This form of precision agriculture is particularly
useful in the context of legal requirements such as distance regulations that
define zones where agricultural substances may not be used or regulations to
protect groundwater and soil quality. In such cases, digitized machines help to
apply resources precisely and use them optimally.

Winery productions are least affected by digitalization. Usually, production
steps are carried out manually or with non-digitized mechanized equipment, be-
cause there are rarely any digitized machines for viticulture (fg2). Only logistics
and administration can be optimized by digitalization, but the few advantages
are hardly an incentive for winery productions to invest in it. Therefore, some
wine producing companies do everything manually or handwritten and even
without computers or other machines.

The fact that farmers differ in the way they are affected by digitalization in-
fluences their privacy behavior due to heterogeneous experience or external
motivation to expose themselves and their businesses to digital services and
privacy risks. In Figure 8.1, we have illustrated the three prominent agricultural
branches of our study in relation to their dependency on digitalization and the
benefits of technologies for their subdomain. This figure can be used to estimate
the likelihood of adoption and thus exposure to privacy-related technologies of
other subdomains.

8.4.2 Attitude towards Digitalization

To provide context for the privacy issues within agriculture, we will present
some insights into the general attitudes of farmers towards digitalization in
agriculture. Overall, interviewees displayed a balanced view on improvements
within their field of work. However, we will elaborate more on the negative
aspects, since these are more related to privacy concerns and impede digitaliza-
tion. Regarding the production steps in the field, automated precision farming is
evaluated as helpful for farming within complex field boundaries resulting from
the small-scale and fragmented land structure in rural southwestern Germany
(fg9), where the group interviews were conducted Doll et al., 2001. Not only
is work on the fields affected, but office work is also transforming. Farmers
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Figure 8.1: Different agricultural subsectors and how they are affected by digi-
talization, influencing attitudes toward privacy and the likelihood of adopting
new technologies

already need to document their work in order to fulfill reporting duties towards
authorities. This type of work can be done more efficiently with digitalized farm
tools (fg8).

However, not all farmers were generally positive about digitalization and repeat-
edly mentioned arguments why digitalization is not adopted in all agricultural
businesses. One argument is the high price, that is not yet affordable for owners
of small and medium-sized enterprises (fg1). Farmers have to decide whether
to adopt digital technologies, which ones to adapt and how this will influence
their daily work routine (fg9).

Q1 (fg10): [...] it is my experience so far that we do not save any work,
we just distribute it differently. And perhaps the documentation will then
be more centralized, but the skill is to keep the overview

Another topic that was addressed was that digitalization creates new dependen-
cies. These mainly concerned the technical infrastructure and external services.
This refers not only to support for the mechanical components, but also to
software failures or mandatory internet connection which causes machines to
exit automation mode. Farmers are only left with the option of restarting and
hoping that the machine will work again. Otherwise, they have to lay down
their work and wait for support services (fg4). The increased dependency on
external services results from the need for external staff to fix problems that do
not occur with non-digital farm equipment. Another dependency mentioned
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was availability: Especially the problem of poor mobile data reception in rural
areas is a major issue for farmers, because it hinders the effectiveness of their
processes on the field (fg10).

8.4.3 The Value of Privacy: What is Being Done with Data in Digitalized Agricul-
ture?

Besides general challenges perceived by farmers, we were especially interested
in privacy concerns, which were an important factor for most of the focus
groups, based on a lack of trust in the intentions and motives of agricultural
companies.

The Importance of Privacy for Farmers

The role of farmers is shifting in the process of digitalization. This also affects the
different perceptions of the consequences of data transfer towards companies.
The scale ranges from fearing the end of the concept of the professional farmer
on one side to the opinion that data can be seen as another important resource
within the agricultural business on the other side.

Q2 (fg7): I see a danger that the farmer might fall behind at some point if
the data is really processed in such a way that the companies can take over
the planning of the cultivation by themselves.

Some farmers perceive that they are disclosing more than just data when they
give companies access to their documentation:

Q3 (fg5): There are people who want our information, how we proceed
in the field, or what we have acquired over the years so that someone can
analyze it. If they know who did what, where, and when, then almost
everyone can copy that. We could be replaced through the many years of
experience that we have built up when someone gets this information.

These statements display the skepticism of some participants that companies are
collecting data not only to improve technologies, but also to generate fundamen-
tal change in agricultural production itself. Experience and lifelong learning in
farming, especially in regions with small to mid-scale farms, is perceived as an
important factor for effective production. Replacing the factor of human experi-
ence with the appliance of accumulated movement patterns and activities could
therefore lead to increasing automation and gradual de-professionalization of
agriculture. Most fundamentally, by giving up the exclusiveness of the knowl-
edge of how to work in a specific field, farmers are at risk of being bought out
by companies in the future.
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Data as a Valuable Resource

Then again, there are also opinions on how to balance the interests of companies
in data collection in order to improve technology and the threats that compre-
hensive transparency poses to farmers. By regarding agricultural data not as a
secondary product but as a precious core resource of farming, the prices for data
should be commensurate with the advantages companies gain by obtaining
data.

Q4 (fg9): As long as the data remains within a farm, and I have control
over the data, I still see the whole thing [digitalization] relatively relaxed.
But as soon as other companies want to gain access to the data, then of
course they can also get it at a certain price. So, depending on what kind of
data they want, they have to offer something in return.

From this perspective, there is a need to restrict data access by companies to a
certain extent, e.g., only for a short period of time or exclusively for the recipient
and not for third parties.

Q5 (fg6): The companies that manage the digital crop field cards3 can use
the data to create their own personalized profile of you and also predict how
you will act in certain situations in the future. That’s actually frightening.
And who guarantees me that the data will not be sold to other companies?

Farmers fear that they will be at a market disadvantage if companies can predict
their harvest and the effort a farmer has spent in one season. Thus, the percep-
tion of data collection is quite negative: if a farmer does not get any benefit from
his data, the collection is just additional work with benefits for third parties.
This is a serious hindrance to digitalization.

Q6 (fg10): We collect a lot of data and do nothing with it. We do collect
them, but we cannot use them automatically.

To conclude, none of the focus groups expressed indifference towards their
privacy. Given the perceived risk of professional farmers becoming obsolete
and the current situation of data exchange without substantial financial com-
pensation, a need for a solution can be derived by limiting the visibility and
accessibility of data by agricultural companies.

8.4.4 Different Actors with Distinct Intentions regarding Data Ownership

As a specific aspect of privacy, many concerns about loss of data ownership
were expressed by the participants.

3crop field card: administrative tool for planning what measures are applied to which piece of
land
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Q7 (fg5): Concerning the digital crop field cards3 and their cloud versions
too, we all agree on the issue of data ownership. That we reveal a lot about
ourselves, a lot goes somewhere unknown or maybe people have access to it,
and we don’t notice.

Furthermore, farmers argue that they like to stick with the old-fashioned ways
of documentation in order to prevent others from getting insight to operational
data:

Q8 (fg2): If you write your stuff on paper, you know you have it at home
in your office. And if you just type it into a cloud, you don’t know who can
look in and where the data ends up. That’s an unsafe context, because it’s
about important operational data. I think that is the biggest problem.

Unintended Use of Data

As already mentioned in 8.4.3, if companies gain access to agricultural data,
farmers run the risk of giving up part of their economic foundations. However,
not only economic actors such as big companies or retailers may benefit from
data, but also criminal groups or the authorities.

Q9 (fg6): I see opportunities in digital agriculture, but I also see risks
in digital agriculture in the form of making the whole documentation
transparent. That all the data that you collect, that you have on the farm,
can or will become public. If data is in clouds, it can fall into the wrong
hands, through hackers, for example, and then they can spy on our entire
production data, analyze our professional knowledge and then evaluate
what we do.

But hackers are not the only ones who should be kept out: A much more present
danger for farmers than ominous hackers are companies. That companies are
trying to collect data from farmers is no secret, and some already have business
models to share data with third parties:

Q10 (fg4): So, in some way, you can follow some [digitalization] trends,
but you should always have a critical look at them and avoid jumping in
headfirst. Because otherwise, you’re transparent for the companies. With
too much data provided, they can take too much advantage.

Q11 (fg9): It is already quite sure that many companies are interested in
the data. When I see offers for a digital crop field card3, where every process
on the field is documented, that you get the ten euros cheaper per month,
but company ”XY” can look into the data. [German Chemistry Company],
for example, can look at this data to see what crop protection is being done,
what is needed, and for what reason. [...] Not everyone needs to know what
I do and what kind of strategy I apply.
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Instead of uploading their data to the servers and clouds of third parties, farmers
who already adopted digitalization prefer their own solutions to store and
manage their data in order to keep control over it.

Q12 (fg1): The PC on which the system runs has a security system of its
own, then another NAS system is attached to it, then there used to be a
cloud backup all the time.

Negative Experiences with Existing Systems

On the other hand, some farmers are using cloud-based systems on their farms,
which, however, brings some disadvantages: The fact that many technological
innovations in agriculture are developed and offered by the leading companies
results in a dependency of farmers on company-specific systems. Another
reason that makes farmers dependent on third parties is security. Digitalization
is already increasing the office workload, and farmers who want to concentrate
on farm work cannot guarantee cyber-security.

Q13 (fg3): Data protection, also with regard to the security of my data
per se, can hardly be guaranteed by myself anymore. I assume that we will
soon be looking for a company that will take over the whole thing, where
you rent a server, and they take over the data protection part.

Many responses displayed the skepticism about cloud servers offered by com-
panies, which could potentially profit from the data. Indeed, at the same time,
reading the privacy policies is perceived as too complex for farmers without
in-depth knowledge of privacy law. One participant stated how frustrating
it is to be confronted with privacy policies and unintended consequences of
accepting them without fully understanding them:

Q14 (fg3): [Digitalization] is of course a great relief, and you can put
an end to all this paperwork, but I don’t know where my data will end
up. It makes no difference whether I read through their privacy policy or
not. Nobody can figure it out anyway. And in the end, there is somehow a
[German chemistry company] behind it, which then has my data. And a
few weeks later, a letter comes and there are some offers that happen to fit
well for my farmland. (approving laughter by other participants) Yes, so
you really wonder where this comes from.

Traceability versus Privacy

According to the statements of the participants, newly developed field sensor
methods are mostly perceived as convenient and helpful. New technology can
provide benefits for the whole supply chain. Being able to trace products from
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their origin to the end consumer is helpful for marketing, trust building, and
avoiding food scandals. Nevertheless, at the same time, this could also provide
a loophole for companies like traders or upstream industries to collect data from
farmers.

Q15 (fg8): Just the other week, I have read a report about field sensors
from [two German technology companies], which measure all factors like
precipitation, nitrogen level, soil compaction, and vegetation. If a company
owns this data, they can do everything with it. They can send you your
exact fertilization planning. Actually, that is none of their business.

Technical innovations in the fields of tracking and navigation systems, au-
tomated driving, fertilization, irrigation, sowing, and harvest generate large
amounts of data, that can be traced back. On the one hand, this is helpful for
the farmers themselves, as it simplifies the operational management of a farm.
On the other hand, the enhanced traceability of actions through permanent
data collection increases the monitorability and accountability of farmers. For
this reason, some participants perceive it as a risk that human as well as sensor
errors during the whole process of data collection may result in more frequent,
unjustified sanctions by the authorities, e.g., for violation of environmental
protection rules due to sensor errors.

Q16 (fg8): A drawback is then, through the accurate data collection, on the
one hand, that it is easier for inspectors to retrace activities, but that makes
it harder for you to adhere to everything. Just because they see it that way
does not mean that it went exactly that way. These are small things like
typos or something that can get you into big trouble.

But not only authorities demand traceability. Customers of farmers, especially
in the subsector of organic food grocers, are increasingly requesting traceability
in order to serve the demands of the final consumers. Accordingly, the provision
of retraceable data serves not only to meet the mandatory requirements of au-
thorities, but can also work as a purchase incentive for customers. At this point,
market mechanisms put indirect pressure on farmers to offer more transparency.

Q17 (fg7): For retail, I have to provide all my data: when I sprayed [plant
protection agents], what I sprayed, when, and what I fertilized. That is
what the retail trade wants. In other words, all the encryption [of data]
we want for the companies stands in contrast to the traceability that the
retail trade wants from us. [...] We have to supply it to the retail trade,
because they want traceability, but we don’t want to give the data to the
plant protection agent companies or [two German fertilizer producers]. But
then they get the data from retail trade.

Offering traceability for customers and consumers does not pose a problem as
such for farmers, as it provides only small sets of operational information. At
the same time, big retailers may gather a large quantity of data, which could



8 9

possibly be sold to big agricultural companies (fg5). In this context, some of
the focus groups identified a loophole for data leakage towards undesired
recipients.

8.5 D I S C U S S I O N

In the following, the results obtained in the study are analyzed and placed in the
overall context of privacy in this domain, and it is shown why agricultural SMEs
are particularly vulnerable with regard to privacy. First, the impact on farmers
is explained and reasons for (or against) adoption are discussed. We then look
at the domain as a whole and identify facets that play a role in the adoption of
digital tools for agriculture. Subsequently, we elaborate on the conflict between
transparency and privacy along the supply chain. Further, we briefly highlight
existing approaches from research which could potentially help address the
identified problems in the future and place them into the context of our results.

8.5.1 The Impact of Digitalization on Farmers

When talking about privacy, the focus is always on management of digital data
and its dissemination or protection. Therefore, privacy relies on digitalization
to provide the infrastructure for privacy-relevant services and products. In 8.4.1
and 8.4.2 we presented some information on the impacts of digitalization on
farmers. Building on the results of our study, this section analyzes the general
impact of digitalization on the domain to provide a contextual basis for the
privacy implications.

Technological change affects the work processes of a modern farm in a far-
reaching way and changes the profile of professional farmers in the long term.
Especially for SMEs this poses a big challenge, since the adoption of automation
and digitalization processes are the more profitable the larger the area of tilled
land or the number of cattle is. Moreover, the increased workload in the office is
problematic for family-run farms with low workforce.

Before digitalization, farmers mainly had to perform manual work. This includes
not only work in the field or barn, but also the maintenance of agricultural
machinery. Although planning phases and agreements with other stakeholders
also existed in the past, as modern agriculture is dependent on a large number
of actors and specialized staff, the participants report that the planning and
office workload is significantly increased by digitalization. Some even state that
the promised reduction in workload due to digitalization is not noticeable, as
work simply shifts to the office (see Q1, Q6). The process of data collection for
automated machines is perceived as a nuisance by farmers, especially since the
benefit for the own business is much smaller (see Q6), compared to the benefits
for third parties through the collected data (see 8.5.2). The shift of work to the
office requires the farmers, who formerly managed all work steps themselves,
to rely on other parties for maintenance or data management. Thereby the
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risks posed by data propagation are increased even more. This problem of
further dependencies also applies to customer retention by the manufacturers
of digital tools. Customers may obtain all their digital tools from one supplier
only, thus creating a vendor lock-in effect. Furthermore, farmers today are not
only dependent on the weather, as they were in the past, but also on good
network connections, nationwide mobile communications, and the availability
of satellites.

Considering the identified privacy problems of farmers, it is not surprising that
the adoption of digitalization is very heterogeneous in this domain. The results
presented in section 8.4.1 showed that the subsectors differ regarding the likeli-
hood and the extent of adoption based on the expected benefits and the need
to adopt due to market pressure or legal requirements. A higher dependency
on the use of technology can have different effects on the privacy behavior:
On the one hand, more experience with the technology allows prejudices to be
reduced which therefore have less influence on the data management behavior.
On the other hand, the dependence on certain technologies can lead to a feeling
of being forced to give the data away in any case. Both factors, prior knowledge
and resignation, seem to decrease inhibitory factors resulting from privacy con-
cerns. This shows, that privacy is a relevant factor that affects the adoption of
digital technology. Another important point, is that in addition to financial and
physical resources, farmers have to spend time, share their data, and have to be
flexible to take advantages of the benefits of digitalized agriculture.

8.5.2 Conflicts of Interests regarding Privacy and Transparency

Privacy concerns do not only affect the adoption of digital tools, they also play
an important role in the everyday life of farmers, since emerging technologies
and trends force farmers to provide transparency along the supply chain. The
transfer of data along the supply chain is a central feature of digitized processes
in agriculture: Data from various parties involved have to be aggregated and
exchanged in order to feed machines with the optimal farm data or to guarantee
the traceability of certain quality characteristics along the entire supply chain.
However, because all the parties involved have their own agendas, conflicts of
interests arise.

Many Farmers consider the demand for transparency as problematic, as they
fear competitive disadvantages. While transparency along the supply chain
offers advantages for food safety, it weakens the market position of farmers,
who have to fear price dumping if retailers know how the season went for each
individual (see Q9, Q10, Q11). The constellation of the supply chain, in which
producers consist of a large number of SMEs that are supplied by large compa-
nies and deliver to large wholesalers and processing companies, is very specific
to agriculture. This puts farmers in a weak bargaining position when it comes to
protecting their interests. Some of the interviewees reported about tailor-made
offers for their farms (see Q14) which placed them in a subordinate position
of power. Due to their weakened market position, farmers also have to fear
take-over by large corporations, which are able to carry out cost-effective land
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Table 8.2: Legitimate reasons for transparency and the fears of farmers regarding
different actors

Machine manufac-
turer

Suppliers and buy-
ers

Government author-
ities

Legit-
imate
reasons
for trans-
parency

• Better mainte-
nance due to
telemetric data

• Better compli-
ance to quality
standards (e.g.
’organic’)

• Increased food
safety

• Better execution
of restrictions and
regulations for
public safety

Fears of
farmers

• Vendor lock-in ef-
fect

• Extradiction
of agricultural
knowledge and
experience

• Price dumping • Interference and
control by govern-
ment authorities

• Loss of funds

management by unskilled workers, as they were able to obtain all relevant data
from the farmers’ experience (see Q2, Q3). Hence, it is difficult for farmers to as-
sess whether the collection and transfer of data for a certain legitimate purpose,
such as regulative reporting obligations or more precise services from service
providers, may not lead to an unintended disadvantage (see Q17). Therefore,
providing transparency and exchanging data is economically not necessarily in
the farmers’ interests.

However, when discussing about digitalization in agriculture and the impact
of privacy (concerns) on the adoption of digital tools, the farmers’ perspective
is not the only one to be considered. There are several important actors and
stakeholders with legitimate data collection intentions which conflict with the
before mentioned fears stated by the farmers in the focus groups. Table 8.2
summarizes these conflicts of interests. In the following, we present three promi-
nent stakeholders and their respective interest in receiving data as well as the
farmers’ concerns with which they are associated.

Agricultural machinery manufacturers: By accessing farmers’ operational data
and, in particular, telemetry data from machines, agricultural machinery manu-
facturers can improve their own products and offer optimized maintenance. If
a certain part is found to wear out particularly quickly or frequently, farmers’
data can be used to better reconstruct and understand the cause and thus opti-
mize maintenance and product design. In this way farmers can hope for better
service and warranty evidence, but they must trust that the data is kept and
managed securely so that data leakage or deliberate collaboration with third
parties do not have a detrimental effect on the farmers. Thus, farmers need to
trust business partners, as they have no control over the further use of their data.
If this trust is not assured, farmers will refrain from using digitalized services
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(see 8.4.4). This does also apply to cloud services and reflects the fear of loss
of control of sensitive business data. The feeling of loss of control is not only
limited to the domain of agriculture, as shown by Zimmermann et al. (2019).

Further tensions arise from producer dependencies: Manufacturers may benefit
from high customer loyalty, but farmers thereby become dependent and are not
protected from arbitrary pricing. This is the case, because to a certain extent it is
more expensive for the farmer to change supplier and convert the entire farm
than to pay higher fees from the current supplier. In addition, farmers fear that
their farming operations will be recorded and then, after the agronomic knowl-
edge has been appropriated, used to oust the farmers (see Q2, Q3). This results
in fears of becoming obsolete, in that companies could gather the experience
and knowledge of their profession, take over the farms and use cheap work
forces to do the work.

Suppliers and buyers: Farmers depend on suppliers who supply them with
seeds, feed, fertilizers, or pesticides. In this area, farmers benefit from trans-
parency, as they can ensure that they receive products that are compliant with
the regulations they face, e.g. legal regulations concerning plant protection and
fertilization. It is therefore important that farmers document and plan exactly
what they apply on their land. Furthermore, this way food scandals could be
prevented or detected more efficiently Kamath, 2018 and in the case of food
with certain quality characteristics (e.g. "organic") it is easier to prove that the
product meets the quality requirements.

In the opposite direction, however, transparency causes problems: If the sup-
pliers know how the farmers cultivate their fields and what they earn from
it, the farmers are strongly dependent on the good will of the suppliers. One
interviewee reported that suppliers could increase prices for the products in
such a way so that hardly any profit remains for the farmers (see Q10). In this
way, prices are at a level at which farmers just barely avoid bankruptcy, but at
the same time can hardly generate any profit and thus no reserves. A similar
problem arises with the buyers: if they get insight into the farm data they can
offer individualized, lower prices, which is a enormous disadvantage for the
farmers. Our participants stated their own experiences with these offers (see
Q14). This problem of unfair competition also endangers existing structures
in agriculture. As Linsner et al. (2019) showed, farmers tend to think of busi-
ness partners as part of their social environment and do not want to give up
partnerships that lasted for generations.

Government supervisory authorities: Farmers receive subsidies from public
funds, for example from the European Union. In order to receive these subsidies,
they must comply with certain conditions such as upper limits for fertilizers,
use of certain plant protection products, or distance zones to water bodies in
order to protect drinking water. In this regard digitalization would make it
easier to document processes on farms, but many farmers feel at the mercy
of government control. Also, trust in technology is not very strong. Farmers
know from their daily work how susceptible to faults high-tech agricultural
machinery is. Therefore, they do not trust that the automatic recording of opera-
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tional processes by sensors is so precise that they would make their subsidies
dependent on it (see Q16).

To conclude, agriculture is a domain in which a large number of small and
medium-sized farms depend on large companies to supply them with machines
and working materials, offer services such as soil sampling or buy up the yield.
Additionally, the farmers are often reliant on IT service providers to digitalize
their businesses. Governmental actors need access to data to ensure compliance
with regulations. Within this large number of stakeholders, each actor has its
own interests and expectations regarding digitalization and data handling.
Above all, the transparency and traceability of agricultural products creates
tensions in the sector. In order to resolve those, suitable and data protection
sensitive processes and tools are needed that take into account the needs of
individuals and make the advantages of digitalization available to all.

8.5.3 Outlook on Future Research Possibilities

Concluding our findings on the effect of privacy on digitalized agriculture, we
very briefly want to point towards possible measures to address these problems
in the future and hence give some impulses for future research.

Our results show that one of the key problems for SMEs lies in their position in
the middle of the supply chain and their size resulting in a weaker bargaining
position. Sharing too much data towards commercial purchasers or suppliers
of necessary primary products and machinery can lead to higher prices and
economic pressure. Hence, it is crucial for SMEs to retain the control over the
access to and flows of their farm data. This is also important from the perspective
of potential (interstate) conflicts Reuter, 2019 or data breaches Saleem and
Naveed, 2020, that may affect farmers. Privacy-enhancing technologies could
help to achieve this, by creating usable solutions and access control mechanisms.
This could be done with tools based on blockchain-technology, which has the
additional benefit of non-repudiation and is favored by the food industry for
providing transparency for supply chains Bermeo-Almeida et al., 2018; Ge
et al., 2017; Kamath, 2018. However, granting control over data flows for the
data owner remains a challenge. For example, if a machinery manufacturer
collects data to perform computations on it, even with data access management,
data leakage or misuse of data for personalized offers cannot be ruled out.
For this purpose, secure multiparty computation methods could enable the
manufacturer to perform computations on encrypted or obfuscated data without
having access to the actual data. By this, a misuse of data for personalized offers
and similar issues could be prevented. While this technology has been suggested
for the use in other domains Froelicher et al., 2017; Pham et al., 2017, future
research could work on creating more possibilities for such an application in
agriculture.

Last but not least, we want emphasize the importance of raising awareness for
privacy. A situation, in which the sharing of data leads to financial advantages
(see 8.4.3), could create economic pressure for other producers to share data as
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well to remain competitive. Hence, in this situation the producers are played
off against each other and put under pressure to give up their privacy. As a
consequence, greater awareness for these problems could foster the demand
for privacy-enhancing technologies and rule out any privacy risks that hinder
digitalization in agriculture.

8.5.4 Limitations

Although our study addresses our research question, it still has limitations.
(1) Because of the qualitative methodology of this study, the value of it is
exploratory and hypothesis-generating. Thus, no quantitative insights can be
gained from it and the results may not be applicable to all farms. (2) Moreover,
our study focuses on SMEs, because they are the least likely to use digital tools
and are therefore worth investigating. However, this is also a limitation, since
our findings do not represent every type of agricultural business. (3) While
representing the gender ratio of farm managers closely, our study consists of
mostly younger participants. A more diverse sample regarding age could offer
additional insights.

8.6 C O N C L U S I O N

In our study, we examined how privacy affects the process of digitalization in
agriculture. Such a study might be a valuable background for the research on
privacy-enhancing technologies, provided that it presents empirical evidence
on privacy-related obstacles and conditions. First, we presented the influence
of digitalization on the daily work of farmers and their wishes with regard
to privacy (8.5.1). Furthermore, we have shown that different actors along the
supply chain have different interests regarding digitalization (8.5.2). Concluding
from this analysis, we have presented challenges and possibilities for future
development in this domain (8.5.3).

The role of transparency in the industry is controversial. While it offers advan-
tages especially for downstream actors in the supply chain such as retailers, it
also creates conflicts of interest for upstream actors such as suppliers who fear
being overcharged in price. Asymmetries in market position between SMEs
and large agricultural companies seem to amplify these conflicts. For the suc-
cessful adoption of digitalization without individuals being left behind, it is
necessary to establish mechanisms that make relevant data accessible to all
without exposing the operational data of individuals for misuse. Therefore,
privacy and especially the fear of its violation by new technologies and business
practices remains an important factor in the adoption of digitization in agricul-
ture. Many businesses of different sizes have to weigh up whether the promised
advantages outweigh the feared disadvantages. Transparency in particular is
a double-edged sword: it creates trust, but can also be threatening if business
secrets are disclosed to third parties.
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L O R A WA N S E C U R I T Y I S S U E S A N D M I T I G A T I O N O P T I O N S
B Y T H E E X A M P L E O F A G R I C U L T U R A L I O T S C E N A R I O S

A B S T R A C T The IoT is a major trend that is seen as a great opportunity to im-
prove efficiency in many domains, including agriculture. This technology could
transform the sector, improving the management and quality of agricultural
operations, e.g., crop farming. The most promising data transmission standard
for this domain seems to be LoRaWAN, a popular representative of LPWAN
technologies today. LoRaWAN, like any wireless protocol, has properties that
can be exploited by attackers, which has been a topic of multiple research papers
in recent years. By conducting a systematic literature review, we build a recent
list of attacks, as well as collect mitigation options. Taking a look at a concrete
use case (IoT in agriculture) allows us to evaluate the practicality of both exploit-
ing the vulnerabilities and implementing the countermeasures. We detected
16 attacks that we grouped into six attack types. Along with the attacks, we
collect countermeasures for attack mitigation. Developers can use our findings
to minimize the risks when developing applications based on LoRaWAN. These
mostly theoretical security recommendations should encourage future works to
evaluate the mitigations in practice.

O R I G I N A L P U B L I C AT I O N Kuntke, F., Romanenko, V., Linsner, S., Steinbrink,
E., & Reuter, C. (2022). LoRaWAN security issues and mitigation options by the exam-
ple of agricultural IoT scenarios. Transactions on Emerging Telecommunications
Technologies, 1–20. https://doi.org/10.1002/ett.4452
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bank in the project Geobox-II as well as by the German Federal Ministry for
Education and Research (BMBF) in the project HyServ (01IS17030B) and by
the Deutsche Forschungsgemeinschaft (DFG, German Research Foundation) –
251805230/GRK 2050.

9.1 I N T R O D U C T I O N

The Internet of Things (IoT) is a hot topic with various use cases, which are
usually prefixed by the term smart, like smart home, smart city, and smart farming.
The idea of IoT is to use networks (“internet”) to connect sensor devices or actor
devices (“things”) with IT systems. This allows for monitoring or automated
controlling of the environment in the real world. One essential component of

https://doi.org/10.1002/ett.4452
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each IoT system is the data transmission technology. Depending on the use case,
the requirements for wireless transmissions differ. Smart home solutions may
just have to bridge a couple of meters to the next gateway. But in other scenarios,
this can be a lot different - the distance to the next gateway can be many meters
(smart city) or even kilometers (smart farming). Wireless transmission protocols
that suit this long range requirement for IoT applications are grouped by the
term LPWAN, covering several network protocols from different vendors, e.g.,
LoRaWAN, SigFox, NB-IoT, LTE-M. Compared to more traditional wireless
network protocols like Wi-Fi, LPWAN protocols allow for a much higher trans-
mission distance between devices, up to several kilometers, as well as having
a low power consumption (Rana et al., 2021). The most popular solution – at
least in the domain of agriculture – seems to be LoRaWAN, a specification de-
signed by the LoRa Alliance (2017). In comparison with the direct alternatives,
LoRaWAN achieves a lower power consumption (i.e., higher battery life) along-
side support for rather high data transfer rates while embedding authentication
and encryption by default (Mekki et al., 2019).

With the increased use of IoT systems using LoRaWAN for data transmission,
the risk of malicious participants taking advantage of any vulnerabilities of the
LoRaWAN technology also increases. Therefore, a specific analysis of attacks
on LoRaWAN as one promising protocol for IoT is necessary.

Since LoRaWAN has existed for several years now, surveys (Butun et al., 2018a;
Yang et al., 2018) inspecting the protocol’s security were already conducted
to some extent. However, in the time between those surveys were conducted,
more vulnerabilities were detected, and the LoRa Alliance has published new
LoRaWAN versions that affect the vulnerability to some of the older attacks.
Therefore, this paper will provide a recent survey on the security of LoRaWAN.
To illustrate use cases and attacks, we choose agricultural IoT applications as
we see rather challenging use cases (from a security perspective) here that
combine many properties which demand LPWAN solutions like LoRaWAN.
But the findings will also hold for LoRaWAN applications of other domains.
The research questions (RQ) of this work are:

• [RQ1:] What are the known vulnerabilities of LoRaWAN?

• [RQ2:] Which mitigations against the known vulnerabilities should be considered
when developing a LoRaWAN-based IoT solution?

To answer these questions, we first outline some IoT applications in the use case
of agriculture to give an idea of how IoT applications work and which require-
ments make LPWAN, e.g., LoRaWAN, necessary. By conducting a systematic
literature review, we extract domain specifics as well as known LoRaWAN
vulnerabilities.

By providing a comprehensive list of countermeasures to to reduce the vulnera-
bility of an (agricultural) IoT setup, we aim to help developers and scientists to
employ LoRaWAN applications. Developers that aim to work on an IoT project
may be the main beneficiaries of this paper. The contributions are the following:
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• overview of the LoRaWAN technology,

• a review of IoT specifics for wide area applications (considering agricul-
tural IoT as an example),

• a recent overview of vulnerabilities of LoRaWAN and its mitigations, and

• security recommendations for IoT application developers using LoRaWAN.

The structure of the paper is as follows: Section 9.2 gives background informa-
tion about LoRaWAN and the state of research. Section 9.3 provides specifics
of IoT applications that require wide area transmissions, using the example of
agriculture. Section 9.4 describes the literature selection method. In Section 9.5,
the selected literature is used to list the vulnerabilities of LoRaWAN setups. In
the same section, preventive mechanisms are proposed for each attack - primar-
ily from the perspective of an IoT application developer. Section 9.6 presents
the discussion, and Section 9.7 concludes the paper.

9.2 B A C K G R O U N D A N D R E S E A R C H G A P

O V E RV I E W A B O U T L O R AWA N The LoRa Alliance1 published the LoRaWAN
protocol standard, which is primarily used for connecting battery-powered end-
devices, like environmental sensors. This protocol is popular in industry and
science, which may be due to the fact that it combines a high range with accept-
able bandwidth and comparatively low cost (Cambra et al., 2017). At the time
of writing, v1.0.4 (LoRa Alliance Technical Committee, 2020) (released in 2020)
and v1.1 (LoRa Alliance, 2017) (released in 2017) are the two suggested protocol
specifications for new developments. But when looking at commercially avail-
able end-devices, it seems that the former standards LoRaWAN v1.0.2 (released
in 2016) and v1.0.3 LoRa Alliance, 2018 (released in 2018) are dominating –
unfortunately, such devices cannot be easily upgraded as there are different
hardware requirements for v1.1 and v1.0.4.

According to the specifications, a typical LoRaWAN network consists of the fol-
lowing components: EDs, also called nodes, GWs, NSs, JSs and, ASs (see Figure
9.1). EDs communicate with GWs, and GWs forward raw data frames to the NS
over standard IP connections, e.g., via Ethernet or cellular data connections. The
NS is responsible for validating and decoding packages, as well as forwarding
them to the AS. It also manages other LoRaWAN features like the adjusting
adaptive data rate (ADR). The communication between an ED and a GW is done
via the LoRa specification (physical layer and data link layer). When considering
the Open Systems Interconnection (OSI) model, LoRa is filling the physical layer
and LoRaWAN forms the data link layer and the network layer (see Figure 9.2).
LoRa uses a wireless modulation utilizing the chirp-spread spectrum Berni and
Gregg, 1973 for transmission.

Khutsoane et al. (2017) present an overview of (scientific) applications of LoRa
and LoRaWAN, e.g., measuring urban greenhouse gas emissions, monitoring

1https://lora-alliance.org

https://lora-alliance.org
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Figure 9.1: LoRaWAN Architecture and Key Usage (own illustration)

the temperature of blood fridges, and water grid management. The physical
layer LoRa can also be used without the LoRaWAN part (data link layer and net-
work layer) for different use cases, like wide-area point-to-point communication
(Kuntke, Sinn, & Reuter, 2021) or communication devices for network outage
scenarios (Baumgärtner et al., 2020a). But in this present paper, we concentrate
on the rather common usage of LoRaWAN in terms of IoT setups.

L O R AWA N S P E C I F I C S The LoRaWAN specification (LoRa Alliance Tech-
nical Committee, 2020) defines three ED classes: Class A, Class B, and Class C.
These three classes differ in the frequency of open receive window time slots,
which has a direct impact on the power consumption and battery life.

• Class A can send data at any time (uplink), but the other direction from
the NS towards the ED (downlink) is restricted. There are up to two short
downlink receive windows, followed by each uplink transmission (see
Figure 9.3). For this reason, all downlink communications from the NS
must wait until an uplink is initiated by the ED.

  LoRa
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Figure 9.2: Simplified LoRaWAN technology stack in the OSI model (own
illustration)
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 RECEIVE_DELAY2 
Class A

Time

Figure 9.3: Class A ED receive-slot timing (own illustration)

• Class B differs from Class A by having more and scheduled receive slots.
In order for the Class B-enabled EDs to open the extra receive windows at
scheduled times, it receives a time-synchronized beacon from the gateway.
In this case, the NS knows when the ED is listening and must not schedule
the downlink message for an ED to an ED-initiated transmission. Battery
consumption is higher compared to Class A-enabled EDs.

• Class C goes one large step further and has continual receive windows.
Class C-enabled EDs listen almost continuously for downlink messages.
The receive windows are just closed during the transmission of an ED.
Obviously, having the radio device listening all the time consumes more
energy, and, therefore, the battery life is shortest with Class C-enabled
EDs.

The topology of LoRaWAN networks is “star-of-stars,” where one NS can talk
with multiple GWs, and each GW can communicate with multiple EDs. An
NS forwards packets received by one or more GWs to the responsible AS and
vice versa. There is no hard relation between an ED and a specific GW. If an
uplink transmission by an ED is received by multiple GWs, all GWs forward
the LoRaWAN packet to the connected NS, which performs deduplication of the
multiple receptions of the same packet. In case a downlink transmission should
be sent to an ED, the NS chooses the GW for transmission.

LoRaWAN transmissions use two session keys for safeguarding a message’s se-
curity and integrity (see Figure 9.1): The AppSKey is used to end-to-end encrypt
the payload between ED and AS via Advanced Encryption Standard (AES).
The integrity of messages between an ED and an NS is ensured by integrat-
ing message integrity codes (MICs) in the transmitted packets, calculated via
AES-CMAC.

The AppKey is the personalized, unique 128-bit AES root key of each ED that
must be pre-configured by the device manufacturer. Based on this AppKey, the
session key AppSKey is derived during the ED activation process.

Device Activation Schemes For registering an ED, two activation modes exist:
ABP and OTAA. In both modes, the desired ED is provisioned with three keys:
a device address (DevAddr), a network session key (NwkSKey), and an appli-
cation session key (AppSKey). When using ABP, all three individual keys are
directly stored on the ED before it can participate in the LoRaWAN network. In
the specifications of LoRaWAN v1.0.4 and v1.1, it is recommended to use OTAA
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for “higher security applications”. When using OTAA, all EDs must be person-
alized with a global unique ED identifier (DevEUI), the JS identifier (JoinEUI),
and an AES-128 root key AppKey. The AppKey allows the derivation of the
session keys NwkSKey and AppSKey when the device joins via OTAA.

LoRaWAN Specification History The first specification was released with
LoRaWAN v1.0 in January 2015. LoRaWAN v1.0.1 was introduced in February
2016 with some minor changes and clarifications of the specifications. LoRaWAN
v1.0.2 was introduced in July 2016 and added the encryption of the Uplink
Frame Counter (FCntUp) and added this counter (FCntUp) to the confirmation
messages (ACK downlinks) as a preventive measure against replay attacks.
Starting with that release, regional parameters were also shipped as a separate
document. LoRaWAN v1.1 was introduced in October 2017 with many dras-
tic changes that place higher requirements on ED hardware as well as new
software requirements on NS. JS and NS are separated — prior, the functions
were managed solely by the NS. Frame counters could not be reset, two keys
(textttNwkKey, textttAppKey) for session security were introduced. LoRaWAN
v1.0.3 was introduced in July 2018, bringing some changes of v1.1 into the v1.0.x
branch, mainly for Class B devices. LoRaWAN v1.0.4 was introduced in October
2020 with more changes and clarifications. But as there are also new hardware
requirements (persistent storage for FCnts), it can be seen as a breaking change.

S E C U R I T Y I S S U E S O F L O R AWA N Several studies have examined the
LoRaWAN protocol and found various security gaps depending on the re-
spective version. Aras, Small, et al. (2017) focused on LoRaWAN’s physical
layer (LoRa) and have shown that it is possible to jam a LoRa network using
commercial off-the-shelf hardware. Another work that focuses on LoRaWAN
security by Yang et al. (2018) presents five possible attacks to compromise confi-
dentiality, availability, or integrity and provides a selection of countermeasures.
Some known attacks have since been addressed by the release of LoRaWAN
v1.1. This version introduced many security-related changes together with the
option to support backward compatibility for v1.0. However, as investigated by
Dönmez and Nigussie (2018), only session key derivation is addressed when
using the backward compatibility mode – other security benefits are lost. Their
work is the first to provide a full list of detailed attacks for both of the supported
LoRaWAN versions. A similar list has been compiled by Butun et al. (2018a)
for LoRaWAN v1.1 only, but it lacks detailed attack information and security
recommendations, which we aim to provide within this work. Especially with
the release of LoRaWAN v1.0.4, we have not found any security review of
LoRaWAN that takes into account the changes of this protocol version.

R E S E A R C H G A P Several scientific papers recommend more research on IoT
security in general, as well as in specific domains like smart farming (Demes-
tichas et al., 2020; Gupta et al., 2020a; Sontowski et al., 2020). Unfortunately, it is
currently difficult for developers or researchers to obtain simple, clear security
recommendations for the development of IoT solutions in general and more
difficult when it comes to the specific use scenario of agriculture. Another prob-
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lem is the variety in today’s deployed and actively used IoT technologies and
protocols. In this work, we focus on LoRaWAN, as it seems to be popular in
science and industry - and also in agriculture (Davcev et al., 2018; Grunwald
et al., 2020). Even though LoRaWAN is just a couple of years old (v1.0 was
released in 2015), multiple works that collate security issues exist (Butun et al.,
2018a; Cambra et al., 2017; Yang et al., 2018). With the publication of more
vulnerabilities, as well as new LoRaWAN specification releases, we see the need
for an updated overview about security issues, as well as mitigation options.

The overall goal of this work is to provide a list of possible LoRaWAN at-
tacks and to provide security recommendations that are not reliant on protocol
changes and are therefore usable by developers working in the field. As an
example for attack illustration, we choose the agricultural IoT environment, as
this example allows to argue for multiple requirements in one use case. The fol-
lowing section (Section 9.3) collects IoT specifics on the example of agricultural
applications.

9.3 S P E C I F I C S O F I O T I N W I D E A R E A A P P L I C AT I O N S

This section presents specifics of IoT in applications that must cover large areas,
as LoRaWAN is especially for those use cases a relevant technology. We have
chosen agriculture as a tangible example for listing example applications of
IoT and for rendering known attacker profiles by real-world use cases with a
demand for IoT security.

9.3.1 Specifics of Wide Area IoT by the Example of Agricultural Applications

According to the American Heritage Dictionary of the English Language (2021),
agriculture is the ”science, art, and business of cultivating soil, producing crops, and
raising livestock“. It is an essential part of the food chain and responsible for
feeding the world’s population. Therefore, agriculture is typically considered
to be a critical sector and should be treated as such. For that reason, all the
necessary technologies and tools of agriculture must be designed carefully with
regard to safety and security.

There are many kinds of specific agricultural businesses that are part of agricul-
ture, e.g., livestock breeding, viticulture, crop farming. In this paper, we take
conventional crop farming as our exemplary IoT use case, as we see both a trend
in increasing offers for crop farming specific smart devices and also an increas-
ing demand for high efficient production that requires modern technologies,
like IoT networks deployed in large areas. In the following, we list specifics
building on contributions of multiple publications (Bokusheva & Kimura, 2016;
Elijah et al., 2018; Geil et al., 2018; Gupta et al., 2020a; Hamami & Nassereddine,
2020; Nikander et al., 2020a; Popescu et al., 2016; Sanjeevi et al., 2020; Terence
& Purushothaman, 2020; Tzounis et al., 2017; West, 2018), where a), b), c) are
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rather relevant for the success and applicability of attacks and d), e) are rather
influencing the motivation of adversaries:

A ) P H Y S I C A L LY A C C E S S I B L E D E V I C E S When looking at the surveillance
of sensor/actuator units set up on the area of operation (agricultural fields), the
majority of these EDs must be considered unsupervised without specific safety
mechanisms, i.e., an attacker might easily access and modify it (Tzounis et al.,
2017).

B ) A R E A O F O P E R AT I O N We have to deal with potentially large areas
between connected devices, as this is may be one reason to choose LoRaWAN.
As rural areas are rather sparsely populated, usually, there are not any or just a
few electronic devices between EDs. Additionally, IoT devices are potentially
exposed to harsh environmental phenomena (Tzounis et al., 2017).

C ) L A C K O F I T K N O W L E D G E The end-users (e.g., farmers) should not be
treated as IT experts with knowledge about specifics of IT security (Geil et al.,
2018; Linsner et al., 2019; Nikander et al., 2020a) as well as IoT specifics (Elijah
et al., 2018). Facing an heavy workload, the farmers’ time budgets are limited
(Linsner et al., 2021; Petit et al., 2010). Therefore, agricultural IoT solutions need
to be ready to use without difficult and time-consuming manual steps.

D ) S E N S I N G A N D A C T I N G Devices used in IoT scenarios are both sensors
and actuators. In agriculture, sensors are used for weather conditions, super-
vision of plant growth, nutrition, and water level. They generate the data that
are the basis for a decision, like how many fertilizers could be applied or what
is the optimal water inflow. Controlling the water flow of an irrigation system
is an example use case for actuators (Hamami & Nassereddine, 2020; Sanjeevi
et al., 2020; West, 2018). Especially the potential modification of the environment
makes agricultural IoT use cases worthy of protection.

E ) I N C R E A S I N G R E S P O N S I B I L I T Y O F S I N G L E C O M PA N I E S As for social
responsibility, we see a trend that fewer companies (e.g., farms) are responsible
for supplying more people (e.g., with food), at least in the western world
(Bokusheva & Kimura, 2016; Popescu et al., 2016). This is due to the increased
operational performance though the use of more precise methods and further
improvements in technology.

9.3.2 Security of IoT Systems on the Example of Agricultural Applications

Different works have investigated possible benefits and challenges for IoT in
agriculture, with Elijah et al. (2018) stating that they believe the adoption rate
will increase in the following years. However, the authors warn that additional
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Table 9.1: Agricultural IoT application area according to Demestichas et al. (2020)
with ED examples

IoT Application Area Example

Continuous land monitoring Surveillance cameras
Water management Smart valves or pumps
Monitoring and reporting of crop
growth

Cameras

Identification and management of soil
characteristics

Sensors for temperature, humidity,
and light

Detection and recognition of diseases
in crops and/or plants

Optical sensors on leafs of a represen-
tative plant; multi-spectral cameras on
multicopters for big areas

Enhanced food preservation and qual-
ity control

Gas, temperature, and humidity sen-
sors

Smart livestock Smart collars for cattle

research in security is required to ensure continued growth. Barreto and Amaral
(2018) support this statement, showing the importance of IT security across the
software and hardware landscape in agriculture by drawing high-level scenarios
like agroterrorism, the agricultural branch of cyber terrorism. One given example
concerns the malicious manipulation of smart farming devices in a way that
may lead to a refusal of the produced food by the food supply chain. The threat
of malicious misinformation is further highlighted by Gupta et al. (2020a). In
their overview of smart farming and general security threats, the authors cite
the flooding of a field by feeding erroneous data into the system as an example
of such an application.

Demestichas et al. (2020) give an overview of more general security threats in
agricultural IoT and also grouped applications into seven areas. We take their
grouping and give examples of ED that could be used to fulfill the application
in Table 9.1.

AT TA C K E R D E S C R I P T I O N The focus of our work is on the wireless link
between ED and GW and the physical access on the EDs itself. In the follow-
ing, we use the terminology and proposed attacker profiles for cyber-physical
systems by Rocchetto and Tippenhauer (2016) and tailor these profiles to the
agricultural IoT use cases by adjusting the profiles for the context of agricultural
IoT:

The basic user is the attacker profile without a clear target of harming a specific
company, but with time and interest to understand the technique. This profile
includes hobbyists that want to see how things work and could also be a threat
to agricultural IoT by having fun to exploring technologies like LoRaWAN in a
rather offensive manner, comparable to war-driving. Their monetary budget is
limited, but they have quite a lot of time for experiments.
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The profile insider includes people with a lot of knowledge about concrete
installed setups. In the case of agricultural IoT, this profile matches (past) em-
ployees of IoT service providers who installed IoT setups on the field. Their
motivation could be to discredit the IoT service provider by disturbing the IoT
setups on the field. Their time and money budget is limited, but they have
insider information, e.g., which device is accessible on which position.

Hacktivists could especially be a problem in agriculture, as debates about en-
vironmental threats often include agricultural practice. Their time and money
budget is rather high, and also the knowledge could be treated as high.

The terrorism profile does not match too well with the agricultural IoT scenario
we consider in our paper. Although there is a general threat to the domain by
agrifood-terrorism, we see just a low motivation for attacking single IoT setups,
but rather attacks on the cloud-domain of much-used software, which is not in
the scope of this present paper.

Agricultural IoT could also be of interest to cybercriminals, especially when
considering bigger farms with a bigger financial pad that could be the target of
attacks (e.g., Denial-of-Service (DoS)) in combination with blackmailing.

Like terrorism, we did not see nation-state attackers as a real danger for the scope
of this paper, as this attacker profile usually aim for greater targets and less on
single IoT setups.

9.4 L I T E R AT U R E S E L E C T I O N M E T H O D

This section describes the method that formed the upcoming section: The sys-
tematic literature review (Kitchenham & Charters, 2007; vom Brocke et al., 2015)
for collecting vulnerabilities and mitigations specific to LoRaWAN (Section 9.5).

The questions for the literature review are:

• [Q1:] Which attacks or vulnerabilites exist for LoRaWAN (and LoRa)?

• [Q2:] Which mitigations exist to prevent known vulnerabilities for Lo-
RaWAN (and LoRa)?

We selected the following keywords to build our search string:

• LoRaWAN, LoRa

• Vulnerability, Attack

• Security, Cybersecurity, Mitigation.

Based on the keywords we built the search string: (“LoRaWAN” OR “LoRa”)

AND (“Vulnerability” OR “Attack”) AND (“Security” OR “Cybersecurity”
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OR “Mitigation”). The following databases/publishers served as data sources:
ACM Digital Library, IEEE Xplore, Science@Direct, Springer, Taylor and Francis.
After performing the queries on the databases, we collected 403 articles. Further
filtering was done based on:

• Inclusion criteria:

– Published in between 2015 and 2021

– Describes at least one attack, vulnerability, or mitigation

– Provides technical details of the attack, vulnerability, or mitigation.

• Exclusion criteria:

– Not peer-reviewed

– Not published in English

– No relation to LoRa(WAN).

After filtering based on these criteria, we obtained 37 articles (Table 9.2) we used
for the compilation of vulnerabilities and mitigations (Section 9.5).

Table 9.2: Detected publications of the systematic literature review, together
with the referenced LoRaWAN version, and described attack-types,
according to our categorization (Figure 9.4).

J. Lee et al., 2017 v1.0 Other (MitM)

Na et al., 2017 v1.0 Message Replay

Aras, Ramachandran, et al.,
2017 v1.0 Physical, Message Replay,

DoS

Tomasin et al., 2017 v1.0 Message Replay, DoS

Aras, Small, et al., 2017 v1.0 DoS

Kim and Song, 2017 v1.0.2 Message Replay

Gladisch et al., 2018 v1.1 Message Replay, Traffic
Analysis

Yang et al., 2018 v1.0.2, v1.1 Message Replay, DoS

Sung et al., 2018 not defined Message Replay

Danish et al., 2018 not defined DoS

Benkahla et al., 2018 v1.0 Spoofing, Other (MitM)

Skorpil et al., 2018 v1.0.2, v1.1 Message Replay, Spoofing,
Other (MitM)

Author, year
Referenced
LoRaWAN

version
Described Attack-Type

Continued on next page
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Table 9.2: Detected publications of the systematic literature review, together
with the referenced LoRaWAN version, and described attack-types,
according to our categorization (Figure 9.4). (Continued)

Y. Cheng et al., 2018 not defined No described attack

Dönmez and Nigussie, 2018 v1.0.2, v1.1
Message Replay, Traffic
Analysis, DoS, Spoofing,
Other (MitM)

Butun et al., 2018a v1.1 Message Replay, Traffic
Analysis, DoS, Other (MitM)

Mundt et al., 2018 v1.1 Message Replay

van Es et al., 2018 v1.0.2, v1.1 DoS

Ruotsalainen and Grebe-
niuk, 2018 v1.1 Traffic Analysis

Coman et al., 2019 v1.0.1, v1.0.2,
v1.0.3, v1.1 Other (Packet Forging)

Wadatkar et al., 2019 v1.0 DoS

Raad et al., 2019 v1.1 Other (MitM)

J. Xu et al., 2019 v1.0.3 Other (Side-Channel)

Hill et al., 2019 not defined DoS

Saxena et al., 2019 not defined DoS

Kamble and Gawade, 2019 not defined DoS, Other (MitM)

Eldefrawy et al., 2019 v1.0, v1.1 Message Replay, DoS

Mikhaylov et al., 2019 v1.1 DoS

Bala et al., 2019 v1.0 No described attack

Thomas et al., 2020 v1.1 Other (MitM)

Philip et al., 2020 v1.0, v1.1 DoS

C. Gu et al., 2020 v1.0.2 DoS

Perković and Siriščević,
2020 v1.1 DoS

Singh et al., 2020 v1.0 DoS

Noura et al., 2020 v1.0.1, v1.0.2,
v1.0.3, v1.1

Physical, Message Replay,
Traffic Analysis, DoS, Spoof-
ing, Other (MitM)

Hessel et al., 2020 v1.0.2, v1.0.3,
v1.1 Spoofing

X. Wang et al., 2020 not defined Spoofing

Author, year
Referenced
LoRaWAN

version
Described Attack-Type

Continued on next page
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Figure 9.4: Attack types of the LoRaWAN vulnerabilities

Table 9.2: Detected publications of the systematic literature review, together
with the referenced LoRaWAN version, and described attack-types,
according to our categorization (Figure 9.4). (Continued)

Lv et al., 2021 not defined Message Replay

Author, year
Referenced
LoRaWAN

version
Described Attack-Type

9.5 V U L N E R A B I L I T I E S A N D M I T I G AT I O N S

This section compiles the collected vulnerabilities of LoRaWAN, which we
found through the previously literature selection (Section 9.4). The presentation
includes an attack procedure to increase understanding and special cases, which
might not be immediately apparent for some selected attacks. As no found
literature inspected the most recent LoRaWAN v1.0.4 (see Table 9.2), we checked
the specification (LoRa Alliance Technical Committee, 2020) for having the same
characteristics that made the described attack working. Additionally, within
each attack, we include an assessment of the potential impact on confidentiality,
integrity, and availability, such as that used by the CVSS Impact Metric (FIRST
— Forum of Incident Response and Security Teams, 2019) to evaluate various
attacks. Subsequently, known countermeasures to prevent or reduce the impact
of the attacks are proposed for each attack type. We roughly grouped the attacks
based on the attack type in Figure 9.4. A listing of all countermeasures together
with the mitigated attacks is presented in Table 9.3.

9.5.1 Physical Attacks

Being placed out in the open and lacking any strong physical protection, EDs
can be subjected to multiple direct, physical attack options - especially in agri-
culture; this is a serious threat. Those options can be grouped into the following
three attacks (Na et al., 2017): (a) ED destruction, removal, or theft, (b) Security
parameter extraction, and (c) ED cloning or firmware replacement.
All of these attacks are not specific for LoRa devices but important to consider
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when designing a robust system. Being agnostic to the transmission data tech-
nology, the attacks are possible in each version of the LoRaWAN specification.

a) ED destruction, removal, or theft. Destruction, removal, or theft of an ED limits
the information available to the system by disabling a responsible ED. While
theft is only possible by a malicious entity, multiple sources for device damage
or removal exist, e.g., environmental effects, animals, or destruction by humans
due to an accident - to name some of the more likely ones. It is important to
note that this list is incomplete as other sources of device damage might exist
depending on location.

For IoT in agriculture, this attack presents a high threat for availability, perma-
nently removing an ED from the system and forcing additional replacement
costs. However, the attack has no effects on confidentiality and integrity.

b) Security parameter extraction. An attacker with physical access on an ED can
attempt to extract security parameters. A serial interface, if available on the ED,
can be used to extract all key exchanges due to the lack of built-in encryption
between the host microcontroller and radio module in contemporary radio mod-
ules. However, such an attack would only comprise data stored in the specific
ED, as root keys are uniquely generated. Nonetheless, this can be combined
with firmware replacement to allow the reuse of keys (Aras, Ramachandran,
et al., 2017; Butun et al., 2018a).

Security parameter extraction would allow an attacker to read all data sent by
the ED, and represents a clear threat for confidentiality, however, the impact is
low in agriculture. As mentioned earlier, root keys are unique, and most of the
data from a single sensor can be accessed using other methods, or is not enough
to disclose relevant business information. Extracting security parameters in
itself provides no threat for availability or integrity.

c) Firmware replacement. Physical access can also be used to intercept all data
exchange between the host microcontroller and the radio module and use this
information to create a mock device with the same credentials. The attacker
could also resort to advanced tampering to potentially modify or replace the
firmware, which could lead to key reuse being possible (Butun et al., 2018a).

This is the most dangerous of all the physical attacks. Allowing for key reuse
allows an attacker to potentially obtain information from many sensors and
leak business secrets like soil composition, we therefore rate the impact as high
for confidentiality. Furthermore, an attacker could use the replaced firmware
to feed any data into the controlling subsystem, which could prove fatal when
dealing with automated irrigation for example. We therefore rate the impact on
integrity as high as well. A firmware attack that modifies the sensor to produce
gobbled data is equivalent to removing it from the system entirely in regards to
availability and is classified as high, similar to the destruction-based physical
attacks described earlier.

C O U N T E R M E A S U R E S Physical attacks are a problem for the IoT world
as some usage scenarios do not allow EDs to be physically protected from
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unauthorized third parties. Ways to mitigate physical access like surveillance
via cameras and hiding through unobtrusive design are known, but some
strategies can help to further reduce the impact of such attacks:

a) To ensure authentication and integrity of the software, the firmware should
be verified using ultra-low-power cryptographic hash functions (Butun et al.,
2018a). Also secure hardware elements could enhance the security level against
physical attacks (Noura et al., 2020).

b) EDs should be checked routinely for unauthorized hard- or software modifi-
cations as well as damage Butun et al., 2018b.

c) Extracted cryptographic parameters will change upon initiating a new session
when using OTAA, making extracted parameters useless. This is not the case
for ABP, and, therefore, OTAA should be preferred.

9.5.2 Message Replay

Replay using Counter Reset

There are two activation modes available in a LoRaWAN setup: ABP and OTAA.
In ABP-mode, EDs use static keys that can’t be changed for the duration of
the EDs’ lifetime. Non-volatile memory for frame counters that is allowed up
to LoRaWAN v1.0.3 (LoRa Alliance, 2018) results in a vulnerability to replay
attacks. In OTAA-mode, EDs are safe from replay attacks caused by manual
devices resets but are still vulnerable to counter resets caused by overflowing as
the session keys remain the same (LoRa Alliance, 2018).

The ED reset vulnerability can be abused by an attacker to replay messages
from previous sessions, thereby withholding changes from the GW. Resetting
the counter after an overflow can be used to replay pre-reset messages to de-
synchronize the GW and ED counters and thereby cut the communication
between those two (LoRa Alliance, 2017). An attacker has to monitor and store
messages, which can be done in the radio range of GW and ED, but does not
require knowledge of the exact location of either. Because the counter value is
not encrypted during the message transmission, it is readable by eavesdropping
the LoRaWAN transmissions. Additionally, counter values are also predictable
since the counter is a sequence number, either encoded by 16bit (⩽ v1.0.3) or
32bit (optional in ⩽ v1.0.3, forced in v1.0.4/v1.1). After the counter resets (after
an overflow or after a device reset in ABP-mode), the attacker can replay an
old message that fits into a sliding window with a set up gap (default value
of 16384). All future messages that are received with a lower counter value are
discarded on the receiving device. When replaying single messages that max
out the sliding window borders, this procedure is basically a DoS attack.

In agricultural applications, an attacker can just drop a small malicious battery-
powered device in the coverage area of both the targeted ED and GW for
executing the attack. As the attack is dramatically improved in the time require-
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ment by a manual device reset (in ⩽ v1.0.3), physical access to an ED makes
this attack more applicable, but also more expensive in terms of manual work.
Therefore, we see here danger for the most critical single devices, e.g., smart
valves used for controlling water management. Such devices when under attack
could be randomly manipulated in the water flow to obfuscate the attack.

Those attacks were addressed in LoRaWAN v1.1 due to the obligation of a
persistent memory for counter storage and a re-join possibility to re-key the
device during a running session. Nonetheless, it should be noted that re-keying
is not possible when running in backward compatibility mode, making this
attack a threat for a system relying on backward compatibility (Dönmez &
Nigussie, 2018).

When discussing the attack impact, we classify it as none for confidentiality, as
no data is leaked. The impact on integrity is classified as high, because serious
harm is possible, e.g., by feeding incorrect data to an automated gate or a
water pump. Although an attacker is limited in the ability to discern values
due to encryption, the open location of the sensors and the ease of observing
specific phenomena makes discerning important values easier than in other
IoT domains. The impact on availability is low in our opinion, as it is possible
to remove an ED by resetting the counter and replaying high counter value
messages, but important data should most often be available from other sources
due to the distributed nature of IoT systems in general.

S P E C I A L C A S E : FA K E S E S S I O N C R E AT I O N A fake session is possible
between an attacker and an NS (Yang et al., 2018), as well as between an at-
tacker and an ED (Dönmez & Nigussie, 2018). Both of those attacks exploit
the weakness in nonce reuse and allow the attacker to proceed with a normal
replay attack once the fake session is created. Both of those attacks are no longer
possible in LoRaWAN v1.1 and only work in backward compatibility mode
if the victim is the one running v1.0. Thus, a fake session on the ED is only
possible if the ED is running v1.0.

C O U N T E R M E A S U R E S Both types of replay attacks are only possible for
LoRaWAN v1.0 (and v1.1 in backward compatibility mode). Using LoRaWAN
v1.1 would, therefore, solve this issue. For LoRaWAN v1.0 deployments, the fol-
lowing countermeasures can be performed to reduce the risk of being attacked:

a) Prefer using OTAA. ABP uses static keys, and the counter will reset to 0 every
time the device resets, which could be exploited by an attacker.

b) Yang (2017) advises protecting devices against physical access, as being able
to reset the device manually can decrease the waiting period for an attacker
attacking an ABP-activated device. Of course, in some use scenarios of agricul-
tural IoT, physical protection is not possible to a sufficient degree.

c) In a backward compatibility scenario, if the NS is v1.1 with a v1.0 ED, the NS
should be configured to discontinue communication with an OTAA activated
v1.0 ED upon recognition of a frame counter saturation to force the node to ini-
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tiate another activation, as it is the only available way of re-keying, as described
by Dönmez and Nigussie (2018).

d) Another suggestion is discontinuing communication with an ABP-activated
ED upon detecting a frame counter saturation. As re-keying is not possible, this
approach results in additional costs as the ED needs to be replaced.

e) X. Wang et al. (2020) suggested a solution SLoRa as an ED authentication
scheme, that leverages two physical layer features: Carrier Frequency Offset
and spatial-temporal link signature. Based on the fingerprint-like transmission
characteristics of each device, a new (malicious) ED could be detected at the
GW side.

Join-Request Replay

When using OTAA for activation, join-request messages are unprotected against
replay attacks before LoRaWAN v1.1. The NS only stores most recently used
DevNonce values, as repetition is possible due to the pseudo-random character.
This can be abused by the attacker by replaying previously captured join-request
messages, while the ED attempts to connect to the NS.

In the beginning, the attacker installs a sniffing device in the target area, e.g., in
the vicinity of a farmhouse, and proceeds to collect join-request messages from
different EDs, aiming to acquire as many as possible. The second phase is about
analyzing collected messages to determine EDs that send join-request messages
frequently and regularly; those devices are the target of this attack. Addition-
ally, the attacker stores the devices’ expected join-request cycles, calculating
the optimal time for an attack. Phase three starts when enough messages are
collected, and the joining pattern of a given ED is figured out. Now, the attacker
needs to wait for the usual device’s join-time. Right before this moment, the
attacker starts to replay the cached join-request messages. The NS attempts to
connect to the attacker’s device, as its message arrived first, discarding join-
requests from the regular node. After a while, the timeout limit exceeds, and
the NS drops the unconfirmed session. However, the attacker can replay the
next cached join-request to restart the procedure until he runs out of cached
messages (Dönmez & Nigussie, 2018; Na et al., 2017). This results in the ED
being unable to participate in the network until all join messages have been
used.

This attack is still possible when running in backward compatibility as a security
context switch is not possible when one participating device is using LoRaWAN
v1.0 (Na et al., 2017; Yang et al., 2018).

It is hard to exclude agricultural application areas from this attack scope, but
this attack will be easily detectable, as it hinders complete ED from joining the
network, and there are no ways known for obfuscation of this attack.

The attack has no impact on confidentiality or integrity; no data in the system is
disclosed or modified. Furthermore, the attack has a low impact on availability,
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being severely limited by the number of messages an attacker has captured,
which happens the attack duration, as well as affecting a single ED only.

C O U N T E R M E A S U R E S A G A I N S T T H E J O I N - M E S S A G E V U L N E R A B I L I T Y
This vulnerability relies on insufficient replay protection for join-request mes-
sages in LoRaWAN v1.0 versions. As the attack is not possible in LoRaWAN
v1.1, using this version would solve the problem. If the system requires the
usage of LoRaWAN v1.0, we recommend the following security measures that
can be applied to reduce the impact:

a) Avoiding clear patterns to server reboots and resetting devices at random
times will make it impossible for the attacker to disconnect multiple devices at
once, severely lowering the impact of the attack.

b) Resort to block-chains for EDs’ authentication in real-time could eliminate
the attack possibility and build trust among LoRaWAN EDs and NSs (Danish
et al., 2020).

c) Modifying the join procedure to account for potential replays while keeping
the existing packet structure; an exemplary method using two types of join-
requests is presented by Kim and Song (2017).

9.5.3 Traffic Analysis: Eavesdropping

LoRaWAN implements channel confidentiality through AES in counter mode,
where the block counter value is used as an input. During a counter reset, the
key will remain in place, meaning that the block cipher will recreate the same
key material. An attacker can exploit this behavior to decrypt messages, as
described by Yang et al. (2018).

This attack is possible in LoRaWAN ⩽ v1.0.3 due to the ability to reset the
counter by restarting the device. In a second attack variant, the attacker exploits
the lack of the ForceRejoinReq command, as the counter is resetting to 0
upon overflowing according to the specification (Dönmez & Nigussie, 2018).
Despite the attack variant, the attacker has just to monitor and store messages,
which can be done in the radio range of GW and ED, but does not require
knowledge of the exact location of either.

Eavesdropping can be combined with a replay attack to allow the attacker to
replay specific messages based on his needs and feed erroneous data to the
backend.

This attack is especially applicable for getting deep insights into a farm’s opera-
tions by eavesdropping the results of the sensor nodes, e.g., soil analysis sensors
of arable farming businesses. In combination with the replay attack, this could
be especially dangerous for modern food systems by introducing wrong data
that manipulate calculations that determine the amount of applied fertilizer.
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Considering the findings from the last paragraph, we classify the impact on
confidentiality as low in the general case. However, as shown earlier, an attacker
using background knowledge to target specific EDs could be able to obtain
crucial business information, which in turn would raise the attacks impact to
high. The attack itself has no impact on integrity or availability.

C O U N T E R M E A S U R E S As Eavesdropping is only possible for LoRaWAN
v1.0 (and LoRaWAN v1.1 in backward compatibility mode), using LoRaWAN
1.1 would solve this issue. In the case where the system has to contain LoRaWAN
1.0 components, the following countermeasures can be used to reduce the risk
for an attack:

a) Prefer using OTAA. ABP should only be used in special circumstances, as
resetting the ED is the easiest way to obtain messages from the same node with
the same session keys and the same counter value, which are required to derive
keys used (Yang et al., 2018). Physically protecting ABP nodes makes the attack
much more difficult to perform as a counter overflow takes time to occur, and
a considerable amount of messages with the same session key and counter
value are required. This could be interesting for in-house sensors, like cattle
monitoring. Especially actors (e.g., smart locks, valve controllers) should not
rely on ABP.

b) When running in backward compatibility mode, implement a re-keying
procedure without ways to reset the counter so the attacker can’t perform an
eavesdropping attack.

9.5.4 Denial of Service: Radio Frequency Jamming

Radio Frequency Jamming is one of the more general problems for IoT technolo-
gies. The adversary transmits a powerful radio signal in the proximity of the
application devices, disrupting transmissions. In agricultural applications, this
may be used to reduce or completely destroy the quality-of-service, applicable
to all application areas of agricultural IoT. Motives could be the denunciation of
a competing IoT-service provider or obtaining ransom money by criminals.

While such an attack is typically in need of dedicated hardware, Aras, Small,
et al. (2017) as well as Perković and Siriščević (2020) have shown that it is
possible to jam LoRaWAN using commercial (low-cost) off-the-shelf hardware.
This poses a real threat for LoRaWAN networks as throughput can be decreased
by up to 56 % (Martinez et al., 2019). The attack is possible for LoRaWAN v1.1
as well v1.0. We differentiate the following types of jamming attacks: Triggered
Jamming, Selective Jamming, and Wormhole Attack.

a) Triggered Jamming can be used by the attacker to increase package loss in the
network, in addition to providing a good basis for more sophisticated attacks
like selective jamming. The technique is based on the functionality of LoRa radio
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Table 9.3: Tabular listing of countermeasures, together with the scope of applica-
tion, related (vulnerable) LoRaWAN versions and mitigated attacks. (v1.1* is
v1.1 in backward compatibility mode)

Countermeasure
LoRaWAN Version Scope

Mitigation for
v1.0 v1.1* v1.1 ED GW NS

Traffic analysis x x x x RF Jamming
Multiple GWs
with overlapping
coverage

x x x x RF Jamming
ADR spoofing

Monitoring SNR
values x x x x ADR spoofing

Physical protec-
tion (EDs) x x x x Physical attacks

Physical protec-
tion (GWs) x x x x

Class B attacks;
ACK Spoofing
(⩽ v1.0.3)

Keeping multiple
unconfirmed mes-
sages per ED

x x x Join-Request Replay

Ending session
with OTAA when
counter satu-
rated and force
re-keying

x x x x Replay Attack
Eavesdropping

Avoiding ABP x x x
Replay Attack;
Eavesdropping
(⩽ v1.0.3)

EDs resend mis-
sion critical mes-
sages

x x ACK Spoofing
(⩽ v1.0.3)
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modules to scan a certain channel to detect an ongoing transmission. Upon
detection, the attacker can proceed with jamming.

b) Selective Jamming requires a low-level configuration to allow reading a mes-
sage while it is being received. During the attack, the radio module starts in
receiver mode and waits for a LoRa modulated signal. Once a message is de-
tected and its physical header is proven correct, the module reads the FIFO until
it reaches the device address. If the message triggers the jamming policy, the
module switches to jamming mode. Once jamming is done, the module switches
back to receiving mode again (Aras, Ramachandran, et al., 2017). As this attack
could be used to manipulate messages of single devices, there is a danger for
the most critical EDs, e.g., smart valves used for controlling water management.
Such devices, when under attack, could be randomly manipulated to obfuscate
the attack.

c) A special case is the combination of selective jamming and a replay attack
to perform a so-called Wormhole Attack. Two types of devices are required in
this case, a sniffer capturing the packet and a jammer signaling the successful
capture. The captured message can then be replayed at a later date since there
is no time-related information in LoRaWAN messages. The attack is limited by
the jammer’s reaction time, which needs to be lower than the packet’s airtime
minus the airtime of the first five bytes of the device address; otherwise, the
jammer will not have time to act before the packet reaches the gateway. This
attack was addressed in v1.1 but is still possible in v1.0 versions and when
running in backward compatibility mode (Aras, Ramachandran, et al., 2017;
Chacko & Job, 2018). We do not see specific attack scenarios for this attack in
agricultural IoT applications.

The attack has no impact on confidentiality or integrity. However, the impact
on availability is high, as the attacker is able to disconnect multiple EDs and is
not limited by external factors like stored messages or specific timings.

C O U N T E R M E A S U R E S Jamming is limited by the number of nearby GWs,
packet airtime, and channel hopping. Those limitations can be used to imple-
ment the following countermeasures:

a) Creating a dense LoRa network with overlapping GW coverage makes a
jamming attack much more difficult to perform. In this way, an attacker needs
to make sure the message of an ED is not received by any of the different
located GWs, as the success of the attack depends on physical proximity to the
GW (Aras, Small, et al., 2017; Hessel et al., 2020). In case any GW receives the
message of an ED, the message will be forwarded to the NS, which de-duplicates
the message if multiple GW have received the same message. Of course, the
feasibility to set up multiple GWs in distinct locations depends on the present
circumstances on the farm. Another countermeasure is to maximize the use of
channel hopping (usually used to reduce packet collision), which makes the
jammer need to become more complex and expensive as it must listen to more
channels at once.
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b) In the case of wormhole attacks, the signal frequency and the packet size can
be lowered to reduce air-time and beat the jammers’ reaction time (Aras, Small,
et al., 2017). It should be noted that a lowered signal frequency results in lower
reliability and a lowered communication range.

Mikhaylov et al. (2019) noted that network adaptation, e.g., switching to a
higher signal frequency or transmitting power, can be abused by an attacker
to drastically increase energy consumption, thereby shortening the remaining
device lifetime. As of now, there is no known solution. Hence, it should be
considered when deploying IoT devices.

d) A jamming attack may be detected by performing a traffic analysis at the GW
or at the NS level. When there are regular transmission rates known, abnormal
message quotas could be detected and trigger an alarm or a network adaption
(Aras, Small, et al., 2017).

9.5.5 Spoofing Attacks

ACK Spoofing

The attack exploits the lack of association between acknowledgment and mes-
sage. The frame counter of the ACK is the sequential number of all downlink
messages. Therefore, a captured and delayed ACK can be used to acknowledge
another unrelated message without its arrival at the backend provider (Yang
et al., 2018).

An attacker will observe the network waiting for the NS to acknowledge any
message from the ED. Afterward, the attacker will proceed to selectively jam the
ACK message, capturing it in the process. Now the attacker can abuse the lack
of association to be able to acknowledge any next single uplink message without
its arrival at the backend by replaying the cached ACK. The ED then believes
the message arrived and will not attempt to resend potentially mission-critical
data. This attack can be used to prevent the communication of a status change
of an actor, like a smart lock of a cattle farm, or water valve of an irrigation
system.

This attack is possible in LoRaWAN v1.0 versions and was addressed in v1.1
by the changes to MIC calculation. However, this attack is still possible when
running in backward compatibility mode (Dönmez & Nigussie, 2018; Yang et al.,
2018).

The attack reveals no information, and therefore it has no impact on confiden-
tiality. The impact on integrity is low, as during modification of the data, the
attacker is limited to single messages and hindered by encryption. The impact
on availability is low as well; some messages are gobbled by the flip and unus-
able to the system. However, in an agricultural IoT system, it should be easy to
recreate those missing data pieces.
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C O U N T E R M E A S U R E S Using LoRaWAN v1.1 would solve the issue. If the
system requires LoRaWAN v1.0, the following countermeasures can be per-
formed to reduce the risk of being attacked:

a) Protecting access to GWs as the attack requires the adversary to be in control
of the GW. A common method to attack a LoRaWAN gateway is using physical
access (Yang et al., 2018).

b) Confirmed messages should be treated carefully, and EDs should be pro-
grammed to resend critical data or requests. Even if the message is acknowl-
edged, the critical state remains.

ADR Spoofing

This attack forces an ED to use insufficient transmission power and data rate to
reach a GW by manipulating ADR control messages, as described by Hessel et al.
(2020). The intention of LoRaWAN’s ADR function is to find an appropriate data
rate as a compromise of coverage and transmission time. By selective forwarding
messages with a wormhole setup, an attacker is able to capture and jam the
ADR initiating message, which was sent by an ED. This captured message can
be manipulated in its metadata to fake the signal strength indicators, which
are evaluated on the NS to calculate appropriate transmission parameters. By
transmitting the ADR answer message back to the ED, the ED applies the
transmission parameters, which are insufficient to reach the GW. As a result,
the ED’s coverage is too low to be able to communicate directly with the GW.

This attack has no impact on confidentiality or integrity because it does not
leak or modify any data. However, the attack has a high impact on availability
because it is possible to permanently disconnect EDs from the system, which in
turn severely limits an agricultural IoT setup.

C O U N T E R M E A S U R E S This attack is also possible with LoRaWAN v1.1.
Abandoning the ADR feature and manual setup of the network parameter
would prevent this attack. Mitigating this attack could be achieved by monitor-
ing the SNR values and averaging the SNR at the NS to prevent abrupt changes
(Hessel et al., 2020).

9.5.6 Other Attacks Found in Literature

There are additional attacks linked to LoRaWAN that can be found in the lit-
erature. The following attacks are presented for completeness, but we did not
develop security recommendations for those attacks as they are either not possi-
ble to our knowledge or unspecific for LoRa/LoRaWAN devices. Nevertheless,
developers have to also be aware of those vulnerabilities when developing any
IoT application, regardless of the chosen technology.
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a) Man-in-the-Middle (MitM) / Bit Flipping. LoRaWAN messages are encrypted
and equipped with a MIC. However, these two layers of security (encryption
and integrity check) are handled at different locations inside a message frame:
The payload encryption is handled by the AS, while the MIC is checked and
terminated by the infrastructure provider. “This means that in between the infras-
tructure operator’s network server and the IoT solution provider’s application server,
the content cannot be checked for integrity and authenticity”, as stated by Yang et
al.Yang et al., 2018. An attacker can attempt to intercept anywhere between
the NS and the AS (J. Lee et al., 2017; Skorpil et al., 2018; Thomas et al., 2020).
This can be done via different approaches, ranging from routing-based ones,
like BGP-prefix hijacking or IP source routing to physical and link-layer based
ones, like a compromised device on the path. While normal AES is resistant to
bit flipping due to the avalanche-effect, LoRaWAN is not using authenticated
encryption and therefore terminates the integrity check too early. This allows
the attacker to potentially modify the content of sensor readings and abuse the
ciphertext, which affects the exact bit position in the plain text in a predictable
manner (Yang et al., 2018).

b) Side Channel. J. Xu et al. (2019) have demonstrated that based on electromag-
netic radiation (EMR) of an ED and the knowledge about the communication
mechanisms of the LoRaWAN protocol, the full AppSKey could be recovered
with less than 100 transmissions in the ABP mode, utilizing neuronal networks
(deep learning). To tackle EMR based attacks electromagnetic shielding like a
Faraday cage around the computational hardware elements could be applied.

c) Class B Device Attacks. There are three classes of LoRaWAN EDs described by
the standard: class A, B, and C. While all EDs can send messages to a GW at any
time, the class determines when an ED can receive messages from a gateway.
Class A nodes are able to receive messages right after sending a message. Class
C (”Continuous”) nodes never sleep and always listen to incoming messages.
Class B devices aim to balance power consumption with the possibility to receive
messages periodically. However, they have a vulnerability: To open receive
windows at fixed times, gateways need to broadcast a beacon synchronously
to provide a time reference. As beacons messages contain GPS coordinates of
the sending GW in plaintext, its position can be easily eavesdropped or spoofed
when combining the attack with triggered jamming. Another class B attack is
a rogue beacon that could be set up by the attacker and used to send random
or extreme wakeup times to class B EDs. This leads to a distortion of receiving
operations due to the device waking up at a different time than expected by a
legitimate GW. Hessel et al. (2020) use this behavior for a beacon spoofing attack,
which could result in a DoS.

d) Network Flooding. When attempting a network traffic flood, the adversary
captures the EDs and misuse those to perform an attack against the rest of the
network. Such an attack can degrade the network by flooding it with packages
(Butun et al., 2018a).

e) Network Traffic Analysis. A network traffic analysis is a passive attack where
the attacker sets up a rogue GW and uses the received packages to deduce some
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knowledge about the data being transmitted or key material used (Butun et al.,
2018a).

f) Self-Replay Attack. To our knowledge, a self-replay attack is not possible but
was referenced in another paper (Butun et al., 2018a). To our understanding,
this was a misconception or mixing of properties of LoRaWAN and another
LPWAN technology, SigFox. The latter one has a communication quota with a
maximum number of messages per day.

9.6 D I S C U S S I O N

Multiple papers have investigated security aspects of LoRaWAN and have
shown that, while LoRaWAN is a promising technology, it bears multiple issues
independent of the application domain. The works by Yang et al. (2018) and
Butun et al. (2018a) are probably the most prominent works in this category,
while the work of Noura et al. Noura et al., 2020 is the most recent survey, that
covers multiple vulnerabilities, we have detected in our literature review. The
result of our literature study shows that the newer the LoRaWAN 1.0 version,
the fewer attacks are known. But also the newest 1.0 release (v1.0.4) has more
known vulnerabilities compared to v1.1.

When looking at the attacks, some of the more dangerous vulnerabilities require
or benefit from physical access to an ED, which is especially for agricultural IoT
systems a real threat – in contrast to many other IoT use cases that have EDs
deployed in physically protected environments, like buildings. When talking
about attack complexity, we can see that almost all attacks exhibit a low com-
plexity. For the most part, attacks can be performed with of-the-shelf hardware
and rely on well-known and documented attack patterns; other attacks are
easy to perform due to the ease of physical access inherent to the agricultural
IoT domain. Another important aspect of IoT in agriculture is that none of
the attacks we discovered require any kind of system privileges or legitimate
user interaction. The scope of attacks varies while some attacks only affect a
specific ED, others can harm the entire IoT system, e.g., by feeding incorrect or
potentially malicious data into an irrigation controlling system.

Unfortunately, multiple commercial EDs that are advertised for the agricultural
sector like electric valves, soil moisture sensors, or general-purpose EDs, which
could be equipped with different sensors or actors, are still delivered with
LoRaWAN v1.0.2 or v1.0.3. We did not cover hints about possible firmware
upgrades for the inspected products. Together with the promise to have a
battery runtime of up to +10 years, this situation is critical from an IT security
perspective.

This paper is, to our knowledge, the first work that uses a systematic literature
review to provide a full list of LoRaWAN vulnerabilities for the multiple ver-
sions up to v1.0.4 and gives security recommendations as countermeasures that
do not require a change on the LoRaWAN standard itself. The tabular listing
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(Table 9.3) of countermeasures should help developers to minimize risks and
improve IoT security.

L I M I TAT I O N S The presented attacks and security recommendations are
(only) based on documents of existing LoRaWAN specifications and results
stemming from the performed literature review. However, most of the attacks
included in this document have been practically proven by their correspond-
ing paper. We analyzed the examplary wide area IoT part through extensive
research in the domain of agriculture, resulting in five IoT specifics for wide
area applications (see Section 9.3.2). This allowed us to investigate the attacks
considering domain-specific constraints, e.g., physical access-based attacks are
a greater threat for wide area applications than any other IoT domain, and to
provide domain-specific recommendations when possible. Since our work is of
theoretical nature, a practical analysis should follow in the future.

9.7 C O N C L U S I O N

This work inspects the state of security of the communication technology
LoRaWAN, that is especially useful for wide area IoT applications, e.g., smart
agriculture. After giving a short summary into LoRaWAN details, we compile
some properties of wide area IoT applications from a security perspective. Espe-
cially unsupervised end devices increase the possible attack surface a lot. As
the main contribution, we investigated on the research questions, (1) “What are
the known vulnerabilities of LoRaWAN?”, and (2) “Which mitigations against
the known vulnerabilities should be considered when developing a LoRaWAN-
based IoT solution?”, based on results from a systematic literatur review.

This paper is intended to help both researchers and developers in the field of
wide area IoT due to its completeness and the nature of our provided recom-
mendations. To our knowledge, it is the first work that provides a systematic
literature review of LoRaWAN security issues and mitigations. Another unique
point of this paper is the novel, full list of known LoRaWAN attacks regarding
v1.0, v1.1, and backward compatibility mode.

Research has shown that while many LoRaWAN vulnerabilities have been
addressed with v1.1, some important issues still remain, e.g., RF jamming,
physical attacks, and spoofing attacks. With our proposed mitigation options,
the risks to be vulnerable to attacks could be reduced.

Future work could include performing a practical evaluation of our findings
concerning social responsibility, which are mostly based on theoretical consid-
erations. In this context, we see a deeper investigation of physical attacks and
the development of related mitigation strategies to be of prime importance,
especially in the domain of agricultural IoT.
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R E S I L I E N T A N D D E C E N T R A L I Z E D D A T A M A N A G E M E N T
I N A G R I C U L T U R E

A B S T R A C T Farm Management Information Systems (FMIS) are an important
core component of modern farming companies as they allow, e.g., to document
activities, create fertilization plans, and feed digital equipment with required
data. Since the entire agricultural sector is an essential component of food
production, high standards of resilience should be established in the involved
companies. Accordingly, the used software should also be designed with high
standards on reliability and crisis capability. Based on a literature review, we
found that software for farmers with certain resilience needs is lacking. Thus,
we designed and evaluated a new FMIS concept with the user-centered design
method. By conducting focus groups (two rounds, total N=57) in 2017 and 2019,
we raised specific front-end and back-end requirements of farmers. Based on
the requirements, we developed our concept for both front- and back-end in
terms of a decentralized and offline-working FMIS. Through the evaluation
with practitioners (N=16) of the implemented concept, we derived findings and
implications, highlighting the need for privacy, stability, and offline-capability,
as well as the UI-requirement to be supportive, e.g., with easy to understand
icons and terms.
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different papers, but were analyzed with a different scope focusing privacy
(Linsner et al., 2021) and resilience (Kuntke, Linsner, et al., 2022).

10.1 I N T R O D U C T I O N

In many countries, agriculture is considered part of the critical infrastructure to
safeguard food production and security. Recently, the term agriculture 4.0 was
coined to discuss and research the use of ICT to improve agricultural processes
Liu et al., 2021. For instance, precision farming is expected to offer monetary
advantages, allow the precise application of resources, and improve the trace-
ability of production. A frequently used term is that of FMIS, which can be
defined as “a planned system for the collecting, processing, storing and dissem-
inating of data in the form of information needed to carry out the operations
functions of the farm” Sørensen et al., 2010. The most prominent functionalities
of FMIS comprise field operation management, reporting, and finance Fountas
et al., 2015. However, several barriers interfere with the successful adoption
and use of FMIS. For instance, the farmers’ reliance on cloud-based, third-party
FMIS raises questions about data ownership and, consequently, adequate regu-
latory frameworks Atik, 2022. Other issues relate to privacy, security, and data
availability in particular, should centralized infrastructures fail Wolfert et al.,
2017.

Failing infrastructures is a serious challenge for the resilience of a farm and,
if large-scale disasters occur, for the critical sector of agriculture as a whole.
Developing resilience, which means to “successfully deal with uncertainty and
dynamic environments” Slijper et al., 2022 is therefore crucial for the agricultural
sector. Furthermore, research indicates a low adoption rate of FMIS in small
and medium-sized farms and enterprisess (SMEs) due to lacking awareness
(of potentials) (Bucci et al., 2018) and unclear economic advantages (Schulze
Schwering & Lemken, 2020). Yet, there is a lack of user-centered evaluation
studies examining the perceived usefulness of functionality, usability, and user
experience of FMIS in general. There is an even greater lack when it comes
to resilience-enhancing concepts, such as decentralized systems. While such
concepts have already found significant consideration in the development of
conceptual frameworks for digital farming systems Bökle et al., 2022; Kuntke
et al., 2020, so far, prospective users have not been involved in design and eval-
uation studies of concrete FMIS adhering to these principles. Other empirical
design and evaluation studies focus on different agricultural technologies, such
as decision support systems Parker and Sinclair, 2001 and smartphone apps
Bonke et al., 2018; Kenny and Regan, 2021; Michels, Bonke, and Musshoff, 2020.
The dependence of farmers’ business operations on software is increasing and
more crises are expected to cause ICT infrastructures to collapse in some regions
(e.g., following the 2021 floods in Europe). We therefore see a need for fur-
ther research into appropriate information systems that implement crisis-ready
features for end users. Thus, this paper seeks to answer the following RQ:
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How should an architecture and user interface for decentralized
data management be designed to improve farm resilience and fit
the farmers’ requirements in agriculture?

By answering this RQ, the paper makes several contributions to the discipline
of human-computer interaction Wobbrock and Kientz, 2016. First, Section 10.2
provides a literature review on digitalization and its impact on resilience in
agriculture. Then, Section 10.3 and Section 10.4 provide empirical contributions
by the user-centered requirements elicitation for the architecture (R1-R5) and
interface (R6-R11). Our findings highlight that crisis capability is considered an
essential feature, a strong desire for customization, the importance of support-
ing multiple end-user devices, as well as UI requirements for specific groups
of farmers. The concept and implementation of the FarmBox tool for resilient
data management are the artifact contribution described in Section 10.5. Details
of the scenario-based evaluation are outlined in Section 10.6, and the resulting
additional empirical contributions are presented in Section 10.7. The subsequent
theoretical implications on decentralized and resilient data management are dis-
cussed in Section 10.8. Finally, a concise conclusion is given in Section 10.9,
which also discusses limitations and avenues for future research.

10.2 L I T E R AT U R E R E V I E W : D I G I TA L I Z AT I O N A N D R E S I L I E N C E I N
A G R I C U LT U R E

Our literature review introduces the foundations of digitalization and resilience
in agriculture, discussing both potential and current issues. Furthermore, a short
overview of technologies for agriculture is given before outlining a research
gap.

10.2.1 Digitalization in Agriculture: Higher Precision and other Advantages

Digitalization through the incorporation of new technologies in agriculture has
become a major issue. Liu et al. (2021) recap the history of the agricultural revo-
lutions up to the current trend of agriculture 4.0: Agriculture 1.0 is described as
manual work from ancient times up to the end of the 19th century. The usage of
agricultural machinery for mechanized agriculture between 1784 and 1870 leads
to higher food production and less manual labors, and is referred to as Agricul-
ture 2.0. Starting with the third agricultural revolution, IT systems entered the
food-production processes. In light of the current fourth agricultural revolution,
data processing is even more crucial to allow for more precise processes all
around the agri-food production and agri-food supply chain management. In
this context, smart farming technologies in particular, i.e., networked and semi-
autonomously interacting devices that can perceive and communicate their
individual status as well as their environmental context in real time thanks to
sensors Fleisch and Thiesse, 2007; Porter and Heppelmann, 2014, are becoming
increasingly important. In the survey of Schukat and Heise (2021b), 65.8% of
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the participating German farmers (n=523) reported to utilize smart products in
2020.

The precise processing made possible through digitalization offers several bene-
fits: First of all, digitalized farm machines and equipment could offer monetary
advantages. Smart farming approaches promise an increase in efficiency and
effectiveness Y. Gu and Jing, 2011; Wolfert et al., 2017 by evaluating the recorded
data and calculating a more precise and area-specific application of seeds, fertil-
izers, and other resources. By utilizing these advantages, time and money can
be saved. The same applies to smartphone apps that offer decision support to
farmers. In 2019, Michels, Bonke, and Musshoff (2020) asked German farmers
in an online survey about smartphone apps in crop protection. Among the
most useful considered features of crop protection apps by the 198 respondents
are weather information (77%), pest scouting (75%), and infestation forecast
(64%), even though actual app usage is often less widespread Michels, Bonke,
and Musshoff, 2020. Hence, there is still potential for improvement, especially
considering that another 2019 survey found that 95% of farmers use a smart-
phone Michels and Musshoff, 2021. The number of agricultural apps used is
affected by individual factors such as age and education Michels and Mußhoff,
2020. Elijah et al. (2018) see benefits of the IoT also in a resource reduction for
feeding a growing population. Secondly, the precise application of resources
(e.g., fertilizer) and specific calculations (e.g., nutrient requirements) could
reduce environmental pollution and enhance animal welfare. Pinaki and Tewari (2010)
show that there is a huge potential for an environmentally friendly, sustainable
agriculture by utilizing precision farming technologies. In general, the use of
ICT might reduce CO2 emissions in agriculture if potential rebound effects
are addressed properly Buhleier et al., 2022. A metastudy on energy use in
agriculture is provided by Pelletier et al. (2011). The authors compare different
approaches and sub-domains, such as livestock or crop production, and predict
an increasing energy demand for agriculture due to population growth and
changing consumption patterns. Similar results are found by Finger et al. (2019).
With regard to livestock farming, Schukat and Heise (2021a) argue that smart
farming technologies have the potential to enhance animal welfare. Thirdly,
traceability is improved. Retailers could offer their customers information about
the origin of their crops, and food scandals could be fought more efficiently.
Kamath (2018) points out that better traceability may simplify countermeasures
during food contamination scandals. The author refers to two food scandals in
the USA (E. coli outbreak in 2006) and in China (pork mislabeling debacle in
2011).

All the named advantages require the incorporated tools and equipment to have
access to data about the real-world conditions, like soil moisture, weather, plant
condition, and more. Thus, FMIS seek to collect, process, store, and disseminate
all kinds of farming-related data to carry out operational functions of farms
Sørensen et al., 2010. These agricultural data include farm activities, such as
fuel consumption or routes driven, the documentations and reports, but also
planning for future operational considerations. In an analysis of 141 commercial
FMIS, Fountas et al. (2015) identified eleven distinct functions and grouped
FMIS into four clusters, i.e., basic, sales-oriented, site-specific, and complete
systems. Their analysis reveals that field operation management (89%), report-
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ing (81%), and finance (64%) are the most common functions. Most FMIS are
PC-based solutions (75%); only some supported mobile (16%) or web-based
(15%) applications.

The review of Birner et al. (2021) investigates the role of different actors in digital
farming, such as suppliers, software companies and differently sized farms. One
of the authors’ conclusion is that there is concern about a potential increase in
the market power of large companies through digital farming tools. As a result,
smaller companies would be less competitive. Unfortunately, we have not found
reliable statements about the concrete benefit of using digital technologies for
farming. Most works, like the ones of Ammann et al. (2022), Annosi et al. (2019),
Chandra and Collis (2021), Gautam et al. (2021), Liu et al. (2021), OECD (2019),
Schukat and Heise (2021a), and Zscheischler et al. (2022) describe the potential
benefits of using FMIS or other digital tools, without the proof of society-wide
positive impacts (Lioutas et al., 2021) or considerations regarding needed in-
vestments of farmers in terms of finances and time to build up knowledge and
expertise for using the tools. First and foremost, most tech-positive works calls
for greater dissemination so that the promised environmental and economic
advances are more evident in practice. Interviews with 38 stakeholders of agri-
culture in the south-west of Germany conducted by Pfaff et al. (2022) support
the assumption that the financial hurdles in small-structured regions are an
issue for higher adoption rates. As a result, it would be difficult for these very
companies to benefit from tools from the field of smart farming.

10.2.2 Open Challenges: Increasing Adoption Rate and Making Systems Resilient

The process of digitalization in agriculture has been investigated by researchers
for several years now. Liu et al. (2021) detected some open challenges of multiple
research areas to complete the fourth agricultural revolution. When it comes
to Big Data, important aspects are the standardization of file formats for an
exchange between software products and social issues, i.e., privacy and the
agricultural stakeholders’ understanding of technology. Additionally, complexi-
ties in the creation, collection, maintenance, and dissemination of big data with
many precision agricultural systems impair the effective provision of actionable
and valuable decision support for farmers, thus impeding their further adoption
Mitchell et al., 2018. Artificial intelligence (AI) has the potential to improve the
management of big data and to simplify these processes even in safety-critical
situations Kaufhold, 2021. However, farmers’ self-confidence in their abilities to
use AI systems and personal attitudes towards AI influence the acceptance of
such systems Mohr and Kühl, 2021.

A study with Iranian agricultural specialists found that, among others, both
perceived triability, i.e., the possibility of testing technologies in a small area,
and observability, i.e., the extent to which the results of technologies can be
observed, have a positive impact on the intention to use precision agriculture
technologies (Kurosh & Saeid, 2010). While various other quantitative studies
have employed a variety of theoretical models to explore factors that influence
the intention to adopt agricultural technology, the research community has
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attributed particular attention to individual factors, whereas only few models
have recognized the significance of environmental and social factors, as well
as their interrelation with individual factors Carli et al., 2017. The study by Li
et al., 2020 is an example of a more comprehensive approach. It found that the
perceived relevance of technology features to Chinese farmers’ requirements,
the perceived risks and benefits of technology adoption, and the perceived
presence of facilitating conditions, such as knowledge, resources, and access
to consultant services, have a positive impact on the intent to adopt precision
agriculture technologies. Similarly, a recent meta-analysis of 23 publications
in this field points to an interplay of individual and social factors, as it found
that on the one hand the perceived profitability of precision agriculture and
individual computer use, and on the other hand the commitment of consultants
have a positive effect on technology adoption Tey and Brindal, 2022. Unmanned
aerial vehicles (UAVs) and autonomous field robots (AFRs), representing some
of the latest technological innovations in agriculture Michels et al., 2021; Rübcke
von Veltheim and Heise, 2021, are also of interest for understanding technology
adoption. Studies found that Chinese farmers’ intention to adopt UAVs is posi-
tively related to both individual factors Zheng et al., 2019, and environmental
and social factors, such as cultivated land area, presence of village cadres within
the family and the number of borrowing channels for money Wachenheim et al.,
2021. The same applies to the factors influencing the actual adoption of UAVs
by German farmers Michels, von Hobe, and Musshoff, 2020. Michels et al. (2021)
argue that the communication of UAVs’ benefits and a tailored demonstration of
drones to farmers may change farmers’ perceptions and beliefs, thus enhancing
the intention to adopt such systems. Rübcke von Veltheim and Heise (2021)
formulate similar advice regarding AFRs and encourage farmers’ involvement
in the design process.

In the context of this study, previous research focusing on the challenges and
prerequisites of the adoption of FMIS is of particular relevance. A survey with
184 participants from Denmark, Finland, Germany, and Greece in 2011 focused
on potential benefits for introducing labor-saving FMIS in terms of budgeting
procedures, field planning, and paperwork dealing with subsidy applications
and public authorities Lawson et al., 2011. But a majority of the participants
were unsure about the benefits of new technology. Particularly for the results of
the German participants, the authors see the large amount of time needed to
get used to the technology as the major problem. Additionally, smaller farms
did not have enough labor capacity, nor the necessary time to concentrate on
precision agriculture compared to bigger farms. A positive relationship between
farm size and the adoption of precision agricultural enabling technologies was
also found for Switzerland Groher et al., 2020 and with regard to Germany
Gandorfer et al., 2017. Linsner et al. (2021) confirmed these findings in 2021,
stating that privacy is an upcoming issue in the adoption of FMIS. The study by
Paulus et al. (2022) shows that the adoption rate of smart farming tools is higher
among full-time farmers. The authors call for further research into the specific
digital technology needs of part-time farmers to provide this target group with
easier access to smart farming tools.

Similarly, Schukat and Heise (2021a, 2021b) note that ambiguities regarding data
sovereignty and security may be an inhibiting factor for the adoption of smart
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farming systems, as they affect farmers’ trust. Atik (2022) thus recommends a
holistic approach to issues of agricultural data ownership, involving both the
design of legal regulations and of infrastructures.

Another important issue is the demand for internet connectivity. The work
of Aceto et al. (2018) shows how fragile the internet itself is. They propose a
taxonomy for internet outages and provide a selection of scientifically proven
examples of concrete internet outages with impacts ranging from regional to
global; each of the 15 examples is referenced by at least one scientific analysis.
Obviously, any internet outage could suppress the use of applications that rely
on an internet connection, e.g., cloud-only services, and there are typically no
precautions for such ICT breakdowns (Kuntke, Linsner, et al., 2022). Apart from
disruptions, insufficient broadband internet availability in rural areas is a major
barrier to the use of agricultural information technologies Kenny and Regan,
2021. In order to meet the farmers’ demands, digital links between the increas-
ing number of IoT devices inside the farms and farmlands provide a reliable
way of digital communication. Besides mobile ad-hoc networks (MANETs) for
local communication Reuter et al., 2017, modern and far-reaching network tech-
nologies such as LoRaWAN (Davcev et al., 2018) can connect sensors within
the agricultural areas even over long distances with little technical effort (Chen
et al., 2016; Ojha et al., 2015). Furthermore, Kalle et al. (2019) show how different
network technologies can be combined to enhance resilience during crises with
(partial) infrastructure disruptions. The analysis of wireless sensor networks for
precision agriculture by Jawad et al. (2017) shows that current approaches typi-
cally propagate an internet connection to cloud services to analyze the sensor
data and to enable later access via client computing devices, such as tablets. But
at the same time, fundamental technologies like cloud services have proven to
be vulnerable in case of a specific cloud-service breakdown or a failing internet
connection. Unfortunately, digital infrastructure in Germany is characterized by
the digital divide, which means that rural areas have less access to 4G networks
(73.5 %) than urban areas (82.2 %) (Rizzato, 2019).

By inspecting the data from the agricultural structure survey 2020 regarding
agricultural holdings and utilized agricultural area by size Statistisches Bunde-
samt (Destatis), 2021c, we see that most (about 85.49 %) holdings in Germany
do not exceed 100 ha, and there are about 3.6 worker per farm (Statistisches
Bundesamt (Destatis), 2021a). In accordance with the EU Commission’s limit for
medium enterprises (Commission, 2015), those holdings can be seen as SMEs
(small-size: less than 50 employees). SMEs, in general, are considered to be
highly vulnerable to impacts from disruptions, such as the effects of increas-
ingly extreme weather (Wedawatta et al., 2010). Despite their high vulnerability,
especially SMEs seem to lack adequate strategies to prevent interruptions and
to quickly return to normal continuity of their operations. Reasons identified for
this are high standards for business continuity, risk and security management
that SMEs cannot easily adopt Kaufhold et al., 2018. Hence, experts call for
simplified concepts (Reuter, 2015; Thiel et al., 2010). Pipek and Wulf (2009) coin
the notion of “infrastructuring” and highlight the importance of understanding
users’ activities for improving IT infrastructures. Since triggers of IT infras-
tructure perturbations can remain simple even in complex or complicated use
situations, the authors suggest a frequent reflection on available strategies to
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handle such perturbations. Furthermore, research indicates that agricultural
software solutions must be tailorable to (changing) local regulatory policies and
legal frameworks Elijah et al., 2018; and user interfaces as well as information
visualization should be simple in order to be usable for all farmers Michels and
Mußhoff, 2020.

10.2.3 Research Gap: Decentralized Farm Management Based on User Centered
Design

Based on our literature review, we identified two central research gaps. First,
the need for research on decentralized FMIS became apparent. With the emergence
of big data analytics, cloud computing, and IoT, Wolfert et al. (2017) envision
two extreme scenarios, i.e., “closed, proprietary systems in which the farmer is
part of a highly integrated food supply chain” or “open, collaborative systems
in which the farmer and every other stakeholder in the chain network is flexible
in choosing business partners”. Looking at the first scenario, the reliance on
cloud-based, third-party FMIS raises not only issues concerning data ownership,
privacy, and security, but also regarding data availability if centralized infras-
tructures fail. For this reason, the integration of decentralized communication
infrastructure – the second scenario – seems promising to increase resilience in
crises Elijah et al., 2018, as well to increase farmers’ acceptance (Linsner et al.,
2021). There is a large body of literature comprising conceptual models Sørensen
et al., 2010, software architectures Nikkilä et al., 2010, infrastructures Nikander
et al., 2015, and comparisons of existing FMIS Fountas et al., 2015. But none of
those related works investigate decentralized software systems for agriculture,
nor make suggestions for the development of resilience enhancing software
systems.

Second, the review revealed a need for the analysis of farmers’ demands and in-
volvement in the design process. Involving users in design has been shown to lead
to developing more usable satisfying designs as well as to establishing new
technologies and innovation (Cajander et al., 2021; Shin et al., 2017). Yet, only
a small number of studies focuses on such designs in the agricultural environ-
ment, like the ones by Bonke et al. (2018), Kenny and Regan (2021), Michels,
Bonke, and Musshoff (2020), and Parker and Sinclair (2001). The main objective
in a user-centered design processes is to involve end-users in the computerized
design process (Wallach & Scholz, 2012). The ways in which users participate
vary: They may be consulted about their needs and participate in usability
testing (more passive role of users) or participate actively throughout the design
process as partners in the design. User-centered design has been shown to lead
to developing more usable satisfying designs as well as to establishing new
technologies and innovation (Cajander et al., 2021; Shin et al., 2017). Therefore,
it was the preferred method for the design process of the FarmBox software,
which is explained in the following Section 10.3 starting with the requirements
engineering.
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10.3 E M P I R I C A L S T U D Y: F O C U S G R O U P S T O D E R I V E R E Q U I R E M E N T S
F O R A R C H I T E C T U R E A N D I N T E R F A C E D E S I G N

We conducted two rounds of focus groups in 2017 and 2019 to derive require-
ments for the design of a novel tool for decentralized data management and
resilient regional networking. This section presents the study design, partici-
pants, analysis, and a summary of results, outlining design requirements. Some
results from the second round of focus groups have already been published in
scientific journals (Kuntke, Linsner, et al., 2022; Linsner et al., 2021); however,
the data were analyzed with a different scope, i.e., not for the requirements
elicitation.

10.3.1 Study Design

We decided to interview agricultural practitioners in focus groups Lazar et
al., 2017; Morgan, 1997 because this gave the interviewees the opportunity
to discuss with each other. In our case, these discussions brought up new
aspects that might have gone undetected in individual interviews. All focus
groups were conducted by two researchers in order to provide inter-subjective
comprehensibility (Jenner et al., 2004). The entire process containing the creation
of an interview guideline, recruitment, conduction of the focus groups, and data
analysis and storage followed the guidelines of the ethical commission of the
Technical University of Darmstadt university. With regard to the limited time
available for interviews, we decided to outsource some background information
into a survey in order to give more space for discussion in the focus groups.
The survey was filled out before the focus groups took place and contained
some general information about the branches they work in, their roles, and their
experience with digital tools. We conducted two rounds of focus groups.

In the first round, we invited practitioners in 2017 to discuss the potentials
for technology support. The participants were divided into four focus groups;
each group consisted of three to six participants, and each session took about
one hour. Based on this, we derived requirements for the design of the envisioned
interface of the novel tool. In the second round, we asked practitioners about their
understanding of digitalization in 2019, including positive and negative aspects,
fears, and questions regarding privacy- and data ownership. The participants
were invited to twelve one-hour focus groups, whereof each session consisted
of three to six participants. The output of the focus groups of the second round
was analyzed to identify requirements for the envisioned architecture. The used
session guidelines of both rounds started with a short welcome and introduction,
conveying the goals of the focus groups, and asking for approval to record
the session. During the focus groups, participants were asked to share their
experience with agricultural technologies and to discuss possibilities for future
improvement.
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10.3.2 Participants

Our participants were recruited in the context of public-funded research projects
called HyServ Bernardi et al., 2019 and Geobox-II Kuntke et al., 2020, which
comprises partners from the private sector, federal institutions, and associations
for farmers. We recruited most of the participants at a federal advanced train-
ing institution for agriculture, which offers different degrees for farmers with
practical experience. The clients and members of the project were invited to our
focus groups for requirements elicitation. Everyone participated voluntarily,
and no compensation was paid. Each participant was informed about the aims
and topics of the study via informed consent, which was signed by each person.
In total, 67 agricultural practitioners participated in two rounds of our focus
groups.

The first round involved 15 practitioners (2 female, 13 male), which were or-
ganized into four focus group sessions: The first focus group was composed
primarily of water conservation advisors that had little to no experience with
FMIS. Group two had a mixed composition: one person was a teacher and
consultant for viticulture, one participant was a participant for electronic area
applications, and one participant worked first as a farmer in viticulture and
then in a machinery ring (association of local farmers) in the field of fertilization
technology. The third group consisted of three farmers, two of whom already
had experience with FMIS. Finally, the fourth group consisted of a technical
instructor for viticulture and plant protection, a vintner and member of the
board of directors of the machinery ring, as well as a vintner’s wage worker.
The strong role of vintners was not forced, but resulted from the recruitment of
the focus groups in an area in Germany that has a comparatively large number
of viticultural areas. Nevertheless, most participants had experience in other
areas of agriculture in addition to their current occupation.

The second round involved 52 participants (7 female, 45 male) who were inter-
viewed in twelve focus group sessions: For the first focus group, we consulted
a machinery ring. This way, an expert round was established, including the
head of the machinery ring, a soil lab owner, and federal counselors. The aim
was to conduct an exemplary focus group interview with them and to validate
our interview guidelines with these very domain experts. The second and third
focus groups were conducted with the help of our project partner John Deere,
who invited customers (farmers) to be interviewed. The remaining nine focus
groups were conducted with farm managers and farm worker who took part in
a federal graduation to earn the title of state-recognized technician in the field
of agriculture. Especially in this second-round focus group, the participants had
quite a broad background regarding their affinity to digital technologies in their
business, as some of the participants had no software for farming in use.
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10.3.3 Analysis

The focus group sessions were audio-recorded, transcribed, and anonymized
for coding. In our subsequent analysis, we employed open coding according
to Strauss and Corbin (1998), i.e., gathered data into approximate categories to
reflect the issues and requirements raised by the respondents based on repeated
readings of the data and organized them into similar statements. The resulting
categories are reflected by the requirements outlined in Table 10.1 and Table
10.2. The categorization of the first-round focus group was conducted by the
second author, while the first author coded the second-round focus groups. We
decided to do so in order to grant a homogeneous analysis of the data in the
first stage of coding. To prevent subjective biases and to achieve an intercoder
consensus, the first and second authors reviewed, discussed, and revised, if
required, their codings mutually (Cascio et al., 2019). Thereafter, the coding was
presented to the other authors for a second round of review. As most of the
analysis was conducted in German, selected quotes were translated into English
by the authors.

10.4 E M P I R I C A L S T U D Y: S U M M A R Y O F F I N D I N G S

All four first-round groups were made up of different members: water conser-
vation advisors, agronomists, vintners, machinery ring employees, and agricul-
tural students. Only a few participants already had experience with FMIS. It
turned out that the participants used the FMIS either to communicate between
farmers and (water conservation) advisors or to communicate between farmers
and contractors (with forms and route planners for drivers). Used FMIS were
compared several times with GIS systems, with which some participants have
already gained experience. Three groups independently expressed the wish to
be able to include a route planner for drivers. Other frequently requested fea-
tures were clarification of access permissions for the app, a possibility to rename
column names, conflict resolution in case of conflicting changes to files, and
a possibility to indicate the current status of jobs. In addition, one participant
expressed the wish to being able to tick off areas he had already visited and also
note how far he had come with e.g., fertilizing a field. A similar practice already
seems to be done with paper and pencil.

An employee from a machinery ring told us some usability weaknesses of older
technologies, such as a difficult installation, missing explanations for features,
or the selection of a file export directory. Also, a vintner contractor briefly
described their approach to planning with Google Earth, as they were unable
to find affordable planning tools suitable for viticulture. They make tables and
maps for drivers so that they can find their customers and use the contractor’s
tables to complete the necessary documentation. As a contractor, they create
their own maps for customers, which they described as a time-consuming
process. When analyzing the different points of discussion in the four focus
groups, we identified five major requirements, which are summarized in Table
10.1.
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Table 10.1: List of identified requirements for interface design
Requirement Description

Tailorability for
diverse agricultural
subdomains (R1)

Support of different domains, customization ac-
cording to their needs, i.e., granularity of infor-
mation, and interfaces for interoperability with
third-party systems.

Low complexity of
field data filtering
operations (R2)

Establish usability for personnel with less techni-
cal expertise, integrate usable data filtering views
for field data, and automate the setup of back-
ground maps.

Location-independent
technology support
for field works (R3)

Support different devices, such as personal com-
puters and smartphones (e.g., by responsive de-
sign) to allow operation both in field or office
settings.

Prioritization and
monitoring of field
processing tasks (R4)

Allow for the prioritization of fields, display the
progress of a task execution, facilitate the docu-
mentation of wage workers’ days, and support
time recording.

Navigation and
recommendation system
for wage workers (R5)

Provide a routing component for wage workers
considering the width of paths and vehicles, giv-
ing tips for navigation, and suggesting the order
of field processing.

Also the twelve second-round focus groups were made up of different members:
agronomists, farming advisors, machinery ring employees, farm managers and
agricultural students. Only a few participants already had experience with
FMIS. The intention of the second-round focus groups was to develop and
understand more basic requirements, important for the design of a system’s
architecture (backend). We received many statements that are on a more ab-
stract level than directly connected to possible user interface requirements. For
example, harvesting could be scheduled in narrow time frames due to possible
weather changes, that makes any system’s faults involved in this operations not
tolerated. Especially combined with bad internet connectivity in rural areas, a
desire for internet-independent solutions arises, meaning pure cloud solutions
are opposed. Besides the technical requirements, we were often confronted with
statements that management operations, which typically take place via comput-
ers in offices, are tasks conducted rather reluctantly. As a result of the analysis of
the twelve focus groups, we identified six requirements for architecture design,
which are summarized in Table 10.2.

Table 10.2: List of identified requirements of the system architecture
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Requirement Description

Offline capability
for infrastructure
disruptions (R6)

Allowing the basic functionality without a proper in-
ternet access, e.g., by introducing caching mechanisms
to offload data on the end-device pro-actively. Synchro-
nization between multiple devices must be ensured.

Extendable and
modular feature
design (R7)

The basic feature set could be small but must be ex-
tendable by future modules (e.g., task monitoring and
navigation features) that could be individual for differ-
ent workflows.

Data sovereignty
for confidentiality
and privacy (R8)

Privacy and confidentiality are very important factors
in this domain and must be respected. Therefore, out-
wards data transmission must be reduced to just per-
mitted traffic.

Data safety
and recovery
mechanisms (R9)

Safety of data must be ensured, that is to say proper
backup and recovery mechanisms. The whole backup
process must be an integral property of the system,
with a minimum on required user interaction.

Affordability for
small and medium
enterprises (R10)

The complete solution must be cheap in both acquisi-
tion and time for initial setup to align with the limited
budget of small and medium-sized enterprises.

Integration of
multiple and open
data formats (R11)

To allow the integration into existing work processes,
an easy exchange between established software must
be possible by simple file exchange based on compati-
ble file formats.

10.5 C O N C E P T A N D I M P L E M E N TAT I O N : A T O O L B O X F O R D E C E N -
T R A L I Z E D D ATA M A N A G E M E N T A N D R E S I L I E N T R E G I O N A L
N E T W O R K I N G I N A G R I C U LT U R E

As the next step, we conducted a synopsis of requirements to derive and explain
design decisions that led to both the back-end and front-end concepts and
implementations of FarmBox.

10.5.1 Synopsis of Requirements

The identified requirements for the interface design (Table 10.1) and the system
architecture (Table 10.2) were considered as a whole for developing the con-
cept of the complete FarmBox system. The concept and implementation phase
started in 2017 with first prototypes, and lead to a continuous development in
multiple stages until the user evaluation in late 2020 and early 2021. Some parts
of conceptual ideas at a higher level were already part of other publications
during this time (Eberz-Eder et al., 2021; Kuntke et al., 2020). By inspecting
the requirements, we came up with high demands for a flexible system, which
must be: extendable (R1) and fast to use (R2), as well as supportive by reducing
the interface complexity (also R2) and being able to run on multiple (common)
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...

...Global server:

Local server:

Client devices:
On site (farm)

External

One company

Figure 10.1: Scheme of the complete system, with the three different classes of
devices: global server, local server and client devices. The concept of local (mini)
servers is used to have a resilient data storage on the company level.

devices (R3). For this reason we decided to build the front-end with the PWA
pattern. Using this pattern allows for developing the app with web technologies
and being able to run the application on several operating systems and device
classes with just one code base. As computational end device categories tend
to flow into each other — e.g., convertible laptops with touchscreens, or smart-
phones than can fold up to tablet-size — web apps with responsive designs
seem to be an easy way to handle this situation with the increasing range of
typical screen-sizes and input-modalities. Demands for specific functions, like
task monitoring (R4) or navigation feature (R5), could therefore be outsourced to
own function modules and be part of later revisions. In this way, we first focused
on developing a back-end concept, that is able to fit the system architecture
requirements.

Figure 10.1 presents a simplified schema of our target architecture. We have
grouped the architecture in three clusters of device classes: global (external)
server, local server and client devices. The focus in this present paper lies
mainly on the client devices’ application. However, the overview of the complete
system’s architecture is helpful to understand some design considerations.
Especially the used concept of the local (mini) server, which allows for some
system architecture requirements by design and is a concept that is rather
rarely used in practice, today. The conceptual introduction of a mini-server is a
result of the demands for offline capability (R6), data sovereignty (R8) and data
safety (R9). Our conceptual requirement for additional hardware – local server –
negatively affects the demand for affordability (R10). As we think of small and
rather cheap hardware, we therefore refer to mini-servers.

10.5.2 Back-End: Multi-Purpose Mini-Server

The local mini-server is designed as a central hardware unit, that is used in
first instance to synchronize data between different end-devices. Often, modern
software is designed with a cloud pattern, meaning that the entire data storage
is outsourced to external servers, and synchronizing between devices is done
via a complete data alignment of each device with the external server. But
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based on our identified requirements, our goal should be to reduce the data
flows to third-parties to ensure privacy (R8). Just the requirement of reducing
data synchronization to external servers could also be fulfilled by peer-to-peer
transmissions between the end-devices. Yet, we see a higher practicability when
all devices of a company could synchronize with one server instance at all
the time. Additionally, such a mini-server can also host local server apps (R7)
similar to the cloudless approach (Grosmann & Ioannidis, 2020) and cache data
from the internet for the front-ends. In cases of limited internet bandwidth,
those transfer speed limits could be exceeded, assuming the local network, e.g.,
WiFi, is faster than the internet link. A local network for field applications can
be established via LPWAN technologies for small data (Kuntke, Sinn, & Reuter,
2021), in addition to WiFi for high bandwidth applications in specific areas, like
machine building, workshop and farm office. In cases of internet outages, the
databases of those local mini-servers could be reached from inside the company
(R6), in contrast to pure cloud solutions. A simple data safety consideration is
the mirroring of the used database between end-devices and the central mini-
server (R9), so a single broken device should be able to recover. By keeping the
hardware-requirements low, we are able to run the complete server distribution
on cheap hardware (R10).

10.5.3 Front-End: Interacting with Temporal and Spatial Data

The end-users mainly interact with the whole system by using the front-end. To
reach multiple devices (R3) within the same code base, we decided to develop
a PWA, that could be translated into software for smartphones, tablets, and
desktop computers and their different operating systems (Microsoft Windows,
Apple macOS, GNU/Linux, Google Android, Apple iOS/iPadOS). Our first de-
velopment stage should establish a basic functionality set with a low complexity
(R2), but a cross-domain usage (R1). We decided to implement the following
application features to have a usable application:

• visualization of spatial data on a map (e.g. all cultivated fields of a com-
pany),

• documentation of processes in a journal (e.g. applied fertilization),

• sending/receiving orders/jobs in a form management (e.g. soil sample
examination),

• creating calculations (e.g. calculation of optimal amount of fertilizer), and

• getting an overview of business data in a tabular view (e.g. how many
fields have been fertilized).

Those functions are represented by own modules on the main dashboard (see
Figure 10.2). For the evaluation, we focused on the features map, form manage-
ment, and journal: The map function allows for both getting a visual overview
about the own area and adding, modifying or removing geographic references
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(a) dashboard (b) map

(c) form man-

     agement
(d) journal

(b) (c) (d)

Figure 10.2: Navigation inside the application starts on (a) dashboard, that
allows to open the distinct functions; (b) map; (c) form management; and (d)
journal.

of the database, primarily used for own fields, but also paths, buildings or
arbitrary polygons. The form management function is used to import forms of
a specific file format and fill those. Most forms require a geometric reference,
that automatically show a map view side-by-side next to the form view. A con-
venience function allows to directly send the form to the recipient through the
integrated messenger or via e-mail, based on the integrated metadata of a form
file. Each filled form could also be exported as a file to being able to manually
hand it over to the recipient. The journal function allows to document tasks or
operating material. The UI to document something has a similar interface to the
form management.

One implementation detail of the developed application is a specific database
scheme, i.e., every entry is a triple of {location, time frame and change set}. A
change set itself consists of one or more object-values tuples, whereas objects
are defined by multiple ontologies. By having these rules for aligning data that
are stored into the system’s database, we allow for some automatic evaluation
processes inside the functions and reduce necessary user input in cases, the
semantic of input field is retrievable via the stored data. Reducing required
user interactions also reduces the complexity of the user input forms (R2). The
home screen of the application (see Figure 10.3) is a grid view (dashboard) with
shortcuts to sub-functions, that are called partial apps.
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Figure 10.3: Responsive home screen (dashboard) on three most used client
devices of the targeted end-users: tablet, laptop (desktop computer) and smart-
phone. The tiles represent distinct functions of the app, like visualization of
cultivated fields on map, documentation of done actions, etc.

In summary, this concept utilizes a novel approach, taking advantage of a small
hardware server (mini-server), which acts primarily as a local database for the
purpose of synchronization between multiple clients. By keeping data local, in
contrast to existing solutions, this approach achieves privacy-by-default, as well
as a high offline capability. In addition, various import and export functions
expand the possibilities of using the managed data to work even in unfamiliar
situations.

10.6 E M P I R I C A L E VA L U AT I O N : U S A B I L I T Y T E S T S W I T H A G R I C U L -
T U R A L P R A C T I T I O N E R S

We conducted an evaluation of FarmBox with three major objectives in mind.
First, we performed a usability test to reveal positive and negative aspects of the
interface, stated by the participants. Second, we worked in an offline scenario to
test the understanding of the offline-first character of the developed architecture.
Finally, we analyzed ideas and inspirations for future improvements of both
the front-end and back-end. The philosophy behind the evaluation process
was derived from the notion of situated evaluation Twidale et al., 1994, in which
qualitative methods are used to draw conclusions about real-world use of
technology using domain experts. The aim here is not only to measure the
relationship between evaluation goals and outcomes but to derive subjective
views from experts about how useful and relevant the technology might be
in use. The entire process comprising the creation of an interview guideline,
recruitment, evaluation, and data analysis and storage followed the guidelines
of our ethical commission. As a limitation, it should be noted that the individuals
who developed the prototype are affiliated with the individuals conducting
the research, in the form of being colleagues in the same research group or
collaborating on the same research projects.
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10.6.1 Study Design

Due to the ongoing COVID-19 pandemic, we decided to conduct the evalua-
tion in a remote setting with the help of a video conference software between
12/2020 and 03/2021. The participants were once again recruited in the context
of a public-funded research projected called GeoBox-2 as described in Section
10.3. However, the participants were not the same as in the focus groups. Ev-
eryone participated voluntarily, and no compensation was paid. At first, the
participants were informed about the ideas of this evaluation and the involved
data processing. To proceed, the participants had to agree with the audio record-
ing and later data processing of all the results. To get some socio-demographic
and farm structural data for a rough categorization of the participants, we asked
about age and location and high-level information about the job profile, as well
as a standardized questionnaire about their technical affinity Karrer et al., 2009.

The main part of the evaluation constitutes supervised scenario-based walk-
throughs (Twidale et al., 1994) and think-aloud combined with integrated semi-
structured interviews at the end of each task. A scenario description was pre-
sented to help all participants to get their minds into the same hypothetical
setting. The scenario itself starts with being without any internet connection in
the local area due to a major technical problem on part of the responsible inter-
net service provider. That means there is no online help available and the user
has to use just the given system (decentralized data management). The tasks
were (i) to migrate backup data from another (cloud-based) data management
and update the data, (ii) to fill out a form for a soil analysis order, and (iii) to
document a farming task. The tasks are considered as easy, but it is the first time
the participants interact with this interface, so there is potential for some delays
during the exploration of the overall application interface.

After the tasks, we asked the participants to fill out the standardized question-
naire called System Usability Scale (SUS) Brooke, 1996, so we are able to compare
the state with other applications as well as previous states of our system and
in the future with the next stages of development. At the end, we also gave
participants room to settle down and recap the tasks. In this way, we hoped to
receive additional helpful information about the evaluation itself and possibly
more important statements about our developed software, as some people tend
to be more open to sharing their thoughts when a formal setting is in its final
stage. The paper contains an evaluation schedule summary (Appendix A.2.1)
and a detailed evaluation guideline (Appendix A.2.2).

Age range [years]: 21 - 30 31 - 40 41 - 50 51 - 60

Count of participants: 7 5 2 2

Table 10.3: Age distribution of the 16 participants (I2-I17) of the usability tests.
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10.6.2 Participants

Every participant has to agree to the recording and proper data analysis. We
did not keep track of sensitive personal data, and after transcription of the
audio recording, we deleted the recorded audio files. A test run of the complete
test setup was performed with a HCI expert, while the main evaluation was
performed with 16 participants in total (I1-I16). Most of these 16 participants
work on agricultural farms (N=10); the others are official advisors (N=3), re-
searchers (N=2), or educators (N=1) — all in the domain of agriculture. The age
distribution is shown in Table 10.3. We acknowledge that our set of participants
cannot be seen as representative regarding their age, as our participants are
rather young with a median of 31 – 40 years. In the domain of working people
of agriculture in Germany just about 24 % are below 35 years old, and 49 % are
45 years or older (Bundesministerium für Ernährung und Landwirtschaft, 2020).
This reduces the likelihood that our results will be transferable to the entire
domain. However, since our results should be of interest for future software in
agriculture, the focus on a currently below-average aged target group is to some
extent justifiable in our view.

10.7 E M P I R I C A L E VA L U AT I O N : P R E S E N TAT I O N O F F I N D I N G S

Due to our test strategy, we got impressions of how new users interact with the
user interface, out-spoken opinions about the software prototype, aspects that
should be considered for future development, and statements about the software
landscape for agriculture. Based on the comparable SUS (Brooke, 1996), we also
have a value that can be compared to and be aligned with existing systems. The
SUS-values ranged between 62.5 and 82.5 (mean 73.75, SD 5.84), which could
be interpreted as a good (but not great) value according to Bangor et al. (2009).
The distribution among all questions of the SUS is shown in Figure 10.4. Most
participants stated that they found the system easy or very easy to use. 88 %
said they would like to use the system frequently. Notably, 81 % stated that they
would not need the help of a technophile person to use the system. But 19 %
saw too many inconsistencies in our prototype, with 13 % unsure.

In the following, we highlight positive as well as negative reactions to the tested
parts of our system, as well as further considerations for future developments
that seem to be of particular interest to the targeted domain of agricultural
professionals. In this way, we gain better insights to understand this specific
target group and their needs.

10.7.1 Reactions to the overall system

The general design of the app was mostly seen as “comprehensibly structured”
(I02), and mentioned positively by 14 of the 16 participants. Also, we could
not see any problems regarding the understanding of the internal navigation,
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Figure 10.4: Results of the SUS questionnaire. The number on the right of each
bar indicates the mean score for the question (ranging from 1 to 5).

i.e., to open a specific function (partial app), one has to go to the app’s home
screen (dashboard) and in every partial app (e.g., map) one can go back one step
by clicking on a back-arrow in the upper-left, or directly to the dashboard, by
clicking the appropriate symbol on the lower left (see Figure 10.2). We also got
some positive mentions regarding the used colors (I10, I15) and icons (I10, I16).

One suggestion for improvement relates to the fact that the light font used may
be difficult to read for some people, primarily older people (I16). Accordingly,
one participant also had problems reading labels in a partial app:

I10: “ This [headings in the form application] I can now read on my PC
almost not at all.”

Two participants considered the import functionality as too cumbersome (I12,
I13). However, the possibilities of data exchange with open formats that are
also compatible with other programs (e.g., spreadsheet files like .csv) were
highlighted positively and considered important by 13 respondents. Particular
attention was paid by participants to the choice of symbols and labels, which at
the time of the tests were still partly based on the examples of the frameworks
used (e.g., Leaflet 1). Six persons pointed out that simpler descriptions should be
chosen and that foreign words (English descriptions) should be avoided since
this would be an obstacle, especially for the older generation. This is particularly
interesting since there is a trend towards modern-sounding descriptions in other
software.

1https://leafletjs.com

https://leafletjs.com
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10.7.2 Specific reactions to the tested functionalities

T H E M A P I S A P P R E C I AT E D , B U T I C O N S A R E N O T U N D E R S T O O D : There
were no problems with the general navigation of the map application, which
was described as “relatively easy to use” (I02), and comparable to other domain
specific map applications. As farmers regularly have large areas to manage, map
applications are used frequently and on a daily basis. Therefore, a good map
experience is crucial for the overall acceptance of the app. When drawing in new
areas, however, about half of the test persons had initial difficulties and could
not find the correct tool right away. Geometric primitives typical for drawing on
maps, such as polylines or polygons, were often unfamiliar: “That strange thing
there with the three points ...uh I don’t know” (I06). Potential improvements noted
here are the direct display of size information when drawing lines and areas
(I07, I09) and the display of cadastral data to directly mark existing properties
(I05, I16).

T H E F O R M I S W E L L U N D E R S T O O D : Overall, the forms management was
described as well-structured (I04, I06, I10, I11, I15, I16). The functionality of the
auto-fill support of form input fields by already known business data of the
app’s internal database was also positively mentioned (I03, I04, I16). However,
comfort functions were missed: the forwarding to the form input view after file
import, more button icons for faster recognition of actions, and the identification
of the processing status of forms in the overview. Furthermore, the buttons for
import and export were often difficult to find and are therefore not yet optimally
placed or insufficiently recognizable as such. But the idea of migrating the paper
forms-based process - e.g., awarding contracts or ordering placements - into the
digital farm management ecosystem was mostly seen as overdue.

T H E J O U R N A L I S S E E N A S I M P O R TA N T, B U T C A PA B L E O F I M P R O V E -
M E N T : Overall, the journal was considered important. Its functionality and
structure received positive remarks. Certain aspects were, however criticized,
such as labels and unnecessary input fields. The function itself was also seen as
important due to increasing regulations:

I04: “And when it comes to something like area applications, where you
might have to fear penalties if you don’t provide certain data, then it
[having access to a journal of activities] could become important. I would
say that such an independent system would fill a gap, so that you could at
least provide proof or something similar: "Here, I have done this then and
there"...”

However, there is room for improvement with regard to the description of some
elements. Thus, some terms were badly chosen and came across negatively to
many test persons, e.g., the word “pesticides”, which has a negative connotation
in German and should be replaced with the term “plant protection products”
(German: “Pflanzenschutzmittel”).
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10.7.3 Farmers appreciate the offline-capable design

As part of the evaluation, we also asked participants about the importance of
aspects of offline capability in software, which is one of the unique features of
the farm management concept compared to commercially available tools. The
capabilities to have routines that are designed to work also offline (nearly) fully
functional is seen as an important feature by some participants (I02, I03, I05, I09,
I10, I13, I16), resulting in statements like:

I09: “It can be that a network line is somehow disrupted and that this
can also happen over a longer period of time, there can be a power failure,
there can be computer problems or something. So it’s good that you can
still continue to work there and that perhaps at a later time then reconciles
again. Or that it is automatically synchronized, however that may be. So
whether that happens actively or passively. So such a scenario should be
taken into account.”

The increasing dependence of modern software on the internet is also creating
problems for farms in some rural areas with poor internet connections, pushing
the entire sector into an increasing dependence on infrastructure. Even in our
rather small set of participants, we received statements about missing internet
connectivity, which is not handled by current software:

I04: “Because here in the country, mobile internet is still very poorly
developed. So I don’t have 4G and so on. And you can’t do anything with it
in normal applications. Therefore, an offline application would not be bad.”

Also, outage scenarios are well-known and feared. In the event of power outages
lasting from a few hours to a few days, some companies are still able to generate
electrical energy themselves using emergency generators. The necessary fuel
stock is also usually present as the agricultural machinery require it. But as the
increasing dependence on data and network connectivity is new in this sector
and therefore rarely considered - it is becoming increasingly important and
difficult to overcome. Self-sufficiency in electrical power is well known, but
it is not as easy to ensure communication in the event of outage scenarios, as
happened after the 2021 flood in some rural areas of western Germany. And the
possibility of being in an offline scenario at one point due to an outage was also
considered likely. Even at the time of the evaluation - when no catastrophe had
occurred in the area for a long time - network outages were very present:

I16: “actually, with regard to last week [a city-wide internet outage for
about two hours], I will say that it [being offline for some hours to days] is
very valid”

One problem for the UI design was the trade-off between an easy-to-use design
and elements to support the offline capability. A specific concern was to embed
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functionality for offline capability without limiting comfort, as it may be limited
through more buttons or more cumbersome procedures. But eight participants
explicitly did not see any danger or problem with this regard. With respect to
managing a business in crisis scenarios, one respondent (I06) explicitly pointed
out that the system has to react quickly in very hectic situations and must be
fully functional precisely then. To our understanding, especially the property of
offline capability allows continuing business operations in such scenarios, in
contrast to cloud-based tools.

10.7.4 Privacy aspects are scrutinized by some participants

When asked about the perceived loss of control over data when using the
software, opinions differed. This result is in line with the analysis of the privacy
perception of the sector (Linsner et al., 2021). The investigated farmers tend to be
privacy-aware stakeholders, who want to be very cautious with their own data,
but are constrained by external circumstances. On the one hand, there were
statements that the software was already “confidence-inspiring” (I02) and that
there were no fears that the software would send any data on unknowingly (I07);
on the other hand, there were also farmers who wanted to be convinced and
approached the software with skepticism due to bad experiences (I03). Likewise,
the desire to be informed about all data leaving the system was expressed (I04,
I05, I11), e.g., they would prefer one additional confirmation button before
sending a form to the contractor. In this context, the complexity of terms and
conditions and privacy statements was also mentioned negatively, and the
desire was expressed to present these in a language that is easy to understand
(I04).

10.8 D I S C U S S I O N

In order to address our research question (Section 10.1) and the issues identified
in our literature review (Section 10.2) and the elucidated requirements from
practitioners (Section 10.3), we designed the FarmBox tool for resilient, decen-
tralized data management in agriculture (Section 10.5). Then, we conducted
a user-centered evaluation of FarmBox using scenario-based walk-throughs,
semi-structured interviews and a usability questionnaire (Section 10.6). In the
following subsections, we present our main findings and contextualize these
into the existing body of knowledge. Also, we sum up our empirical and artifact
contributions and discuss theoretical implications for the design of agricultural
software and future research.

10.8.1 Findings

Our findings indicate that crisis capability is considered an essential feature
for business continuity but is not available to currently used technologies. We
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found that the practitioners we interviewed in the empirical studies already had
a sense for business contingency in crisis scenarios (R6 Offline capability for infras-
tructure disruptions). This whole topic of crisis-capability is not covered by recent
related work that also analyzed requirements for farming software by empirical
methods, like (Michels & Mußhoff, 2020). Especially in such difficult situations
like extreme weather events that harm the environment, a farmer would not
like to face the additional challenge of non-functional systems. Although this
claim applies to several sectors, it has a particular flavor in agriculture because
of the small farms and the large amount of time required for the necessary field
activities. The time-consuming aspect prevents a high degree of self-organizing
prevention mechanisms. Therefore, the used equipment must be designed with
the crisis capability in mind. Other business domains usually have dedicated
staff responsible for managing corporate IT and can take the necessary actions
for the situation at hand. Also, in most domains, the job can often be delayed
for some hours or days, and there are only additional employee costs or pro-
duction losses with its corresponding consequences. The result of the work is
delayed - but could be finished. In agriculture, field operations usually have to
be carried out in narrow time slots; otherwise, sudden changes in weather can
result in poor harvests or even the destruction of the crop. A technical problem
in such a time slot can have dramatic effects on the company if the machinery is
striking or not performing well due to missing data for precision agriculture.
The identified requirements are also reflected by some statements of our soft-
ware prototype evaluation (Section 10.6). For the reason of crisis-capability, the
goal was to design an architecture that is able to withstand crises without the
need for expensive specialized hardware (R10 Affordability for small and medium
enterprises). As electrical power can be produced locally with emergency power
generators in crisis situations, the concept of mini-servers could be analogously
seen as emergency data generators, i.e., as local data storage for the businesses’
end-devices (e.g., smartphone, tablet, laptop, IoT equipment). By developing
the software with an offline-first mindset, we ensure that our system also works
in scenarios without a proper internet connection.

Second, the contrast between strong desire for customization and time-efficient
operation became apparent. One aspect mentioned in both the requirements
engineering and our evaluation is the high need for customization of the farm
management software to fit the demand for different workflows. From the
outside, this is an interesting fact, as it seems that despite the different sizes of
companies, the daily routines should be similar across the domain. On the other
side, we also received statements saying the less time a software takes away
from relevant tasks, the better. Farmers typically did not choose their profession
because they like to do office work; they probably also do not want to spend
more time than necessary with a software. However, since application cus-
tomization is very time-consuming and requires a more detailed investigation
of a software’s capabilities, this seems to be a conflict of interest. Other commer-
cial apps typically presuppose a specific way of doing things that might not fit
every company’s workflow, according to the statements of some participants.
In this way, further research on this area of conflict may be required. Third, our
participants highlighted the importance of support for multiple end-devices.
As already mentioned, it is important to support multiple end-devices with
modern software. This allows the software to fit to different user behaviors,



1 4 5

and therefore might increase the target group. But most professional (business)
software is dedicated for stationary devices or mobile devices and must not
adapt to different screen sizes and user conditions. But farmers would like to do
some simple management or documentation tasks on the go on a smartphone.
Other tasks might profit from more screen space and are easier to do on a regular
desktop computer / notebook. So the farmer user-base is a good example of the
need for responsive enterprise software design. Finally, we identified different
UI requirements for the specific groups of farmers. It is a rather trivial fact that
a specific target group has its own specific needs and requirements regarding
software design, which also holds for the group of farmers. Within our evalua-
tion we got two surprising insights: (1) Although we thought that all farmers
are experienced in digital map software, not all symbols and labels common to
us are recognized. Therefore, we see the need for simplified icons and rather
farming-related graphics to improve the visual understanding of map actions,
like drawing a new area. (2) Foreign words should be introduced very carefully,
even in cases where it seems to be common knowledge. To further improve the
understanding of foreign words, they should be combined with illustrations like
pictograms. Similarly, the demand for terms and conditions, as well as privacy
statements, that are phrased easy to understand was underscored. In fact, we
did not find any analysis on service agreements in lay language; this could be
an interesting open topic for future research.

10.8.2 Contributions

First, this work provides the empirical contribution of design requirements for
the architecture and interface of a resilient farm management information
system. Empirical contributions provide "new knowledge through findings
based on observation and data-gathering" using sources, including interviews,
surveys, focus groups, and many others Wobbrock and Kientz, 2016. In Section
3, we summarized the findings of two rounds of focus groups to distill design
requirements for the FarmBox tool-set. In terms of the interface, participants
required a cross-domain usage and tailorability (R1), a low complexity of op-
eration (R2), and location-independent technology support (R3). Furthermore,
they asked for specific features, such as the monitoring of fields task progress
(R4) and a navigation system for wage workers (R5). With regard to the system
architecture, offline capability (R6) and data safety (R9) were mentioned require-
ments for a resilient system, while an extendable and modular design (R7) as
well as multiple open data formats (R11) were required to ensure connectiv-
ity. Moreover, from a business perspective, participants desired an affordable
solution (R10) that respects the confidentiality and privacy of data (R8).

There is little literature covering requirements analysis for management soft-
ware for agriculture, like the one of Sørensen et al. (2010). Other works that
adopt a user-centered perspective mainly cover domain-specific topics like the
analysis of farmers’ perspectives on smartphone usage for developing a geotag
smartphone app (Kenny & Regan, 2021). Some of our detected requirements
are consistent with existing analyses, i.e., a low complexity of operation (“in-
formation overload”), location-independent technology support (“on-line data
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acquisition in the field”), and monitoring of fields task progress (“monitor field
operations”). But as previous works did not extensively elaborate on imple-
mentable requirements, our detected requirements are more extensive, and
most of our detected requirements (e.g., offline-capability) are not covered by
the existing body of literature. Other works do not analyze the needs from a
user-centered perspective, but rather focus on existing solutions by inspecting
the current usage of FMIS (Munz et al., 2020), detecting factors that influence
the usage and adoption of smartphone apps for dairy heard management or
crop production (Michels, Bonke, & Musshoff, 2020) or analyzing functions of
existing FMIS (Fountas et al., 2015).

Second, an artifact contribution is achieved by the design and evaluation of
toolbox for resilient data management. Artifact contributions arise from gener-
ative design-driven and invention-driven activities, resulting in “new systems,
architectures, tools [and] toolkits” which then are “evaluated in a holistic fash-
ion according to what they make possible and how they do so” Wobbrock and
Kientz, 2016. In Section 10.5, we created the ready-to-use system FarmBox for
potential users, mainly targeting farmers of crop or fruit production, but also
usable for the livestock sector. First, we have shown our basic concept of the
complete system that allows for cloud-like synchronization without the need
for an internet connection to solve everyday tasks. And in accordance with this
concept, we implemented a prototype with the most important features.

In Section 10.6, we present the results of the evaluation of FarmBox. The con-
cept of the system with the decentralized approach as one core aspect was
appreciated and could therefore be an aspect to increase the adoption rate of
agricultural software. The general usability of the client application’s user in-
terface was not seen influenced at all by the decentralized system’s design. In
line with some of the related literature (Klerkx et al., 2019; Linsner et al., 2021),
we received statements about the importance of privacy, especially for software
that manage all relevant business data. However, users rely on trusting software
developers to not spy on the generated data, with some statements conveying a
general mistrust in software. But the feature to work without an internet-link
could be a confidence building measure.

Finally, we provide theoretical implications by a novel concept for decentralized
and resilient data management. Theoretical research contributions consist of
“new or improved concepts, definitions, models, principles, or frameworks”
Wobbrock and Kientz, 2016. Our paper contributes to the area of digitalization
and resilience, applied to the domains of agriculture and, in particular, to farm
management software, with implications also for other SME domains, especially
where important operations are managed with the help of software. In both the
requirements engineering as well as the evaluation, we received statements that
highlight the importance of systems’ stability, even – or particularly – in crisis
scenarios. It can be crucial in such situations to have the important applications
running to do everyday tasks without a working internet connection, even when
interacting with other people or hardware systems. An effective way to ensure
the offline-capability is to design the whole software architecture so that the
offline capability is not a specific function but an intrinsic architecture design,
as is the case with decentralized systems. A rather uncommon element of our
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concept is the local mini-server to overcome the need for internet connectivity
for easy-to-use data synchronization of multiple end-devices.

Furthermore, we have shown some details of the design of the front-end ap-
plication for end-devices like smartphones, tablets, and desktop computers.
The graphical design concept and color scheme were adjusted in an iterative
manner. Especially the cloudless (Grosmann & Ioannidis, 2020) approach is new
to the domain of agricultural applications, and in general, rarely considered as
an alternative design for modern inter-connected systems concept. The similar
(from a technical perspective) fog pattern itself is not a novel concept of this
present paper, but mostly seen as an addition to cloud services for reducing
network traffic, to ease pressure on the core server, and to improve network
latency and speed. However, we have not seen works that use this approach for
a resilient service distribution for business operations. Related approaches are
community projects like yunohost 2 that share the privacy aspects, but are moti-
vated more from an autonomy perspective, rather than the need for resilient
services. But especially the hardening of new solutions against outage scenarios
is important. Long-lasting network unavailability could also be the result of
weather catastrophes, e.g., the 2021 European floods. Even if the power grid is
rebuilt quickly, a couple of weeks could pass until basic internet connectivity is
restored.

10.9 C O N C L U S I O N

The digitalization process for agriculture is still ongoing, promising more precise
and less labor-intensive farming production. One aspect that comes with this
digitalization process is the need for farm management software to control, plan,
and document farming activities. One of our contributions to this process is a
recent requirements analysis (Section 10.3) in which 57 experts in the agricultural
domain were interviewed using the focus group method. In contrast to related
works, we grouped the requirements into front-end and back-end requirements.
Based on the identified requirements, we created a concept for a complete
farm management software system, which forms the second contribution. To
our knowledge, this concept is the first technical description of a crisis-capable
software design for farmers, which ensures that it works as well as possible in
outage scenarios, e.g., without relying on a working internet connection. The
third contribution is the evaluation (Section 10.6) of the implemented front-end
application with 16 domain experts.

On the limitation side, we have only tested a subset of the functionalities of the
front-end software in an artificial test environment. Overall, most participants
emphasized the meaningfulness to reduce the dependency of software/hard-
ware on a working internet connection. In this way, we provide an example of a
business software with the ability to exchange data that is not developed based
on the cloud pattern and thus does not require a reliable internet connection
to interact with data. Our approach introduces a mini-server at the company
level for caching and synchronization purposes, as well as many ex- and import

2https://yunohost.org - self-hosting of (web-)services

https://yunohost.org
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functions within the client-application to manually manage data in unforeseen
situations.

Use-cases for decentralized systems seem to be underrepresented in the current
scientific landscape. As decentralizing could increase the resilience in outage sce-
narios, there should be more engagement into developing and evaluating such
concepts with regard to the users perspective, especially for critical businesses
like food production. Furthermore, research on how to increase the adoption
rate of precise farming tools is necessary, e.g., how to support the trust relating
to the privacy behavior of a software.
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A B S T R A C T Low Power Wide Area Network (LPWAN) technologies are
typically promoted for Internet-of-Things (IoT) applications, but are also of
interest for emergency communications systems when regular fixed and mobile
networks break down. Although LoRaWAN is a frequently used representative
here, there are sometimes large differences between the proposed range and
the results of some practical evaluations. Since previous work has focused on
urban environments or has conducted simulations, this work aims to gather
concrete knowledge on the transmission characteristics in rural environments.
Extensive field studies with varying geographic conditions and comparative
tests in urban environments were performed using two different hardware
implementations. Overall, it was found that the collected values in rural areas
are significantly lower than the theoretical values. Nevertheless, the results
certify that LoRaWAN technology has a high range that cannot be achieved
with other common technologies for emergency communications.

O R I G I N A L P U B L I C AT I O N Kuntke, F., Bektas, M., Buhleier, L., Pohl, E., Schiller,
R., & Reuter, C. (2023). How Would Emergency Communication Based on LoRaWAN
Perform? Empirical Findings of Signal Propagation in Rural Areas. Proceedings
of Information Systems for Crisis Response and Management (ISCRAM), 1–8.
http://dx.doi.org/10.59297/QBHV2089
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Government’s Special Purpose Fund held at Landwirtschaftliche Rentenbank
in the project AgriRegio.

11.1 I N T R O D U C T I O N

Low Power Wide Area Network (LPWAN) implementations are continuously
gaining interest in practice and research, especially for usage in Internet of
Things (IoT) devices. Therefore, the Long Range (LoRa) Alliance invented the
Long Range Wide Area Network (LoRaWAN) standard. Advantages in using
LoRaWAN for device connection are primarily the low energy consumption and
the high range that can be achieved (Bardram et al., 2018). LoRaWAN has also
gained attention in the crisis informatics community, based on the high peer-to-
peer range and rather cheap and available devices and development boards. Use
cases for this technology are mainly (1) establishing communication capabilities
after infrastructure breakdowns (Höchst et al., 2020; Kuntke, Baumgärtner, &

http://dx.doi.org/10.59297/QBHV2089
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Reuter, 2023; Sisinni et al., 2020), or (2) environment monitoring as part of early
warning systems, e.g., to warn in case of flooding events (Huyeng et al., 2022).

However, contrary to the proposed range of up to more than 10 km (Queralta
et al., 2019), recent studies show a broad range of maximum communication
distances depending on the setting: 50-90 m in a dense forest environment
(Iova et al., 2017) to 3km in urban area with high buildings (Mdhaffar et al.,
2017) in practice. While a communication range of 50 meters does not seem
very useful, communication up to several kilometers distance would be a good
means of communicating many concerns in emergency situations. Therefore, it
can be concluded that further research is needed to examine the effects of the
geographical conditions on the transmission characteristics. Thereby, the infor-
mation on the achievable range could be used to derive the maximum distance
between devices to achieve an optimal distribution and reliable communication.
For this research, different infrastructure areas like groups of trees and houses
need to be assessed. The results of this research can then be used to adjust the
technical implementation regarding real-life conditions. Therefore, this work
addresses the following research question: What concrete values for the LoRaWAN
transmission characteristics can be achieved regarding geographical conditions?

By answering this research question, the paper makes several contributions for
further development of LoRaWAN based emergency communication systems.

First, Section Foundations and Related Work provides a short technical introduc-
tion on LoRaWAN and presents use cases of LoRaWAN in the crisis informatics
community and works that investigate on wireless transmission range. Our own
test methodology and the used hardware is described in Section Methodology.
Afterwards, Section Results presents concrete test results, and Section Discus-
sion presents implications of these empirical determined data. Finally, a brief
conclusion is drawn in Section Conclusion, which also discusses limitations and
opportunities for future research.

11.2 F O U N D AT I O N S A N D R E L AT E D W O R K

This section explains the theoretical foundations of LoRaWAN, as well as later
used software and hardware for the empirical evaluations, and also describes
related work.

11.2.1 LoRaWAN

LoRaWAN is a popular Low Power Wide Area Network (LPWAN) technology,
that was first released in 2015 (LoRa Alliance, 2015). It is said to allow for a
high transmission range of up to several kilometers along with a relatively low
energy consumption. Because of the long range, LoRaWAN is often used in large-
area IoT applications in combination with sensors, for example soil moisture or
temperature sensors in agriculture. Since such sensors are often battery powered
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and distributed over a wide range, LoRaWAN is one of the rather appropriate
technologies. Although LoRaWAN has some security considerations in the
protocol itself, there remain security issues that must be taken into consideration
when building resilient network setups (Kuntke, Romanenko, et al., 2022). A
LoRaWAN network consist of end devices, gateways and servers and follows
a stars-of-stars topology. All data arriving at the gateway are forwarded to a
network server, which in turn forwards them to an application server to present
it to users. LoRaWAN is partially based on the LoRa physical layer, which
specifies the wireless data transmission between gateways and end devices (see
Figure 11.1).

The spreading factor (SF) controls the amount of signals (chirps) per transmitted
data. It allows to adjust the tradeoff between speed and robustness of a LoRa
data transmission, with values between 7 (fast) and 12 (robust). The gateway
and network server as well as the network server and the application server
communicate over a conventional network connection via TCP/IP. To join a
LoRaWAN network, new end devices must conduct over-the-air-activation
(OTAA) or activation by personalization (ABP). The difference here lies in the
key exchange protocols. The end devices can be of one of three different types.
End devices of type A wait for the reply package for two windows after sending
information. End devices of type B wait for an additional interval and end
devices of type C listen continuously for incoming data frames. Our study
uses type A and type C end devices. The Received Signal Strength Indicator
(RSSI) and Signal-to-Noise-Ratio (SNR) values can be examined to check the
connection quality of LoRaWAN. These indicators are especially suitable since
they allow for a quantification of the transmission characteristics. The RSSI
value represents the reception strength in dBm with a higher value representing
a better reception strength. The SNR represents the ratio of signal to noise in dB,
where a higher value is preferable.

11.2.2 Related Work

Despite a multitude of studies investigating the influence of the geographic
conditions on LoRaWAN range, most of them focus on urban areas (Cattani et
al., 2017; Petrariu, 2021; Petrić et al., 2016) or test the range mainly by simulations
(Khan & Portmann, 2018).

Khan and Portmann (2018) only simulated a LoRaWAN network to gain knowl-
edge about the transmission characteristics. Two different scenarios were tested.
In scenario 1, an end device moved away from the gateway with a constant
direction on a distance of 1-7 km. In scenario 2, multiple end devices were
positioned at different places in a 5 km radius around the gateway. The authors
concluded that in scenario 1, adjusting the transmission rate would benefit the
performance and in scenario 2, a higher quantity of maximum transfers would
impair the performance. Most other works conduct field tests comparable to
the ones executed in this work. However, some of these focus mainly on urban
areas.



1 5 2 L O R AWA N S I G N A L L O S S I N R U R A L A R E A S

Petrariu (2021) focuses on urban areas and test Longley-Rice and ITU-R on
the LoRa network coverage, choosing a communication interval of 10 seconds
and a fixed communication channel (868.3 MHz). They also tested different SF
from SF7 to SF12. In 200 measurements on a radius of 2 km, they focused on
examining the Global Delivering System (GPS) Position, the RSSI values, the
Signal-to-Noise Ratio (SNR) values, and the elevation. The maximum commu-
nication distance was 500 m. Similarly, Petrić et al. (2016) performed range tests
on LoRa FABIAN with mobile end devices around a gateway and a measure-
ment with fixed and devices in an urban area. Their findings were that position
has an impact on transmission. Cattani et al. (2017) tested the reliability of Lo-
RaWAN communication in three different locations, namely indoors, outdoors
and underground on a university campus and concluded that temperature and
humidity can influence the reliability. Other works have executed tests in more
rural areas. Marfievici et al. (2013) conducted tests on Wireless Sensor Network
(WSN) technology in different vegetation environments and at different times of
the day. The conclusion was that all of these factors have an impact on the trans-
mission characteristics for WSN, especially the Packet Delivery Ratio (PDR).
Iova et al. (2017) investigated the effect of different types of vegetation in rural
environments on the LoRa signal quality. In four different environments, they
positioned the sender at a fixed point and the receiver at changing distances.
Line-of-Sight (LoS) connections achieved a range of 450-550 m. A range of 50-90
m was achieved when the connection was blocked by vegetation. It was con-
cluded that transmitter power had no effect on range, but temperature could
affect the quality of the connection.

Ojo et al. (2021) focused on the usage of LPWAN for Smart Agriculture. The
authors used 433 MHz and 868 MHz bands and varying SF values between
7 and 12. The gateway was placed at a height of 3 m and the end devices at
different places with different vegetation between gateway and end device.
Ranges of up to 860 m in dense forest and 2050 m in less dense forest areas
were achieved. Mdhaffar et al. (2017) consider the usage of LoRaWAN networks
to gather medical data. A coverage of 33 km2 with the gateway on a height
of 12 m in rural environments was achieved. Also, a range of 2 km in dense
urban environments and 3 km in less dense urban environments was recorded.
Höchst et al. (2020) use LoRa capable micro-controller boards as companion
devices for smartphones. A specific chat application allows the smartphone to
connect via bluetooth to the LoRa board and let a user send SMS-like messages
as LoRa signals to other users. A real-world evaluation for the device-to-device
communication allows a range of up to 2.89 km.

Most of those results show that the environment can affect the LoRaWAN
transmission characteristics and that further studies are needed to gain accurate
values regarding the impact of geographical environment in rural areas on the
RSSI/SNR values. With correspondingly more concrete empirically determined
values, more precise expected ranges could be predicted in the future, systems
could be planned accordingly, and recommendations could be made in the use
of emergency communication and environment monitoring systems.
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Figure 11.1: Simplified illustration of the LoRaWAN technology stack in the OSI
model

11.3 M E T H O D O L O G Y

The goal of this work is to determine typical ranges of LoRaWAN by means
of empirical measurement series. For this purpose, test series with different
hardware setups are to be carried out in order to compensate for the peculiarities
of individual hardware and to be able to represent a certain range if there are
differences in the hardware. Two different hardware setups were used for the
field tests (see Figure 11.2 and Table 11.1): Setup H with two smartphones and
two small companion LoRa boards for sending/receiving LoRa signals and
setup A with an outdoor LoRaWAN gateway and a commercial signal test
device.

11.3.1 Setup Description

The Heltec Wireless Sticks in setup H communicated with two Android smart-
phones to establish the data transfer over the BlueRa app (Höchst et al., 2020).
For the field tests, one smartphone (the sender) stayed at a fixed position and
sent a message at an interval of 15 seconds to the receiver smartphone, which
moved in varying distances and with varying obstacles around the sender. The
data was saved on the smartphones and was later evaluated with DB Browser
for SQLite.

In setup A, the Adeunis Field Test Device (FTD) offers the IoT-Configurator
interface to configure the different communication variables. The gateway was
equipped with an open-source embedded Linux system and was connected to
a ChirpStack v3 network server instance. The Adeunis FTD was registered in
ChirpStack as a regular LoRaWAN end device, and a payload encoder allowed
translating the received bits into human-readable data fields like the position
(latitude, longitude) and SNR/RSSI values. ChirpStack stored its data in a
PostgreSQL database, that allowed to export data for external processing and
evaluation. The resulting data sets are uploaded for further processing by thirds
(Kuntke, Bektas, et al., 2022).
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(a) Setup H: Two Hel-
tec Wireless Sticks,
each connected to a
smartphone

(b) Setup A: Adeunis FTD (c) Setup A: LoRaWAN Gate-
way on a tripod, connected to
a laptop

Figure 11.2: The used hardware setups of our empirical tests. (source: own
pictures)

Table 11.1: Used hardware of both setups.

Setup H (Heltec) Setup A (Adeunis)

• 1x Heltec Wireless Stick (RF95
Modem, ESP32 dual-core Mi-
croprocessor, IPEX-1 Spring
Antenna 2)

• 2x Android smartphone

• 1x Adeunis Field Test De-
vice LoRaWAN EU863-870 (Lo-
RaWAN V1.0 Protocol)

• 1x DLOS8N Outdoor Lo-
RaWAN Gateway

• 1x Notebook with ChirpStack
v3 (LoRaWAN network server)

11.3.2 Field Tests

During all field tests, protocols were made to document the results and cir-
cumstances, e.g., the weather and geographical setting. This ensures the repro-
ducibility and comparability of all tests. The first tests focused on single-object
obstacles to estimate if the impact of a single object on the transmission quality
would be sufficient to calculate an obstacle’s repeated impact. Setup A was
used to test this assumption, since this implementation provides more detailed
information on the transmission characteristics like RSSI and SNR. The test was
conducted by placing the sender at a fixed point in front of the obstacle and then
placing the receiver at two fixed positions, one with the obstacle between the
devices and one without the obstacle between them. Since it could be concluded
that the collected data wasn’t accurate enough for this procedure, the following
tests did not follow this procedure. In the other tests, the effects of different
geographical surroundings were tested by placing the gateway at a static po-
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Table 11.2: The conducted field tests in regard to the used hardware setups,
and its location. Three conditions (weather/area) were tested with both setups
simultaneously for comparison.

Tests with setup H Tests with setup A

H1 (Frankfurt am Main, urban)
H2 (Frankfurt am Main, urban)

H3 (Darmstadt, urban)
H4 (Hofgut Neumühle,

agricultural)
H5 (Hofgut Neumühle,

agricultural)
A1 (Hofgut Neumühle,

agricultural)
A2 (Frankfurt am Main, forest)
A3 (Frankfurt am Main, urban)

H6 (Frankfurt am Main, forest) A4 (Frankfurt am Main, forest)
H7 (Frankfurt am Main, urban) A5 (Frankfurt am Main, urban)

A6 (Darmstadt, agricultural)

sition and moving away from the gateway with the end devices with varying
distances and obstacles. During the tests, packets were sent by the end device
at regular intervals. The tests were conducted in different environments with
varying degrees of vegetation, namely (1) urban areas, (2) dense forests, (3) less
dense forests, and (4) agricultural fields with smaller hills, hedges, and groups
of trees. The GPS data of end device and gateway as well as a description of
the surroundings was recorded for later evaluation. Additionally, the meteo-
rological data was collected from the Deutscher Wetterdienst (DWD, German
Weather Service), since Cattani et al. (2017) detected that weather conditions
could influence transmission characteristics. While this is not the focus of this
work, this also allows for better comparison. In the test with setup A, the RSSI
and SNR values were documented as well. A depiction of the conducted test
with corresponding location can be found in Table 11.2.

11.4 R E S U LT S

In the following, the field tests will be explained in detail with the respective
achieved results.

11.4.1 Setup H

Test H1 was conducted in Frankfurt am Main, thus a more urban area. This
was the first test and mainly aimed at collecting a first test record. This mainly
enabled an estimation of the achievable degree of detail as well as range. Test
H2 was executed in a similar environment and was meant to deliver results
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on whether single obstacles would influence the transmission. For this reason,
houses, trees and bushes were used as obstacles.

The results showed that trees or bushes did not have a sufficient effect on the
transmission to be noticeable with the used hardware. Houses, on the other
hand, could impede and block the transmission. It was therefore concluded that
further tests should examine these results in urban areas as well as rural areas
with varying degrees of foliage. Similar to Test H2, Test H3 was also executed in
an urban environment, however this time in Darmstadt, to gather data that is
not just based on one location. The same obstacles as in Test H2 were chosen,
with one part of this test focusing on trees and bushes and the other focusing
on rows of houses. In the first part, the highest range in general for setup H,
with 412 m, could be achieved. Hofgut Neumühle, an agricultural environment
with slight hills, single bushes, and forest, was chosen as the location for Test
H4. The receiver was surrounded by fields, which enabled a range test without
many obstacles. Noticeable was that whenever a small elevation difference, i.e.
a small hill, blocked the direct LoS connection between sender and receiver, the
transmission failed.

In a second test, a small group of trees was used as an obstacle between the two
devices. Here, transmission was possible as long as a direct LoS connection was
ensured, meaning, only until the transmission was blocked by trees. Lastly, a
range test was conducted, whereby an LoS connection was ensured but only
a slightly higher range than in the test before could be achieved. Test H5 was
executed simultaneously with Test A1 again at Hofgut Neumühle. Another
range test was conducted which showed setup A could achieve a much higher
range than setup H. In a second part of this test, the connection in a near forest
should be tested, but the transmission broke off again when a slight elevation
difference blocked the transmission. To again test the range in a dense forest, a
forest area in Frankfurt am Main Oberrad was chosen as the location for this
test. Test H6 was also simultaneously conducted with Test A4 (setup A). First,
an area of the forest with small buildings like a playground was tested and it
was found that this did not result in different ranges for the setups. Secondly,
an area only consisting of forest was tested, where setup A could achieve much
higher ranges. Lastly, in Test H7 an urban area was tested again with both setups
(Test A5 for setup A), to gain comparable data of both setups. As soon as some
buildings blocked the connection, the transmission broke off again. In an area
with more buildings, the setups performed similarly but in an area with less
building and more park areas, setup A achieved the higher range.

11.4.2 Setup A

Test A1 was conducted simultaneously with Test H5. During this test, setup
A achieved a range of 885 m in a small valley. It was also evident that in this
case, the RSSI and SNR values no longer worsened. To conduct a first test in
a forest area, a forest in Frankfurt am Main Louisa was chosen for this test.
This area is characterized by having little undergrowth. In a second part of
this test, allotments were also tested as an obstacle. In both parts the RSSI as
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Figure 11.3: Comparison of RSSI and SNR as a function of distance with the
Adeunis Tests A1-A5.

well as the SNR values decreased with increasing distance between sender and
receiver. Test A3 was executed in the city center of Frankfurt am Main. In a
first part of this test a maximum distance of 500 m could be achieved. However,
a few minutes later only a distance of 160 to 170 m could be measured in the
same environment. Similarly, the values for RSSI and SNR worsened. The only
noticeable difference was a change in weather conditions. Test A4 was executed
simultaneously with Test H6. In the dense forest area, a range of about 250 m
and in the last part of the test a range of 300 m could be achieved. The main
difference here were two buildings that additionally blocked the transmission
in the first part. In test A5, the same area as in Test A3 was tested to further
investigate the changing values. This Test was also conducted with setup H.
The range was only slightly higher than in the last part of Test A3 with 250 m,
but still much lower range compared to the beginning of Test A3 where a range
of 500 m could be achieved. A comparison of some of the RSSI and SNR values
in the conducted tests A1-A5 can be seen in Figure 11.3.

Test A6 was executed in an agricultural used area in the north of Darmstadt.
This test had the purpose of conducting a rather maximum-distance evalua-
tion (but with real-world conditions) by performing tests in a known wireless
transmission friendly area. The positioning of the gateway allowed for several
hundred meters of LoS and up to 3 km with just a few obstacles. We got a
maximum distance of about 3.3 km in this test for setup A. This is also shown
in Figure 11.4.

11.5 D I S C U S S I O N

Several observations can be made from the recorded results. First of all, both
hardware configurations can be compared based on their usability for the given
use case and test setups. For this purpose, the five field tests where both setups
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Figure 11.4: Test A6 (agricultural used area) with just a few obstacles achieved
a range of 3352 m. Smaller black dots on the track mark failed transmission
attempts. The gateway is on an elevation of 190 m NN. At the maximum
distance, the sender is on an elevation of 175 m NN. This comes to an elevation
difference of 15 m.

were used simultaneously can be considered. Especially in the tests H5a and
A1a as well as H6b and A4c, setup A achieved better results than setup H, which
in the first case might be explained by the high elevation difference that occurred
just after a few meters and affected both setups equally. Another explanation
could be that setup H partially could not hold a stable connection. In tests H5b
and A1b as well as H6a and A4a, both setups performed similarly. In the urban
environments in test H7 and A5, both setups could achieve similar maximum
ranges as well. Especially the high range by setup A in test A1 (885 m) could not
be reproduced by setup H (test H5), which achieved a maximum range of 412 m.
Setup A, in particular, enabled the collection of detailed RSSI and SNR values.
Regarding the RSSI and SNR values, as shown in Figure 1, several observations
can be concluded.

The lesser dense forest can achieve better results in RSSI and SNR as the agri-
cultural field with a distance of up to 400 m. In the environments urban-day
1 and less dense forest, better RSSI and SNR values could be achieved than in
urban-day 2 and the denser forest. The difference in the two forest locations
shows that the density of the obstacles can influence the transmission charac-
teristics. Additionally, the transmission in the dense forest is generally worse
with no connection beyond a range of 300 m. The difference in the transmission
quality on the different days in the urban environments can be explained by the
different weather conditions, which will be examined later.

Lastly, the open field achieves the highest range with 3352 m. Mdhaffar et al.
(2017) could achieve a similar range of 3 km even in an urban setting, which can
be explained by them placing the gateway at an elevation of 12 m compared
to 1.3m - 2.0 m in this work. The results of Ojo et al. (2021) also could not be
reproduced, as their higher placed gateway at 3 m and the fixed position of
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the end devices most likely enabling the higher range. However, our tests were
conducted with mobile emergency communication systems in mind, like those
described by Höchst et al. Such systems will be used at rather low heights of
maximum 2 m, as they are typically used as handheld devices. It is also possible
that the motion of the end devices could have influenced the connection. The
simulations of Khan and Portmann, P. 3 (2018) with a range of 5 - 7 km can’t
stand as realistic compared to our field test results. In our most optimistic
(but realistic) setting in test A6, 3.3 km between sender and receiver could be
achieved. Based on our test results, we can confirm the approximate range of
500 m achieved by Iova et al. (2017) and Petrariu (2021) for area characteristics
that potentially negatively impacts the LoRaWAN range, like many obstacles or
mountain areas.

Although not the primary goal of this work, the meteorological data was col-
lected as well. This enabled comparing the tests A3 and A5, which although
conducted in the same environment resulted in different transmission charac-
teristics. Test A3a conducted from 15:46 to 16:25 and test A5 conducted from
15:27 to 16:27 vary especially regarding the temperature, degree of coverage and
vertical visibility. This suggests a correlation between the weather conditions
and the transmission quality. These conclusions are supported by Cattani et al.
(2017), who also deduce an effect of the weather conditions on the transmission
characteristics. The differences in tests A3a and A3b/c, however, can’t solely be
based on the weather since technical difficulties occurred in this case that could
have an effect on the range. Future works could focus more on the influence of
the meteorological conditions specifically.

11.6 C O N C L U S I O N

Two of the use cases of LoRaWAN based transmission in crisis informatics are
environmental monitoring and digital emergency communication. By conduct-
ing field tests in varying environments (urban, forest, agricultural) this work
could collect thorough data on the LoRaWAN transmission characteristics de-
pendent of geographical circumstances. These results should help the design of
developments for rural area LoRaWAN based systems, based on real world data.
Consequently, the real values for the LoRaWAN range in urban and rural areas
are significantly lower than the suggested theoretical values. Thereby, an impact
of obstacles, the elevation and the meteorological conditions on the transmission
characteristics could be recorded. Regarding the obstacles, it could be concluded
that the density of the respective obstacles influences the transmission quality.
To measure the effects of single objects, the used devices could not provide
results that were detailed enough. The conclusion that a higher range can be
achieved in valleys can also stand as one of the results of this work. Lastly, an in-
fluence of the meteorological conditions could be derived. The highest achieved
range over all tests was 3352 m, with a good antenna, but not optimized location.
We suggest to take this value as a real world maximum distance with current
consumer grade electronics. For areas with a rather high obstacle density, like
forests, this value goes down to about 800 m, which is also considered as a
worst-case value for regular situations. In case of low-end equipment, the real
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world values are significantly lower, and achieved a maximal distance of 412
m in our test setup. This result is not convincing, and the use of such low-end
boards for critical operations needs to be reconsidered strongly.

The results are obviously restricted by the limited number of conducted test,
which were also only conducted in a limited time span and a limited area (all
tests were conducted in Hesse or Rhineland-Palatinate, Germany). Additionally,
the weather conditions were very similar in all field tests. Although two different
hardware setups were used, a multitude of different configuration possibilities
to implement a LoRaWAN network exists. Lastly, the field tests are limited
by the assumption that multiple factors such as obstacles, distance, elevation,
weather conditions and other circumstances could have influenced each one of
the test results, thereby hindering a clear derivation of correlation. For a better
generalization, further test should be conducted based on the results of this
work. This would also serve the further collection of data to gain an empirical
dataset. Additionally, further tests in different regional areas and with different
meteorological conditions should be executed.
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R E L I A B L E D A T A T R A N S M I S S I O N U S I N G L O W P O W E R
W I D E A R E A N E T W O R K S ( L P WA N ) F O R A G R I C U L T U R A L
A P P L I C A T I O N S

A B S T R A C T Reliable IT-based communication in agriculture is becoming
increasingly important for regular operations. For example, if a farmer is in
the field during a network outage, such as a failure of the mobile network,
an alternative communication channel is needed to continue to connect to
IT components and required data. With increasing digitalization, Low Power
Wide Area Network (LPWAN) technologies are being used more and more
frequently, e.g. for sensor networks. The LPWAN technologies offer a high
range and can be used autonomously for the most part, but do not allow classic
TCP/IP communication. In this work, a popular LPWAN technology, namely
LoRaWAN, is experimentally supplemented by AX.25 on OSI layer 2 (Data
Link Layer) to allow end devices TCP/IP-based communication over long
distances. The evaluation shows that classic low-bandwidth applications are
thus functional and can enable reliable, crisis-capable data transmission.
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12.1 I N T R O D U C T I O N , B A C K G R O U N D A N D R E S E A R C H Q U E S T I O N

Digitalization is now more than ever permeating all areas of the life of modern
people. Smart Home is a familiar concept for everyone, ranging from the smart
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coffee machine to the smart door lock. But also industry sectors, including criti-
cal infrastructures, like agriculture, become more complex and interconnected
through digitalization (Koenig & Schauer, 2019) . In order to make agricultural
systems intelligent, techniques from the fields of ‘machine learning’ (Lottes et al.,
2017) and ‘big data’ are also used to further support farmers and autonomous
systems (Wolfert et al., 2017). The objective of smart farming is to emancipate
from stationary control and monitoring systems of a farm. Control interfaces
are now available on common end devices such as smartphones (Ryu et al.,
2015) and tablets. This makes it possible to perform everyday tasks remotely.
Also common to almost all processes and techniques, regardless of the type of
application, is that they require a communication channel for the purpose of
signal or data transmission. For regular operations in agriculture, communica-
tion with other actors is necessary, which, as described, increasingly takes place
via digital channels (Linsner et al., 2021). A product research of different large
manufacturers has shown that the available (relevant) possibilities are currently
the following: mobile radio, LAN, WLAN, Bluetooth, satellite, proprietary radio
solutions, USB, LoRaWAN, and NB-IoT.

‘Narrowband Internet of Things (NB-IoT)’ and ‘Long Range Wide Area Net-
work (LoRaWAN)’ belong to the so-called ‘Low Power Wide Area Networks
(LPWAN)’ (Farrell, 2018). LPWAN are different radio technologies that aim to
work using as little energy and as cost-efficient as possible while at the same
time trying to maximize the radio range. They are often used in the IoT sector
(Bardyn et al., 2016), where it is important to connect the highest possible num-
ber of devices. The aforementioned characteristics also predestine LPWANs for
agriculture, where large arable land, livestock pastures, or stables exist. This is
particularly evident in countries with huge farming areas such as China, the
USA, or Australia.

Despite all the benefits for humans, animals, and the environment, smart farm-
ing also brings challenges (Barreto & Amaral, 2018). Given the current depen-
dence of agriculture on digitalization, an outage of technology can potentially
cause great damage. For example, the barn climate has a direct influence on
the health of the animals (Schüller & Heuwieser, 2016), so an outage of the air-
conditioning system is considered critical. The ‘Federal Ministry of the Interior,
Germany (BMI)’ in 2016 issued an ordinance (Bundesministerium des Inneren,
2016), which lists, among others, the sectors energy, water, information technol-
ogy, and telecommunications as critical infrastructures. Of particular note is the
inclusion of the food sector. This encompasses agricultural companies, which,
according to the ordinance, are particularly worthy of protection. To an increas-
ing degree, the focus it hence put on implementing interconnectedness along
the food supply chain in a crisis-proof manner (Muenzberg et al., 2013). This is
reflected in current research approaches (Reuter et al., 2019), which support the
idea of making smart farming resilient.

However, crises do not have to have the scale of a war or a nationwide environ-
mental disaster to cause damage to agriculture and industry. Scenarios such as
the outage (of parts) of the Internet or local emergencies also have significant
potential to cause major damage. After Egypt was cut off from the rest of the
Internet for five days in 2011, the cost to Egypt’s economy was estimated to be
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at least $90 million (Kathuria et al., 2018). For countries heavily dependent on
the internet, the authors estimate the damage at $23.6 million per 10 million
inhabitants. Because of its enormous impact, research is also engaged in illumi-
nating the scenario of internet outages (Aceto et al., 2018). Also, sector-specific
phenomena like ’Agro-Terrorism’ (Rohn & Erez, 2012) pose a potential threat in
the field.

The research question that arises and which is to be answered in the context
of this work reads as follows: In times of increasing digitalization in agriculture,
how can reliable data transmission to minimize or partly avoid the effects of local
crises (outages of the internet/mobile network, radio gaps) with regard to operational
safety-relevant processes, be realized?

In this work, a data link & network layer is to be evaluated for a selected
physical layer. It is important that integration into the existing IT landscape with
minimum effort, high interoperability, and compatibility is possible. For this
purpose, the existing protocols for the physical layer are examined. Taking into
account current research, trends, and the increasing demands and framework
conditions developed, our own concept is presented.

12.2 R E L AT E D W O R K A N D C O M PA R I S O N S O F L P WA N T E C H N O L O -
G I E S

LPWAN technologies are closely linked to the IoT, which is also gaining im-
portance in agriculture. Raza et al. (2017) give a comprehensive introduction
to the topic of LPWAN technologies in general. Chaudhary et al. (2018) ana-
lyze LPWAN technologies specifically in the IoT context. Here, they consider
NB-IoT, RPMA, SigFox as well as LoRaWAN. Among other things, the dif-
ferent approaches, advantages and disadvantages, bandwidth, range, as well
as the type of applications for which the respective technology is best suited
are highlighted. Civelek (2017) also deal with LPWAN technologies but in the
agricultural context. The author describes IoT as particularly useful for agricul-
ture and highlights the increasing importance of wireless technologies. He also
attributes to LPWAN technologies the increasingly important characteristics of
security, reliability, low installation, and operating costs. In addition to mobile
communication, WiMAX and LoRaWAN with long-range, WiFi, Bluetooth, and
RFID with short-range are also compared with regard to agricultural applica-
tions. They recommend LoRaWAN for large ranges and Bluetooth 4.0 for short
ranges. Finally, the author develops an application example and uses LoRaWAN
as a transmission technology for a tractor data acquisition system. An idea for
using LoRa-based peer-to-peer communication in emergency scenarios is found
in the work of Höchst et al. (2020). They propose a low-cost companion device,
consisting of a LoRa transceiver including an onboard Bluetooth chip that is
connected via Bluetooth to a self-developed messaging app on a smartphone,
which allows for infrastructure-less text communication. A practical evaluation
shows that their approach could allow peer-to-peer chats with a communication
distance up to 2.89 km in an urban environment with low-cost LoRa hardware. R.
Xu et al. (2016) design and implement a LPWAN network based on the LR(Low
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Table 12.1: Overview - LPWAN Technologies and Sources

LPWAN Technology Sources

Sigfox IoT Analytics GmbH, 2018, Brown, 2016, Mekki et al.,
2018, Mekki et al., 2019, Madhumitha and Singh, 2017,
Jung, 2017, Shi et al., 2019, W. Wang et al., 2019, Herlich
and von Tüllenburg, 2018

NB-IoT IoT Analytics GmbH, 2018 Mekki et al., 2018, Mekki et al.,
2019, Madhumitha and Singh, 2017, Shi et al., 2019, W.
Wang et al., 2019, Herlich and von Tüllenburg, 2018

LoRa(WAN) IoT Analytics GmbH, 2018, Brown, 2016, Mekki et al.,
2018, Mekki et al., 2019, Madhumitha and Singh, 2017,
Jung, 2017, Shi et al., 2019, W. Wang et al., 2019, Herlich
and von Tüllenburg, 2018

RPMA IoT Analytics GmbH, 2018 Brown, 2016, Madhumitha and
Singh, 2017, Jung, 2017, W. Wang et al., 2019, Herlich and
von Tüllenburg, 2018

D7AP Brown, 2016, Madhumitha and Singh, 2017, W. Wang et
al., 2019

Weightless-* Brown, 2016, Madhumitha and Singh, 2017, Jung, 2017,
W. Wang et al., 2019, Herlich and von Tüllenburg, 2018

MIOTY W. Wang et al., 2019, Herlich and von Tüllenburg, 2018

NB-Fi Madhumitha and Singh, 2017, W. Wang et al., 2019, Her-
lich and von Tüllenburg, 2018

Rate) WPAN standard ‘IEEE 802.15.4’ for monitoring critical infrastructure and
facilities in cities. A long range is cited as a critical requirement for such a net-
work. In a test bed, it could be shown that the system works well within a radius
of about 3 km. A similar paper to the aforementioned article using LPWAN
technology but set in the context of agriculture and critical infrastructure was
not found at the time of the search. This work intends to take this circumstance
into account. In the following, a comparison of different LPWAN physical layers
is conducted in order to evaluate the most suitable physical layer, taking into
account the context and previously defined requirements.

Due to the ability to bridge long distances with low energy expenditure, there
is now a multitude of different LPWAN technologies, so it is first necessary to
identify them and thus create an overview. Therefore, various papers, journals,
and market analyses were considered, and the previously mentioned product
analysis was used to provide the broadest possible overview of technologies
from research and industry. Table 12.1 lists the identified LPWAN technologies
and their researched sources.

Eight relevant LPWAN technologies could be identified, with Sigfox, NB-IoT,
and LoRa(WAN) being the most popular, more specifically, the most widespread
ones. The presented technologies and physical layer, as well as the characteristics
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Table 12.2: Comparison — LPWAN Technologies — Part 1/2

SigFox NB-IoT LoRa(WAN) RPMA D7AP

Technology UNB LTE WB/SS SS 2-GFSK

Band ISM LTE/GSM ISM ISM ISM

Network Oper-
ation

ISP ISP ISP/Private ISP/Private Private

Data Rate ↑: 100 bps
↓: 600 bps

250 kbps 50 kbps ↑: 78 kbps
↓: 19,5 kbps

166 kbps

Range 50 km 10 km 30 km 15 km 2 km

Link Budget 159 dB 164 dB 154 dB 177 dB 140 dB

Table 12.3: Comparison — LPWAN Technologies — Part 2/2

Weightless-N Weightless-P Weightless-W MIOTY NB-Fi

Technology UNB/
DBPSK

NB/GMSK+
OQPSK

WS/
Variabel

UNB/
TS

NB/
DBSK

Band ISM ISM WS ISM ISM

Network Opera-
tion

ISP/
Private

ISP/
Private

ISP/
Private

Private ISP/
Private

Data Rate ↑: 100 bps
↓: n/a

100 kbps 1 kbps – 10
Mbps

407 bps 100 bps

Range 5 km 2 km 10 km 15 km 50 km

Link Budget n/a 147 dB Variabel 154 dB 176 dB

relevant for this work, are summarized in the following Tables 12.2 and 12.3. The
feasible maximum values are always referenced. Since LPWANs by definition
have a low energy consumption, which may vary depending on the scenario
and the higher layers used, this characteristic is not included in the tables.

One of the most important requirements for a communication channel during a
local crisis is provider-independent network operation (Gul et al., 2018). This
eliminates the technologies SigFox and NB-IoT as potential candidates in the
selection since they can only be operated via an ‘Internet Service Provider
(ISP)’. As explained in the beginning, agricultural areas are very large, which
is why the range plays an essential role. The Weightless-N, Weightless-P, and
D7AP technologies are ruled out because their range is - comparatively - too
short. Moreover, Weightless-N only intends an uplink so that messages can
only be sent but never received. Even though LPWANs do not achieve high
data rates due to their technical characteristics, it is still desirable to achieve
the highest possible data throughput. From this point of view, the MIOTY and
NB-Fi technologies are eliminated because, at 407 bps and 100 bps, respectively,
they do not reach the kbps mark as the rest of the technologies.
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It is now to decide between the last three technologies, LoRa, RPMA, and
Weightless-W. Of these technologies, LoRa has the highest range and Weightless-
W the lowest. Weightless-W, on the other hand, allows the highest data rates and
RPMA the lowest. One of the issues with Weightless-W is the utilization of ’TV
white spaces’. These frequencies are not available or approved in all countries.
In addition, distribution and hardware availability seems to be very limited. No
freely available hardware components or information about networks in use
could be found at the time of the research. Due to this and its relatively short
range compared to the remaining technologies, Weightless-W is eliminated as a
candidate.

In direct comparison, LoRa has twice the range of RPMA. The data rates are,
depending on the higher layer used, higher with LoRa (Symphony Link). Only
in comparison with LoRaWAN (approx. 50 kbps), RPMA has an advantage in
the uplink (78 kbps), but only a very low downlink (19.5 kbps). One advantage
of RPMA is the use of the free 2.4 GHz band, where there is no duty cycle.
In Rama and Özpmar (2018), the future safety of LoRa is predicted to be five
times better than RPMA. This is also reflected in a product analysis, which
has already identified LoRaWAN-capable products. The fact that there are
two other productive LoRa-based protocols in addition to LoRaWAN, namely
Symphony Link and DASH7, underscores this assessment. In the conference
paper of Vangelista et al. (2015), LoRa is described as the most promising
technology in the field of ‘wide-area IoT’. Another advantage is the broad
hardware availability from low-cost DevKits to complete gateways. Based on
the arguments presented, LoRa is preferable to RPMA in direct comparison for
the present scenario.

12.3 C O N C E P T : L O R A + A X . 2 5 + I P V 4 + T C P

In Nolan and Kelly (2018), a data link layer protocol - a variation of the X.25
protocol - is specially adapted for amateur radio and specifies, inter alia, the
communication via frames (Beech et al., 1997). It is mainly used for ‘Packet
Radio’, which is to be understood as the sending and/or receiving of digital
data packets between two end devices via a radio channel. If more than one
device participates, it is also called a ‘packet radio network’. AX.25 performs
typical data link layer tasks such as establishing a connection between two end
devices or providing wireless channel access.

For packet radio communication using AX.25, a modem connected to a ‘Termi-
nal Node Controller (TNC)’ is required. This serves as an interface between the
terminal device and the modem by means of a serial connection. End devices
in an AX.25 network either communicate directly with each other or can be
arranged in any topology. If the radio signals of two terminals do not reach
each other due to too great a distance, they can be forwarded to the destination
by one or more digipeaters, which, however, requires a-priori knowledge of
the topology. The ‘Carrier Sense Multiple Access with Collision Resolution
(CSMA/CR)’ method is used to control access to the radio channel. To identify
subscribers, a six-digit ‘call sign’ ID is specified as the MAC address. Corre-
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spondingly, an AX.25 frame contains at least one source/destination address for
addressing and, in the case of source routing using digipeaters, the addresses of
the respective intermediate stations.

Since the current specification follows the OSI model, it is possible to use a
variety of higher layers. For example, this is utilized by the ‘AMateur Radio
Network (AMPRNet)’, where TCP/IP is used as a transport and network layer
together with AX.25 as a data link layer. Since 1981, an entire class-A network
is available for the use of IP in amateur radio networks with the regulated
44.0.0.0/8 address block, of which some blocks have been sold so far. The
reserved private class-C address block 44.128.0.0/16 is, however, open to any
amateur radio operator. To send AX.25 frames to a TNC via serial interface, a
protocol is required. Nowadays, the ’Keep It Simple, Stupid (KISS)’ protocol is
most commonly used for this purpose, which was developed primarily for the
use of IP over AX.25 (Chepponis & Karn, 1987). The flexibility of the OSI model
for higher layers also applies to the physical layer in AX.25, as shown in Figure
12.1. Thus it would be possible to use a LoRa modem with suitable firmware for
a TNC and hence enable TCP/IP communication via LoRa. Accordingly, only
TCP/IP capable (legacy) systems would be available for direct integration into
a network. This concept is to be implemented and carried out in the next step.

1 2 3 4 5 6 7

Application

Layer

Presentation

Layer

Session

Layer

Transport

Layer

Network

Layer

Data Link

Layer

Physical

Layer

HTTP, SSH, ...TCPIPv4AX.25LoRa

Figure 12.1: Concept of LoRa + AX.25 + TCP/IPv4 in the OSI Model

12.3.1 Test Bed: IP-Communication via LPWAN

For the purpose of evaluation, we implement the concept in the form of a test
bed that should allow TCP/IP communication over LoRa. Regardless of the
explicit test set-up, some components are needed to realize the test bed. First,
the actual modem that supports the selected LoRa technology is required to
establish a wireless connection. The modem, on the other hand, is typically
embedded in a micro-controller platform. This platform can then be used to
equip gateways with it so that they can establish a wireless connection via LoRa.
Finally, two arbitrary terminal devices are needed that communicate with each
other via TCP/IP.

Modem

LoRa is a technology patented by Semtech. Accordingly, LoRa modems are only
available directly from Semtech or from licensed companies such as HopeRF.
With the SX1260/1270/1300 chip family, Semtech has several LoRa modems
that differ mainly in the supported bandwidth and frequency. In this work, a



1 6 8 R E L I A B L E D ATA T R A N S M I S S I O N U S I N G L P WA N

modem with the Semtech SX1276 chip is used (Semtech Corporation, 2020). This
supports the frequencies released in Europe and offers a link budget of up to
168 dB with a low power consumption of 9.9mA during the reception.

Micro-controller

In order to use a LoRa modem, a micro-controller is needed to drive and control
it. Generally, any platform can be used that allows an appropriate connection of
the modem, for example, by means of UART pins. Further peripheral compo-
nents complete the platform. This includes the SMA board for the connection of
an antenna. For this work, the micro-controller ATmega1284P from Microchip is
used. It offers 128 kB programmable flash and 1k kB RAM. As developer board,
the RNode (see Figure 12.2) from unsigned.io is used (Qvist, 2018b), which
offers a USB port for communication. The selection is justified by the fact that
this board offers the most mature firmware for a required KISS-TNC.

Figure 12.2: One RNode with case and the plain circuit board

Gateways

To communicate with two RNodes via TCP/IP, each node must be connected
to a gateway. For the gateways, any hardware can be used that has a USB port,
supports a Linux distribution, and offers an additional network interface such
as LAN or WLAN. For portability reasons, a virtual machine (VM) is used for
the first gateway. The resources of a VM can also be changed to runtime so that
it is possible, among other things, to extend it with any network adapters and
networks. Debian 10.3.0 is used as the operating system. For reasons of mobility,
a laptop is used for the second gateway.
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End Devices

To demonstrate and evaluate the concept, two end devices are needed that
communicate with each other using TCP/IP. These are implemented as VMs
for the same reasons as the first gateway. Here, the flexibility of the operating
system and the associated software offer also play a major role.

12.4 S T U D Y D E S I G N

The utilized hardware has to be structured and arranged in a network topology.
The following Figure 12.3 shows the individual components, required networks,
and IP addresses of the test setup:

LAN A
192.168.1.0/24

WAN
44.128.0.0/24

LAN B
192.168.2.0/24

End device A:
VM

192.168.1.2

End device B:
VM
192.168.2.2

Gateway A:
VM
LAN: 192.168.1.1
WAN: 44.128.0.1
Call Sign: TESTGW-1

Gateway B:
VM
LAN: 192.168.2.1
WAN: 44.128.0.2
Call Sign: TESTGW-2

LoRa

Figure 12.3: Schematic Illustration of Test Setup

If end device A wants to communicate with its counterpart B, the data is first
sent to the local gateway A. The gateway knows a route to LAN B via gateway
B and routes the data accordingly via the LoRa AX.25 WAN link. Gateway B
finally forwards the data to end device B as the final destination. Vice versa, the
same process applies to communication from B to A.

The described experimental setup is varied by the following parameters:

Distance

To test the range of the LoRa AX.25 WAN link in the existing hardware constel-
lation, three different distances are to be covered in line-of-sight, resulting in
three series of tests, as shown in Table 12.4:

LoRa Parameters

As already discussed, LoRa can be influenced by the parameters frequency,
spreading factor, bandwidth, and coding rate (Augustin et al., 2016). The fre-
quency used is 869.4 MHz for all settings. The frequency is not varied due



1 7 0 R E L I A B L E D ATA T R A N S M I S S I O N U S I N G L P WA N

Table 12.4: Test Series

Aim Distance [m]

Series A feasibility 10
Series B medium range functionality 100
Series C long range functionality 1,000

to radio regulation. The maximum duty cycle of 10% is possible in the bands
between 869.4 and 869.65 MHz, so a frequency within this range was chosen.
For the remaining parameters, three different constellations are described be-
low, which, similar to the test series, are intended for short, medium, and long
distances, respectively, as shown in Table 12.5:

Table 12.5: LoRa Settings

Application Scenario Spreading
Factor

Bandwidth
[MHz]

Coding
Rate

Setting 1 short distance, high data rates 7 250 1

Setting 2 medium range, lower data rate 9 125 1

Setting 3 maximum range and reliability 12 125 1

This provides 9 combinations of test series and LoRa settings.

12.4.1 Implementation

Since the required AX.25 packages are not included by default in the Linux
distributions being used, they must first be post-installed on both gateways:

# sudo a p t i n s t a l l l i b a x 2 5 ax25 −apps ax25 − t o o l s

The next step is to configure the AX.25 Data Link Layer. The following entry is
added to the file /etc/ax25/axports:

ax0 TESTGW−X 115200 484 5 LoRa Gateway

Here, ’ax0’ stands for the name of the AX.25 port and ’TESTGW-X’ for the AX.25
call sign ID, the X having to be replaced correspondingly with gateway A by 1
or with B by 2. The number ’115200’ represents the baud rate, ’484’ represents
the MTU, and ’5’ represents the window size. These values are specified by the
platform firmware used, only the window size can be changed. However, since
this is used by the platform developer, no changes are made. The last option
serves as a free description text.

When the data link layer is ready for use, the network adapter can be configured.
The file /etc/network/interfaces.d/ax0 is created for this purpose and
provided with the following static IP settings:
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i f a c e ax0 i n e t s t a t i c
address 4 4 . 1 2 8 . 0 . X
netmask 2 5 5 . 2 5 5 . 2 5 5 . 0
network 4 4 . 1 2 8 . 0 . 0
broadcast 4 4 . 1 2 8 . 0 . 2 5 5
pre −up k i s s a t t a c h /dev/ttyUSB0 ax0
post −down p k i l l −9 k i s s a t t a c h ; rm − f \

/var/lock/LCK . . ttyUSB0

Here, in the same manner as further above, the ’X’ must be replaced by 1 or 2
respectively.

Now it is necessary to connect the RNode platforms to one of the gateways via
USB. Usually these are available under the file /dev/ttyUSB0. In order for an
RNode to function as TNC, it is necessary to put it into TNC mode. For this,
the ’RNode Configuration Utility’ (Qvist, 2018c) can be used with the following
command:

# sudo ./ rnodeconf /dev/ttyUSB0 −T −−txp 17 −−f r e q \
869400000 −−bw 250 −− s f 7 −−cr 1

The parameter ’T’ is required to place the RNode under /dev/ttyUSB0 in
TNC mode and ’txp’ for setting the radio strength in dBm. Subsequently, the
frequency is given through ’freq’, followed by the setting ’bw’ for the bandwidth.
Finally, the spreading factor is determined with ’sf’ and the chip rate is being
set with ’cr’. Depending on the LoRa setting, the command must be adjusted
accordingly.

It is then possible to make the Linux network interface available under the name
ax0:

# sudo i fup ax0

The command in the pre-up operation causes the USB-connected RNode to be
used as TNC and initialized from the ‘axports’ file with the previously defined
setting named ax0.

From this stage on, it is possible for the two gateways to communicate with
one another via their respective network interface ax0. Static ARP entries help
to reduce network load. In order to enable terminals of the different networks
which are also connected to LAN ports to communicate with one another, routes
to the respective LAN network must be introduced to the gateways. To expand
the ARP/routing table of Gateway A accordingly, the arp or ip configuration
tool is being applied:

[ root@GatewayA ~]# arp −s −H ax25 4 4 . 1 2 8 . 0 . 2 \
TESTGW−2

[ root@GatewayA ~]# ip r add 1 9 2 . 1 6 8 . 2 . 0 / 2 4 via \
4 4 . 1 2 8 . 0 . 2

For gateway B, the command reads:
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[ root@GatewayB ~]# arp −s −H ax25 4 4 . 1 2 8 . 0 . 1 \
TESTGW−1

[ root@GatewayB ~]# ip r add 1 9 2 . 1 6 8 . 1 . 0 / 2 4 via \
4 4 . 1 2 8 . 0 . 1

In order for the Linux Kernel to route the received IP packets, the associated
functionality must finally be activated on both gateways:

# echo 1 > /proc/sys/net/ipv4/ip_forward

At the very last, the static IP settings must still be made on the terminals in
accordance with the mapping of the test setup. Since this is different, depend-
ing on the terminal and operating system used, and does not represent any
challenge, it will not be discussed in detail.

12.5 R E S U LT S

In order to obtain unadulterated results, the measurements are carried out with
the two gateways. The regular network parameters data rate, latency, and packet
loss are measured for the combinations of test series/LoRa settings. This results
in a total of 9 measuring points for each network parameter, providing a total of
27 measurements.

Data Rate

To determine the data rate, the frequently used open-source software iperf3 for
network measurements is being applied. iperf3 is realized through a client /
server application, so that a gateway displays the iperf3 server and the other
combines to this as client.

First, iperf3 version 3.1.3 is launched in the verbosen TCP-server mode on
gateway A and the report interval on two seconds is set:

[ root@GatewayA ~]# i p e r f 3 −s −V − i 2

To launch the measurement, the verbose iperf3 client mode is executed on
Gateway B with the following command:

[ root@GatewayB ~]# i p e r f 3 −c 4 4 . 1 2 8 . 0 . 1 −V

Depending on the LoRa setting and distance, it is necessary to limit the number
of bytes to be transmitted, otherwise the transit times become too long. This can
be influenced with the parameter ’n’, so instead of time-based transfer with the
following command 10240 bytes data are transferred:

[ root@GatewayB ~]# i p e r f 3 −c 4 4 . 1 2 8 . 0 . 1 −V −n 10240
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Table 12.6: Measurements - Test Series A, 10 Meter

Data Rate
[kbps]

Latency
[ms]

Packet Losses
[#packets]

LoRa-Setting 1
(SF=7; BW=250 kHz; CR=1) 4,30 385,928 0

LoRa-Setting 2
(SF=9; BW=125 kHz; CR=1) 1,02 1322,451 0

LoRa-Setting 3
(SF=12; BW=125 kHz; CR=1) 0,0547 8471,749 0

Latency and Packet Loss

To determine the latency and the number of lost packets, the ‘Internet Control
Message Protocol (ICMP)’ and the application ‘ping’ contained in the operating
system are inserted. For TCP latency measurements, applications such as nuttcp
or qperf are also available, which, however, cannot run with all LoRa settings.
Instead of measuring the packet loss of the TCP protocol, it can already be
determined at IP or ICMP level. The micro-controller platform offers relatively
little RAM and buffer for the TCP protocol compared to fully developed gateway
hardware, therefore a packet loss could be due to these circumstances. In order
to measure the quality of the link and not to explore the hardware limits, the
packet loss is therefore determined without the TCP.

To get an empirical average, the number of sent ICMP packets is increased to
100, and the operation is started with the following command:

[ root@GatewayB ~]# ping −c 100 4 4 . 1 2 8 . 0 . 1

Thereafter, Gateway B begins sending sequential ICMP echo requests to Gate-
way A. After receiving the ICMP echo response from Gateway A, the complete
circulation time of the ICMP packet pair is issued as the measurement result.

For higher transit times, it is necessary to adjust the default setting of the timeout
and transmission interval, otherwise incorrect measurements will likely occur.
For a timeout of 10 seconds using parameter ‘W’ and a transmit interval of 10
seconds with parameter ‘i’, the command reads:

[ root@GatewayB ~]# ping −c 100 4 4 . 1 2 8 . 0 . 1 −W 10 − i 10

Results of the different test series measurements are shown in three Tables 12.6,
12.7 and 12.8. In the results of the data rate and latency, the measured values
each reflect the mean value of the test.

As can be derived from the measurements, the LoRa radio connection is stable at
10 meters with all settings since no packet losses have occurred. The maximum
data rate and minimum latency are achieved with LoRa-Setting 1. LoRa-Setting
3, which is explicitly intended for large distances, provides the lowest data rate
and highest latency values. The measurement results show that even at 100
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Table 12.7: Measurements - Test Series B, 100 Meter

Data Rate
[kbps]

Latency
[ms]

Packet Losses
[#packets]

LoRa-Setting 1
(SF=7; BW=250 kHz; CR=1) 4,31 384,037 0

LoRa-Setting 2
(SF=9; BW=125 kHz; CR=1) 1,02 1322,658 0

LoRa-Setting 3
(SF=12; BW=125 kHz; CR=1) 0,0543 8471,936 0

Table 12.8: Measurements - Test Series C, 1,000 Meter

Data Rate
[kbps]

Latency
[ms]

Packet Losses
[#packets]

LoRa-Setting 1
(SF=7; BW=250 kHz; CR=1) 4,08 382,778 2

LoRa-Setting 2
(SF=9; BW=125 kHz; CR=1) 1,02 1323,771 3

LoRa-Setting 3
(SF=12; BW=125 kHz; CR=1) 0,0552 8472,444 1

meters the radio connection is stable for all settings since no packet loss has
occurred. From the results of the 1,000 meter test series, it can be deduced that
the radio connection has some packet losses. However, these are so small that
the radio connection can be regarded as fairly stable. The lowest packet loss
is seen in LoRa-Setting 3, which, however, provides the worst data rate and
latency.

As can be followed from the measurements, the LoRa-Settings have a deci-
sive influence on data rate, latency, and packet loss. The settings differ in the
spreading factor and partly in bandwidth, with a constant coding rate of 1. The
LoRa-Settings 2 and 3, which differ only in the spreading factor, indicates that
changes on these level have an impact on the measured data rate and latency.
The Figures 12.4a, 12.4b, and 12.4c illustrate the relationship of the individually
measured parameters to the respective LoRa settings for each test series.
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Figure 12.4: Measured parameters of the three LoRa settings (1, 2, 3) for each
range series (10 m, 100 m, 1000 m).
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Figure 12.5: Calculated LoRa Airtime vs. Spreading Factor, Source: Durand et al.
(2019)

The correlation between transmission time and different packet sizes is illus-
trated in Figure 12.5. The bandwidth and coding rate are the same as LoRa-
Settings 2 and 3. The figure reveals that an increase in the spreading factor is
accompanied by a reduction in the data rate or, conversely, an increase in the
transmission time required. The calculated values can be derived directly from
the LoRa technology. The document ‘LoRa Modulation Basics’ from Semtech
is available for this purpose, which contains a detailed derivation (Semtech
Corporation, 2020).

12.6 D I S C U S S I O N

The selection of measurement applications showed that, for example, nuttcp

or qperf, especially with low throughput and high latency as given with
LPWAN technologies, do not work reliably and could be optimized for these.
Operating system standard tools such as ping or netcat, on the other hand,
prove to be fully functional even under these conditions with certain parameters.
Special measurement applications for LPWAN and similar technologies would
be desirable.

The slight variations in the measured values from different test series and one
LoRa setting in particular illustrate the long-range character of the technology
and the potential for bridging long ranges. In general, the fluctuations are
within normal measurement tolerances, although at 1,000 meters, the somewhat
larger deviations could be attributed to interference factors in the measurement
path. In general, LoRa-Setting 1 delivers the best-measured values in all test
series. Since even at the largest tested distance of 1,000 meters, the measured
values are similar or equal to those of the previously tested distances, it can be
concluded that much larger ones could be bridged. This is also consistent with
the researched ranges of the physical layer comparison from Section 12.2.
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The successfully tested functionality of TCP and application protocols such as
HTTP and SSH enables a whole range of different scenarios for monitoring
or operating IT systems relevant to operational security in the event of a local
crisis. In the case of HTTP, it is particularly noticeable that it remains functional
in principle even with the low data rate and high latency of LoRa-Setting 3. In
principle, the data rates achieved should also be sufficient for other application
protocols based on TCP, such as the text-based protocols Telnet or SMTP/IMAP.
Database connections or file transfers via FTP are also possible scenarios.

The limits of the test bed can be seen in the hardware used, among other things.
The RNode developer platform has only very limited capacities and buffers,
which are particularly important for the TCP protocol due to the connection
orientation. Since the associated firmware is mainly developed by a single
person and is intended for test purposes, it also has its limits when dealing with
TCP. Whether a special application is ultimately functional with the concept
or with technologies that have a low throughput and high latency depends on
the protocol used and the individual application behavior, such as hard-coded
timeouts. Another limitation is the SMA antenna with dimensions of only L105
× W10 × H10 mm. Especially at very large distances, an exchange is necessary
in order to continue to exploit the range advantage of LoRa technology and to
ensure a more stable connection (Qvist, 2018a). Height positioning also plays
an important role. For the same reasons, the height used in the test bed for
positioning the antenna should be further increased by approx. two meters for
large distances.

The tested application protocols, hardware components, and the test bed itself
consequently hold potential for optimization. For HTTP, it is advisable to utilize
the cache mechanisms contained in the protocol. If the requested data has
not changed, this saves having to retransmit data when pages or functions are
called, so that applications respond faster or better overall. Besides, the use of the
SSH protocol can also be optimized. Continuous performance could be further
increased by appropriate hardware. A platform with sufficient computing power
and memory for buffers, as well as improved firmware optimized for TCP,
could additionally increase the data rate. For long distances, as is common in
agricultural fields, the range can be optimized by appropriately dimensioned
and height-positioned antennas. However, even with the small antenna used,
an increase is still achievable at 1,000 meters, as the technical evaluation shows.

12.7 C O N C L U S I O N A N D F U T U R E W O R K

The research question that we posed in Section 12.1 is as follows: In times of
increasing digitalization in agriculture, how can reliable data transmission to minimize
or partly avoid the effects of local crises (outages of the internet/mobile network, radio
gaps) with regard to operational safety-relevant processes, be realized? To give an
answer to this question, we firstly developed a concept based on our assessment
of requirements and available (technical) options. Our concept allows the usage
of classic IP-based communication protocols via a LoRa communication channel.
This could be useful, e. g., to create redundant data transmission for critical
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information, like error messages of cattle shed air-ventilation systems, or to
connect multiple stakeholders in cases of an Internet outage. Both examples of
use could be mission-critical for the food production of an agricultural company.
An implementation in the form of a test bed was able to confirm the general
feasibility of our concept for different application protocols, distances, and
settings.

Of interest would be further investigations of LoRa technology in the context
of TCP. This includes the optimization potential of the test bed mentioned in
the discussion. Since the full range potential of LoRa technology is not yet
exhausted in the test bed, it would be of further interest to explore the limits
with the given hardware. Also the AX.25 protocol supports more features,
like so-called ’digipeaters’, that allow packet forwarding over several hops, so
even greater distances could be bridged than possible with a point-to-point
connection. The development of a KISS/TNC firmware for more powerful
hardware platforms would also be desirable, thus allowing more test scenarios
to be evaluated that do not fail due to hardware or firmware limitations. Last
but not least, the point of IT security could also be considered specifically for
the scenario of critical infrastructures and their communication channels. In
the future, it can be assumed that research will look at other IP-based solutions
for LPWAN technologies and focus more on TCP since marketable solutions
already exist for UDP. Thus, similar to the SCHC technology designed for UDP,
which is currently still being standardized at the IETF, a variant for TCP would
be conceivable. It remains uncertain which of the LPWAN technologies will
prevail in the future within agriculture and in which protocol composition.
However, it has been shown that LoRa technology is a promising candidate for
this.
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R U R A L C O M M U N I C A T I O N I N O U T A G E S C E N A R I O S :
D I S R U P T I O N - T O L E R A N T N E T W O R K I N G V I A L O R A WA N
S E T U P S

A B S T R A C T Since communications infrastructure is subject to many impacts,
e.g., destructive natural events, it can potentially collapse at any time. Especially
in rural areas, the recovery of public network infrastructure can take some time,
so a dedicated communication channel would be advantageous. We explore
the possibility of transforming commodity LoRaWAN gateways into meshed
network nodes for a digital emergency communication channel. In order to
obtain the required parameters, we collected farm locations in Germany with
OpenStreetMap. Based on the assumptions of LoRa communication range and
considering our use case requirements, connecting farm communities seems the-
oretically feasible in many areas of our data set. To further analyze our idea, we
ran simulations of two common DTN routing protocols with different scenarios.
A proof-of-concept implementation allows smaller messages to be transmitted
using real hardware and demonstrates that a decentralized communications
infrastructure based on commodity hardware is possible.

O R I G I N A L P U B L I C AT I O N Kuntke, F., Baumgärtner, L., & Reuter, C. (2023).
Rural Communication in Outage Scenarios: Disruption-Tolerant Networking via Lo-
RaWAN Setups. Proceedings of Information Systems for Crisis Response and
Management (ISCRAM), 1–13. http://dx.doi.org/10.59297/WZMQ1124
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in the projects Geobox-II and AgriRegio, as well as by the funds of the LOEWE
initiative (Hesse, Germany) within the emergenCITY centre and the German
Research Foundation (DFG) in the Collaborative Research Center (SFB) 1053
MAKI.

13.1 I N T R O D U C T I O N

The ability to communicate over long distances using technical devices is of great
importance to modern society. In agriculture, communication plays a critical
role when multiple farmers rely on shared labor and equipment to harvest
cropland within tight time windows. Although easy to overlook, it should be
noted that agriculture is generally considered a critical infrastructure with the
responsibility to produce the required amount of food to sustain people’s basic

http://dx.doi.org/10.59297/WZMQ1124
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livelihoods. Serious efforts should be made to strengthen technology for this
sector in many ways, as the technologies used in this sector are said to have
comparatively poor resilience capacities (Kuntke, Linsner, et al., 2022).

Currently, the terms Agriculture 4.0 and Smart Farming are used to highlight sev-
eral developments towards automated data generation and exchange between
different stakeholders in the entire food production chain, by incorporating cur-
rent trends in Information Technology (IT), such as the Internet of Things (IoT)
and Cloud Computing (Rose & Chilvers, 2018). As a logical consequence, the
continuation of the vision of field robots also results in an increased need for
communication between devices, such as autonomous vehicles, weather sta-
tions, sensors, and actuators. In order to meet the increasing demand for data
exchange, while at the same time ensuring energy efficiency, so-called Low
Power Wide Area Networks (LPWANs) have been established in certain ar-
eas of application, e.g., to connect a large number of sensors. A prominent
representative of this technology category is the Long Range Wide Area Net-
work (LoRaWAN), which allows the development of autarkic IoT networks. As
already described, not only machinery depends on communication, but also
farmers require reliable line communication between each other. An exemplary
use case is the bundling of labor and machinery of neighboring actors dur-
ing harvest. This use case is particularly important for efficient agriculture in
small-structured agricultural regions, as e.g. in Germany.

In the event of major internet outages – which are not unlikely (Grandhi et al.,
2020), although their duration and extent cannot be predicted – basic data ex-
change would still be possible in self-established LoRaWAN networks. This
leads to the idea of using this technology in crisis situations – especially when
the general communications infrastructure is broken. The possibility to change
the usual LoRaWAN star-of-star topology to build multi-hop networks has
already been investigated in various works (Centelles et al., 2021). Promising
approaches utilize Disruption-Tolerant Networking (DTN) to increase the suc-
cess rate of delivering messages in crisis situations with rather unpredictable
networking resources (Baumgärtner et al., 2020a). Two downsides, however,
to the approaches most commonly described in literature are (1) the incom-
patibility with default LoRaWAN networks, leading to devices that only have
the single-purpose of crisis-communication, and (2) the requirement of custom
firmware for most developer devices, making the approaches hard to use for
IT-laypeople. But as the distribution of LoRaWAN hardware increases, espe-
cially in the domain of agriculture, we can see the benefit of enhancing the
software stack behind a commodity LoRaWAN gateway to allow messages to
be exchanged between neighboring farms up to several kilometers apart. This
approach would connect rural communities that have LoRaWAN hardware
for common IoT applications in the event of a crisis. Since no expert hardware
will be needed, the approach can be made to work with just installation of our
software addition - which at best is already running in the background before a
crisis event - and can thus be more inclusive than other approaches.

This core question of this work is therefore: How can LoRaWAN-based IoT setups
be utilized to allow DTN-based peer-to-peer communication? As part of our work,
we make the following contributions:
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• A novel tool1 for calculating geographic statistics for wireless network
planning based on OpenStreetMap data

• A concept that allows to send/receive payloads in a LoRaWAN-conform
manner via commodity LoRaWAN gateways, along with a prototypical
implementation

• An evaluation of the concept through simulations of 40 farm neighbor-
hoods in two scenarios, comparing performance of two DTN routing
mechanisms

• A novel software library chirpstack_gwb_integration2 as a com-
panion to ChirpStack LoRaWAN Network Server, working with commod-
ity hardware allowing to send/receive arbitrary payloads in a LoRaWAN-
conform manner

• A novel software spatz3 that builds a DTN routing, utilizing
chirpstack_gwb_integration

The developed tools and evaluations were conducted with the application area
of agriculture in mind, but can also be transferred to other areas – especially
where IoT technology is already being used.

13.2 B A C K G R O U N D

In this section, a brief overview of LoRa, LoRaWAN, DTN and the DTN Bundle
Protocol are given and related work in the field of adapting LPWAN technolo-
gies is presented.

13.2.1 LoRaWAN and LoRa

LoRaWAN was standardized by the LoRa Alliance, 2015. LoRaWAN is a popular
LPWAN technology that adjusts and modulates signals using an exclusive
proprietary spread spectrum technology in the sub-GHz-ISM band. The physical
layer of LoRaWAN is LoRa, which stands for Long Range. LoRa operates in the
unlicensed ISM band (e.g., in Europe 433/868 MHz, in North America 915
MHz). Depending on the region, a duty cycle regulation may apply, for example
1% in Europe for 868 MHz. As shown by Vejlgaard et al., 2017, interference
issues are possible when the unlicensed bands are widely used in an area. The
level of such interference issues is expected to grow with the deployment of
more wireless IoT solutions. However, this problem mainly concerns urban
deployments, while in this work we focus on rural areas, especially agricultural
areas.

1https://github.com/PEASEC/distance-statistics
2https://github.com/PEASEC/LoRaWAN-DTN/tree/main/chirpstack_gwb_integration
3https://github.com/PEASEC/LoRaWAN-DTN/tree/main/spatz

https://github.com/PEASEC/distance-statistics
https://github.com/PEASEC/LoRaWAN-DTN/tree/main/chirpstack_gwb_integration
https://github.com/PEASEC/LoRaWAN-DTN/tree/main/spatz
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LoRa works with Chirp Spread Spectrum (CSS) as a modulation type. A coding
rate indicates the rate of the Forward Error Correction (FEC), whereby the value
4/5 is used for standard LoRa frames. LoRa allows for six different spreading
factors (SF7 to SF12) to balance the signal scattering factor (and thus the range),
the data rate, and the energy consumption. The spreading factors define the
number of symbols. A sinusoidal signal sequence or transmission pulse is
referred to as a symbol. The number of bits that can be represented by a symbol
corresponds to the SF. The maximum payload (MACPayload) capacity is 250
bytes (LoRa Alliance Technical Committee Regional Parameters Workgroup,
2021).

The LoRaWAN standard uses LoRa as a transmission technology (with prede-
fined settings on code rate, SF, bandwidth) and defines the used architecture,
as well as LoRaWAN-compliant devices. A LoRaWAN setup is a stars-of-stars
topology, with 1..n end-devices transmitting data (encapsulated into LoRa
frames) to 1..m gateways, which itself are connected (via IP) to a single network
server. For different regions, different specific transmission preferences exist,
which are allowed and respect the local free ISM bands. LoRaWAN itself al-
lows for different data rate configurations, that are a combination of SF and
bandwidth, depending on the regional parameters (LoRa Alliance Technical
Committee Regional Parameters Workgroup, 2021). For Europe (SRD860, 863-
870MHz), data rate 0 is the long range configuration with SF 12 and 125 kHz
bandwidth, and data rate 6 is the fastest LoRa transmission configuration, with
SF 7 and 250 kHz bandwidth. Of course, a wireless data transmission technol-
ogy is also subject for security attacks, and despite the fact that LoRaWAN also
takes into account several security aspects in the protocol design, there is still a
known attack surface that should be taken into account when developing and
deploying IoT systems based on this technology (Kuntke, Romanenko, et al.,
2022).

13.2.2 Disruption-Tolerant Networking

Disruption-Tolerant Networking (DTN), also called Delay-Tolerant Network-
ing, receives increasing attention for various applications, as it allows for a
resilient and flexible data exchange in challenging network conditions. DTN
solutions are commonly based on a store, carry, and forward-approach. Here,
network participants act as data-mules and physically carry around and oppor-
tunistically exchange data with other nodes encountered. Therefore, it is not
suitable for real-time applications such as video conferencing or other appli-
cations that require a stable end-to-end connection, but provides robustness
and fault tolerance for applications that can tolerate delays in data dissemina-
tion, e.g., messaging, sensor data, or file sharing. Here, one area of application
is disaster communication, in case of network infrastructure outages, e.g. af-
ter natural disasters (Setianingsih et al., 2018; Zobel et al., 2022). The Bundle
Protocol Version 7 (BP7) is the most recent Internet Engineering Task Force
(IETF) standard (Burleigh et al., 2022) for such a DTN architecture. Additionally,
different routing algorithms, e.g., epidemic routing or Probabilistic Routing
Protocol using History of Encounters and Transitivity (PRoPHET) (Lindgren
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et al., 2012) can be used for distributing the bundles. This enables optimiza-
tion for various properties such as fast/reliable bundle delivery or a minimum
number of duplicates in the network. Besides advanced routing decisions that
take into account, for example, geographic locations (Baumgärtner et al., 2020a;
P.-C. Cheng et al., 2010; Sánchez-Carmona et al., 2016), there also exist other
metrics which affect data dissemination across different convergence layers, e.g.,
duty-cycle restrictions when using LoRa (Msaad et al., 2021) or the workload of
the involved nodes (W. Wang et al., 2021; S. Zhang et al., 2013).

13.3 R E L AT E D W O R K : A D A P T I N G L P WA N

Previous research approaches have already investigated multi-hop networks
using LPWANs. For example, Abrardo and Pozzebon, 2019 describe a LoRa
network where the network topology is changed to bridge the route to the
gateway through other nodes. The resulting sensor network based on LoRa
was used to perform measurements in an underground environment that only
allows for a maximum range of 200m. Zguira et al., 2018 utilize a 802.11p-based
multi hop network to transmit sensor data of shared bikes to base stations.

Other publications, such as Abrardo et al., 2019 or Dias and Grilo, 2018 are
concerned with increasing the range of the network while simultaneously saving
the energy of the end devices by reducing the necessary transmission power by
shortening the distance to the receiver, as the receiver is the closest sensor. To
realize this, they rely on multi-hop networks. Furthermore, other contributions,
such as the work of Ebi et al., 2019, describe using multi-hop LoRa-networks in
other range-critical situations. Instead of a star or linear topology, they are based
on a mesh network topology. Further studies such as H.-C. Lee and Ke, 2018 and
Huh and Kim, 2019 describe the extension of the network’s coverage through a
mesh network. However, the data from sensor nodes is always forwarded to the
base station (gateway) via other sensor nodes in order to expand large sensor
networks.

Other work is investigating the use of LPWAN-based networking technologies
to increase resiliency, e.g., in the form of a long-range wireless data channel for
TCP/IP-based network hardware (Kuntke, Sinn, & Reuter, 2021). Vigil-Hayes
et al., 2022 describe a system that combines high bandwidth networks with
LPWAN to extend internet coverage. “The key idea behind this paradigm is that a
useful set of service calls can be partially completed with limited data rate transfers and
then fully completed when high bandwidth access is available.” (Vigil-Hayes et al.,
2022, p.196). The transmission range of their test setup was only 400m with
line-of-sight in an urban region, which could be due to the fact that rather small
chips were used for LoRa transmission.. The aspect of addressed communication
between two end nodes or end node and gateway is also addressed in some
other works, but communication between two gateways is not intended. The
protocol on the data link layer (OSI-layer 2) is modified and extended in some
studies. A communication system cannot be implemented using the procedures
described above. Such a system would be based on the physical layer and would
require a replacement of the previously used protocol on the data link layer.
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A related approach for bidirectional communication is the Serval Project
(Gardner-Stephen, 2011). The underlying purposes of Serval Mesh are crisis com-
munication and the provision of basic mobile communication for low-income
or isolated communities (Gardner-Stephen & Palaniswamy, 2011). While being
independent of further hardware, the Serval Mesh application utilizes the WiFi
function of Android-driven smartphones. It features a store, carry and forward-
architecture through which text messages, calls, and data transmissions are
made available. Therefore, an advantage of this approach is that a cost-effective
physical layer is created that is detached from local providers. However, the
use of WiFi technology in the Serval Project entails the disadvantages of in-
compatibility issues and reduced range compared to LoRa (Gardner-Stephen
& Palaniswamy, 2011). To resolve the range limitation, inexpensive and weath-
erproof extenders which use UHF to allow for long-distance connections have
been designed (Gardner-Stephen et al., 2017).

Höchst et al., 2020 connect smartphones via Bluetooth with LoRa capable micro-
controller boards. A specific chat application allows the smartphone user to
send SMS-like messages as LoRa signals to other users. The developed system
allows for device-to-device communication with an experimentally evaluated
range of up to 2.89 km.

Baumgärtner et al., 2020a describe a similar application that differs from our
approach in several ways. Firstly, it is based on the scenario of immediate crisis
communication in environments without any ICT, while our goal is to build
a communication network that can serve as a substitute for internet-based
communication also in the medium and long term, where previous existing
ICT is damaged. Secondly, a major difference lies in the choice of hardware
needed for the implementation, which is also rooted in the scenario choice:
While Baumgärtner et al., 2020a have developed additional battery-powered,
low-cost relay nodes and pager devices, our project aims at utilizing only already
installed commodity LoRaWAN gateways for communication purposes. By this
way, our system does not need specific actions regarding crisis prevention, but
is just available for all farms that use LoRaWAN IoT technologies.

Therefore, the aim of our work is to design and implement a concept that
enables addressed communication between LoRaWAN gateway hardware in a
multi-hop network without internet access. In doing so, the advantages offered
by the physical layer of LPWAN technologies are to be utilized. This concept
is intended to ensure the resilient transmission of messages and to develop a
communication system. The use case and exemplary scenario are presented in
the following section.

13.4 U S E C A S E A N D S C E N A R I O : E M E R G E N C Y C O M M U N I C AT I O N F O R
A G R I C U LT U R A L A R E A S

Farmers in developed countries are increasingly adopting smart farming tech-
nologies involving IoT solutions. To our understanding, LoRaWAN has a high
standing in this domain, probably due to low-cost sensors and low sequential
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costs. To build up resilience capacities regarding communication infrastructure
in this domain, we see an opportunity to leverage the increasing adoption of
LoRaWAN setups for a self-operated communication network. Such a com-
munication network could be used for emergency communication over long
distances when the landline and cellular network is broken. It could also help to
organize the farmers’ workforce in situations of prolonged internet connectivity
outages, or allow neighborhoods surrounding of these farms to communicate
with other nearby communities. We have three kinds of possible messages in
mind that could be exchanged in crisis scenarios and that differ in their time
priority:

T I M E - C R I T I C A L C O M M U N I C AT I O N There are numerous reasons for a
need for time-critical communication, e.g. a medical emergency. In the farming
context, there is often a need to coordinate multiple neighboring actors that are
required to combine their workforce during harvest within ideal time windows.
Such messages are short, but should arrive in seconds rather than minutes.

T I M E - R E L A X E D C O M M U N I C AT I O N In emergency situations, there is also
a need for regular communication between people in a local community. This
involves transmission of small-sized data like messages, medium-sized data like
photos or small audio-files, or large-sized data like videos. This data exchange is
not considered to be highly time-sensitive, but should, of course, be transmitted
as fast as possible.

S E N S O R - R E L AT E D C O M M U N I C AT I O N For technology-driven farming that
enables optimal use of resources like water, fertilizer, fuel, and electric energy,
the analysis of recent environmental data is of great importance. However,
typically not every farm has all kinds of sensor stations. This applies particularly
to small, family-driven businesses, which are predominant in Europe. Therefore,
such small farms in particular have a specific need for sensor data exchange,
as this could provide necessary data without the financial burden of having to
invest in multiple sensor stations. Especially for weather analyses, aggregated
data from multiple neighboring regions, in the best case high-quality data from
meteorological services, could be of high importance to improve a farm’s overall
efficiency. Such data is likely to be extensive, but not as time-sensitive as the
other communication.

In the next section, we elaborate on the possibility of connecting farms via
LoRaWAN, that has a reliable coverage of several kilometers, using Germany
as an example.

13.5 FA R M - T O - FA R M D I S TA N C E S

To have a first estimate about the feasibility of connecting neighboring farms
via wireless communication technologies, we evaluated distances between
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farms. As we have no access to a farm address database (perhaps there is no
such database), we have chosen to evaluate available data provided by the
OpenStreetMap project and developed a tool for this purpose.

13.5.1 Querying and Processing OpenStreetMap Data

The objective is to determine whether the given distances that a wireless setup
has to bridge between individual farms can be achieved by LoRaWAN. For
this purpose, we developed a tool in python4. The tool’s jobs can be roughly
grouped into three parts:

1. retrieving: query and filter OpenStreetMap data

2. processing: calculate distance matrix

3. presenting: generate statistics and graphs

To retrieve farms, we were faced with the problem that OpenStreetMap has an
inconsistent level of detail in the mapped data, especially when comparing rural
and urban areas. Next to large cities, farms are often tagged very accurately
(building=farm), even with the company name. In such cases, a query for
farm buildings retrieved a superset of current farm businesses’ buildings. In
rural areas, however, farms are not often tagged as such, resulting in low recall
performance, i.e., there are many non-retrieved farms. We chose to use the
tag landuse=farmyard: “Area of land with farm buildings (farmhouse, sheds,
stables, barns, etc.)”5 and to filter empty areas. Using this tag provides a better
approximation of current farm business areas (more relevant elements), but
requires additional filtering of the retrieved data (also more false positives).
Filtering is done based on the child elements of the farmyards. In case there
is no building inside a farmyard, we omit this area as we are only looking for
buildings. As some neighboring farmyards were obviously part of the same
farm business – sometimes as a result of a complex polygon that was split,
sometimes because a street splits an area – we decided to merge nearby (up to
300m distance from geometric center to center) areas. Even in case this merges
multiple farm businesses, they might share their communication link in case
of an emergency situation. In the last step of the retrieving part, we selected a
random building on each of the remaining areas as a representative farmhouse
that may contain IT equipment, including a LoRaWAN gateway.

The processing is a much more straightforward task. Based on the filtered farm-
houses, we calculated center points for each farm. These centers allowed us
to compile a distance matrix that takes into account the curvature of the earth
by using geopy.distance. We embedded comfort functions to store inter-
mediate results to continue a distance matrix creation, which can take several
hours depending on the node count and computational resources. Based on the

4https://github.com/PEASEC/distance-statistics
5https://wiki.openstreetmap.org/wiki/Item:Q4877

https://github.com/PEASEC/distance-statistics
https://wiki.openstreetmap.org/wiki/Item:Q4877
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Table 13.1: Count of retrieved farms (N = 117,744) that have at least n neighbor-
ing farms in a specific range.

range [km] 1 2 3 4 5

n = 1 96,229 112,662 116,419 117,301 117,580
n = 2 72,758 104,620 113,455 116,288 117,192
n = 3 52,974 95,979 109,450 114,550 116,438
n = 4 37,084 87,739 104,914 112,405 115,429
n = 5 25,263 80,133 100,247 109,826 114,093

distance matrix, we evaluated two properties: (1) minimum distances between
farms, and (2) count of neighboring farms in a range of [1, 2, 3, 4, 5] km. We
took these ranges as assumptions for typical real-world coverage of LoRaWAN
hardware, respecting our experience for typical deployment ranges, as well as
literature (El Chall et al., 2019).

Presentation of the statistics is done by using geopandas, folium, and
matplotlib. Embedded in an jupyter notebook file, the statistics allow for
further data analysis.

13.5.2 Analysis of Retrieved Data

We ran the tool for all federal states of Germany as an example for a large
industrialized European country. Contacting colleagues from different parts
of Germany allowed us to verify retrieved data on a random basis and check
the data quality for their local neighborhood. Comparing the data with the
statistics of the agricultural sector in Germany, we find that the number of
buildings we retrieved (N = 117,744) is only 45% of the registered agricultural
businesses in 2021 (N = 259,200) (Statistisches Bundesamt (Destatis), 2021b). To
our understanding, this is mainly due the incompleteness of OpenStreetMap
data, being a voluntary tool without the claim for 100% correct data. Taking
this into consideration, our data represent a rather lower bound of possible
application. Nonetheless, our data evaluation shows that the principal idea
can work for some areas: As shown in Table 13.1, most of the detected farms
(N = 80,133; 68%) have five or more neighboring farms within a 2 km radius,
which is supposed to be a feasible range for LoRaWAN devices with good
antennas in rural areas (El Chall et al., 2019).

We also clustered the buildings using DBSCAN (Ester et al., 1996), which creates
groups such that each member of a group has at least one neighboring member
in the same group with the maximum distance set. In Table 13.2 clustering results
are presented for the parameter combinations ϵ with 1000m, 2000m, and 3000m,
and minPts with 3, 5, and 7. Figure 13.1 shows three plotted configurations
with colored clusters. As can be seen, there are very large differences in the mean
size of the clusters in our data set, ranging from 10.68 to 143.87. As expected,
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Table 13.2: Results of different clustering parameters.

ϵ 1000 m 2000 m 3000 m

minPts 3 5 7 3 5 7 3 5 7

count 7881 3462 1743 3345 1910 1401 1076 916 745

mean 10.68 16.35 19.69 32.73 52.12 63.83 107.71 122.79 143.87

std 163.76 188.38 68.78 836.33 1045.44 1059.23 2904.94 3058.33 2034.03

median 4 7 10 5 8 11 6 8 11

max 14,028 10,768 1863 46,643 44,396 38,674 95,328 92,615 50,657

noise 33,545 61,143 83,427 8252 18,199 28,318 1848 5265 10,563

(a) ϵ = 1000 m (b) ϵ = 2000 m (c) ϵ = 3000 m

Figure 13.1: Clustering results with maximum distance ϵ and at least five ele-
ments per cluster (minPts = 5). Each element of a cluster is assigned a random
color. All (including non-clustered) buildings are displayed as gray dots over-
laid. With a point-to-point communication range of 2000 m or more, large parts
of south and west of Germany could be covered.

increasing the maximum Euclidean distance between two points (ϵ) reduces the
noise points, i.e., the coverage of the data set by all clusters is higher.

13.6 S I M U L AT I O N

Based on the results from the previous Section Farm-to-Farm Distances, we
see the opportunity of building networks that connect neighboring farms via
LPWAN networks that could be used for small data exchange, e.g., messaging.
In this section, we evaluate two DTN routing approaches by simulation using
gathered real-world data from OpenStreetMap.

13.6.1 Setup

For simulation of the network approach we use the ONE (Keränen et al., 2009)
DTN simulation software. We test two scenarios (Kuntke & Baumgärtner, 2023):
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Figure 13.2: As we investigate on neighborhood communication, we reduced
large clusters of our data set by k-Means to get more community-sized clusters
for simulation.

(1) complete static nodes using only LoRaWAN as a transmission channel, and
(2) a mixed-mode with additional WiFi ad-hoc data exchange of mobile nodes.

The simulation is based on real geographic data extracted from the data gener-
ated as described in Section Farm-to-Farm Distances. For further processing we
decided to use one of the previously described DBSCAN clusterings results with
a moderate setting, i.e. ϵ = 2000m and minPts = 5. The largest cluster of this
data set has a size of 44,396 elements. As the scope of our work is the connection
of farms and people inside a local community, we decided to further reduce the
size of large clusters to better approximate the size of local communities. For this
reason, we reduce each cluster c with |c| > 100 by using k-Means with k = ⌈

|c|
100⌉

to receive rather community-sized clusters. Figure 13.2 visualizes the resulting
data set (base data set without k-Means visualized via Figure 13.1b), and Table
13.3 presents the statistics. Based on the 95% confidence interval (35.74, 39.10),
we decided to simulate 40 randomly chosen clusters, which should give us a
good approximation of the complete data set.
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Table 13.3: Statistics of the k-Means post-processed data set, used for picking
simulation areas.

count mean std median max

2660 37.42 37.42 11 224

(a) Cluster 7, one of the smallest clusters
with 5 elements.

(b) Cluster 1, largest cluster with 116 ele-
ments.

Figure 13.3: Static nodes (farms) overlaid on extracted OpenStreetMap paths,
used for simulation of pedestrians.

The 40 selected clusters have an average size of 37.95 (std = 37.29). The largest
chosen cluster includes 116 elements, and there are three clusters with the
smallest size of 5 elements. For the mixed-mode scenario, we took mobile nodes
into consideration. To have a more realistic simulation, we exported additional
path geometries from OpenStreetMap to let our simulated pedestrians (mobile
nodes) move on streets and ways. Figure 13.3 shows two exemplary clusters
with their corresponding paths.

General Simulation Configuration

Both scenarios are simulated for all 40 clusters. The simulated time duration
is 12 hours (43,200 seconds), with 0.05 second update intervals. Each cluster
element is considered to be a static node, representing a farm. To evaluate the
performance of two common DTN routing protocols for our scenario, we ran
all configurations with both PRoPHET and Epidemic routing.

Scenario Related Configuration

We used the following settings for our two scenarios:

S TAT I C A random static node sends a message to a random target within
⌊ 1800s
|node|

⌋. The message size is also random, between 80 and 500 Bytes. The
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(a) static (b) mobile

Figure 13.4: Message delivery rates of both scenarios. Mean over all 40 runs.

LoRaWAN communication range is set to a maximum of 2000m, and the trans-
mission speed is set to 7 kbps, which is between 5470 bps (data rate 5) and 11
kbps (data rate 6). These static nodes also have a WiFi interface; however, with
a limited range of 100m, they are not used in the static scenario at all.

M O B I L E Scenario mobile uses the same static nodes as scenario static, but adds
mobile nodes representing pedestrians. We add as many mobile nodes as static
nodes, i.e. one moving person is simulated per farm, traveling during the day.
A random node (static or mobile) sends a message to a random target within
⌊ 3600s
|node|

⌋. The message size is also random, between 80 and 500 Bytes. These
mobile nodes only have WiFi interfaces (smartphones) to exchange messages
when in a range of 100m with another mobile node or with a static node. Each
WiFi interface is set up with a transmission speed of 54 MBit/s.

13.6.2 Results

Statistics of the messages sent are presented in Table 13.4 and Table 13.5. The
evaluation shows that in both scenarios, the flooding-based Epidemic routing
achieves a higher delivery probability, at the cost of more routed messages.
Figure 13.4 plots the message delivery rate over time for both scenarios. In
static, Epidemic routing could deliver about 99% of the created messages. Both
PRoPHET and Epidemic routing have an almost constant delivery probability

Table 13.4: Message statistics of static. Mean over all 40 runs.

created started relayed delivered delivery
_prob

latency
_avg [s]

Epidemic 927.75 66,411.25 66,410.63 917.03 0.99 0.29

PRoPHET 927.75 10,211.43 10,210.90 614.78 0.81 0.18
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Table 13.5: Message statistics of mobile. Mean over all 40 runs.

created started relayed delivered delivery
_prob

latency
_avg [s]

Epidemic 927.75 123,095.88 123,095.40 835.18 0.88 3863.13

PRoPHET 927.75 54,895.90 54,895.55 631.78 0.72 7326.52

after a few minutes. From the second hour, however, a gap builds up between
PRoPHET and Epidemic routing. Interestingly, static with LoRaWAN-only com-
munication achieves an overall higher delivery performance compared to mobile.
From a technical point of view, this is obvious, since the mobile nodes must first
come within WiFi reception range of another node. However, this could have
practical implications: With regard to successful message delivery, it may make
more sense to nudge users to rely less on mobile ad hoc connections via WiFi,
and instead rely on static but connected LoRaWAN gateways.

13.7 C O N C E P T A N D I M P L E M E N TAT I O N

Based on the results from previous Section Simulation, we see the opportunity
of building networks that connect neighboring farms via LPWAN networks, that
could be used for small data exchange, e.g., messaging. LoRaWAN itself offers
a range of multiple km depending on the settings, hardware and geographic
circumstances. In this section, we describe our concept and the proof-of-concept
implementation.

13.7.1 Concept

We assume a farm building contains a small server for the purpose of running
management software, as well its own LoRaWAN network server, to be able to
collect and process the data without limitations and running expenses. When
considering the challenges of using LoRaWAN for our goal, we are faced with
high airtime of up to nearly three seconds per frame, a duty cycle restriction for
most region/band combinations (e.g., 1% in the EU within the 868 MHz band),
low payload and potentially unavailable network nodes (e.g., powered-down
gateways), and additionally also the typical wireless problem that transmissions
can fail in practice for various reasons (e.g., high noise in the used frequency
band). Then again, we achieved a potentially high transmission range of up to
several km by extending an existing software ecosystem.

Communication via LoRaWAN Gateways

Our goal is to use neighboring LoRaWAN gateways to communicate with
each other. A proxy is supposed to intercept the communication between the
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LoRaWAN Network Server and a gateway and forward our own frames to another
processing pipeline. In this way we do not interrupt the IoT setup in its regular
operations, but add our emergency communication layer on top. In our concept,
the LoRaWAN network server software and our proxy are located on a physical
mini server next to the gateway.

LoRaWAN Frames According to ISO/OSI

On the Physical Layer, we are bound to LoRa transmission, as we use off-the-shelf
LoRaWAN gateways. On the Data Link and Network Layer, we differ from the
plain LoRaWAN standard (LoRa Alliance Technical Committee, 2020) in that
we use our own frames. However, we only differ in the fields MACPayload and
MIC for our goal. In this way, we could be compatible with future LoRaWAN
repeaters (LoRa Alliance Technical Committee, 2020), which may enhance the
usefulness of our approach. On the upper layers (Transport, Session, Presentation),
we use BP7 (Burleigh et al., 2022) for message delivery allowing applications to
send and receive bundles.

Routing Between End-Devices

The ability to send frames via a gateway with our proxy software, as well
as receive and process frames sent by other gateways, allows us to integrate
this into the bigger picture of creating a disruption-tolerant multi-hop com-
munication network. For this purpose, we need a routing logic that processes
bundles. In case of a received bundle there are two options: (1) the current
gateway is the destination, meaning the bundle must be forwarded internally
to an application/end-device; or (2) the bundle must be forwarded externally,
meaning it has to be sent out by the gateway. By using the bundle protocol
standard, we allow applications to exchange data through additional ways,
e.g., via a smartphones’ Bluetooth or WiFi. One important aspect is the address
scheme. For this purpose, we use the phone number (E.123 notation) as the
interplanetary network (IPN) endpoint identifier, as every user is expected to
possess one main mobile device and a unique phone number. As we have a
very limited payload, we use 4 bytes for the address by calculating the CRC-32
checksum of the phone number. The bundle itself is encoded as Concise Binary
Object Representation (CBOR) (Bormann & Hoffman, 2020), according to the
standard.

13.7.2 Implementation

When inspecting the ChirpStack6 (the de-facto standard open-source LoRaWAN
network server), we saw that all necessary communication from and to gateways
had already been converted into a message queuing protocol (MQTT), which we

6https://chirpstack.io

https://chirpstack.io
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could use to read LoRa frames received by a gateway, as well as send messages
via a LoRaWAN gateway. By sending commands to a gateway, we can specify
the payload in our own way, respecting the limitations on maximum payload
size depending on the set up data rate (SF and bandwidth). By doing this, we
do not have to intercept the packet forwarder, as described in our concept, but
we can do the same by just implementing a specific MQTT client, which reduces
the complexity.

Due to the modular design, we separated the two functions: (1) being
an MQTT client, reading LoRaWAN frames, and sending commands to-
wards a gateway, and (2) parsing LoRaWAN frames into DTN bundles, con-
taining routing logic, and connecting them with applications like our con-
cept messenger app. We implemented7 this (1) in Rust as a library, called
chirpstack_gwb_integration, and (2) also in Rust as our convergence
layer application spatz that uses DTN7-RS8 as BP7 implementation. Addi-
tionally, we created a simple browser-based messaging client with VueJS that
connects to a spatz instance via TCP/IP and allows us to send messages
as an end-user. Figure 13.5 depicts the components of our proof-of-concept
implementation.

C H I R P S TA C K _ G W B _ I N T E G R AT I O N The library’s9 main purpose is to be
a Rust interface for directly interacting with a gateway, which is registered on
a Chirpstack instance. The goal is not to interfere with the usual IoT setup of
a LoRaWAN instance, but being able to independently send and receive LoRa
frames via one or more connected LoRaWAN gateways. The library acts as a
MQTT client and allows the creation of callbacks for incoming messages, as
well as triggering downlink commands as outgoing LoRaWAN frames with
specific transmission parameters like frequency and data rate, and payload.

S PAT Z The main application10 implements the bundle protocol convergence
layer and the routing logic. It allows external user interfaces to connect to it by
using websocket connections. spatz also handles the packet fragmentation,
in cases a retrieved bundle could not be transmitted in one LoRaWAN frame.
Due to the higher delivery probability in our simulation results, we decided
to implement epidemic routing. For configuration settings, e.g. adding and
deleting associated phone numbers (IPN endpoint identifier), spatz has a
REST API.

Real World Setup

For our real world tests we use a Raspberry Pi 4, 4GB and three different
LoRaWAN gateways: Dragino LPS8, Dragino DLOS8N, and RAK 7268-N. One
node setup consists of a Linux server (e.g. Raspberry Pi 4) and one LoRaWAN

7https://github.com/PEASEC/LoRaWAN-DTN
8https://github.com/dtn7/dtn7-rs
9https://github.com/PEASEC/LoRaWAN-DTN/tree/main/chirpstack_gwb_integration

10https://github.com/PEASEC/LoRaWAN-DTN/tree/main/spatz

https://github.com/PEASEC/LoRaWAN-DTN
https://github.com/dtn7/dtn7-rs
https://github.com/PEASEC/LoRaWAN-DTN/tree/main/chirpstack_gwb_integration
https://github.com/PEASEC/LoRaWAN-DTN/tree/main/spatz
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chirpstack_gwb_integration spatz

LoRaWAN

Figure 13.5: Technical concept: Regular LoRaWAN setup is extended by a Lo-
RaWAN Packet Forwarder AddOn that allows to send and receive arbitrary
LoRa(WAN) frames. The concept allows message exchange during network
infrastructure outages.

Table 13.6: List of exemplary system component options with current prices
(retrieved in January 2023).

Component Type Name Price

Mini-Server Raspberry Pi 4 Computer Modell B,
4GB RAM

∼€70

Accessories (case, heat sink, power sup-
ply, 64 GB SDCard)

∼€26

Mini-Server Intel NUC 8 Rugged Kit 4GB RAM,
64GB SSD

∼€200

LoRaWAN Gateway (in-
door) Dragino LPS8N-868 ∼€160

LoRaWAN Gateway (in-
door) RAK 7268-N ∼€180

LoRaWAN Gateway (out-
door) Dragino DLOS8-868 ∼€320

Gateway (e.g. Dragino LPS8). Table 13.6 lists exemplary hardware costs. The
cost of our evaluation setup hardware for one node starts at €256 (Raspberry
Pi 4 + required accessories and a Dragino LPS8N-868). However, it should
be kept in mind that these hardware requirements — at least a LoRaWAN
gateway — are also necessary for regular LoRaWAN IoT setups, especially
for farms that require long range and cost-effective wireless transmission of
sensor data. We use Debian 12 as Raspberry Pi operating system, and Chirpstack
v4 is installed according to the official Quickstart Docker Compose guide 11. Our
own software (chirpstack_gwb_integration and spatz) is compiled and
executed directly on the Raspberry Pi. The browser-based messaging client is
served by its own Docker container on the Raspberry Pi and allows it to be
opened from a browser on a device (e.g. smartphone or laptop) on the same
network. With this setup we were able to confirm the proper operation of our
development with three nodes. As a limitation, we have not carried out a large-n
scale test with real hardware, which will be part of follow-up research.

11https://www.chirpstack.io/project/guides/docker-compose/

https://www.chirpstack.io/project/guides/docker-compose/
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13.8 C O N C L U S I O N

This work presents a novel approach for transforming commercial off-the-shelf
LoRaWAN setups into DTN base stations for long range communication and
looks into the feasibility of building communication networks in rural areas by
leveraging these LoRa-DTN base stations located on farms. Current research
has already shown how multi-hop networks based on LPWAN technology can
be used to increase coverage (Abrardo & Pozzebon, 2019; Ebi et al., 2019). Until
now, the focus has mainly been on the data flow between the end device (e.g.
the sensor) and the base station. We differ from the existing body of work on
multi-hop communication and LPWAN improvements through our use case
and design to provide support in crisis scenarios by DTN based message trans-
mission. The existing approaches for extending IoT-communication described
in the literature are not suitable for the design of a communication system
that we focused on. We also differ by using commodity hardware from the
existing works of LPWAN-based emergency communication technologies, as
those rely on specific devices like self-made pagers or smartphone companion
boards that might not being available in times of crisis event. By analyzing
data from OpenStreetMap, we have obtained an approximation of positions
of real farms in Germany. Even though the database is not complete, it gives a
good indication of how well our idea could work in the European area if farms
might enrich already existing LoRaWAN installations with our approach to be
able to communicate across farms without external infrastructure in case of a
crisis. Our simulation results have shown the feasibility, even if only LoRaWAN
is in charge of message transmission. One possible application scenario for
our development is to ensure the exchange of short messages during times of
communication infrastructure failure in rural communities. Future work should
identify the feasibility of concrete application cases under realistic conditions in
order to prepare the technology for real crisis scenarios.
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S U P P L E M E N T A R Y M A T E R I A L

A.1 S U P P L E M E N TA R Y M AT E R I A L F O R C H A P T E R 7

The following supplementary material for Chapter 7 (Resilience in Agriculture:
Communication and Energy Infrastructure Dependencies of German Farmers) is pre-
sented, consisting of material used to conduct and evaluate the focus groups
(qualitative analysis), as well as the items of the questionnaire (quantitative
analysis).

A.1.1 Focus Group Guideline

Aim: Determining attitudes, expectations, fears, and opportunities for resilience
capacity determination.

Method: Free discussion with the focus group. The topics will be outlined, and
possible introductory questions will be posed. Participants should report as
freely as possible about their experiences and expectations. The discussion is
somewhat guided by the instructors. The following topics and keywords serve
this purpose (roughly sorted by order, deviation possible):

Thematic sheet:

• Digitalization

– Opinion (current status is included in the questionnaire)
– Self-reflection (Am I a person who is familiar with digitalization?)
– Desire for promotion offers/expertise creation
– Digitalization for the businesses: own network, own server, own

information structure (What do you imagine a digitized business to
look like?)

• Resilience

– Discussion of which incidents and events are known to interfere
with the operating schedule. These do not have to be catastrophes.
Other keywords for the discussion: Outage of infrastructures (short-
term, long-term, how long until critical), power failure, water supply,
fuel supply, network failure (also mobile communication), if appli-
cable: environmental influences (weather (e.g., storm), climate (e.g.,
drought), pest and diseases),
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– Discussion about possible solutions (realistic and desirable). Key-
words to drop: aggregates, wells, diesel tanks, emergency supplies,
animal food, other materials.

– Role of insurance coverage

– Emphasizing that other actors are not available in the event of an
incident -> bridge to find out which players/actors are relevant.

For each incident:

1. What impact does this incident have on your business? (in your own
words)

(a) How could the incident be identified in advance? (forecasts by sen-
sors or warning services, experiences)

2. Which emergency measures do you take in this specific emergency situa-
tion?

(a) Do you think that you can cope with this situation with these mea-
sures? (assessment whether “enough” is done in the farmers’ own
perceptions)

(b) Are you able to continue the operation normally after the end of the
emergency situation?

(c) Communication with public authorities (obligation to register, emer-
gency contacts)

(d) What else would you support? What tools and services facilitate
dealing with the situation?
(identify individual perceptions of farms)

3. Are there any experiences in dealing with such situations? Were there
circumstances that disturbed the regular operation?

A.1.2 Codes and Categories Used for Open Coding

• digitalization in agriculture

– digitalization/understanding

– digitalization/examples and experiences

– digitalization/personal opinion

– digitalization/concerns

• infrastructure on farms

– hardware

* hardware/pc
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* hardware/tablet

* hardware/smartphone

* hardware/drone

* hardware/tractor

* hardware/robot
– software

* software/field record

* software/other software

• processes

– processes/communication with other stakeholders
– processes/stakeholders

• privacy

– privacy/fears, risks
– privacy/solutions

• resilience

– IT

* IT/ risks

* IT/ precautionary measures

* IT/ insurances

– electricity

* electricity/ risks

* electricity/ precautionary measures

* electricity/ insurances

– water

* water/ risks

* water/ precautionary measures

* water/ insurances

– roads

* roads/ risks

* roads/ precautionary measures

* roads/ insurances

– internet, mobile network

* internet, mobile network/ risks

* internet, mobile network/ precautionary measures

* internet, mobile network/ insurances

– other

* other/risks

* other/precautionary measures

* other/insurances



2 3 8

A.1.3 Questionnaire Items

Table A.1: Questions included in our online survey, translated from German
into English

Personal and business data

• What is your age range? [ 21-30 | 31-40 | 41-50 | 51-60 | 61-70 | over 70
| Not specified ]

• In which federated state do you work? (when several please decide for
the one with the largest share)

• Do you work on a farm? [ Yes | No | Not specified ]
• In which employment relationship are you working in the farm? [ Tem-

porary employed | Employed | Self-employed | Manager | Not specified ]
• Which agricultural sectors does your business serve? (multiple choice)

[ Crops | Permanent crops | livestock ]
• How many people work in the company where you are employed?
• What is the size of the agricultural area of your farm? [ Up to 20ha | Up

to 50ha | Up to 100ha | Up to 200ha | Up to 500ha | Not specified ]
• Do you perform any other activity in addition to your agricultural

activity?
• In which (non-agricultural) field are you active?
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Critical infrastructure

• How important do you consider the following infrastructures to your
operation: (Gas/Fuel | Electricity | Water | Transport | Mobile network
| Mobile internet (UMTS, LTE, 5G) | House phone | Fixed-line internet
(DSL, internet via cable connection)) [ Not | A little | Medium | Quite |
Very | Not specified ]

• How often have the following infrastructures experienced outages in the
past 12 months? (Gas/Fuel | Electricity | Water | Transport | Mobile
network | Mobile internet (UMTS, LTE, 5G) | House phone | Fixed-line
internet (DSL, internet via cable connection)) [ Never | 1x | 2x | 3x |
More than 3x | Not specified ]

• How much have the outages of the last 12 months limited their op-
erations: [ Not at all | Little stress / hardly any intervention necessary |
Moderately stressful / interventions necessary | Quite stressful / laborious
interventions necessary | Very strongly stressing / Hardly or not at all possible
to compensate the failure ]

• What precautions against infrastructure failures do you have in place
and have you already been able to help with incidents? (Power generator
| Well | Fuel supply | Feed supply | Other supply | Radio link | Other
(free text)) [ Not owned | Owned but not yet used | Owned and used, but
did not help | Owned and used and has helped ]

• Please estimate the duration of your operational capability in case of
infrastructure failure . . . (Feed supplier | Land trade | Dairy | Agri-
cultural technician workshop | Veterinarian | Other) [ under 4 hours |
4 hours or more | 12 hours or more | 24 hours or more | 2 days or more |
4 days or more | 1 week or more | 2 week or more | 4 week or more | Not
specified ]
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Resilience of digital systems

• When do you think the use of digital systems will make up the majority
(i.e. at least 50% of working time) of agricultural activities? [ This is
already the case | In 1 year | In 2 years | In 5 years | In 10 years | Later |
Never | Not specified ]

• Which of the following (digital) tools do you use? (Farm management
information systems (e.g. Farmnet) | Digital automatic milking sys-
tems | Herd management systems | Machinery with ISOBUS | Digital
communication platforms | Calculation aid | Others) [ Yes | No | Not
specified ]

• Please estimate how much the technology you use for outdoor and
indoor work is generally dependent on the Internet [ Not | A little |
Medium | Quite | Very | Not specified ]

• Which of your digital tools would continue to function exactly the same
even without an Internet connection (e.g., due to a communication
network disruption), i.e., they would also function in offline mode?
(Farm management information systems (e.g. Farmnet) | Digital auto-
matic milking systems | Herd management systems | Machinery with
ISOBUS | Digital communication platforms | Calculation aid | Others)
[ Does not work offline | Works partially offline | Works completely offline |
Cannot say ]

• Is your digital tools data in a cloud? (Farm management information
systems (e.g. Farmnet) | Digital automatic milking systems | Herd man-
agement systems | Machinery with ISOBUS | Digital communication
platforms | Calculation aid | Others) [ Yes | No | Not Specified ]

• Is your data secured by regular local backups? [ Yes | No | Not specified ]
• Do you see the possibility to establish direct contact with all involved

actors, e.g. via travel to the involved company? [ Yes | No | Not specified ]
• How important is digital communication to your operations? [ Not | A

little | Medium | Quite | Very | Not specified ]
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A.2 S U P P L E M E N TA R Y M AT E R I A L F O R C H A P T E R 1 0

The following supplementary material for Chapter 10 (GeoBox: Design and Eval-
uation of a Tool for Resilient and Decentralized Data Management in Agriculture) is
presented, consisting of material used to conduct and evaluate the usability
evaluation (qualitative analysis).

A.2.1 Evaluation Schedule Summary

1. Introduction

(a) Consent about processing of recorded data
(b) Questionnaire: demographics and job (4 - 9 questions) + technical

affinity Karrer et al., 2009 (19 questions)

2. Main part: Tasks with software based on a given scenario (Remote Usabil-
ity Test)

(a) Import (available) backup files (from hypothetical other application)
(b) Update field details on map (changes since imported backup was

created)
(c) Place an order for a soil sample examination
(d) Record a conducted fertilization

3. Concluding part

(a) Questionnaire: SUS Brooke, 1996 (10 questions)
(b) Conclusion (interview with 2 lead questions)

A.2.2 Evaluation Guideline

Introduction/Explanation

A I M O F T H E E VA L U AT I O N : Evaluation of the current state of development
with regard to user interfaces and planned functionalities.

A I M O F T H E P R O J E C T : Decentralized data storage and regional networking
for agricultural businesses. This includes storing the data in open formats and
possible compatibility with other products that may rely on the data. This is
why the system is also called a data hub.

I M P O R TA N T I N F O R M AT I O N : We will treat all data confidentially, but we
ask you to provide us only with information that is not secret or internal to the
company. If you are unsure about certain points, please let us know.



2 4 2

P R O C E D U R E : You will first get an online questionnaire with 8 questions
about yourself, such as your age range and experience with computers. Then
the recording of the system will be started. At this point, I will again specifically
point this out and then ask for your permission. From then on, the recording
will record images and sound and store them on servers of the German research
network. Only we will have access to the file. Afterward, you will be given a
scenario and tasks to be solved with the current state of development of the
system. We ask you to express your thoughts and impressions directly so that
we can also assess where there is potential for improvement, what may already
be good, and where improvements are absolutely necessary. After each task, we
would like you to answer a few questions, which we will ask you. At the end,
there is another questionnaire with 7 questions, which refers to the usability
of the system. We expect this to take about 30 to 60 minutes, including the
introduction, which we are already in. You are welcome to ask questions about
the process now, otherwise, I’d like to get right to it.

C O N S E N T T O R E C O R D A U D I O / V I D E O ?

• Secure storage of data internally at the university

• Use of data only anonymized and for research purposes

Statistical classification of participants (questionnaire)

1. What age range are you in?

2. In which federal state do you work? (if more than one, please choose the
one with the largest percentage)?

3. Do you work on a farm? (No: jump to the last question)

4. In which employment relationship do you work on the farm?

5. Which agricultural sectors does your farm serve?

6. Is your farm operated on a full-time or part-time basis? (Main occupation:
end)

7. In which (non-agricultural) sector do you operate?

8. How confident do you feel in using computer technology?k?
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Scenario-based tests (Remote-Usability-Test)

R O L E You manage a family business with one permanent employee and
cultivate cereals, primarily wheat, on a farm area of approximately 60 hectares.
As the role of the farm manager, you typically also handle the planning and
ordering. Likewise, only you have full access to the operational data.

D E S C R I P T I O N O F T H E S C E N A R I O It is winter, and it is time to start plan-
ning for the coming business year. An important fiber optic cable was destroyed
during construction work, and as a result, the distribution nodes experienced a
technical defect, leaving the large area in which you operate without a function-
ing internet connection. According to the companies responsible, it will take up
to several days to repair the damage.

TA S K PA RT 1 - FA M I L I A R I Z E You now want to load the farm data that you
exported earlier into the new application since it has promised to be able to act
offline as well. To do this, start the application and first familiarize yourself a
bit with the interface by drawing in a newly leased field.

Script

1. Download operating data

2. Initial start of the app via the browser

3. Follow dialog to load data

4. Open partial app map editor

5. Draw in new field

C O N C L U D I N G Q U E S T I O N S F O R TA S K PA R T 1

1. How do you feel about the interface after the first steps?

2. What suggestions do you have for improving the user interface?

3. How important would it be for you to be able to import data from other
programs that previously stored your operational data? And, from your
point of view, which programs should be paid special attention to?

4. Does the user interface give the impression of being expandable?
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TA S K PA RT 2 - S U B M I T T I N G A S O I L S A M P L E O R D E R ( U S A B I L I T Y- T E S T ) .
By now, you know that you have to place an order for a soil sample test to an
appropriate laboratory. You have chosen the laboratory "PEASEC-Lab" located
in your neighborhood. Fortunately, the soil sampling laboratory offers compati-
ble forms for download. Unfortunately, the internet access is still not working at
your company. Therefore, you now use the possibility to download the form file
at a friend’s in the neighboring town and then import it back to your company
computer via USB stick. Therefore, download the form from the website as a
file and import it into the application. Fill in the form and save the completed
form as a file. If the file has been saved, the task has been completed. In this
case, we assume that the file can be sent via USB stick either directly to the soil
sampling laboratory, or it can be sent via a neighboring place again via e-mail
or web form.

Script:

1. Find and download form via website

2. Open geo-forms sub-app

3. Import form in the third tab

4. Open and fill in form in first form

5. Save form

6. Export completed form

C O N C L U D I N G Q U E S T I O N S F O R TA S K PA R T 2

1. Could the scenario occur like this, in your opinion?

2. Do you have any ideas on how to improve import and export?

3. How important is it to you to always be able to go back to the file level,
i.e., to be able to export (and also import) smaller data sets (e.g. a single
form) from a program as a file?

4. Do you feel that you have control over the data in the user interface, i.e.,
that they are not sent on without permission? How could this feeling be
strengthened/supported in case of doubt?

TA S K PA R T 3 - D O C U M E N TAT I O N After the soil sample has been taken,
fertilizer has been applied successfully in the meantime. The applied amounts
of fertilizer are now to be documented again by hand since the automatic
transmission did not work. On the field with the name "field for winter wheat",
the fertilizer Alzon 46 was applied with 2.7 dt/h and a total of 125 kg N/ha.
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Please record the fertilizer quantities accordingly in the "Buchungsjournal"
sub-app.

Script:

1. Sub-app Buchungsjournal

2. Open input mask for field measure "apply mineral fertilizer"

3. Enter values, given: "Field for winter wheat", "Alzon 46", "2.7 dt/h", "125
kg N/ha".

C O N C L U D I N G Q U E S T I O N S F O R TA S K PA R T 3 .

1. Would you have expected the input masks elsewhere, and if so: where?

2. How intuitive do you find the documentation option?

3. Which actions should be available by default (offline)?

Standardized usability evaluation (questionnaire)

S Y S T E M U S A B I L I T Y S C A L E ( S U S ) Use of SUS Brooke, 1996 in German
translation 1, whereby each question is answered on a scale from 1 (do not agree
at all) to 5 (completely agree)

1. I think I would like to use the system frequently.

2. I found the system unnecessarily complex.

3. I found the system easy to use.

4. I think I would need the help of a technophile person to use the system.
System benutzen zu können.

5. I thought the various functions in the system were well integrated.

6. I think the system contained too many inconsistencies.

7. I imagine that most people could learn to use this system very quickly.

8. I found the system very cumbersome to use.

9. I felt very confident using the system.

10. I had to learn a lot before I could start using the system.

1https://experience.sap.com/skillup/system-usability-scale-jetzt-auch-auf-deutsch/

https://experience.sap.com/skillup/system-usability-scale-jetzt-auch-auf-deutsch/


2 4 6

Closing questions (interview)

1. According to your estimation, how long would it take you to be able to
use the interface confidently?

2. What potentials and problems or challenges do you see in using this
application for basic data management?

3. How important is the issue of offline capability to you? Or: How acute do
you see the dangers of internet failures, and how dependent do you think
companies are on applications that require the internet to function?

4. Topic GeoBox: Do you see fundamental problems and dangers with the
offline-first approach (if necessary, this will be explained), e.g., impairment
of usability?

5. Do you have any general comments on the test procedure or the tested
functions, and if so, which ones?

Thank you for participating in our test!



“ D O . O R D O N O T .

T H E R E I S N O T R Y. ”

Y O D A
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