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Abstract In our laboratory, we employ two biphoton sources for quantum key distribution. The first is
based on cw parametric down-conversion of photons at 404 nm in PPKTP waveguide chips, while the second
is based on the pulsed parametric down-conversion of 775 nm photons in PPLN waveguides. The spectral
characterization is important for the determination of certain side-channel attacks. A Hong-Ou-Mandel
experiment employing the first photon source revealed a complex structure of the common Hong-Ou-
Mandel dip. By measuring the spectra of the single photons at 808 nm, we were able to associate these
structures to the superposition of different transverse modes of the pump photons in our waveguide chips.
The pulsed source was characterized by means of single-photon spectra measured by a sensitive spectrum
analyzer as well as dispersion-based measurements. Finally, we also describe Hong-Ou-Mandel experiments
using the photons from the second source.

1 Introduction

Cryptography is at the heart of today’s technology.
Basically all transfer of data over the internet is
encrypted via the RSA algorithm: Two parties employ
a public and a private key to keep any information safe.
While encrypting the message using the public key is
possible for everyone, only the recipient of the message
holding the private key is able to decrypt the message
properly. Decrypting the message without the private
key, i.e. computing the private key from the public key,
requires the prime factorization of large numbers. As
this is a complex problem for any classical computer,
the RSA algorithm is complexity-theoretic secure. How-
ever, the security of public key infrastructure is poten-
tially threatened by the advent of the quantum com-
puter. It can be proven that the Vernam one-time-pad,
which is a random key of the same length as the message
and only used once, provides information-theoretically
secure communication. Thus, the problem remaining is
the distribution of this key.

A possible solution to this challenge is quantum key
distribution (QKD). It has gained a lot of interest in
recent years as it can provide such a method to dis-
tribute a secret key between two parties referred to as
Alice and Bob. Moreover, due to the no-cloning theo-
rem, it is possible to identify whether an eavesdropper
(“Eve”) has tried to acquire the key or parts of it. This
is an entirely new property compared to classical sym-
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metric key distribution. Moreover, QKD allows for a
long term secure communication storage of data [1].

Today, a variety of QKD protocols exist and first
companies already offer QKD systems on the mar-
ket [2,3]. Usually, photons are used as the quantum
information carriers. They can be easily distributed
over optical fibers or free-space optical links.

QKD protocols use the different degrees of freedom
of photons to encode the quantum information, such as
polarization, phase and time. Some QKD protocols use
entangled photon pairs, generated e.g. by spontaneous
parametric down-conversion (SPDC) [4,5] or sponta-
neous four-wave mixing [6,7]. As commercial applica-
tions demand for high key rates, wavelength multiplex-
ing may also be used to increase the key rates, simul-
taneously making the wavelength spectrum of the pho-
tons a subject of interest.

While QKD provides unconditional security in an
ideal implementation, practical implementations might
suffer from shortcomings rendering them exploitable
against certain attacks [8]. Some of these attacks
might be side-channel attacks, i.e., attacks that are not
directly linked to the quantum channel. Examples for
such side channels are, among others, power consump-
tion or the wavelength of the photons used in the com-
munication.

In this paper, we discuss the investigation of two
of our photon sources for QKD experiments based on
spontaneous parametric down-conversion (SPDC) in
waveguide chips manufactured by AdvR, Inc. in a type-
II down-conversion process. The first source is pumped
by a single-mode laser diode at 404 nm and operates
at around 808 nm for free-space QKD based on the
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Fig. 1 Single photon
spectra generated by
SPDC in the NIR. The
dashed vertical line in the
spectra corresponds to
double the wavelength of
the pump radiation. A rich
structure is revealed
strongly depending on the
selected pump mode
depicted in the image
above the spectra. The
waveguide chip has a
multimode structure for
404 nm, but is single mode
for the NIR photons

BB84 protocol. The PPKTP waveguides have a length
of 4 mm and 11 mm and are between 3µm and 8µm
wide. They are single-mode for the NIR, but multi-
mode for the 404 nm pump.

The second is a fiber-based source for QKD com-
patible with telecom wavelengths around 1550 nm. The
waveguide chips are 24 mm long PPLN chips with
10µm wide waveguides. While ultimately it is geared
towards a WDM based ansatz for a quantum hub,
understanding the sources is the key. Therefore, we
address in this paper the spectral characterization of
the photons generated in our sources.

We investigate the spectra of the down-converted
photons by spectrographs capable of single-photon
detection in both cases. Depending on the pump mode,
i.e., alignment of the 404 nm pump, the spectra look
decisively different, as shown in Fig. 1. The other stud-
ies were performed with Hong-Ou-Mandel interferom-
eters [9] and a setup with similarity to the Hanbury-
Brown-Twiss interferometer, i.e., the Shih-Alley inter-
ferometer [10].

2 Photon characterization around 808 nm

As our free space implementation of the BB84 protocol
required degenerate photon pairs at 808 nm, we set up a
Hong-Ou-Mandel (HOM) interferometer to make sure
that the 808 nm source actually produced degenerate
photon pairs.

In the HOM interferometer, two photons impinge on
two different inputs of a beam splitter, while in the
two exits of the beam splitter coincident events are
recorded, i.e., the number of photon pairs that are sepa-
rated by the beam splitter. As long as both photons are
distinguishable, this separation is a probabilistic event.
Half of the photon pairs will be separated, the other

half will jointly exit the beam splitter. The HOM inter-
ference is an effect of indistinguishable photon pairs:
both photons will bunch, they will stick together with
certainty, coincident events in the different outputs will
decrease to zero.

In the 808 nm setup the two down-converted photons
are generated in a type-II process, i.e., they are orthog-
onally polarized. Thus, they are separated by a polariz-
ing beam splitter and guided by polarization maintain-
ing alignment fibers to a free-space Hong-Ou-Mandel
interferometer (HOMI). One path of the interferometer
can be changed in length as to make the photons distin-
guishable by different arrival times on the beam splitter.
Coincident events in the outputs of the beam splitter
are detected by two avalanche photo diodes (APD). The
polarization of the two photons in the interferometer is
adjusted by two half-wave plates.

The well known Hong-Ou-Mandel dip is visible once
the two photons are degenerate and impinge simultane-
ously onto the beam splitter, i.e., when they are indeed
indistinguishable. It is interesting to note that the shape
of the dip depends on the spectral properties of the two
photons. Two possible shapes are depicted in Fig. 2b
(middle) along with the corresponding experimental
spectral shape (left column of Fig. 2b). While the over-
all shape is as expected (right column of Fig. 2b), we
found subtle deviations clearly visible due to the high
S/N ratio in our measurements.

In order to further investigate these deviations, we
set up a second two-photon interferometer according
to Shih and Alley [10]. Here, the two photons of a
pair impinge on the same input of a beam splitter,
the separation of the photon pairs is random in every
setup. However, indistinguishable photon pairs sepa-
rated by the beam splitter are projected onto a polar-
ization entangled state described below. Our type-II
808 nm photons are guided to the interferometer setup
by a polarization maintaining fiber. A Michelson type
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(a) (b)

Fig. 2 a Setup of the Hong-Ou-Mandel experiment for
the 808 nm photons. FC fiber coupler, APD single-photon
detectors, HWP half-wave plate, BS beam splitter, M mir-
ror. b Spectral shape (left) for the SPDC photons w/3 nm
bandpass filter and 4 mm waveguides, s-s-polarized, p-p-

polarized (top), spectrum for the SPDC photons with 11 mm
w/o filter (bottom), (middle) expected HOM dips, (right)
actual HOM dips with subtle differences to the expectation

(a) (b)

Fig. 3 a Setup of the Shih-Alley experiments. FC fiber coupler, APD single-photon detectors, QWP/HWP quarter/half-
wave plate, PBS polarizing beam splitter, BS beam splitter, M mirror b results

interferometer is used to induce a time delay between
the two photons of a pair. They are separated by a
polarizing beam splitter cube and recombined at the
same cube after the double pass of two quarter-wave
plates. By shifting the path length of one photon with
respect to the other one before recombination, the rela-
tive arrival time at the Shih-Alley interferometer (SAI)
is controlled. Upon entering the SAI both photons
impinge onto a beam splitter (cf. Fig. 3a).

To observe the Shih-Alley interference, a half-wave
plate as well as a PBS are placed in each of the outputs
of the beam splitter. Two APDs register coincidences
between these two outputs which exhibits interference
between the two photons. For a parallel orientation
of the analyzers one cannot detect any coincidences,
whereas a perpendicular orientation actually produces
a maximum. The expected shape (Gaussian or trian-
gular) of the curve is equivalent to that of the HOM
interferometer.

Figure 3b shows typical SAI spectra for different
down-converted spectra. In order to control the energy-
time state of the signal and idler photon, the phase

matching condition of the PDC process has to be
manipulated. This can be done by changing the tem-
perature of the chip or the wavelength of the pump
radiation. As shown, we opted for different pump wave-
lengths. The top row shows the spectra of the down-
converted s-polarized and p-polarized photons, the bot-
tom row shows the results of the corresponding SAI
correlation measurements. The SAI data show a rich
interference structure with regions showing bunching
(above 100%) and anti-bunching (below 100%).

Figure 4 explains this in more detail. Again, we show
a spectrum on the left and the corresponding SA inter-
ferogram on the right. The spectra show the s-polarized
and p-polarized down-converted photons. Clearly, there
are spectral contributions which might be either s-
polarized or p-polarized. They originate from different
pump modes; thus, each fulfilling a slightly different
phase matching condition. This behavior is possible due
to the multi-mode character of the waveguides for the
pump radiation. The pump wavelength and the crystal
temperature have been chosen such that the s-polarized
idler is degenerate with the p-polarized signal from the
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other mode. Thus, we have a photon state which can
be described by the entangled state

|Ψ〉 =
1√
2
(c| �ωi

,↔ωs
〉 + eiφd| ↔ωi

, �ωs
〉) (1)

with angular frequencies ωi = ω0 − Δω
2 , ωs = ω0 + Δω

2 ,
polarization states � and ↔ and real coefficients c, d,
ω0 is half the pump frequency and �Δω is the energy
difference between signal and idler photon. This entan-
glement is unique to the type-II SPDC process under
consideration and can explain the rich structure of our
SAI results. In order to simplify the discussion, we only
consider a state with a spectrum consisting essentially
of only two idler/signal contributions. After separation
at the polarizing beam splitter and propagation in the
SA interferometer, the input state at the final beam
splitter is given by:

|Ψin〉 = e
i(kil�+ksl↔)

c| �ωi
, ↔ωs 〉 + e
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The phases contain the propagation distances l�, l↔ for
the s-polarized and p-polarized photons as well as the
wave numbers ki = ωi

c0
, ks = ωs

c0
. At a lossless 50/50

beam splitter the mode transformation for the different
polarization directions is given by [11]
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for either wavelength, with different signs originating
from the Fresnel formulae. The output state of the beam
splitter at the detectors 1 and 2 can be calculated to be
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By applying the transformation of parallel analyzers
under 45◦, b†

↔ = (b†
↙↗ + b†

↖↘)/
√

2, b†
� = (b†

↙↗ − b†
↖↘)/

√
2,

and considering only creation operators b†
↙↗, i.e parallel

analyzer settings, the coincidence count rate yields

Nc ∝
∣∣∣ei(kil�+ksl↔)c − ei(φ+kil↔+ksl�)d

∣∣∣
2

= |c|2 + |d|2 − 2cd cos(ΔkΔz − φ) (4)

with Δk = ki −ks and Δz = l� − l↔ leading to a spatial
oscillation period of Δs = 1/Δk. Thus, in case of more
than one entangled mode, the SA interferograms can
be explained by a superposition of rates as in Eq. (4)
resulting in an overall pattern of

Nc(Δz) ∝
∑

i

|ci|2 + |di|2 −2cidi cos(ΔkiΔzi −φi) (5)

Figure 4d shows such a superposition for four modes
depicted in Fig. 4c. Clearly, the green line which is the
weighted sum of the individual contributions represents
the SA interferogram very well. Thus, the structure of
our SA interferograms originates from a superposition
of energy-time entangled states generated by different
pump modes in the SPDC process.

For the HOMI, the derivation is similar: Instead of
Eq. (3), the mode transformations of the state from Eq.
(2) at the beam splitter are

a†
� =

(
b†(1) + b†(2)

)
/
√

2 and a†
↔ =

(
b†(1) − b†(2)

)
/
√

2,

(6)
as one polarization needs to be rotated by 90◦ before
impinging onto the beam splitter. This results in the
output state
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leading to the same coincidence rate as in Eq. (4).

3 Photon characterization around 1550 nm

In the 1550 nm region, photon pairs were generated
by pumping the SPDC crystal with frequency-doubled
laser light from an erbium-doped fiber amplifier. The
amplifier could be seeded either by cw light from a
frequency-stabilized seed laser at 1550.51 nm or with
nearly transform-limited pulses at 1 MHz repetition
rate generated by applying an electro-optic amplitude
modulation to the cw seed laser. The frequency-doubled
pulses were nearly Gaussian with a pulse width of
3.1 ns. In either case, the crystal for photon pair genera-
tion was a 24 mm long fiber-coupled MgO:PPLN (mag-
nesium oxide-doped periodically poled lithium niobate)
ridge waveguide crystal designed for type-II SPDC. The
orthogonally polarized photons were separated by a
polarizing beam splitter (PBS) for the measurements.

For the characterization of the 1550 nm photons we
implemented three experiments: (1) a grating spectro-
graph with a different detector suitable for this wave-
length range (2) a setup for spectral measurements
based on time-of-flight analysis in dispersion-engineered
optical fibers (3) an HOM interferometer in the 1550 nm
region employing an all-fiber-component setup.

3.1 Grating spectrograph

For photon spectra measurements, a commercial grat-
ing spectrograph (Andor Shamrock SR-500i Czerny-
Turner spectrograph with iDus InGaAs 491 Detector)
was set up. In order to reduce thermal noise, the detec-
tor needs water cooling and should generally be placed
in a cool environment. Thus, the whole spectrograph
and detector were enclosed in an inhouse-made insu-
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(a) (b)

(c) (d)

Fig. 4 a Spectra for the s-polarized and p-polarized SPDC
photons. The dashed line indicates the degenerate wave-
length for the pump wavelength used b SA interferogram
including a fit according to Eq. (5) c Same as in a except

the location of the four modes used in the fit are indicated
by vertical lines d individual contributions of the modes to
the SA signal (dashed line) and overall fit as in b (green
line)

lating box with temperature and humidity control, so
that the spectrograph could be cooled down without
condensation of water from the air. The box allowed
for water cooling of the detector with 1 ◦C water tem-
perature and an ambient air temperature of around
8 ◦C.

With the grating spectograph, the photon spectra of
the crystal were measured for different crystal temper-
atures. As the temperature affects the phase matching
of the crystal, the SPDC spectrum shifts with temper-
ature. In Fig. 6a, spectra close to the temperature of
40 ◦C for wavelength-degenerate SPDC are shown. For
each temperature, signal and idler spectrum were mea-
sured separately.

For an ideal crystal, a nearly sinc2-shaped spectrum
is expected for both signal and idler spectrum [11].
However, the measured spectra show a strong asym-
metry with multiple side lobes at one side and only one
small side lobe on the other side.

The transverse mode structure of the pump light can
influence the photon pair spectra significantly. Never-
theless, the overall spectrum for both signal and idler
together is symmetric as expected from energy conser-
vation. Below the main peak for one polarization, a
smaller maximum of the other polarization is observed.
This is explained by residual photons from the comple-
mentary polarization due to non-perfect separation in
the fiber-optic polarization beam splitter.

In addition to the grating spectrograph, a setup
for spectral measurements via time-of-flight analysis of
photons in a medium with high chromatic dispersion
was implemented. The chromatic dispersion spectrom-
eter setup uses the signal photons of the produced pairs
as a herald and converts the spectral shape of the idler
photons into a temporal distribution via propagation
in a dispersion-shifted optical fiber of known disper-
sive power. Similar setups have been demonstrated ear-

Table 1 Parameters for dispersion modules in chromatic
dispersion spectrometer setup

Compensation module for 30 km 60 km

Dispersion parameter in
ps nm1 km1

166.6 (1) 140.6 (1)

Fiber length in km 3.157 (3) 7.349 (1)
Loss in dB 2.38 (4) 3.5 (1)

lier [12]. Our setup consists of the pulsed photon pair
source, a dispersion-engineered optical fiber, two single-
photon detectors and timing electronics. The pulse
emission was controlled by the clock of the timing elec-
tronics (IDQuantique ID900) that converted the out-
put of the photon detectors (IDQuantique ID220) into
timestamps. From the arrival time difference distribu-
tion between signal and idler, the photon spectrum was
derived from the known dispersion. To further suppress
the background, only counts matching the pulse cycle
of the SPDC source were counted. Two commercial dis-
persion compensation modules designed to compensate
for chromatic dispersion over 30 km and 60 km stan-
dard single-mode fiber (SMF-28) were used. Param-
eters for the modules were measured with commer-
cial OTDR and chromatic dispersion measurement sys-
tems (cf. Table 1). First, a single-pass configuration was
implemented. The idler photon was sent through the
modules and the SPAD was connected directly. Second,
a double-pass propagation through the modules was
implemented by using a fiber-optic circulator and fiber
mirror in order to increase the dispersion (cf. Fig. 5).

The performance of the setup is limited by the pho-
ton loss restricting the successful pair detection rate as
well as by the timing jitter reducing the temporal and
spectral resolution, accordingly. In comparison to the
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Fig. 5 Chromatic dispersion spectrometer setup (double-
pass configuration)

single-pass setup, the double pass increases the spectral
resolution at the cost of lower count rates. By using a
low mean number of μ = 0.2 generated photon pairs
per pulse, the multi-pair emission probability was set
low enough in order to avoid detection of photons from
different pairs in the two detectors. Thus, the temporal
resolution is not limited by the pump pulse length of
more than 3 ns, but by the jitter of the electronics and
photon detectors of around 500 ps.

Figure 6b shows a comparison between a spectrum
acquired with the spectrograph at 40 ◦C crystal tem-
perature and spectra obtained from the chromatic dis-
persion spectrometer. The acquisition times for both
methods differ significantly. Although in principle pos-
sible, no deconvolution of the arrival time distribution
from the measured distribution and the jitter distribu-
tion was applied for resolution enhancement.

3.2 Hong-Ou-Mandel interference

For HOM measurements an all-fiber-based setup was
implemented (cf. Fig. 7a). First, HOM spectra were
measured at the degeneracy temperature of 40.17 ◦C.
The spectra shown in Fig. 7b were acquired without
any spectral filtering as well as with different band pass

filters as noted in the figures. The dip changes with
decreasing filter bandwidth from triangular to almost
Gaussian as expected. The FWHM of the triangular
dip is 0.93 nm. This can be compared with the expected
value of

FWHMexpd =
Lc0
2

(
dks

dω
− dki

dω

) ∣∣∣∣
ω=2πc0/λ0

(7)

for an ideal crystal of length L [11]. Plugging in the
material-dependent parameters for the crystal used in
the experiment, this yields FWHMexpd = 1.03 nm.

The maximum of the visibility, calculated by dividing
minimum and maximum coincidence rate, was 80.6%
for the measurement with the 2 nm band pass filter.
The remaining coincidence counts within the dip can
be attributed to different effects. First, the band pass
filters were centered at 1550 nm whereas the central fre-
quency of the photon pairs was at 1550.51 nm. Second,
the fiber optical components were connected via mat-
ing sleeves, which do not optimally preserve polariza-
tion, leading to a few percent of leakage into the fast
axis of the PM fibers. Third, the spectra of the photons
are intrinsically asymmetric, as can be seen in Fig. 6a.
As perfect HOM interference is only expected for indis-
tinguishable photons, all these effects contribute to a
decrease in HOM visibility. Narrow-band filtering can
be applied in order to make the photon spectra indis-
tinguishable [13]. In order to implement this approach,
two fiber Bragg gratings centered at 1550.5 nm with a
FWHM of 0.5 nm were used. This led to the expected
broadening of the dip, but no significant increase in
the visibility could be achieved. As the FBG only work
for the slow axis of the PM fibers, two different FBGs
needed to be inserted into both arms of the interfer-
ometer. Taking the different shapes of the FBG trans-
mission curves into account, the maximum achievable

(a) (b)

Fig. 6 Spectral measurements in the 1550 nm region. a
Signal and idler spectrum of SPDC from a 24 mm long
fiber-coupled PPLN ridge waveguide crystal pumped with
1.78 mW cw laser light at 1550.5 nm. The acquisition time
was 400 s per spectrum. b Comparison between dispersion
spectrometer in single-pass and double-pass configuration
with a spectrum from the commercial grating spectrograph.
The measurement time for the dispersion-based measure-
ments was 12.5 h at a pulse repetition rate of 20 MHz for

the single-pass and 10 MHz for the double pass with a mean
photon pair number of μ = 0.2 per pulse. The spectrograph
data is the idler spectrum from subfigure (a) at 40 ◦C crys-
tal temperature. As the dispersion spectrometer does not
provide an absolute value for the wavelength, the maxima
were aligned to match. The conversion from arrival time to
wavelength for the CDS was performed based on the values
from Table 1
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(a) (b)

Fig. 7 HOM spectra measurements around 1550 nm. The
variable delay line was realized with a piezo linear stage.
For the measurements in b a band pass filter centered
at 1550.0 nm, which is slightly different from the central
wavelength of 1550.51 nm, was used. Fiber Bragg Gratings
(FBG) were used together with circulators for narrow-band

filtering. The difference in the dip positions between the
spectra originates from the difference in the optical path
length for fast and slow axis of the PM fibers in the band
pass filter components. b Hong-Ou-Mandel spectra for pho-
ton pairs around 1550.5 nm with and without filtering at
40.17 ◦C crystal temperature

visibility was calculated to 93.3%. The coincidence rate
in the plot with FBG filtering in Fig. 7b on the lower
right decreases at the boundaries as the coupling effi-
ciency of the free-space delay line was optimized only
for the central region between 4 mm and 6 mm.

4 Summary

In summary, we have performed experiments on sin-
gle photons generated by SPDC in waveguides in the
wavelength ranges of 808 nm and 1550 nm used in our
QKD experiments. In both wavelength ranges, we have
employed spectrographs capable of single-photon detec-
tion sensitivity for a better understanding of the SPDC
process. This was crucial to understand the rich struc-
ture observed in our HOM and SA Interferometer
experiments for the 808 nm-photons. In the wavelength
range around 1550 nm we performed HOM experiments
as well as measurements with a chromatic dispersion
spectrometer. We find a significant influence of the
spectral properties with the pump mode. As we are
employing type-II processes in the SPDC process, a
subtle entanglement effect can be observed in the two-
photon interference experiments, e.g., in the HOM and
SA interferometers as the two-photon interference spec-
tra can be explained by the observation of entangled
states due to the photons’ spectral properties.
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