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A B S T R A C T

Nowadays, quality assurance for highly configurable software has become increasingly
important. One of the most established ways to ensure software quality is testing. For ex-
ample, old legacy systems are enhanced (called retrofitting) to cope with new Industrie 4.0
demands and the variability of the environments. During retrofitting, changes to the sys-
tems must not introduce new bugs, and backward compatibility must be ensured. Addi-
tionally, software is often implemented as a software-product line (i.e., a family of similar
but distinguishable products) to include the variability. This introduces three challenges
for quality assurance in Industrie 4.0. First, testing single and often safety-critical prod-
ucts. Second, ensuring backward compatibility and quality assurance during retrofitting
and lastly, to cope with configurability during testing. To automate the generation of test
cases for quality assurance, different tools exist. Those tools usually extract test goals for
a given program based on a coverage criterion (e.g., statement coverage) and try to cre-
ate test cases to cover all test goals. Additionally, in different environments, the focus on
efficiency (e.g., CPU time) or effectiveness (the number of bugs found) differs. For safe-
ty-critical systems (e.g., autonomous systems in Industrie 4.0), software quality is crucial.
Therefore, the focus is on effectiveness. In other cases (e.g., certification of systems) the
focus is on efficiency due to fixed requirements for testing. Although effectiveness and
efficiency often obstruct each other, both, and especially the trade-off between both can be
improved. However, currently few studies are concerned with the trade-off during testing
and the impact of different test-case generation strategies on the trade-off.

This thesis presents novel techniques to increase efficiency, effectiveness and optimize
the trade-off for test-case generation. First, we focus on increasing efficiency for single
products (e.g., for certification purposes). Since generating test cases for a single product
often leads to many test goals, we developed new techniques for test-case generation with
many test goals. First, we group test goals into partitions and execute a single reachability
analysis for each partition. Second, we combine different analysis techniques to further
increase efficiency. We evaluate different partitioning strategies and combine two different
analysis techniques with different time limits to study the impact on efficiency.

Next, we present novel techniques to increase effectiveness during regression testing
(i.e., testing changes, e.g., during retrofitting). The goal of regression testing is to detect
bugs introduced due to the changes. However, as bugs are not known beforehand, no test
goal exists that guarantees to detect the bug. Still, some test goals lead to test cases with
high chances to detect a bug. For example, test goals resulting in test cases leading to
different output behaviors compared to the previous program version are usually more
effective compared to test cases only traversing the program changes. The methodology
developed in this thesis enables us to configure novel test-case generation strategies (and
test-suite reduction) to tune the resulting test suite in terms of effectiveness, efficiency,
and especially in terms of the trade-off. In our evaluation, we also measured the impact
of different parameters of our methodology on effectiveness and efficiency.

Lastly, to cope with the configurability of software-product lines, specific testing tech-
niques are needed. One established technique to cope with the configurability during
testing is sampling. Sampling derives a set of products from the product line and uses
conventional testing techniques for each product. However, the effectiveness of the sample
often remains unknown. To this end, we developed a technique based on mutation test-
ing to measure the quality of sampling strategies based on effectiveness and efficiency. All
techniques and methodologies developed during this thesis are motivated and explained
on a running example and evaluated on real-world and synthetic programs.
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K U R Z FA S S U N G

Qualitätssicherung von hoch-konfigurierbaren Systemen wird heutzutage immer wichti-
ger. Das Testen ist eine der bewährtesten Methoden, um die Qualität solcher Software zu
sichern. Zum Beispiel müssen Altsysteme, die verbessert werden (auch Retrofitting ge-
nannt), um mit neuen Ansprüchen im Industrie-4.0-Umfeld und dessen Variabilität um-
gehen zu können, getestet werden. Während solcher Verbesserung ist es essenziell, dass
keine neuen Fehler eingefügt werden und die Systeme rückwärtskompatibel bleiben. Zu-
sätzlich wird die Software oft als Software-Produktlinie (d. h. eine Familie ähnlicher, aber
unterscheidbarer Produkte) implementiert, um die Variabilität zu unterstützen. Daraus
ergeben sich drei Herausforderungen an die Qualitätssicherung im Industrie-4.0-Kontext.
Die erste Herausforderung ist das Testen von einzelnen und oft sicherheitsrelevanten Pro-
dukten. Die zweite Herausforderung ist die Sicherstellung der Rückwärtskompatibilität
und die Qualitätssicherung während des Retrofittings. Die letzte Herausforderung ist der
Umgang mit der Konfigurierbarkeit von Systemen während des Testens. Um die Test-
fallgenerierung der Qualitätssicherung zu automatisieren, existieren verschiedene Tools.
Diese Tools extrahieren für gewöhnlich zuerst Testziele aus einem gegebenen Programm,
basierend auf einem Überdeckungskriterium (z. B. Anweisungsüberdeckung), und ver-
suchen Testfälle zu erzeugen, die alle Testziele abdecken. Zusätzlich wird der Schwer-
punkt in verschiedenen Branchen unterschiedlich auf die Effizienz (z. B. die CPU-Zeit)
oder die Effektivität (die Anzahl der gefundenen Fehler) gelegt. Für sicherheitskritische
Systeme (z. B. autonome Systeme in Industrie 4.0) ist die Softwarequalität essenziell. Da-
her liegt hier der Fokus auf Effektivität. In anderen Fällen (z. B. bei der Zertifizierung
von Systemen) liegt der Fokus auf der Effizienz, da die Ansprüche an das Testen bereits
vorgeschrieben sind. Auch wenn die Effektivität und die Effizienz sich oft gegenseitig
behindern, können beide und vor allem der Trade-Off dennoch verbessert werden. Aller-
dings gibt es derzeit wenige Studien, die sich mit dem Trade-Off und der Auswirkung
von verschiedenen Testfallgenerierungsstrategien befassen.

Diese Arbeit entwickelt neuartige Techniken, um die Effizienz, Effektivität und den
Trade-off bei der Testfallgenerierung zu optimieren. Zuerst gehen wir auf neue Verbes-
serungen der Effizienz bei der Testfallgenerierung einzelner Produkte (z. B. für Zertifi-
zierungen) ein. Da die Testfallgenerierung für einzelne Produkte oft viele Testziele bein-
haltet, haben wir für dieses Szenario ein neues Verfahren entwickelt. Dazu gruppieren
wir die Testziele zuerst in sogenannte Partitionen und führen für jede Partition eine Er-
reichbarkeitsanalyse durch. Zusätzlich kombinieren wir verschiedene Analysetechniken,
um die Effizienz weiter zu steigern. Außerdem evaluieren wir verschiedene Partitionie-
rungsstrategien und kombinieren diese mit zwei verschiedenen Analysetechniken mit
unterschiedlichen Zeitlimits, um die Auswirkungen auf die Effizienz zu untersuchen.

Als Nächstes präsentieren wir eine neue Technik, um die Effektivität während des
Regressionstestens zu erhöhen (d. h. dem Testen von Änderungen, z. B. während des Re-
trofittings). Das Ziel von Regressionstesten ist die Erkennung von Fehlern, die durch die
Änderungen neu eingeführt wurden. Allerdings sind Fehler nicht vorher bekannt, daher
gibt es keine Testziele, die die Detektion von Fehlern garantieren. Dennoch gibt es Testzie-
le, die zu Testfällen führen, die mit hoher Wahrscheinlichkeit Fehler finden. Zum Beispiel
gibt es Testziele, die zu Testfällen führen, die ein unterschiedliches Verhalten des neuen
Programms im Gegensatz zum alten Programm aufzeigen. Diese Testfälle sind in der Re-
gel effektiver im Vergleich zu Testfällen, die die Änderungsstellen nur erreichen. In dieser
Arbeit haben wir eine Methode entwickelt, die es uns erlaubt eine Konfigurierung neuer
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Testfallgenerierungsstrategien (und Testsuite Reduktion), um die resultierende Testsuite
hinsichtlich ihrer Effektivität, Effizienz und dem Trade-off zu justieren.

Zuletzt, um die Konfigurierbarkeit von Software-Produktlinien zu bewältigen, sind be-
stimmte Techniken für das Testen notwendig. Eine sehr etablierte Technik ist das Samp-
ling. Dazu wird eine Menge an Produkten aus der Produktlinie abgeleitet und diese dann
mit konventionellen Testmethoden getestet. Allerdings ist die Effektivität eines Sampling-
Verfahrens oft nicht bekannt. Aus diesem Grund haben wir eine Technik entwickelt, die
basierend auf Mutationstesten die Qualität von samplebasierten Strategien hinsichtlich
ihrer Effektivität und Effizienz misst. Alle Techniken und Methoden, die in dieser Arbeit
entwickelt wurden, werden anhand eines Beispiels motiviert und erklärt sowie zusätzlich
anhand von Echtwelt- und synthetischen Programmen evaluiert.
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1
I N T R O D U C T I O N

Nowadays, quality assurance for highly configurable software has become in-
creasingly important. One of the most established ways to ensure software qual-
ity is testing. For example, in the current advent of Industrie 4.0, old legacy sys-
tems are enhanced (called retrofitting) to cope with the new demands. During
retrofitting, changes to the systems must not introduce new bugs, and back-
ward compatibility must be ensured. Additionally, highly configurable systems
are used to cope with the variability of Industrie 4.0 environments. The software
of those systems needs to support the configurability and, therefore, is often im-
plemented as a software-product line (i.e., a family of similar but distinguishable
products). In the remainder of this chapter, we will first provide an overview of
the research areas covered in this thesis, followed by a discussion about the chal-
lenges tackled in this thesis.

The most prominent approach for developing highly-configurable systems is
software-product-line engineering (SPLE). [144] The goal of SPLE is to design
and develop a product family consisting of similar but distinguishable products.
For example, a family of plotters consisting of a laser-plotter, a pen-plotter, etc.
One of the two key design elements of SPLE is the development of a core func-
tionality shared by all products of the family (e.g., the axis control of plotters).
The second key design element is the variable functionality (e.g., plotting with a
laser, or plotting with a pen), which is encapsulated in so-called features. Those
features allow high-level customization options by selecting or deselecting these
features (and, therefore, activating or de-activating the corresponding function-
alities). For a given configuration, a product can then be derived, and, therefore,
tailored products for individual customers can be easily created.

The development of SPLE is also split into two processes, namely domain en-
gineering and application engineering. [144] The process domain engineering is
concerned with the design of (re-usable) artifacts necessary for building the SPL
(i.e., the features and the corresponding functionality). Therefore, domain engi-
neering is responsible for the design of the product family (i.e., all products) and,
therefore, which features are needed. Additionally, domain engineering is con-
cerned with the implementation of the features, however, not with the implemen-
tation of the resulting products [14, 144]. The process application engineering is
responsible for building specific products tailored for customer needs. To this end,
configurations over features (by selecting or deselecting features) are created, and
a corresponding product is derived. Lastly, application engineering is concerned
with the validation and verification of derived products.

1



2 1 Introduction

Additionally, SPLs are also further enhanced after the initial development. Those
enhancements could be due to retrofitting or maintenance (bug fixes, etc.). Espe-
cially in Industrie 4.0, backward compatibility is crucial. For example, given a set
of instruction for a plotter should provide the same resulting plot for both an old
and a new version of the plotter software. While certain parts of the new code
might have different behavior compared to the old code, as long as the resulting
plot is the same, backward compatibility is ensured. Therefore, changes made to
the software need to be tested as well. Testing those changes is called regression
testing.

1.1 Challenges

Test-Case Generation for Products . One of the key activities in qual-
ity assurance in SPLs is testing. As described, single products are derived from
the SPL during application engineering and need to be validated. In some cases,
this also involves specific testing criteria, for example, to certify a system (e.g.,
DO-178C used to certified software used in airborne systems [77]). However, man-
ual testing is costly and error-prone.

To this end, multiple steps within the testing process can be automated (e.g.,
execution of tests, etc.). Additionally, test-case generation can also be automated.
To this end, multiple studies are concerned with automated test-case generation.
However, the reachability of test goals (e.g., a line of code) is in general undecid-
able. Therefore, different heuristics and techniques try to optimize efficiency (in
terms of CPU time).

One promising technology for test-case generation is software-model check-
ing. [30, 83] The test goals (e.g., reachability of a line of code) are encoded as
negated reachability problem (e.g., assume a line of code is not reachable). The
software-model checker tries to prove the unreachability of the test goal. If the
test goal is reachable, a counter-example is generated from which a test case can
be extracted (see Sect. 2.3). [30, 83]

However, starting a reachability analysis for each test goal is expensive in terms
of CPU time, especially in the case of hundreds or thousands of test goals (e.g.,
for branch coverage for large programs). For many test goals, parts of the reacha-
bility analysis could be reused (e.g., if they share a common path) and, therefore,
re-computing the information of the previous reachability analyses is redundant.
One technique to cope with this problem is multi-property checking. [15] Mul-
ti-property checking computes a single reachability analysis for all test goals to
prevent redundant computations of similar paths. However, for software-model
checking, there exist different techniques to abstract from unnecessary informa-
tion during reachability analysis. For some test goals, the needed information
differs. Therefore, running a single reachability analysis for all test goals might
hinder abstraction and increase the CPU time.

Additionally, there exist different techniques for reachability analysis with soft-
ware-model checking. The choice of analysis technique also affects the CPU time,
as different techniques have different strengths and weaknesses. For example, a
predicate analysis is quite powerful (i.e., is able to solve most reachability prob-
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lems) and, often, able efficiently to handle loops in a program. However, it is also
computational expensive due to expensive SMT-solver calls (to solve the predi-
cate, e.g., a < 2 && a > 0). [24] Another technique (called explicit value analysis)
is fast for paths depending on few variables. However, it has troubles with loops
and paths consisting of many variable assignments. [24] Therefore, depending on
the technique used, a test goal might be covered very fast or not. However, the
choice often cannot be made for the entire program under test, but rather for
single test goals or groups of test goals.

The challenge for test-case generation for single products is the optimization of
efficiency in terms of CPU time by finding a trade-off between running a reacha-
bility analysis for each test goal and running a single reachability analysis for all
test goals and by combining different analysis techniques to utilize their strengths.

Test-Case Generation for Program Versions . Another challenge for
testing is regression testing. The goal of regression testing is to test changes made
to an existing system. Those changes may be due to retrofitting, bug fixes, new
features, or even removal of obsolete features and code. In any case, all changes
need to be tested to ensure that no new bugs have been introduced. Additionally,
backward compatibility often needs to be ensured by testing as well. However, it
is often infeasible to run the whole test suite each time a change has been made
since test suites for large systems tend to run for a large amount of time. Especially
in Industrie 4.0 scenarios, tests are often executed on a physical machine. This
additionally leads to material wear and increased maintenance costs. Therefore,
only a fraction of the whole test suite can be executed. [181]

To this end, different techniques have been proposed to make testing more fo-
cused on changes to the program. [181] Test-suite reduction aims at removing
obsolete test cases from the test suite. Test cases can become obsolete due to code
removal or changes in the control flow of the program and, therefore, are unable to
cover the corresponding test goal or other test cases also cover the same test goal
due to the changes. Test-case selection tries to select test cases from a test-suite
that are more likely to detect regression bugs (i.e., a new bug introduced by the
new changes). For example, usually, only test cases are selected that at least reach
a changed part of the code (called (modification-)traversing test cases). Otherwise,
the test case will never be able to detect a regression bug. [70] A more complex
test-case selection criterion is (modification-)revealing test cases (also called dif-
ferential test cases). [70] Those test cases not only reach the changes but also lead
to different output behavior compared to the previous program version. Note that
test cases often still need to be executed to ensure backward compatibility. Mod-
ification-revealing test cases are guaranteed to lead to different output behavior,
however, the different output might be intended.

Those test-case selection strategies can also be utilized for test-case generation
by creating test cases fulfilling those criteria (e.g., creating modification-revealing
test cases). Additionally, test-case selection and test-suite reduction can be used in
combination during regression testing (e.g., first reducing the test-suite and, next,
selecting test cases from the reduced test-suite). However, those techniques might
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obstruct each other (e.g., removing test-cases that might be needed for test-case
selection for later program versions).

Therefore, the challenge for test-case generation for program versions is to op-
timize the effectiveness and efficiency of regression testing. However, optimizing
both effectiveness and efficiency is often infeasible, as both goals obstruct each
other. Therefore, finding an optimal trade-off between effectiveness and efficiency
is vital.

Testing of SPLs . Testing during application engineering of SPLs can be done
on single products. However, testing all products is usually infeasible for real-
world SPLs due to the exponential growth of products compared to the number
of features. Especially in Industrie 4.0, testing multiple product might lead to
manual labor to reconfigure the physical machine and, therefore, testing multiple
products is even more expensive. To this end, several methodologies have been
proposed to tackle this issue. One of the most promising methods is sample-based
testing (also called sampling). [62] For sample-based testing, a representative set
of products is chosen and tested. The goal is to choose the set of products that all
(or most) bugs are present in at least one of those products and, therefore, are de-
tectable during testing. However, as it is impossible to know the bugs beforehand,
the optimal choice of a representative set of products is also unknown. To this end,
different heuristics are used to compute a set of products for sampling. A widely
used sampling criterion is τ-wise combinatorial feature-interaction coverage re-
quiring every valid combination of selections and deselections of τ features to be
contained in at least one test configuration c ∈ S. [63, 126] However, the num-
ber of products grows exponentially compared to the number of τ. Although, the
probability of finding bugs might also increase by increasing τ.

The challenge for testing of SPLs is, therefore, to choose a representative set of
products (e.g., by τ-wise sampling) to optimize the trade-off between efficiency
(i.e., the number of products that need to be tested) and effectiveness (the number
of bugs found).

1.2 Scientific Contributions

This thesis incorporates different testing strategies used for testing SPLs. To val-
idate SPLs with software testing, this thesis uses automated test-case generation
techniques to generate test-suites. One essential contribution is the optimization
of efficiency and effectiveness for different testing scenarios. The efficiency de-
pends on the testing scenario either focused on CPU time of the test-case gener-
ation (efficiencyCPU), the test-suite size (efficiencysize) for software products, or the
number of products that need to be tested (efficiencysamplesize) for SPL testing. The
efficiency metrics used in the following chapters are explained in detail in their
corresponding chapters. The effectiveness is the percentage reached of a corre-
sponding coverage criterion. That criterion is branch coverage in Chapter 3 and
fault coverage in Chapter 4 and 5.
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The scientific contributions of this work are concerned with the optimization
of the automated generation of test-suites for either products or product-version
histories and the testing of SPLs.

Contribution (1) - Efficient Test-Suite Generation for Software

Products . For the first contribution of this thesis, we extend the test-case gen-
eration technique from Bürdek et al.[40]. The technique from Bürdek et al. uses
multi-property checking to generate test cases for each test goal in a single reach-
ability analysis. However, as mentioned before, trying to cover multiple test goals
in a single reachability analysis might obstruct abstraction possibilities and, there-
fore, increase CPU time. To this end, the first extension is the grouping of test
goals (called partitioning) and the execution of a reachability analysis per group
of test goals (called a partition) with respect to different partitioning criteria. Parti-
tioning allows the grouping of test goals to reuse information during reachability
analysis and additionally prevents the loss of abstraction for tracking all test goals
in a single reachability analysis. Additionally, partitioning allows for paralleliza-
tion of the test-case generation since each reachability analysis for a partition can
be run in parallel.

The second extension is by combining partitioning with the cooperative soft-
ware-model checking from Beyer and Jakobs. [24] For this extension, we incor-
porate different analysis techniques in sequence to utilize their strengths and,
therefore, further increase efficiencyCPU during test-case generation.

Contribution (2) - Effective Test-Suite Generation for Software-
Version Histories . For the second contribution of this thesis, we build a
framework incorporating existing and novel techniques for generating test cases
tailored for regression testing. To this end, we utilize the test-case generation tech-
nique from our first contribution to generate test cases that are either modifica-
tion-traversing or modification-revealing (depending on the configuration of the
framework). As stated before, execution of test cases might be necessary since the
different behavior might be intended. However, might be costly (especially, if they
need to be executed on a physical machine). To this end, we support different
test-suite reduction strategies to increase efficiencysize during regression testing.

We also developed a novel technique to create multiple test cases for a single test
goal to increase effectiveness. Those test cases are guaranteed to traverse different
program paths when executed. This framework allows to increase the effective-
ness of regression testing and, additionally, to increase efficiencyCPU or fine-tune
the trade-off between effectiveness and efficiencyCPUand the trade-off between ef-
fectiveness and efficiencysizeby configuring different parameters.

Contribution (3) - Evaluating SPL Testing Strategies . For the third
contribution of this thesis, we build another framework to evaluate different test-
ing strategies for SPLs. As mentioned before, testing each product of an SPL is
usually infeasible. To this end, different techniques have been proposed to com-
pute a sample consisting of products that should be tested. However, if the sample
is effective in terms of bug detection is often an open question. To this end, our
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framework incorporates mutation testing techniques for SPLs to introduce bugs
in an SPL. Next, we use family-based test-case generation to check on which prod-
ucts the mutants are detectable on (i.e., for which product exists an input-vector
leading to different output behavior for the mutated product and the original
product). This information is then used to evaluate samples by calculating the
number of mutants that can be detected on products of the given sample. There-
fore, we are able to evaluate the effectiveness of different techniques proposed
in the literature for sample-based SPL testing. Additionally, the efficiencysamplesize is
calculated and to measure the trade-off between effectiveness and efficiencysamplesize.

1.3 Outline

In Chapter 2, we will first introduce a motivational running example from In-
dustrie 4.0 and a miniature example to further motivate and explain the concepts
of this thesis. Additionally, we will explain the background information needed
for the following chapters. In Chapter 3, we will provide additional background
for test-case generation with software-model checking. Additionally, we intro-
duce novel techniques to increase efficiencyCPU for test-case generation of software
products. In Chapter 4, we will provide additional background information for
regression testing and explain our novel framework for increasing the effective-
ness of regression testing. In Chapter 5, we will provide additional background
information for sample-based SPL testing and introduce our framework for eval-
uating the effectiveness of sample-based SPL testing techniques in terms of bug
detection. Finally, we will summarize our work in Chapter 6 and provide ideas
for future work.

1.4 Previously Published Material

This thesis includes ideas and material that has been previously published in
conferences and journals. Table 1.1 shows the publications from which content
has been used for this thesis. A list with all scientific publications of the author of
this thesis is found in Appendix C.

Table 1.1: List of Previously Published Material
Chapters Publications
Chapter 3: Test-Case Generation
for Software Products

Ruland et al. [156]
Ruland et al. [157]

Chapter 4: Regression Testing Ruland and Lochau [154]
Chapter 5: Testing of Software-Product Lines Ruland et al. [155]
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B A C K G R O U N D

This chapter introduces a running example from the Industrie 4.0 domain to moti-
vate the challenges tackled throughout this thesis. Next, we introduce a small pro-
gram written in C to illustrate concepts and notations (see Sect. 2.1.3). Thereafter,
we will explain basic concepts of software testing (see Sect. 2.2). In section 2.3, we
show different concepts and techniques for automated test-case generation. Next,
we describe regression testing concepts, such as test-suite optimization as well as
special coverage criteria for regression testing. Lastly, we explain basic concepts
of software-product lines and software-product line testing.

2.1 Industrie 4.0

During the last 17 decades, the industrial world has gone through three differ-
ent industrial revolutions. The first industrial revolution, in the second half of the
18. century, was based on mechanical inventions and changes in production [20].
Later, the second industrial revolution took place, mainly focusing on mass pro-
duction due to chemical and electrical advances [20]. The last industrial revolution
is based on computer science and the advent of computer systems [20].

However, the industry is currently advancing towards the fourth industrial rev-
olution, often called Industrie 4.0 or the Internet of Things (IoT)[175, 10]. Industrie
4.0 is based on intelligent, cyber-physical systems (CPS). These CPS are comprised
of multiple intelligent systems, storage systems, production facilities, and more.
These systems within a common CPS can autonomously interact, transfer data
and trigger different actions or directly control each other. This enables new ap-
plications and business models, which contain autonomous systems to further
optimize production. However, there are still many legacy systems comprised of
machines incapable of connecting with cyber-physical systems in industrial plants.
These legacy systems are rarely equipped with the necessary hardware and inter-
faces. [160]

To fully upgrade the production to cyber-physical systems, these legacy systems
need to be either replaced or upgraded to be fully integrated into the CPS. Since
the replacement of these machines is often quite costly (and in some scenarios
not possible), different strategies to upgrade legacy systems have been subject to
research in the last years. [160, 120, 122, 121]

In this thesis, we use a legacy system as motivation, which has been upgraded
with certain functionalities to fit into an Industrie 4.0 scenario. The focus in this
thesis is the software of the machine, which has to be upgraded as well to cope
with the newly implemented hardware.

7
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Figure 2.1: Laserplotter [113]

2.1.1 Plotter

We use a plotting machine as a running example for a legacy system. This machine
was built and upgraded as part of the Industrie 4.0 cluster within the Software
Factory 4.0 project1. The machine was upgraded to cope with new requirements
due to a new environment, namely Industrie 4.0. The plotter is a common com-
puterized numerical control (CNC-)machine, which was only able to print on
paper with either a laser or a pen. Figure 2.1 shows the original version of the
plotter [113]. It has two axes, which are moved by stepper motors. Additionally,
the laser can either be turned on or off, and the pen can be lowered or pulled up.
Lastly, on each axis is a limit switch, which is responsible for boundary checking
(i.e., to trigger a function if the motors hit the boundary).

As control software grbl2 is used. grbl is a CNC software that is quite popular
in the maker scene. Grbl takes single lines of so-called G-code as input. G-code is
a domain-specific language mainly developed for CNC machines. The language
itself is quite simple. Most of the time, each line of G-code is exactly one command.
While the language does support some control-flow structures, they are usually
not used. The reason is, most of the time, G-code is automatically generated based
on CAD models. Therefore, control structures are often not needed.

An example for a single G-code command is G01 X5, which states that the
machine should move in a straight line (G01) to the coordinate 5 at the X-axis
(X5).

Legacy Upgprades . To be able to participate in an Industrie 4.0 environ-
ment, different kinds of functionality should be provided by the machine. First,
the machine needs to be able to connect to other machines. However, most legacy
systems are not equipped with the needed interfaces. Therefore, their connec-
tivity often has to be upgraded to enable information transfer and communi-

1 https://www.software-factory-4-0.de
2 https://github.com/grbl/grbl
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Figure 2.2: Laserplotter with Paper Feed [113]

cation with other machines in a common CPS. To provide the necessary inter-
faces, different solutions have been proposed in the last years. [38] One promi-
nent example in science is OPC-UA, which is a machine-to-machine communi-
cation protocol [116, 148]. Second, user interaction with the machine should be
minimized [150]. Since these systems should work autonomously, each user in-
teraction might slow down the whole production process. Additionally, to work
fully autonomously, the needed amount of information by specialists should be
reduced to a minimum. Lastly, to maximize reuse additional functionality should
be select-able by configuration. This enables the usage of different variants of a
machine, without the need to implement each machine separately. This is called
(software-) product lines (see sect. 2.5).

First Upgrade . The initial plotter was only able to plot on a single sheet of
paper. After each plotting process, the sheet of paper had to be manually replaced.
To minimize user interaction in this process, the system was equipped with a
paper-feed mechanism.

For this purpose, a paper-roll and a motor were added to the machine. Fig-
ure 2.2 shows the additional hardware [113]. To control the additional motor, ex-
isting parts of the software have been re-used and extended. The new motor is
also controllable by G-Code commands. By implementing this upgrade as a new
variant of the plotter, we lifted our demonstrator to a product-line. This enables
easy installation of a plotter with or without paper feed.

Second Upgrade . The second upgrade of the plotter is the implementation
of a dry-run. Since grbl reads the G-Code statement-wise and executes each state-
ment directly, an incorrect G-Code file might crash the plotting-job midway (e.g.,
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incorrect bounds specified). Especially in an autonomous environment with po-
tentially many similar machines, it is essential to know which machine is able
to perform which job. For example, there could be multiple plotters with differ-
ent page sizes (e.g., DIN A4 or DIN A3). These boundaries (or other constraints)
might not be known a priori and can be evaluated by performing a dry-run. Ad-
ditionally, this upgrade can be used in combination with a digital twin (i.e., a
digital representation of the machine) to show the simulated movement of the
plotter [134, 176].

Third Upgrade . The third planned update is adding communication pos-
sibilities to the plotter. To this end, OPC-UA is utilized to implement an asset
administration shell [38]. This enables other OPC-UA components in the same
network to find the plotter via OPC-UA, to receive information about the plotter
and even to send data and commands.

By implementing these upgrades, the plotter is able to participate in an au-
tonomous Industrie 4.0 scenario as it is able to work without much user interac-
tion due to the first upgrade. It is able to test G-Codes before execution due to the
second upgrade, and it can communicate via OPC-UA due to the third upgrade.

2.1.2 Error-Codes

Incorrect inputs to grbl, such as invalid G-Code commands or commands which
violate constraints (e.g., leaving the axis boundaries), are reported via error-codes.
These error-codes are essential for dealing with unwanted behavior.[146] Changes
to grbl can modify behavior of already implemented G-Codes as well as intro-
duce support for new G-Codes. In both cases backward compatibility is essential,
as previously working G-Code commands still need to function properly. Espe-
cially, the parts of the source code responsible for error-handling (i.e., the grbl
error-codes) have to be tested thoroughly to prevent incorrect behavior (e.g., not
triggering an error-code due to incorrectly added features).

2.1.3 Running Example.

Since the full source code of grbl is too large to show in this thesis, we will use an
additional, smaller running example to illustrate concepts and ideas. The example
is written in C as well and serves as a representation for source code from grbl.
Figure 2.3 shows the source code of the running example. This source code is
the initial version P0 of the example and still contains three bugs. These bugs are
intentionally placed and fixed later on in this thesis to further illustrate concepts
in the following chapters

Specification. The specification of the function (i.e., the description, not nec-
essarily conforming to the implementation due to bugs) is as follows. The func-
tion find_last receives as inputs an integer-array x[] and an integer value y. The
purpose of the function is to find and return the index of the last element of x[]
with the same value as y. The first element of x[] carries as meta-information
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1 int find_last (int x[], int y) {

2 if(x[0] <= 1)

3 return -1;

4
5 int last = -2;

6 for (int i=0; i <= x[0]-2; i++)

7 if (x[i] <= y)

8 last = i;

9 return last;

10 }

Figure 2.3: Initial Version P0 of a Program Unit [154]

the length of the array. Therefore, the first element should be ignored during the
search for the value of y. Additionally, the function returns error codes in specific
cases. If the array is empty (i.e., only carries the meta-information size, which is
smaller or equal to one), the function returns the error-code −1. Lastly, if the array
does not contain any element with the same value as y, the function returns the
error-code −2.

Bugs . As mentioned, there are currently three bugs in our implementation.

1. Bug B1: The search index starts at 0, including the meta-information in the
search (see line 6).

2. Bug B2: The search index stops at x[0]− 2, which excludes the last element
from the search (see line 6).

3. Bug B3: The search matches all values smaller or equal to y instead of only
equal values (see line 7).

These Bugs will persist for now and will be fixed later on to further illustrate
concepts in the following chapters.

2.2 Software Testing

One of the key activities in software engineering is testing of the system. Bug
fixing is increasingly expensive and difficult the longer the bug remains unde-
tected [11]. Especially in safety-critical environments, bugs can lead to serious
consequences. Therefore, it is imperative to find and fix bugs as soon as possible.
Testing can be used to reveal bugs in the system. However, it is impossible to prove
the absence of further bugs. To prove correct behavior, the system would need to
be verified (i.e., to show for all possible inputs the correct behavior) and not only
validated/tested (i.e., to show the correct behavior for a fixed amount of inputs).
As testing all possible input values is often infeasible (even for small systems) for
the sheer amount of test cases needed, testing tries to focus on a selected amount
of properties that should be validated. Therefore, to test a system systematically
and thoroughly, the testing should be split into different parts. In the following,
we will explain different notions to specify which parts of the system are subject
to a specific testing methodology.
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There are two main properties of a software system, namely functional and
non-functional properties.

• Functional properties describe the fundamental behavior of the System. This
mainly contains the input and output behavior. For example, in our running
example, the specification states that the function should return the error-
code −1 if the array passed as parameter x is empty (i.e., only consists of
the meta-information size). If we execute the function with the input values
of x = [0], y = 0] the function indeed returns −1. This means the func-
tional property concerning this specific part of the specification is correctly
implemented.

• Non-functional properties describe the remaining behavior of the system.
Therefore, the focus on these tests is not the specified input/output behavior
but rather the system’s quality. This includes temporal behavior (e.g., how
long does the system execute) or reliability of the system.

In this thesis, we focus on the functional properties of a system. Non-functional
properties are out-of-scope.

2.2.1 General Testing Process

In general, the testing process can be divided into different levels [11]. This en-
ables the tester to write different tests (in different granularities) for different parts
of the system under test (SUT).

Unit Testing . The first level of the test process is the so-called unit test. Unit
testing comprises testing of single components of the SUT (e.g., single functions,
such as the running example shown in fig. 2.3). These units are tested inde-
pendently of other units, as the focus is on the unit’s internal correctness. To
test these functions, usually, an input vector and an expected output value are
used. [166]

Example 2.1. In regards of the running example (see fig. 2.3) a single test case
(i.e., an input vector and an optional output value) could be t = ([0], 0),−1.
This test case has the input vector ([0], 0), meaning the value [0] is passed to
the first parameter as an argument, and the second value 0 is passed to the
second parameter. Lastly, the value −1 is the expected output of the function.

In some cases, the output value is irrelevant (e.g., testing for crashes only needs
to validate whether the function crashes or not). In this case, the expected output
value can be omitted.

Integration Testing . The next level of the test process is the integration
test. This testing step tests multiple components and their interaction. Therefore,
the focus of integration testing are interfaces and interaction between components.
For this purpose, multiple components are integrated into a subsystem. There are
different integration strategies, such as big-bang, top-down, or bottom-up inte-
gration. [166]
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System Testing . The third level of the test process is the system test. System
testing is concerned with the system as a whole. The units have to be implemented
and integrated, and a testing environment has to be built (similar to the runtime
environment). The purpose of system testing is to test whether the system fulfills
all business requirements. For this purpose, the system is tested from the user’s
point of view.[166]

Acceptance Test. The last level is the acceptance test. In this phase, the
user/customer tests whether the software performs as intended (i.e., the user/-
customer tests if the software is acceptable). Usually, this is the first time the user
is involved in any of the testing processes.[166]

The methods introduced in this thesis are mainly concerned with unit testing.
Although, some cases additionally test multiple units in a single step.

2.2.2 WhiteBox- vs. BlackBox-Testing

While test levels are concerned with the part of the SUT that should be tested,
there are different notions on how to test these parts. In this chapter, we will
introduce the notions of BlackBox-, WhiteBox- and GreyBox-testing. [166]

BlackBox Testing . During BlackBox testing, the system is considered as a
black box, meaning the content of the system is unknown. BlackBox testing uses
the specification of the system to validate the properties of the SUT. To fully test
a SUT, a test case for each possible combination of input values is needed. Due to
the sheer amount of test cases needed, this is most of the time infeasible for real
systems. Therefore, test cases have to be selected to validate as much of the speci-
fication as possible while still being limited in the number of test cases. [166]

Example 2.2. In our running example (see fig. 2.3), the specification states
that the index of the last element with the same value as y is returned. This
can be validated with a test case, such as t = {([2, 1], 1), 1} . However, due
to the bugs, the incorrect result of 0 will be returned. Therefore, this test can
be created based on the specification and is able to reveal that at least one bug
is present when executed.

As it is often difficult to create test cases which validate the SUT without any
guidelines, different BlackBox testing strategies have been subject to research. [166]
One prominent method is the so-called classification tree method. This strategy
divides the input values into different classes and tries to merge values with the
expectedly same behavior. These classes are called equivalence classes, as the be-
havior of all values in an equivalence class is supposed to behave equivalent when
passed as parameter. Afterwards only one value of the given classes has to be se-
lected as a test case. Sometimes, the boundary values between the equivalence
classes are tested as well. [166] The most obvious advantage of BlackBox testing
is the fact, that testing is performed from the user’s perspective. Therefore, test
cases often resemble inputs that a user might perform. Additionally, as the inner
structure of the code is not necessary, BlackBlox testing can also be performed on
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programs where the source code is unavailable (e.g., third-party libraries). How-
ever, in case of complex input values (e.g., arrays of indefinite length) finding
relevant test cases is often hard. Additionally, finding test cases which test more
complex parts of the code is often difficult. Lastly, there exist different require-
ments a test suite must fulfill (e.g., standards) which are hard to fulfill without
knowledge about the source code.

WhiteBox Testing . WhiteBox testing primarily focuses on the internal rep-
resentation (e.g., source code) of the system instead of the specification to gener-
ate test cases. WhiteBox testing aims to choose an input vector to exercise certain
paths in the system (for example, to reach a certain line of code).[166]

Example 2.3. In our running example, a test goal might be to reach line 9.
To this end, we can check the source code to see that the test case needs to
provide the value greater than 1 for the first element of the array (i.e., the size
meta-information) to reach this line. The values for the other parameters do
not matter. Therefore, a test case for this goal could be t = {([2, 1], 0),−} .

Since the internal structure of the code is known, it is easier to create test cases
reaching specific parts of the code. Therefore, it is easier to reach complex parts of
the code or even vital parts, such as the error-handling routines in grbl (or other
Industrie 4.0 applications). Additionally, some requirements for test suites (e.g.,
standards, such as the RTCA/DO-178C standard) require specific parts of the
code to be covered (e.g., 70% of all branches). For these cases WhiteBox testing is
preferable to BlackBox testing. However, as the test cases are created based on the
internal structure of the code and not the specification, the test cases often do not
represent user behavior. Additionally, test case generation is often more expensive
(e.g., in terms of working hours) compared to BlackBox testing. [166]

GreyBox Testing . A combination of BlackBox and WhiteBox testing is Grey-
Box testing. GreyBox testing uses the specification to create test cases. Addition-
ally, it also takes part of the system’s internal representation into account (e.g.,
branch conditions or loops). [166]

WhiteBox testing enables us to test specific internal properties of the source
code itself. Especially in Industrie 4.0 this is vital (e.g., for testing proper error-
code behavior and other error-handling routines). Therefore, the methods used in
this thesis focus on WhiteBox testing and partly on GreyBox testing.

2.2.3 Coverage Criteria

The selection of test cases is often made based on so-called coverage criteria. There
exist many different coverage criteria, with different advantages and disadvan-
tages. Two of the most common coverage criteria are statement and branch cover-
age. [166] To fulfill statement coverage for each statement in the source code, the
test suite must have at least one test case that will reach the statement when exe-
cuted. To fulfill branch coverage for each branch in the source code, the test suite
must have at least one test case that will reach the if-branch and the else-branch
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when executed. In case a test suite fulfills branch coverage, the test suite also
fulfills statement coverage.

Example 2.4. To fulfill statement coverage for our running example, all lines
have to be executed at least once, and the loop in line 6 has to be executed
twice in a single run to execute the statement i ++. To this end, a test suite
with the test cases t = {([1], 0),−} and t = {([2, 1], 1),−} can be used.

Branch coverage also requires each branch to be executed at least once (i.e.,
each condition needs to be evaluated to true and to false at least once). If we
use the same test suite as for statement coverage, we still miss the execution
of the "else"-branch of line 7. Therefore, we would need an additional test
case, such as t = {([2, 1]0),−} .

For industrial software branch-coverage is often used as coverage criterion, as
branch-coverage is often mandatory for safety-relevant source code (e.g., RTCA/-
DO-178C standard).

However, fully satisfying a coverage criterion is often unrealistic (or even im-
possible). Therefore, a coverage criterion is often accompanied by a value, stating
to which degree the coverage criterion needs to be satisfied (e.g., to satisfy state-
ment coverage to 70%, at least 70% of all statements have to be executed at least
once by the test suite). [166]

Additionally, coverage criteria often do not take interaction between different
statements into account (e.g., a bug that only occurs when executing specific state-
ments in a specific order is very hard to find with coverage driven testing).

As mentioned before, the goal of testing is to find as many bugs as possible
early on. However, it is hard to link coverage criteria like branch or statement
coverage to a "bug-finding potential". Therefore, research has tried to develop
new coverage criteria that provide a more realistic interpretation of a bug finding
potential of a test suite. [12]

2.2.4 Mutation Based Testing

To correctly evaluate the bug-finding potential of a test suite, real bugs would
be needed. Additionally, since a test suite should find bugs that are unknown
beforehand, we would actually need knowledge about future bugs. Since this is
obviously impossible and even knowledge of old bugs are often not available in
the amount needed to evaluate a test suite (as they are often not stored), research
has tried to develop alternative ways to evaluate test suites. For this purpose,
mutation testing has been developed. [135]

Mutation testing is based on two hypotheses [135]. First, the competent pro-
grammer hypothesis, which states that senior programmers seldom make cogni-
tive mistakes but rather small syntactical faults [56]. The second hypothesis is the
so-called coupling effect, which states that larger bugs can be broken down into
small bugs that cascaded into the larger bug [56, 135].

Based on these hypotheses, mutation testing automatically makes syntactic
changes to the source code (i.e., mutates it) and checks whether the test suite
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is able to detect these changes (i.e., by having a test case that expects a different
output value than returned by the mutated program). [2]

To detect a mutation, the test suite needs at least one test case, which fulfills the
so-called RIPR criterion [11].

• Reach: The test case has to reach the modification.

• Infect: The test case has to infect the current program state (i.e., change the
program state in comparison to the original program).

• Propagate: The infected state must be propagated.

• Reveal: The propagated infection must be revealed.

If a test case manages to reach the modification, it is called traversing test case. If
the test case additionally manages to infect, propagate and reveal the modification,
it is called revealing.

Example 2.5. An examplary mutation for our running example is to replace
the statement return − 1; with return 1; in line 3 (i.e., to remove the sign
of the return value). This simulates a fault made by a programmer, who
forgot the sign of the return value. To detect this mutation the test case
t = {([0], 0),−1} can be used, since it expects the return value of −1. If
executed on the mutated code, the return value will be 1, and therefore, the
test will fail and detect the mutation.

There are different catalogs with different syntactic changes within the con-
text of mutation testing, which can be automatically introduced in the source
code [2, 48, 162]. This way, many bugs can be created and used to evaluate a
test suite without the knowledge of future bugs or the bug history of the system.
The downside of mutation testing is the (CPU) time needed as, in the worst case
scenario, all test cases have to be executed for each mutant. However, in safety
critical scenarios, as it often is in Industrie 4.0, these additional costs often pro-
vide a decent trade-off in terms of higher effectiveness of test-suites. Additionally,
the test cases are often executed on the machine itself. Since test suites for muta-
tion detection are often smaller in size, the time needed to run the test cases on
the machine is often less compared to coverage based test suites.

2.3 Test-Case Generation

Manual generation of test cases is often expensive and error-prone. To this end,
different methods have been created to automatize test-case generation. In the
following, we will explain how software model checking can be utilized to create
test cases in an automated fashion.

2.3.1 Software Model Checking

Software model checking is a software analysis method used to prove or dis-
prove certain properties of a system. The input for a software model checker is
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the source code, which is then transformed into an internal representation. On
this representation, the software model checker will verify or disprove a prop-
erty based on a specification. Afterwards, the software model checker will either
return a proof if the specification holds or a counter-example otherwise. This
counterexample can be used to extract input values for the SUT and, therefore,
create a test case for the disproved property. [31] This process can be used for
automated test-case generation by specifying test goals (e.g., to reach a line of
code) as negated properties (e.g., assume the line of code is not reachable by any
input vector). Then, the software model checker will try to verify or disprove the
property. If the property holds, the test goal is infeasible (e.g., the line of code is
unreachable). Otherwise, a counter-example will be returned from which a test
case can be extracted. [30]

2.3.1.1 Control-Flow Automaton (CFA)

A commonly used internal representation for programs is a so-called control-flow
automaton (CFA). A control-flow automaton is a directed graph consisting of
nodes and edges. Nodes represent program locations while edges represent oper-
ation (e.g., conditions or assignments). Additionally, there exists exactly one initial
node without entering edges and exactly one final node without outgoing edges
for each CFA.

Example 2.6. Figure 2.4 shows the control-flow automaton of our running
example in fig. 2.3. Node 1 is the initial node and represents the function entry.
The first edge from node 1 to node 2 is the edge responsible for the assignment
of the first parameter x. Node 3 is the first branching node representing the
branching of the if-statement in line 2. Branching nodes always have two
outgoing edges representing the "true" and "false" paths of the condition (i.e.,
the if- and else-branches) therefore, if the first element of x is larger or equal
to 1 while in node 3, the right path will be taken to go to node 5. Lastly,
nodes 4 and 8 are the nodes returning a value by taking the edge to node 0,
the terminal node of the function.

2.3.1.2 Abstract Reachability Graph (ARG)

The control flow automaton can then be used for reachability analyses. This can
be done by constructing a so-called reachability graph. A reachability graph has
nodes representing all possible program states and can be used to check for reach-
ability properties. [33] However, program states are often huge or even infinite
(e.g., infinite loops). Therefore, it helps to abstract from concrete states to abstract
states. Symbolic model checkers often build abstract reachability graphs (ARGs)
to check for reachability properties.

Example 2.7. An extract of an exemplary ARG for our running example is
depicted in figure 2.5. Each abstract state consists of two sub-states. First, the
state’s location corresponds to the number of the node in the CFA (Fig. 2.4).
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int x[]

int y

x[0] <= 1 !(x[0] <= 1)

int last = −2

int i = 0

!(i <= x[0]− 2) i <= x[0]− 2

!(x[i] <= y)x[i] <= y

last = i

i = i + 1

return last

return − 1

Figure 2.4: CFA of the C-Function find_last
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The second box is the path condition (i.e., which formula needs to be adhered
to to reach this abstract state). In terms of the first abstract state (1|true, or 1
for short), the location is node 1 in the CFA, and the path condition is true,
as this state is reached independently of variable and parameter values. The
transitions from one state to the next are always the edges of the CFA, such
as int x[] from state 1 to 2. Since there is no restriction to reach the next
state, the path condition remains true. When traversing the edge from state
3 to 4 the path condition changes to x[0]0 <= 1. Note the subscript at x[0]0.
This is used for single static assignments (SSA) [149]. Within the ARG, each
variable is only assigned once. For the second assignment, the subscript (i.e.,
the SSA-value) is incremented. Therefore, xi represents the value of x after
the i − th assignment. This enables us to build path conditions without loss
of information by overriding values.

State 0 after node 4 is a final node. The value of −1 is assigned to a tempo-
rary return variable (rTemp), and the ARG stops at this node. When travers-
ing from node 3 to 5, the same applies for the transition from 3 to 4. The path
condition in node 6 is updated with the addition of ∧last = −2 as the as-
signment of the variable last happens within the transition. The node 0′ after
node 8 has the same location as node 0 after node 4. However, as the path
condition differs, we chose the location 0′ as it is easier to refer to this specific
node later on. Lastly, nodes 7′ and 7′′ after the nodes 11 and 11′ illustrate that
after iterating through the loop once, the path condition expanded, and we
are back at location 7. This step continues until the loop cannot be iterated
anymore (e.g., due to the loop condition) or the reachability algorithm ter-
minates (e.g., due to resource constraints). This shows that even for abstract
states, the number of states in an ARG might be infinite depending on loops
and jump-statements of the program.

This automated test case generation method can be used to create very specific
test cases, at least as long as they are encoded as reachability problems. Addition-
ally, this method is able to guarantee the non-reachability of test goals (as long as
no timeout is triggered and the test goal is indeed unreachable). For Industrie 4.0,
this is especially valuable, as test suites often have to conform to some criteria. For
example, in the case of branch coverage as coverage criterion, this method allows
creating a test suite reaching the branches if it is possible. For each branch that
is not covered (if no timeout happened), the branch is unreachable and might be
removed from the source code.

2.3.2 CPAchecker

For test-case generation, we utilize the software verification tool CPAchecker
3.

The main modules of CPAchecker used in this thesis are shown in Fig. 2.6
adapted from [21]. First, the source code of the system under test is parsed and
translated into a CFA (see Sect. 2.3). Afterwards, different algorithms are used to
perform reachability analysis.

3 https://cpachecker.sosy-lab.org/
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1 true

2 true

3 true

4 x[0]0 <= 1 5 !(x[0]0 <= 1)

0 x[0]0 <= 1 ∧ rTemp0 = −1 6 !(x[0]0 <= 1) ∧ last0 = −2

7
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0

8
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0∧!(i0 <= x[0]0 − 2)

9
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2

0’
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0∧!(i0 <= x[0]0 − 2)
∧rTemp0 = last

10
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2
∧x[i0]0 = y0

11
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2
∧!(x[i0] = y0)

11’
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2
∧!(x[i0] = y0) ∧ last1 = i0

7”
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2
∧!(x[i0] = y0) ∧ last1 = i0 ∧ i1 = i0 + 1

7’
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i0 <= x[0]0 − 2
∧!(x[i0] = y0 ∧ i1 = i0 + 1)

int x[]

int y

x[0] <= 1

return − 1

!(x[0] <= 1)

last = −2

i = 0

!(i0 <= x[0]− 2)

i0 <= x[0]− 2return last

x[i] <= y !(x[i] <= y)

last = i i = i + 1

i = i + 1

...

...

Figure 2.5: ARG of the C-function find_last
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Figure 2.6: Modules for Test-Case Generation with CPAchecker (adapted from [21])

The reachability analysis then builds an abstract reachability graph, where each
abstract state is a joint state built by different configurable program analyses
(CPAs).

2.3.2.1 CPAs

Each CPA specifies an abstract domain of the program analyses and, therefore, a
component of the abstract program states. In general, each CPA consists of the
following components at least. [26]

• The abstract domain, which represents abstract program states.

• The transfer relation, which computes successor states of an abstract pro-
gram state (given a corresponding CFA edge to the next program location).

• The merge operator, which specifies if and how two abstract states can be
merged whenever the control flow merges.

• The stop operator, which specifies if an abstract state is covered by another
abstract state and, therefore, does not have to be considered during reacha-
bility analysis anymore.
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Additionally, a CPA can determine if an abstract state is considered as a vio-
lation of the specification that is considered during the reachability analysis (e.g.,
reaching a line of code that should not be reachable). This is done by marking
the abstract state as target state. For this target state, a counterexample (i.e., a
violation proof) is then created.

CPAchecker can be used, for test-case generation, by utilizing five different
CPAs.

1. The ARGCPA, which is responsible for storing information about abstract
states, their successors and predecessors, as well as computation of paths in
the abstract reachability graph.

2. The CompositeCPA, which enables different CPAs to build joint abstract
states and share information between abstract states of different CPAs.

3. The LocationCPA, which is needed to track the current program location
during reachability analysis.

4. The PredicateCPA, which tracks and computes the constraints on variable
assignments (and, therefore, also computes if an abstract state is reachable).
This CPA is also used for computing a counterexample, which is explained
later.

5. A TestGoalCPA, which tracks if an abstract state reaches a test goal and,
therefore, marks the abstract state as target state.

In the following, we will further explain the components of the CPAs used
throughout this thesis.

ARGCPA. The main idea of the ARGCPA is to store information about the ab-
stract reachability graph and compute paths between abstract states. The ARGCPA
always has another wrapped CPA (e.g., the CompositeCPA), which is responsible
for building the abstract states. Therefore, the transfer relation, merge-operator,
and stop-operator are mainly passed to the wrapped CPA. [13]

CompositeCPA. The CompositeCPA wraps multiple inner CPAs. This en-
ables the wrapped CPAs to build joint abstract states and to share informa-
tion. [26] For sharing information, the wrapped CPAs can implement a new com-
ponent called the strengthening operator [35].

The abstract domain of the CompositeCPA is the joint abstract state of all
wrapped CPAs. The transfer relation first checks the program location of the cur-
rent abstract state (which means that at least one wrapped CPA needs to be used,
which provides an abstract state with information about the program location).
For each leaving CFA edge of the current program location (i.e., the CFA node),
the CompositeCPA calls the transfer relation of the wrapped CPAs (with the CFA
edge as an additional parameter). Therefore, the number of successors is at least
the number of leaving edges of the current program location. Additionally, the
CompositeCPA builds the cross-product of all successors of the wrapped CPAs
per edge (which is usually only one successor). [35]
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After the transfer relations of the wrapped CPAs have been called and the suc-
cessors have been computed, the strengthening operator of the wrapped CPAs is
called with the successor state of the CompositeCPA (i.e., the joint abstract state of
all wrapped CPAs) as parameter. This enables the CPAs to further modify the re-
sulting successors (i.e., strengthen) based on the information of the other abstract
states computed by the other CPAs. [35]

The merge operator first checks if all wrapped CPAs agree that merging is
possible. In this case, the merged abstract state will be the joint abstract state of
all merged abstract states of the wrapped CPAs. [35]

Lastly, the stop-operator of the CompositeCPA checks whether a single wrapped
CPAs stop-operator returns true. In this case, the stop-operator of the Compos-
iteCPA returns true as well. [35]

LocationCPA. The abstract domain of the LocationCPA always corresponds
to the concrete program location of the CFA. Therefore, the LocationCPA does not
use abstraction of any kind. [32]

The transfer relation of the LocationCPA computes the successor of an abstract
state correspondingly to the successors of the program location. Therefore, for
each leaving edge of the successor, a successor is computed. The merge operator
allows merging of all states with the same program location, and the stop operator
checks whether the current program location has been reached once before. [32]

Therefore, if we start a reachability analysis with only the LocationCPA as
wrapped CPA inside the ARGCPA (or the CompositeCPA), the resulting abstract
reachability graph will be identical to the control flow automaton, as the abstract
states of the LocationCPA correspond to nodes of the control flow automaton, and
the ARGCPA uses the CFA edges as edges between abstract states. [32]

PredicateCPA. The abstract domain of the PredicateCPA corresponds to
constraints over variable assignments (i.e., a predicate). The transfer relation com-
putes the successor state based on the conjunction of the constraints of the current
abstract state and the constraints (i.e., assignment or condition) of the CFA edge.
The merge operator merges abstract states by joining the constraints via disjunc-
tion. [32]

The stop operator checks whether other abstract states already cover the current
constraints (e.g., if two abstract states have the constraints (a < 5) and (a < 7),
the constraint (a < 7) would be covered already and does not have to be explored
any further). [32]

Example 2.8. The abstract domain corresponds to the depiction of an exem-
plary ARG in Fig. 2.5. However, in this example, the ARG was not merged.
As stated before, when merging, the constraints are joined via disjunction.
For example, the abstract states 11 and 11′ in Figure. 2.5 could be merged as
shown in Fig. 2.7. In this case, the equal part of the constraints (i.e.,
!(x[0]0 <= 1)∧ last0 = −2∧ i0 = 0∧ i <= x[0]0 − 2∧!(x[i0] = y0)) can be kept
and the differencing parts (i.e., true and last1 = i0) are joined via disjunction.
This enables a significant reduction of the ARG size and reduces (usually) the
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...

9
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2

10
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧x[i0]0 = y0

11

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ last1 = i0)

7

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ last1 = i0)
∧i1 = i0 + 1

i = x[0]− 2

x[i] <= y

!(x[i] <= y)

last = i

i = i + 1

Figure 2.7: ARG of the C-Function find_last with CPAchecker

computation time as well, as other abstract states do not have to be computed
multiple times (e.g., abstract state 7′ from Figure. 2.5 is already covered by
the merged state 7 in Fig. 2.7) .

Counterexample . If a CPA constructs an abstract state that is a target state,
the CEGAR algorithm tries to compute a counterexample. In CPAchecker, the
counterexample corresponds to a path within the ARG. The counterexample path
is additionally annotated with explicit values for variable assignments which ful-
fill the path constraints. These values can be used to construct a test case from the
counterexample. [30]

Example 2.9. Fig. 2.8 shows a counterexample for the abstract state at the
program location 9 in Fig 2.5. The value for the assignment of variable x is
[2, 1], and the value for the assignment of variable y is 0. This counterexample
would be computed for a test goal corresponding to the true-condition of the
f or-loop in our running example (see Fig. 2.3).

Additionally, a counterexample can be used to cover additional test goals. Each
abstract state (and, therefore, each program location) in the counterexample is
covered by the variable assignments. Therefore, each test goal that is within the
path of the counterexample is also covered. In the case of the previous example,
a test case corresponding to the f alse-branch of the first i f -statements would also
be covered. Thus, these test goals can be removed from the uncovered test goal
set and ignored during the remainder of the reachability analyses. [40]

TestGoalCPA The TestGoalCPA is responsible for marking a successor as
targetstate in case a test goal is reached. Therefore, the merge operator always
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1 true

2 true

3 true

5 !(x[0]0 <= 1)

6 !(x[0]0 <= 1) ∧ last0 = −2

7
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0

9
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2

int x[] − > [1]

int y − > 0

!(x[0] <= 1)

last = −2

i = 0

i = x[0]− 2

Figure 2.8: Counterexample for State 8 of the ARG in Fig. 2.5

allows merging and the stop operator never stops (i.e., always returns f alse). The
transfer relation always returns the same successor as long as no test goal has
been reached, as there is no information that needs to be stored. Otherwise, a
target state is returned as successor.

2.3.2.2 Algorithms

Algorithms are key components that manage the reachability analysis.

CEGAR Algorithm . The CEGAR algorithm is used to refine reachability
analyses. This enables us to start a reachability analysis with low precision (e.g.,
not storing information about variable conditions). In case a target state is reached
within the reachability analysis, a counterexample is computed. If the counterex-
ample is spurious (i.e., the counterexample exists only on the abstract model due
to the lower precision, however, not on the program itself), a refinement is exe-
cuted, and the reachability analysis is restarted (with increased precision). Oth-
erwise, the counterexample is returned. This method is repeated until either a
counterexample is found which is not spurious, or it can be proven that no spec-
ification violation (e.g., a test goal) is reachable. This method greatly increases
efficiency (in terms of CPU time) as usually lower precision is still able to find a
non-spurious counterexample and the reachability analysis with lower precision
is much faster. [50]

CPA Algorithm . The CPA algorithm controls the construction of the abstract
states. For this purpose, the CPA algorithm stores a set of reached states (i.e.,
abstract states which have been computed already) . Additionally, the reached
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set has so-called waiting states, which are abstract states for which no successor
has been computed so far. As long as there are waiting states, the CPA algorithm
takes a single waiting state and lets the CPAs compute successors for this state.
The successors are then included in the reached set and marked as waiting states.

Additionally, the CPA algorithm executes the merge, and the stop operator for
the newly created successors and each state in the reached set with the same
partitionkey as the successor. A partition key is built from each CPA which im-
plements the Partitionable interface. In case of the LocationCPA, the key is the
program location. In case of the PredicateCPA, the key is the abstraction. There-
fore, the merge and stop operator are only executed for states with the same
location and the same abstraction (if the LocationCPA and PredicateCPA have
been enabled during reachability analysis). This prevents merging of states with
different locations (e.g., merging state 7 and state 8 in Fig. 2.5). [26]

Tiger Algorithm . The Tiger algorithm is responsible for extracting the test
goals from the CFA based on a coverage criterion and starting the reachability
analysis for each test goal. If a counterexample is found for the test goals, a test
case is extracted and written to the disk. Additionally, the Tiger algorithm is re-
sponsible for checking if the counterexample (and, therefore, the extracted test
case) also covers other test goals. In this case, the newly covered test goals are
ignored for all further reachability analyses. [33]

2.4 Regression Testing

The methods explained in the previous sections focused only on a single version
of a system. However, during development (especially during agile development),
program versions are frequently updated, often with small changes. Each time
the program version is updated, it needs to be validated (i.e., tested) again. This
process is called regression testing. [181] Especially, in Industrie 4.0 backwards
compatibility is crucial and, therefore, needs to be validated as well. However, it is
often infeasible to run the whole test-suite each time a change has been made since
test-suites for large systems tend to run for a large amount of time. Especially,
in Industrie 4.0 Scenarios tests are often executed on a physical machine. This
additionally leads to material wear and increased maintenance costs. Therefore,
only a fraction of the full test-suite can be executed. [181] To this end, different
techniques have been subject to research to optimize testing for smaller changes.
The main techniques for regression testing are the following. [181]

• Test-suite minimization: The removal of redundant test cases from existing
test suites based on a new program version.

• Test-case selection: The selection of a subset of test cases from an existing
test-suite tailored for testing a new program version.

• Test-case prioritization: Selecting an order for the execution of test cases to
increase the probability of finding bugs faster.
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6--: for (int i=0; i <= x[0]-2; i++)

6++: for (int i=1; i <= x[0]-2; i++)

Figure 2.9: First Bug Fix [154]

1 int find_last (int x[], int y) {

2 if(x[0] <= 1)

3 return -1;

4
5 int last = -2;

6 for (int i=1; i <= x[0]-2; i++)

7 if (x[i] <= y)

8 last = i;

9 return last;

10 }

Figure 2.10: New Program Version P1 After Applying the First Bug Fix [154]

In the following chapters, we will explain these techniques in more detail. Fur-
thermore, we will show a technique to create test cases based on program changes
to further increase the effectiveness in terms of bug-finding potential of test cases.

2.4.1 Running Example

Until now, our running example consisted of exactly one program version. As
mentioned before, the techniques explained in this chapter are based on at least
two program versions. Therefore, we will now introduce the first bugfix of our
running example.

Figure 2.9 shows the changes needed to fix the first bug i.e., to replace for

(int i=0;i <= x[0]-2; i++) in line 6 with for (int i=1; i <= x[0]-2; i++)).
Figure 2.10 shows the resulting program P1.

2.4.2 Test-Suite Minimization

The focus of test-suite minimization is the removal of test cases from an existing
test suite. Test cases that are not executable due to changes of interfaces (e.g., addi-
tional or removed parameters from function calls) are usually not part of test-suite
minimization and need to be fixed or removed in a previous step. Usually, only
test cases that became redundant (i.e., test cases that do not provide additional
coverage to a specific criteria), due to changes to the source code, are removed.
These test cases may become redundant, for example, due to the removal of code
or changes in condition statement (and, therefore, changes in the paths). The test
case would not test the intended path of the program but some different path,
already tested by another test case. [181]

Example 2.10. Consider a test suite consisting of the following test cases for
our running example in version 0 (P0).
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1. Test case t1: t = {([1], 0),−}

2. Test case t2: t = {([4, 6, 6, 4], 5),−}

This test suite manages to reach 100% of branch coverage for P0. However,
after fixing the first bug (which results in version P1 2.10), test case t2 will
not reach line 8 anymore. Therefore, the test suite will not provide 100%
branch coverage anymore. To fix this issue, we can create a new test case
t = {([4, 0, 1, 0], 0),−} . The new test case makes test case t2 fully redundant,
as t1 and the new test case manage 100% branch coverage. Therefore, we can
remove test case t2 from the test suite without loss of coverage (concerning
branch coverage).

As finding the minimal set of test cases without reducing the test-suite effec-
tiveness (e.g., without reducing the coverage) is an NP-hard problem, there exist
several heuristics to tackle this issue [88, 181]. However, even with these heuristics,
test-suite minimization can be quite time-consuming. Therefore, it is often used
after several program modifications and not after each one. As program modi-
fications are often small changes, test-suite minimization would not be able to
remove many test cases after each modification anyway. However, executing test-
suite minimization after multiple program modifications still helps to keep the
test suite at a manageable amount of test cases. After test-suite minimization, the
test-suite should be checked if additional test cases are needed (e.g., if the cover-
age criteria is not fulfilled due to the source code changes and, therefore, new test
cases are needed). [181]

2.4.3 Test-Case Selection

In contrast to test-suite minimization, test-case selection does not alter the original
test suite. The focus is a temporary test suite (a subset of the original test suite)
tailored for the changes made by the current program modification (e.g., for our
running example the test suite would be tailored to test the changes made to
line 6). [181]

Test cases that do not reach the modified parts of the code are irrelevant for
testing the new program version. They cannot show any different behavior (see
RIPR criteria 2.2.4) and cannot detect newly introduced bugs. For this reason,
executing the whole test suite for each program modification is inefficient, and
test-case selection helps in increasing the efficiency of this testing step.

Example 2.11. Consider a test suite consisting of the following test cases for
our running example.

1. Test case t1: t = {([1], 0),−}

2. Test case t2: t = {([4, 6, 6, 4], 5),−}

The first bug fix in our running example only changes line 6. As the first
test case (t1) will never reach the changes, it cannot reveal any differences
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Test Suite

Retestable Reusable Obsolete

Figure 2.11: Test-Suite Categorization (adapted from [118])

and, therefore, cannot find any newly introduced bugs (e.g., introduced by a
faulty bug fix). In this case, we only have to execute test case t2.

2.4.4 Test-Case Prioritization

The focus of test-case prioritization is the order of execution of test cases. The
goal is to find bugs as fast as possible and, therefore, execute test cases with a
higher bug finding potential first. Additionally, the execution time of each test
case can also be taken into account to optimize the prioritization further. In this
case, the goal is to find an optimal solution for two objectives (i.e., multi-objective
optimization). [181] However, annotating test cases with a value for bug-finding
potential is usually not easy. First, the information of locations of potential bugs
is needed. To this end, mutation testing can be used to simulate bugs and check
which test case is able to detect the mutation. Additionally, the execution time of
the test cases can be measured as well, which enables test-case prioritization to
chose test cases based on their execution time and bug-finding potential.

Test-suite minimization, selection, and prioritization can be combined during
regression testing. Test suites can consist of reusable (i.e., test cases not needed
for the current program modification but maybe later), retestable (i.e., test cases
needed for the current program modification), and obsolete/redundant (i.e., test
cases that have become redundant due to code changes) test cases (see fig. 2.11
based on [118]). Therefore, test-suite minimization can be used to remove obsolete
test cases. Test-case selection can then be used to select retestable test cases and
test-case prioritization can be used to prioritize retestable test cases. As each step
reduces the number of test cases, the following steps are easier to perform (in
terms of efficiency).

In industrial applications (e.g., Industrie 4.0) test case execution is often applied
on a physical machine. Therefore, test execution is often accompanied with hu-
man working time, energy consumption (of the machine, which is often higher
than energy consumption of PCs) and physical wear and tear. For this reason,
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void find_last_p0_1(int x[], int y){

if(find_last_p0(x,y) != find_last_p1(x,y))

test_goal:printf("differencing test case found");

}

Figure 2.12: C-Function to compare Behavior of Running Example Versions

test-suite minimization, selection and prioritization is especially important for In-
dustry 4.0.

However, as test-suite minimization should be the first step for reducing test-
ing effort, the main focus of this work is test-suite minimization, while test case
selection and prioritization are out of scope.

2.4.5 Regression-Test-Case Generation

Test-case generation in chapter 2.3 only takes a single program version into ac-
count. Test goals have been the reachability of single program locations (e.g., state-
ments or branches). As mentioned before, the detect a bug, reaching the bug is
not sufficient (see RIPR criteria 2.2.4). The bug also needs to change the program
state and must be observable (i.e., change the observable behavior).

This specification can also be used for test-case generation. To this end, the old
and the new program version can be merged into a single program to generate
a test case that ensures different behavior when executed on the old version as
compared to executing on the new version. As only these revealing test cases
can detect bugs, the chances of detecting bugs are in general higher for test cases
created in this manner. This is also called differential test-case generation. [132] How-
ever, the change might also be intentional (e.g., bug-fix, new features, etc.). Addi-
tionally, the test case often needs to be executed as well. For example, in Industrie
4.0 backward compatibility is often critical. However, a change in the behavior
does not always lead to a change in the whole system (e.g., for the laser-plotter
in our example, the behavior of functions might change, however, as long as the
resulting plot remains the same for the same input, backward compatibility is
retained).

Example 2.12. In the case of our running example, both version (P0 2.3) and
P1 2.10) can be merged, and a new function for comparison purposes can
be added. This new function is depicted in fig. 2.12 and takes the same argu-
ments as the running example’s function. It then executes both versions of the
running examples and compares the result. If the result differs, the function
prints the string ”di f f erencing test case f ound” to the console. By generat-
ing a test case with the print-line as test goal, we will create a test case that
will result in a different output value for both versions (with the same input
values).

In case of more complex parameters, the values might need to be copied
and passed to the functions to prevent the overriding of values. Additionally,
the state of global parameters can be used to check for different behavior of
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the functions (and also might need to be reset before executing the function
of the newer version).

2.5 Software-Product Lines

In industry, and especially Industrie 4.0, there exist multiple machines with sim-
ilar functionality (e.g., different types of plotters, as supported by our running
example, see Sect. 2.1.3).

The software to operate these different machines (i.e.,their drivers) often share
common code parts (e.g., the axis-control in our running example). Often these
parts of the code are copied from existing software, however, this makes mainte-
nance difficult. For example, if a bug is found in the copied parts of the code, the
bug needs to be fixed in multiple projects.

To facilitate re-use and reduce development and maintenance costs the soft-
ware of similar systems can be merged (or implemented as) to a software-product
line (SPL). A software-product line consists of multiple components (so-called
features), which can be combined in different ways.[14] Each configuration, spec-
ifying the combination of these features, leads to a different resulting product
(e.g., specifying the plotter in our running example with a laser, without a pen
and with a paper feed). The software-product line comprises all product, which
can be build from a valid selection of features. Therefore, the SPL allows the si-
multaneous development of multiple products, with common code parts. This
reduces development effort and especially maintenance costs. [51]

Running Example . To further elaborate different aspects of SPLs, we will
enhance our running example with new functionality, implemented as SPL. Fig-
ure 2.13 shows the new running example. To denote different features, we use
preprocessor directive (e.g., if feature ISEMPTY is selected the resulting product
includes the lines between 13 and 16).

The running example incorporates the feature ISEMPTY, which leads to a
product checking whether the array is empty (and returning the error code −1) or
not. Selecting the feature FIRST leads to a product which searches for the first oc-
currence of y in x, selecting feature LAST will search for the last occurrence. This
is supported by reversing the iteration order, depending on the selected feature.

Lastly, feature COUNT will instead count the occurrences of y instead of re-
turning the index of the first or last occurrence.

To fully use the potential of software-product lines, the re-use of implementa-
tion artifacts (e.g., source code) should be maximized. To this end, software-pro-
duct-line engineering (SPLE) was developed[51]. Next, we will further elaborate
the idea of SPLE.

2.5.1 Software-Product-Line Engineering

The goal of the developlment process of software-product lines the the develop-
ment of a group of similar product as one. Therefore, the development process of
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1 int c;

2 int startIndex;

3 int lastIndex;

4 int increment;

5 int last;

6
7 int find_configurable (int x[], int y) {

8 #if defined(COUNT)

9 c = 0;

10 #else

11 last = -2;

12 #endif

13 #if defined(ISEMPTY)

14 if(x[0] <= 1)

15 return -1;

16 #endif

17 #if defined(FIRST) || defined(COUNT)

18 startIndex = x[0]-2;

19 lastIndex = -1;

20 increment = -1;

21 #elif defined(LAST)

22 startIndex = 0;

23 lastIndex = x[0]-1;

24 increment = 1;

25 #endif

26 for (int i = startIndex; i != lastIndex ; i += increment){

27 if (x[i] <= y)

28 #if defined(COUNT)

29 c++;

30 #else

31 last = i;

32 #endif

33 }

34 #if defined(COUNT)

35 return c;

36 #else

37 return last;

38 #endif

39 }

Figure 2.13: Initial SPL Version P0SPL (adapted from [155, 154])
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1 int c;

2 int startIndex;

3 int lastIndex;

4 int increment;

5 int last;

6
7 int find_configurable (int x[], int y) {

8 int last = -2;

9 if(x[0] <= 1)

10 return -1;

11
12 int startIndex = x[0]-2;

13 int lastIndex = -1;

14 int increment = -1;

15
16 for (int i = startIndex; i != lastIndex ; i += increment){

17 if (x[i] <= y)

18 last = i;

19 }

20 return last;

21 }

Figure 2.14: Derived Product of the SPL Running Example

single products is not adequate anymore, as the requirements change. SPLE con-
sists of two major development processes, domain engineering and application
engineering. [144]

Domain Engineering . Domain engineering is responsible for designing (re-
usable) artifacts necessary for building the SPL. To this end, domain engineer-
ing is concerned with the design of all products, and, therefore, which features
are needed. Additionally, domain engineering is responsible for the implemen-
tation of the features. However, domain engineering is not concerned with the
implementation of resulting products, only with the implementation of the fea-
tures. [14, 144]

Application Engineering . The task of the application engineering is to
build specific products fulfilling requirements of customers. To this end, features
developed in domain engineering are selected and a product consisting of those
features is derived. Deriving products from a SPL with a configuration for the
features can also be automated (e.g., using a preprocessor in case of our running
example in Fig. 2.13). [14] An example of a derived product for our running exam-
ple is shown in Fig. 2.14, where the features ISEMPTY and FIRST are selected.
Lastly, application engineering is concerned with validation and verification of
derived products.

2.5.2 Feature Models

Obviously, not every single combination of features will lead to a useful, or even
usable, product. For example, selecting feature FIRST and feature LAST in the
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Relationship Representation Propositional Logic

Mandatory P C P ⇐⇒ C

Optional P C C =⇒ P

Or P

C1

...

Ci

P ⇐⇒ (∨i
x=1Cx)

Alternative P

C1

...

Ci

(P ⇐⇒ ∨i
x=1Cx)∧

(∧1≤x<j≤i¬Cx ∨ ¬Cj)

Table 2.1: Feature-model Components (adapted from [173])

running example in Fig. 2.13 will lead to the same program as selecting feature
FIRST without feature LAST, rendering the selection of LAST useless.

The supported interactions between features can be specified using different
models[54]. One of the most prominent ways to specify the interaction is by us-
ing so-called feature models[14]. To design feature models in a graphical fashion,
feature diagrams can be used [107].

Table 2.1 (adapted from [173]) shows the most commonly used relationships
between features, as well as their translation to propositional logic, which will
be needed later. First, a mandatory relationship between feature P and feature C
states that if any of those features is selected, the other needs to be selected as
well. Second, an optional relationship between feature P and feature C states that
if feature C is selected, P needs to be selected as well, however not vice versa.

An or-group describes a group of features from which one or more needs to be
selected, in case the parent feature is selected as well (e.g., if feature P is selected
at least one of the features C1 to Ci needs to be selected as well). Additionally, if
any feature from that group is selected, the parent feature needs to be selected as
well.

Lastly, an alternative group describes a group of features from which exactly
one feature needs to be selected in case the parent feature is selected as well.
Additionally, if a feature from that group is selected, the parent feature needs to
be selected as well.

To specify constraints on feature without parent-child relationships, so-called
cross-tree-constraints can be used. Cross-tree constraints allow the definition of
arbitrary relationships between features expressed by propositional logic.

An exemplary feature model for our running example is shown in Fig. 2.15. In
this example, the features FIND and SEARCH are marked as abstract features,
as they do not represent actually implemented features. They are used solely for
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Concrete Abstract

Optional Mandatory

Alternative

Alternative

Or

Or

Legend:

FIND
ISEMPTY

SEARCH

FIRST

LAST

COUNT

Figure 2.15: Feature Model of the Running Example in Fig. 2.13 (based on [155])

Product/Config. FIND ISEMPTY SEARCH FIRST LAST COUNT

P1/C1 x - x x - -
P2/C2 x x x x - -
P3/C3 x - x - x -
P4/C4 x x x - x -
P5/C5 x - x - - x
P6/C6 x x x - - x

Table 2.2: Products/Configurations of the Running Example shown in Fig. 2.13

modeling purposes of the feature model. Feature SEARCH is mandatory, and,
therefore, needs to be selected for each product. Feature ISEMPTY is optional,
meaning it can be selected or deselected independent of other features. Lastly, the
features FIRST, LAST and COUNT are grouped as alternatives and, therefore,
exactly one of them has to be selected. This leads to a total of six products for our
running example, shown in Tab. 2.2.

2.5.3 Software-Product-Line Testing

As software-product lines are enriched with variability, standard software testing
becomes insufficient. Due to the interaction between features, some bugs might
only occur in specific products. Therefore, to fully test the SPL the whole family
of products needs to be tested. However, the number of products usually grows
exponentially with the number of features, testing each product becomes infea-
sible. To this end, multiple alternatives have been subject to research in the past.
The most established techniques are elaborated in the following. [123]

Product-wise Testing The idea of product-wise testing is to use conven-
tional (non-SPL) testing technique for each product. Testing each product leads
to a fully validated SPL, as there are no valid feature interactions that remain
untested. However, as mentioned before, the number of valid product usually
grows exponential with the number of features. As there is no re-use of informa-
tion about the tests of different products, the testing efforts often also grows ex-
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1 void isvalid () {

2 if(FIND &&

3 (ISEMPTY || !ISEMPTY)

4 && ((FIRST && !LAST && !COUNT) ||(!FIRST && LAST && !COUNT) || (!FIRST && !LAST

&& COUNT)) ){

5 return;

6 }

7 exit(0);

8 }

Figure 2.16: IsValid Function for the Running Example

ponentially. Therefore, this testing methodology is often infeasible for real-world
projects.

As shown in Tab 2.2, our feature model allows 6 valid configurations and, there-
fore, the derivation of 6 different valid products. Therefore, the whole testing
process for our running example would need to be executed six times.

Sample-based Testing Sample-based testing tries to tackle the issues of pro-
duct-wise testing by reducing the number of products for validation. The idea is to
use a representative set of products, from which the results of the testing process
can be deduced for the remainder of the products. However, the main challenge
is the selection a representative set of products. Additionally, there are no guar-
antees about bugs in untested products. For example, bugs only appearing for
certain feature combination can only be found when testing product with those
feature combinations. However, sample-based testing allows for a control in ef-
fectiveness and efficiency of testing by selecting varying numbers of products for
validation. The most effective set of products would result in product-wise test-
ing, which leads to the most testing effort. The least testing effort for sample-based
testing would be to test only a single product, which would lead to the least effec-
tive testing, as very few feature interactions would have been tested. To this end,
building a representative set of products has often been subject to research. [62]

Incremental Testing The idea of incremental testing is to test differences
between products. To this end, first a single product is fully tested. Next, the dif-
ferences for the remaining products are tested. Similar to regression testing, the
goal is to reduce testing effort by only testing the delta of two products. [124]
This methodology greatly decreases testing effort for each product, however, as
the number of products grows exponential with the number of features, this tech-
nique still might be infeasible for projects with large amounts of features.

Family-based Testing Family-based testing is concerned with testing the
whole SPL in a single step (i.e., testing all products at once). To this end, a model
is used, which incorporates all information about the SPL. A model for this could
also be plain C code, as it is possible to include the feature model into the im-
plementation by translating the satisfying condition to C code. The propositional
logic of the feature models can easily be translated, as
a ⇐⇒ b ≡ a =⇒ b ∧ b =⇒ a
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and a =⇒ b can be translated to ¬a∨ b. Using these translations, we can compute
a C function corresponding to a given feature model.

For example, for our running example we can create a function isValid, which
evaluates whether the feature selection is valid (see Fig. 2.16).

For such a model family-based testing creates test-cases which incorporates the
products (i.e., feature selections) for which they are valid. Those test-cases can
often be executed on multiple products (e.g., a test case covering test goals in a
core part of the code is executable for every product, for example covering line 11
in our running example). However, the downside of family-based testing is the
testing itself (although only executed once) might be more expensive than testing
all products in succession, as the model under test is more complex compared to
single products. [40]





3
T E S T- C A S E G E N E R AT I O N F O R S O F T WA R E P R O D U C T S

In this chapter we will introduce new techniques for automated test-case gener-
ation for software products. To this end, we will provide an overview of exist-
ing state-of-the-art techniques. Next, we will further optimize these techniques
in multiple ways. The contribution of this chapter is the optimization of test-case
generation in terms of efficiency (i.e., CPU time and test-suite size), as well as
effectiveness (actually achieved coverage based on a coverage criterion). To this
end, the following challenges will be tackled in this chapter.

• How to increase effectiveness of test-case generation in terms of actual cov-
erage achieved based on a given coverage criterion (C1).

• How to increase efficiency of test-case generation...

...in terms of CPU time needed to generate test suites (C2.1).

...in terms of the number of test cases generated (C2.2).

As mentioned in the previous chapter, we will utilize the framework CPA-
checker for test-case generation purposes. The techniques developed to optimize
test-case generation have been implemented in CPAchecker for testing and eval-
uation of the techniques.

The contents of this chapter are based on the following publications:

[156] Sebastian Ruland, Malte Lochau, Oliver Fehse, and Andy Schürr.
CPA/Tiger-MGP: test-goal set partitioning for efficient multi-goal test-
suite generation. In International Journal on Software Tools for Technol-
ogy Transfer, Springer Science and Business Media (LLC), 2020. doi:
10.1007/s10009-020-00574-z.

[157] Sebastian Ruland, Malte Lochau, and Marie-Christine Jakobs.
HybridTiger: Hybrid Model Checking and Domination-based Parti-
tioning for Efficient Multi-Goal Test-Suite Generation (Competition
Contribution). In Proceedings of the 21st International Conference on Fun-
damental Approaches to Software Engineering, pages 520-524. Springer In-
ternational Publishing, 2020. doi: 10.1007/978-3-030-45234-6_26.

Test Goals . For the remainder of this thesis, test goals are encoded as lists of
CFA edges, if not stated otherwise. These test-goals are based on a given coverage
criterion. For example, to create a test case to reach a certain line of code (e.g.,

39
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line 3 in our running example 2.3), the test case is encoded as a list of CFA edges

with a single element, namely the edge ( 4 return − 1; 0 )
Currently, there are several control-flow based coverage criteria implemented

(e.g., branchcoverage, statement coverage, etc.), as well as a syntax to define labels
in code that should be used as test goals (e.g., to reach an erroneous location).
More complex control-flow based coverage criteria, such as MC/DC, can still be
achieved by utilizing a-priori program transformation techniques [78]. Data-flow
based coverage criteria are currently out of scope.

3.1 Multi-Goal Checking

The default strategy to generate test cases with software model checking tech-
niques is to check each test goal in isolation. For this test goal, a reachability
analysis is executed, and if the test goal is reachable, a counterexample is com-
puted and a test case extracted. However, if the coverage criterium leads to a
huge number of test cases (e.g., branch coverage), the number of executed reach-
ability analyses is huge as well. To increase the efficiency of test-case generation,
previous studies have utilized techniques from multi-property checking to check
multiple test goals in a single reachability analysis. As soon as the reachability
analysis shows the reachability of a test goal, a counterexample and test case are
generated. Next, the reachability analysis is resumed for the remainder of the test
goals. [15]

Abstract State Merging There exist different coverage criteria and, there-
fore, different criteria for single test goals. While many coverage criteria lead to
test goals that can be represented as a single CFA edge, there also exist criteria
where a single CFA edge as test-goal representation is insufficient. For example,
in our running example, a test goal could be to first reach line 8 to assign a value
to last and afterwards reach the line 9 to return the value. This is represented as a
list of CFA edges which have to be traversed in order to finally fulfill the test goal
(e.g., [ 10 last = i 11 , 8 return last 0 ]). However, simply running a reachability
analysis as described in the previous section can lead to a loss of information and,
therefore, to incorrect test cases.

Example 3.1. Consider the test goal

• tg1=[ 9
x[i] <= y

10 , 11 i = i + 1 7 ].

In this case, the test goal would be fulfilled in the abstract state 7 (see Fig. 2.7)
if the true-branch of i f -statement inside the while-loop has been taken before.
However, the information which path was taken to reach abstract state 7 is
not present anymore due to the merge. Therefore, a valid counter-example
could take any of the previously explored paths.

To keep this information, it can be weaved in the abstract states during the
reachability analysis (so-called on-the-fly weaving) [15]. As shown in Fig. 3.1, new
abstract states and new CFA edges have been weaved in the ARG. These new
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CFA edges include additional information for the test goal by incrementing the
variable g0 and enforcing the value of g0 to be equal to 2 before reaching the
final abstract state. Therefore, a counterexample computed for abstract state 7′ is
forced to take the left path of the ARG and will cover the test goal. After creating
a counterexample for this specific test goal, the last abstract state (7′) needs to be
removed from the ARG, as otherwise all further successors would be forced to
take the left path of the ARG.

The actual method to weave information in the ARG is later explained in sec-
tion 3.3.

3.2 Efficient Test-Case Generation

This section is concerned with the optimization of efficiency in test-case genera-
tion in terms of CPU time. To this end, we will illustrate multiple methodologies,
which have been developed during the course of this thesis. First, we will illus-
trate the technique called partitioning (i.e., grouping of test goals) and partitioning
strategies. Additionally, we will present the implementation and show and discuss
the evaluation of the different strategies. Next, we will further optimize the effi-
ciency of test-case generation by utilizing hybrid model checking techniques [100]
combined with partitioning. Hybrid model checking combines different analysis
techniques to use the strengths of the different techniques to cover additional test
goals. Lastly, we will present and discuss the implementation and evaluation of
this technique as well.

3.2.1 Partitioning.

The obvious advantage of multi-property checking is to execute fewer reachabil-
ity analyses for test-case generation. This is especially advantageous for larger
amounts of test goals. However, there are different disadvantages as well. The
main disadvantage is that the abstraction possibilities during the reachability
analysis are lower, as more information needs to be tracked. This slows the reach-
ability analysis down. This loss of efficiency increases even more if information
about test goals needs to be weaved in the abstract reachability graph. To con-
clude, a single reachability analysis for each test goal is inefficient, as the number
of reachability analyses is high. However, a single reachability analysis might also
be inefficient, as the amount of information that needs to be tracked is high.

To this end, partitioning is concerned with grouping (i.e., partitioning) of test
goals, which (hopefully) share a high amount of information that needs to be
tracked. Therefore, these test goals can be tried to cover in a single reachability
analysis. The number of reachability analyses that need to be executed is equal to
the number of partitions created during partitioning. This constitutes a trade-off,
as the number of reachability analyses decreases compared to a single analysis
per test goal. However, the amount of information that needs to be tracked in a
reachability analysis is less than for standard multi-property checking.
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...

9
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2

9’
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧g0 = g0 + 1

10
!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧g0 = g0 + 1 ∧ x[i0]0y = y0

11

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ (g0 = g0 + 1 ∧ last1 = i0))

11’

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ (g0 = g0 + 1 ∧ last1 = i0))
∧g0 = g0 + 1

7

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ (g0 = g0 + 1 ∧ last1 = i0))
∧g0 = g0 + 1 ∧ i1 = i0 + 1

7’

!(x[0]0 <= 1) ∧ last0 = −2
∧i0 = 0 ∧ i <= x[0]0 − 2
∧!(x[i0] = y0)
∧(true ∨ (g0 = g0 + 1 ∧ last1 = i0))
∧g0 = g0 + 1 ∧ i1 = i0 + 1
∧g0 == 2

i = x[0]− 2

g0 = g0 + 1

g0 = g0 + 1

x[i] <= y !(x[i] <= y)

last = i

i = i + 1

g0 == 2

Figure 3.1: ARG of the C-Function find_last with CPAchecker
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Figure 3.2: Partitioning Overview (adapted from [156])

3.2.1.1 Overview

Figure 3.2 (adapted from [156]) shows the overview of the new partitioning ap-
proach. First, the parser and CFA generator of CPAchecker is utilized to generate
the CFA. Next, the Tiger Algorithm is used to derive the test goals from the CFA
based on the coverage criterion. In case of the example in Fig. 3.2, statement cov-
erage is used as coverage criterion. Next, the test goals are grouped into different
partitions based on the selected partitioning strategy and partition size. Lastly, a
multi-property reachability analysis is executed for each partition, and the test
cases are merged in a shared test suite. Usually, the test-case generation process is
accompanied by a timeout. Therefore, the reachability analysis for each partition
is also limited in terms of CPU time (depending on the timeout strategy), usu-
ally based on the time limit for the test-case generation divided by the number of
partitions.

To partition the test goals, different kinds of information can be used. In case
of random partitioning, no information about the test goals is needed. However,
the partitioning can also be performed based on local or global control-flow infor-
mation or even data-flow information. While local and global control-flow infor-
mation about the CFA are easy to obtain, data-flow information would require an
a-priori data-flow analysis before partitioning. Since partitioning tries to provide
an increase in efficiency, the partitioning itself should not take much CPU time
(as this time is not available for the reachability analysis anymore). Therefore,
data-flow analysis has been out of scope for this thesis.

Lastly, while partitioning enables parallelization by design (i.e., each reachabil-
ity analysis for a single partition can be run on a separate CPU core), the main
focus of this chapter is efficiency in terms of total CPU time.

3.2.1.2 Partitioning Strategies

In this section, we will further explain different partitioning strategies, which have
been developed during this thesis. We will illustrate the concepts of the different
strategies as well as their strengths and weaknesses. The partitioning strategies



44 3 Test-Case Generation for Software Products

are divided based on the information used. First, we will describe random-based
partitioning, which uses no information at all. Next, we will show different par-
titioning strategies based on local information (i.e., information that is present in
the test-goals themselves). Lastly, we will describe partitioning strategies based
on global information about the CFA (e.g., information about CFA paths, etc.).
Additionally, the size of the partitions will be either a total amount or a relative
amount based on the overall number of test goals.

Example 3.2. To further illustrate the strategies and concepts of the remainder
of this section, we will now define a set of test goals for our running example
(see Fig. 2.3).

• tg1: 3
x[0] <= 1

4

• tg2: 3
!(x[0] <= 1)

5

• tg3: 7
!(i <= x[0]− 2)

8

• tg4: 7
i <= x[0]− 2

9

• tg5: 9
x[i] <= y

10

• tg6: 9
!(x[i] <= y)

11

These test goals will be used to show the different behavior of the partitioning
strategies and partition sizes.

3.2.1.3 Random Partitioning

The simplest partitioning is random-based. Random partitioning randomly selects
test goals and adds them to the current partition. This step is repeated until the
maximum number of test goals per partition is reached and a new partition is
created. This is done until all test goals have been added to a partition. As the
partitioning is random, the efficiency of test case generation may vary between
different executions.

Example 3.3. If the size of the partitions is 3 for our example, the test goals
would be grouped into 2 different partitions randomly. A possible result of
the partitioning would be {tg2,tg4, tg5}{tg1, tg3, tg6}.

The obvious advantage of this strategy is the simplicity and efficiency as random
selection is very fast. Therefore, the efficiency of the partitioning itself is high and
consumes nearly no CPU time. In case of a time limit, the CPU time can be nearly
fully used for the reachability analyses. Additionally, random is always a decent
baseline when comparing different methods. If another strategy is less efficient
compared to random, this suggests either design or implementation flaws within
the strategy.
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3.2.1.4 Local Information-based Partitioning

Local information-based partitioning only takes the information into account that
is directly available based on the test goals themselves. This means that no extra
information about the CFA, Paths, etc., is considered. The clear strength of this
approach is the efficiency of the partitioning itself. As the information is available
without further computation, the only computational effort is the partitioning
algorithm itself. However, the disadvantage is that available information (even
though it would need to be computed first) is not considered (e.g., CFA path
information about the test goals). This might lead to less efficient reachability
analysis when compared to global information-based partitioning.

Domination-based Partitioning . The first local information-based par-
titioning strategy is called domination-based partitioning. This strategy partitions
the test goals based on the post-order ID of their successor CFA node. Figure 3.3
shows the CFA of our running example with the corresponding post-order IDs
of the nodes (the values below the lines in the CFA nodes). In this example, the
CFA node with the ID 1 has the post-order ID 11. The post-order ID is a unique
ID, which also provides one guarantee. A node with a smaller post-order ID is
never a predecessor of a node with a larger post-order ID in any path possible
within the CFA. Therefore, the chances are high that a CFA node with a smaller
post-order ID is deep in the CFA.

The domination-based partitioning uses this guarantee to try to group test goals
in a single partition which are deeper in the CFA. This means that if a counterex-
ample is found, the chances are high that there are multiple test goals within
the counterexample path and can also be removed from the set of uncovered test
goals (see Sect. 2.3.2.1).

Example 3.4. We will again split the test goals into partitions with three test
goals per partition for this example. For domination-based partitioning, we
first select the test goal with the lowest post-order ID, which is test goal g6.
Next, we add this test goal to the first partition and remove it from the set of
test goals for partitioning. This step is repeated until the first partition is filled.
Afterwards the next partition is created, and the previous steps are repeated.
This leads us to the partition result with the first partition containing the test
goals {tg6,tg5, tg4} and the second partition containing the test goals {tg3, tg2,
tg1}.

Reverse Domination-based Partitioning . The possible disadvantage
of the domination-based partitioning is that the first partition contains test goals
that are probably difficult to cover (i.e., take a lot of CPU time). In this case, the
timeout of the partition might be reached before covering a lot of test goals. In
contrast, if a partition with easy-to-cover test goals is started first and the partition
takes less time, the remainder of the CPU time can be used for the more complex
test goals.
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Figure 3.3: CFA of the C-Function find_last with Post-Order Ids
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This is the motivation for the reverse domination-based partitioning strategy.
As stated before, the test goals with lower post-order ID are likely harder to cover.
Therefore, reverse domination-based partitioning also takes the post-order ID into
account, however, in reversed order.

Example 3.5. Again, we will use partitions with the size of three test goals
per partition. For reverse domination-based partitioning, we first select the
test goal with the highest post-order ID, which is test goal g1. Again, we add
this test goal to the first partition and remove it from the set of test goals for
partitioning. This step is repeated until the first partition is filled. Afterwards
the next partition is created, and the previous steps are repeated. This leads us
to the partition result with the first partition containing the test goals {tg1,tg2,
tg3} and the second partition containing the test goals {tg4, tg5, tg6}.

Distributed Domination-based Partitioning . The distributed domi-
nation-based partitioning tries to create equally complex partitions. To this end,
the sum of the post-order IDs of each test goal within a partition should be the
same for all partitions.

Example 3.6. Again, we will use partitions with the size of three test goals per
partition. For distributed domination-based partitioning, we first order the
test goals based on their post-order id in a descending manner. Afterwards,
the test goals are grouped into the partition for alternating ascending and
descending partition indexes. Therefore, in this example, the test goal with
the highest post-order id (i.e., tg1) is added to the first partition. The test
goal with the second highest post-order id (i.e., tg2) is added to the second
partition. The next test-goal ((i.e., tg3)) is also added to the second partition.
Test goal tg4 is then added to the first partition, and so forth. This leads us
to the partition result with the first partition containing the test goals {tg1,tg3,
tg5} and the second partition containing the test goals {tg2, tg4, tg6}.

3.2.1.5 Global Information-based Partitioning

In contrast to local information-based, global information-based partitioning also
takes additional information of the CFA into account. The disadvantage, in this
case, is the higher CPU time needed to perform the partitioning. However, if
the information reduces the CPU time needed for the reachability analysis, the
trade-off might be well worth it. Therefore, global information-based partitioning
tries to use information about similarities between test goals to group similar test
goals in the same partition. As these partitioning strategies are based on thresh-
olds, they do not use a predefined number of partitions. Instead, the number of
partitions is created on-demand.

Common-Path Partitioning . For the common-path partitioning for each
test goal the shortest path to the start of the CFA is computed. The test goals are
grouped in the same partition, if they share (at least partial) the same path. In
contrast to the local information-based partitioning strategies introduced before,
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this strategy does not use a predefined partition size, as the number of shared
paths is unknown beforehand. This means new partitions are created on-demand,
depending on the similarity of the test goals. First, a random test goal is selected,
and the shortest path from the initial node of the CFA to the test goal is computed.
Each test goal that is also present on this path is grouped in the same partition,
and these test goals are removed from the set of test goals for partitioning. This
means, no test goal is present in multiple partitions at the same time. This step
is repeated until all test goals are split into partitions. Additionally, if a path is
created that fully contains a previously created path, the partitions for both paths
are merged. The advantage of this partitioning strategy is the shared paths be-
tween the test goals of the same partition and the efficiency of the partitioning.
Although it is not as fast as local information-based partitioning, path compu-
tation is still quite efficient and, therefore, does not consume a large amount of
CPU time. However, since only test goals with common paths are grouped in the
same partition, the number of partitions might end up large. In this case, many
reachability analyses are necessary, which might reduce efficiency.

Example 3.7. First, a random test goal is taken from the set of test goals. Con-
sider tg1 to be taken first. In this case, first, we will compute a path from
the successor node of the test goal (i.e., node 4) to the initial CFA node. Fig-
ure 3.4a shows the corresponding path of the test goal. Next, we check if
additional test goals are present on this path. As this is not the case, only test
goal tg1 is added to the first partition. This step is repeated again. In case of
test goal tg3 as next test goal, the computed path is equal to the path shown in
Fig. 3.4b. As test goal tg2 is present on this path as well, the second partition
will contain the test goals tg2 and tg3.

In case of tg4 as next test goal for partitioning, the path would be as shown
in Fig. 3.4c without the edge to node 10. Since test goal tg2 is already in a
previous partition, the only test goal for the third partition will be test goal
tg4.

In case of tg5 as next test goal, the path will be equal to the path shown in
Fig. 3.4c. As this path fully subsumes the previous path of test goal tg4, both
partitions are merged. Therefore, the newly created partition number three
will contain the test goals tg4 and tg5.

Lastly, the path for tg6 is computed as shown in Fig. 3.4d. This test goal is
also the only non-partitioned test goal on the path and, therefore, the only test
goal added to partition number four. The final partitioning will be as follows.

• partition1: {tg1}

• partition2: {tg2,tg3}

• partition3: {tg4,tg5}

• partition4: {tg6}

Common-Variable Partitioning . The common-variable partitioning strat-
egy also computes paths from the test goal to the initial CFA node. However, this
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Figure 3.4: CFA Paths



50 3 Test-Case Generation for Software Products

strategy only takes the variables used on these paths into account. Again, the
partition size is not predefined for this partitioning strategy but depends on the
similarity of the variables on the paths. First, for each test goal, the shortest path
to the initial CFA node is computed. Next, all variables used on this path (either
by assignment or reading access, however, initialization of variables are ignored)
are collected and stored. Second, the similarity between test goals is computed
using the following equation.

Similarity(tgx, tgy) =
|Variablestgx ∩ Variablestgy |
|Variablestgx ∪ Variablestgy |

(3.1)

Lastly, all test goals with a similarity exceeding a predefined threshold are grouped
in a common partition. Again, a test goal will never be present in multiple par-
titions. If a test goal could be grouped in multiple partitions, the first partition
(depending on the order of the test goal creation) is taken.

Example 3.8. First, for each test goal, a path is computed. The paths for the
test goals in our running example are shown in Fig. 3.4. Next, for each path,
the used variables are stored. In this case, the variables used on the paths of
the test goals are as follows.

• tg1: {x}

• tg2: {x}

• tg3: {x, i}

• tg4: {x, i}

• tg5: {x, i, y, last}

• tg6: {x, i, y, last}

Next, depending on a predefined threshold, each test goal is grouped in a par-
tition. For each partition, all test goals’ similarity value exceeds the threshold.
Therefore, in the case of a threshold value of 1.0 only test goals which use
exactly the same variables are grouped in the same partition. In this case, the
result of the partitioning would be the following partitions.

• partition1: {tg1,tg2}

• partition2: {tg3,tg4}

• partition3: {tg5,tg6}

3.2.2 Hybrid Model Checking.

One of the disadvantages of the previously illustrated test-case generation tech-
nique is the sole reliance on predicate analysis (i.e., usage of the PredicateCPA) for
reachability analysis. While the predicate analysis is powerful, it is also expensive
(in terms of CPU time) for successor computation during reachability analysis.
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Previous work has already shown that in software verification for different anal-
ysis goals (e.g., reachability properties etc.), different analysis methods are more
likely to compute a proof or counterexample within a given time limit. [36] Also,
for test-case generation, the first successes to increase efficiency through multiple
analysis techniques have been achieved [24, 25, 100]. Even though multi-property
checking has already been utilized for these techniques, partitioning is still out of
scope for those works.

Therefore, to further increase efficiency for our test-case generation approaches,
we combined techniques for hybrid model checking with our partitioning tech-
niques.

Figure 3.5 shows the overview of the hybrid model checking methodology com-
bined with partitioning. First, the source code is parsed and translated into a CFA.
Next, the test goals are derived from the CFA based on a coverage criterion. After-
wards, different reachability analyses are executed successively. For each analysis,
first, all uncovered test goals are partitioned. Afterwards, the reachability anal-
ysis is started with a predefined time limit. After the time limit, the remaining
uncovered test goals are again partitioned, and the next analysis is started. For
each analysis, a different partitioning strategy may be defined to optimize effi-
ciency even further. If the global time limit is not exceeded after executing the last
analysis (and there exist more uncovered test goals), the first analysis is started
again, and the process starts all over again. Additionally, if a test goal is proven
to be unreachable by any of the analyses, the test goal is removed from the set of
uncovered test goals as well.

Analysis Techniques . For reachability analysis, this thesis utilizes a predi-
cate analysis, as well as explicit value analysis. As described before, the predicate
analysis is quite powerful and is often able to summarize loops easily. However, it
can be rather slow due to expensive SMT-Solver calls [24]. In contrast, the explicit
value analysis is fast while tracking few variables. However, in case a test goal
depends on many variables, the explicit value analysis slows down significantly.
Additionally, the explicit value analysis might get stuck in loops and suffers from
a large state space if many assignments are present [24]. This enables the analysis
to reach test goals which might be complex to reach by the predicate analysis
rather fast, as long as the amount of variables the test goal depends on is small.

Remarks . While it is also possible, to combine different test-case generation
techniques in general (e.g., combining symbolic execution and model checking,
see [28]), we will focus on different analysis techniques for model checking in the
course of this thesis.

3.3 Implementation

To evaluate the illustrated techniques, we implemented them in the CPAchecker

framework in the course of this thesis.
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Figure 3.6 shows the additional modules. Each module with a thick border
is either new or changed. The new and changed modules are explained in the
remainder of this section.

3.3.1 Tiger Multigoal Algorithm

The original Tiger Algorithm is now enhanced to support partitioning and multi-
property checking. Another additional functionality is the sanitation of the ARG
whenever a test goal is covered. As the reachability analysis is now resumed, if
there are still uncovered test goals in the partition, the target state correspond-
ing to the newly found test goal needs to be removed. Additionally, weaved CFA
edges, and their successor and predecessor ARG states need to be removed. Oth-
erwise, the reachability analysis would lead to incorrect results for the remaining
test goals. As shown in Fig. 3.1, the ARG state 7′ forces counterexamples to only
take the left path (due to the weaved constraint). Therefore, each test goal that
needs to take the right path would be unreachable and, therefore, lead to incor-
rect results. Removing these states from the ARG enables the reachability analysis
to resume as intended, as the test goal leading to the weaved edges is not part of
the partition after being covered. Therefore, these edges will not be weaved in the
ARG again during this reachability analysis.

The remaining weaved edges (e.g., state 9′ or 11′ Fig. 3.1) will not be removed, as
this would lead to expensive recomputation of the following states. Additionally,
the weaved edges will not lead to any undesired behavior and will be removed if
a new CEGAR refinement is executed anyway.

3.3.2 MultiGoalCPA

The MultiGoalCPA now replaces the old TestgoalCPA. The MultiGoalCPA uses a
set of test goals, each test goal consisting of a list of CFA edges.

The abstract state of the MultiGoalCPA (called MultiGoalState) contains a set
of tuples to track the progress of test goals. The tuples consist of the test goal as
key and an integer as value to track the next edge of the test goal that needs to be
passed during reachability analysis.

For the initial abstract state, for each test goal consisting of multiple CFA edges,
a new variable is weaved into the ARG to force the counterexample later to cover
the test goal (see Sect. 3.1). The MultiGoalState carries the information that should
be weaved into the ARG. However, it is not responsible for the actual weav-
ing. This is handled by the strengthening operator of the LocationCPA and is
explained in the next subsection.

The transfer relation computes a successor state by checking for each test goal
if the current edge to compute the successor equals the next edge needed for
the test goal. In this case, the value of the tuple is incremented. If the test goal
consists of multiple edges, the corresponding weaved variable for this test goal is
incremented by weaving an additional CFA edge into the ARG.

If the test goal is covered (i.e., all edges of the test goal have been traversed), the
last constraint for the test goal is weaved if the test goal consists of multiple edges.
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After traversing the weaved edge (or if the test goal consisted of only one edge),
the MultiGoalState is set as target state, and a counterexample is computed.

3.3.3 LocationCPA

As the CFA cannot be modified during runtime, the information weaving must be
done during the reachability analysis by modifying the ARG.

If weaving is needed (which is triggered by the MultiGoalState), the current
edge for successor computation is copied, and a new successor CFA node is cre-
ated. Additionally, the successor CFA node receives a new leaving edge that is
responsible for weaving the new information. The successor for the weaved edge
is the original successor of the current abstract state (see Fig. 3.1).

Additionally, caching of weaved CFA edges is crucial. In the case of a CEGAR
refinement, the information about unreachable parts of the ARG is sometimes
based on the instantiations of CFA edges. Therefore, if a test goal is not reachable
due to the newly weaved edges, the edges need to be the same objects as before
the refinement. Otherwise, CEGAR will endlessly refine the reachability analysis.

3.3.4 Partitioning

To implement the new partitioning strategies, a new module was introduced to
CPAchecker called PartitionProvider. The desired partition strategy, size, and
other parameters can be adjusted via the CPAchecker internal configuration
functionality. Next, the set of test goals derived from the CFA can be passed as
parameters and will be returned as partitions, depending on the selected strategy.

3.3.5 Hybrid Model Checking

For utilizing hybrid model checking, the interleaved algorithm provided by CPA-
checker is used. Additionally, we use the ValueCPA for explicit value analysis.

Lastly, we upgraded the Tiger MultiGoal Algorithm to store derived test goals
and test cases throughout the full test-case generation process. This is necessary,
as each reachability analysis instantiates a new Tiger MultiGoal Algorithm object.

3.4 Evaluation

The previously introduced partitioning strategies and the hybrid model checking
technique allows for adjustable configurations for test-case generation. In our ex-
perimental evaluation, we consider C programs as systems under test. These C
programs must be self-contained (i.e., no external function calls or external global
variables, except for test input values). Based on this experimental setting, we will
investigate the impact of our strategies for efficiency and effectiveness.
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3.4.1 Research Questions.

• RQ1 Which test-case generation strategy has the strongest impact on the
effectiveness of the resulting test-suites in terms of achieved coverage?

– RQ1.1 Which partitioning strategy has the strongest impact on the ef-
fectiveness of the resulting test-suites in terms of achieved coverage?

– RQ1.2 Which hybrid model checking strategy has the strongest impact
on the effectiveness of the resulting test-suites in terms of achieved
coverage?

• RQ2 Which test-case generation strategy has the strongest impact on the
efficiency of the resulting test-suites?

– RQ2.1.1 Which partitioning strategy has the strongest impact on the
efficiency on the test-case generation in terms of CPU time.

– RQ2.1.2 Which partitioning strategy has the strongest impact on the
efficiency of the resulting test-suites in terms of test-suite size.

– RQ2.2.1 Which hybrid model checking strategy has the strongest im-
pact on the efficiency on the test-case generation in terms of CPU time?

– RQ2.2.2 Which hybrid model checking strategy has the strongest im-
pact on the efficiency of the resulting test-suites in terms of test-suite
size?

3.4.2 Experimental Setup

Next, we will describe the evaluation methods and experimental design used in
our experiments to address the research questions.

Methods and Experimental Design. To evaluate the partitioning strat-
egy and the partition size, we will focus on the following strategies. The strat-
egy names are based on the partitioning configuration. PS9: [Dom, 25T] uses
Dominiation as partitioning strategy with a partition size of 25 test goals (T− >

total, P− > percentage). Strategies with [RevDom,...] use reversedomination-based
and strategies with [DistDom,...] use distributed domination-based partitioning.

• PS1: [-,100P]

• PS2: [ComPath, -]

• PS3: [ComVar, -]

• PS4: [DistDom, 25P]

• PS5: [DistDom, 25T]

• PS6: [DistDom, 50P]

• PS7: [DistDom, 50T]

• PS8: [Dom, 25P]

• PS9: [Dom, 25T]

• PS10: [Dom, 50P]

• PS11: [Dom, 50T]

• PS12: [REvDom, 25P]

• PS13: [REvDom, 25T]

• PS14: [REvDom, 50P]

• PS15: [REvDom, 50T]
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Therefore, we will evaluate 15 different strategies for partitioning to research
the impact on effectiveness and efficiency. Additionally, we will use strategy PS1

(standard multi-property checking) as a baseline to compare the impact of the
remaining strategies. Those strategies will be evaluated for both the predicate
analysis (utilizing the PredicateCPA) and the explicit value analysis (utilizing the
ValueCPA). Next, we will use the respectively best strategy in terms of effective-
ness (on average) to further evaluate different hybrid model checking strategies.
In this case, we will evaluate different orders of analyses and different time limits
for the analyses.

The following strategies show the different time limits based on the global time
limit and their corresponding analysis technique (i.e., HS1: [450V,450P] will run
the explicit value analysis first for 450 seconds. Afterward, the predicate analysis
is executed for 450 seconds).

• HS1: [450V, 450P]

• HS2: [225V, 675P]

• HS3: [120V, 780P]

• HS4: [675V, 225P]

• HS5: [780V, 120P]

• HS6: [450P, 450V]

• HS7: [225P, 675V]

• HS8: [120P, 780V]

• HS9: [675P, 225V]

• HS10: [780P, 120V]

Subject Systems . For evaluating our strategies, we use a selection of C pro-
grams from the SV-Benchmarks1 corpus. SV-Benchmarks contains real-world and
crafted C programs used for evaluating software verification (SV-Comp2) and test-
case generation techniques (Test-Comp3). We selected a representative selection of
C programs from crafted as well as real-world programs. Our selected C programs
contain at least 100 branches and consist of 535 to 6894 lines of code. The list of
programs can be found in Appendix A.

Data Collection. For each program of our subject systems, we apply the
test-case generation approach using all strategies. As coverage criterion, we se-
lected branch coverage. To answer our research questions we first generate a test
suite T and measure the CPU time using benchexec 4. Benchexec is a framework
for reliable benchmarking, enabling us to enforce time limits and accurately mea-
sure CPU time. Next, to answer RQ1 measure the actual coverage (i.e., the number
of test goals reached) by executing the test suite on the program under test utiliz-
ing the test-suite executor TestCov

5.

effectiveness(T) = ∑z
i=1 reached(tgi, T)

z
(3.2)

1 https://github.com/sosy-lab/sv-benchmarks
2 https://sv-comp.sosy-lab.org/2021/
3 https://test-comp.sosy-lab.org/2021/
4 https://github.com/sosy-lab/benchexec/
5 https://gitlab.com/sosy-lab/software/test-suite-validator
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where reached(tgi, T) = 1 if the test goal is reached by any test case in test suite T,
or 0 otherwise, and z is the number of test goals. The effectiveness of a strategy s
is calculated as

effectiveness(s) =
∑n

i=1 effectiveness(Ts
i )

n
(3.3)

where n is the number of programs under test (i.e., the subject systems) and Ts
i is

the test suite generated for subject system number i with the strategy s. Note, that
TestCov also includes unreachable test goals in the measurement, as it cannot
differentiate between reachable and unreachable test goals. Therefore, it is often
not possible to cover 100% of the goals (for example test goals corresponding to
dead code).

Finally, to answer RQ2, the efficiency in terms of test-suite size of test suite (T)
is calculated as

efficiencysize(T) = |T| (3.4)

where |T| is the number of test cases of the test suite. Based on this equation, the
overall efficiency of strategy s is calculated as

efficiencysize(s) =
∑n

i=1 efficiencysize(T
s
i )

n
. (3.5)

The efficiency in terms of CPU time of a strategy s is calculated as

efficiencycpu(s) =
∑n

i=1 efficiencycpu(T
s
i )

n
. (3.6)

where efficiencycpu is the CPU time needed to generate test suite Ts
i .

As we measure CPU time instead of wall time, run-time fluctuations are neg-
ligible. Additionally, running a specific strategy multiple times will lead to the
same results. Therefore, strategies are evaluated once.

Measurement Setup. Our test-case generation tool has been executed on an
Ubuntu 18.04 machine, equipped with an Intel Core i7-7700k CPU and 64 GB of
RAM. The CPU time for test-suite generation is limited to 900 s for each program
under test, and the CPU time for the execution of the test cases to detect bugs is
limited to 30 s per test case. We executed our evaluation with Java 1.8.0-171 and
limited the Java heap to 6 GB.

3.4.3 Results.

Fig. 3.7 shows the results of our experimental evaluation concerning research
question RQ1. The results of our evaluation regarding RQ2 are shown in Fig. 3.8
and Fig. 3.9.

RQ1.1 Effectiveness of Partitioning . Figure 3.7a shows the effective-
ness of the partitioning strategies for test-case generation with predicate analysis.
The figure shows that most partitioning strategies lead to lower effectiveness com-
pared to [−, 100P] (i.e., all test goals in a single reachability analysis). Only the
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strategy [Dom, 50P] leads to higher effectiveness and, therefore, to the highest
effectiveness of test-case generation with the predicate analysis.

Figure 3.7b shows the effectiveness of the partitioning strategies for test-case
generation with explicit value analysis. The figure shows that most partitioning
strategies lead to higher effectiveness compared to [−, 100P] (i.e., all test goals in a
single reachability analysis). The highest effectiveness is obtained by the strategy
[ComPath,−].

RQ1.2 Effectiveness of Hybrid Model Checking . Figure 3.7c shows
the effectiveness of the hybrid model checking strategies with partitioning strat-
egy [−, 100P]. The figure shows that the highest effectiveness is reached by start-
ing the analysis with 120 seconds for the explicit value analysis and afterward 780
seconds for the predicate analysis.

Figure 3.7d shows the effectiveness of the hybrid model checking strategies with
partitioning strategy [Dom, 25T] for the explicit value analysis and [Dom, 50P]
for the predicate analysis. The highest effectiveness is achieved by the strategies
[675V − 225P] and [120V − 780P].

RQ2.1.1 E f f i c i encyC PU of Partitioning . Figure 3.8a shows the results
regarding efficiencyCPU of the partitioning strategies for test-case generation with
predicate analysis, and Fig. 3.8b shows the efficiencyCPU of the partitioning strate-
gies for test-case generation with the explicit value analysis

The figures show that for the predicate analysis and the explicit value analysis,
most partitioning strategies lead to higher efficiencyCPU (i.e., lower CPU time) com-
pared to [−, 100P]. The highest efficiencyCPU for the predicate analysis constitutes
partitioning strategy[ComVar,−] and for the explicit value analysis [RevDom,
25T].

RQ2.1.2 E f f i c i encySize of Partitioning . Figure 3.9a shows the efficiencysize
of the partitioning strategies for test-case generation with predicate analysis. The
figure shows that all partitioning strategies lead to higher efficiencysize (i.e., less
test cases) compared to [−, 100P]. The highest efficiencysize constitutes partitioning
strategy [RevDom, 50T].

Figure 3.9b shows the efficiencysize of the partitioning strategies for test-case gen-
eration with explicit value analysis. The figure shows that most partitioning strate-
gies lead to lower efficiencysize (i.e., more test cases) compared to [−, 100P]. The
highest efficiencysize constitutes partitioning strategy [ComVar,−] and the lowest
efficiencysize is obtained by partitioning strategy [RevDom, 50T].

RQ2.2.1 E f f i c i encyC PU of Hybrid Model Checking . Figure 3.8c shows
the results regarding efficiencyCPU of the hybrid model checking strategies with
partitioning strategy [−, 100P]. The figure shows that the best hybrid strategy for
efficiencyCPU is [780P, 120V].

Figure 3.8d shows the efficiencyCPU of the hybrid model checking strategies with
partitioning strategy [Dom, 25T] for the explicit value analysis and [Dom, 50P] for
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the predicate analysis. The figure shows that the best hybrid strategy in terms of
efficiencyCPU is [225V, 675P].

RQ2.2.2 E f f i c i encySize of Hybrid Model Checking . Figure 3.9c shows
the results regarding efficiencysize of the hybrid model checking strategies with
partitioning strategy [−, 100P]. The figure shows that the best hybrid strategy in
terms of efficiencysize is [120P, 780V].

Figure 3.9d shows the efficiencysize of the hybrid model checking strategies with
partitioning strategy [Dom, 25T] for the explicit value analysis and [Dom, 50P] for
the predicate analysis. The figure shows that the best hybrid strategy in terms of
efficiencysize is [225V, 675P].

3.4.4 Discussion.

RQ1.1 Effectiveness of Partitioning . For the predicate analysis, only
one partitioning strategy (i.e., [Dom, 50P]) was able to improve effectiveness by
approx. 0.31% on average. However, for specific subject systems, the different par-
titioning strategies impact effectiveness by more than 15% compared to partition-
ing strategy [−, 100P]. Therefore, the choice of the partitioning strategy should
depend on the subject system itself. For the explicit value analysis, most parti-
tioning strategies lead to higher effectiveness compared to partitioning strategy
[−, 100P]. The best effectiveness is achieved by partitioning strategy [ComPath,
−] and improves effectiveness compared to strategy [−, 100P] by 5.61%. The dif-
ference in effectiveness of single subject systems is even more significant for the
explicit value analysis. For specific subject systems, the difference compared to
strategy [−, 100P] is up to 53.50%. We assume the significant impact of the parti-
tioning strategy with the explicit value analysis is due to the fact that the explicit
value analysis is often able to cover test goals either very fast or extremely slow.
Therefore, without partitioning or by choosing sub-optimal partitioning strategies,
the explicit value analysis is more likely trying to cover a test goal that takes a
long time and, therefore, will run into the timeout before covering the easier test
goals.

For both analysis techniques, the choice of the partitioning strategy impacts the
effectiveness by up to approx. 10% for branch coverage.

RQ1.2 Effectiveness of Hybrid Model Checking . Without partition-
ing (i.e., strategy [−, 100P]), the best effectiveness is achieved by hybrid strategy
[120V, 780P]. However, there is no apparent impact of effectiveness when chang-
ing the partial time limit of the explicit value analysis. The reason for this behavior
is most likely that the explicit value analysis is able to cover test goals either very
fast or extremely slow. Therefore, the number of test goals covered does not differ
significantly for different partial time limits. However, the results show that exe-
cuting the explicit value analysis before the predicate analysis always leads to an
improvement in effectiveness (for the same partial time limits).

Using the partitioning strategies that performed well for the corresponding
analyses (i.e., [Dom, 50P] for the predicate analysis and [Dom, 25T] for the ex-
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plicit value analysis) increases the effectiveness for all but one hybrid strategy. We
chose the partitioning strategy [Dom, 25T] instead of [ComPath,−] for the explicit
value analysis for practical reasons. Only the hybrid strategy 120V − 780P leads to
a decrease in effectiveness by using the other partitioning strategies. The hybrid
strategy leading to the best effectiveness for those partitioning strategies is [450V,
450P]. Although, the effectiveness differs only slightly for other strategies. How-
ever, this leads to a decrease in the effectiveness of the best hybrid strategy com-
pared to hybrid strategies with partitioning strategy [−, 100P]. This is most likely
due to the fact that partitioning improves the explicit value analyses by a large
margin and, therefore, leads to better results for longer partial time limits for the
explicit value analysis. However, the hybrid strategies perform better for longer
partial time limits for the predicate analysis. Therefore, the overall strategies per-
form similarly in terms of effectiveness. Additionally, for specific subject systems,
partitioning does improve effectiveness. Therefore, the choice of the partitioning
strategy should depend on the subject system itself for hybrid model checking, as
well. However, for the hybrid strategies, the subject system does not influence the
result by a large margin. The best strategy (i.e., [120V − 780P]) leads to the best
effectiveness for nearly all subject systems. Therefore, the optimal choice of the
hybrid strategy does not depend on the subject system itself.

RQ2.1.1 EfficiencyCPU of Partitioning . The choice of the partitioning
strategy for the predicate analysis does affect efficiencyCPU. However, there is no
apparent correlation between the number of partitions and the CPU time needed.
Additionally, strategy leading to higher effectiveness does not necessarily lead to
higher or lower efficiencyCPU.

For the explicit value analysis, the number of partitions does affect the efficiency
in terms of CPU time. Partitioning strategies with higher partitions lead to higher
efficiencyCPU (i.e., lower CPU time). Additionally, most strategies leading to higher
effectiveness also lead to higher efficiencyCPU.

RQ2.1.2 EfficiencySize of Partitioning . The choice of the partitioning strat-
egy for the predicate analysis has a strong effect on efficiencysize. However, the
efficiencysize does seem to correlate with the effectiveness (i.e., higher effectiveness
leads to lower efficiencysize). Also, there is no apparent correlation between the
number of partitions and the CPU time needed. Additionally, strategies leading
to higher effectiveness do not necessarily lead to higher or lower efficiencyCPU.

The choice of the partitioning strategy for the explicit value analysis has a strong
effect on efficiencysize. Additionally, there seems to be a correlation between both
the partition size and the partitioning technique. Interestingly, the strategy achiev-
ing the best effectiveness (i.e., [ComPath,−]) is not the strategy with the worst
efficiencysize. Compared to strategy [RevDom, 50T] strategy [ComPath,−] improves
both efficiencysize and effectiveness.

RQ2.2.1 EfficiencyCPU of Hybrid Model Checking . The choice of the
partial time limits for hybrid model checking with partitioning strategy [−, 100P]
does affect efficiencyCPU. It does correlate with the partial time limit of the explicit
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value analysis (i.e., longer partial time limits for the explicit value analysis leads to
lower efficiencyCPU) if the explicit value analysis is executed first. If the predicate
analysis is executed first, the efficiencyCPU stays similar to different partial time
limits. The reason for this behavior is most likely that the explicit value analysis is
able to cover test goals that are hard to cover for the predicate analysis. Therefore,
executing the explicit value analysis first reduces the time needed for the predicate
analysis. However, this does not seem to be the other way around as well.

Using the partitioning strategies that performed best for the corresponding
analyses, the efficiencyCPU is affected by choice of the partial time limits. For lower
partial time limits for the first analysis, the efficiencyCPU increases when execut-
ing the explicit value analysis first. This changes for longer partial time limits
for the first analysis. In this case, starting the predicate analysis first increases
efficiencyCPU.

RQ2.2.2 EfficiencyCPU of Hybrid Model Checking . The choice of the
partial time limits for hybrid model checking with partitioning strategy [−, 100P]
does affect efficiencysize. However, it does seem to correlate with partial time limits.
Although, the efficiencysize does seem to correlate with the effectiveness (i.e., higher
effectiveness leads to lower efficiencysize).

Using the partitioning strategies that performed best for the corresponding
analyses, the efficiencysize is affected by the choice of the partial time limits. How-
ever, there seems to be no direct correlation with the partial time limits or the
effectiveness of the hybrid strategy.

Interestingly, the partitioning strategies have been shown to lead to even higher
effectiveness compared to [−, 100P] in previous works (e.g., student theses). How-
ever, (most likely) due to improvements to the CPAchecker framework and the
implementation of the Tiger MultiGoal algorithm, the benefits of partitioning have
been reduced. Nonetheless, the strategies provide a solid base for parallelization
of test-case generation in future works.

3.4.5 Threats to Validity

Internal Validity. The technique for test-case generation based on hybrid
model checking and partitioning for multi-property checking allows for adjustable
settings to optimize effectiveness and efficiency. In our evaluation, we measured
the impact of the partitioning strategy and size and different settings for hybrid
model checking. We limited our evaluation to a predefined partition size and a
predefined set of time limits for hybrid model checking to keep the evaluation
graspable. Therefore, it might be possible we missed even better settings to im-
prove test-case generation even further. However, as we compared our strategies
to different baselines and improved effectiveness, missing even better solutions
does not invalidate our results and only shows possible future work. Another
threat to internal validity might be our choice of software model checking for
test-case generation. At least for our subject systems, there exist tools that achieve
higher effectiveness (VeriFuzz achieves 74.73% branch coverage for our subject
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systems 6). However, software model checking is often able to determine whether
a test goal is unreachable, which is sometimes necessary (e.g., for Chapter 5).
Therefore, we assume our choice does not threaten our internal validity.

Additionally, we might threaten our internal validity by our choice of branch
coverage as a coverage criterion. However, branch coverage is one of the most
prominent examples for coverage criteria and is also used in competitive test-case
generation environments (see Test-Comp7). We also assume similar results for
different coverage criteria based on our experience.

Finally, we expect our current limitation to C programs to also not seriously
harm validity as we can expect similar results for other programming languages,
at least for those relying on an imperative core language (e.g., most OO lan-
guages).

External Validity. We are not aware of other tools, which support the par-
titioning of test goals. Therefore, we cannot evaluate the partitioning strategies
on other tools based on different test-case generation techniques (e.g., symbolic
execution or fuzzing).

Another threat might arise from the selection of our subject systems. However,
as we selected our subject systems from a corpus used for the software testing
competition (Test-Comp), we assume our selection to be a valid basis for evaluat-
ing test-case generation techniques.

Finally, our evaluation relies on third-party software, namely the test-suite ex-
ecutor TestCov and Benchexec. However, TestCov is established and has been
extensively used as a test-suite validator and coverage measurement in the last
three years of Test-Comp. Benchexec is even more established, as it is also used
for Test-Comp and additionally used in the last five years of SV-Comp. Therefore,
we expect both tools to produce sound results.

3.5 Related Work

In this section, we will discuss related work on test-case generation and hybrid
model checking. We are not aware of related works in terms of the partitioning of
test goals to increase the performance of test-case generation. However, there are
multiple related works on general test-case generation approaches, which we will
group based on their test-case generation technique.

Fuzzing . Test-case generation with fuzzing is currently very popular in re-
search. The main idea is to generate new test cases by generating (semi-)random
input values. Sometimes the input values of existing test cases are used and only
modified to generate new test cases. [119] There are many different fuzzing meth-
ods, for example, based on evolutionary algorithms [145] or based on contex-
t-free grammars [79]. In the last years, even greybox fuzzing [182] or whitebox
fuzzing [80, 79] have been subject to research. However, since fuzzing is often
not based on the test goals, partitioning of test goals is mostly irrelevant. There-

6 https://test-comp.sosy-lab.org/2021/results/results-verified/
7 https://test-comp.sosy-lab.org/2021/
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fore, these works do not consider partitioning of test goals for optimizing test-case
generation. For hybrid test-case generation, however, different work exists. For ex-
ample, Verifuzz combines different fuzzing tools to optimize test-case generation
further. [19]

Plain Random . A similar test-case generation approach, even though way
simpler, to fuzzing is plain random test-case generation. [117] For plain random, a
test case is fully randomly generated, and afterwards, the coverage for the system
under test is measured. The advantage is the efficiency for test-case generation.
However, complex test goals are often not reached, as the chances to generate the
correct input values for the test case are slim (e.g., to create a test case which
evaluates true for x == 1 is 1

232 for a 32-bit system). For plain random test-case
generation partitioning of test goals is irrelevant, as the basis for test-case genera-
tion are only randomly generated input values, not the test goals themselves.

Symbolic Execution. For symbolic execution, a symbolic reachability graph
is generated (similar to the ARG). There exist different works and tools for the op-
timization of symbolic execution. One prominent example is Klee. [42] However,
symbolic execution often does not build the symbolic reachability graph tailored
for specific test cases. Due to this reason, there exists no work for partitioning of
test goals for symbolic execution, as far as we know. However, recent work that
combines symbolic execution with CEGAR [27] might lead to the possibility of
partitioning test goals, as CEGAR allows for different abstraction based on the
test goals. For hybrid test-case generation, different works try to combine sym-
bolic execution with different techniques, for example, fuzzing. [177, 47]

Bounded Model Checking . Recent work also used bounded model check-
ing for test-case generation. [75] For bounded model checking, program states are
also computed (either abstract or concrete, depending on the technique). How-
ever, loops are only unrolled for a specific number of iterations k. This enables the
model checker to prove or disprove properties that hold for at least k loop iter-
ations. Therefore, this can be used to generate test cases in the same manner as
symbolic model checking. However, it is restricted for test goals, which need no
more than k loop iterations to be reached. However, for bounded model checking,
there is no work that partitions test goals or uses hybrid test-case generation that
we know of.

Software Model Checking . There also exists other work, which uses soft-
ware model checking similarly to this thesis. CoVeriTest is also a test-case gener-
ator, also based on the CPAchecker framework. [100] While CoVeriTest also uses
hybrid approaches, it does not use any partitioning of test goals, and, therefore,
does not combine partitioning with hybrid model checking.

To conclude, there exist various works on test-case generation with different
techniques, sometimes similar to our approach. However, none of these tech-
niques combine partitioning of test goals with hybrid test-case generation. Ad-
ditionally, for some coverage criteria (especially in Industrie 4.0) 100% coverage
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is needed (e.g., error-code coverage, see section 2.1.2). Therefore, test-case genera-
tion techniques, that are unable to make assertion about reachability (e.g., fuzzing,
plain random, etc.) are unsuited for these kinds of coverage criteria.

3.6 Conclusion and Future Work

Conclusion. In this chapter, we introduced different techniques (i.e., parti-
tioning and hybrid model checking) for optimization of test-case generation. Fur-
thermore, we developed and evaluated different strategies for partitioning and
different configurations of hybrid model checking. Furthermore, we evaluated
these techniques on a selection of C programs and showed the impact of differ-
ent adjustable configuration options. Additionally, we provided strategies, that
proved to be more effective and efficient than the baseline strategies and, there-
fore, optimized test-case generation.

Future Work . In future work, we would like to develop and evaluate further
partitioning strategies. Especially for partitioning strategies using global infor-
mation, there are multiple different strategies (e.g., based on data-flow analysis),
which might further improve test-case generation. Additionally, we would like to
utilize more analysis techniques for hybrid test-case generation, as well as incor-
porate different test-case generation techniques (e.g., fuzzing), which proved to
be useful in different works [24, 25]. Additionally, we would like to measure the
progression of effectiveness over time for the predicate and the explicit value anal-
ysis to optimize the partial time limits. Next, we would like to evaluate on-the-fly
partitioning (i.e., to re-partition after each reachability analysis). Furthermore, we
would like to use machine learning approaches to select partitioning strategies
based on the program under test (based on static properties of the program, such
as the number of loops, unbounded loops, etc.). This is promising, as our results
show large differences on partitioning strategies based on single subject systems.
Lastly, the partitioning strategies could be used for multi-core or distributed test-
case generation. As the partitions can be handled separately, each partition could
be run on a different machine and, therefore, improve wall time of test-case gen-
eration significantly. The number of available cores could also be used as the
number of partitions in this case, to further maximize efficiency in terms of wall
time.





4
R E G R E S S I O N T E S T I N G

In the previous section, we were concerned with test-case generation for single
program versions. However, nowadays, programs evolve at an increasing pace,
mostly due to the advent of continuous integration [161]. The goal of regression
testing is to validate these changes and, to this end, reveal bugs introduced by
erroneous modifications (e.g., incorrect bug fixes, erroneous additional features,
etc.) [181].

In literature, regression testing is often used as an umbrella term for test-suite
reduction, test-case selection, and test-case prioritization [181]. However, test-case
generation tailored for creating test cases in a regression-testing scenario has also
been subject to research [169].

In this chapter, we will study the combination of test-suite reduction with test-
case generation tailored for regression testing. To this end, we will introduce
methods developed in this thesis to further increase the effectiveness of regres-
sion-test-case generation. The following research challenges will be tackled in this
chapter.

• How to increase effectiveness of test suites tailored for regression testing in
terms of actual bug detection ratio (C1).

• How to increase efficiency of regression testing...

...in terms of CPU time needed to generate test suites tailored for re-
gression testing (C2.1).

...in terms of the number of test cases of test suites tailored for regres-
sion testing (C2.2).

In this chapter, we will first extend our running example to further motivate
and illustrate different concepts. Next, we will first give an overview of existing
state-of-the-art techniques in regression testing and additional fundamentals of
regression testing.

In Sect. 4.3.2 we will present a novel concept, developed in the course of this
thesis, to create multiple test cases for each test goal to further improve effec-
tiveness of regression testing in terms of error coverage (i.e., the number of bugs
revealed).

Section 4.4 shows the overview of our history-based regression testing method-
ology developed during this thesis. Next, we will show the implementation and
the evaluation of our methodology. Lastly, we will discuss related work and give
a short summary and show possible future work.

The content of this chapter is based on the following publication:

69
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[154] Sebastian Ruland and Malte Lochau. On the Interaction between
Test-Suite Reduction and Regression-Test Selection Strategies. arXiv,
2022. doi: https://doi.org/10.48550/arXiv.2207.12733.

4.1 Running Example

As mentioned in Sect. 2.1.3, the running example in Fig. 2.3 still contains three
bugs. First (Bug 1), the first element of the array is supposed to be the meta-in-
formation about the length of the array. Therefore, the starting index 0 of the
for-loop in line 6 is incorrect.

Second (Bug 2), the whole array (other than the first element) should be searched.
Therefore, the condition of the for-loop in line 6 incorrectly terminates the loop
at the second last element instead of the last one.

Third (Bug 3), the function is supposed to return the index of the last ele-
ment with an equal value to y. However, due to the incorrect condition of the
if-statement in line 7, the last element with a value equal or less to y is returned.

Next, let us assume a developer validates the initial program with a test suite
T1 consisting of the following test cases.

• t1 = {(x = [1], y = 0),−1} ,

• t2 = {(x = [4, 6, 6, 4], y = 5),−2} .

These test cases fulfill branch coverage and can be created using the methodology
explained in Sect. 2.3. When executing these tests for our running example, test
case t2 will fail due to the incorrect return value of 0. Now, the presence of at
least one bug is apparent. Therefore, the developer will search the code and fix
a bug. In case of Bug 1 as the first bugfix, the developer fixes the program as
shown in Fig. 4.1a (where we use standard patch syntax, i.e., −− for a line that
gets removed and ++ for a new line, that is added to the program). This leads to
the next program version P1 (see Fig.4.1b).

When executing these tests on our program version P1, the tests will succeed,
and the developer will not discover the remaining bugs. Although test case t2 is
able to reach the error-location of both remaining bugs, it is not able to detect them.
The reason is that, as explained in Sect. 2.2.4, to reveal a bug, the test has to reach
the location, infect the program state, propagate the infection and, lastly, reveal
the propagated infection. In this case, test case t2 does reach Bug 2 and Bug 3.
However, due to Bug 2 Bug 3 will not be able to infect the program state, as the
last element is not included in the search. While Bug 2 will infect the program
state (as the loop is not iterated often enough) the infected state is not observable,
as the result will be correct. In contrast, a test suite T2 with the following test cases
also fulfills branch coverage.

• t1 = {(x = [1], y = 0),−1} ,

• t3 = {(x = [3, 3, 3], y = 4),−2} ,

• t4 = {(x = [3, 2, 2], y = 0),−2} .
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This test suite is able to detect Bug 1 in the initial program P0, as well as the
second bug Bug 2 in program version P1. Therefore, if test suite T2 had been
available to the developer, the second bug could be fixed as well. This leads to
program version P2, shown in Fig. 4.1d, after applying the patch shown in Fig. 4.1c.
The second test suite is now unable to detect the last remaining bug. However,
in program version P2, the first test suite is able to detect the last bug, as the
accidental program state fix due to the interaction of both bugs is gone. This shows
that both test suites detect the same amount of bugs in the program. However, the
effectiveness (i.e., number of bugs found) highly depends on the current program
version.

Lastly, we have seen that test case t2 detects Bug 1 and Bug 3, and test case t3

detects Bug 2. Therefore, choosing a test suite with both test cases would detect
all bugs in our running example. For example, the following test suite T3 both
fulfills branch coverage and detects all bugs.

• t1 = {(x = [1], y = 0),−1} ,

• t2 = {(x = [4, 6, 6, 4], y = 5),−2} ,

• t3 = {(x = [3, 3, 3], y = 4),−2} .

4.2 Test-Suite Reduction Techniques

As explained in section 2.4, due to the increasing pace of program modification
and the accompanying validation, test cases are executed extremely often. In fact,
validation is needed so often that test suites cannot be executed fully, as this
would take too much time [181]. One prominent method for this problem is test-
suite reduction [181]. In this section, we will provide a short overview of different
techniques used for test-suite reduction (also called test-suite minimization).

Test-Suite Reduction. Test-suite reduction is concerned with reducing the
number of test cases permanently [181]. The test-suite reduction is always accom-
panied by a criterion (e.g., branch coverage), on which the reduction is based.
Usually, the coverage of the given criterion is still the same after reduction. In this
case, only obsolete test cases (i.e., test cases that do not add coverage, as other test
cases already cover everything the obsolete test case would cover) are removed.
Test cases can become obsolete during development of the program due to modi-
fications (e.g., removing the code the test case is responsible for testing).

However, the problem to find a minimal set of test cases fulfilling a given
criterion is NP-hard, as it is reducible to the minimum set-cover problem [109].
There exist different strategies for test-suite reduction. The optimal solution can
be computed utilizing methods from integer-linear programming (ILP). However,
to compute a minimal set of test cases, all 2|T| subsets of the test suite T need to
be enumerated, which is infeasible in case of a large number of test cases.

Different heuristics also exist to increase efficiency of test-suite reduction, for ex-
ample, by using greedy algorithms [29] or algorithms from big data analysis [53].
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6--: for (int i=0; i <= x[0]-2; i++)

6++: for (int i=1; i <= x[0]-2; i++)

(a) First Bug Fix

1 int find_last (int x[], int y) {

2 if(x[0] <= 1)

3 return -1;

4
5 int last = -2;

6 for (int i=1; i <= x[0]-2; i++)

7 if (x[i] <= y)

8 last = i;

9 return last;

10 }

(b) New Program Version P1 After Applying the First Bug Fix

6--: for (int i=1; i <= x[0]-2; i++)

6++: for (int i=1; i <= x[0]-1; i++)

(c) Second Bug Fix

1 int find_last (int x[], int y) {

2 if(x[0] <= 1)

3 return -1;

4
5 int last = -2;

6 for (int i=1; i <= x[0]-1; i++)

7 if (x[i] <= y)

8 last = i;

9 return last;

10 }

(d) New Program Version P2 After Applying the Second Bug Fix

Figure 4.1: Program Versions P0, P1 and P2 with their corresponding Bug Fixes [154]

7--: if (x[i] <= y)

7++: if (x[i] == y)

(a) Third Bug Fix

1 int find_last (int x[], int y) {

2 if(x[0] <= 1)

3 return -1;

4
5 int last = -2;

6 for (int i=1; i <= x[0]-1; i++)

7 if (x[i] == y)

8 last = i;

9 return last;

10 }

(b) New Program Version P3 After Applying the Third Bug Fix

Figure 4.2: Program Version P3 with the corresponding Bug Fix [154]
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Figure 4.3: Comparison of Test-Suite Reduction Strategies (adapted from [154])

In the following, we will give a short illustration of these techniques, as well as
their strengths and weaknesses.

Figure 4.3 (adapted from [154]) illustrates the test-suite reduction problem. The
program version P1 contains six branches (i.e., the true- and false- branches of
the lines 2, 6 and 7). Therefore, to branch coverage constitutes six different test
goals (G = {g1, g2, . . . , g6}). To cover all test goals, the following test suite can be
used.

• t1 = {(x = [1], y = 0),−}

• t2 = {(x = [4, 6, 6, 4], y = 5),−}

• t3 = {(x = [3, 3, 3], y = 4),−}

• t4 = {(x = [3, 2, 2], y = 0),−}

However, the test suite is not minimal, as t2 and t4 cover the same test goals.
Additionally, all test goals covered by t2 and t4 are also covered by t3, while t3

also covers the test goal g5. In fact, both test cases t1 and t3 are indispensable to
fulfill branch coverage. Therefore, the minimal test suite for branch coverage on
the program P1 consists of only the test cases t1 and t3, as shown on the left in
Fig. 4.3.

ILP-based Test-Suite Reduction. A test-suite reduction problem can also
be encoded as an Integer linear optimization problem. This encoding can then be
solved by using Integer Linear Programming (ILP) solvers [109]. An exemplary
encoding for our running example is to introduce a decision variable xi for each
test case ti in the test suite T. The decision variable is either equal to 1 if ti is se-
lected or 0 otherwise. The ILP formula contains for each test goal a single clause.
The clause builds the sum of all decision variables for each test case, covering the
test goal. The clause also requires the sum to be greater than 0 and, therefore,
requires at least one test case to be selected that covers the test goal. Since the
solution to the ILP formula requires each clause to hold, all test goals will be cov-
ered by the resulting test suite. Lastly, we can enforce minimality of the resulting
test suite by specifying the overall optimization goal to minimize the sum of the
values of the decision variables xi.
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When applying the encoding to our running example, we will end up with the
decision variable x1 (t1), x2 (t2), x3 (t3) and x4 (t4). The clauses for the ILP solver
would be as follows.

x1 >= 1

x2 + x3 + x4 >= 1

x2 + x3 + x4 >= 1

x2 + x3 + x4 >= 1

x3 >= 1

x2 + x3 + x4 >= 1

The optimization objectives is defined as:

min(x1 + x2 + x3 + x4).

Therefore, ILP solvers are able to provide an optimal solution for the test-suite
reduction. While recent ILP solvers are able to use different heuristics to decrease
the CPU time needed for computation, they still lead to high computational effort
in the worst-case scenario.

Greedy-based Test-Suite Reduction. Greedy algorithms usually start
with an empty test suite and incrementally select test cases until all test goals
are covered [29, 181], or start with a full test suite and remove redundant test
cases until no test case can be removed anymore. In the first case, the algorithm
selects during each step the test case covering the most uncovered test goals. Ap-
plied to our running example, the first test case selected would be t3, as it covers
5 uncovered goals. Next, the test cases t2 and t4 do not cover additional test goals,
however, test case t1 covers one additional uncovered goal. The resulting test suite
would (coincidentally) also be the minimal test suite.

• t3 (covering 5 uncovered test goals),

• t1 (covering 1 uncovered test goal).

This is due to the fact that greedy algorithms will run into a local optimum. In case
of our running example, the local optimum is also the global optimum. However,
if there exist other local optima, there is no guarantee about the resulting test suite
size.

Random-based Test-Suite Reduction The same as greedy-based test-
suite reduction, random-based test-suite reduction either starts with an empty
test suite and adds test cases until all test goals are covered, or starts with the
full test suite and removes test-cases until no test case can be removed anymore
without reducing the number of covered goals. In this thesis, we start with an
empty test-suite. Afterwards, a random test case is selected and added to the test
suite if it increases the number of covered goals. Otherwise, the test case will be
discarded. This step is repeated until no further test cases can be selected or the
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number of covered goals of the reduced test suite is the same as the original test
suite.

Applied to our running example, the first test case selected could be t2. Next, if
test case t4 is selected, the test case will be discarded, as it covers the same goals as
t2. In the next step either t1 or t4 will be selected and in the last step the remaining
test case of both. The resulting test suite would consist of the test cases t2, t1 and t3.
As this approach is purely random-based, the reduced test suite can be anything
from the original test suite (as long as there are not multiple test-cases covering
exactly the same goals) to the minimal test suite.

This technique is, on average, much more efficient than ILP, and in general, also
more efficient than a greedy-based technique. However, it might lead to larger test
suites as random-based test-suite reduction is purely random.

As shown, the different techniques might lead to different results concerning
the number of test cases in the reduced test suite and CPU time. However, re-
moving test cases might also reduce effectiveness of the resulting test suite. There
are two main reasons for a reduction of effectiveness. First, the coverage criterion
used for test-suite reduction might not correspond to testing effectiveness (i.e.,
to reduce based on branch coverage might not correspond to actual bug-finding
probability). Second, a test case might be redundant in the current version. How-
ever, it might become relevant later on. In our example, test case t2 does not add
coverage to the reduced test suites and also does not detect any bug in the current
version. However, after fixing the next bug in the program version P1 in our run-
ning example, test case t2 will again detect the last remaining bug Bug 3, while
the other test cases will not detect Bug 3. Therefore, even though test case t2 is
irrelevant for the current version, reducing it will reduce effectiveness of the test
suite later on. For this reason, random-based test-suite reduction in our example
will lead to the most effective test-suite for our running example, even though
it provides the least optimal test-suite reduction of the techniques shown in this
section.

4.3 Regression-Test-Case Generation

In the previous chapter, we were concerned with test-case generation for single
program versions. In this section, however, we will generate test cases tailored
for testing subsequent program versions. Figure 4.4 shows the overview of the
methodology in this section.

First, an initial version is patched to a subsequent version. Next, test-case gen-
eration can be used, which uses information about the changes. In this section, we
will provide two main techniques to increase the effectiveness of such test cases.
First, by generating so-called revealing test cases. Second, by generating multiple
test cases for each test goal. Both techniques increase effectiveness of the test suite,
usually at the cost of efficiency. In Sect. 4.6, we will evaluate these techniques and
calculate the trade-off between effectiveness and efficiency. In the remainder of
this section, we will explain the techniques in more detail.
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Patch 1 
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Figure 4.4: Test-Case Generation for Regression Testing

4.3.1 Change-Aware Test-Case Generation

For regression testing, either an existing test-suite can be used, or a new test-suite
(or single test cases) can be generated. In both cases, the criterion the test-suite
has to fulfill can be the same. As explained in chapter 2 branch coverage or simi-
lar coverage criteria are often used. For regression testing, reaching the modified
parts of the code (i.e., traversing test-cases) is often considered as coverage crite-
rion [181]. The test case has first to reach the program location to detect a bug
introduced by faulty program modifications (or existing bugs, which became de-
tectable to program modifications).

However, reaching the program location is insufficient. The test case also has
to provide input values that will alter the program state (compared to the previ-
ous program version), propagate the altered program state, and finally reveal the
altered program state [11]. While this might happen for traversing test cases, it
is not guaranteed. Revealing test cases (also called differential test cases in litera-
ture [169]), however, guarantee to show different output behavior of the modified
program version compared to the original program version. For this reason, re-
vealing test cases are more likely to detect bugs [169].

To create traversing- or revealing test cases, the program can be modified such
that the test goal can be encoded as reachability problem.

Traversing Test-Case Generation. Test goals corresponding to travers-
ing test cases are in general already encoded as reachability problem (as traversing
test cases need to reach the modification). However, we still need to specify, which
parts of the code have been changed.

To this end, we can use any diff tool to create a patch from the old program
version to the new one. For every changed line of code (i.e., removed, added or
modified), we add a special label to the source code. For our running example
from program version P0 to P1, only the initialization of the iterator variable of
the for-loop in line 6 is modified. Therefore, we add a new label above line 6. The
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int find_last_p0_1(int x[], int y) {

if(x[0] <= 1)

return -1;

int last = -2;

change_1:

for (int i=1; i <= x[0]-2; i++)

if (x[i] <= y)

last = i;

return last;

}

Figure 4.5: Comparator-Function for the Running Example

void find_last_p0_1(int x[], int y){

if(find_last_p0(x,y) != find_last_p1(x,y))

test_goal:printf("differencing test case found");

}

Figure 4.6: Comparator-Function for the Running Example

resulting function is shown in Fig. 4.5. When executing a test-case generator, we
can specify each label starting with "change_" as test goal and, therefore, generate
test cases for each modified line.

Revealing Test-Case Generation. It is also possible to encode the gen-
eration of revealing test cases as a reachability problem. In this case, a off-the-shelf
test-case generation tool can be used to generate the revealing test case. For this
purpose, the functions and global variables of the program versions need to be
renamed (otherwise, there will be naming conflicts). Next, a comparator-func-
tion needs to be generated. For our running example, a comparator-function
for the program versions P0 and P1 is shown in Fig. 4.6. The comparator-func-
tion in Fig. 4.6 assumes that the array x is not modified by find_last_p0 and
find_last_p1. Otherwise, the array would need to be copied and passed as argu-
ment. However, copying relies on the size of the array, which is tricky to evaluate
automatically for C programs. Therefore (and for other reasons), the generation of
corresponding comparator-functions is only for specific types of programs under
test fully automatable. For example, for arrays, either an assumption about the us-
age of the array or the size of the array have to be made (or in a semi-automated
fashion, the user needs to be asked).

Additionally, not all modifications can be used to create a comparator-program.
For example, if the signature of the method changes (e.g., the return type of the
function changes), comparator-functions cannot be created, at least in an auto-
mated manner. This problem is shown in Fig. 4.7. In this case, a fifth program
version is created by changing the return type of the function to a structure called
intStruct. When creating a comparator-function, as shown before, the result-
ing program will not be compilable. However, despite the technical restrictions
of such comparator-functions, they still provide means to generate revealing test
cases in an automated fashion (at least for most code modifications).
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int find_last_p3 (int x[], int y) {...}

struct intStruct find_last_p4 (int x[], int y) {...}

void find_last_p3_4(int x[], int y){

if(find_last_p3(x,y) != find_last_p4(x,y))

test_goal:printf("differencing test case found");

}

Figure 4.7: Invalid Comparator Program

4.3.2 Multi-Test-Case Generation

When generating test cases for a modified program version, creating a single test
case per test goal (i.e., modification-traversing or modification-revealing) the test
case naturally does not guarantee any bug detection. To further increase the bug
detection probability (i.e., effectiveness), multiple test cases per test goal can be
used. For example, both test-cases t2 ( t2 = {(x = [4, 6, 6, 4], y = 5),−} ) and t3 (
t3 = {(x = [3, 3, 3], y = 4),−} ) of our running example reach the bugged line 6 in
program version P1. However, only t3 is able to detect the bug. If a single test case
is generated, t2 would be sufficient. However, the bug would remain undetected.
By increasing the number of test cases, the odds to generate a test case that detects
the bug (e.g., t3) increase. Therefore, we developed a novel technique to generate
multiple test cases (guaranteed to traverse different paths when executed) for each
test goal.

To this end, we utilize the technique on-the-fly weaving (see Sect. 3.1). How-
ever, compared to the previous weaving, we create a so-called negated path when
reaching a test goal. For the test goal, a test case is created based on the counterex-
ample as before. Afterward, all branches (also called assumption edges) present
in the counterexample are collected and added to the negated path in the same
order as in the counterexample. Therefore, the negated path is a partial path (con-
sisting only of branches). The next reachability analysis for the test goal will be
altered so that the negated path is not available as a path for the test goal anymore.
Note that as before, the weaving is done to modify the reachability analysis. The
program itself is not modified. Since the reachability analysis unrolls loops, we
can differentiate between different loop iterations.

To illustrate this concept, we will explain the method on our running example
(see Fig. 2.3 in Sect. 2.1.3). As test goal, we use the statement return last; in line 9.
First, we execute the reachability analysis, which builds the ARG shown in Fig. 4.8.
As before, the first part of the abstract state corresponds to the location state and
the second part corresponds to the predicate state. The third part corresponds to
the index of the negated path. Upon fulfilling the test goal by reaching state 0′, an
counter example is extracted (highlighted as red path in Fig. 4.8).

All branches (i.e., 3
!(x[0]<=1)

5 and 7
!(i<=x[0]-2)

8 in our example) are ex-
tracted and used to create a new negated path from the counterexample, which is
added to the test goal. When executing the next reachability analysis (see Fig. 4.9),
a new variable (variable np in state 1′) is weaved into the ARG for the negated
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1 ... -

2 ... -

3 ... -

4 ... - 5 ... -

6 ... -

7 ... -

8 ... - 9 ... -

0 ... -

0’ ... -

int x[]

int y
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Figure 4.8: First Reachability Analysis

path. Additionally, each ARG state (more specifically the abstract state of the
negated path) carries an index of the current edge of the negated path. The index
will always be the same value as the weaved variable. The reason we need the
additionally weaved variable is for constructing the counterexample as soon as a
test goal has been reached.

Now, whenever we traverse a branching edge, we check whether the branching
edge is the next edge of the negated path. Therefore, from state 1 to state 3 the

next edge of our negated path is 3
!(x[0]<=1)

5 . Since the edge from state 3 to
state 4 is a different edge, we weave an assignment of the variable of the negated
path to −1 and set the index of the negated path to −1 (i.e., marking the current
path as available for the test goal), as well . As soon as the index is −1 we won’t
need further weaving (since we traverse a different path than the negated path).

When reaching a branching edge that is the next edge of the negated path (e.g.,
the edge from state 3 to 5), we will weave an increment of the variable and also
increment the index of the negated path. Therefore, the next edge of our negated

path from state 5 to 7 will be 7
!(i<=x[0]-2)

8 . When reaching this edge we
will again increment the variable and the index (see state 8′). When traversing a
different branching edge, we will set the value of the variable and the index to −1
(see state 9′).

When reaching the test goal, a new condition is weaved in the ARG. The con-
dition checks whether the value of the weaved variable is equal to the number of
branch edges in the negated path (in this case, the same path as the negated path
has been taken). If the condition is true, the test goal is not reached (see state 0′′).
However, the reachability analysis may continue (this prevents accidental pruning
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Figure 4.9: Second Reachability Analysis
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of the ARG). Otherwise, the test goal has been reached by traversing a different
path (see state 0′′′′). In this case, a counterexample for state 0′′′′ can be computed,
and a test case can be extracted again. This step can be repeated by adding new
negated paths until no further paths are available to reach the test goal. Since a
path is sensitive to the number of loop iterations, we could potentially create un-
limited test cases for our running example (or at least until a integer overflow for
the loop index happens).

Since loops are unrolled during ARG creation, this methodology is able to dif-
ferentiate between different numbers of loop iterations, as well as nested loops.
However, in case of source code optimizations done during either CFA construc-
tion of ARG construction (e.g., removing loops due to loop invariant code motion,
pruning loops due to induction etc. [5]) the number of possible test cases might
differ from the expected amount. Still, in case multiple test cases are created they
will differ in the paths of the counterexamples. Lastly, in case of non-determinism
present in the source code (e.g., due external function calls, system calls, etc.) two
test cases that should have taken different paths might, when executed on a real
system, still take the same path.

4.4 History-based Test-Case Generation

In the previous section, we provided a technique to further increase the effective-
ness of generated test-suites based on a single version update (i.e., a commit).

However, nowadays, commits become more and more frequent during devel-
opment. Therefore, projects are usually accompanied by large version histories.
To this end, we introduce a novel technique to use several prior program versions
for test-case generation. For this purpose, comparator-programs (see Sect. 4.3.1)
can be written for different versions (e.g., for program version P0 compared to
P1). However, when testing full version histories, different interactions between
different parameters/techniques might happen. Therefore, we provide means of
configuring different parameters for regression testing to evaluate and tune effec-
tiveness and efficiency during regression testing. Figure 4.10 shows the overview
of our approach. The number of the parameters in the figure correspond to the
number of the explanation of the parameters in the following.

1⃝ Regression Test-Case Selection Criterion (RTC): New regression test cases
for a program version Pi may be added to test suite Ti either by means of
modification-traversing test cases (i.e., at least reaching the lines of code
modified from Pi−1 to Pi, see Sect. 4.3.1) or by modification-revealing test
cases (i.e., yielding different outputs if applied to Pi and Pi−1, see Sect. 4.3.1).

2⃝ Number of Regression Test Cases (NRT): The number of different regression
test cases added into Ti satisfying RTC for each previous program version Tj,
0 ≤ j < i, according to parameter NPR (see Sect.4.3.2).

3⃝ Number of Previous Program Revisions (NPR): The (maximum) number
of previous program versions Pj (i − NPR ≤ j < i) for all of which NRT
different test cases satisfying RTC are added to Ti.
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Figure 4.10: Big Picture for History-based Regression Testing(adapted from [154])

4⃝ Reduction Strategy (RS): Technique used for test-suite reduction. Possible
strategies: None, ILP, Random, and DIFF (see Sect. 4.2).

5⃝ Continuous Reduction (CR)): Controls whether the non-reduced reduced
test suite Ti−1 (No-CR) or the reduced test suite T′

i−1 (CR) of the previous
program Pi−1 version is (re-)used for the next program version Pi or if the
previous test cases are ignored (None). The selected test suite is than ex-
tended by new test cases according to the previously described parameters.

Therefore, we can use different configurations of the most relevant techniques
for regression testing and their interactions to further optimize regression testing.

4.5 Implementation

We implemented comparator-generator to create programs with comparator-func-
tions, as explained in Sect. 4.3 and a case-study crawler to collect subject systems.
Additionally, to evaluate the illustrated techniques, we implemented the test-case
generation techniques in the CPAchecker framework and extended the test-suite
validator TestCov for the test-suite reduction techniques in the course of this the-
sis. Additionally, we implemented a tool for generator comparator-functions as
shown in Sect. 4.3. We called the framework incorporating these tools RegreTS
(Regression Testing Strategies).
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1 int compareIntPointer(const int const* v1, const int const* v2){

2 if ((v1 == 0 && v2 != 0) || (v1 != 0 && v2 == 0)){

3 return 0;

4 }else

5 if (v1 != 0 && v2 != 0){

6 int v1Int = *(v1);

7 int v2Int = *(v2);

8 if (v1Int != v2Int){

9 return 0;

10 }

11 }

12 return 1;

13 }

Figure 4.11: Exemplary comparator-function for int Pointer

4.5.1 Comparator-Generator

To create comparator-functions (see Sect. 4.3.1) we first parse both program ver-
sions using Eclipse CDT 1 to an abstract syntax tree (AST). For more information
about ASTs we refer to the work of Harper [85] or Aho et al. [5]. Additionally,
we use CPAchecker to parse the program to a CFA, which contains additional
information.

We use the CFA to get information about the types of the function parame-
ters, the return value and the global variables being used. The AST is used for
source code manipulation (e.g., removing functions, renaming variables, adding
functions, etc.).

There are three types currently supported from our framework, namely basic
type (e.g., integer, double, etc.), composite types (structs and unions) and basic
or composite type pointers. Additionally, we resolve typedefs as far as possible.
In case the type for which a comparator is needed is a basic type, we inline an
unequal check as comparison (e.g., i1 != i2, cf. 4.6). If the type is a pointer, we
create a new function that takes two parameters with the same type as the pointer.
First, the function checks whether exactly one pointer is null. In this case, the
function returns 0. Otherwise, if both pointers are not null, we dereference the
pointers and create a comparator-function for the dereferenced type. In case the
dereferenced values differ, the function returns 0, as well. If both dereferenced
values are equal or both pointers are null, the function returns 1. An exemplary
comparator-function for pointers is shown in Fig. 4.11.

In case the type is a composite type, we create a new function that takes two pa-
rameters with the same type as the composite type. Next, we generate a compara-
tor-function for each member of the composite type. In case any the comparator-
function for any member returns false, the comparator-function of the composite
type returns false as well. An exemplary comparator-function for structs is shown
in Fig. 4.11.

Currently, we do not support arrays. This is due to the fact, that in C there
is usually no information about the array length. There exist different notions

1 https://www.eclipse.org/cdt/
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1 struct str1 {

2 int m1;

3 int* m2;

4 struct str2 m3;

5 };

6 ...

7 int compareStructstr1( struct str1 v1, struct str1 v2){

8 if(v1.m1 != v2.m1){

9 return 0;

10 }

11 if(!compareIntPointer(v1.m2, v2.m2)){

12 return 0;

13 }

14 if(!compareStructstr2(v1.m3, v2.m3)){

15 return 0;

16 }

17 return 1;

18 }

Figure 4.12: Exemplary Comparator-Function for Structs
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Figure 4.13: Overview of Case Study Search

(e.g., having a terminating character, having the size as first element, etc.) to track
the array size, which usually cannot be reconstructed automatically. Therefore,
comparing each element of two arrays is difficult to do automatically. Additionally,
Strings are often encoded as char pointers (i.e., a pointer to the first element of an
char array). This is currently unsupported and only the first character would be
compared.

4.5.2 Case-Study Crawler

To gain more subject systems for our evaluation, we implemented a case-study
crawler. The workflow of the crawler is shown in Fig 4.13. First, we use the GitHub
API to search for popular public C repositories (in the current configuration of the
crawler at least 200 stars). Next, we clone the repository using git and extract in-
formation from the git history which changes affect which C files. During the
version extraction, we checkout a single commit (starting from the latest com-
mit). We then try to build the project by automizing common build techniques
(e.g., make, autoconf, autogen, etc.). Additionally, we modified the compiler calls
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to generate intermediate files whenever executed, as those intermediate files are
used as subject systems. If the build did not work, we try to generate intermediate
files by calling the compiler for each c files, including necessary headers from the
project. If those steps fail, the repository gets marked for manual inspection and
removed from list of potential subject systems for now. If the build succeeds, the
intermediate files are copied and the version extraction and intermediate genera-
tion is repeated for the remaining commits.

After generating intermediate files for each commit, we check for each function
in each intermediate file the number of changes during the version history. A
change can either be a change directly within the function body or a change of a
function that gets called. In both cases the behavior of the function might change
during execution. Since the generation of comparator-programs (see Sect. 4.3.1
only works for function with the same parameters, we use the function name, as
well as the function definition to identify a function. Therefore, if a function with
the same name but different parameters or return value exists within the version
history we will consider those as different functions.

For each function under consideration, we create a new intermediate file (see
Function Extraction in Fig. 4.13) consisting of the function itself and all functions
called directly or indirectly, as well as all needed global variables, typedefs, etc.
Unnecessary source code is removed. Additionally, we generate a new main func-
tion consisting of initialization of global variables and parameters, as well a a
function call to the function under test.

Next, we count the number of different versions of the function. In case to few
versions exist, we remove the function from our potential subject systems.

Lastly, we check whether the functions can be used as subject systems by gener-
ating two comparator-function for the latest version. The first comparator-function
executes the function twice with the same parameters (and copied global variables
to prevent interaction between both functions) and checks if the return values are
the same. For this comparator-function we execute a test-case generation and try
to create a test-case resulting in different return values. If such a test-case can be
found, the return value of the function does not solely rely on the parameter and
the state of the global variables but also other properties (e.g., system clock, file
system state, etc.). In this case the function does not satisfy the requirements for
our subject systems. The second comparator-function executes the function twice,
however, with different parameters and global variables states. For this compara-
tor-function we execute a test-case generation trying to find a test-case which
leads to different return values. If no such test case can be found the return value
of the function does not rely on the parameters or state of the global variables
(e.g., always returning ′0′). In this case the function does not satisfy the require-
ments for our subject systems, as well. For both test-case generation steps we set a
time limit of 900s CPU time to prevent potential indefinitely test-case generation
executions (since we use reachability analyses for test-case generation, which is
per definition undecidable).

Each function, that has sufficient versions and passes the compatibility check is
added to our subject systems.
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4.5.3 Test-Suite Reduction

For measuring the coverage of test-cases and test-suites, we use TestCov. TestCov

is a tool for robut test-suite execution and coverage measurements of C pro-
grams. [29]. Additionally, TestCov has two build-in test-suite reductions tech-
niques, namely DIFF and By_Order. By_Order reduces the test-suite by first start-
ing with an empty test-suite. The test cases are next selected in the order of their
filenames. If a test case increases the coverage of the reduced test-suite it is added.
Otherwise, the test case gets discarded. DIFF reduces the test suite in a greedy
manner, as explained in Sect. 4.2.

Each test-suite reduction strategy is implemented as function, receiving a list of
test cases paired with the coverage of each test case. Therefore, to add the random-
and ILP-based test-suite reduction strategies (see Sect. 4.2), we added a two new
functions implementing the strategies.

The random-based test-suite reduction takes a random test case and checks,
whether it increases the coverage of the reduced test-suite. If the test-case increases
the coverage, it is added to the reduced test-suite. Otherwise, the test case is
discarded.

The ILP-based test-suite reduction uses Python MIP (Mixed-Integer Linear Pro-
gramming) tools, a collection of python tools for solving mixed-integer linear
problems. To this end, we encode the test-suite reduction problem as integer lin-
ear problem (ILP) as shown in Sect. 4.2. Next, we use MIP to solve the problem
and build the reduced test suite depending by adding each test case selected by
the ILP solution.

4.5.4 Test-Case Generation

To evaluate the illustrated test-case generation techniques, we implemented them
in the CPAchecker framework in the course of this thesis as addition to the im-
plementation in Sect. 3.3. Figure 4.14 shows the additional modules. Each module
with a thick border is either new or changed. The new and changed modules are
explained in the remainder of this section.

Test Goal Test goals now consists of a list of CFA edges and additionally, a
set of negated paths. Initially the set of negated paths is empty and negated paths
will be added after reching the test goal depending of the configuration of the
test-case generation.

Tiger MultiGoal Algorithm . When extracting a test case from the coun-
terexample upon reaching a test goal the Tiger MultiGoal Algorithm now checks
whether more test cases for the test goal should be created (depending on the
configuration). If more test cases should be created, all assumption edges from
the counterexample are extracted and added as negated path to the test goal (see
Sect. 4.3). Next, the test goal will be added to the next partition. If no other parti-
tions are present a new partition will be created and the test goal will be added.
The test goal with newly negated paths should never be added to the current par-
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Figure 4.14: Modules for Test-Case Generation with CPAchecker (adapted from [21])
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tition. The reason is that for the current partition an ARG has already been created.
However, to weave the variable necessary for the negated path a new ARG needs
to be constructed. Therefore, if the test goal will be re-added to the current par-
tition, the test goal will be reached again without declaring the variable for the
negated goal. However, since the check for the negated path (see Sect. 4.3) will
be added anyway, counterexample construction will break due to the usage of
non-declared variables.

LocationCPA. The LocationCPA is responsible for the traversing of the CFA
during ARG construction. Therefore, weaving of new edges has been added to
the LocationCPA directly. However, the LocationCPA is not responsble for the
decision what kind of weaving should be done. Therefore, we created a new in-
terface WeavingState which is responsible for the communication of the Loca-
tionCPA and other CPAs that need weaving. The interface has two methods. First,
getEdgesToWeave which tells the LocationCPA which variable and which weaving
type (i.e., declaration, increment or assumption) should be weaved in the current
location. Second, addWeavedEdges which the LocationCPA uses to tell the other
abstract state which edges have been weaved. The need for this method will be
explained in the next paragraph.

The weaving itself is handled by the strengthening-operator of the LocationCPA
(see Sect. 2.3.2.1). The strengthening-operator allows the modification of successor
states based on the successor states of other CPAs. For weaving, the strengthen-
ing-operator of the LocationCPA now checks, whether another state implements
the WeavingState interface. If there exist other abstract states implementing this
interface, the strengthening-operator next checks if variables should be weaved
and weaving will be executed.

The current abstract state of the LocationCPA will be replaced by a new location
state that has the first weaved edge as leaving edge. For every other weaved edge
a new location state will be constructed and added as successor (i.e., the state that
will be reached when traversing the edge). The last weaved edge will get the orig-
inal location state as successor. This techniques allows us to weave all variables in
order in the reachability analysis (since each weaved edge is the leaving edge of
the prior location state).

Additionally, the LocationCPA is responsible for caching of weaved edges. This
is essential, since in case of a CEGAR iteration (see Sect. 2.3.2.2) the ARG will be
constructed again with additional information. The additional information might
be the reachability of a state due to negated paths. In case the the weaving is
not cached, the newly created state for the test goal will again be unreachable.
However, as the state is not equal to the state in the prior reachability analysis
CEGAR will be executed again, resulting in an endless loop of CEGAR iterations.
Therefore, caching is essential as this will weave exactly the same state and edges
and will ascertain that the information of the previous CEGAR iterations are still
valid and usable.

MultiGoalCPA. The state of the MultiGoalCPA now includes the current
index of each negated path additional to the index of the test goal. Whenever
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computing a successor state for a multigoal state, the transfer relation checks for
each negated path whether the CFA edge if the next edge on the negated Path. If
it is, the variable needs to be incremented. Otherwise, the variable needs to be set
to −1 (if wasn’t assigned to −1 already). The index of the negated goals will be
assigned the same value as the weaved variable.

Each variable that needs to be weaved will be stored in the new successor state
and is available to the LocationCPA through the WeavedState interface the multi-
goal state implements.

Additionally, the multigoal state has a set of weaved edges (that are passed to
the multigoal state from the LocationCPA after weaving). When reaching a test
goal with negated paths, first the assumption for the negated path needs to be
weaved in. However, the test goal is already fulfilled due to the last traversed CFA
edge and the CFA will not be traversed anymore. For this reason, we need to
delay the construction of a counterexample. To this end, the MultiGoalCPA will
not mark the current state as target state (and, therefore, initiate counterexam-
ple construction) as long as variables need to be weaved or weaved edges have
not been traversed. When reaching a weaved edge, a new successor state for the
multigoal state will be constructed by copying the predecessor state and removing
the weaved edge from the set of weaved edges. As soon as the set is empty (and
the test goal has been marked as reached) a counterexample will be constructed.

Lastly, we modified the merging-operator of the MultiGoalCPA. Merging is only
enabled for two states if the set of weaved edges is empty for both. When merging
two states with different indexes for a negated path, the larger index will be used
(the indexes can only be either equal or one is −1 and the other is larger than 0).

4.6 Evaluation

The framework shown in this chapter enables us to investigate the impact of
the different parameters 1⃝– 5⃝ on efficiency and effectiveness during regression
testing of version histories.

In our evaluation, we consider version histories, based on git, of C programs.
To provide realistic effectiveness and efficiency measures, we use real-world sys-
tems, which we obtained from GitHub. As these systems are git-based, they come
with a version history, which we utilize to build the subsequent program versions.
However, as these systems usually do not come with a bug history, we simulate
bugs throughout the version history by utilizing techniques from mutation test-
ing. To simulate the bugs, we repeatably apply different mutation operators for
C programs. Next, we use the simulated bugs to measure the bug-detection ratio
of our generated test-suites to measure effectiveness. Lastly, we also measure the
efficiency of the generated test cases in terms of computational effort for the gen-
eration (and reduction) of the test suites, as well as the size of the test suites (i.e.,
the number of test cases) throughout the version history.
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4.6.1 Research Questions

We consider the following research questions.

(RQ1) How does the regression-testing strategy impact testing effectiveness?

(RQ2) How does the regression-testing strategy impact testing efficiency?

– (RQ2.1) How does the regression-testing strategy impact efficiencyCPU?

– (RQ2.2) How does the regression-testing strategy impact efficiencysize?

(RQ3) Which regression-testing strategy constitutes the best trade-off between effec-
tiveness and efficiencyCPU?

4.6.2 Experimental Setup

Next, we will describe the evaluation methods and experimental design used in
our experiments to address the research questions.

To evaluate different regression-testing strategies, we use the following values
for the parameters of our methodology. For parameter RTC, we consider either
modification-traversing (MT) or modification-revealing (MT). For the number of
test cases per test goal (NRT), we limit our consideration of possible values to
∈ {1, 2, 3}, as we noticed a diminishing increase of effectiveness for higher num-
bers. For the same reason, we limit our consideration of possible values for the
number of previous program versions (NPR) to ∈ {1, 2, 3}. Additionally, we do
not consider 0 for NRT and NPR, as in both cases, this would obviously lead
to an empty test-suite. For parameter RS, we allow each of our currently sup-
ported test-suite reduction techniques (i.e., ILP, DIFF or Random) or None if no
test-suite reduction should be used. Lastly, we allow for either continuous test-
suite reduction (CR), non-continuous test-suite reduction (No-CR, i.e., using the
non-reduced previous test-suite and reduce once) or ignoring the previous test-
suites (None) by specifying the parameter CR.

Each combination of the possible instantiations of our parameters corresponds
to one regression-testing strategy. In the following, we denote a regression-testing
strategy by [RTC, NRT, NPR, RS, CR] (e.g., [MT, 1, 1, None, None]) for short.

However, we do not regard the combination of RS = None and CR = CR, as
using continuous reduction without an actual test-suite reduction is meaningless.
Additionally, we do not regard the combination of CR = None and RS! = None,
as the reduction of a test-suite for the same coverage criteria it was generated for
(since the test suites of previous versions are ignored) is meaningless.

We, therefore, obtain 144 regression-testing strategies, which we will use to
evaluate our regression-testing methodology. Additionally, two of these strategies
are considered as baselines:

• Baseline 1 (basic regression testing strategy): [MT, 1, 1, None, No-CR].

• Baseline 2 (basic regression testing without previous test suites): [MR, 1, 1,
None, None].
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Subject Systems . We consider preprocessed C programs as our subject sys-
tems, which consist of an entry-function (i.e., the function under test). The pro-
gram also needs to include all other functions having callee-dependencies to the
function as well as all global variables and definitions needed to compile the pro-
gram. Additionally, we require a version history of the program under test. We,
therefore, focus on open-source projects from GitHub. Lastly, the subject systems
need to fulfill the following requirements.

• The subject system must be processable by the test-case generator used in
our framework.

• The function-under-test (as well as all callees) must have at least 4 different
modifications throughout the version history.

• The signature of the function-under-test must contain input parameter which
affect the return value (i.e., there exist different input values leading to dif-
ferent return values) or the value of at least one global variable. The exis-
tence of such values for the input parameters is checked using the test-case
generation technique from Sect. 4.3 (which may timeout in which case we
assume no such input values to exist).

• Calling the function-under-test multiple times with the same input values
produces the same return value and global-variable values (i.e., no non-de-
terministic behavior or external system-function calls are considered).

The resulting collection of subject systems comprises program units from open-
source projects published in GitHub:

• betaflight2 contains six program units from the flight controller software
betaflight.

• netdata3 contains six program units from the infrastructure monitoring and
troubleshooting software netdata.

• wrk4 contains one program unit from the HTTP benchmarking tool wrk.

The subject systems have between 270 and 950 lines of code after removing un-
necessary code (e.g., unused functions and variables, replacing aliases, etc.). The
number of source code changes (i.e., commits that affect actual source code within
the program unit) for each subject system ranges from 4 to 18.

Unfortunately, we could not use grbl (the controller software of the laser plotter
in our example, see Sect. 2.1) as subject system. This is due to the fact, that the
functions of grbl did not fulfill our requirements for our subject systems. The full
list of our subject systems can be found in Appendix A.

2 https://github.com/betaflight/betaflight
3 https://github.com/netdata/netdata
4 https://github.com/wg/wrk
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Figure 4.15: Bug Simulation using Mutation Testing [154]

Simulating Bugs . Although testing (e.g., regression testing) is crucial for
software maintenance and quality assurance, software projects that provide a ver-
sion history as well as properly documented information about real bugs are still
scarce. To evaluate the interaction between program modifications, bugs, and the
detection of the bugs by regression testing, both information are needed. There-
fore, we rely on synthetically generated bugs, simulated by utilizing methods
from mutation testing. As explained in Sect. 2.2.4, mutation testing is used to
simulate common program faults made by developers [12]. This technique is
well-established to measure the effectiveness of test-suites in terms of probabil-
ity to detect real bugs. It has been shown that detecting mutants is related to the
detection of real bugs [12].

Figure 4.15 provides an overview of our approach. First, we create mutants
(using the tool MUSIC [143], a mutation tool for C programs) for all versions
other than the initial version P0 (i.e., a single mutant for each Pi with i > 0).
Next, we generate the test-suite Ti based on the bugged (i.e., mutated) version Bi.
Therefore, we simulated the bug to be included in the corresponding commit i. We
check whether the bug has been detected by comparing the output (i.e., the return
value and the values of global variables, see Sect. 4.3.1) of the bugged version Bi
and the original version Pi. In case the results differ, the bug has been detected. To
simulate the bugs, we utilize 62 different mutation operators (the full of mutation
operators is provided in Appendix A). These operators can be grouped into three
different types of operators. First, mutation operators replacing constants and
variables by other constants or variables (e.g., replacing 5 with 10, or replacing
variable a with variable b). Second, mutation operators that replace operators in
the source code with other operators (e.g., replacing > with <=). Third, we utilize
mutation operators that replace pointer and array references (e.g., replace pointer
pt1 with pointer pt2).

Data Collection. As described before, we first generate a bugged revision
Bi for all versions P − i other than Pi. Next, we create a new program or ver-
sions and previous versions (ie comparing Bi with Pi − 1, Pi with Pi − 2, depend-
ing on NPR). For each new program, we then create a comparator-program (see
Sect. 4.3.1) for revealing test cases and a comparator-program for traversing test
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cases. For traversing test cases, each changed line of code will be marked by a
label that is used as test goal for the test-case generation. We also create a com-
parator-program for the original version Pi and the bugged version Bi to measure
the effectiveness of the test-suite (i.e., if the test-suite manages to detect the bug).
In some cases, no comparator-program can be generated due to technical limita-
tions. In this case, the comparator-program will be skipped, and no test-suite will
be generated.

Next, we apply the test-case generation (see Sect. 4.3) to generate test-suites for
each bugged version using all 144 strategies.

To answer RQ1, we measure the effectiveness of the test suites. To this end, we
check if at least one test case present in a test suite Ts

i generated for version i with
strategy s manages to detect the bug Bi (i.e. leads to different output values for
the bugged version compared to the original version, denoted as Pi(tc) ̸= Bi(tc)).
We denote the detection of a bug Bi by a test suite Ts

i as detects(Ts
i , i) = 1 if

∃t ∈ Ts
i : Pi(t) ̸= Bi(t), or 0 otherwise.

Therefore, we calculated the effectiveness of a test suite Ts
i as follows.

effectiveness(Ts
i ) = detects(Ts

i , i) (4.1)

The effectiveness of a strategy s is calculated as

effectiveness(s) =
∑n

i=1 effectiveness(Ts
i )

n
(4.2)

where n is the number of revisions.
To answer RQ2.1, we measure efficiency in terms of CPU time, denoted as

efficiencyCPU, by aggregating the CPU time for all phases (i.e., the initialization
phase of the CPAchecker, the reachability analysis, the test-case extraction, and
the test-suite reduction). The initialization phase of CPAchecker is executed once
per system under test. However, all other phases are executed multiple times
based on the parameter NRT. Even though the test-suite reduction is also applied
only once, the CPU usage is naturally subject to all parameters.

Test-case generation based on reachability analysis is undecidable and might
take indefinitely long. Therefore, we use a global timeout after which the test-case
generation terminates. For this reason, the number of test cases might be lower
than specified by the parameter NRT, even in case that more potential test cases
(i.e., not traversed paths for a test goal) might exist.

The efficiency in terms of CPU time (efficiencyCPU) for a strategy s is calculated
as

efficiencycpu(s) =
∑n

i=1 efficiencycpu(T
s
i )

n
. (4.3)

To answer RQ2.2, we measure the number of test cases for each test suite. We
then calculate the average for each test suite of a single strategy. Therefore, the
efficiency in terms of the number of test cases (efficiencysize) is calculated as follows.

efficiencysize(T
s
i ) = |Ts

i | (4.4)

The overall efficiency of a strategy s is calculated as

efficiencysize(s) =
∑n

i=1 efficiencysize(T
s
i )

n
. (4.5)



94 4 Regression Testing

Lastly, to answer RQ3, we calculate mean values for each strategy for both effec-
tiveness and efficiencyCPU and calculate the trade-off as follows.

trade-off(s) =
effectiveness(s)
efficiencysize(s)

. (4.6)

Measurement Setup. All tools used throughout the evaluation were exe-
cuted on an Ubuntu 18.04 machine with an Intel Core i7-7700k CPU and 64GB
Ram. For practical reasons, we limited the CPU time of test-case generation to 900
seconds per program under test (as parameter NPR creates different programs,
the timeout for the test-case generation of a strategy is 900 seconds times NPR).
Additionally, we limited the coverage measurement (for test-suite reduction and
effectiveness evaluation) to 30 seconds per test-case, to prevent indefinite execu-
tion of endless loops in the program under test. The test-suite reduction was not
limited, as the CPU time needed was negligible. The test-case generation was ex-
ecuted with Java 1.8.0-171 and a Java heap size of 15GB. The test-suite coverage
measurement was executed with Python 3.6.9.

4.6.3 Results

The results for RQ1 are shown in Fig. 4.16a for all strategies with parameter RTC
set to MR. Figure 4.16b shows the results for all strategies with parameter RTC set
to MT. The results for RQ2.1 with RTC = MR are depicted in Fig. 4.17a and for
RTC = MT inf Fig. 4.17b. Figure 4.18a and 4.18b show the results for RQ2.2 with
the strategies with RTC = MR and RTC = MT, respectively. Lastly, the results
for RQ3 are shown in Fig. 4.19a for strategies with parameter RTC = MR and in
Fig. 4.19b for strategies with parameter RTC = MT.

Remarks . The box plots (see Figs. 4.18a, 4.17a, 4.18b, and 4.17b) aggregate
the results for our evaluation after applying the respective formulas 4.5 and 4.3
(see above) for all of our subject systems. The boxes in the box plots show the
upper and lower quartile of the results, while the whiskers show the minimum
and maximum values of the results (excluding outliers). Additionally, the dashes
inside the boxes depict the mean values of the results. The plots for the effective-
ness only show the mean values, as the effectiveness of a test-suite is either 1 or 0
making the use of box plots irrelevant. The plots for the trade-off values are sin-
gle values, as they are based on the calculated mean values of effectiveness and
efficiencyCPU .

RQ1 (Effectiveness). There are two strategies, namely - [MR, 3, 3, None,
No-CR] and [MR, 2, 3, None, No-CR], which reach the best effectiveness with an
average bug detection rate of 0.3659. The first baseline ([MT, 1, 1, None, No-CR])
reaches an average detection rate of 0.306, while the second baseline ([MT, 1, 1,
None, None]) has a bug detection rate of 0.224. The worst strategy is [MR, 1, 3,
ILP, CR] with an average detection rate of 0.146 bugs per program version.



4.6 Evaluation 95

RQ2 (Efficiency). The strategies with the best efficiency in terms of CPU
time (efficiencyCPU) are both baseline strategies [MT, 1, 1, None, No-CR] and [MT,
1, 1, None, None] with an average CPU time of 6.058 seconds. The worst strategy
is [MR, 3, 3, ILP, No-CR] with a mean value of 994,66 seconds per test-suite.

In terms of test-suite size (efficiencysize), the best strategies are [MR, 1, 1, ILP,
CR], [MR, 2, 1, ILP, CR], [MR, 3, 1, ILP, CR], [MR, 1, 1, RANDOM, CR], [MR, 2, 1,
RANDOM, CR] and [MR, 3, 1, RANDOM, CR] with 0.225 test cases per test-suite
on average. The largest number of test cases per test-suite (i.e., worst efficiencysize)
constitutes strategy [MT, 3, 3, None, No-CR] with 115.44 test cases on average.

RQ3 (Trade-Off). In terms of trade-off between effectiveness and efficiencyCPU,
the best strategy is the first baseline [MT, 1, 1, None, No-CR] with an average ratio
of 0.0504 bugs detected per second. The worst strategy is [MT, 1, 3, ILP, CR] with
0.0017 bugs per second.

4.6.4 Discussion and Summary

RQ1 (Effectiveness). When changing the parameter RTC from MT to MR
the effectiveness increases for all strategies. In fact, nearly all strategies with pa-
rameter RTC set to MR are better than the best strategy with RTC = MT. There-
fore, parameter RTC has the highest impact on effectiveness of all parameters.
However, even though less than RTC, the other parameters have an impact on
effectiveness, as well.

Strategies with parameter RS set to None have a higher effectiveness compared
to strategies with RS ̸= None. This is due to the fact that test-suite reduction often
does remove test cases that will detect the bug, as the test-suite reduction criteria
do not correspond to the actual bug detection rate of a test case. Parameter CR
only has a small impact for most strategies, however, combining CR = CR with
RS = ILP causes a significant loss in effectiveness compared to other strategies.
Lastly, both parameters NRT and NPR increase the effectiveness with increasing
values, although with diminishing returns.

The best strategy is [MR, 3, 3, None, No-CR] (i.e., modification revealing test
cases, three test cases per test goal, up to three previous revisions and no test-
suite reduction) in terms of effectiveness. Compared to the first baseline [MT, 1,
1, None, No-CR] the increase in effectiveness is approximately 19%. Compared
to the second baseline [MT, 1, 1, None, None] the increase is approximately 61%.
Parameter RTC constitutes the highest impact on effectiveness.

RQ2.1 (CPU Time). The largest impact on effectiveness in terms of CPU time
constitutes parameter RTC. In fact, choosing MR instead of MT increases CPU
time by nearly 20 times. Parameter NPR increases CPU time nearly linearly based
on the value selected (which was predictable, as increasing NPR increases the
number of test-case generation executions).

Surprisingly, parameter NRT has a small impact on CPU time. This is coun-
ter-intuitive, as usually, finding new paths for test-case generation is more expen-
sive than the first path. However, this is most likely due to the fact that much
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information acquired during reachability analysis for the first test case also helps
with the next test cases.

The impact of the remaining parameters CR and RS are negligible in terms
of CPU time for all strategies with RTC = MR in terms of CPU time. However,
if RTC = MT is selected, they do affect CPU time, although still only a small
margin.

The strategies constituting the highest efficiencyCPU are both baseline strategies
[MT, 1, 1, None, No-CR] and [MT, 1, 1, None, None] (i.e., modification traversing
test cases, one test case per test goal, one previous revision and no test-suite re-
duction, either ignoring or using the previous test-suite (as this makes no different
in CPU time)) with an average CPU time of 6.058 seconds. Parameter RTC has the
highest impact on CPU time by a large margin.

RQ2.1 (Test-Suite Size). The highest impact on efficiencysize constitutes pa-
rameter RS. In case of RS = None the test suites grow for each new version and,
therefore, grow continuously. In case of RS ̸= None the test suite are reduced
at least once for the current version, therefore, reducing the amount of test case
significantly. However, the impact of changing test-suite reduction techniques is
small.

Parameter RTC has the second-highest impact on test-suite size. This is due
to the fact that selecting MT leads to multiple test goals (i.e., one test goal per
changed line of code), which usually leads to multiple test cases. However, se-
lecting RTC = MR leads to one single test goal, which is guaranteed to show
different output behavior (see Sect. 4.3.1).

Both parameters NRT and NPR have a nearly linear impact on the test-suite
size corresponding to their respective values. Lastly, parameter CR has a small
impact on test-suite size.

The best efficiency in terms of test-suite size have the strategies [MR, 1, 1, ILP,
CR], [MR, 2, 1, ILP, CR], [MR, 3, 1, ILP, CR], [MR, 1, 1, RANDOM, CR], [MR, 2, 1,
RANDOM, CR] and [MR, 3, 1, RANDOM, CR] (i.e., modification revealing test
cases, one test case per test goal, one previous revision, ILP or RANDOM test-
suite reduction strategy and using the reduced test-suite of the previous revision).
Compared to the first baseline [MT, 1, 1, None, No-CR] the increase on efficiencysize
is approximately 6200%. Compared to the second baseline, efficiencysize is increased
by approximately 970%. The highest impact on the test-suite size has parameter
RS.

RQ3 (Trade-Off). While there are parameters, which did not have any (or
small) impact on either effectiveness or efficiency, all parameters have a large
impact on the trade-off. This is due to the fact that each parameter has either
impact on effectiveness or efficiency (or both). Therefore, the main driver of the
impact on trade-off is actually the interaction of the parameters.

The best trade-off constitutes the first baseline [MT, 1, 1, None, No-CR] (i.e.,
modification traversing test cases, one test case per test goal, one previous re-
visions, no test-suite reduction and using the test-suite of the previous revision
as well), which has a decent fault-detection but is extremely efficient in terms
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of CPU time for test-case generation. This leads to a trade-off with an average
of 0.0503 bugs detected per second. Compared to the second baseline [MT, 1, 1,
None, None] the trade-off is improved by approximately 36%.

Remarks . Surprisingly, strategy [MT, 3, 3, None, No-CR] is less effective com-
pared to strategy [MT, 3, 2, None, No-CR], which is counter-intuitive, as effective-
ness is supposed to increase with increasing values of NPR. However, in some
cases the comparator-programs for comparing bugged version Bi compared to
Pi−2 are invalid, while for Pi−3 are valid. In this case, if the resulting test suite
does not detect the bug, the mean value of the effectiveness might differ, as for
strategies with NPR = 2 no test-suite exists, while for strategies with NPR = 3 a
test-suite does exist with an effectiveness of 0. This is the reason for the discrep-
ancy between the results of our evaluation and the theoretical specification of the
design of our technique. However, only approximately 8% of the comparator-pro-
grams are non-valid. Therefore, it should not affect the results by a large margin.
Additionally, note that for several strategies with RS = ILP and RS = RANDOM
lead to the same efficiencysize. This is due to the fact, that for those strategies at
most one test case is enough to fulfill the required coverage (or none, if the test
goal cannot be reached by any of the test cases). Therefore, both will result in the
same efficiencysize. Strategies with RS = DIFF, however, will always select exactly
one test case and, therefore, might lead to larger test suites.

4.6.5 Threats to Validity

Internal Validity. A threat to our internal validity is our assumption that
all external factors (e.g., platform, environment, etc.) remain constant during the
evaluation. Only the source code of the system under test and the input values
of the test cases might change. This assumption is called controlled-regression-test-
ing assumption and is commonly used during regression testing [181]. Therefore,
the assumption should not harm our validity. We also do not provide proof of
the soundness of our methodology. However, we tested the test-case generation
loop manually by checking the results for selected subject systems. Still, test-case
generation, in general, is undecidable and, therefore, we cannot be certain that we
found all possible test cases needed to fulfill our criteria (e.g., due to timeouts or
imprecise counterexamples). Nevertheless, even if we increase the precision of our
technique and find more test cases that satisfy our criteria, the results should stay
the same (at least relatively). Additionally, our selection of mutation operators
might be a threat to internal validity. However, we carefully selected mutation
operators leading to useful (for our regression scenario) resulting mutants (i.e.,
only affecting one line of code, no code deletion, resulting in compilable pro-
grams, etc.). Therefore, our selection of mutation operators should not harm the
validity of our results. We also limit our evaluation to functional testing only at
unit level. This might threaten internal validity. However, unit testing is one of the
most established testing techniques in practice. Additionally, unit testing provides
a decent starting point to evaluate our technique, as the subject systems, the in-
teraction of parameters, and the CPU time needed are still graspable compared to
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other testing levels. Nonetheless, our concepts can easily be used for integration
or system testing.

One downside of the current implementation of our technique is the missing
functionality to check whether the previous test-suite already fulfills the criteria
of the strategy. This might affect CPU time, as test-case generation is, in gen-
eral, more expensive compared to coverage measurement. We plan to add this
re-usability of test suites into our framework. This might increase efficiencyCPU for
some strategies and, therefore, also affect the trade-off. However, we do not expect
fundamental changes, as the effectiveness and efficiencysize will stay the same.

Lastly, we currently only support C programs. Still, this should not harm the
validity of our results, as c is still one of the most prominent languages used.
Additionally, we expect the results to be very similar for other imperative pro-
gramming languages (e.g., most object-oriented languages).

External Validity. The main threat to the external validity of our evalua-
tion is the missing comparison to other tools. However, as far as we know, no com-
petitive tool for RegreTS exists. Particularly, concerning the configurable number
of test cases, especially in combination with modification revealing test cases.

Surprisingly, we also did not manage to use other test-case generators for strate-
gies with RTC = MR, which should (per design) have been possible. The most
probable reason is the subject systems we selected. All subject systems are real-
world projects, which we checked to work with our test-case generator. However,
other tools might not be able to handle the subject systems due to multiple rea-
sons (e.g., not supported language constructs). We tried to use different test-case
generators (i.e., Klee, FuSEBMC, Symbiotic and PRTest) from the International
Competition on Software Testing (Test-Comp5). Unfortunately, most test-case gen-
erators were either barely able to generate test cases for our subject systems or
only provided irrelevant test cases (e.g., dummy test cases, or test cases that did
not reach the specified test goal), therefore leading to empty test suites after the
test-suite reduction step. Only PRTest was able to generate useful test cases. How-
ever, due to timeouts only for less than half of our subject systems. However, the
focus of our work is the comparison of strategies, not the comparison of dif-
ferent test-case generation techniques. As the strategies should provide similar
results when executed on different test-case generators, we expect no fundamen-
tal changes of our insights, as the relative behavior of the strategies should stay
similar.

Another threat to our external validity is the selection of subject systems and
the generation of synthetic bugs. Unfortunately, real-world systems with sufficient
information about version changes and existing (or fixed) bugs are scarce. We
checked multiple prominent repositories for regression testing. First, we checked
CoreBench. However, the subject systems were usually not at unit level, and
the version histories were rather short. Second, we checked the subject systems
from the regression-verification tasks, which is part of the SV-Benchmarks [22]. How-
ever, the version histories were also very short and, therefore, not relevant for our
methodology. Additionally, some of the subject systems were not self-contained

5 https://test-comp.sosy-lab.org/2021/
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and, therefore, unusable for our technique. Lastly, we also checked the SIR reposi-
tory [61], which provides information of bugs from prominent systems (e.g., make,
gzip, etc.). However, these systems either could not be handled by our test-case
generator for technical reasons (e.g., unsupported language constructs, for exam-
ple micro-controller specific code) or unusable (e.g., not self-contained). Neverthe-
less, mutation testing has been shown to be a reliable technique for fault-injection
for effectiveness measurement of test-suites [12]. Additionally, our subject systems
are real-world programs from different projects and different domains. Therefore,
we do not expect our results to change fundamentally if evaluated on non-syn-
thetic bugs.

Lastly, we rely on third-party software, namely CPAchecker, Music, and Test-
Cov. All three tools are established and have been used for other experiments
in the recent past. CPAchecker and Test-Cov are even used in the International
Competition on Software Testing (Test-Comp) for the last 3 years. Therefore, we
expect them to produce sound results.

4.7 Related Work

In this section, we discuss related work in regression testing, testing techniques
for change-impact analysis (i.e., differential/revealing test-case generation and
mutation testing), and, lastly, regression verification.

4.7.1 Regression Testing

A comprehensive overview of different regression-testing strategies is provided
by Yoo and Harman [181]. In this work, they describe three different categories of
regression testing:

1. minimization of test suites

2. selection of test cases

3. prioritization of test cases

Test-Suite Reduction is concerned with the removal of redundant test
cases from test-suites based on a given criterion. The goal is to reduce the execu-
tion time of test suites during regression testing. As test-suite reduction can be re-
duced to the set-cover problem, it is NP-hard. Therefore, many works propose dif-
ferent heuristics to reach a near-optimal solution for this problem [46, 88, 99, 136].
Those techniques require as input an existing test suite and a metric to measure ef-
fectiveness of test cases. All approaches for test-suite reduction used in this work
have already been proposed. The greedy algorithm used by DIFF was introduced
by Beyer and Lemberger in [29]. The idea to use ILP solvers for test-suite reduc-
tion to compute an optimal solution was initially proposed by Khalilian and Parsa
in [109]. The FAST++ algorithm has been introduced by Crucian et al. [53]. How-
ever, these work focus on single revisions (i.e., two subsequent versions) and do
not investigate the interaction between test-case generation tailored for regression
testing and the test-suite reduction techniques.
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There also exists other work investigating the impact of test-suite reduction
effectiveness of real systems. Shi et al. use build failures as effectiveness measure-
ment and evaluate existing test-suite reduction techniques, whether the reduced
test suite still manages to detect the build failure beforehand [164].

Chan et al. proposed a new technique that uses assertion coverage (i.e., test
cases that will fail an assertion), instead of usual coverage-based criteria, to further
improve effectiveness of the reduced test suites [45].

In previous work, Shie et al. evaluated the combination of test-suite reduction
and test-case selection to increase efficiency in terms of test-suite size of regression
testing [163]. However, none of these works consider the additional parameters
evaluated in this work. For example, we also consider the number of test cases per
test goal and the number of previous revisions taken into account. Additionally,
we provide means to choose between modification traversing and modification
revealing test cases to provide an insight between efficiency and effectiveness
of the regression test criterion. All those strategies have been shown to impact
effectiveness and/or efficiency. Especially the trade-off has been subject to the
interplay of all parameters. Additionally, those works do not consider generating
multiple test cases per test goal which we have shown to increase effectiveness
even further.

Test-case selection aims at selecting test cases from an existing test suite
specifically for a specified version of the program under test. The idea is to create
a subset of test cases that will be executed on a new program version without loss
of effectiveness. Different techniques have been subject to research. For example,
control-flow analysis [91, 89, 90] and data-flow analysis [81, 87, 86, 168]).

In 2018, Wang et al. used a catalog of program refactorings and identified test
cases affected only by these behavior-preserving modifications. These test cases
were not selected for retesting, as they would test only the behavior-preserving
modifications (and therefore unable to detect any newly introduced bugs) [177].

Choudhary et al. use multi-objective optimization techniques for test-case se-
lection. They try to minimize the number of uncovered test goals and maximize
the number of uniquely covered test goals (i.e., covered by only one test case)
under a fixed test-suite size. Both optimization conditions are used to compute a
Pareto-front of optimal solutions [49].

Marijan and Liaaen propose a technique for test-case selection for highly-con-
figurable software. They combine metrics for measuring the degree of overlapping
test cases (i.e., being related to similar configuration options) with historical data
on the effectiveness of test cases. Based on those metrics, they identify inefficient
redundancy of test cases, which are then not selected for regression testing. [129]

However, none of these works aim at generating modification revealing test
cases to further increase effectiveness during regression testing. Additionally, most
works only take a single revision into account, especially not multiple previous
versions, as supported by parameter NPR. Lastly, they do not study the interac-
tion between different regression testing configurations as done in our methodol-
ogy. Additionally, those works do not consider generating multiple test cases per
test goal. Therefore, both of our parameters NPR and NRT are not considered by
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these works and we have shown that they can improve effectiveness in terms of
bug detection for regression testing.

Test-case prioritization focuses on the execution order of existing test
cases to detect as many bugs as fast as possible [179]. To idea is to compute
fault detection probabilities for test cases, as well as their execution time (e.g.,
from previous executions) to create an execution order. Usually, a code coverage
criterion is used as effectiveness measure to statically compute an execution order
for the test cases [151, 152, 66, 67, 128, 153]. In 2016, Wang and Zeng proposed
a dynamic prioritization technique based on actual fault-detection from previous
test-case executions and other properties based on historical data of the system
under test [178].

For our methodology, test-case prioritization is currently out of Scope. How-
ever, it might be integrated for test-case generation to focus on the execution of
test-cases more likely to detect bugs.

Most existing regression testing techniques are not concerned with test-case
generation to further improve effectiveness during regression testing. The focus
of those works is to optimize the efficiency with the same or similar effectiveness
based on an existing set of test cases. Additionally, most works on regression
testing focus on a single revision instead of full version histories. Therefore, our
parameters NPR and NRT are out of scope for these works and we have shown
that they do improve effectiveness in terms of bug detection during regression
testing.

4.7.1.1 Regression-Test-Case Generation.

Different works are concerned with test-case generation tailored for regression
testing, similar to our methodology. In the following, we will discuss those works.

In 1998 McKeeman proposed the idea of differential testing, with the following
problem statement [132]. Given two comparable programs and a set of existing
test cases, the programs can be checked for bugs by running the test cases. If
the outputs differ, the test execution loops indefinitely, or the execution crashes,
the test case is likable to be a bug-revealing (to actually detect a bug) test case.
Based on this problem statement, Evans and Savioa proposed an approach to use
the original system and a modified system and two test-suites for both systems.
Those test suites are then used to check for different behavior of the original and
the modified system. All test cases leading to different output behavior are then
used for regression testing [70].

Korel and Al-Yami initially proposed automated generation of test cases for re-
vealing differences between two (Pascal-based) program versions for regression
testing [111]. CSmith is a tool developed at the University of Utah that com-
bined differential testing with grammar-based fuzzing to generate compilable C
programs to find bugs in c-compiler implementations [180].

Taneja and Xie proposed an approach for differential test-case generation to
compare two versions of a Java program. To this end, they create a compara-
tor-program similar to the comparator-program introduced in Sect. 4.3.1. In case
of a different output behavior, they use failing assertions, enabling them to use
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off-the-shelf test-case generators that support assertion coverage for Java pro-
grams [169].

Still, those works differ from our methodology, as the focus is on two subse-
quent program versions instead of a configurable number of previous versions.
Additionally, they do not support test-suite reduction or multiple test cases per
test goal. Therefore, they do not study the interaction between those parameters,
which we have shown to impact effectiveness and efficiency.

4.7.1.2 Mutation Testing.

Mutation testing is (originally) used to measure effectiveness of existing test-
suites. To this end, multiple syntactically changed mutants (i.e., to generate syn-
thetic bugs) are derived from an original program, based on different mutation
operators (i.e., by simulating programmer-errors) [103]. A test case detects a mu-
tant if the observable behavior of the mutant when executed with the test case
differs from the original program. Multiple techniques have been proposed to
generate test cases for mutation detection. For example, Fraser et al. proposed
an approach to generate test cases tailored for mutation detection by utilizing
genetic algorithms to generate test cases guaranteed to detect a given set of mu-
tants [74]. In 2011, Harman et al. proposed a technique that combines symbolic
execution and search-based heuristics to identify test cases likely to detect mu-
tants (although not guaranteed) [84]. Souza et al. use hill climbing to generate
test cases to detect mutants [165].

Most of those approaches use different heuristics to generate test cases. There-
fore, they do not guarantee to reveal behavior changing program modifications.
Additionally, those approaches do not support test-suite reduction, multiple test-
cases per test goal (e.g., detection of a mutant), or version-history aware re-
gression test-case generation (as supported by our parameters NPR and NRT).
However, those technique might be incorporated into our framework to increase
efficiencyCPU of test-case generation (potentially reducing effectiveness).

4.7.2 Regression Verification

Regression verification aims to check whether a specification already verified for
a program version is still valid for a subsequent program version. To this end,
(partial) verification results are re-used to increase efficiencyCPU during verifica-
tion [97, 167]. Beyer et al. proposed an approach to re-use intermediate results
(called abstraction precisions) for verifying later program versions [34]. Bohme
et al. used input-space partitions to gradually verify subsequent program ver-
sions instead of fully verifying the program version for all possible input val-
ues [37]. In 2012 Chaki et al. lifted regression verification techniques to support
multi-threaded programs [44]. Different works also exist to further increase re-
gression verification efficiencyCPU by applying state-space partitioning [17] or by
improving the encoding of reusable verification information [71].

However, none of these approaches investigate the impact on effectiveness and
efficiencyCPU and efficiencysize of regression-testing strategies or the interplay of
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different regression testing configurations (e.g., test-suite reduction, multiple test
cases, etc.) as in our methodology.

Lastly, there exists related work for test-case generation that was already dis-
cussed in Sect. 3.5.

4.8 Conclusion and Future Work

Conclusion. In this chapter, we presented a configurable methodology for
regression testing with the focus of revealing bugs in evolving programs. Our
methodology supports test-suite reduction, multiple test-case generation tech-
niques, different regression-test-case criteria, and a configurable amount of previ-
ous versions taken into account. We currently support unit testing of C programs.
The results of our experimental evaluation show that all parameters either affect
effectiveness and/or efficiency. Additionally, all parameters affect the trade-off
between effectiveness and efficiencyCPU and, therefore, the strongest impact on the
trade-off is the interplay of those parameters.

In conclusion, our experimental results show that to achieve the best efficiencyCPU
and the best trade-off modification traversing test cases should be used without
test-suite reduction. However, the best effectiveness is reached by using mod-
ification revealing test cases, with multiple test cases per test goal and multiple
prior revisions taken into account. Lastly, we have shown that in our experimental
evaluation the test-suite reduction techniques ILP, DIFF and RANDOM obstruct
effectiveness. Therefore, for optimal effectiveness in our setting those test-suite
reduction techniques should not be used.

Future Work . In future works, we plan to extend our approach in multiple
ways. First, we plan to improve the implementation of our test-case generation to
support additional subject systems to extend our evaluation. For example, by sup-
porting arrays as input parameters or return values. Additionally, we would like
to incorporate different test-case generation techniques to improve efficiencyCPU of
the test-case generation (e.g., by combining fuzzing with hybrid-model checking).
Next, we plan to use different test-case generation tools to generate test cases
based on our strategies (as far as supported by the other tools) and compare re-
sults. We would also like to incorporate re-use of existing test-cases to increase
efficiencyCPU and efficiencysize of our technique. Additionally, we would like to take
different kinds of bugs into account (e.g., control-flow bugs and data-flow bugs)
and measure the impact of our parameters on those bugs. Furthermore, we plan
to use different coverage criteria for test-case generation. For example test-cases
reaching the modification and propagating the change, however, not necessarily
revealing it. This coverage criteria would provide a trade-off between effectiveness
and efficiencyCPU between modification traversing and revealing test cases. Finally,
we plan to use RegreTS for different testing scenarios (e.g., integration testing
or system testing) and to support different programming languages for test-case
generation to extend the set of possible subject systems.





5
T E S T I N G O F S O F T WA R E - P R O D U C T L I N E S

In the previous chapters, we were concerned with testing products, either as single
products or as products within a version history. However, implementing software
as a single product is often insufficient. Primarily in Industrie 4.0, many similar
machines exist which share common core features and usually differ only slightly.
Creating a single project (with implementation artifacts etc.) for each machine in-
dividually would strongly increase maintenance costs (see Sect. 2.5). A commonly
used solution for this problem is to implement a so-called software-product line
(SPL).

An SPL consists of a common code base within the solution space being cus-
tomizable (usually by selecting and deselecting features, see Sect. 2.5). Usually,
an SPL is accompanied by a configuration model that specifies the software vari-
ability within the problem space (often represented as a feature model). Lastly,
the SPL has a mapping between the configuration model and the codebase. The
mapping might be implicit by using the same feature names in the model and the
codebase. [51]

However, real-world SPLs often allow for thousands of different configurations.
Therefore, testing of all products becomes impossible due to the combinatorial-
explosion problem. [62]

In this chapter, we will study the effectiveness and efficiency of different strate-
gies for sample-based SPL testing. To this end, we will introduce methods devel-
oped in this thesis to measure effectiveness based on injected faults (i.e., mutants).
The following research challenges will be tackled in this chapter.

• How to increase effectiveness of SPL testing in terms of potential bug detec-
tion ratio (C1).

• How to increase efficiency of SPL testing in terms of the number of products
under test (C2).

In this chapter, we will first extend our running example to further motivate
and illustrate different concepts. Next, we will first give an overview of existing
state-of-the-art techniques in testing and test-case generation of SPLs.

In Sect. 5.4, we will present a novel approach, developed in the course of this
thesis, to measure the effectiveness of strategies for sample-based SPL testing.

Next, we will show the implementation and the evaluation of our methodology.
Lastly, we will discuss related work and give a summary and show possible future
work.

109
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The content of this chapter is based on the following publication:

[155] Sebastian Ruland, Lars Luthmann, Johannes Bürdek, Sasche Lity,
Thomas Thüm, Malte Lochau and Márcio Ribeiro. Measuring Effec-
tiveness of Sample-Based Product-line Testing In Generative Program-
ming: Concepts & Experiences, ACM, 2018.
doi: 10.1145/3278122.3278130.

5.1 Running Example

As shown in Sect. 2.5, we encoded our running example as SPL for the remainder
of this chapter. To ease the reading flow, the SPL version of our running example
and the corresponding feature model is shown in Fig. 5.1 and Fig. 5.2 again. For
testing SPLs, we annotate the test cases with their feature conditions, for which
they are valid. For example, test case t = {([1], 0),−1}(ISEMPTY) is valid for
all products that have the feature ISEMPTY selected. If the feature ISEMPTY is
not selected, the return value is −2 instead of −1, and, therefore, the test case
would not be valid. For products that do not select the feature ISEMPTY the test
case t = {([1], 0),−2}(!ISEMPTY∧!COUNT) can be used.

The same applies for the detection of bugs. In the current version of our run-
ning example there still exist three bugs. Namely Bug 1 in line 22 (i.e., incorrect
assignment of 0 instead of 1 to variable startIndex), Bug 2 in line 18 (i.e., x[0]− 2
instead of x[0] − 1) and Bug 3 in line 27 (i.e., incorrect condition x[i] <= y in-
stead of x[i] == y). Bug 3 is a bug within the core of the SPL implementation and,
therefore, detectable on all products. However, depending on the product, a differ-
ent test case needs to be used. For example t = {([3, 2, 1], 1), 2}(FIRST ∨ LAST)
detects Bug 2 on all products that have either feature FIRST or LAST selected
(selecting both in forbidden due to the feature model, see Fig. 2.15). Bug 1 is only
detectable in products that have feature LAST selected (since the source code
containing the feature is only present if LAST is selected). For example, test case
t = {([1], 1),−2}(LAST) would detect Bug 2.

5.2 Sample-based Product-Line Analysis

As shown in the running example, bugs of SPLs are sometimes only detectable
in certain products. However, exhaustive testing of an SPL Pspl would require to
execute the tests on every program configuration pc = JPspl, cK corresponding to
a valid product configuration c ∈ C a (configuration-specific) test suite Tc ⊆ Tpc .
Testing an SPL in a product-by-product manner is, in practice, not feasible. This
is due to the fact that the number of possible product configurations C grows
exponentially in the number |F| of features, thus leading to the well-known com-
binatorial-explosion problem (i.e., every additional optional feature in F may double
the number of configurations in C). [172, 139, 68, 55, 115, 63]

Additionally, the high amount of similarity among different program config-
urations potentially leads to a high number of redundant test-case executions (i.e.,
given two configurations c, c′, the number of common test cases in the intersection
Tpc ∩ Tp′c is presumably very high).
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1 int c;

2 int startIndex;

3 int lastIndex;

4 int increment;

5 int last;

6
7 int find_configurable (int x[], int y) {

8 #if defined(COUNT)

9 c = 0;

10 #else

11 last = -2;

12 #endif

13 #if defined(ISEMPTY)

14 if(x[0] <= 1)

15 return -1;

16 #endif

17 #if defined(FIRST) || defined(COUNT)

18 startIndex = x[0]-2;

19 lastIndex = -1;

20 increment = -1;

21 #elif defined(LAST)

22 startIndex = 0;

23 lastIndex = x[0]-1;

24 increment = 1;

25 #endif

26 for (int i = startIndex; i != lastIndex ; i += increment){

27 if (x[i] <= y)

28 #if defined(COUNT)

29 c++;

30 #else

31 last = i;

32 #endif

33 }

34 #if defined(COUNT)

35 return c;

36 #else

37 return last;

38 #endif

39 }

Figure 5.1: SPL Version P0SPL of a Program Unit (adapted from [155, 154])
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Figure 5.2: Feature Model of the Running Example in Fig. 5.1 (based on [155])
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To tackle this issue, recent research is concerned with developing efficient strate-
gies to reduce the computational effort of product-by-product analysis while try-
ing to retain high effectiveness [172, 139, 68, 55, 115, 63].

Sample-based analysis constitutes one of the most established approaches in prac-
tice. [172, 63, 126] A sample S ⊆ C is a preferably small, yet sufficiently diverse
subset of test configurations to be analyzed in a product-by-product manner in-
stead of the entire set C. A widely used sampling criterion is τ-wise combinato-
rial feature-interaction coverage requiring every valid combination of selections
and deselections of τ features to be contained in at least one test configuration
c ∈ S. [63, 126]

Example 5.1. The sample S = {c1, c4, c5} (see Tab. 2.2) satisfies 1-wise com-
binatorial feature-interaction coverage on our running example as all valid
selection- and deselection-decisions for every single feature are covered by at
least one configuration in S. Hence, sample S is able to find all bugs of our
running example as a RIPR test case for the respective bug can be executed
on test configuration pc2 with c2 ∈ S. However, there also might exist bugs
only detectable by products with specific feature interactions. For example, if
we introduce a new bug by inserting c++; before line 16 the bug would only
be detectable by selecting both ISEMPTY and COUNT in the same prod-
uct. Therefore, it would not be detectable by our sample S. Instead, a sample
S′ satisfying 2-wise (pairwise) coverage is guaranteed to contain at least one
test configuration on which this mutant is detectable since all combinations
of both features must be present in the sample (in our running example, the
sample would cover all possible configurations).

One of the most established sampling heuristics is to apply pairwise combinato-
rial feature-interaction testing (i.e., τ = 2) [63, 126]. This technique relies on the
assumption that most bugs in SPLs are caused by erroneous interactions among
at most two configuration options (so-called features) [112]. However, increasing
τ does not always increase effectiveness, since the feature interactions within the
implementation also plays a vital role (e.g., if there exists no feature interaction
τ = 1 will always result in 100% effectiveness). Thus making any a-priori as-
sessment of the expected effectiveness of different sampling criteria a challenging
task.

5.3 Family-based Test-Case Generation

In this section, we will describe existing techniques for test-case generation for
SPLs. Additionally, we will introduce a novel technique utilizing the negated
paths from Sect. 4.3.

As described in the previous section, test-case generation product-by-product
is usually infeasible due to the exponential growth of products compared to the
number of feature variables.

Testing the SPL in a family-based manner allows a single test-case generation
process to generate a full test-suite containing for each valid product a test case for
each test goal that is reachable. The test goals are also annotated with presence
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conditions (i.e., formula over feature variables for which the test case is valid),
which is necessary for the novel approach in Sect. 5.4.

However, most test-case generation tools do not support compile-time variabil-
ity (i.e., #if blocks, etc.) [108]. To this end, prior work has proposed a technique
to lift compile-time variability to run-time-variability by replacing #if and other
preprocessor directives by normal code (i.e., if blocks)[108]. This replacement is
not always straightforward and might need to copy some parts of the source code
to be compilable afterward. However, lifting compile-time variability to run-time-
variability is always possible. Lifting the implementation of our running example
with compile-time variability to run-time-variability would result in the running
example in Fig. 5.3. Note that for run-time variability the features (i.e., COUNT,
ISEMPTY, etc.) need to be included as variables. However, for simplicity reasons
we omit them in the running example.

In case of an SPL with run-time variability, we can use the implementation for
test case generation again. However, as we don’t want to generate a test case on
any configuration for each test goal but a test case for each configuration on that
the test goal is reachable, we need to enhance the test case generation approach. To
this end, Bürdek et al. [40] proposed a technique to use software model checking
to generate test cases for each test goal on each configuration using a so-called
blocking-clause. The idea is to execute a reachability analysis for a single test goal.
Upon reaching the test goal, the presence condition (i.e., the formula over feature
variables to reach the test goal) is computed. Afterward, the reachability analysis
is started again. However, the presence condition is negated and added to the
initial condition.

For our running example, the source code would first be transformed into a
CFA. Figure 5.4 shows the resulting CFA. Note that the feature edges are encoded
as dashed edges while code-edges are encoded as filled edges. During reachability
analysis, we now include another abstract state to track the presence condition.
Additionally, the path condition does not track feature variables since they are
already tracked by the presence condition.

Example 5.2. Consider the edge 7
!(x[0] <= 1)

9 as test goal. Next, we will
build an abstract reachability graph until reaching the test goal (see Fig. 5.5,
the first substate denotes the location, the second substate denotes the path
condition, and the third denotes the presence condition). Next, we extract the
presence condition from the target state 9 (i.e., COUNT ∧ ISEMPTY) and
add it to the test case covering the test goal (e.g., t = {([1], 0),−}(COUNT ∧
ISEMPTY)). Now we restart the reachability analysis. However, we initial-
ize the initial presence condition with the negated presence condition of the
test case (see Fig. 5.6 state 1). Next, the reachability graph is computed as
before. When reaching state 7, the presence condition is now f alse (due to
COUNT ∧ ISEMPTY∧!(COUNT ∧ ISEMPTY)) in contrast to the first reach-
ability analysis. Therefore, we continue with state 7′ and reach state 9 with an-
other presence condition, from which we can now compute the next test case
(e.g., t = {([1], 0),−}(!COUNT ∧ ISEMPTY)). Now, we could start the reach-
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1 int c;

2 int startIndex;

3 int lastIndex;

4 int increment;

5 int last;

6
7
8 int find_configurable (int x[], int y) {

9 if(COUNT){

10 c = 0;

11 }else{

12 last = -2;

13 }

14 if(ISEMPTY){

15 if(x[0] <= 1)

16 return -1;

17 }

18 if(FIRST || COUNT){

19 startIndex = x[0]-2;

20 lastIndex = -1;

21 increment = -1;

22 } else if(LAST){

23 startIndex = 0;

24 lastIndex = x[0]-1;

25 increment = 1;

26 }

27 for (int i = startIndex; i != lastIndex ; i += increment){

28 if (x[i] <= y)

29 if(COUNT){

30 c++;

31 }else{

32 last = i;

33 }

34 }

35 if(COUNT){

36 return c;

37 }else{

38 return last;

39 }

40 }

Figure 5.3: Initial SPL Version P0SPL with Run-Time Variability
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ability analysis for a third time with the initial presence condition !(COUNT∧
ISEMPTY)∧!(!COUNT ∧ ISEMPTY). However, since the presence condition
is equal to f alse we would not create any states. Therefore, we have created

test cases for test goal 7
!(x[0] <= 1)

9 for all products on which it is reach-
able.

Additionally, Bürdek [39] proposes multiple enhancements to this technique
(e.g., path-sensitivity for state-merging, multi-property checking for SPL test-
case generation, etc.). Those solutions are tailored for test-case generation with
test-goal automata, which can encode even complex test-goals (e.g., FQL-State-
ments [98]). However, test-case generation with test-goal automata is expensive
in terms of CPU time and memory usage. Due to this reason, we focused on
test-goals encoded as lists of CFA edges in this thesis.

Therefore, we developed a novel technique for test-case generation of SPLs
based on test-goals consisting of lists of edges, and, therefore, also increasing
the efficiencyCPU of the test-case generation process.

To this end, we used the path negation introduced in Sect. 4.4 and enhanced
the path negation to support SPLs. The idea is quite similar to the path negation.
However, for SPLs, we only focus on feature edges and ignore other branching
edges.

Example 5.3. Consider again the edge 7
!(x[0] <= 1)

9 as test goal. Next,
we will build an abstract reachability graph until reaching the test goal (see
Fig. 5.7, the first substate denotes the location, the second substate denotes
the path condition, and the third denotes the state of the negated paths.). In
the first iteration, no negated path exists. Therefore, the state of the negated
path remains empty. Note that we now include feature variables into the path
condition, just like normal variables. When reaching a test goal, we com-
pute a counterexample (Fig. 5.7 the path indicated by red edges). From this
counterexample, we build the presence condition for the test case by con-
jugating all feature expressions on the path. For the given path, the pres-
ence condition is COUNT ∧ ISEMPTY. Additionally, we use the counterex-
ample to compute valid parameter assignments to construct a test case (e.g.,
t = {([0], 0),−}(COUNT ∧ ISEMPTY) ). Next, we build a negated path only
consisting of the feature edges of the counterexample. Therefore, the path
would consist of the edges 3 COUNT 4 and 6 ISEMPTY 7 . The edge

7
!x[0] <= 1

9 will be ignored for the negated path. Next, we start the ARG
construction again with the negated path (see Fig. 5.8). Since we only include
feature edges, the test goal is only reachable on another configuration (i.e.,
state 9 in Fig. 5.8 is unreachable due to the negated path). For state 9′ we now
compute the presence condition as before (i.e., !(COUNT ∧ ISEMPTY)) and
compute a test case (e.g., t = {([0], 0),−}(!COUNT ∧ ISEMPTY) ). Lastly,
we can restart the ARG construction with two negated paths. However, no
other path will remain available to detect this test goal. Therefore, we created
test cases for all products on which the test goal is reachable.
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int x[]

int y

COUNT
!(COUNT)

c = 0 last = −2

ISEMPTY

!(ISEMPTY)

x[0] <= 1 !(x[0] <= 1)

FIRST||COUNT !(FIRST||COUNT)

startIndex = x[0]− 2
lastIndex = −1
increment = −1

startIndex = 0
lastIndex = x[0]− 1
increment = 1

i = startIndex

!(i! = lastIndex) i! = lastIndex

COUNT !(COUNT)

return c return last

return − 1

x[i] <= y

!(x[i] <= y)

COUNT !(COUNT)

c ++ last = i

i+ = increment

Figure 5.4: CFA SPL Implementation of the C-Function find_configurable
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1 true true

2 true true

3 true true

4 true COUNT 5 true !(COUNT)

6 c0 = 0 COUNT 6’ last0 = −2 !(COUNT)

7 c0 = 0 COUNT ∧ ISEMPTY 7’ last0 = −2 !(COUNT) ∧ ISEMPTY

8 c0 = 0∧!(x[0]0 <= 1) COUNT ∧ ISEMPTY

int x[]

int y

COUNT !(COUNT)

c = 0 last = −2

ISEMPTY ISEMPTY

!(x[0] <= 1)

Figure 5.5: ARG of the SPL Implementation of the C-Function find_configurable
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1 true !(COUNT ∧ ISEMPTY)

2 true !(COUNT ∧ ISEMPTY)

3 true !(COUNT ∧ ISEMPTY)

4 true
COUNT
∧!(COUNT ∧ ISEMPTY) 5 true

!(COUNT)
∧!(COUNT ∧ ISEMPTY)

6 c0 = 0
COUNT
∧!(COUNT ∧ ISEMPTY) 6’ last0 = −2

!(COUNT)
∧!(COUNT ∧ ISEMPTY)

7 c0 = 0 f alse
7’ last0 = −2

!(COUNT) ∧ ISEMPTY
∧!(COUNT ∧ ISEMPTY)

8 c0 = 0∧!(x[0]0 <= 1)
!(COUNT) ∧ ISEMPTY
∧!(COUNT ∧ ISEMPTY)

int x[]

int y

COUNT !(COUNT)

c = 0 last = −2

ISEMPTY ISEMPTY

!(x[0] <= 1)

Figure 5.6: ARG of the Second Reachability Analysis of the C-Function
find_configurable
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1 true -

2 true -

3 true -

4 COUNT - 5 !(COUNT) -

6 COUNT ∧ c0 = 0 - 6’ !(COUNT) ∧ last0 = −2 -

7 COUNT ∧ c0 = 0 ∧ ISEMPTY - 7’ !(COUNT) ∧ last0 = −2 ∧ ISEMPTY -

8 COUNT ∧ c0 = 0 ∧ ISEMPTY∧!(x[0]0 <= 1) -

int x[]

int y

COUNT !(COUNT)

c = 0 last = −2

ISEMPTY ISEMPTY

!(x[0] <= 1)

Figure 5.7: ARG with Negated Paths of the C-Function find_configurable
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∧ISEMPTY ∧ np1! = 2∧!(x[0] <= 1)

2

int x[]

int y

COUNT !(COUNT)

c = 0c = 0 last = −2

ISEMPTY ISEMPTY

!(x[0] <= 1)

np1 = 0

np1 = np1 + 1 np1 = −1

np1 = np1 + 1

np1! = 2

np1! = 2

Figure 5.8: ARG of the Second Reachability Analysis with Negated Paths of the C-Func-
tion find_configurable
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Figure 5.9: SPL Mutation-Testing Framework [155]

Note that both techniques naturally support consideration of feature models by
encoding the feature model in C code, as described in Sect. 2.5

5.4 Product-Line Mutation Testing

As shown in the previous sections, the effectiveness of sampling strategies is often
hard to measure. To this end, we developed a novel methodology based on fami-
ly-based test-case generation and mutation testing to measure the effectiveness of
sample-based software-product-line testing in an automated fashion.

5.4.1 Overview

Figure 5.9 (copied from [155]) shows the conceptional overview of our framework
for measuring the effectiveness of sample-based testing.

Our methodology uses as input an SPL implementation pspl and a feature model.
Each valid configuration (e.g., Cspl = {c1, c2, c3, c4} in Fig. 5.9) derived from the
feature model corresponds to a single valid product (e.g., pc1 , pc2 , pc3 and pc4 in
Fig. 5.9).

Next, we apply mutation operators tailored for SPLs (explained in the next
section) to pspl, resulting in a set of SPL mutants (see Mspl = {m1

spl, m2
spl, m3

spl} in
Fig. 5.9).

Next, we use family-based test-case generation to determine, whether a mu-
tant is semantically equivalent to the original SPL. This is possible, because we
use software-model checking for test-case generation. If no test case exists that
shows different behavior from the original SPL compared to the mutated SPL,
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both are semantically equivalent. A detectable mutant is marked by the tick mark
in Fig. 5.9. We consider three different kinds of SPL mutants.

• An SPL mutant is non-equivalent (NEQ) if every configuration derived from
the mutated implementation is non-equivalent (e.g., m1

spl in Fig. 5.9). This
can be calculated by combining all presence conditions of the generated
test cases as disjunction. If the resulting presence condition (see Sect. 5.3)
is equal to the feature model, the mutant is NEQ. Hence, every non-empty
sample may detect non-equivalent mutants.

• An SPL mutant is equivalent (EQ) if every program configuration derived
from the mutated implementation is equivalent (e.g., m2

spl in Fig. 5.9). If no
test-case can be generated that detects the mutant, the mutant is EQ. Hence,
no sample is able to detect equivalent mutants.

• An SPL mutant is partially-equivalent (PEQ) if it is neither NEQ nor EQ (e.g.,
m3

spl in Fig. 5.9). This can be calculated as well by combining the presence
conditions of the test cases as disjunction. If the resulting presence condition
is not equal to the feature mode, the mutant is PEQ. Hence, a sample may
detect a partially-equivalent mutant if it contains at least one non-equivalent
test configuration.

For a given sample, we are now able to determine whether a product configu-
ration is present, which would be able to detect a mutant (given a corresponding
test case). For example, the sample S = {c2, c3} in Fig. 5.9 would be able to detect
m1

spl and m2
spl and, therefore, detect all detactable mutants.

Since only SPL mutants being PEQ are only detectable for certain products, mu-
tants being EQ and NEQ are negligible for measuring the effectiveness of samples
(as each sample with at least one product has equal effectiveness for EQ and NEQ
mutants). For instance, if sample S in Fig. 5.9 contains c4 instead of c3, then S
would fail to detect mutant m3

spl.
In the following, we will describe our framework in more detail. First, we will

explain the mutation operators used to mutate the SPL. Next, we will describe
how we use test-case generation for SPLs to detect mutants and, lastly, how we
measure the effectiveness of the samples.

5.4.2 Product-Line Mutation Operators

First, we describe the collection of mutation operators for SPLs (implemented in C
code) used in this thesis. The operators are categorized in operators for common
C code and operators specific for SPLs. In the following, we will refer to an SPL
mutant resulting from applying any mutation operator to pspl as mspl. Additionally,
we denote a set of SPL mutants as Mspl.

The overview of the mutation operators used is given in Tab. 5.1 (adapted
from [155]). These mutation operators will be explained in the following.

Code-Mutation Operators . To mutate C code, we use established muta-
tion operators mutating conditional expressions and assignment statements. [103,
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Table 5.1: Overview Mutation Operators Applicable for Mutating SPL Mappings
(adapted from [155])

Condition Assignment Presence
Condition

Replacement

Constant
/Variable

x x x

Arithmetic Op. x x
Logic Op. x x x
Relation Op. x x
In-/Decrement x x

Insertion
Absolute Value x x
In-/Decrement x x

Other
Delete x
Negate x x

11, 3] To this end, our framework incorporates 77 C code mutation operators as
defined by Agrawal et al. [3]. The mutation operators are implemented in the C
code mutation tool MiLu [102], which we utilize in our framework. The C Code
mutation operators include different mutations, such as replacing memory al-
location calls (e.g., replacing occurrences of malloc by alloca), replacing logic-,
arithmetic-, and relational-operators (e.g., replacing occurrences of + by /), and
insertions of pre-/postfix in-/decrements (e.g., changing occurrences of variables
i to i++ or -i).

Since feature variables need special mutation operators (e.g., replacing a feature
variable by a standard variable might break the SPL), we exclude feature variables
from C code mutation operators. Furthermore, our framework incorporates addi-
tional mutation operators tailored for SPLs by handling feature-based variability
encoding within presence conditions.

Feature-Mapping-Mutation Operators . Additional mutation operators
tailored for SPLs where developed at the TU Braunschweig [155]. To this end, ex-
isting mutation operators were adopted to mutate presence conditions. In total,
we used five different SPL mutation operators. Those operators mimic different
kinds of variability errors in terms of erroneous feature-mappings onto condi-
tional code.

Table 5.1 provides an overview on the different categories of mutation operators
included in our framework, grouped into replacement, insertion, and other.

• Feature Replacement: This operator replaces an occurrence of a feature in a
presence condition by another feature variable defined in the feature model
(e.g., replacing the feature FIRST with LAST in line 17 in our running ex-
ample in Fig. 2.13).

• Logical Operator Replacement: This operator replaces an occurrence of a
binary logical operator in a presence condition by another binary logical
operator (e.g., replacing || with && in line 17 in our running example in
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Fig. 2.13). Currently, we limit our mutation operator to only replace || with
&& and vice versa.

• Feature Deletion: This operator replaces an occurrence of a feature variable
from a presence condition by replacing the variable by either 1 (i.e., true)
or 0 (i.e., f alse) (e.g., replacing the feature FIRST with 0 in line 17 in our
running example in Fig. 2.13).

• Presence Condition Negation, Feature Negation: Those two operators negate
a presence condition of a feature by inserting or deleting occurrences of
negation operators (i.e., !) in presence conditions (e.g., inserting a nega-
tion operator for the presence condition in line 17 in our running example
in Fig. 2.13 results in #i f !(de f ined(FIRST)||de f ined(COUNT)), inserting a
negation operator for the feature FIRST would result in #i f !de f ined(FIRST)||
de f ined(COUNT)).

In case any of those feature mutations leads to a presence condition which
cannot be fulfilled in combination with the feature model, the source code cor-
responding to the presence condition is unreachable code (and, therefore, highly
likely to be a detectable mutant).

5.4.3 Family-Based Product-Line Mutant Detection

In Sect. 4.3.1, we explained how to create programs encoding the detection of a
bug or mutant as a reachability problem for test-case generation. Based on the
mutation operators for SPLs, we now lift the notion of standard mutation detec-
tion to mutation detection for SPLs using the mutation operators explained before.
We denote C as the set of valid configurations for the software product line and
c ∈ C as a single valid configuration. Additionally, we denote Pspl as the code base
for the software-product line and pc as the product derived using configuration c.
Next, we denote the set of mutants of Pspl as Mspl = {M1, M2, M3, ...} and mi,c as
the mutant of Mi derived by using configuration c.

A mutant Mi is detectable if at least one configuration c ∈ C exists such that
the derived programs pc and mi,c enables the detection of the mutant.

For an SPL mutant Mi to be detectable a configuration c ∈ C must exist that
pc ̸= mi,c (i.e., pc is syntactically different from mi,c, therefore, the mutant is
present in the derived product). Additionally, there must exist at least one test
case t which leads to different output behavior when executed on pc compared
to mi,c (i.e., pc(t) ̸= mi,c(t)). If a test case t ∈ Tc for the given configuration exists
with pc(t) ̸= mi,c(t), the test suite Tc is able to detect the mutant.

Therefore, we can apply the notion of RIPR criteria for mutation testing of single
programs to SPL mutation testing with respect to a given configuration c. [103, 11]

• Reachability (R): The mutated program location in mi,c is reachable by at
least one test case t ∈ Tc.

• Infection (I): Reaching the mutated program location in mi,c leads to an
modified program state compared to pc.
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• Propagation (P): The modified program state propagates to further program
states.

• Reveal (R): The propagated modified program state leads to an observable
modified output of mi,c compared to the output of pc.

Therefore, a mutant Mi ∈ Mspl is an equivalent SPL mutant if no product config-
uration exists for which the RIPR criteria holds (i.e., for all configurations c ∈ C
either pc = mi,c or no test case exists for that pc(t) ̸= mi,c(t) holds). Additionally,
an SPL mutant is partially equivalent if there exists at least one configuration c ∈ C
for that the mutant is detectable, but there also exists at least one configuration
for that the mutant is not detectable. Lastly, we call a mutant non-equivalent if it is
detectable for all configurations.

We now have the means to measure the effectiveness of samples based on mu-
tation detection in a product-by-product manner. However, deriving the mutant
mi,c of each configuration c ∈ C and check whether the mutant is detectable for c
(and, therefore, identifying the subset CMi ⊆ C for that the mutant is detectable)
is infeasible due to the reasons mentioned before. Therefore, we use the test-case
generation technique described in Sect. 5.3 combined with the technique to gen-
erate modification-revealing test cases described in Sect. 4.3.1. This enables us to
create a test-suite that contains a test case for each configuration on which the
mutant is detectable. Using those techniques we are now able to compute the
effectiveness of a sample S ∈ C for a given set of n mutants Mspl as:

effectiveness(Mi, S) =

{︄
1, S ∩ CMi ̸= ∅

0, otherwise
(5.1)

effectiveness(S) = ∑n
i=1 effectiveness(Mi, S)

n
(5.2)

5.5 Implementation

As explained in Sect. 5.3, we utilize the negated paths from Sect. 4.3.2. Therefore,
the implementation stays similar with only minor adjustments. Figure 5.10 shows
the modules used (with normal border) and extended (with thick border) for
test-case generation for SPLs.

Tiger MultiGoal Algorithm . The Tiger MultiGoal Algorithm is modified
to support test-case generation for SPLs by two implementation artifacts. First,
when creating a negated path from a counterexample, only the feature edges are
used instead of all branching edges. Second, for generating test cases, the feature
variables are used as presence condition and ignored as input parameters. Addi-
tionally, there exist a new configuration to determine feature edges by specifying
a common prefix (e.g., for our running example, we would rename the features to
FEAT_FIRST, FEAT_LAST, FEAT_COUNT and FEAT_ISEMPTY and specify
FEAT_ as prefix).
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Figure 5.10: Modules for Test-Case Generation for Software-Product Lines with CPA-
checker (adapted from [21])

MultiGoal CPA. The MultiGoal CPA is modified to only take feature edges
into account for negated paths when computing a successor state.

The modifications to MultiGoal CPA and Tiger MultiGoal Algorithm are en-
abled or disabled by a common configuration option. This is necessary since
negated paths for SPLs cannot be combined with negated paths for multi-test-
case generation in the current implementation.

5.6 Evaluation

The framework shown in this chapter enables us to measure the effectiveness of
different kinds of SPL analysis strategies in general, and sample-based SPL testing
in particular.

In our evaluation, we consider SPLs implemented in C. Additionally, the SPL
implementation needs to be lifted to run-time variability (see Sect. 5.3), as well as
have their feature model encoded in C code (see Sect. 2.5.3). To measure effective-
ness and efficiencysamplesize, we use real-world SPL projects, as well as synthetically
created SPLs.
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To this end, we first derive a set of mutants from the SPL implementation (see
Sect. 5.4) using standard mutation operators and SPL specific mapping-mutation
operators (see Sect. 5.4).

We measure the effectiveness of a given sample by measuring how many of the
generated mutants are potentially detectable by at least one configuration of the
sample (see Sect. 5.4). As shown in Sect. 5.3, we generate a software-product-line
test-suite containing test cases detecting the mutant for each product on which
the mutant is detectable (at least if the test-case generation was successfully ter-
minated without running into a timeout). The test cases contain information (en-
coded as presence condition over feature variables) for which configuration the
test case is valid. This information can now be used to determine if a given sample
contains a configuration for that one of the test cases is valid. If the sample does
contain such a configuration, the sample is potentially able to detect the mutant.

In this section, we first describe our research question and experimental setup.
Next, we show how we synthetically construct SPLs from single products to fur-
ther investigate the impact of different SPLs and feature models. Lastly, we show
and discuss our evaluation results and the threats to validity.

5.6.1 Research Questions

We consider the following research questions.

(RQ1) How does the value of τ impact effectiveness of τ-wise sample-based PL
testing strategies?

(RQ1.1) Does increasing τ = 2 to τ = 3 in τ-wise sampling lead to a signifi-
cant improvement of effectiveness, as compared to increasing τ = 1 to
τ = 2?

(RQ1.2) Does decreasing τ = 2 to τ = 1 in τ-wise sampling lead to a significant
improvement of efficiencysamplesize, as compared to decreasing τ = 3 to
τ = 2?

(RQ1.3) Does 2-wise sampling constitute the best trade-off between effective-
ness and efficiencysamplesize, as compared to 1-wise sampling and 3-wise
sampling?

(RQ2) What is the impact of partially-equivalent mutants in measuring τ-wise sam-
ple-based PL testing strategies?

(RQ2.1) How many partially-equivalent mutants occur on average, as compared
to the total number of mutants?

(RQ2.2) To what extent does the detection of a mutant depend on selection/de-
selection of particular sets of features?

(RQ2.3) How many different test configurations are capable on average to de-
tect a partially-equivalent mutant?
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5.6.2 Experimental Setup

Next, we will describe the evaluation methods and experimental design used in
our experiments to address the research questions.

For practical reasons, we limit our consideration of τ to τ ∈ 1, 2, 3, which are
the most relevant sampling criteria in practice.

Note that for the evaluation, we used the old implementation for test-case gen-
eration for SPLs with the blocking-clauses explained in Sect. 5.3. The reason is that
the evaluation was executed before the development of the new test-case genera-
tion with negated paths was complete. However, the results should not differ for
the new implementation, as negated paths should only affect the efficiencyCPU of
test-case generation, which is not taken into account for this evaluation.

Subject Systems . We consider preprocessed C programs as our subject sys-
tems, which consist of an entry-function (i.e., the function under test) and the
variability encoded as runtime variability. Our selection of subject systems con-
sists of the following real-world SPLs.

• VIM: VIM (v8.1)1 is a highly-configurable test editor and a new implemen-
tation of the editor VI. Many classes implemented in VIM are highly-config-
urable by a variety of different features.

• BusyBox: BusyBox (v1.24.2)2 is a reimplementation of standard Unix tools
written in C for systems with limited resources. It contains multiple tiny
versions of common UNIX utilities within a single executable. Many tools
in BusyBox are implemented as configurable SPLs (i.e., families of program
variants).

As our family-based mutation-detection technique is based on the generation
of mutation-detecting test cases at unit level, we consider in our experiments a
suitable selection of functions extracted from the respective subject systems. In
particular, we selected only those functions depending on at least four features
(to potentially provide sufficient feature interaction) and having a return type
other than void.

Synthetic Software-Product Lines . Additionally to the real-world SPLs
used as subject systems, we also use synthetically generated software-product-
line implementations in our experiments. This allows us to investigate the impact
of different product-line characteristics (different feature models, etc.) in more de-
tail. To this end, we utilize the tool SiMPOSE3, which allows for the generation of
SPLs based on multiple products (i.e., it merges several product implementations
to an SPL). SiMPOSE takes as input an arbitrary number N of program variants
and applies N-way merging to generate an SPL implementation incorporating all
program variants. SiMPOSE uses superimposition of control-flow representation
of the products to generate the SPL. To generate multiple program variants from

1 https://www.vim.org/vim-8.1-released.php
2 https://busybox.net/
3 http://pi.informatik.uni-siegen.de/Projekte/variance/tosem18/
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Figure 5.11: Synthetic SPL Generation [155]

Table 5.2: Functions Extracted from the Subject Systems [155]

Function Subject System Synthetic #F LOC

01: calculate — ✓ 5 78
02: is_method_1_triggered BusyBox ✓ 5 86
03: lcm — ✓ 5 105
04: rand_int — ✓ 5 49

05: passwd_main BusyBox ✗ 4 84
06: deluser_main BusyBox ✗ 6 476

07: minimized_get_varp VIM ✗ 7 40
08: gui_get_base_height VIM ✗ 7 35
09: gui_init_check VIM ✗ 9 107
10: insecure_flag VIM ✗ 6 45

single products, we utilize the tool MiLu by introducing mutants into the existing
program. Each mutant is considered a new program variant.

The overall procedure is shown in Fig. 5.11 and consists of the following steps.

1. We take an existing C function f .c as input.

2. We apply the tool MiLu to f .c to generate a set of (potentially equivalent)
mutants f1.c, f2.c, . . . from f .c.

3. We apply SiMPOSE to create an SPL fspl .c from the set of mutants.

4. We create a feature model for fspl .c where the difference between the original
function f .c and a mutant f1.c correspond to a feature. The feature model
has a feature for each mutated line of code within an or-group directly after
the root feature. Each mutant modifying the same line of code is put into
an alternative group directly after the feature for the corresponding line of
code. This ensures, no line of code is included twice in the same product due
to superimposition. We further annotate the feature model with randomly
generated cross-tree constraints.

The functions extracted from our subject systems that are used for our evalua-
tion are listed in Tab. 5.2. Additionally, the table shows the number of features #F
and lines of code LOC of the extracted functions.
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Data Collection. As described before, we first introduce mutants to our
subject systems and create test-suites using test-case generation for SPLs (as ex-
plained in Sect. 5.3). However, as we are concerned with the evaluation of sam-
pling strategies, measurement of test-case generation is for our evaluation out of
scope.

Next, we generate different τ-wise samples and measure their effectiveness and
efficiencysamplesize to answer research question RQ1.1, RQ1.2 and RQ1.3. We limited
our consideration of τ to τ ∈ 1, 2, 3 for practical reasons. We calculated the effec-
tiveness of samples based on Formula 5.2 in Sect. 5.4.3.

We calculated the efficiency of a sample in terms of the number of possible
configurations as follows:

efficiencysamplesize(S) = 1 − |S|
|C| (5.3)

To evaluate the trade-off, we calculated the average values of effectiveness and
efficiencysamplesize and compared both. To measure the trade-off, we used the fol-
lowing equation.

trade-off(S) = effectiveness(S) ∗ efficiencysamplesize(S) (5.4)

To answer RQ2, we generated 30, 50, and 100 mutants randomly. We limited
our evaluation to 100 mutants, as for several of our subject systems, no more than
100 different mutants could be generated. To answer RQ2.1, we measured the
number of partially-equivalent mutants and compared them to the total amount
of mutants. To answer research question RQ2.2, we measured for each mutant the
number of features that must be selected or deselected in order to detect the mu-
tant (i.e., the number of features responsible for detecting the mutant). Lastly, to
answer RQ2.3, we measured for each mutant the number of configurations being
able to detect the mutant and calculated the average number of configurations
being able to detect mutants of each subject system.

Measurement Setup. All tools used throughout the evaluation were exe-
cuted on a Windows 10 machine with an Intel Core i7-7500 CPU with a 2.7-3.5GHz
clock rate and 16GB of RAM. We limited the CPU time of the detection of a sin-
gle mutant to 600 seconds for practical reasons. We did not limit the CPU time
during sample generation of mutant generation, as the CPU time for the sam-
ple generation was insignificant. For generating mutants with MiLu, we used the
Linux subsystem on Windows 10. The mutant detection, sample generation, and
evaluation were executed with Java 1.8.0_161 and limited the Java heap to 6GB.

5.6.3 Results

Fig. 5.15 shows the results of our experimental evaluation concerning research
question RQ1. The results of our evaluation regarding RQ2 are shown in Fig. 5.16.

RQ1.1 Effectiveness . Fig. 5.12 shows the effectiveness of τ-wise sampling
for our subject systems. The figure shows that generating τ-wise sampling with
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Figure 5.15: Results for RQ1.1, RQ1.2 and RQ1.3 [155]
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Figure 5.16: Results for RQ2.1, RQ2.2 and RQ2.3 [155]

τ = 2 leads to significantly higher effectiveness compared to τ = 1. However, for
most subject systems stepping from τ = 2 to τ = 3 only increases the effectiveness
by either a much smaller margin or did not increase effectiveness at all.

RQ1.2 Efficiency. Fig. 5.13 shows the efficiencysamplesize of τ-wise sampling
for our subject systems. The figure shows that stepping from τ = 1 to τ = 2, the
efficiencysamplesize decreases for all subject systems. Stepping from τ = 2 to τ = 3
decreases efficiencysamplesize by an even larger margin for most subject systems.

RQ1.3 Trade-Off . Figure 5.14 shows the average values of both effectiveness
and efficiencysamplesize for our subject systems, and the trade-off (see equation 5.4).

RQ2.1 Partially-Equivalent Mutants . Figure 5.16a shows the average
amount of partially-equivalent mutants compared to the total number of mutants
(in percentage). The figure shows that for 30, 50, and 100 mutants generated, the
results are similar. However, the number of partially-equivalent mutants differs
between different subject systems.
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RQ2.2 Feature Dependencies . Lastly, Fig. 5.16b shows the number of fea-
tures that have to be selected or deselected to detect a partially-equivalent mutant.
The number of features ranges from 0 to 3.96 for our subject systems.

RQ2.3 Test Configurations per Mutant. The average number of test
configurations able to detect a mutant compared to the total number of valid
configurations for each subject system is depicted in Fig. 5.16c. As for RQ2.1, we
observe similar results for 30, 50, and 100 mutants generated.

5.6.4 Discussion and Summary

RQ1.1 Effectiveness For most τ-wise samples generated for our subject
system, the effectiveness increased when stepping from τ = 2 to τ = 3, how-
ever, by a much smaller margin compared to stepping from τ = 1 to τ = 2.
However, there are some exceptions. The mutants generated for the functions
is_method1_triggered, deluser_main and gui_init_check are all non-equivalent and,
therefore, detectable by all samples (if at least one configuration is present). This
happens, if only core functionality is mutated and the detection of the mutant is
not prevented by any feature. The mutants generated for function passwd_main
were all equivalent and, therefore, not detectable on any configuration. This hap-
pens, if the mutant has no impact on the return value. As a consequence, the
effectiveness for all samples for these subject systems is always 1 or 0. Therefore,
increasing the sample size by increasing τ does not lead to higher effectiveness.

Another exception is the function calculate. For the mutants generated for this
function the increase of effectiveness from τ = 2 to τ = 3 is higher compared to
the increase of effectiveness from τ = 1 to τ = 2. The reason for this phenomenon
is that for most mutants generated for this function, the number of features nec-
essary to be selected or deselected is more than 2 (and, therefore, the mutants are
not guaranteed to be detected by τ = 2).

RQ1.2 Efficiency For most subject systems, the efficiencysamplesize of samples
decreased by a larger margin when stepping from τ = 2 to τ = 3 compared to
stepping from τ = 1 to τ = 2. The only exception is caused by function rand_int
because 2-wise samples already contain all valid product configurations and,
therefore, has an efficiencysamplesize of 0. To conclude, the decrease of efficiencysamplesize
from τ = 2 to τ = 3 is, on average, much higher than from τ = 1 to τ = 2.

RQ1.3 Trade-Off Fig. 5.14 shows that when stepping from τ = 1 to τ = 2
effectiveness increases by approx. 24.3% and efficiencysamplesize decreases by approx
23.2% and, therefore, the trade-off increases. However, when stepping from τ =

2 to τ = 3 effectiveness increases only by approx. 2.6% while efficiencysamplesize
decreases by approx. 42.5% and, therefore, the trade-off decreases.

The results of our evaluation for RQ1 confirm the current state of research in
literature. This implies that our framework can be well used to evaluate further
sampling strategies.



134 5 Testing of Software-Product Lines

RQ2.1 Partially-Equivalent Mutants . For most of our subject systems,
some of the generated mutants are partially-equivalent. For those subject sys-
tems, the amount of partially-equivalent mutants is between 40% to 80%. How-
ever, the mutants generated for the functions passwd_main, is_method1_triggered,
deluser_main, and gui_init_check are all either non-equivalent or equivalent. This
might be due to two reasons. First, the mutation operators used for those sys-
tems might not be the correct choice. Second, the functions might have few or no
mutatable parts of code affecting the return values.

RQ2.2 Feature Dependencies . To measure the feature dependencies to
detect mutants, we measured the number of features that have to be either selected
or deselected to detect a given mutant. For partially-equivalent mutants of our
subject systems, between 0,78 and 3,96 features are needed to either select or
deselect to detect the mutant (i.e., ignoring features for which the mutant can be
detected no matter the selection). Therefore, to detect all detectable mutants the
choice of τ is highly depending on the subject system. This is consistent with the
usual assumptions in literature and, therefore, reinforces our results.

RQ2.3 Test Configurations per Mutant. The mutants generated for
the functions is_method1_triggered, deluser_main, and gui_init_check were all non-
equivalent. Therefore, every possible product configuration is able to detect these
mutants. The mutants for the function passwd_main were all equivalent, leading
to 0 configurations being able to detect the mutant. For the remainder of the
functions, between 11,76% and 46,09% of the configurations are able to detect a
mutant. This result is also consistent with the assumptions about the detectability
(i.e., most bugs are found with few feature interactions) of bugs in literature.

Additionally, the saturation of our results for RQ2.1-2.3 is (mostly) reached by
30 mutants (i.e., 50 and 100 mutants lead to the same results). This might increase
efficiencysamplesize of our framework since we can rely on fewer bugs for future
measurements.

5.6.5 Threats to Validity

Internal Validity. The selection of our mutation operators and the appli-
cation of those operators might pose a threat to our internal validity. However, we
selected mutation operators that lead to compilable mutants and separated map-
ping-mutating operators from code-operators to not mix features and program
variables. Additionally, we randomly selected mutants for our evaluation to avoid
possibly favorable mutation operators. Therefore, our selection of mutation oper-
ators should not harm the validity of our results. The full list of used mutation
operators is shown in Appendix B.

Additionally, we limit our consideration of subject systems to C programs.
However, our methodology should be applicable to other imperative program-
ming languages (e.g., most object-oriented languages), too. For those languages,
we expect similar results.
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Another threat to validity is the limitation of our evaluation to unit testing.
However, unit testing is one of the most established testing techniques in practice
and, therefore, highly relevant. Nonetheless, our methodology can easily be used
for integration or system testing, however might have issues with scalability.

Lastly, our framework is currently limited to boolean feature variables and cor-
responding presence conditions. However, our framework might be extended to
also support extended feature models [107] to support non-boolean feature vari-
ables.

External Validity. The selection of our subject systems (including the syn-
thetic SPLs) may constitute a threat to the external validity of our evaluation. The
mutants generated for the functions from VIM behave similarly to the mutants
of our synthetic SPLs. However, mutants generated for BusyBox are often non-
equivalent. While the number of subject systems is small and the results slightly
differ, the SPLs have a reasonable size and complexity, in our opinion. Addition-
ally, the real-world subject systems used in our evaluation constitute a reliable
reference.

Another threat to external validity may be the lack of comparison to other tools.
However, to the best of our knowledge, no similar technique to use mutation
testing for measuring the effectiveness of samples has been described so far.

Lastly, we rely on third-party software, namely CPAchecker, MiLu, and Fea-
tureIDE. However, all three tools are established and have been used in other
experiments in the past. Therefore, we expect them to produce sound results.

5.7 Related Work

In the following, we will discuss related work with a focus on the two most rele-
vant aspects, namely measuring the effectiveness of samples and the application
of mutation testing to SPLs.

For a broader overview on SPL testing, we refer to dedicated surveys [139,
68, 55, 115, 63]. For an overview on sample-based SPL testing, we also refer to
dedicated surveys [4, 126, 174].

Usually, sample-based testing is evaluated in sampling efficiency, testing effi-
ciency and effectiveness [174]. In this case, sampling efficiency corresponds to the
CPU time needed to compute a sample, and testing efficiency refers to the CPU
time needed to test such a sample. Additionally, the effectiveness is mainly eval-
uated as the number of covered feature interactions. [7, 69, 94, 104, 125, 127, 142,
73, 140, 96, 64, 65, 72, 18, 110].

While there exist multiple techniques that guarantee the coverage of feature
interaction to a certain degree (e.g., τ-wise sampling), there might be even feature
interaction of a higher degree covered within the sample. [76, 130, 142, 106, 7, 138,
52, 92, 105]

This effectiveness metric can easily be computed solely relying on the feature
model. Therefore, it does not incorporate any properties of the SPL implemen-
tation (e.g., if there are no feature interactions within the implementation τ > 1,
makes no sense). Additionally, in contrast to our approach those works do not
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take effectiveness in terms of bug detection (or mutant detection) into account
which is not always corresponding to the feature coverage.

However, there exist work evaluating effectiveness on other or additional prop-
erties. Devroey et al. [58, 59] evaluated the effectiveness of a given sample in terms
of feature and behavioral model coverage. Tartler et al. [170] also incorporate the
implementation to evaluate effectiveness. To this end, they focus on SPLs with
compile-time variability (i.e., compiler directives) and measure the coverage of
#ifdef blocks of a given sample (i.e., if the code block is included in some con-
figurations and, therefore, could be executed). This metric also includes feature-
to-code mapping. However, the interactions caused by multiple #ifdef blocks are
still out of scope. Again, those works do not take actual bug detection of the
samples into account.

There also exist works that evaluate the effectiveness of samples in terms of real-
fault coverage. [1, 82, 16, 133, 171, 73, 158, 159] The work of Sánchez et al. [158, 159]
proposed the Drupal case study for measuring the effectiveness of samples based
on real faults. Fischer et al. used the faults of the Drupal case study in combina-
tion with feature interaction coverage to evaluate the effectiveness of samples. [73]
In 2014 Tartler et al. evaluated #ifdef block coverage paired with real faults. [171]
Medeiros et al. [133] measured effectiveness based on faulty configurations in
open-source C progrems (e.g., BusyBox and VIM). Lastly, Halin et al. [82] build
test cases able to be executed on all variants of the industrial-size system JHipster
and tested all products in a product-by-product manner. [82] The resulting faults
discovered were next used as effectiveness measurement for sampling.

While real faults are (probably) the best source for evaluating effectiveness,
their number is usually very low, and real faults are only known for few SPL
implementations. For this reason, our approach is more general and allows the
measurement of effectiveness for most SPL implementations (as long as they are
technically supported).

To introduce synthetic faults, it is possible to apply mutation-based testing. For
SPLs, mutation testing can be applied to the feature model, the mapping from
features to source code (i.e., the presence conditions), and to the source code
itself. [6] In the following, we will discuss related work starting with feature model
mutations.

To mutate a feature model either the feature diagram can be mutated [16, 147,
65, 72, 131, 64] or the propositional formula of the feature diagram can be mu-
tated [93, 95]. The resulting mutants of feature models have been subject to re-
search and used to evaluate sampling effectiveness [64, 93, 95, 131, 72, 147] and
generate samples based on the mutants [16, 147, 95, 131, 72]. In 2014 Lackner
and Schmidt proposed a method to use feature model mutants to measure the
effectiveness of model-based product-line testing techniques. [114]

In this thesis, feature-model mutations are currently out-of-scope. However,
they might be incorporated easily. We embed the feature-model constraints as
compound propositional formula (see Sect. 2.5). Therefore, we can use our map-
ping-mutation operators on the formula by applying mutation testing only to the
corresponding function.
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There also exists prior work on feature-mapping mutations. Al-Hajjaji et al.
proposed a set of operators defined specifically to mutate #ifdef directives(e.g.,
#ifdef is changed to #ifndef). [6] Lackner and Schmidt defined mutation op-
erators to mutate feature mappings in annotated UML state machines. [114] Al-
though the mutation operators of Al-Hajjaji et al. and Lackner and Schmidt are
defined differently from the mutation operators used in this thesis, the result-
ing mutations are similar to the resulting mutations used in our evaluation (e.g.,
negating a presence condition).

However, those works do not measure the effectiveness in terms of mutations
detection of samples.

The standard use of mutation testing is by applying mutation operators for
source-code transformation. For an overview of standard mutation-operators and
their use, we refer to the work of Jia and Harman [103, 101], as well as the work
of Offutt [137].

Papadakis et al. [141] and Bures and Ahmed [41] use standard mutation test-
ing for single products to measure the effectiveness of combinatorial interaction
testing (i.e., sampling the input parameters) for unit testing. In 2016 Al-Hajjaji
et al. [6] proposed the use of standard-mutation operators for SPLs by applying
the mutation operators to variable code blocks (e.g., #ifdef blocks). Dovrey et al.
proposed the application of mutation testing to model-based SPLs and built mu-
tant families to optimize efficiency during mutation testing.

In contrast to those works, our framework applies the mutation operators to
SPLs implemented in C using runtime variability. Additionally, we combine both
feature-mapping mutation operators and source-code mutation operators. Finally,
our approach measure the effectiveness of samples by their potential to detect
mutants by utilizing family-based test-case generation (i.e., independent of prior
existing, potentially incomplete, test-suites for the samples).

Lastly, different works exist to improve SPL analysis. One possibility is to gen-
erate samples targeted to detect a given set of mutants [60, 9]. Other works are
concerned with similar and equivalent mutants and their detection to enhance
mutation testing in general [147, 43]. Lastly, variability analysis can be used to re-
duce the number of mutants that have to be analyzed during mutation testing [9].

In this work, potential improvements for mutation testing (e.g., detecting and
removing equivalent mutants, reducing mutants using variability analyses, etc.)
are out of scope. However, they might be incorporated in future work.

In this paper, we omit the potential improvements of mutant reduction and
early detection of equivalent or similar mutants and leave the extensions open for
future work.

5.8 Summary and Future Work

Conclusion. In this chapter, we presented a framework for measuring the
effectiveness of SPL testing strategies. To this end, we utilized mutation testing
techniques tailored for SPL implementations to simulate faults. Additionally, we
showed existing and novel techniques for test-case generation used to generate
test cases guaranteed to detect the mutants. These test cases were used to mea-
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sure the effectiveness of samples based on the possibility of a sample to detect
a mutant (i.e., if the sample contains a configuration on which the mutant is de-
tectable). The results of our experimental evaluation gained from applying our
framework to a collection of real-world and synthetic subject systems confirm the
well-known assumption that pairwise sampling constitutes the best trade-off in
terms of efficiency and effectiveness for sample-based SPL testing.

Future Work . For future work, we would like to extend our evaluation by
measuring the effectiveness of product prioritization techniques [57, 18, 8, 158]
and measure the effectiveness of different SPL testing techniques (e.g., fami-
ly-based PL model checking [172]). Additionally, we would like to use our ap-
proach to generate samples achieving a predefined degree of mutation detection
(i.e., effectiveness) for a given set of SPL mutants. Next, we plan to improve the
mutation detection by a-priori removing equivalent mutants and reducing mu-
tants using variability analyses. Additionally, we would like to tailor the mutant
generation so that the distribution of mutants reflect the distribution of known
SPL bugs (e.g., the distribution of feature-mapping bugs compared to the number
of code-based bugs). Furthermore, we intend to incorporate feature model mu-
tations into our framework to measure sampling effectiveness on feature model
faults [95, 114, 147, 16]. Also, we plan to consider using larger subject systems (i.e.,
larger functions or system testing instead of unit testing) to further evaluate our
approach. Lastly, we would also like to extend our approach to combine regres-
sion testing techniques from Chap. 4 with SPLs to increase effectiveness during
regression testing of SPLs.



6
C O N C L U S I O N A N D F U T U R E W O R K

The goal of this thesis was the optimization of testing and test-case generation for
software products, version histories, and software-product lines. To this end, we
developed strategies for partitioning of test goals to optimize test-case generation.
Furthermore, we build a framework incorporating new and existing techniques to
provide a configurable test-case generation framework to optimize effectiveness
and efficiency for regression testing. Lastly, we developed a novel technique for
test-case generation for software-product lines and built a framework to measure
the effectiveness of sample-based SPL testing.

In Chapter 1, we gave an overview of current challenges, and the research ques-
tion tackled throughout this thesis. In the remainder of the conclusion, we sum-
marize this thesis based on the research questions and summarize the future work
and open challenges of the Chapters 3, 4 and 5.

6.0.1 Summary

Research Question 1 had the goal to optimize test-case generation using soft-
ware model checking. Prior works have shown software model checking to be
a promising technique for test-case generation. Additionally, there exist work to
increase the efficiencyCPU of test-case generation with software model checking.
Apel et al. [15] were concerned with enhancing software model checking to sup-
port multi-property checking (i.e., to regard all test goals in a single reachability
analysis). Jakobs was concerned with the increase of efficiencyCPU by using hybrid
model checking (i.e., to combine multiple analysis techniques in sequential or-
der) also regarding all test goals at the same time. However, for software-model
checking, there exist different techniques to abstract from unnecessary informa-
tion during reachability analysis. For some test goals, the needed information
differs. Therefore, running a single reachability analysis for all test goals might
hinder abstraction and increase the CPU time.

In Chapter 3, we tackled this issue and improved the state of the art in two ways.
First, we extended the CPAchecker framework by incorporating partitioning (i.e.,
grouping of test goals) into the test-case generation. Next, we developed multiple
partitioning strategies based on local and global information about the test goals.
We also evaluated the partitioning strategies for both the predicate and explicit
value analysis. Additionally, we combined partitioning with hybrid model check-
ing by combining the predicate and explicit value analysis with their respective
best partitioning strategies. Lastly, we evaluated different hybrid model checking
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strategies combined with the optimal partitioning strategies and without parti-
tioning as baseline.

Research Question 2 had the goal to improve test-case generation for regres-
sion testing. The aim of regression testing is to detect bugs introduced by changes
to the program. The only test cases that are able to detect new bugs are test
cases that reveal changed behavior compared to the previous program version.
Therefore, not all test cases are useful and some can be omitted during regres-
sion testing. To this end, different techniques have been proposed to make testing
more focused on changes to the program, for example, by reducing the num-
ber of test cases in a test suite or by executing only certain test cases. [181] For
test-case generation for regression testing, prior work also exists. For example, to
generate test cases that reach at least one part of the changed code (called modi-
fication-traversing test cases) [70]. A more complex test-case selection criterion is
modification-revealing test cases (also called differential test cases) and can also
be used for test-case generation [70]. Those test cases not only reach the changes
but also lead to different output behavior compared to the previous program ver-
sion. However, there is still potential for optimization of regression testing, for
example, by generating multiple test cases per test goal and, therefore, potentially
increasing effectiveness.

In Chapter 4, we showed novel techniques to optimize test-case generation for
regression testing. To this end, we developed a novel technique to generate multi-
ple test cases per test goal that are guaranteed to traverse different program paths
when executed. Additionally, we developed a framework incorporating this tech-
nique to allow for a configurable number of test cases generated per test goal.
Additionally, we also take a configurable number of previous program versions
into account and incorporated test-suite reduction techniques. Lastly, we evalu-
ated our framework and studied the interaction between the different parameters
on the effectiveness, efficiency, and the trade-off of both for regression testing.

Research Question 3 had the goal to optimize testing for software-product lines.
As software-product lines are enriched with variability, standard software testing
becomes insufficient. Due to the interaction between features, some bugs might
only occur in specific products. Therefore, to fully test the SPL, the whole family
of products needs to be tested. However, the number of products usually grows
exponentially with the number of features, testing each product becomes infea-
sible. The most prominent technique to tackle this issue is sample-based testing.
The aim of sample-based testing is to choose a preferably small, representative
set of products that are tested. The challenge for testing of SPLs is, therefore, to
choose a representative set of products (e.g., by τ-wise sampling) to optimize the
trade-off between efficiencysamplesize (i.e., the number of products that need to be
tested) and effectiveness (the number of bugs found).

To this end, we developed a framework in Chapter 5 that utilizes mutation-based
testing tailored for software-product lines and family-based test-case generation
to evaluate samples based on their effectiveness. Next, we evaluated different
sampling strategies based on their effectiveness (i.e., mutant-detection potential)
and efficiencysamplesize (i.e., sample size).
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6.0.2 Future Work

For future work, there exist several open challenges and ideas to improve our
frameworks and techniques.

For future work of test-case generation for software products, we would like
to develop further partitioning strategies (e.g., based on data-flow analysis). Next,
we would like to incorporate additional analysis techniques for hybrid test-case
generation and also utilize different testing techniques (e.g., fuzzing) to further
increase efficiencyCPU. Furthermore, we plan to evaluate on-the-fly partitioning
(i.e., to re-partition after each reachability analysis) and use machine learning ap-
proaches to select the best partitioning strategy for the current program under
test. The last and most promising future work for test-case generation for soft-
ware products is to use partitioning strategies to parallelize test-case generation
as the reachability analyses for the partitions can run on different cores or even
distributed machines to increase the wall time of test-case generation.

In terms of regression testing, we would like to incorporate new techniques to
our test-case generation approach to further improve efficiencyCPU (e.g., fuzzing)
and handle currently unsupported data types (e.g., arrays as return value) to sup-
port additional subject systems. Additionally, we would like to support the re-use
of existing test-cases to further increase efficiencyCPU and efficiencysize. Furthermore,
we plan to evaluate the impact of different kinds of bugs (e.g., control-flow bugs
and data-flow bugs) on the parameters of our framework. Next, we are interested
in the impact of different coverage criteria for test-case generation on the effec-
tiveness and efficiency of our framework. For example, test-cases reaching the
modification and propagating the change, however, not necessarily revealing it.
Finally, we plan to use our framework for different testing scenarios (e.g., integra-
tion testing or system testing) and to support different programming languages
for test-case generation to extend the set of possible subject systems.

For future work of Testing of Software-Product Lines, we would like to mea-
sure the effectiveness of prioritization techniques [57, 18, 8, 158] and different SPL
testing techniques [172]. Furthermore, we plan to use our approach to generate
samples based on a predefined degree of mutation detection for a given set of
SPL mutants. We also intend to improve our approach by removing equivalent
mutants and, therefore, reducing the mutants under consideration. Additionally,
we would like to study whether the distribution of the mutants reflects the dis-
tribution of known SPL bugs and, if not, adjust our mutant generation. We also
plan to incorporate feature model mutations into our framework and measure the
effectiveness of samples based on feature model faults. [95, 114, 147, 16] Next, we
would like to consider larger functions and entire systems as subject systems to
further evaluate our approach. Lastly, we would also like to extend our approach
to combine regression testing techniques from Chap. 4 with SPLs to increase ef-
fectiveness during SPL regression testing.

Lastly, we would like to enhance our methodologies to handle and evaluate
non-sequential code (i.e., parallelized or distributed software). Additionally, we
would like to support more components of embedded software, such as interrupt
handling, to support and evaluate a larger range of Industrie 4.0 software.
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Table A.1: Chapter 3 Subject Systems
Subject System File Function
busybox-1.22.0 echo-1.i main
busybox-1.22.0 echo-2.i main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label00.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label01.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label02.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label04.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label05.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label08.c main
combinations pals_lcr.3.ufo.BOUNDED-6.pals+Problem12_label09.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label00.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label01.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label02.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label03.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label04.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label05.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label06.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label07.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label08.c main
combinations pals_lcr.3.ufo.UNBOUNDED.pals+Problem12_label09.c main
combinations pals_lcr.5.1.ufo.BOUNDED-10.pals+Problem12_label09.c main
combinations pals_lcr.5.ufo.BOUNDED-10.pals+Problem12_label05.c main
combinations pals_lcr.6_overflow.ufo.UNBOUNDED.pals+Problem12_label04.c main
eca-rers2012 Problem10_label00.c main
eca-rers2012 Problem11_label00.c main
eca-rers2012 Problem12_label00.c main
eca-rers2012 Problem13_label00.c main
eca-rers2012 Problem15_label00.c main
eca-rers2012 Problem16_label00.c main
eca-rers2012 Problem17_label00.c main
eca-rers2012 Problem18_label00.c main
eca-rers2018 Problem10.c main
float-newlib double_req_bl_0870a.c main
float-newlib double_req_bl_0874.c main
float-newlib double_req_bl_0876.c main
float-newlib double_req_bl_0882.c main
float-newlib double_req_bl_0883.c main
float-newlib float_req_bl_0880.c main
float-newlib float_req_bl_0881.c main

ldv-linux-3.4-simple
2_1_cilled_ok_nondet_linux-3.4-32_1-drivers–hwmon–gpio-fan.
ko-ldv_main0_sequence_infinite_withcheck_stateful.cil.out.i

main

ldv-linux-3.4-simple
32_1_cilled_ok_nondet_linux-3.4-32_1-drivers–message–i2o–i2o_
scsi.ko-ldv_main0_sequence_infinite_withcheck_stateful.cil.out.i

main
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ldv-linux-3.4-simple
43_1a_cilled_ok_nondet_linux-43_1a-drivers–hwmon–gpio-fan.
ko-ldv_main0_sequence_infinite_withcheck_stateful.cil.out.i

main

ldv-linux-3.4-simple
43_1a_cilled_ok_nondet_linux-43_1a-drivers–message–i2o–i2o_
scsi.ko-ldv_main0_sequence_infinite_withcheck_stateful.cil.out.i

main

ldv-linux-3.4-simple
43_1a_cilled_ok_nondet_linux-43_1a-drivers–mmc–host–sdricoh_
cs.ko-ldv_main0_sequence_infinite_withcheck_stateful.cil.out.i

main

loop-invgen apache-get-tag.i.p+lhb-reducer.c main
loops s3.i main
ntdrivers-simplified diskperf_simpl1.cil.c main
openssl s3_clnt.blast.01.i.cil-1.c main
openssl s3_clnt.blast.01.i.cil-2.c main
openssl s3_clnt.blast.02.i.cil-1.c main
openssl s3_clnt.blast.02.i.cil-2.c main
openssl s3_clnt.blast.03.i.cil-1.c main
openssl s3_clnt.blast.03.i.cil-2.c main
openssl s3_clnt.blast.04.i.cil-1.c main
openssl s3_clnt.blast.04.i.cil-2.c main
psyco psyco_abp_1-2.c main
seq-mthreaded pals_STARTPALS_ActiveStandby.1.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_ActiveStandby.4_1.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_ActiveStandby.4_2.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_ActiveStandby.5.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_ActiveStandby.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_Triplicated.1.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_Triplicated.2.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_STARTPALS_Triplicated.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_floodmax.3.1.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_floodmax.3.2.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_floodmax.3.2.ufo.UNBOUNDED.pals.c main
seq-mthreaded pals_floodmax.3.3.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_floodmax.3.4.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_floodmax.3.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_floodmax.4.1.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_floodmax.4.3.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_floodmax.4.4.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_floodmax.4.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_floodmax.5.1.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_floodmax.5.2.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_floodmax.5.3.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_floodmax.5.4.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_floodmax.5.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_lcr-var-start-time.6.1.ufo.BOUNDED-12.pals.c main
seq-mthreaded pals_lcr-var-start-time.6.2.ufo.BOUNDED-12.pals.c main
seq-mthreaded pals_lcr-var-start-time.6.ufo.BOUNDED-12.pals.c main
seq-mthreaded pals_lcr.7.1.ufo.BOUNDED-14.pals.c main
seq-mthreaded pals_lcr.7.ufo.BOUNDED-14.pals.c main
seq-mthreaded pals_lcr.8.1.ufo.BOUNDED-16.pals.c main
seq-mthreaded pals_lcr.8.ufo.BOUNDED-16.pals.c main
seq-mthreaded pals_opt-floodmax.3.1.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_opt-floodmax.3.2.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_opt-floodmax.3.3.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_opt-floodmax.3.4.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_opt-floodmax.3.ufo.BOUNDED-6.pals.c main
seq-mthreaded pals_opt-floodmax.4.1.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_opt-floodmax.4.2.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_opt-floodmax.4.3.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_opt-floodmax.4.4.ufo.BOUNDED-8.pals.c main
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seq-mthreaded pals_opt-floodmax.4.ufo.BOUNDED-8.pals.c main
seq-mthreaded pals_opt-floodmax.5.1.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_opt-floodmax.5.2.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_opt-floodmax.5.3.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_opt-floodmax.5.4.ufo.BOUNDED-10.pals.c main
seq-mthreaded pals_opt-floodmax.5.ufo.BOUNDED-10.pals.c main

Table A.2: Chapter 4 Subject Systems
Subject System File Function
Betaflight initialisation.c targetBusInit
Betaflight serial.c serialWrite
Betaflight serialx.c frameStatus
Betaflight serialx.c readRawRC
Betaflight sumh.c sumhFrameStatus
Betaflight sumh.c sumhReadRawRC
netdata appconfig.c config_get
netdata appconfig.c config_get_boolean
netdata appconfig.c config_get_number
netdata appconfig.c config_set_boolean
netdata appconfig.c load_config
netdata daemon.c sig_handler
wrk stats stats_record

Table A.3: Chapter 5 Subject Systems
Subject System File Function
- calculate.c calculate
- lcm.c lcm
- rand_int.c rand_int
Busybox - is_method1_triggered
Busybox passwd.c passwd_main
Busybox deluser.c deluser_main.c
VIM - minimized_get_varp
VIM gui.c gui_get_base_height
VIM gui.c gui_init_check
VIM options.c insecure_flag
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Table B.1: Chapter 4 Mutation Operators
Mutation Operator Description
CGCR Constant replacement using global constants
CLCR Constant replacement using local constants
CGSR Scalar variable replacement using global constants
CLSR Scalar variable replacement using local constants
CRCR Integer constants replacement
OAAA Arithmetic Operator Assignment
OAAN Arithmetic operator replacement
OABA arithmetic assignment by bitwise assignment
OABN arithmetic operator by bitwise operator
OAEA arithmetic assignment by plain assignment
OALN arithmetic operator by logical operator
OARN arithmetic operator by relational operator
OASA arithmetic assignment by shift assignment
OASN Replacement of an arithmetic operator with shift operator
OBAA Bitwise assignment by arithmetic assignment
OBAN Bitwise operator by arithmetic assignment
OBBA Bitwise assignment mutation
OBBN Bitwise logical replacement
OBEA Bitwise assignment by plain assignment
OBLN Bitwise operator by logical operator
OBNG Bitwise negation
OBRN Bitwise operator by relational operator
OBSA Bitwise assignment by shift assignment
OBSN Bitwise operator by shift operator
OCNG Logical context negation
OCOR Cast operator by cast operator
OEAA Plain assignment by arithmetic assignment
OEBA Replacement of a plain assignment with bitwise assignment
OESA Plain assignment by shift assignment
OPPO Increment by decrement replacement
OMMO Decrement by increment replacement
OLAN Logical operator by arithmetic operator
OIPM Indirection operator precedence mutation
OLBN Logical operator by bitwise operator
OLLN Logical operator replacement
OLNG Logical negation
OLRN Logical operator by relational operator
OLSN Logical operator by shift operator
ORAN Relational operator by arithmetic operator
ORBN Relational operator by bitwise operator
ORLN Relational operator by Logical operator
ORRN Replacement of a relational operator with other relational operator
ORSN Relational operator by shift operator
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OSAA Shift assignment by arithmetic assignment
OSAN Shift operator by arithmetic operator
OSBA Shift assignment by bitwise assignment
OSBN Shift operator by bitwise operator
OSEA Shift assignment by plain assignment
OSLN Shift operator by logical operator
OSRN Shift operator by relational operator
OSSA Shift assignment mutation
OSSN Shift operator mutation
VGAR Mutate array references using global array references
VGPR Mutate pointer references using global pointer references
VGSR Mutate scalar references using global scalar references
VGTR Mutate structure references using global structure references
VLAR Mutate array references using local array references
VLPR Mutate pointer references using local pointer references
VLSR Mutate scalar references using local scalar references
VLTR Mutate structure references using only local structure references
VSCR Structure component replacement
VTWD Changes the value of scalar variables for the value of its predecessor

/ successor

Table B.2: Chapter 5 Mutation Operators
Mutation Operator Description
ABS ABS Insertion
CRCR Integer constants replacement
OAAA Arithmetic Operator Assignment
OAAN Arithmetic operator replacement
OBBA Bitwise assignment mutation
OCNG Logical context negation
OIDO Decrement/Increment Replacement
OLLN Logical operator replacement
OLNG Logical negation
ORRN Replacement of a relational operator with other relational operator
FVDL Feature Variable Replacement
OFCNG Presence Condition Negation Replacement
OFLLN And/Or Presence Condition Replacement
VFXFYR Feature Variable Replacement
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