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Summary

Mobility in conjunctionwith communicatiorfacilitiesin the form of mobile telephoty seemso be
oneof themajortechnologytrendsobsenedthroughouthe lastdecade Many expertsandanalysts
expectthatthe arrival of mobile servicessuchasmobilecommece, location-basedervices multi-
mediamessging, andmobilegamingin thethird generatiorof mobilenetworkswill bethenext step
in this successtory. However, protectingserviceprovidersfrom fraud andmobile usersfrom new
threatssuchasidentity theft or otherattackson privacy andsecuritymattersis equallychallenging.

Historically, cryptographyhasbeenusedto protectinformationin the digital world from eaves-
droppingor tampering.In future person-to-pesonandperson-to-servicénteractionscenarioryp-
tographywill be of at leastequalimportance. However, the situationtodayis not people-centric
but more application-centric i.e. for eachapplicationnew securitymeasuresre de ned andim-
plemented.As an exampleone may just considerthat almostarny accessontrolin the Internetis
managedhroughsimpleaccount/passard schemedglifferentfor eachapplication. But passverds
areknown to be a generallyweak securitymeasuren mary practicalsettings(cf. [MT79]). From
theuserperspectietheaccount/passerdapproactadditionallyleadsto numerougogin accountan
individual hasto manage- somethingvhichis incorvenientandasa consequenceftenerrorprone.

Cryptographiameasuresanbe appliedbut shifting towardssuchmechanismegspeciallyin mo-
bile settingss oftenhardto implementsincepeoplecannoteasilycarryaroundtheir personatrypto-
graphickeys, let alonememorizethemor inputthemwhenneededTherefore we believe thatsome
kind of personalsecurityassistantor device is neededhat safelykeepsa users security-sensitie
dataandenforceghe users security-relatednterests.Otherwise peoplewill beforcedto usetra-
ditional weak protectionmechanismshat are applicablewithout strongcryptographiomeasures-
a situationwe do not think is desirablen the digital ageof tomorrow.

Smartcardsredevicesthatcouldbeusedio solve atleastsomeof theproblemamentioned They
aretamperresistant cansafelystore information,areableto performunobservedcryptagraphic)
opefations andcanbe corvenientlycarriedaround. As suchthey seemto be ideal candidatedor
personakecuritymodules However, it is yet uncleathowsmartcardganbe empaveredto actually
play the role of true personaland ubiquitoussecuritymodules. Furthermorethe smartcardalone
is not sufcient to actasa securitymodulesinceit lacksreasonableiserinterfacessuchasa dis-
play andinput facilities. Thus,suitableterminalsareneededhatallow usersto communicatewith
theirsmartcards, e. personakecuritymodulesarecomprisef suitableterminalsandpersonalized
smartcardshatwork togetherin orderto ful Il theusers'needs.
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Henceforth,this thesiswill contribute approachesarchitecturesprotocols,and systemshow
smartcard€anbe putin placeto becometrue securitymodulesfor peoplein the digital age. The
mostvisible contributionsof thisthesisareasfollows:

» The JiniCard framework for the integration of off-the-shelfsmartcardsnto local environ-
ments. It enablessmartcardshat have traditionally playedthe role of passve senersto be-
cometruely active entitiesafterthey areinsertednto suitablycon guredcardterminals.Users
couldcarryaroundtheir smartcardinserttheminto availablereader@andmake immediateuse
of their securityservices Theapproaclhis centerecaroundtheideato dynamicallyinstantiate
“softwaresubstitutes'for resource-limitedlevicessuchassmartcards.

The so-calledPersonal Card Assistantapproachsolving the problemof smartcardisagen a
“hostile” ervironment.It is comprisedf anoff-the-shelfpersonalizediserterminal— suchas
a PDA —thatcooperatesvith a personakmartcard.The personaterminalis usedinsteadof

terminalsconsideredo be public,i.e. it actsasa“trustampli er” for its user Theadwantage
is that mobile userscommunicatewith their smartcardthroughtheir own mobile terminal
which they possiblyconsidermuch moretrustworthy thanotherunknavn componentsThe

personalterminal and the smartcardare linked togetherusing cryptographicmeasuresuch
thatno deviceis usablewithoutthe other

* The WebSIM systemthat integratesinto the Internetthe SIM smartcardgound in all GSM
mobile phones.In this approachpeoplenow canusemobile phonesas“wirelesssmartcard
readers'which arereachabldrom the Internetby meansof asmallHTTP Websenerimple-
mentedn the SIM. This approachallows amongothersto performsecurity-criticaloperations
suchasauthenticatioro beinitiatedfrom aremotecontext, e.g.from aninternetshop.Hence,
smartcarddecomelnternetnodesthat encapsulatesecurityservicesa mobile useroffersto
peers.

The SIMspealplatform allowing for the executionof mobile codewithin a smartcard.This
approachwasmotivatedby the needfor end-to-endsecurecommunicatiorbetweera service
providerandits customerandtheability to easilycreateslectronicsignature®n smalldevices.
It allows a serviceproviderto “rent” persistenstorageon a users personabmartcarde.g.to
storecryptographickeys usedto sendend-to-endencryptednobile codefrom the providerto
the users smartcard.The smartcardhen becomeghe mostactive componenin a personal
securitymoduleand usesavailable terminalsto communicatewith its user This approach
essentiallyshiftsasmuchsecurity-criticacomponentsindcomputationgspossiblefrom less
trustworthy componenténto the securecontext of the smartcard This approachHeadsto new
trust modelsfor smartcardssuerswhich canbe particularly well appliedin the context of
electronicsignaturecreationin mobile scenarios.

Theseresultscanbe usedindependentlifrom eachotherbut equallywell composednto moregen-
eral securitysolutions.As suchthey canbe consideredsbuilding blocksenablingthe composition
of suitablepersonakecuritymodulesmeetingthe personakecuritydemand®f thefuture.

Summingup, thisthesisprovidessolutionsto thequestiorhow smartcardeanbecomerue personal
securitymodules. It doesthis by proposingconcretearchitecturesnd protocolsall of which have
beenprototypicallyimplementedo yield meaningfulproofs-of-concepts.



Zusammenf assung

Der ungeahnteerfolg desMobilfunks im letztenJahrzehnhat zu vielen Prognoservon Experten
und Analystengefiihrt,wie Menscherin der Zukunft miteinanderund mit ihrer Umwelt kommu-
nizierenwerden.Wichtig wird nachwie vor dasBedurfnisder NutzernachSprachlommunikation
sein, jedochhat der Erfolg des Short Messa@ing Service(SMS) gezeigt,dassauchandereDien-
stedurchaudiberraschenddutzungsdimensioneaufweiserkdnnen.Fur die dritte Generatiorder
Mobilfunknetzemit entsprechendeBasisdiensterzur Datenfommunikationwird dahererwartet,
dassein GrofR3teilder mobilenKommunikationtiber Datendienstéen denBereichenM-Commece,

lokations-basiert®ienste Multi-Media Messaing und mobilesSpielenstatt ndet.

Sicherheit in der dig italen Welt von heute und morgen

Notwendigerweiseavird die Nutzungsolcherund andererDiensteentsprechend®alinahmereur

Zugangskntrolle,Authenti kation undauchder Abrechnungerfordern die esDienstanbietererst
ermdglichenZugangzu Diensterzukontrollierenundgentgendeinnahmeriiir einenerfolgreichen
Betriebzu erwirtschaftenlUblicherweiseerfordertdiesdie LosungeinerReihevon grundlegenden
Problemerwie z.B.

— Authenti kation alsBasiszur Identi zierung von Kundenund zur Missbrauchspréantion,

— Nicht-Abstr eitbarkeit zur rechtlich bindendenvertragsgestaltungnd fur Einwilligungser
klarungenund

— Verwaltung personenbezogenebaten zum Schutzder Nutzervor diversenGefahrendes
Datenmissbrauchs.

DieseListe kannin vielerlei Hinsichterweitertwerdenundist hier nur alsexemplarischranzusehen.
TechnischéMalRnahmerzurUmsetzunglieserZiele sindTeil einerGesamtldsungndmuisserdurch
entsprechend&eschaftsprozessmd-vertrageergénztwerden.

Traditionell werdeninsbesonderdalRnahmerwie Authenti kation, darananschlieend&u-
griffskontrolle undinsbesonderdlicht-Abstreitbarleit mit Hilfe kryptogra scherAlgorithmenund
Protololle implementiertDiesbedeutetn derPraxis,dassdaraufaufbauendé 6sungerund Syste-
medie Moglichkeit habemmiissenkryptogra scheBerechnungedurchzufiihrerunddazugehérige
Schlisseku verwalten.

Chipkar ten als Teil von universellen per sonlichen Sicherheitsmodulen

Chipkartersindprinzipiellin derLagegenaudieseAnforderungerzu erfullen.Siesindresistenge-

genManipulation,erlauberdie sichereHinterlegungvon Daten,wie z.B. kryptogra scheSchliissel,
und verbegen die Ausfilhrungvon Applikationenund Algorithmen auf der Karte. Diese Eigen-

schaftermacherChipkarterpotenziellzu persénlicherSicherheitsmodulewelcheihre Eigentimer
in ihremtéaglichenAblauf bei sicherheitsrelantenAktionenunterstitzekdnnten.
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Zur Zeit werdenChipkartenallerdingswenigerals personlicheSicherheitsmoduleerwendet,
sonderrim Allgemeinenimmeranwendungsspezi schingesetztAm Beispiel GSM dientdie SIM
im engererSinneals SicherheitsmodullesBetreibersund nicht desNutzers.In einerzukiinftigen
mobilenWelt werdendie jetzigenSicherheitslésungein denanwendungszentriertéinséatzersehr
wahrscheinlichallein durch die Anzahl der Diensteund Anwendungemicht geeignetskalieren.
Ein vonvielenDienstengenutztepersonlichesSicherheitsmodulwelchesuniverselleinsetzbarst,
konnteein Auswey ausdiesenmDilemmasein.DiesziehtnotwendigerweiseineReihevon generel-
len Fragenmachsich:

» Wie mussein personlichesSicherheitsmoduliir den mobilen Gebrauchauf der Basiseiner
Chipkarteaussehen?

* Wie kdnnen‘kleine” Geréatewie Chipkartermit begrenzterRessourcein Bezugauf Rechen-
leistungund zur VerfigungstehendeKommunikationsbandbreiteinfach in Umgehlungen
integriertwerden?

* Welche Sicherheitsanforderungeniisservon den Endgeratererfillt werden,damit Nutzer
diesezur Kommunikationmit der personlicherChipkarteverwenderkénnen?

* WelcheSicherheitsnieauskénnenmit denvorgeschlagenebdsungererreichtwerden?

Weiterhinkdnnendie hier aufgevorfenenFragemichtunabhéangigyoneinandebeantvortetwerden
underforderngrundsatzlicreinenumfassendereAnsatzfur denProblembereiclder Mobilitat und
Sicherheitmit Chipkarten.DieseArbeit liefert daherErgebnissesonvohl auf der Architekturebene
genausavie Vorschlagédir neuelnteraktionsprotoklle undgenerelineueAufgabenfir Chipkarten.
Die einzelnenErgebniss&kdnnenals Basisund BausteineeinesRahmenwerksingesehewerden,
welchesdie Bedrfnissevieler Nutzernachsicherernteraktionmit Partnernin mobilenSzenarien
befriedigt.

Ergebnisse dieser Arbeit

Die vorliegendeArbeit beginnt mit einer Analysezukunftigermobiler Szenarierin denenmobile
NutzerDienste“spontan”verwendenln ZukunftwerdenDienstein solchenSzenarierftmalsiber
lokale Kommunikationsmediewie Kurzstreclenfunknetzeoderinfrarotkommunikatiorangeboten
werden.Eswird herausgearbeitetlassdie Spontaneitdbei solchenKonstellationeniblicherweise
darinbestehtdasssich die Kommunikationspartneméglicherweisea priori nicht kennenund das
gegenseitigekennenlernerrstbeverkstelligenrmussen.

Als Beispielfur spontaneKommunikationsbeziehungenégeGSM im Falle desRoamingsin
fremdenGastnetzemangesehewerden Hierbeitauschemobiltelefon,SIM und Gastnetdanforma-
tionenuntereinandeaus,die esdemGastnetzrlaubengdasHeimatnetalesTeilnehmersu kontak-
tieren, eine Authenti kation durchzufiihrerund denZugangzu kontrollieren.Die Bequemlichleit
fur denBenutzeresultiertausinternationaffestgelgtenStandardsdie UiberJahrehinweg de niert
undgep egtwurden.

Die SpontaneitatlerInteraktionerzwischermobilenNutzern,ihrenGeraterundderUmweltist
einesderGrundproblemeinerneuenirain derinformationstechniklie mit denBegriffen Pervasive
undUbiquitousComputingumschriebenvird.

Pervasive Computing, Ubiquitous Computing und Spontane Vernetzung

Die zuklinftigenSzenarierder DienstnutzungeschreibiBM' s of zielle De nition desallgemein
verwendeterBegriffs PervasiveComputingmit “Cornvenientaccessthrougha new classof app-
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liances,to relevantinformationwith the ability to easilytake actionon it whenandwheie youneed
to.”. DernochweitergefassteBegriff desUbiquitousComputinggepragdurchMark Weiserschlief3t
dartbethinausauchdie “unsichtbare’Integrationvon Computerrin AlltagsgegenstandendUmge-
bungenmit ein, die denMenscherin seinemtaglichenLebensablaufnehroderwenigerunbemerkt
unterstitzen.

WesentlicheBestandteikolcherVisionenist die Annahme,dassNutzereigenemobile Gerate
alsWerkzeugzur Kommunikatiomrmit Dienstenund andererGeraterverwenderwerdenundin der
Lage seinmiisserspontanKommunikationsbeziehumg einzugehenTechnologiereur spontanen
Vernetzungalso zur Integrationvon Dienstenund Geratenin Netzwerkumgebngenzum Zwecke
einersofortigenDienstwerfligbarlkeit ohnemanuellenEingriff, sind daherals elementareBaustein
von Penasive oderUbiquitousComputinganzusehen.

Verschiedenst&echnologiensind fuir diesenZweck vorgeschlagewordenund exemplarisch
werdendavondasServiceLocationProtocol (SLP)undJini untersuchtindgegentbegestellt Beide
Technologiertreffen keinegrundlggendenrAnnahmeniiberdie ihnenzugrundeiegenderKommu-
nikationsmedieraul3ereines|P-basierterNetzwerks {iberdasDienstanbieteDiensteanbieterund
Klienten dieseaus ndig machen Diesesschlief3tjedocheine groReKlassevon Geratendie Uber
andereKommunikationsmechanismeerfiigen,von vornehereirausund SLP und Jini sind damit
nichtfir beliebigeAnwendungsszenariegeeignet.

Ein Rahmenw erk zur Integration kleiner Gerate in lokale Infrastrukturen

Wesentliche€Ergebnisder Gegeniiberstellungler Technologienzur spontanerVernetzungst je-
dochdie Tatsachegdasssie fir die Integration“besonderkleiner” Gerateim lokale Umgehungen
nicht geeignetsind. Wir entwickeln darausdie generellePrognosedasseine geeignetedntegrati-
onsunterstitzungjir dieseArt von Geraterdurchderenumgebendénfrastrukturimmer nétig sein
wird. Auch wenndie aktuelle Generatiornvon Geratendurchtechnologischefrortschrittdem Be-
darfanUnterstutzunglurchdie umgebendénfrastrukturentwachstwird esneueGerétegebendie
wiederumUnterstitzundpendtigen.

AusdieserdurchausliskussionsfahigeAnnahmeherauswird nachfolgenain Rahmenwerke-
stehendauseinerArchitekturundgeeigneternteraktionsprotokllen zur Integrationvon besonders
kleinenGeratenn einelokale InfrastrukturvorgeschlagerDemRahmenwerkiegt die Ideezugrun-
de,dassmanbei der Integrationauf denuntersterEbeneneinerKommunikationshierarchim der
Regel immer Informationenwie z.B. eindeutigeSeriennummerngtc. fir Kommunikationspartner
zuganglichsind. Mit Hilfe dieserinformationenkanndie Umgehungiibergeeignetdrotololle ge-
ratespezi schemobilenCode(sog.Device Proxy) laden,derdie bis datounbekannterahigleiten
desGeratesermittelt. DieserDevice Proxy ist dannin der Lage, als Stellvertreterdes Gerateszu
agiererundweitereSchrittezur IntegrationdesGerétesn einelokale Infrastrukturvorzunehmen.

GenerellermdglichtdieserAnsatz,kleine Geratemit Hilfe von mobilem Codeals “Software-
Stellvertreter”in lokale Umgelungenauf e xible Art und Weise zu integrierenund die im Geréat
verflgbard-unktionalitéatiiberexterneKomponentezu komplettierenDer entwickelte Ansatzdient
spaterals Basisfir die Integrationvon Chipkartenin lokale Umgehungen.

Das Spannungsfeld zwischen Chipkar te und Terminal

Im weiterenVerlauf der Arbeit wird analysiertwelchespezi schenProblemedie Integrationvon
Chipkartenin Umgehlungenmit sichbringt. Zentralist dabeiinsbesonderdie Frage welcheKom-
munikationswege benutztwerden,um mit der personlicherChipkartezu kommunizierendadiese
nicht Giber eigeneEin- und Ausgabemaoglich&itenwie Anzeigeeinheibder Tastaturverfugt. Wie
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spatemochdamgelegt wird, lasstsichausdenForschungseyebnissenerletztenJahregrundsétzlich
ersehengasssich Chipkartenin einerkomplett“feindlichen” Umgelung nur sehrschwerschiitzen
lassenfalls kein sichereiKommunikationskanaum Benutzeworhandenst. Ein vollstandigeper
sonlichesSicherheitsmodulimfasstaberimmer sowvohl die personalisiert€Chipkarteals auchein
geeignete3erminal,mit desserHilfe der Benutzemit derKarte kommuniziert.

Daherwird in dervorliegenderArbeit eineKlassi kation desSpannungsfeldgon Chipkarteund
Terminalvorgenommendie auf denfolgendenvon unsidenti zierten Kriterien beruht:

— Vertrauenswirdigkeit desTerminals: DiesesKriterium de niert, alswie vertrauenswiirdig
dasTerminalausSichtdesNutzerseingeschéataiverdenkann.Ein 6ffentlichesTerminalwird
zumBeispielmit hoherWahrscheinlichkit alswenigervertrauenswiirdigingeschéatzalsein
demNutzergehdrende&ndgerétwelcheser odersie prinzipiell standigunterKontrolle hat.

— PersonalisierungdesTerminals: Hierunterwird verstandendassnebender Chipkarteauch
dasTerminal personalisierist. Ublicherweiseimpliziert ein personalisierte§erminal auch
einehodhereVertrauenswirdighit, so dassbeideKriterien in der Regel starkkorrelierenund
ausGrundender Einfachheitoft auchzusammerbetrachtetverdenkénnen.

— Mobilitat des Terminals: Die vom Nutzer verwendetererminalskdnnenmobil seinund
vondiesent'herumgetrageniverdenodereswerdenlokal zur Verfligungstehend&erminals
verwendetabhéngigron derjeweiligen Umgehung,die der Nutzervor ndet.

— Kommunikation zwischenTerminal und Chipkarte: DiesesKriterium de niert, wie Karte
undTerminalmiteinandegekoppeltsind.Mégliche Variantersindunterandereneinedirekte
physischeKopplungodereineKommunikationiiberein Netzwerk.Letztereskannwiederum
einen“tdffentlichen”Charaktethabenjn demdie KommunikatiorewischerKarteund Termi-
nal geeignegeschitztverdenmuss,oderdasNetzwerkkannals “privat” und damitvertrau-
enswirdigeingestufiverdenwasmaoglicherweis&einebesonder&icherungder Kommuni-
kationerfordert.

— Anwendungslontrolle: DiesesKriterium legt fest,wie die Verteilungder Realisierungeiner
Anwendungauf Chipkarteund Terminalerfolgt. Grundsatzlictergibt sichdabeiein Spektrum
von Anwendungendie nahezwausschlieRlicim Terminalablaufenbis zu Applikationendie
bis auf Nutzerein-und-ausgabeollstandigin derKarte ablaufen.

Auf derBasisdervorgestellterKriterien ergebensich vier Problembereichalie im Rahmerdieser
Arbeit untersuchtvurdenundfir die Losungererarbeitetvurden.Firalle Problembereicheverden
in dieserArbeit Losungervorgestelltdie in prototypischeFormumgesetztindimplementiertwvur-

den.DieselLdsungerergebenmiteinandekombinierbareGrundbausteinéir die Entwicklungvon

personlicherSicherheitsmodulemie vier Ansatzewerdennachfolgendkurz vorgestellt.

Al: Ein Rahmenw erk zur Spontanen Vernetzung von Chipkar ten

DieserAnsatzberuhtauf der Problemstellungdassein Nutzernicht Giberein eigenegersonliches
Terminalverfiigt, sonderngezwungerist, seinepersonalisiertehipkartetberlokal vorgefundene
Terminalszu nutzen.
UnsereliniCard-LosungbestehtausdembereitsvorgestellterRahmenwerlzu Integrationklei-
ner Geréatein lokale Umgehungen.Hierzu werdennachdem Einfiihreneiner Chipkartein ein ge-
eignetesKartenterminalspezi sche Informationender Karte abgefragtdie als Schlusselfur die
Lokalisierungdeszu der Karte passendemaobilen StellvertreterObjektsoder Proxy dienen.Der
entsprechendKarten-Proxylibernimmtdanndie weitere Kommunikationmit der Karte und kann
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insbesonderauf der Karte be ndliche Diensteermittelnund fiur dieseebenélls Dienst-Proxysn-
stanzierenDer Nutzerkanndanndaslokale Terminalverwendenpym mit der Karte zu kommuni-
zierenundsicherheitsrelanteEntscheidungexornehmen.

Zusammerdssendckann der Ansatzals eine spezi scheexterne Erganzungder auf der Karte
be ndlichen Diensteverstanderwerden.Dazuwerdenentsprechend&omponenterin Form von
mobilenObjektenausdemNetzdynamisctgeladerundderUmgehungkomplettierendhinzugefiigt.
DiesermdglichtesChipkartensichalsaktive Komponentemit Hilfe ihrer externenStellvertreter”
in Umgelungentransparenund spontanzu integrierenund ihre Dienstefir potentielleKlienten
anzubieten.

A2: Ein per sonalisier tes und vertrauenswirdiges mobiles Terminal

AnsatzA2 beruhtaufdemProblemwie eineChipkartein einerflir denNutzernicht vertrauenswiir
digenUmgehungtrotzdemsichereingesetztverdenkann.

Die erarbeitetd_6sungnamensPersonal Card Assistant(PCA) schlagtvor, ein dem Benutzer
gehdrendesnobilesTerminal,wie beispielsweis@inenpersonlicherdigitalen Assistenter(PDA),
hinzuzuziehender als vertrauenswirdigemstrumentzur Kommunikationmit der Karte Verwen-
dung ndet.

Hierbei gibt esgrundsatzlichdie Varianteder direktenphysischerKopplungvon Terminalund
Karte odereinerKommunikationiibereinenpotentiellnicht vertrauenswirdigeKommunikations-
kanal.EinesichereKommunikationibereinenunsichererKanalwird hierbeitberdie Personalisie-
rungdesTerminalsmit Hilfe kryptogra scherVerfahrenvorgenommen.

Konkretbedeutedies,dassTerminalund Chipkarteim Besitzdeso6ffentlichenSchliisselgles
jeweils anderersind. DiesesPrinzip der Paarbildungermaéglichtes, einenauthentisiertemund ver-
schlisselteiommunikationskanalntereinandeaufzubauenderauchin einerunsichereftmge-
bungeinesichereNutzungder Chipkarteerlaubt.DieseAnordnungwird nochverbessertiurchdie
Tatsachedassdie Karte keinerleiOperationerdurchfiihrt,die nicht ibereinenvom Terminalauf-
gebauterKommunikationskanahngeforderivurden.Umgelehrtist dasTerminal so ausgerichtet,
dassesalleinenichtin der Lageist, sicherheitsreleanteEntscheidungenhnedie Karte vorzuneh-
men.Diesemibt ein hdheresSicherheitsnieau,danurbeideGeratezusammerinefunktionsfahige
Einheitbilden.

DiesesPrinzipderNutzungeinesvertrauenswirdigergrersonlicherGeratesst amBeispielder
Erstellungvon elektronischersignaturemnit konkreterkryptogra schenProtolollenumgesetztnd
implementiertwordenundist auf weitereAnwendungerbeliebigausdehnbar

A3 Eine mobiles Terminal welches Uber einen drahtlosen mobilen
Komm unikationskanal verfugt

In vielenSituationerdestéglichenLebenspeispielsweisbeiderBestellungron WarenperTelefon,
ist einegeeigneteEinbindungeinesSicherheitsmodul# deneigentlichenrKommunikationsablauf
noétig. Im Beispiel der Telefonbestellungst dieseaberschonaustechnischerGriindennicht ge-
geben,der direkte EinsatzeinesSicherheitsmodulébeim Telefonieren”also nicht ohneweiteres
moglich. Trotzdemist eswiinschenswertuchhier ein Sicherheitsmodule xibel und einfach mit
einbinderzu kdnnenund Vertrdgeund Bezahhorgdngemit kryptogra schenMechanismerinfach
undkostenginstigibzusichern.
DerWebSIMgenanntd.dsungsansatazestehtlarin,dasTerminalalseinen“drahtlosenChipkar
tenleser”zu betreibenAls idealerUntersuchungsggenstandvurdenGSM Mobiltelefonegewahilt,
diein derRegel ibereineuniverselleErreichbarleit zu jederZeit undannahezyjedemOrt verfligen.
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DesWeiterenbietenGSM Mobiltelefoneliberdassog.SIM ApplicationToolkit denSIM Chipkarten
einestandardisiert&chnittstellean, mit derenHilfe eine SIM Interaktionermit demNutzerdurch-
fuhrenkann.Die drahtloseSchnittstellevon GSM erlaubtes nun, Sicherheitsdienstleistungeter
Chipkarte wie z.B. Authenti kation “per Handy” anzubieten.

Konkretwurdein dieserArbeit eineMoglichkeit entwickelt undimplementiertwelchedie SIM
vom Internetaus per HTTP ansprechbamacht. Dies bedeutetdassdie Chipkarteals normaler
Internet-Knotererreichbaiist und derenDiensteauchvom Internetausangesprochewerdenkon-
nen.Durchdie weltweiteVerbreitungvon tber500Millionen GSM SIMs hatdie erarbeiteté.6sung
potenzielleinehohepraktischeRelevanz,auchwenndie neueFunktionalitatder WebSIM erstmit
derHerausgabeeuerKartenerweitertwerdenkann.

A4: Eine per sonalisier te Chipkar te, die Uber eine Ausfiihrungsplattf orm
fur mobilen Code verfiigt

DieserAnsatzermibt sich ausdemgenerellerBedurfnisfiir Dienstanbieteeine Ende-zu-Endesi-
chereKommunikationsmdglich&it mit der ChipkartedesNutzerszu schafen, die im AnsatzA3
ausverschiedeneGrindemicht gegebenist.

In derkonzipiertenSIMspeald_6sungverfugtdie ChipkartelibereineninterpreterderProgram-
me in einer speziellfur diesenAnwendungsbereiclentworfenenProgrammiersprachausfiihren
kann. DienstanbietesendenProgrammen dieserSprachezur Chipkarte,dereninterpreterdiese
dannzur Ausfihrungbringt. Dabeipro tieren die Programmevon der sicherenAusfiihrungsum-
gelungin der Chipkarteund kénnenauchauf “gemieteten”persistenterspeichetin der Karte zu-
ruckgreifen.GrundproblemeliesesAnsatzewie kontrollierte Terminierbarleit von Anwendungen,
Typsicderheitauf der BasisgeeigneteiCode-\éri kation sind untersuchund Lésungenerarbeitet
worden.Insbesonderwird aufgezeigtdasdfiir denintendierterAnwendungsbereicauchdasPro-
blemvon“boswilligem Code”kontrollierbarist.

DieserAnsatzermoglichtes,kompletteAnwendungemmit Nutzerinteraktiorin einer Chipkar
te ablaufenzu lassenund lediglich die Nutzerein-und -ausgabeiiiberein Terminalvornehmerzu
lassenAlle sicherheitskritischeAblaufe werdenvon der Karte ausgefiihrund kontrolliert. Dieser
Ansatzstehtim Gegensatzur bisherigenPraxis,Chipkartennur als letztesGlied in einerAnwen-
dungshierarchieu nutzenund riickt stattdessehipkartenals sicherepersénlicheModule in den
MittelpunktdesGeschehens.

Ermdglichtdurchden Ansatzder Plattform fir mobilen CodewurdenmehrereProtololle im
Umfeld der Erstellungvon elektronischerSignaturerentwiclkelt, die einerseitsnsbesonderéir die
Nutzungin mobilenSzenariergeeignesind undandererseiteinegrundsatzliché/erbesserunder
SicherheitbeiderErstellungvon Signaturerdarstellen.

Fazit

Die vorliegendeArbeit entwickelt aufder BasiseigeneEinschatzungennd Annahmenwie mobile
Nutzerin der Zukunft mit Dienstenkommunizierengdie generelleThese dassauf denNutzerper
sonalisierteChipkartenideale KomponentereinespersonlicherSicherheitsmodulin Verbindung
mit einemgeeignetermerminalsind. Aus dieserThesewird ein Entwurfsraumaufgezeigtder die
besondereMerkmaleder Chipkarteund der Terminalsstrukturiertdarlegt und Vergleicheunter
schiedlicherAnsatzezulasst.

Auf der BasisdiesesDesignraumsverdenspezielleKernproblemeédenti ziert, fur die jeweils
konkreteLdsungerentwickelt, vorgestellt,als Nachweisder Umsetzbarkit implementiertund be-



Zusammenf assung iX

wertetwerden.DieseL6sungenkdnnenals Standardlésungeand -bausteineeinesRahmenwerks
herangezogewerdenmit dessemilfe derEntwurfpersodnlicheSicherheitsmodulanterstitztver-
denkann.

Die verschiedeneBaustein&kdnnendaruberinausin verschiedenstafeisemiteinandeikom-
biniertwerden,um fir besonderé\nwendungszwecakneuel 6sungerrusammenzustellelVeiter
hin lasstsich tiberdenaufgespannte@esignraunnachweisengassdie vorgestellten_6sungenin
Bereicheder Chipkartennutzungordringen,die von “klassischen”Anwendungemicht abgedeckt
werdenundauchin dieserHinsichtalsneubetrachtetverdenkdnnen.

Insgesamtverdenalle wesentlicherAspekteder Integrationund desEinsatzes/on Chipkartenals
personlicheSicherheitsmodulgorgestellt.Aus dieserArbeit ergebensich dahergrundlegendneue
Erkenntnissaund Richtlinien, wie zukinftigepersdnlicheSicherheitsmodulgestaltetwerdensoll-

ten.
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Chapter 1
Introduction

Humans are incapable of securely storing high-qualit y cryptographic keys, and they have
unacceptable speed and accuracy when performing cryptographic op erations.

(They are also large, expensive to maintain, dicult to manage, and they pollute the
environment. It is astonishing that these devices continue to be manufactured and deployed. But
they are suciently pervasive that we must design our proto cols around their limitations.)

Kaufman,Perlman,and SpecinefKPS95

1.1 Motiv ation

The tremendousucces®f mobile telepholy in the last decadehasinspiredmary peopleto think
of how userswill communicatén the future with their socialand physicalernvironment. Much of
the inter-personacommunicatiordemandseemso be met by mobile telephoty andrelatedpeer
to-peermessagingervices.For the third generatiorof mobile communicatiometworks andtheir
built-in supportfor dataservicesit is expectedthat userswill additionallyinteractwith and make
useof mobile servicesrangingfrom mobile commece, location-basednformation services and
multi-mediamessging to mobilegaming

Securing Cyber space

In the businessvorld of tomorrown, mobile serviceusagewill typically requiresomekind of access
contwl andbilling medanismthatenablesserviceprovidersto controlaccesgo servicesandgain

sufcient revenueto successfullyrun their services. This requiresto solve a numberof security-
relatedproblemsof which themostrelevantonesare:

— Authentication and authorization: How do usersauthenticateahemseles beforeusing a
serviceandhow is accesgontrolimplemented?

— Non-repudiation: How canuserscreatelegally-bindingevidenceof their participationin a
contract?

— Privacy management: How can usersspecifytheir privacy preferencesor the interaction
with a serviceprovider?

Usually, appropriategechnicalmeasuresre only one part of a solutiondomainbut have to be ac-
companiedy legal directives,contractsandinter-businessulesof conduct.
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In the“real world”, thereare standardsolutionswhich all have their counterpartsn thedomain
of digital computers:

— Authentication: Traditionally, threedifferentapproacheareusedfor authenticatiopurposes
[Am094, Chap.18]:

» Possessioror something possessedSomethingthe personhas,e.g.anidenti cation
cardor aticket. In the digital world, however, pure possessionf a digital item is not
sufcient, sincedigital datacanbe easilycopied.

» Knowledgeor somethingknown: Somethinghe personknows, e.g.username,pass-
word, PIN number etc. This is not differentin the digital world aslong asthe person
doeddisclosethis knowledgeonly to trustedcomponentsg.g.trustworthy userterminals.

» Characteristic or somethingembodied: A physicalcharacteristiof the person,e.g.
ngerprint, retina,speectandhandwritingrecognition etc. Again thetrustworthinesof
thedevice performingthe “scanningprocess’is crucialin the digital world.

The securitylevel obtainedby theseapproacheslependson the likelihood that an attacler
is ableto gain accesgo the assetghatareusedto performthe authenticatiorwith. Thus,if

anattacler managego “steal” anitem usedto authenticate userbasedn the possessionf

thatitem, the authenticatiorprocesdss undermined Similarly, if anattacler gainsknowledge
of whata personknows or whata personis, attackson authenticatiorsystemshasedon this
knowledgeor characteristibecomepossible.

— Authorization: Authorizationis oftenimplementedisingauthenticatiorio prove the client's
identity in combinationwith someaccesscontrol decisionaboutwho is allowed to perform
which operation. Another option which is in placein mostof today's non-digital world is
to directly usesomekind of “ticket” — possessedty the owner— that directly representshe
permissiorto grantsomekind of operation.

In the digital world, however, suchdigital ticketsare potentially subjectto theft andillegal
multiplication. This requiresthat uponusageof a ticket its holderadditionallyhasto prove
correctownership,oftenusingcryptographianeasures.

— Non-repudiation: Non-repudiatiorin therealworld is usuallyenforcedby the useof hand-
written signaturesThedigital counterpartareusuallybasedn cryptographimne-way func-
tionsandpublic key cryptographyandthusarevitally dependenon cryptographianeasures.

Generalproblemsin the contet of non-repudiatiorarethe necessityof suitabletime stamps
thesettlemenin caseof con icts, theprovision of atrustworthyinfrastructurédbasedn public
key cryptographyetc.

Hence,in contrastto the real world, implementingsecuritymeasuresn the digital world requires
to a signi cant extentthe capabilityto performcryptographiccomputations.However, in practice
cryptographyis still notwidely usedin the eld of mobile servicesgspeciallynotin the consumer
market. Hence,althoughthe fundamentakolutionsare well-known the practicalembeddingnto
thesesettingshasyetto come.We think thatthereasorfor this statusquois thelack of solutionsfor
thefollowing setof generakequirements:

» Thepenasie availability of mobile devicesthatuserscanuseto performcryptographimper
ationsandwhich easilyintegrateinto a users communicatiorervironment.
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» The possibility for a userto safely carry aroundsecurity-criticaldatasuchas cryptographic
keys. Thisis necessarginceaccordingto [Sch0Q Chap.9] userscanhardly memorizecryp-
tographickeys of alengthneededor a securecryptographicsystem.

» Thegeneraleachabilityof auserto performsecurity-criticadecisionsanywhereandarnytime.

This thesisproposessolutionsto all of the above requirementdasedon smartcads as the core
component®f a personalsecuritymodule

Towards Smartcards as Universal Personal Security Modules

Smartcardsretamperresistanhardwaremoduleghatareableto securelystoresecretryptographic
keysandperformunobserableexecutionof cryptographialgorithms.They canassisusersn all of
theabove mentionedactiities. Hence they areideally suitedto sene aspersonakecuritymodules
especiallyin mobilescenarios.

Todaysmartcardarremostlyusedin anapplication-speci cmanneri.e.for aparticularapplica-
tion thereexistsa particularsmartcardactingasthe applications securitymodule.In future mobile
servicescenarioshowever, thisapproacldoesnotscalefor themary servicepeoplemightuse.The
reasonis simply that potentiallyfor eachof theseapplicationsa smartcarcheedsto be issuedto a
user This dilemmamight leadto the generakequirementhatsecuritymodulesareneededhatare
universallyusablein mary differentapplicationscenarios.

Considey for example,the scenarioof a mobile userwho hasa daily subscriptionfor a digi-
tal newspaperthat canbe downloadedas soonasthe userentersthe public transportsystem,e.g.
a bus. The users information applianceautomaticallyintegratesinto the bus' network by means
of spontaneousetworkingand searchedor the subscriptiondownload sener. Both establisha
cryptographicallyprotectecchannelthe senerchallengesheapplianceandafterthe users security
modulecouldsuccessfullyeplywith thecorrectresponsegownloadof thenewspapeis started For
meanf simplicity the users subscriptioris not checledon-line but anauthorizationcerti cate is
usedinstead.

This exampleillustratestherole ausers personakecuritymodulecouldplay in futurescenarios.
Themodulenotonly safelykeepstheauthorizatiorcerti cate but alsocomputegherespons®f the
sener's challenge Generally this raisesseveralquestions:

« How mustapersonakecurityervironmentbasedn smartcard$ook like in mobilescenarios?

» How candeviceslike smartcardsvith limited resource$n termsof computationapower and
communicatiorbandwidthbe ef ciently integratedinto suchervironments?

* Whatsecuritycharacteristichave to be metby the appliancesandterminalsusedto interact
with thepersonabmartcard?

* Whatlevel of securitycanbe achievedin ary of the proposedsolutions?

The overall scopeof the questiongaisedabore is not focusedon a single problemdomain. There-
fore, amoreholistic view of mobility andsecurityis need.We adoptsucha view in this thesisand
contributenovel solutionsatthearchitecturalevel of mobilesecurityandto thedesignof interaction
protocolsin thisarea.All solutionscanbecharacterizedsextendingthefunctionalityof smartcards
in a e xible, but still secureway.
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1.2 Contributions of this Thesis

The startingpoint of this thesisis the vision of future mobile scenariosh which usersarelikely to
useservices'spontaneously”j.e. in anad hoc manner Location-dependergervicesj.e. services
thatareonly availableat a particularsitewill play acentralrole in suchscenariosndserviceusage
will occurto asigni cant extentthroughmobile devicesandapplianceshe userscarryaround.
Beforeserviceinteractionactuallytakesplace however, enoughinformationandcommunication
parametersnustbe obtainedby a device andits userto allow for elementarycommunicatiorwith
anervironmentandits services.Subsequentlyservicescanbelocatedandrelevantcommunication
parameterganbe negotiated.In mobile scenariosucha priory knowledgeis usuallynot available
sincethepeersdo notknow eachotherin advance.Spontaneousetworkingis amechanisnto make
this statetransitionasseamlesaspossiblefor auserby providing infrastructurakupporthatenables
a device to explore the characteristicand servicesof an ervironmentmore or lessautomatically
After serviceshave beenlocated usersneedappropriatesecuritymoduleso enablethemto control
andenforcethe securitypropertieghey desirein the communicatiorwith theseservices.

In this thesiswe arguethata cornvenientway to implementsucha securitymoduleis to usea smart-
cardanda suitableterminalneededo accessndcontrolthe smartcard Suchsecuritymodulescan
be subjectto a numberof cateyorizationsleadingto a designspacefor thesedevices. We always
assumehatthe smartcards personalizedli.e. thatit containsinformationthatis directly boundto
its owner® A typical exampleis a privatekey in a public key cryptographyschemehatis boundto
theusersidentity. Theterminalitself canalsobe personalizedvhich usuallyimpliesthatit is some-
how “owned” by a person However, it is left open,whetherit is personalizedo the smartcardr its
owner, or both. Furthermoreit canbe mobile i.e. it is carriedaroundby its user or non-mobilei.e.
locatedat particularsitesand potentially usedby mary differentusersindependently Finally, the
cardandtheterminalcanbe co-locatedi.e. they arephysicallyattachedo eachother, or remotely
connected.

Basedon this cateyorizationwe have identi ed four differentfundamentaproblemsthat have
beensolvedusingsuitableapproaches:

Al: A spontaneoumetworking framework for smartcards

This approachsolves the problemof “spontaneously’integrating smartcardsnto a net-
worked ervironment. It consistsof a framework thatallows a smartcardo spontaneously
integrateitself into a local ervironmentafterinsertioninto a suitablyequippedcardtermi-
nal. It builds upontheideaof usingmobile codeasan enablingtechnologyto complement
the card-residentesourcesvith off-cardresource$n adynamicand e xible way.

A2: A personalizedand trustworthy mobile terminal

This approactsolvesthe problemhow smartcardganbe usedin a so-called*hostile” en-
vironment.Suchenvironmentsarecharacterizedby thelack of con dencetheuserhasinto
the availableterminalswherethe personakmartcards to be used. The solutiontakesad-
vantageof a personaterminalthe usercarriesaroundsuchasa PersonalDigital Assistant
(PDA) whichis trustedby its owner. ThePDA turnsinto apowerful front-endfor thesmart-
cardandboth, PDA andsmartcardarecryptagraphicallyboundtogethersuchthatnoneof
thetwo devicescanbe usedwithoutthe other

1 In therestof this thesiswe will usethe termspersonalizedandpersonalin a similar fashionsincewe considerarything
thatis personalizedo be personato thatuser
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A3: A mobile terminal with a wir elessmobile communication link

Thethird approacltpresentsisolutionto theproblemhow personabkecuritymodulescanbe
usedvirtually anywhereandarnytime. Our WebSIMsystembuilds upontheideaof a wire-
lesssmartcardeaderin theform of a mobile phone.We have madesmartcardseachable
from the Internetby meansof anarchitecturghatallows a the GSM SIM smartcardn the
mobile phoneto appearasa Web sener in the Internet. OtherInternetnodescanconnect
to the SIM usingtheHTTP protocolwhichis transparentlforwardedthe mobile phonethe
SIM is attachedo. Hence,the SIM asa personalksecuritymoduleof a useris accessible
from the Internetanytime andarnywherethe useris located.

A4: A personalizedsmartcard that allows for the executionof mobile code supplied by a
selwvice provider

The fourth approachsolves the problemhow the security context of a tampefresistant
smartcardcan be usedto build value-addedserviceson top of. The SIMspeaksolution
consistof a card-residentuntimeexecutionplatformfor mobile code,a programveri er,

andsuitablemechanismshatallow a serviceproviderto “rent” securestoragen a smart-
card. This platformcanbe usedby serviceprovidersto sendmobile codeinto a customers

smartcardqpossiblyoverawirelesdink). Thisopensup new applicationdomainsandleads
to improvementsin the way how non-repudiatiorin the form of electronicsignatureds

achieved.

Summingup, this thesisshavs how to architectandbuild solutionsfor the personakecuritymodule
approach.lIt contributesto the overall understandingn the role smartcardsan play as personal
securitymodulesin future mobile communicatiorandserviceusagescenariosand,therefore rep-
resentsa signi cant steptowardsmeetingthe securitydemandf the information societyof the
future.

1.3 Organization of this Thesis

Figure 1.1 on the following pageshows the overall structureof this thesiswhich is organizedas
follows:

« Chapter2 presentghe basic motivation underlyingthis thesisby giving a vision of future
mobile scenarioanddescribeghe settingin which subsequergolutionsarelocated. In this
vision local andremoteserviceswill be usedthroughsuitableterminals.It is particularlyfo-
cusednmobiledevicesanddiscussetheaspect®f “spontaneouslyintegratingsuchdevices
into local ervironments.

« Chapter3 discussesvhich securityproblemsexist in the presentedettingsandwhich solu-
tionsarepossible.In particularit considersandanalyzeghe designspaceof smartcardgand
terminalsascomponent®f a personakecuritymodule. This leadsto a cateyorizationof the
differentconceptuapossibilitiesfrom which concreteapproache# the subsequenthapters
arederived.

Thefollowing chapter@achdiscusgheapproacheAl throughA4 presentedh theprevioussection:

» Chapte# representapproactAl by describingaframework for theintegrationof smartcards
into local environments.Thesolutionessentiallyde nesaframework thatenablesasmartcard
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to offer security-speci cservicesn a network. Theseservicexanthenbe accesseérom ary
terminalattachedo the network.

Chapter5 representapproachA2 in which a personalizedand trustworthy terminaland a
smartcardtogetherform a pair of devicesthat assista userin performingsecurity-critical
tasks.Both arelinkedtogethemusingcryptographianeasure$o prohibittheuseof onedevice
withoutthe presencef theother To demonstratéhe generalusefulnessve have appliedthis
approachto the problemof electronicsignaturecreationin hostileervironments.

Chapter6 representapproachA3 that comprisesa personalizedsmartcardand a wireless
terminal. A GSM mobile phonewasusedasthe mobile terminalanda GSM SIM smartcard
waschoseno implementthe personalizedecuritymodule. Due to the mostly-onaspectof

GSM mobile phonesand SIMs andtheir penasie use,both can play an importantrole as
securitymodulesin future mobile servicescenarios.

Chapter7 representapproachA4 focusingon the ideaof a mobile codeplatform inside a

smartcard Again we have choserthe combinationof a GSM mobile phoneanda SIM asour

targetof evaluationsinceit seemgo be optimally suitedfor this approach.The architecture
and relevant protocolsare describedand how this approachieadsto several improvements
in the processof electronicsignaturecreationsuchason-cad hashcomputation recipient
addressingthird-partyassistedignatues samplesandsignatuesoninteractions especially
in mobileenvironments.

Chapte8 draws nal conclusionsanddiscussesuturework.
Relatedwork is discussednh eachof thesechaptersndividually.



Cha pter 2

Connected Devices, Services, and their
Users

...a billion people interacting with million e-businesses
with a ftrillion intelligent devices interconnected.

Lou Gerstner IBM Chairmanand CEO

2.1 Introduction

Accordingto DurlacheResearciiDur01] themobiletelecommunicatiosectothasinvestedoughly
120.000.000.00&uroin the years2000/01for the Universal Mobile TelecommunicatioService$
(UMTS) licencesin the WesternEuropearcountries. Obviously, the telecommunicatiomperators
are interestedin turning this major investmentinto a successstory. Key factorof UMTS is its
designto enablesigni cantly improveddataservicesandinformationdeliveryin thethird generation
telecommunicationetworks. Thesdeaturesareconsideredo bekey distinguishingactorshetween
thesecondyeneratiorsystemse.g.GSM, andthethird generatiorsystemg3G).

UMTS could indeedsene asone of the basiccommunicatiortechnologieof a new paradigm
of computing- often calledubiquitousor pervasivecomputing-in which numerousievices,infor-
mationappliancesandpersonaadgetsassisimobile) userdn their everydaylife. Thisis likely to
be accompaniedby new short-distanceommunicatiortechnologiesuchasBluetooth[Blu01] and
WirelessLAN [IEEE802.11.

In the citationthatprecedeshis chapterLou Gerstnerexpressesis understandingf the notion
of pervasivecomputing Anotherpossiblede nition is givenby IBM sayingthatpenasive comput-
ing is about

“[. ..] corvenientaccessthrougha new classof appliancesto relevantinformationwith
theability to easilytake actionon it whenandwhere youneedto.” [IBMO1]

This chaptempresents vision of how computingwill evolvein thefuture,whattechnologicakhal-
lengesarisefrom this vision, andwhatbasictechnologiegre presentodaywith which partsof this
vision canbetackled.

Therestof this chapteiis organizedasfollows: In Sect.2.2we describeghepenasive andubiquitous
computingparadigmghatplay a centralrole in our vision of future computingervironments.

1 UMTS s currentlybeingspeci edin thethird geneation partneiship project (3GPP)at[3GPP01&
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A centraltechnologyis neededo turn this paradigmfrom a vision into reality: Spontaneous
networking It essentiallydealswith theintegrationof people devices,andservicesnto networked
ervironmentsin a largely autonomousnanner In Sect.2.3 we describethe fundamentaproblems
of spontaneousetworking andgive a de nition of spontaneityandspontaneousetworking which
canbeessentiallyjunderstoodstheintegrationof servicesaanddevicesinto networkedernvironments
without manualintervention.

An overview of currenttechnologieghat enablespontaneousetworking is givenin Sect.2.4.
Two representaties,namelythe ServiceLocation Protocol and Jini have beenselectecamongthe
currentlyavailableapproacheso studythe commonanddistinguishingconceptof thesetechnolo-
gies.

The comparisonof spontaneousetworking technologiedeadsto the obsenation that small
devicesarecurrentlynot well supporteddy off-the-shelftechnologies Hence,the designspaceof
suchdevicesis investigatedn Sect.2.5leadingto the obsenationthattodayandin thefuturethere
will bealwaysdevicesaroundthatneedspecialassistancérom their surroundingnfrastructure.

Thechaptercloseswith asummaryin Sect.2.6.

2.2 On Ubiquitous and Pervasive Computing

The originalideaof ubiquitouscomputingwascreatedoy Mark Weiserin his visionarypaper“ The
Computerfor the 21stCentury [Wei91] commencingvith the statementhat

“Themostprofoundtedhnolagiesare thosethat disappear They weavethemselveto
thefabric of everydaylife until they are indistinguishabldromit.”

Accordingto Weiser ubiquitouscomputingis drivenby a new majortrendin computing character
ized by the factthatusersown, control,andusemary differentdevicesandapplianceghroughout
their daily life. Thisis in contrastto the mainframeerain which mary peopleshareda singlecom-
puter andthe PCerain which a personexclusively usesonePCatatime.

Technologicaprogressspeciallyin the micro-electronicsectoris consideredo be oneof the
major driving forcesbehindthe possibility of implementingubiquitouscomputing[Mat01]. Ex-
amplesof suchtechnologiesareadvancesn the resolutionandsize of micro- andmacro-displays,
short-rangecommunicatiorsuchasradio frequeng tags(or smartlabels)andthe Bluetoothcom-
municationstandardnew globalcommunicatiortechnologiesuchasUMTS, sensottechnologies,
smartcardspower-basechetworks,e.g.bodyareanetworks, or smartpaperpaving the way for new
formsof computing.

Whereaghe currently popularhuman-machinénteractionparadigmis a mereone-to-onere-
lation, ubiquitouscomputingespeciallyin the shapeof calm or disappearingtechnologyis about
hiding computersinto the users'environment, making them asinvisible as possible,performing
their task often calmly and mostly unnoticedby the usersfWB96]. Weisers visioniis likely to re-
quire a complex infrastructureto surroundusersandit seemghat his vision might requireanother
decadeo becomereality.

In contrasto Weisers vision, theindustrialterm pervasivecomputingdoesnot directly address
theideaof calmcomputingbut followsamorepragmaticapproachn which usersandtheiraccesso
informationthroughsuitableappliancesreof primary concern.Revisiting thetremendousuccess
of mobiletelepholy in Europein the lastdecadehis might bea rst indicationthatwe areindeed
at the beginning of the penasive computingeraandmobile phonesseemto betheinitial enablers.
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Personaltligital assistant¢PDAs) arealsobecomingmorewide-spreadandfuture informationap-
pliancesseemto follow an evolutionary approachby meming the featuresof mobile phonesand
PDAs into onedevice.

Regardlesof whetherthe futurewill betermedpenasive or ubiquitouscomputing,it is unclear
how aninformationappliancewill look likein three, ve,ortenyearsfrom now, but peoplearelikely
to continueto carryaroundsomekind of “smart” gadgethroughwhich they communicatevith their
physicaland socialenvironment. Thus, mobility is one conceptthatis of particularimportancein
shapingthe future of computerscience.

2.3 Issuesin Spontaneous Netw orking

Besideghemobility of usersandtheir devicesandthe spirit of “computerseverywhere” penasve-
nessalsoconsidergheideathatmary interactiondbetweerusersandtheir environmentarelocation-
dependentFrom a beveragevendingmachinein a public place,a cashierin a supermarkt, anda
telematicsapplicationin the automotve sectorto an accessontrol barrierin a compaiy building,
usersareaboutto interactwith othermobile or non-mobiledevicesto useor provide services.
Here, the term serviceshould be consideredas a very generalconceptcovering all kinds of
“resources’apeerprovideswhichis roughly capturedoy thefollowing de nition:

A serviceis a conceptwith arbitrary implementatiorwhich offers an interfacethat is
addressableand accessibldrom peernodes.

Hence,it is notimportantwhetherthe serviceis implementedasa CORBA objector a Web appli-
cation,but thatit is addressablandaccessiblérom clients. Furthermorewe assumehata service
canbedescribedy meansf a suitableservicedescription i.e. a formal representatiothatcanbe
usedby a peerto learnabouta services capabilities.

This raisesnew interestingquestions.e.g. how can communicationlinks betweenentitiesbe
“spontaneouslyestablished? goodexampleof spontaneoumtegrationis GSM roamingin afor-
eigncountrywhenamobilephonediscoverstheavailablepublic land mobilenetwork§ PLMN) and
booksinto oneof theaccessibl®nes.Furthermoreit is of particularinteresthow suchcommunica-
tion links canbe keptstaticwhile beingmobile. Again GSMis a nice examplehow communication
can continuealthoughthe mobile phonesubsequentlgstablishesmew radio communicationinks
with so-calledbasetransceivesstations(BTS) while moving. As suchGSMis atremendouslyom-
plex technicalsystemthatwasspeci ed andcompiledinto standardsver a periodof severalyears.

However, the time-framefor developmentanddeploymentof today's informationandtelecom-
municationproductsoftendoesnotallow for suchlong standardizatioprocessesgndheterogeneous
ervironmentsanddifferenttechnologiego solve the spontaneousetworking problemarelikely to
coeistin thefuture.

On Spontaneity

Sincein ubiquitousand penasive systemsspontaneouiteractionamongdevices, services,and
userds oneof thefundamentabperationsve will now studythe causesndeffectsof spontaneityn
suchsystemsn moredetail. Althoughtheremight be avaguecommonunderstandingf whatspon-
taneoumetworking- or spontaneityfor short— meansn socialterms,amoretechnicalde nition is
notwidely acceptedA possiblede nition hasbeengivenin [PC99]as
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“[. ..] spontaneousetworkingis [...] theintegration of servicesand devicesinto net-
work ervironmentswith the objectiveof an instantaneouserviceavailability without
anymanualintervention’

Putdifferently, theintegrationshouldbeautomaticandthenecessarinformationrequiredto interact
with othercomponentsandservicesn the ervironmentis obtainedthroughappropriatemeasures.
Thus,“spontaneousfs how this procesf resolvingtheinformationgapappeargo users.

This above de nition triesto cover casedrom GSM roamingandinfraredbeamingto plugging
an Ethernetcablefrom a laptopinto a local areanetwork. Spontaneousetworking dealsamong
otherswith thefollowing setof questions:

« How candevicesphysicallyinteractwith othernodesin atelecommunicatior simplepeer
to-peemetwork?

* How cannecessargommunicatiorparameterse probedor exchanged?

* How doesadertisingof serviceswork andhow canpotentialclientslocateservicesandvice
versa?

» How cansuchdevicesbegivenaccesdo serviceof peers?

Answersto thesequestionswill giventhroughouthe courseof thisthesis.

Layers of Spontaneous Interaction

Theabove questionsnustbe answeredt leastat the following communicatiorayers:

— Physicaland link layer (OSI layers 1 and 2): Differenttechnologiesreavailablefor inter-
connectinglevices.Basicallyary technologycurrentlyfoundneedso offer somesupportfor
spontaneitysuchthatnew communicatiorpartnersareableto communicatevith eachother
For mobile devicesat leastthe following technologiesnay be of interestin the mid-termfu-
ture: Infrared,e.g.IrDA [IrDO1], Bluetooth[BluO1], DECT, EthernetUMTS, WirelessLAN,
etc.

— Transport protocol(s)(OSI layers 3, 4, and 5): Differenttransportprotocolsarenecessary
to communicateamongdevices,rangingfrom TCP/IPto lower-level protocolsbasedon the
underlyinglink technology(e.g.thelrDA sessiorprotocolsirOBEX, IrLAN, etc.).It isimpor-
tantto noticethatthetransporprotocolshouldensurehatthedevice is someha addressable
from the communicatiorayer (e.g.by assigninganIP address)On top of the coretransport
protocolotherprotocolssuchasSSL/TLS[RFC2244, HTTP, etc. could be usedresultingin
a completecommunicatiorstackthatlinks the communicatiorpartners.

— Infrastructur e and sewice discovery (OSI layers 7 and above): This topic essentiallyad-
dressesssuesconcerninghe kind of middlewvareusedfor servicedescriptionanddiscovery.
In amoregeneralcontet it mustbe ablefor a penasive device to exploreits “environment”
and“ nd” servicegesidingon peernodesit canuse. Examplesof suchservice-tradingnid-
dlewarearethe ServiceLocation Protocol[RFC2165, Jini [Wal99 Sun99% andUniversal
Plug and Play [UPNn99. Protocolgatevaysmight be necessaryo map betweenthesedif-
ferentkinds of technologies. Beyond pure service-tradingthe underlyingcommunication
middlewvaresuchasRPC,CORBA, DCOM, or Java RMI addsanotherevel of compleity for
solvingtheintegrationproblem.
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— Setvice interaction (beyond OSI model): After clientsandservicesare connectedo each
othertheremight be an additionalphaseneededo negotiateprotocolversionsandotherpa-
rameters.

Summingup, spontaneouiteractionusually happensat differentlayersin a communicatiorhi-
erarchy Hence,beforethe userof a penasive device is ableto usea servicenumeroudifferent
spontaneoumteractiongake placeat differentlevels of communication.

Spontaneity Caused by Mobility

Theaboveinvestigatiorof spontaneoumteractionallows usto moreconcretelyde ne whattheterm
mobility meansn conjunctionwith spontaneityHereafteywe de ne mobility asfollows:

Mobility is themovemenbf an entityin the physicalenvironmenivhich leadsto changes
in thedigital representatiorof the entity's world.

For all communicatiortechnologiegenerallyconsideredo be short-range this meansthat an ex-
isting link is often lost after the rangeof the communicatiorsystemis left. Typically, beingaway
morethantenmetersfrom anInfraredreceverimpliesthatcommunications not possiblearymore.
Thereforea mobile device beingconfrontedwith a new physicalnetwork, e.g.a new Infraredlink,
hasto bootstrapghe “spontaneoustommunicatiorstackfrom the bottomup to the higherlevels.

Hencemobility in conjunctionwith ashort-rangeommunicatiodink impliesspontaneityatthe
very lowestlevel in the communicatiorstack. The overall processanbe consideredsa transition
from a statewith minimal a priori knowledgeaboutthe ernvironmentinto a statewheresufcient
informationis available. The initial stateitself is causedby the users mobility. The amountof
an entity's a priori knowledgein the initial stategenerallyincludesinformation aboutthe built-
in communicationtechnologiesand protocolssupportedby that entity. Furthermorewe assume
thatthe communicatiorpartnersneedto exchangeanformationto learnof eachothers' capabilities,
communicatiorparametersand ervironmentinformationto reacha stateof knowing eachother's
pro le.

Spontaneity caused by Unknown Peers

In contrastto the form of spontaneitycausedby mobility, we are alsofacedwith the problemof

spontaneitycausedoy unknovn peersat higherlevelsin the communicatiorstack. Revisiting the

de nition of spontaneitywhich de nes the instantaneousseof servicesasonefundamentaprin-

ciple, spontaneityalsooccurswhena Web browsercontactsa Web sener andtells it the browser's

supporteddocumentor MIME types[RFC2049. Anotherexampleis the handshak protocolrun

during SSL/TLSsessiorsetup[RFC2244. Many Internetprotocolshave somekind of negotiation
phasén whichthepeersexchangeaecessarinformationandparameterfor furthercommunication.
However, this is not causeddy mobility andinteractionat a lower level, but interactionat a higher
level in thecommunicatiorstack.

2.4 A Bref Overview of Spontaneous Netw orking
Technolog ies

In the previous sectionit wasidenti ed that the infrastructureand servicediscovery problemis
centralto the notion of spontaneousetworking sinceit is wherethe actualserviceadwertisement
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andlookuptakesplace.In thesequek brief overview of currenttechnologiedor servicedescription
anddiscovery is givenwith a particularfocuson the SLP [RFC2169 and Jini [Sun99a Sun99h
technologies.

2.4.1 Fundamental Concepts

Technologieghat supportspontaneousetworking are centeredaroundthe following fundamental
tasks:

— Setvice advertisement: A componenthatwishesto offer a serviceto potentialclientsneeds
a well-de ned procedureto “register” the available servicesand make them accessibldor
clients.

— Setvicelookup: A clientthatis in searctof asuitableserviceneedsawell-de ned procedure
to locatepotentialserviceproviders.

For the implementationof the adwertisementand lookup a commonframework is neededto de-
scribeandqueryservices.A so-calledservicedescriptionis usedto createa machine-processable
descriptionof a servicethatis madeavailableto potentialclients.

Thetypical work- o w in a particularspontaneousetworking technologyusuallyfollows some
genericpattern:

1. Sewice description creation: Thisis often doneaspartof the con guration of a serviceor
directly suppliedby the serviceitself.

2. Sewiceadvertisement: Thisdescribesheproces®f makingtheservicedescriptioravailable
to potentialclients. This mayincludethetransferof theservicedescriptiorto a centralauthor
ity suchasa servicedirectory etc. It oftenrequiresappropriateone-to-manyommunication
protocolssuchasbroadcastor multicastto “ nd” suchcentralauthorities.

3. Client lookup: Clientsin searctof a particularserviceassembleomekind of servicequery
thatis sentto the particularcomponent(sjn chage of matchingservicedescriptionswith
correspondingyueries. Similar to serviceadwertisementhis also might requirethe use of
appropriatamulticastprotocolsto nd thepeersmaintainingservicedescriptioninformation.

4. Mutual binding: After clients have successfullyfound appropriateservicesboth have to
connecto eachotherto enterthe serviceusagephase.

The above tasksareto someextentindependenfrom the underlyingcommunicationlink except
for the possiblyneededmulticastingfeatureswhich areusuallyhighly dependenon the underlying
technology More precisely suchsystemsusuallyrequirea fully functionalcommunicationstack
thatis properlycon guredto performtheirtask.Any issuegelatedto the con gurationof this stack
arethereforebeyondthe scopeof thesetechnologies.

2.4.2 Case Studies

Basedon the overview of the tasksa spontaneousetworking technologyhasto supportwe in-
vestigatetwo representatiesof the available systemsn moredetail, namely the ServiceLocation
ProtocolandJini.
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Figure 2.1: ServiceLocationProtocoloverview: a) with directoryagentb) withoutdirectoryagent

2421 SLP

The ServicelLocation Protocol (SLP) [RFC216§ is a framework for spontaneousetworking on
top of IP developedin an InternetEngineeringTask Force (IETF) effort. SLP builds aroundthe
following components:

— Sewvice and sewice agent: A serviceagentis acomponenthatoffersservicesn anetwork.
It mayimplementthe serviceitself or just offer it on behalfof theactualservice.

— Directory agent: A directoryagentis responsibldor collectingall servicedescriptiongrom
serviceagentsandoffersa centralrepositoryfor useragentssearchingor services.

— Useragent: A useragentis acomponenthattriesto nd aparticularservicej.e.it is aclient.

Userand serviceagentslocatea directory agentusing DHCP options[RFC2131 or IP multicast
messagesServiceagentgegistertheir servicedescriptionsvith thedirectoryagentwhichis ableto
executequeriesrom clientsagainstheregisteredservicedn thedirectory(seeFig. 2.1a).

However, SLP canalsowork withoutthe presencef acentraldirectoryagent.This requireghat
serviceagentarethemselesableto answelthe queriesof useragentgseeFig. 2.1b). A useragent
thenneeddgo wait for a certainperiodof time to collectall answerdrom serviceagentauntil it has
aclearpicturewheretheservicest desiresarelocated.

Servicedescriptionsn SLP consistof atime-to-live eld denotingthevalidity periodof the ser
vice descriptionaserviceURL de ning thetypeandlocationof theservice andasetof string-based
key/value-pairdescribingthe services attributes Serviceagentshave to refreshtheir registration
with the directory agentbeforethe time-to-live runsout. Part of the serviceURL is the services
type denotedby a string andthe host, port, and pathinformation as known from Web addresses.
SLPsuggestso registerservicenameswith the IANA organization[IANO1] to standardizgopular
services.
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Servicerequestssentby querying user agentsmay contain the desiredservicenameand a
Booleanexpressionover the available key/value-pairs. This allows clientsto sendmore complex
Iters to thedirectoryagentor serviceagentfor evaluation.

Otherfeaturesof SLP are so-calledscopeswhich allow for groupingof servicesand mapping
of scopedo directoryagents: Furthermore SLP allows to electronicallysign servicedescriptions
usingso-calledauthenticatiorblocksto provide for basicsecurityin theregistrationprocess.

Summary

SLPwasoneof the rst technologiesddressingheproblemof spontaneousetworking. It hasbeen
designedn thetraditionallnternetspirit to make thingsassmall aspossibleandasa consequence
beingeasyto implement.As aresult,besidesa working TCP/UDP/IPstackSLP requiregust basic
computationatesourcesndmay be easilyimplementedn smalldevices.

2.4.2.2 Jini

Jini™ [Sun99a Wal99; Edw99 is a Java-basedramework developedby SunMicrosystem$” and
is publicly availablesinceJanuary1999. Jini is built aroundthe following components:

— Setvice: A Jini serviceis a network resourcehostedon anarbitrarynetwork node. Typically
aserviceis implementechsa Java object.

— Setvice proxy: The proxy is a so-calledserializedJava object[Sun9§ representinghe ser
vice. Jini usesJava's mobile codefacilitiesto transfersucha proxy objectfrom the serviceto
theclientaspartof the servicedescription.

— Lookup sewice: ThelookupserviceglSun99¢ is the centraldirectorywhereserviceproviders
adwertisetheir services. Servicesgetin contactwith the lookup serviceusingIP multicast-
baseddiscovery protocols[Sun99 (seeFig. 2.2a). After a serviceprovider haslocateda
lookupsenerit “uploads”the serviceproxiestogethewith furtherservicedescriptioninfor-
mationin theformatof serializedlava objectsto thelookupsener(seeFig. 2.2b). Technically
this is achieved by rst downloadinga lookup serviceproxy objectfrom the lookup sener
whichin turnis usedto adwertisethe service(so-calledoin).

— Client: A clientis an entity that usesservicesto performa certaintask. In Jini a clientis
requiredto run aJava Virtual Machine(JVM) to be ableto downloadandexecutethe service
proxy (seeFig.2.2c).In contrasto theservice Jiniis vitally dependentntheclients’ support
for executingthe serviceproxy within a JVM.

Jini usesserializedJavaobjectsto implementaservicedescription.In particulartheinformationsent
from theserviceproviderto thelookupsener—theso-calledserviceitem—is asetof serializedlava
objectsincluding the serviceproxy which describethe serviceandits validity period. The lookup
sener is ableto useJava’'s type systemto matchclients' queries— called servicetemplates- with

registeredservicetypes.

Besidesthe sener-sideregistrationof a serviceandthe client-sidequeriesthe lookup service
alsosupportsso-calleddistributedeventsthatenableinterestedpartiesto subscribewith the lookup
servicefor the occurrenceof particularevents,suchas,the appearancer disappearancef speci ¢
services.

2 |n SLP, scopesanbe essentiallyconsideredisnamespacesor servicesnanagedy directoryagents.
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Figure 2.2: Jini protocolsoverview: a) discovery, b) join, andc) client-sideproxy download

Lookupservicesanalsobe associatedvith servicegroupswhich allow to separatehe respon-
sibility of lookup serviceso managecertaingroupsonly. However, this featurein notarealgroup
concepthut rathera simpleoptimizationschemdor managingvork load.

Summary

All componentsn a Jini scenariorequirea working TCP/IP stack. Clientsand senerslocatethe
lookup sener using IP multicastpacletsthat are sentto a well-known IP addressand port num-
ber Thisinformationis sharedby all participantsn advanceto be ableto nd eachother, further
communicatioris donethroughTCP

As mentionedoreviously, all clientsneeda working Javza VM andrequirea minimum Java API
to be ableto successfullyexecutethe serviceproxiesdownloadedfrom the lookup service. Jini
servicesrequirea JVM if they registerthroughthe lookup services proxy — which dependson
the particularlookup serviceimplementation Jini is a well-designedramework thattremendously
simpli es the implementationof spontaneousietworking facilities. Furthermore the conceptof
proxiesallowsto runarbitraryprotocolsbetweerthe proxy andits service.This canheasily simplify
the implementatiorof a client for a particularservice,sincethe client needsto know only a high-
level “Javainterface”to talk to. Otherwisea low-level communicatiorprotocolwould be neededf
it would directly talk to the serviceitself. Thisis actuallythe mostinterestingconcepthathasbeen
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introducedby Jini.

However, Jini requiresa signi cantly large infrastructurefor both — clients and seners— to
successfullysene asa spontaneousetworking technologyandit alwaysrequiresthe presencef a
centralregistry — thelookup service.More precisely it cannotbe easilyusedin ervironmentswith
limited devicesthatarenot ableto runthis infrastructure.

2.4.2.3 Related Technolog ies

Besidesthe two presentedechnologiemumerousother systemsand frameworks have beenpro-
posed.In thefollowing paragraphsve presensomeof the moreinterestingones.

The HomeAudio Video Interface(HAVi) [Con9] is aninitiative targetingthe spontaneouste-
grationof audioandvideodevices. It builds uponthe IEEE 1394 (FireWre) technologyandoffers
protocolsandfacilitiesfor serviceregistrationandbinding.

SalutationSal97 hasfocusedntheintegrationof typical of ce devicessuchasprintersandfax
devices. It builds uponSun's ONC RPC[RFC1057 protocolandde nes entiredevice hierarchies
includingtheir interfaces.

Universal Plug and Play (UPnP)[UPn99h UPn993 hasbeendevelopedby Microsoft™ and
Hewlett-Packard" andbeyondapureframework for spontaneousetworkingit alsode nesamodel
for devicesandthe servicesoffered. The designof UPnPis largely in uenced by SLP although
the protocolsarelargely basedon HTTP for communicatiorand XML for servicedescriptionand
communicatiorbetweerclientsandseners.

The ServiceDiscovery Service(SDS)[CZH* 99] was developedas part of Berkeley's Icebeg
project[lce99. SDSsenersarecentralauthoritiesusedo collecttheserviceannouncemententoy
services Serviceannouncementsonsistof XML documentslescribingservicesaccordingo acer
tain XML DocumenfTypeDe nition (DTD). ClientsquerySDSservicesusingso-calledtemplates
that arematchedagainstthe known servicedescriptionausinga high-performanc&XML matching
engine.In contrasto mostothersystemsSDSis designedo supportessentiasecuritymechanisms
suchasencryption jntegrity protection,andauthentication.

ThelntensionaNamingSystemiASBL99] is a serviceannouncemeritamenork combinedwith
anoptimizedroutingschemdor servicegqueries.Intermediatanodesin anetwork aggreyateservice
announcementand store“routes” to neighbournodescloserto a service. This is possiblesince
the descriptionof serviceds chosenin a way thateasegshe aggrejationof servicedescriptionsor
building compactoutes.

DEAPspacgNid99] is atechnologyfor providing spontaneousetworking facilitiesfor ad-hoc
networks Thedesignof DEAPspacevasheaily in uencedby thedemandor afastservicediscors-
ery mechanisnusedin conjunctionwith mobile devices. Its outstandindeatureis its collaboratve
architecturen whichall componenttogethercachegheannouncementsf servicesandseneclients'
gueries.This leadsto agenerallyvery fastresponstenes®speciallyusefulin mobilescenarios.

Bluetooth/SDHBIu01, Part E] is the servicediscovery part of the Bluetooti™ protocolsuite.
It exploits featuresof the underlyingradiolink andis optimizedtowardssmallbandwidthsandfast
responsieness.t is completelydecentralizegndoffers only limited facilities for servicedescrip-
tion andmatchinghowever, makingit easilyimplementableon deviceswith limited computational
resources.

UDDI [UDDIO01] standgor UniversalDescription Discoveryandintegration. TheUDDI Project
is anindustryinitiative thatis working to enablebusinesseo quickly, easily anddynamically nd
andtransactvith oneanother UDDI enables businesdo a) describéts businessandits servicesg)
discover otherbusinessethatoffer desiredservicesandc) integratewith theseotherbusinessedn
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contrasto mostof the previously discussedpproached)DDI is intendedor locatingservicesn a
wide-areaervironmentlik e the Internet.As such,it doesnotincludeany multicast-basediscovery
mechanismsut is basedn a traditionalclient/sererinteractionmodel.

243 Summary

Several technologieshave beenproposedfor approachinghe spontaneousietworking problem.
Their mostrelevantdistinguishingparameterare:

— Design: As shawvn thereexist purely centralizedsystemdik e Jini, othersoperatepurely de-
centralizedandsystemsuchasSLP offer hybrid scheme®f operation.

— Setvice description richness: Eachof the systemaiseddifferenttechniquedor representing
services.Someof the systemsllow for rathercomplex matchingalgorithmscomparingre-
guestswith adwertisementge.g.SDS),othersallow only for very limited servicedescriptions
(e.g.Bluetooth/SDRandDEAPSspace).

— Performance: Someof the systemge.g. DEAPspaceBluetooth/SDP)are bettersuitedfor
mobile ernvironmentswvhereresponsienessnight bea critical issue.

— Scalability: SystemssuchasSDSandSLP arelikely to scalebetterfor large installations,
whereathersmight be only suitedfor smallinstallationsn thehome/ofce domain.

— Security: Besideghe authenticatiorfeaturesof SLR only SDSoffershbuilt-in securityfor all
stepsn thecomponentnteraction.

— Resource consumption: Sereralcomponentse.g.the Jini lookup serviceor the SDS XML
enginearerathercomplex systemsequiringreasonableesourcesn thenetwork. In contrast,
the peerto-peersystemssuchas DEAPspaceand Bluetooth/SDPhave beenoptimizedfor
resource-limitedystemssacri cing theabstractiordayerintroducedby the formersystems.

Summingup, differentapplicationdomainsmight have differentrequirementdor a spontaneous
networking technology Thereis often a certaintrade-of betweerthe distinguishingfactorslisted
above, makinggeneralstatementsiboutthe usefulnes®f thesetechnologiewvery dif cult. Smart-
cards for example,arenot supportedy ary of the previously presentedechnologies.

We now sketchhow suchan infrastructuremustlook like in orderto supportvery small and
resource-limitedievicesto properlyintegrateinto anervironment.

2.5 On the Necessity of Infrastructural Support for Small
Devices

Thetechnologiegor spontaneousetworking presentedn the previous sectionrequirea minimum
amountof computationatesourcesot offeredby mary mobiledevices.Figure2.3onthenext page
shaws the designspaceof suchdevices concerningtheir capabilitiesaccordingto threedifferent
dimensions.

* The rst dimensiondenoteghe amountof computationalbr processingpowera device has.
Herewe subsumehethreemainitemsCPU performancememorysize andsizeof persistent
storage, into onesingulardimension sinceusuallyall threeof themgrow at similar ratesas
devicesgetlarger.
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Figure 2.3: Mobile devicesdesignspace

« Along theseconddimensionwve considetheability to communicat@sanotherrelevantfactor
It includesbandwidth theunderlyingcommunicationtechnologyanddiscreteissuessuchas
on-vs. off-line operationandsupportfor uni- vs. bi-directionalcommunication.

« Thethird dimensionis autonomy an indicationof how dependent device is on supportof
its surroundingnfrastructure.Usually, autonomydepend®on the rst two dimensionsandis
thereforenottruly orthogonal Theshadedegionsaremeanto indicatethatthemorepowerful
adeviceis alongthe rst two dimensionsthe morethedeviceis likely to beautonomous.

As anillustrationof our designspacecertaindevice catgoriescanbe classi ed. This classi cation
givesa roughimpressionof the characteof thesedevicesandthe kind of supportthey needfrom
theinfrastructurefor properoperation.

— Sensors:Sensodevicesareequippedvith only minimal computingpower andmemorysize.
Their communicatiorfacilities are wire-basedor wire-less,e.g. Infrared. Thesedevicesare
pure information sources,cannotbe controlled or managedrom outside,and thus have a
uni-directionallink. Additionally, they may sendtheir informationin shorttime intervalsin
contrasto continuougransmission.

Typical examplesof suchdevicesarethe Infrared-emittersn the Active Badgelocationsys-
tem [WHFG9Z or sensordn medicalhealth-caresystemssuchas the temperaturesensing
device describedn [SA99.

To make useof thesedevices, appropriatereceversmustbe installedat every locationthey
areto beusedat. Informationprocessingccursoutsidethe devicessomavherein theinfras-
tructureand/oratthe applicationlevel.

— Actuators: In contrasto simplesensorsthesedevicesareableto receive commandshatcan
in turn controlthe device, or performactionswith the actuators.They implementa protocol
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thatcanbeusedto adjustparametersuchasrateof sensingpower managemengtc. Typical
actuatorsare o w control devices, e.g.valves,that are openedor closedby the actuator In
our designspacethesedevicesare probablylocatedin the light grey shadedareaof Fig. 2.3.
Many embeddedystemgrobablyfall into this category.

Sincesomeof thesedevices may not be constantlyon-line, e.g.for reasonof batterycon-
sumptionor aspect®f mobility, interactionwith thesedeviceswill mostlyhappervia aproxy
objectfor that device runningsomeavhereon a network node. This proxy knows aboutthe
on-line timesof the device and exchangegiatain both directions. The device proxy canbe
constantlyon-line and acceptccommanddor parametechanges.The proxy waits until the
next time the device is on-line andthentransmitsthe controlinformationto the device. It is
upto the proxy to implementa synchronousr asynchronousPlI for its clients.

— Information-pr ocessinglevices: For devicesof this category we canassumehatthey offer
enoughcomputationapower to performmostof the tasksincluding the integrationinto an
infrastructureon their own, thoughthey still might lack enoughmemory or bandwidthto
performresource-intense tasks. The dark shadedareain Fig. 2.3 might bethe placeto nd
devicesof this category.

State-of-the-afhandheld@ndPDAs arelik ely to fall into this category.

Althoughthe categorizationperformeds rathercoarse-grainede consideiit a valuableinstrument
to roughly sketchthe autonomyanddependabilityof a device from its surroundingnfrastructure.

Prediction on the Integration of Small Devices

Usually, devicesbelongingto the sensorandactuatorcateyory requiresomekind of supportfrom
theirinfrastructureto be spontaneouslintegratableinto environments.More generally onecanar
guethatthisis justatemporaryproblemthatvanishesautomaticallywhenthesedevicesareequipped
with morecomputationalesourcesan expectationthatis metwith mostof today's electronicarti-
facts.

However, asdevices grow the desireincreasego integrate other small devicesthat have pre-
viously not beenconsideredas integratable. Hence,our fundamentalpredictioncan be statedas
follows:

Ther will alwaysbe small deviceswith limited resoucesin termsof computational
power memorypersistentstorage, and eneigy consumptionthat require specialassis-
tancefromtheir surroundinginfrastructue.

The consequencef this statements thatthe problemof integratingsuchsmalldeviceswill always
be presentaindthatgenericsolutionsmustbe found.

2.6 Summary

In this chapterwe have createda vision of how userswill interactwith devicesandservicesn the
future. Themostimportantkeywordsdescribinghis vision arepenasive andubiquitouscomputing.

We have introducedthe conceptf spontaneousetworking which is a specialsub-problenof
thepenasive andubiquitouscomputingparadigm.The ServicelocationProtocolandJini have been
choserasprimaryevaluationtargetsto studycommonanddistinguishingfactorsof spontaneouset-
working technologiessuchas,centalizedor decentalizeddesign theservicedescriptionrichness
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performancescalability, security andresouce consumption Additionally, othertechnologiedor
spontaneouretworking have beenbrie y presented.

Basedon the obsenationthatthe supportfor very smalldevicesin the consideredechnologies
wasnotgiven,acharacterizationf thedesignspaceof smalldevicesaccordingo thedimensionof
the computationabhndprocessingpower, the ability to communicateandthe somavhatcorrelating
dimensionof autonomyof a device w.r.t. its surroundingnfrastructurevasundertalen. This design
spaceallows to roughly identify threedifferentdevice categyorieswhich aresensos, actuatos, and
information-piocessinglevices

Sincemary devicesfall into device catgyoriesthatrequirea signi cant supportfrom their sur
roundingervironmentto be spontaneouslintegratable a generapredictionwasformulatedsaying
thattherealwayswill be a demandto integratesuchsmall devicesinto local ervironments. This
issuewill befurtherdiscussedn Chapter4 consideringhe integrationof smartcardsnto local en-
vironments.

The small devices' designspacehasbeenpresentedn [KVZ99] togetherwith a possibleresearch
agenddowardssolutionsfor theintegrationof smalldevicesinto local ervironments.



Cha pter 3

Smartcar ds as Personal and Ubiquitous
Security Modules

Boss (calling Dogb ert's Tech support): \My keyboard is broken.
It only types asterisks for passwords."

Dogb ert: \T ry changing your password to ve asterisks!"

Boss (to himself ): \I hope | can rememb er it."

Dilbert comic,by ScottAdams 20011

3.1 Introduction

Although securitypracticesareoften comparabléo the oneillustratedin ScottAdams'comic,the
plot thatprecedeshis chaptetis de nitely somethinghatundermno circumstanceshouldbe consid-
eredasthe standardneansof securityin penasive computingernvironments.More concretelythe
comicdemonstrateseveraltypical securityproblems:

« It illustratesthe useof passwerdsthatare consideredo be a generallyweaksecuritymeda-
nism(cf. [And01, Chap.3]).

* It demonstratethe harmfulaspect®f socialengineeringn a security-sensitie domain.
* It shawvs anexampleof human(mis-)behavioumv.r.t. securitymatters.

In Chapterl we have brie y motivatedthe needfor reasonablgrotectionin mobile serviceusage
scenariof the future. Traditionally, mary of the securitymeasuresn digital worlds are based
on cryptography Thus,the computationof complex mathematicahlgorithmsin combinationwith
secretand sometimegublic keys will be fundamentatonceptdn the daily life of tomorrov. Al-
thoughmary peoplethink thatmostof the practicallyrelevantproblemshave beensolved, making
thingspracticallyusableandapplicablej.e. building an “interfaceto reallife”, is of atleastequal
importance.

The centralthemeof this thesisis to considerthis aspectof computersecurityandasa con-
sequenceave contribute with proposalsand resultsat the level of componentsarchitecturesand
protocolsto facethis problem.Hence this chaptercanbe consideredsthe methodologicatoreof
this thesissincethe remainingchapterdurther elaborateédeasandapproacheshat areintroduced
here.

1 Citedwith kind permissiorfrom Mrs. Heike Schmeling kipkakomiks GmbH, http://wwwkipkalomiks.de

21
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This chaptetris organizedasfollows: Section3.2 givesanoverview of the currentstate-of-the-arin
smartcardechnologyandconsidergypical applicationandtrustmodels.

Section3.3 considersanimportantissuewhich is the usageof smartcardén so-called‘hostile”
ervironmentsby revisiting relatedwork publishedhroughouthelastdecadeEssentiallytheresults
suggesthat currentlythereis still no practicalmethodknown, how userscansafelyinteractwith
smartcards$n suchernvironments.

In Sect.3.4 vedifferentdimensionf the designspaceof personakecuritymodulesareiden-
tied. We considertheseto be (a) the mobility and (b) the personalizationof the terminal, (c) the
co-locatedor remotepositioningof the smartcardas anotherdimension,(d) the protectionof the
communicatioink betweerthesmartcardandtheterminal,and nally (e)thedegreeof application
contmol exercisedby smartcarcandterminalasthelastdimension.

Basedon thedesignspaceopenedup, four designoptionsaffectingthe designof personakecu-
rity modulesareidenti ed in Sect.3.5. In particularthesearethe solutionsconcerning

(1) the spontaneousetworking capabilitiesof smartcards,
(2) theuseof trustworthy terminalsin hostileernvironments,
(3) theideaof awirelesssmartcarderminal,and

(4) theconcepbof amobile codeplatformfor smartcards.

For eachof theseapproachewe identify the partof thedesignspaceto which theparticularsolution
is applicableandcomparet to moretraditionalsmartcardisagescenariosThe comparisorshovs
thatthisthesisconsidersundamentallynew usagescenariogeadingto truely personasecuritymod-
ule for smartcards.

Section3.6 nally summarizeshe currentchapterandgivesa brief overview of the remaining
partsof this thesisthatprovide anin-depthstudyof the problemsapproachesndsolutionsfor each
of thefour designoptionsidenti ed in this chapter

3.2 Smartcar d Technology Overview

Smartcardsare the outcomeof thoroughresearchand engineeringduring the last threedecades.
Basically they canbepercevedassmallelectronic'safes”for digital informationimplementedisa
tiny computerin the shapeof a smallhardwaremodule.

Thissectiongivesa brief overview of thestateof theartin currentsmartcardechnologyconcen-
trating on the relevantaspectqiecessaryor the remainingpartsof this thesis. Furtherinformation
onthesetechnologicahrtifactscanbefoundin [RE97, Gut01].

3.2.1 A Brief History of Smartcar ds

The rst plasticcardfor cash-lespaymentsvasissuedby DinersClub™ in 1950andwasaccepted
by major hotelsandrestaurantst that time only. Lateron Visa™ and MasterCard@” alsoissued
cardsfor paymentservicesandcredit cardsbecamehe component®f a widely acceptegpayment
scheme.The securityof thesecardswas basedon the quality of the printing of logos, customers
name andcreditcardnumber

The next generatiorof identi cation cardsintroducedthe magneticstripeto electronicallyen-
codemore customers datain a machine-readablform. Sincemagneticstripescanbe easilyread
andoverwrittenthey could not be usedto storesecurity-sensitie dataandimproved maintenance
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Figure 3.1: Component®f asmartcard

andeaseof useonly. Thereforemostsecurity-criticalsystemsuilt aroundmagneticstripecardsuse
theinformationon the cardfor creatingan on-line connectiornto a backendsystem. Sinceon-line
connectionarecostly, secureoff-line solutionswereneeded.

In the 1960iesthe technologicaladvancesof micro electronicsallowed for the integration of
memoryandlogic circuits on small silicon discsof a few squaremillimetersof size. Theideato
implantsuchanintegratedcircuit into anidenti cation cardwasdescribedn 1968by the German
inventorsJuigen Dethloff and Helmut Gréttrup and appliedfor a patent[DG69] in Germary and
laterin the U.S.[Det7§. A similar patentwasappliedfor in Japann 1970by KunitakaArimura.
Later RolandMorenoappliedfor several patentdn Francestartingfrom 1974andthe development
anddeploymentof integratedcircuits of the necessargizefor reasonabl@riceswaspossible.

The rst majordeploymentof cardswasundertalenin 1984in Franceandlaterin Germaly for a
new typeof application— public phonecards.In thefollowing yearsseveralmillion deployedcards
werein use. Today an estimatechumberof 600 million smartcarddhiave beenissuedin the GSM
world for securelyauthenticatingnobile users.

3.2.2 Micro Processor Cards —Essence and Applications

In this sectionwe give a brief overview of currentmicro processosmartcards.

3.2.2.1 Card Architecture

Smartcardsare basicallytiny computers.Figure 3.1 illustratesthe componentsa smartcardcom-
prises.In particulartheseare:

— CPU: The mostimportantdifferencebetweena memorycard and a smartcardis that the
latter hasa programmablecentralprocessingunit. CPUscurrently rangefrom 8-bit micro
controllerswith a few MHz of clock frequeng to 32-bit RISC processorsvorking at much
higherrates.

— ROM: ROM is non-wlatile persistenmemorythatis usuallycheapto implementandcontains
the cardoperatingsystem.Typical sizesrangefrom 6kB to 128kB. Somemoderncardsuse
FlashROM asareplacemendf ROM for developmentpurposesThecontentof FlashFOM
memory can be updatedby specialloading protocols,e.g. to testnew versionsof a card
operatingsystem.Memory sizesof FlashFOM areusuallycomparabléo ROM.
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— RAM: SinceRAM is ratherexpensve to manufctureandconsumes ratherlarge portion of
silicon, typical sizesof modernsmartcardsangefrom 128bytesto 4kB. Accessto RAM is
usuallya magnitudefasterthanaccesso ROM or EEPROM. Therefore RAM is usedfor the
runtime control and datastack. SinceRAM is volatile storageit cannotbe usedfor storing
persistentata.

— EEPROM: In contrastto ROM, EEPROM is persistentput its contentcanbe changeddur-
ing operation. It is mostly usedfor persistentout alterabledataand dynamicallyinstalled
applications. Typical sizesrangefrom 4kB to 64kB. Insteadof EEPROM therehave been
recentlyprototypedsmartcarddasedon othermemorytechnologieffering up to 1 MB of
spacefor applicationsanddata. Hence,it is likely thatnew memorycapacitiesareavailable
in amid-term.

— 1/O-Block: Thel/O-Block offersserialcommunicatiorwith the outsideworld (1/0) andcon-
tainsotherlines for externalclock (CLK), cardreset(RST), power supply(Vcc), andground
(GND).?

The previoustechnicalspeci cationscover standardsmartcardsvhich comein the form factorof a
creditcard.Othersmartcard-lile devicessuchastheiButton™ [Dal0Q] offer about1 28kB of battery-
poweredRAM insteadof EEPROM andadigital clock. TheiButton comesn avarietyof new form
factorssuchasbuttonsandrings which arenecessaryo meetthe additionalspacerequirementiue
to the size of the battery Anotherrecentlyemeging type of smartcard-lile device are Universal
SerialBus (USB) tokensthatareequippedwith a USB interfaceto be attachedo a PC. They have
differentexternallinks but mostof themareotherwisecomparabldgo smartcards.

3.2.2.2 Smartcard Essentials

Micro processorcardswere rst usedin the Frenchbank card startingin 1984. The possibility
to storekeys secretlyin the card and perform cryptographicalgorithmsleadto off-line payment
schemesvith high-level security Smartcard$asicallyoffer acombinationof

* asecue andtamperresistantstoragdor, e.g.,cryptographickeys,
« theimplementatiorof unobservablalgorithms(in particularcryptographialgorithms),and
* mobility sincesmartcardsanbe easilycarriedaround

that make smartcardanideal device for off-line aswell ason-line systems.Putin otherwords,a
smartcardillowsto storea secretandperformcomputationsvith thatsecretwithoutrevealingit. For
goodreasonshetermtamperproof hasbeenavoidedsincesereralsuccessfuattackson smartcards
such as differential power analysishave beenreportedin the past,e.g. [AK96; Koc96 AK97].
Designprinciplesto avoid suchattacksare,for example,describedn [KK99]. An overview of the
notionsof tamperproofnesandtamperresistancés givenin [Sch0Q Chap.14].
Currentsmartcardimplementa numberof cryptographicalgorithms(cf. [Sch9 MOV97])
suchasDES (ECB and CBC modes)and Triple-DES (3DES) that can be easilyimplementedor
the 8-bit micro controllers.Dueto performanceeasonRSA is usuallyavailablethroughan addi-
tional cryptographiccoprocessorElliptic curveCryptagraphyis alsosaidto be supportedn future
smartcardsinceit is computationalljessexpensvethanotherpublic-key cryptographialgorithms.

2 Theexactpositionsof thesecontactson a plasticcardarespeci edin 1ISO7816-2[IS088].
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Pseudaandomnumbergeneratorare available for computingcryptographicchallengespadding
data,etc. Furthermoremary moderncardsalsoimplementamessagéigestalgorithmsuchasMD5
[RFC132] or SHA-1[FIPS95.

3.2.2.3 Smartcard Applications

Sincesecureandpersistenstorageon onehand,andcryptoalgorithmsontheotherhandarethe key
bene tsof smartcardsthey aremostlyusedin security-criticalapplicationdomainssuchas,but not
restrictedo

« identity cards(personalnformation),

» accesgontrol (buildings,rooms,computersmobile networks, servicesgtc.),

* securalatastoraggmedicalinformation,cryptographidkeys, etc.),

« electronicsignaturesand

« electronicwalletandbankingcards(monetaryvalues Joyalty systemsetc.).
Today smartcardfiave becomesmall,but penasive computersisedall overtheworld. Furthermore,

the pasthasshavn that the more smartcardsare capableof, the more applicationdomainshave
emeped.

3.2.2.4 Card Operating System
Smartcardperatingsystemareresponsibldor thefollowing tasks:

» Datatransmissiorto andfrom smartcard,

« controlof the executionof commands,

* le managementnd

* managemerandexecutionof cryptographialgorithms.

Basically smartcard®perateasasenerin atraditionalclient/sener systemasfollows:

1. Request A requestontainingacommando be executeds receivedby the /O managewia
the serialinterface. Error correctiondueto transmissiorfailuresareusuallydirectly handled
by the /O manager

2. Processing Thecardinterpretsandsubsequentlgxecutegherecevedcommand Statetran-
sitionsmay occurduring computation.A messagingnanageis usuallyresponsibldor ap-
propriatede-andencodingof messagesA commandnterpreterdecodeshe commandsand
triggersappropriateactionsto performthe interpretation.The returncodemanagetakesthe
resultof theinterpreters computatiorandgenerates correspondingeturncode.

3. Response After the cardhasprocessedhe commandhe returncodeandcomputeddataare
returnedo the outsideclientvia thel/O manager

Smartcarccomputation®nly occursynchronoushafteranappropriateequeshasbeenissuedo a
card.Hence smartcardarereactivedevicesthatarenotableto proactivelyinitiate externalactiities
ontheirown.
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Figure 3.2: Structureof anapplicationprotocoldataunit (APDU)

3.2.2.5 Smartcard Comm unication

We brie y introducethe mostbasiccommunicatiorprinciplesof ISO-compliantsmartcards.

Transmission Protocols T=0and T=1

Communicatiorto andfrom the cardto theterminala smartcards attachedo occursvia the serial
interface. The electronicsignalsand transmissiorprotocols(cf. OSI physicallayer 1) of smart-
cardsare standardizedn 1SO7816-3[1SO89. It speci esbasicelectroniccharacteristic®f inte-
gratedcircuit cardsandpower neededor datatransfer Furthermoreit speci esthe structureof the
answerto-reset(ATR) anddescribeshe datatransmissiorprotocol T=0 (cf. OSl datalink layer2).
Amendmentl [ISO97 of ISO7816-3describeshe frequentlyusedblock transmissiorprotocol
T=1.

Application Protocol Data Unit (APDU)

The entire dataexchangebetweensmartcardand terminal takes place using so called application
protocoldataunits(APDU) asspeci edin ISO7816-4[1SO94]. Thestructureof anAPDU is shaovn
in Fig. 3.2. They consistof a so-calledclassbyte(CLA), theinstructionbyte (INS), two parameter
bytes(P:, P,), alength eld (Lc) of thedatasentto thecard,thedata eld, andalength eld (Le) of
the datasentbackfrom the card.

Thedata eld of anAPDU is oftenstructuredaccordingo the abstract syntaxnotation(ASN.1)
asde nedin [ISO904 and[ISO90H. Thisencodings basednatriple (tag, length value) or TLV
with tag specifyingthe type of data,lengththe lengthof the data,andvaluethe actualdata. With
differentkindsof “container”tags,arbitrarynesteddatastructuresanbe described.

Answer to Reset (ATR)

After bootingthe power supply the clock andthe resetsignal,the smartcardsendsout an answer
to reset(ATR) at the I/O pin. This datastring, up to 33 byteslong, is always sentand contains
variousdatarelevantto the transmissiorandto the card. An interestingportion of the ATR arethe
historical characters or historicals The historicalsare not prescribedoy any standardout mostly
they containinformationaboutthe smartcardjts operatingsystem,versionnumber etc. Besides
the ATR, ISO7816-4[1SO94 de nesanATR le with the le ID “2F01', that may containfurther
informationaboutthe ATR.

TheATR andtheATR le playanimportantrole for theintegrationof smartcardinto localnetworks
whichis the mainthemeof Chapter.
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3.2.3 Standar d Issuance Models for Smartcar ds

Most of thesystemghatmake useof smartcardganbe catejorizedas“single-applicatiorsystems”.
This meansthat a dedicatedapplicationsuchasbanking,electroniccash(cf. [Gen99), electronic
signaturecreation,public transportatiorsystemsgetc. usea dedicatedsmartcardhatis issuedfor
the solepurposeof implementinghis application.

Issuance Players

Theplayersinvolvedin sucha systemarethefollowing:

— Card manufacturer: The manufcture? usuallyimplementsthe card operatingsystemand
performsthe packagingf a smartcardvhich usuallyincludes

» embeddinghe coreintegratedcircuit into plastic;
« loadingtheoperatingsysteminto the ROM,;
* loadingthe EEPROM with appropriatedata,e.g. le systemetc.;

« optionally performsomepersonalizatiofin cooperatiorwith the cardissuersuchaskey
installationandmanagement.

The manufgctureris usually not further involved in the actualoperationof the application
itself.

— Card issuer: Theissueris the operatorof the systemandthe applicationthe smartcards a
componenbf. Typical examplesarebanksissuingbankingandelectroniccashcards,mobile
operatorgssuingGSM SIM cards etc. They usually

* personalizehe cards— sometimesn cooperatiorwith themanufcturer
* issuethe cardsto the subscriberandclients,

 operatghesystemandapplicationge.g.runthemobilenetwork whichincludestaskdlik e
billing in caseof themobile operator

The issuerusually hassomekind of contractwith the card holder that establishes legal
relationshipbetweerboth.

— Card holder: The card holder usesthe card obtainedfrom the issuerto participatein the
applicationor system,e.g.insertsthe SIM cardinto the mobile phoneto make phonecalls
with.

Summingup, from the perspectie of the card holderthe smartcad essentiallyis the application
sincea card is only usedfor one particular application For eachapplicationa client obtainsa
new cardform theissuerunningtheapplication.Theconsequencesr theholdersarewell-known:
Everybodycarriesaroundasigni cant numberof cardsandeverybodywonderswvhy theapplications
in usecannotbeintegratedinto only a smallnumberof multi-applicationcards.

Thereasondor this aremanifold and (non-)expertsin this areagive several possiblesubjectie
explanations?

3 Someof thebestknavn nameshereareGemplus™, Schlumbeger™, Gieseck & Devrienf'™ , Oberthuf™, Dela Rué™,
Orga™, Sete¢“, andSagem™.
4 Furtherinformationon the smartcardusinesssectorconcerningsomeof theseissuescanbe foundin [Ovumg9].
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« Multi-applicationcardsare expensve, andissuancecanonly be doneif a critical amountof
applicationds foundto beloadedontosucha card.

» Theapplicationandtrustmanagementith multi-applicationcardsis not easyto solve, espe-
cially thelegalissuesseemnotto beeasilysolvable.

« Marny companiesare not interestedn being “integrated”into a multi-applicationcard due
to brandingissuesithey areinterestedhattheir customersarry a cardwith the companies'
logo’

Thetrustmodelsin systemsisingsmartcardsirebasicallysuchthatthe cardholdertruststheissuer
to enforcea policy thatis somehav partof the mutualcontractbetweerthem. As anexamplea user
trustsher mobile operatorto correctly performthe billing and not chage the userfor phonecalls
thatwerenot made.Sincethereis no differencebetweertheissuerandthe applicationthe situation
is quitesimple.

In multi-applicationervironmentghough the situationbecomedifferent. Sinceonly oneentity
is ableto actuallyissuethe cardtheremustberelationshipdetweeranissuerandthe otherservice
providersrunningapplicationsn thecardholder's smartcardWe will comebackto this problemin
Chapter7.

3.3 Smartcar ds in Hostile Environments

As hasbeenpreviously notedsmartcardsrecurrentlyusedin conjunctionwith a particularapplica-
tion only. This furtherimpliesthatthe card's surroundingnfrastructures alsoreasonablyrustwor-
thy. Consideyfor example theuseof asmartcardn anATM. Fromthebank's perspectiethe ATM
is consideredo bereasonablyrustworthy andaslong asthe cardis usedin the contet of anATM
thisis not a problemfor the bank. Furthermorethe bankusuallyimplementameasureshatdo not
allow to make useof their smartcard$n othercontetsthanthe ATM.

If smartcardshowever, arenot boundto a particularapplicationbut insteadare usedat differ-
ent placesin differentsituationsthe smartcards ervironmentmustbe investigatedundersecurity
considerationsSeveralresearchgroupshave studiedthis problemof usingsmartcards$n untrusted
ervironmentsduringthelastdecade.

Abadietal. [ABKL93] considetthelack of a clockin asmartcardascrucialshortcomindor the
creationof electronicsignatures.They enumeratdhat“...the smart-cad can no longer geneate
secue timestampdor its certi cates, andit cannotched that other certi cates havenot expired”
Furthermorethey arguethat”...a variety of replayattadks becomepossibleunlessthat card can
obtainthetimesomehow?® They presentifferentprotocolsfor authenticatioranddelegationbased
on ideal smartcardscontaininga display and a keyboard. Additionally, they presentthe idea of
securelyenteringthe PIN if the smartcards in control of a securedisplay by the card shoving a
one-timepassword thatthe users‘'modi es” into the PIN by enteringa seriesof “+' and nextdigit’
operationssia the (possiblyuntrustedkeyboard.

5 Otherapplicationareassuchase-go/ernmen@andhealth-carseemotto suffer from theseproblems TheEuropearCom-
mission for example hasstartedheeEuopeinitiative [Zob01; CECO0Jaimingatthe“harmonizatiorof smartcad-based
infrastructuesacrosssectos by building a consensufor compatibility, and*“stimulatinginter-sectorcoopeationto en-
courage interopembility”. The Commissiors initiative seemgo pave the way for otherattemptsdriven by governments,
e.g.Austria's Burgerkarte[Ott01].

6 They donotfurtherconsidetthatthelack of aclock alsoimpliesthatit is not possibleto performusefuldifferentialtiming
measurementseededo detectarti cial slov-down in the delivery of messagefom atimestampingservice.
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YeeandTygar[Yee94 YT95] morepreciselysketchthe generalproblemof the privatecommu-
nicationpathbetweena securecoprocesso+ suchasa smartcard- andthe userwithout, however,
offering new solutions.

Gobioff etal. [GSTY94 furtherinvestigatehedirectcommunicatiorproblemdueto thesmart-
card's lack of userl/O andproposeschemedo substitutesecurenput (to entera sharedsecretinto
a smartcardwith secureoutput(to communicatesharedsecretdrom the cardto the user)andvice
versa. However, their schemesare not applicablefor practicalusesincethey requirethe userto
performmanualcomputationgo communicatavith the cardusinga sharedsecret.

Stabell-Kulg [SKOQ] considergshe problemof smartcardsn hostile ernvironmentswith a spe-
cial focuson electronicsignaturecreation. He statesthat the basicproblemof smartcardss that
thereis no securechannebetweerthe smartcardandthe usersinceall messagepassthroughsome
(potentially malicious)machinery Basically dataintegrity is the core of the problemthat either
requiresauthenticate¢hannelsor secretinformation. The approachconsidereccomprisesan ad-
ditional trustedthird party supportingthe userand his smartcardhat signsa statementhatit has
veri ed a signatureit recevved from the users card. Furthermorejt sendsa transformatiorof the
signedtext (somekind of messagauthenticatiortode)to theuserwho canthenmanuallyverify that
the cardactuallysignedthe dataintended.Subsequentlyhe userdisclosesa secrethatis necessary
to unwrapthe signatureandmale it availablefor therecipient.Similar to Gobioff etal. his solution
requiregheuserto performmanualcomputationsndis applicablefor smalltexts only with asmall
numberof symbolsin the document alphabet.

Summingup, it seemghatuntil now theredoesnot exist a practicalsolutionto this problem.There-
fore, the trustworthinessof the critical pathbetweerthe userterminalandthe smartcards of vital
importanceto ary securitymechanisnbasedon smartcards Otherwise exactly this link becomes
one of the mostvulnerablepartsof the whole systemthat might be the rst targetfor a potential
attacler.

3.4 Design Dimensions of Smartcar ds and Terminals

Apart from the hostile ervironmentproblem,smartcardseemto be ideally suitedto becomeper
sonal securitymodulesof the future. They can be usedas safe containersfor security-sensitie
cryptographidkey materialandcanbe carriedaroundfor theusers'corvenience.

Trustworthiness of Smartcards

Themostfundamentahssumptionsf theideaof a personakecurityervironmentis the trustworthi-
nessof thesmartcard This trustworthinesds basecn severalissues:

— Tamper-resistantdesign: The tamperresistancef a smartcardnustbe guaranteedy the
card's design.This includesthe non-obserability of the memorycells, on-chipbus systems,
CPU,etc. Furthermoretheimplementealgorithmsshouldbeunobserableandthesmartcard
shouldbein possessioonf anunpredictableandomnumbergeneratoimplementation.

— Card production process: The card productionprocessmust meetthe tamperresistance
designgoalsandavoid theintroductionof arny kind of trap-doors.

— Card-r esidentapplications: Besideghe hardwareandthe card's operatingsystemall card-
residenapplicationsnustbesubjectedo a carefulsoftwareengineeringprocessThisprocess
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sometimegvenrequiresthe (formal) veri cation of theapplicationgo prove certainsecurity
properties.

— Card issuance: The cardissuanceprocessmust guaranteghat no manipulationof a card
canoccuruntil the cardis deliveredto the enduser This includesalsoa properandsecured
personalizatioprocess- possiblyat a point of sale— thatmustguaranteghatonly certi ed
applicationsaanddataarebroughtinto the card.

— User diligence: The useris responsiblgo appropriatelycarefor the device, e.g. avoiding
accesdy otherpeople,or passingauthorizatiorinformationsuchasPIN numbers.

Theabove requirementdiave to be metby all smartcardshatareto be usedwithin the context of a
personakecuritymodule. However, theserequirementshouldbe consideredeyond the scopeof
this thesissincethey aremostlyenforcedtoday

Smartcard Personalization
The smartcardactsasa personakecuritymoduleif oneor moreof thefollowing criteriaaremet:

« It containsoneor moreprivatekeysin a public key crypto-systenthatareboundto theusers
identity.

* It containsoneor moresharedsecretkeysin a symmetriccrypto-system.

* It containspublic key certi catesof peers(personshosts,servicesgtc.) thatareconsidered
to betrusted.

* It containsothersecretinformationnotintendedfor public usesuchaselectronictickets,e.qg.
in theform of authorizatiorcerti catesor capabilities.

Onetypical personalizatiof a smartcards thatthe cardis atamperproof containerfor its owner's
secretkey in apublickey crypto-system.

Althoughideally suitedfor personalizationit hasbeenobseredthat smartcardaloneare not
sufcient from a security perspectie sincethey lack reasonablaiserinterfaces. Thereis some
researctanddevelopmengoingonto equipsmartcardsvith smalldisplays clocks,andkeypadsbut
for mary applicationdomainghis will notbesufcient for atleastthefollowing reasons:

* The amountof informationto display will not t on the small displaysprovided by such
“super”-smartcards.

» Thedisplayandkeyboardmountedmnostlikely will belesstampefresistanthantheintegrated
circuititself andthusbe subjectto attacks.

« Somesmartcardsuchasplug-in cardslike GSM SIMs areembeddedhto anotherevice and
not directly exposedto a user Hence,thereis no opportunityfor equippingsuchcardswith
someinputandoutputfacilities.

Hence,for practicaluse,suitableterminalsmustbe usedin orderto properly“control” and make
useof smartcards.A personakecuritymodulethereforecomprisesa personalizedsmartcad and
aterminal Furthermorethe overall securityof a systemconsistingof thesetwo componentwill
alwayshave to take the securityandtrustworthinessof the terminalinto account.

In our approactpersonalizations de ned asfollows:

Personalizationis a processduring which informationis broughtinto a device This
informationmalesa statemenabouta device's peeror is actually propertyof the peer
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Dimension Domain
(& Mobility of terminal {mobile non-mobilé
(b) Personalizatioof terminal {personalizegdnon-pesonalized
(c) Placementerminal/card { co-locatedremoté
(d) Communicatiorprotection {unpmtected protected
(e) Applicationcontrol terminal . .card

Table 3.1: Designoptionsof terminal-andsmartcard-basegersonakecuritymodules

Basically it depend®n the informationbroughtinto the device that decidesaboutthe relationbe-
tweenthedevice andits correspondingeer Think of ausers creditcardnumberthatis safelykept
in asmartcardandonly givento othertrustworthy partiessuchasshops.In this particularexample
theuseris the smartcards peer

Sincewe areinterestedn how personabndubiquitoussecuritymodulesshouldbe designedve
separatelyonsidettheissuesaslistedin Tah 3.1.

Ourmethodologicahpproacltonsidersheseassuesasfundamentatlimensionspanninghede-
signspaceof personakecuritymoduleshasedn smartcardsEachof these'axes”is now discussed
throughouthefollowing sections.

3.4.1 Mobility and Personalization of Terminal

In contrastto smartcardsterminalsare not consideredo be tampetresistant.Whereashe smart-
cardsavailabletodayhave demonstratethatit is indeedpossibleto protecta smallintegratedcircuit
to a reasonablalegree,the protectionof a “larger” device with input and outputfacilities is still
beyondtoday's engineeringpracticefor the massmarket. Thusthe trustworthinessof the terminal
aspartof apersonabkecuritymoduleis critical for the overall securityof sucha systemandassumed
to begivenfor any terminalusedto access personalizegmartcard.

Furthermoredependingon the concretecapabilities the price of off-the-shelfsmartcardsvith
cryptographicsupportis somevhatarounda few Euroto a few tensof Euro. Terminals,however,
arestill devicesthatareat leastone orderof magnitudemore expensve thansmartcards.Thus,a
personakecuritymodules price mostlywill dependon the costof the terminalandnot the costof
thesmartcardOur working hypothesiss asfollows:

Therelationshipof roughlyoneorder of magnitudebetweerthe price of smartcadsand
terminalswill notchange signi cantly in the mid-termfuture.

As a consequenceye believe for practicaland economicreasonghat any approachand proposal
for a personalsecuritymodulemusttake into accountthat off-the-shelfdevices suchasinforma-
tion appliancedik e personabigital assistantsnobile phonesgetc. or public terminalssuchasWeb
browserswill beusedasterminals.

Basically we candistinguishbetweemmobile andnon-mobileterminals both of which will be
considereasfront-endso personalizedmartcardén the courseof thisthesis.
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Mobile Terminals

Peoplegetmoreandmoreusedto carryaroundmobileappliancesuchasmobile phonesandPDAs.
Thus, it canbe safely assumedhat mary mobile userscould potentially use sucha device asa
terminalfor their securitymodule— the smartcard.A furtherassumptiorwith mobile terminalsis
that they are somehav ownedor even personalizedy the userandthatthey areto somedegree
trustworthy devices. This requiresappropriateuserdiligenceandphysicalcontrolover thedevice to
avoid tampering.

Estimatingthe trustworthinessof mobileterminalsis generallya hardproblem.However, there
exist studiesnvestigatinghe securityfeaturesof currentoperatingsystemgor PDAs. For example,
Eckert [Eck0]] analyseghe securityfeaturesof the PalmOS", Windows CE™, and EPOCR5™
operatingsystemsandconcludeghatauthenticatiormndaccesgontrolimplementedn thesetargets
of evaluationarepoorlyimplementedr evennon-existing.

Mobile phoneson the otherhandhave beenuntil recentlybasedon closedproprietaryoperating
systemsThesesystemoftendid notoffer any directaccesso applicationsanddataavailablein the
device. However, thisis alsoaboutto changesincenewver mobilephoneffer applicationplatforms
basedn the Java ervironment. Thus, it is likely thatmobile phoneswill soonreacha development
stepthatmakesthemasvulnerableasPDAs or computersaretodayto differentsortsof attackssuch
asvirusesandmanipulation.

Non-Mobile Terminals

Anotheroptionis to usenon-mobileterminalsfor accessinghe card. Usersdo not carry their own
terminalaround,but ratherusethe terminalsavailable at a particularsite wherethey are aboutto
performasecurity-criticaldecision.This is similar to the “hostile ervironment”problempreviously
discussedn Sect.3.3. However, theremight be situationsin which the userhassomecon dencein
theterminaldependingpn theimportanceof the decisionto be made.For example,it mightwell be
the casethat a userperformsa high-wolumestocktransactiorfrom a terminalat her homebut not
from apublicly availableterminalin a shoppingmall.

Dependingon the securitycharacteristicsf theterminalandthe multi-useraspectsnon-mobile
terminalsareprobablylessoften personalizedhanmobileterminals.

3.4.2 Placement and Comm unication betw een Terminal and
Smartcar d

Communicatiorbetweerthe terminalandthe smartcarccanbe subjectto protectionbasedon two
differentapproaches:

— Physical co-location: In this casethe terminaland card are directly attachedo eachother
without ary intermediateparty Typical examplesarea GSM SIM insertedinto a mobile
phoneor asmartcardnsertednto an ATM.

— Remotelocation: In this casetheterminalandcardcommunicatever a potentiallyinsecure
communicatiorchannel. This type of operationis usually not found todayin combination
with auserterminal. However, a nice exampleof communicatingvith aremotesmartcardare
the mobile operators'over-the-air serviceghatoften usecryptographianeasureso yield an
end-to-endsecurecommunicatiorchannebetweerthe operatorsnetwork elements- though
notcountingasa userterminal—andtheir SIMs.
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In the former casethe physicalprotectionof the link mustbe guaranteedwhereasn the latter case
appropriatecommunicatiorprotection e.g.basedn cryptographyshouldbe used.

We presentapproachefor bothoptionsin the courseof this thesis.

3.4.3 Application Control

Sincethe securitymoduleof interestcompriseswo components-terminalandcard— bothof which
aretiny computerseachof themcouldbethedevice “running” and“driving” theapplication.Distin-
guishingthesecaseanay seemstrangesinceboth canbe consideredisdevicesactingconcurrently
andexchangingmessagewith eachother The standardusagepattern,however, is thatthe appli-
cationis hostedin the terminalor evena further componentindthatthe smartcarcperformssome
computatiorin responseo a particularrequest.

Hencethecardcanbeconsidereésbeingmore“active” if theactualmessagesxchangedesult
in a communicatiorlink thatis end-to-endsecuredbetweenan external party and the smartcard.
If the smartcardthen usesa particularterminal asits input and output device only, the cardcan
be consideredo “conduct” the interaction. Thus, the relationshipbetweenthe terminal and the
smartcarccanbecharacterizedependingn theactualplacemenbf functionality, i.e. card-resident
or terminal-resident For example,the creationof an electronicsignatureis divided into several
sub-tasks:

(a) fetchingthedocumento sign,

(b) displayingthedocument,

(c) userinteractionto accepto signthedocument,
(d) computingthe hashof thedocument,

(e) electronicallysigningthe documentshash,and
(f) returningtheelectronicsignature.

In this exampletasks(b) and(c) have to beperformedby theterminalsinceit is theonly component
suitedfor I/0, andtask(e) hasfor legal issuesto be doneby the smartcard.Tasks(a), (d), and(f)
canbearbitrarily shiftedbetweertheterminalandthesmartcard Thus,if thesestepsaredonein the
terminalthe cardappeardo be controlledby theterminal,whereasn the othercasethe terminalis
controlledby the card.

Most of the smartcardapplicationsn usetodayfollow the paradigmof amore“passve” cardanda
more“active” terminal. Oneof the contritutionsof this thesisis to investigatehow smartcardean
be mademoreactive andwhatthe securityimplicationsof suchanapproactare.

3.5 Design Options of Personal Security Modules

This sectiondiscussethedifferentdesignoptionsthathave beenidenti ed ascentralto theproblem
of architectingpersonakecuritymodulesfor mobileusers.
In the previous sectionwe have characterizedhe relevant dimensionsof a designspacefor
personakecuritymodulesbasednthedistinctionbetweera smartcardandits terminal(s).
Thesedimensionshave guidedour analysisasto which designoptionsare neededo architect
personakecuritymodulesfor mobile users. Essentially eachdesignoption providesa solutionto
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Figure 3.3: Designspaceof personabkecuritymodulesaccordingo Tah 3.10npage31: (a) mobility
and (b) personalizatiorof terminal, (c) placemenbf terminal and smartcard.and (d)
communicatiorprotectionbetweerterminalandsmartcard.

ageneralproblemin the designof a personakecuritymodule. Eachof thesesolutionswhich have
alreadybeenbrie y introducedn Chapterl is now discussedndividually basedon

 aproblemdescription,
* asolutiondescription,
« anindicationto which sub-spacef the overall designspacethe solutionis applicableto, and

« which particulardesignareathe prototypematches.

We referto theoverall designspacedepictedn Fig. 3.3to identify theareain thedesignspacesach
solutionandits particularprototypecanbefound.

Design Space Considerations

We do not considetthe partof thedesignspacethatis characterizedsremoteandunprotecteqsee
lowerrow in Fig. 3.3denotedvith * '). Thereasonis thatusingsmartcardsemotelyfrom aterminal
without ary protectionmechanismss consideredinsafe.lt is impossibleto achieve any bene tsin

termsof securityandthereforethis caseis not furtherinvestigated.

Theupperright cornerof co-locatecandnon-mobileterminalsdenotedwvith © ' coversthemore
“traditional” type of smartcardisage Examplesof suchusagescenariosreabank's ATM, ahome
bankingscenariavith aPCandanattachedsmartcardeadera Eurochequer cashcardterminalat
aparticularpoint of sale.
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Al: A Spontaneous Networking Framework for Smartcards

Problem: The problemunderlyingthis approactis motivatedby the usecasethata mobile useris
only in possessionf asmartcardvithoutary terminal. To beableto communicatevith the personal
cardthe userhasto make useof terminalsavailableat a particularsite. However, the useris faced
with a generalusagedilemmadueto the factthateitherthelocal terminalknows how to talk to the
smartcardn the level of smartcardAPDUSs, or the cardis ableto offer its servicesat a reasonably
high level to potentialapplications.

The former approachs in our opinion not very interesting,however, the latter is facedwith a
particularproblem: Sincesmartcardsrevery limited devicesin termsof computationapower and
communicatiorbandwidththey needsufcient supportfrom their infrastructureto allow for their
spontaneoustegration.

Solution: TheresultingJiniCard framework presentedn Chapterd comprisesan architectureand
suitableprotocolsto bootstrapghe smartcardafterinsertioninto a speciallyequippedso-calledcard
terminal

The solutionbuilds uponthe idea of usingmobile codeasan enablingtechnologyto comple-
mentthe card-residentesourcesvith off-card resourcesn a dynamicway. Uponinsertionof the
smartcarahe surroundingnfrastructureenableghe smartcardo bootstrapmobile objectsthatrep-
resentthe cardandits services.Thus,the framavork essentiallyde nes a spontaneousetworking
technologyideally suitedfor smartcards.

Application: ApproachAl is essentiallya designoption applicableto the mobile and hon-mobile
terminalvariantsof the designspace.It solvesthe problemof a remotecardproviding serviceson
anetwork. Hence the useraccessea local andnon-mobileterminalthroughwhich communication
with the smartcardccurs. Theterminalandthe smartcarddo not needto be physicallyattachedo
eachother Thisfactis indicatedby cell A1 andits variantA1V1 consideringhe specialcaseof a
personalizederminal.

JiniCardcanalsobe usedin a co-locatecconstellatiorof the users terminalandthe smartcard.
However, this region is alreadycoveredby the “traditional” type of smartcardisageat non-mobile
andco-locatederminalssuchasabank's ATM, ahomebankingscenariavith aPCandanattached
smartcardeadera Eurochequer cashcardterminalat a particularpoint of sale.Hence the gure
illustratesthatthedesignoptionsof a personakecuritymodulesomeha “leave” thetraditionalarea
of smartcardisage.

A2: A Personalized and Trustworthy Mobile Terminal

Problem: Thegenerabroblemsolvedby this approachs how smartcardganbe usedn hostileen-
vironmentsvherethe userdoesnottrustary of theterminalsthatarelocally availableata particular
site.

Solution: The PersonalCard Assistanf{PCA) presentedn Chapter5 demonstrateeow PDAs can
be usedastrustworthy mobile terminalsto accesghe securityservicesof a smartcard.Hence,the
basicideais that the userscarry and usetheir own personaltrustworthy terminalsinsteadof the
locally availableones.

Furthermoreterminalandsmartcardarecryptographicallffinkedtogetherusingsuitableproto-
colssuchthatno componentanbeusedwithout the otherto performa security-sensitie operation.
Putdifferently, the PDA is the smartcards peerandthe cardis personalizedavith the PDA's public
key andviceversa
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Application: Thetrustworthinessaspecbf the PCA is not directly presentablén the designspace
depictedin Fig. 3.3 on page34. Besideghis shortcomingthe cardmay be co-located seeA2V1)
but the presentedolutionis designedor the more generalcaseif the smartcards insertedinto a
public cardacceptancdevice andthe PDA performsremotecontrol of thecard. Thus,approachA2
actuallysolvesthecommunicatiorproblemin the presencef a personalize@ndhighly trustworthy
terminal.

TherelatedvariantA2V2 considerghe unpairedversionof A2 thatdoesnot cryptographically
bindtheterminalandthe smartcardogetheri.e. A2 without pairing.

A3: A Mobile Terminal with a Wireless Mobile Comm unication Link

Problem: The third approachis a solutionto the problemhow personalkecuritymodulescanbe
usedvirtually anywhereandarytime. Someinteractionbetweerthe useranda serviceprovider, for
examplevia phoneor wheninteractingwith aninternetshop,might not allow for adirectcommuni-
cationlink to thesecuritymodule.

Solution: The WebSIM solution (Chapter6) builds uponthe idea of a wirelesssmartcardreader
in the shapeof a mobile phone. A GSM phone,for example,can be consideredas mostly on-

line andit alreadycontainsa smartcard- the Subscribeddentity Module (SIM). More concretely
we have madesmartcardseachabldrom the Internetby meansof a suitablearchitectureandthe

implementationof a tiny Web sener in a SIM. This allows a SIM to appearas an ordinary Web

sener on the Internet. OtherInternetnodescan connectto the WebSIM usingthe HTTP protocol
whichis transparentlforwardedto the SIM of a mobile user It canamongothersactasa security
senerthatbringsthesecurityinfrastructureof the GSMworld into the Internet.Hence the personal
securitymoduleof a useris accessiblérom the Internetarnytime andanywherethe useris currently
located.

Application: The approactis applicableto mobile terminalswith a wirelesslink thatdo not need
to be personalized Furthermorethe solutionis particularly usefulwith co-locatedsmartcardsi.e.
smartcarcandterminalaredirectly attachedo eachother

Variantsof approachA3 canalsobeidenti ed in Fig. 3.3 on page34. ApproachA3V1 is a
WebSIMthathasa co-locatedandadditionallyprotecteccommunicatiodink betweerterminaland
smartcard.VariantA3V2 additionallyusesa personalizederminal— which today's mobile phones
arealreadyto a certaindegree.

A4: A Personalized Smartcard that allows for the Execution of Mobile Code
supplied by a Service Provider

Problem: ApproachA4 stepsoutsidethe boundariedrawn for the designspaceof Fig. 3.3 on

page34. Essentiallyit is orthogonalto the other approachesnd canbe appliedto all of them

individually. Thereforejt is notshovnin thecorrespondinggure. A4 is theresultof anattemptto

correcttwo drawbacksin the WebSIM design. In particularthesearethe missingfeaturesfor end-
to-endsecurity transactionabehaiour onthe mobile device,andbettersupportfor non-repudiation
on mobile devices. Approache#A1-A3 arebasedon the conceptof a smartcardhatexecutescode
on behalfof its user However, value-addedservicescan additionally bene t from a smartcards

securitycontet if the smartcardcontainsan executionplatformfor mobile codeoriginatingfrom a

serviceprovider.

Solution: The SIMspealplatform (Chapter7) demonstratea platformfor the executionof mobile
codewithin a smartcardwith a particularfocuson GSM SIMs. The approactcomprises runtime
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executionplatformfor mobilecode,aprogramveri er, andsuitablemechanismshatallow aservice
providerto “rent” securestoragdan asmartcardlt introducesa new trustmodelsinceboththeuser
and the serviceprovider musthave sufcient con denceinto correctimplementatiorof the card's
executionplatformandruntimeervironment.

Application: This platform elaborateshe ideaof shifting asmuchfunctionality aspossibleinto a
smartcardoy providing a platformthatallows a cardto “conduct” the applications.Basically this
openaup new applicationdomainsandleadsto improvementsn theway how non-repudiationn the
form of electronicsignaturess achieved. In particulartheseare

« card-controlledlocumenpresentatiomndhashcomputation,
* recipient-basedignaturecomputation,

« trustedthird partyassistecaklectronicsignatures,

« signaturesvith samplesand

« electronicsignature®n userinteractions.

The relevant architectureand involved protocolsof this approachare presented. In particular
this chapterpresentssomenewn approachesor the creationof electronicsignaturesasedon this
paradigm.

Its mostpromisingapplicationdomainis the sameasfor approachA3 andour particularproto-
typical implementations actuallybuilt uponthe WebSIMapproach.

3.6 Summary

In this sectionwe have describechow smartcardsanbeusedasthecentralcomponentf apersonal
securitymoduleconsistingof a userterminalanda personalizedmartcard We have begunwith a
brief overview of thehistoryandcurrentstate-of-the-arbf smartcardechnologycoveringtechnical
issuesaswell asdeploymentandtrustmodelsfor smartcards.

After identifying therole of terminalsin a personakecuritymodulewe have revisitedthe perti-
nentliteratureaboutthe problemof usingsmartcardén so-called‘hostile ervironments’leadingto
theobsenationthatcurrentlythereis still no practicalmethodknown for userst interactsafelywith
smartcardsindersuchcircumstances.

Subsequentlywe haveidenti ed vedifferentdimensionghatspanthedesignspaceof personal
securitymodulesbasedon a smartcardanda terminal. In particularwe considerthe mobility and
the personalizatiorof the terminalastwo dimensionsthe co-locatedor remotepositioningof the
smartcardas anotherdimension,the protectionof the communicatiorlink betweenthe smartcard
andtheterminal,and nally thedegreeof applicationcontrolexercisedoy smartcardandterminalas
theremainingdimensionsOntop of thesedimension®therfactorssuchaswirelesscommunication
capabilitiesareof furtherinterest.

Basedon thedesignspaceopenedip in this analysiswe have identi ed four designoptionsthat
affect the designof personakecuritymodules. Eachof the problemsconcerningthe spontaneous
networking capabilitiesof smartcardsthe useof trustworthy terminalsin hostileervironmentsthe
ideaof awirelesssmartcarderminal,andthe conceptof a mobile codeplatformfor smartcardfias
beentackledby a particularapproachEachof theapproachekadsto a solutionof the problemthat
is applicablein a certainsub-spacef the overall designspace.
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The designspaceallows to comparethe differentapproachesvith eachotherandthe moretra-
ditional usagescenario®f smartcards.lt shows that this thesisconsiderdundamentallynew ap-
proachegowardsatruely personakecuritymodulefor smartcards.

Thedesignoptionsidenti ed in thischaptemwill besubjecto amoredetaileddiscussiorthrough-
outtheremainingpartsof thisthesis.



Cha pter 4

Integra tion of Smartcar ds into
Netw orked Environments

The histo rical bytes tell the outside world how to use the card. ..

ISO/IEC7816-4,Section8

4.1 Introduction

As alreadydescribedn Sect.3.2 smartcardsretiny devicesthatcommunicatewith their erviron-
mentthrougha device calleda card readeror readerfor short,sometimeslsoreferredto asa card
acceptingdevice (CAD). Cardreadersareusuallyeitherconnectedo a PC or workstationor partof
aspecialdevice suchasanautomatedeller madine (ATM).

Smartcard Integration Issues

Sincea smartcarcheedsappropriatdéerminalsto communicatavith its user a numberof functional
requirement®n theintegrationof smartcardexist:

e Thesmartcardnustbeableto communicatavith andpossiblycontrol othercomponentshat
arepartof the securitymodule. Theremustexist mechanismgor the smartcardo controla
displayandkeyboard.Furthermorethe cardmustbe ableto communicatevith othercompo-
nentsoutsidethe securitymodule.

« Although smartcardsare senersin the traditional sensemechanismsre neededo enable
smartcardso explore theirervironmentandactuponthecomponentsindservicediscovered,
i.e.beingproactive

* The card mustbe ableto describeits card-residenservicesand both export and announce
themto the ervironmentthroughits communicatiorinks.

Comparingthe previously listed requirementsvith the actualcapabilitiesof smartcardsleployedin
the market, today's smartcard€anbe consideredo beratherin e xible devices. We seethreemain
practicalreasondor therelative in e xibility of smartcards.

« Smartcardnteractionis standardize@n a per-applicationbasis.Institutionalstandardsxist
for (simple) applicationsin a variety of domains,e.g. banking, transportationand mobile

39
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telephoty (cf. [MP92, GSM11.1]). Standarddor more sophisticatedpplicationssuchas
digital signatureshave just recentlybegunto shav up [PKCS#11]. But standardguarantee
interoperabilityonly to a limited degree,as marketing needsrequire certainvariability and
proprietaryextensions.

* The secondreasonis that smartcardsave very limited resourcesn termsof memorysize,
computingpower, andcommunicatiorbandwidth.This limits their rangeof applicabilityand
malesthemextremelydependenbn their ernvironments.Without an appropriatecardreader
anda softwarepackageit is impossiblefor a userto accessa smartcards functionality.

« Furthermoresuchsmartcarcervironmentsareoften highly proprietary thusfurtherrestrict-
ing interoperability Applicationsin suchervironmentsusuallywork only with speci cally
con gured smartcardsindrefuseto interactwith third party cards?

This analysismirrors the market structure: Usually, smartcardsare distributedin large quantities
andapplicationsareimplementedy tight interactionbetweercardmanufcturersaandcardissuers.
Hence thesepartnershipsendto bevery strongandlong-lasting which oppose®penarchitectures.

Smartcards in Networked Environments

In networked systemsthough,devices and applicationsare working togetheron differentlevels.
On the network level, protocolsare usedto facilitate the exchangeof data,e.g. TCP/IR On top of
the networking level, protocolssuchasHTTP allow for peerto-peercommunicatioruponwhich
servicexcanbeimplemented Onthe servicelevel a sener providesservicego otherclientsand/or
users.

Integratingsmartcard®n the servicelevel requiresthe descriptionof smartcardservicestheir
announcemerih a service-tradingnvironment,andthe establishmenof links betweerclientsand
services. Theseare generictasksthat are usually facilitatedby suitablemiddleware systemssuch
asthe onespresentedn Sect.2.4. Suchsystemsrovide framenorks for the descriptionandstan-
dardizatiornof serviceslLowerlevel detailsarehiddenin suchdescriptionsthusstandardizatiogan
focusonthe servicedescriptionghemseleswithout referringto technicaldetails.Servicemanage-
mentis carriedout by standardapplicationlevel serviceswhile communicatioris performedover
standardrotocols.This makesaccesdo smartcardservicegransparentv.r.t. their locationandthe
card’s communicatiorfeatures.

Furthermore smartcardsre devicesthat are temporarilyaccessible Their availability usually
correspondso the physicalpresencef their users.This requirestransparenandquick integration
of smartcardsnto the local ervironment. Additionally, applicationsmust be designedo handle
abruptdisconnectionsmoothly Therefore,appropriatemiddlevare that offers meansto address
theserequirementss needed.

A Spontaneous Networking Framework for Smartcards

This chapterpresentssolutionsto the abose mentionedproblemsbasedon a framework for the
integrationof smartcardénto local ervironments.Theframewvork canbe consideredsspontaneous
networking middleware for smartcardghat allows to dynamicallyintegrate smartcardsnto local
ervironments.Uponinsertioninto a suitablyequippedcard terminal the card-residenportionsof
asmartcards servicesarecomplementetby dynamicallyloadedmobile coderunningon a network

1 A promineniexamplearepaymentransactionsvith theGermartGeldkarte”(cashcard,cf. [Gen99) thatareonly possible
atparticularterminals.
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node. It enablessmartcardghat have traditionally playedthe role of pure senersto overcome
their passie role andenableghemto proactiely explore their ervironment. Specialattentionhas
beenpayedto the integrationof “legag/” smartcardshich is alsooften a problemin deplogying

new technologiesn the smartcardsector Thus,it canbe consideredasa spontaneousetworking

framawork for smartcardsepresentingpproachAl asintroducedn Sect.3.5.

Org anization of this Cha pter

Therestof this chapteiis organizedasfollows: Section4.2 presents genericbootstrappindgrame-
work for the integration of small devicesinto a local infrastructure. This framework is directly
inspiredby the statemenimadein Sect.2.5thattherewill be alwayssmalldevicesaroundthatneed
specialassistancé&om their surroundingnfrastructure.

Sectiond.3performsarequirementsinalysisof how a suitablemiddlevarefor smartcardgould
look like in principle and which advantagesand disadwantagessachof thesegeneralapproaches
presents.It essentiallyleadsto the obsenation that the spontaneousetworking framework intro-
ducedin Sect.4.2is agoodcandidateo build a particularsolutionon top of.

The JiniCard framework presentedn Sect.4.4 describeghe developedframewnork in detail. It
essentiallyconsistsof two layers: The smartcad exploration layer responsibleor exploring the
smartcarcandthe smartcad servicesexploration layer thatdealswith the explorationandinstanti-
ationof the servicegesidingon a smartcard Essentiallyit achievesthe spontaneoumtegrationof
smartcardsiservisionedin theintroductionof this chapter

Relatedwvork concerningbtherapproacheaimingatamorecorvenientintegrationof smartcards
into networked ervironmentsis presentedn Sect.4.5. Securityaspect®f the JiniCardframenork
areconsideredn Sect.4.6 wheresomepossiblesolutionsarepresented.

Thechapterendswith asummaryin Sect.4.7.

4.2 Mobile Code as an Enabling Technology for
Spontaneous Netw orking

In Chapter2 it wasidenti ed that small devicesneedspecialassistancérom their ervironmentto
properlytake partin a spontaneousetworking scenario Smartcardsisdevicesbelongingto a cate-
gory thatneedsuchspecialassistancareof our primary concern.However, beforewe concentrate
on smartcardsywe take a moregenericviewpoint on the integrationof small devicesandprovide a
rathergenericsolutionwhichin turnis thenlaterappliedto smartcardén Sect.4.3.

4.2.1 The Memor y Wallet Example

As a running example we considera ctitious device equippedwith a wirelesscommunication
link basedon transpondetechnology[Fin99] at reasonabldandwidththat offers persistentstor
age(EEPROM) for dataexchange This memorywallet constanthtriesto spontaneouslgonnecto
its surroundingervironmentto offer its serviceassoonasit is within the magneto-electricakld of
acorrespondingeader The device offersthefollowing operations:

— : Lists the nameof all itemsstoredon thedevice.
— nameitem: Storeanitemin thewallet's memory
— name: Eraseghe namedtem from thememory
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— : Fetchthe currentrandomvaluefrom thewallet.

Sincethe device is of limited computationatesourcest offersonly basicsecurityfeaturesj.e. in
our caseit is only ableto computea cryptographichashof a setof data. Furthermoret owns a
randomnumbergeneratotthat can be usedto generatdreshrandomnumberswhich canbe read
with the command. Randomvaluesare usedto preventreplay attacksand guaranteghe
“freshness’of the operationgerformedon the device. Finally, it is in possessionf a secretuser
de nablepasswerd. Togethethesecanbeusedto provideintegrity andauthenticityof theoperations
performedonthewalletin thefollowing manner:

» Beforeanoperationcanbe performeda new freshrandomhasto be obtainedfrom the wallet
using

e Theoperations , and have to be electronicallysignedusingthe cryptographic
hashs = h(c;d;n; p), with c beingthe commandd the commanddata,n the freshrandom
numberpreviously obtained,p the sharedsecretpassverd betweenthe userandthe wallet,
andh asuitableone-way hashfunction.

» Uponreceiptof a command,the wallet can verify the signatureusingthe secretp andthe
currentrandomvaluen andgrantor rejectaccessAfter acommanchasbeen nished, anewv
randomnumberis computed.

This offerssimplethoughsufcient protectionin mostcasesnakingthewalleta quiteusefuldevice
if it existed.

Obviously, the wallet needssufcient communicationbandwidthfor exchangingdata, but in
termsof computationatesourcesuchasRAM andCPU speedt canbe consideredsarelatively
smalldevice. Thus,it doesnotneedaworking IP stackfor operation However, theapplicationghat
malke useof the wallet might be locatedsomevherein a desktopernvironmentwherea usersimply
wantsto “mount” thewallet allowing to manipulatehe wallet's content.

4.2.2 A Bootstrapping Framework for Small Devices

We now describehow our framawork for theintegrationof smalldevicesinto alocal infrastructure
could look like in generalby referringto the memorywallet example presentecpreviously. The
framawork considersaanddistinguishedetween

(1) devicedetection,

(2) detectioneventcompilation,

(3) device explorerlookup,

(4) device exploration,

(5) serviceproxylookup,

(6) serviceproxyinstantiationand

(7) serviceintegration.

An overview of theinvolvedcomponentsandtheir interactionds givenin Fig. 4.1 on the following
page.In thesequele describehedifferentpartsof theframework.
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Figure 4.1: Overview of theframework for theintegrationof smalldevices

4.2.2.1 Thelnitial Detection Ewvent

After asmalldevice suchasthewallethasenteredanervironmentit mustbe“detected”.In thewallet
exampletheradiofrequeny (RF) readeris theonly device in theinfrastructurethatis ableto notice
the detecteddevice, i.e. the wallet, afterit is within the readers range. Dependingon the lower-
level communicatiorprotocols,certaininformation aboutthe device canbe gathered.Very often
a device is ableto discloseinformationsuchas manugcturer type identi cation, versionnumber
serialnumber dateof production etc.

Upondetectionthe detectorcompilesa so-calledinitial detectioneventwhich shouldconsistof
atleastthefollowing information:

* Thedetecteddevice informationasdescribedabore.

« Informationaboutthe detectoiitself: manubcturer model,etc.

* A link identi er thatcanbe usedto addresghe detectedlevice relative to the detectowhich
mightbe neededor furthercommunicatiorwith the detectedievice.

Thedetectoisendghis eventto aso-calledesolverwhichis responsibldor nding adevice-speci c
explorer.

4.2.2.2 Device Exploration

At thisstagethetypeof thedetectedleviceis known andcommunicatioratthelink layeris possible.
The next stepis to somehav communicatewith the device at a higher moredevice-speci clevel.
The generalthesisis that the missingknowledgeaboutthe protocolssupportedby the device can
be obtainedby somedevice-speci cinterrogation.However, sincethe ervironmentdoesnot know
moreaboutthe device thanis availablefrom theinitial detectioneventthis interrogationrmusteither
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Remotedevice explorer Local device explorer

* Requiresactive network componento » Only requiregpassve component$o
performexploration(couldbe potential performexplorerdelivery (e.g.Web
bottleneckjf maydevicesareexplored). sener).

» Requiregemoteexplorationprotocol » Requiresstandardizatioof mobilecode
standardization. platform(s)for explorerexecution.

* Disclosegrivacgy information,i.e. * Only local communicatiomeededi.e.
locationanddetailsof device usage. lessdisclosureof usaganformation.

Table 4.1: Comparisorof remoteandlocal device explorers

be delegatedto anothemrmoreknowledgeablecomponenor the environmentmustbe appropriately
extendedo includethis knowledge:

— Delegation: This approachrequirestheresoherto nd a suitableresourcdn the netthatis
capableof communicatingwith the device. Sucha remotedevice explorer is searchedor
usingthe information from the initial event and the resoler could play the role of a relay
that providesfor a directlink betweenthe remoteexplorer andthe device until the explorer
providesfurtherinformationaboutthe device.

— Environment extension: Anotheroptionisto nd aso-calleddevice explorer in theform of
mobile codethatcanbe downloadednto thelocal ervironment.Uponinstantiationof sucha
device explorer“agent”it canlocally talk to thedevice andperformthe actualexploration.

In the wallet exampleit might well be the casethat the information provided by the wallet does
include the type of device but not its versionnumber Thus, the explorer's taskis to gure out
the wallet's versionnumberand subsequentlyhe protocolit supports. This information might be
accessiblehrougha commandnly known by the explorer, but which is not known by the detector
Thus,the exploreris responsibldor obtainingasmuchinformationfrom the device aspossibleby
exploiting thedevice-speci cknowledgeit alreadypossesse®bviously, eachof thetwo approaches
hasdifferentadvantagesinddisadwantagessbrie y summarizedn Table4.1.

4.2.2.3 Explorer Lookup

Themostcrucialproblemwith theexplorerapproachs how to nd asuitableexplorer?in eithercase
— the remoteexplorer or the mobile codeexplorer approach- suitablenetwork resourcesnustbe
foundto answera resoher's queryappropriately Thefollowing two approachesouldbe generally
thoughtof:

— Search engine: The mostobvious way of implementingthe searchfor the correctnetwork
resourcds the useof a suitablesearchengine. In contrastto the Web searchenginesused
todayamoremachine-friendlyersionshouldbe used.In particularthismeanghatall queries
arebasecdn a standardizedueryform, e.g.in theform of awell-known URL suchas
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In this examplethe searchengineis hostedby someinternationalauthority suchasthe In-
ternationalAssignedNumbersAuthority (IANA) [IANO1]. All device manufcturershaveto
registertheir device informationthatis part of aninitial eventand supply a corresponding
explorerthatis returnedasthe resultof the querysubmittedto IANA.2

— Domain Name Sewvice (DNS) extension: Anotheroptionis to usethe penasiely available
DomainName Service(DNS) [RFC1034. Among others,DNS providesfor a distributed
databas¢hatmapslnternethostnameso IP numbers However, this canbe easilyextentedto
provide a mappingfrom serialnumbersof devicesto hosts.For example,mostEthernetnet-
work cardshave a built-in 48 bit MAC addresghatis uniquefor eachdevice. Manufacturers
have their own “addressspace”of numberswhich canbe easily exploited to provide a DNS
mappingasfollows:

» A anew top-level domainat ARPA suchas’ "isde ned.

» The next level domainindicatesthe type of serialnumber e.g.an IEEE 802 Ethernet
cardnumberas’ "

o Thefull MAC addresss thenputin front of the serialnumberdomain. For example,
if the EthernetMAC addresss , thenit could be representeds
the DNS name’ ',l.e.usingreverse

orderto complywith DNS standards.

« If aresolerqueriesDNS for this namethe Ethernettardmanufcturercouldberespon-
siblefor servingaddresspaceof, e.g.” ". Thus
theimplementatiorof theDNS senerfor theabove domaincouldusetheadditionaldata
to performa preciselookup of the “best” explorerfor the givendevice andreturnan IP
numberof the hoststhathoststhis explorer.

Obviously, the DNS approachmight not be sufcient to nd the bestexplorer sinceit makes a
decisiononly on the serialnumberandnot on additionalinformationavailablein the initial event.
Likely, the DNS approactcanbefurtherextendedo provide for amoreprecisesearchput it might
be even moreusefulfor runninga hybrid approactin conjuctionwith the searchengine. The DNS
extensioncouldbeusedto nd morespeci ¢ searctenginedor adetectedlevice basecbnits serial
numberwhichis likely to scalemuchbetterthana centralsearchengine.Furthermoreijt shouldbe
obviousthattheinformationqueriedmustbe treatedascon dential andthe answersbtainedmust
beauthentic®

Summingup, from a purely technicalpoint of view thereare easyapproachefiow to setup a
centralor distributed directory for mappingsfrom the informationavailablein the initial eventto
somelnternetresource However, it is clearthatthe provision of a globalinfrastructureor this kind
of mappingtasksrequiresenormougffort andinvolvesmary differentplayersrangingfrom vendors
to standardizatiomrganizations Hence,a simple, practical,andinexpensve solutionis yet still to
befound.

2 Otviously, a XML-basedencodingof the datacould provide even betterresults,if theinitial eventdataarehighly struc-

tured.
3 In particularthis could meanthata secureversionof DNS [RFC2535 is usedfor the DNS infrastructure.
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4.2.2.4 Service Integration

After theexplorerhas—remotelyor locally — exploredthedevice, moreinformationis availablethat
shouldallow for the integrationof the device into the local infrastructure.ln contrastto the remote
device explorationa “remote device usage”,i.e. the usageof a device “through” anotherremote
authorityis prohibitive for reasonf responsienessscalability and privagy. Thus,the only real
optionis to usethe mobile codeapproacto somehav “install” alocal driver for thedevice into the
infrastructurghatcomplementshe device-residenportionof the serviceimplementation.

Technically this meanghatthe device explorer comesup with moreinformationaboutthe de-
vice of which the mostimportantonesarea list of the servicesthat resideon the device andthe
correspondingnobile codeobjects— serviceproxies— that represeneachservice. In caseof the
wallet therewould be only oneserviceobjectthatimplementsthe wallet's interfaceat the service
level.

Sinceeachserviceproxy is implementedn a particularpieceof mobile codethereis a needto
standardiza platformin which this proxy canlive. Basically ary kind of mobilecodeplatformthat
offersenough e xibility canbe usedfor thatpurpose.A very promisingcandidateor this purpose
might be Java [GJS96]sincein its Java 2 Microedition variantit offers differentso-calledcon gu-
rationsandpro les thatde ne building blocksfor differentdevice categoriesthatcanbeeasilyused
to describethe propertiesof a particularplatformavailablein the infrastructure.FurthermoreJava
allowsfor ne-grainedsecuritypoliciesmonitoringtheexecutionof mobilecodethatcanbeusedto
protecttheinfrastructurerom maliciousserviceproxies.

Basedonthe platformthe serviceproxiescannow useary technologyfor spontaneousetwork-

ing to adwertiseandoffer the serviceghatlive onthe device. Thus,thewallet proxy coulduseSLP
or Jini or oneof the othertechnologiegpresentedn Sect.2.4to adwertisethe wallet serviceto po-
tential clients. Obviously, the device explorer shouldbe giveninformationaboutthe spontaneous
networking technologiesupportedoy the local environmentto comeup with a reasonablservice
proxy. Hence theserviceproxy integrateswith thesurroundingnfrastructureandserviceusagecan
begin.
Summingup,thebootstrappingrameavork presentedh theprevioussectiongjivesamorestructured
view of the overall integrationproblem. It identi es componentsstructuresandinteractionsthat
togetherepresena solutionto the underlyingproblemdomainat a reasonabléevel of abstraction.
As suchit forms the basisfor solving the integration problemfor anotherkind of small devices:
Smartcards.

4.3 Middle ware for Smartcar ds

Until recently smartcardsaind their applicationsweretightly coupled,resultingin the card being
usefulfor oneapplicationonly. Buttheideaof viewing asmartcarcasamereplatformis widespread.
Increasinglyapplicationsshav upthattry to usesmartcardslreadyin the eld for new applications,
e.g. electronicticketing combinedwith cashcards[Blu00g. This is possibleif the speci cations
allow for third party accesswhich, however, is usually hamperedy strict regulationsof the card
issuers.

The mostthroughstepin this directionis the emegenceof executionenvironmentsfor smart-
cards suchasJava Card[Sun00a Sun00kh Che0Q HNSS99, andWindowsfor Smartcard$Mic00].
This increasegxtensibility and e xibility andopensup the smartcardnarketto independenappli-
cationproviders. As smartcardsre becomingincreasinglyopen,their role asa software platform
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Figure 4.2: Architectureof a genericsmartcarderminal

gainsimportanceandthesmartcargaradignchangessincethe separatiorf cardsandapplications
becomegossible.A cardissueris thenableto “buy” independensmartcardapplicationsthat are
loadedonto the issuers cards. A market for smartcardapplicationshecomegotentially possible
sincethe shift towardsthe platform paradigmis accompaniedby a simpli cation of softwaredevel-
opment. This is achieved by bringing high-level, standardorogramminganguagedo smartcards,
e.g.Java [GJS9§ or Visual Basic[Mic01], openingup smartcardprogrammingto a new classof
developers. Similarly, accesgo smartcardsfrom applicationsis uni ed by architecturedike the
OpenCard-ramavork [OCF99] and PC/SC[PCSO0(, that integratethe card readerinfrastructure
into operatingsystemsandprogrammindanguagesHowever, integratingsmartcardénto networks
by meansf suitablemiddlevare is a challengehathasnot yet beendiscussedh the past.
Thegoalis to designmiddlevarearchitecture@ndsystemshatfacilitate smartcardntegration
into servicefederationsas much as possible. In the sequelwe discussgeneraldesignissuesof
middleware systemsleadingto our proposedarchitecturefor a smartcardmiddleware. We start
by de ning the conceptof a smartcad terminal a componenthat offers network connectvity for
smartcardsWe continueby comparingdifferentdesignparadigmdor the middlewvareimplemented
in sucha terminalusingthe requirementdisted in Section4.1. In Sect.4.2 a genericframenork
for theintegrationof smalldevicesinto local erwvironmentshasedn the mobile codeparadignwas
presentedBasedon the resultsof this framework this sectiondiscusses particularinstanceof this
genericframewnork which integratessmartcardénto local networkedernvironments.

4.3.1 Smartcar d Terminal

Servicesmplementedn thesmartcardnustbeableto offer theirinterfacego thenetwork thesmart-
cardterminalis attachedo. Figure4.2illustratestherole of theterminalin a smartcardniddlevare
architectureA smartcarderminalcouldbe partitionedinto the following components:

— Card readerand APDU layer: Thecardreadercomponenprovidesaccesdo thesmartcard
basedon standardizegrotocolssuchas|SO7816[ISO89, 1ISO94. Essentiallyit handles
communicatiorbetweerthe smartcarcandtheterminalby exchangingAPDUSs.

— Network layer: This layerprovidesbasicterminalconnectvity to the network. In caseof IP
this layerwouldimplementan IP stack.
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— Setvice layer: This layerpresentsmartcardservicego the network in ary suitableform. A
numberof technologiessuchas CORBA [OMGO(], Java/Jini [Sun99a Wal99, or DCOM
[Mic96] might be usedto make the smartcardservicesaccessibldrom arbitrary network
clients. The actualtechnologychosenfor representingsmartcardservicesshouldbe inde-
pendenif the scopeof the concretemiddlenvare component.Hence,the componenshould
beableto supportary of thosetechnologies.

— Terminal middleware: Theterminalmiddlewvarehasto performanumberof taskswhichare
comparabldo the bootstrappindramenork for smalldevicesintroducedn Sect.4.2.2:

* It exploresthe servicesandapplicationson a smartcardasit getsinsertedinto the card
reader

» Basedon the serviceinformationfoundit informsthe servicelayer aboutthe interface
of thesmartcardapplicationsexportedto potentialclients.

* It actsasagatevayfor incomingrequestfrom network clientsthataccesshesmartcard
servicesvia the servicelayerandforwardrequestdo the APDU layerbackandforth.

As suchtheterminalmiddlevarerepresentthe“glue” betweerthe externallyofferednetwork
servicef thecardandthe communicatiodayerconnectedvith the smartcard.

The cardterminalseemgo be anideal candidatdor implementingat leastsomeof the middleware
needed.

4.3.2 Character ization of Middle ware Appr oaches

Middleware can be designedin variousways that can be characterizedaccordingto the kind of
“agreement’betweenthe involved components.In the sequelwe brie y comparepure protocol-
basedapproachesvith moreplatform-basedapproachesThis differentiationis usefulfor de ning
criteriaunderwhich differentapproachesanbevaluated.

Protocol Standardization

Protocolsde ne the structureof communicatioraccordingo variousrulesthe communicatiorpart-
nersmustfollow in orderto successfulllcommunicatewith eachother Protocolstandardization
meansthat a standardizatiorbody is formedto bring companiesand organizationstogetherthat
areinterestedn the goal of standardizinghe communicatiorbetweensuchcomponents.Typical
examplesarethe protocolsspeci edin ISO7816[ISO89, ISO94.

Unfortunately standardén thedomainof smartcard$iaze shavn to becomematureonly aftera
considerablemountof time, often severalyears sincethe developmentanddeploymentis a rather
complicatedprocesscomparedo a software updatein the desktopcomputerworld. Comparedo
thegrowth of theInternetandthe protocolsdevelopedandusedthere the smartcardvorld basically
hasnot evolvedsincethe ISO protocolsfrom the early nineties?

Comingbackto our problemdomainthis would meanto standardizeéhe communicatiorpro-
tocolsbetweenthe smartcarcandall its surroundingcomponentsFurthermoreall communication
betweerthe ervironmentandthe smartcardtself mustbe standardizedSincesoftwareupdatedor
smartcardsrenotoriouslyproblematicandsecurity-sensitieit is noteasyto adaptalreadydeployed
cardsto new communicatiorfacilitiesandervironments.

4 Considerfor examplethat|SO7816-4wasstandardizeéh 1994 justbeforethe Internettook off.
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Platform Standardization

In contrasto pureprotocolstandardizatiorplatformsareintendedo sene asruntimeenvironments
thatcanbeusedby applicationgo performcomputationsA typical platformis for examplethe JJava
virtual machineandthe runtime ernvironmentcompriseghe available packagesclassesandnative
methodimplementationgcf. [GJS96).

Bringing the platformideato our problemdomain,the basicideais to move ary higherlevel
protocol enginesthat would deal with the communicationbetweenthe card and its surrounding
componentdrom the card into the outer platform. Within the platform mobile codeis executed
that implementsthe necessaradaptersand proxiesbetweenthe smartcardand the various other
componentsThe clearadvantagds thatall “technology”-dependdrpiecessuchascommunication
protocolenginesareimplementedasmobile codewhich is mucheasierto adaptto newv middlevare
technologieqe.qg. Jini). Hence,changesn the middleware are likely not to affect the operating
systemandapplicationswithin the smartcardbut canbere ectedin the mobile coderunningin the
platform.

4.3.3 Design Choices for Smartcar d Middle ware

Variousimplementatiorstrategjies canbe ervisionedfor the smartcarderminalasoutlinedabove.
We describesomepossibleapproacheandcompareheir strength@ndweaknesses.r.t. thecriteria

* simplicity,
« exibility, and
» standardizatioeffort.

Thesecriteria are discussedrom the perspectie of serviceand applicationdeveloperson the one
handandmiddlevareimplementorson the otherhand.

Middle ware as an APDU Gate way

This approachcanbe describedasa simple gatavay for APDU-requestgo the smartcard.Clients
sendpacletsto the service-layemnf the smartcarderminal containingAPDUs that are routedvia
the APDU-layerto the cardreader Hence,thereis no real abstractionabore APDUs, and the
middleware would be responsibleonly for multiplexing communicatiorbetweenarbitrary clients
andsmartcardservices.

Theinterfacesattheservicelayerwould thereforeoffer methodsuchassendAPDUenterMute
andleaveMut& (neededor locking accesdo the cardfor a certainperiodof time), etc. Fromthe
perspectie of the middlewareimplementorthis is a rathersimple middleware, easyto implement
and e xible, sinceit of oads all the compleity on the servicedeveloper Servicesoperateat the
samelevel of abstractiorasbefore,but with the intricaciesof distributedapplicationprogramming
suchaspartialfailures.

Middle ware as Request Broker

With this approachthe middleware rst exploresthe servicesavailable on the card. This requires
an enormousstandardizatioreffort sinceapartfrom detectingthe correcttype of card,theremust
be a standardizedvay to performthis exploration. This could be achiezed by the de nition of new

classandinstructionbytesin theline of ISO7816thatreturndescriptionf the servicesavailable
on the card. Usually, servicedescriptionsconsistof interfacedescriptionsadditionalinformation
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andannotatiorblocks,andaddressingnformation,e.g.applicationidenti ers, neededo addresshe
servicefrom a smartcarctlient. This informationcould comein a variety of formatsrangingfrom
binaryencodedlescriptiongo IDL- or XML-baseddocuments.

The middleware could implementa genericsener thatis capableof processingncomingre-
guestsfrom clientsandtransformingtheminto appropriatesequencesf APDUs. As an example
onecouldimaginea CORBA IDL descriptiofOMGO00, Chap.3] thatdescribes smartcardservice
thatcanbe usedto automaticallygeneratesener skeletoncode,bind a CORBA objectwith anob-
jectrequesbroker runningin the smartcarderminalandregisterthe objectwith a CORBA naming
service.In additionto a pureinterfacedescriptionthe mappingof methodinvocationsto sequences
of APDUssentto asmartcarcheedgo bede ned.

The requestbroker middleware operatesat a much higherlevel of abstractiorthanthe APDU
gatevay. For clients,thesmartcardgerviceappearsobjectsor servicesn adistributedsystenmsuch
asCORBA, Java/RMI, etc.Serviceimplementor®nly neecto provideaninterfacede nition andap-
propriateAPDU-mappinggo integratelegag applicationgnto the sketchedmiddlewvare.However,
amajordrawvbackfrom theperspectie of themiddlevareimplementoiis thatnumeroustandardiza-
tion stepshave to betaken rst: explorationof servicedescriptionsformatof descriptionsmapping
to distributedobjectsystemof choice,servicepublication,to namea few. This approactthoughbe-
ing promisingin generalsuffers from the amountof standardizatiostepsnecessaryor real-world
deployment.

Summingup, boththe APDU gatevay andtherequesbroker approacheareinstance®f the proto-
col standardizatiompproacthintroducedn Section4.3.2which hasalreadybeenidenti ed asrather
in e xible andwe concentratdurtheron the platformparadigm.

4.3.4 Middle ware as an Execution Platform for Mobile Code

Themiddlewarearchitecturepresentedn this subsectiorriesto circumwentmostof thedravbacks
of the previousapproacheby completelyreconsideringhe underlyingmiddlevareparadigm.The
middlewareis notonly “glue” codesuchasthe APDU gatavay andbroker betweercomponentsut
a platformfor the executionof dynamicallydownloadedmobile code. This canbeillustratedwith

thefollowing scenario:

» The smartcardgetsinsertedinto the terminal and the answerto-reset(ATR) identi cation
stringis read.

* The ATR is usedto fetcha componenthat actsasa cardmanagefrom a well-known setof
Websiteshostingsuchproxies.Theseproxiesareimplementedn amobilecodeprogramming
languagesuchasJava. The smartcarderminalprovidesanexecutionplatformsuchasa Java
virtual maching JVM). Theserviceproxy consistof anappropriatelavaarchive (JAR) le that
is downloadedo theterminalandexecutedn its JVM. In thebasicscenariahis cardmanager
itself could now registerasa servicerepresentinghe cardto the network ervironment.

* In amoreadvancedscenaridhecardmanageexploresthe contentof thesmartcardn search
for smartcardservicesThisis possiblef we assumeheimplementatiorof the cardmanager
knows aboutthe particularkind of cardthattriggeredits activation. Hence,it knows how to
actuallyexplorethe cardand nd its availableservices.Eachservicefound may consistof a
URL pointingto aservicemanagethatin turn canbefetchedandinstantiatedn theexecution
platformandoffer its particularserviceto the environment.
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This approaclessentiallyde nes

« anexecutionplatformfor mobilecode,
» awell-de ned procesgo fetcha cardmanagefrom the network, and
» someAPI or protocolfor themanageto accesshe smartcarcandthe network.

Comparedo broker-basedniddlevaremuchlessstandardizatiois neededthoughtheoverall e x-
ibility hasevenincreasedsincethe cardandservicemanagelare active componentghatnot only
actasservicesbut canalsoproactiely be clientsto otherservices.The mostsigni cant dravback
with this approachis thefactthatthe compleity is mostly shiftedto theimplementorsof cardand
servicemanagergandthe properde nition of anexecutionplatform.

4.4 The JiniCard Framework

We have found the ideaof usingan executionplatformfor the integrationof smartcardsnto net-
workedenvironmentssufciently appealingo investigateandprototypesucha system.This section
presentsheresultof the choserapproachthe JiniCard frameawork.>

As previously outlined,smartcardaretemporarydevices. Consequentlythe availability of the
serviceghatthey offeris short-termandvolatile in nature.Smartcardsandhencetheir servicescan
appearand disappeamithout prior notice, i.e. spontaneouslySmartcardsare physically portable
and can easily be carriedinto unknaovn ervironment$. Yet smartcardsare utterly dependentn
their ervironmentto be useful,asthey generallylack any input or outputfacilities for their users.
On all dimensionssmartcardsank at the lower end,which meanghatthey arevery dependentn
propersupportfrom their environments'infrastructure Theseusagecharacteristicgall for a seam-
lessintegrationinto differentervironmentsthat do not requireary setupor con guration. Service
discovery andintegrationmusttake placespontaneously

The architecturds namedJiniCard to emphasizehe factthatit makescardservicesavailable
asJini servicesjndependenof thetype of smartcardused.It wasa key designobjective to support
a wide variety of smartcarddy imposingonly a minimal setof requirementon the smartcards
side. Basically the only requirements thatthe cardadheredo the ISO7816 standardj.e. thatit
communicatedy exchangingAPDUSs, asthe vastmajority of smartcardsloes.

Impromptu Service Integration

Oneof the mainissuesthat we encounteredvashow to dealwith smartcardshat are completely
unknavnto anervironmentgiventheextremelylimited amountof informationthatcanbeextracted
from a cardof which onemight only know thatit adherego ISO7816. A relatedissuewashow to
dynamicallyinstantiatecardserviceghatarenot yet presenin the environmentat thetime of card
insertion.

Smartcardusersare not interestedn physicalsmartcardsthemseles,but in the servicesthey
provide. Therefore the main goalwasto make theseservicesavailablewithout mucheffort on the
users side. Ideally, cardservicesshouldbecomepart of the infrastructureassoonasthe cardthat
carriesthemis insertedinto a cardterminal. This shouldbe possibleevenif thereis no a priori

5 In the sequethe actualJava interfacespeci cationshave beenomittedfor reasonsf simplicity. For theinterestedeader
moredetailedversionsareavailablein [Roh0Q KRVOOb).

6 Examplesare public andsemi-publicplaceslike of ces, meeting-roomsbanks,postof ces, andshops,jn which smart-
cardsactasuseragents.
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knowledgeof the serviceghatare containedon a particularsmartcard. Anotherdesirablefeature,
especiallyif onetakeson a more net-centricperspectie, is to have theseservicesavailable not
only locally, but aspart of a local or wide-areanetwork. Therefore,the goal canbe describedas
makinginstance®f smartcardservicesmmediatelyavailablein a network environment,asaresult
of insertinga cardinto a cardreader

The Card Terminal as a Network Component

We think that the designof currentcardreadersandtheir device driversis unsatiséctoryto meet
thesegoals. They areusuallynot self-containedput attachedo a general-purposC to function.
We proposeo view acardterminalasaself-containee@ntity thatprovidesaccesso smartcardérom

awhole network infrastructure.The ultimatevision is to build the JiniCardterminalasa physical
device that containsa Java VM, canbe pluggedinto a network, anddoesnot needary additional
hardware. To make the cardterminalavailableasa network-wide resourcewe decidedto modelit

asaJini service.This hasthefollowing bene ts:

« Theterminalis modeledasa Javainterfacewhich meanghatlow level technicaldetailsof the
implementatiorof theterminalareabstractedrom andareno longerimportant.

* The terminalis seamlesslyntegratedinto an infrastructureand can be usedby ary client,
withoutarny knowledgeof the concreteunderlyingterminaltechnology

» Theclientmaybelocatedarywherein theervironment.
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TheJiniCardframework consistof threecateyoriesof componentshatcanconceptuallypedivided
into two layers. The lower layer providesthe abstractiorof a cardterminalasa Jini serviceand
senesasa commonbasefor the othercomponentf the framework. The upperlayer consists
of a mechanisnto explore smartcardgo identify servicesthatare containedon them. The actual
card servicescanalsobe seenaspartof this layer Cardservicegyetinstantiatecastheresultof an
explorationprocessFigure4.3onthe precedingpagegivesa simpli ed layoutof thearchitecture.

4.4.1 TheJiniCard Terminal Layer

Cardservicesaremeantto bedownloadednto mary differentsettings.This requiresawell-de ned
ervironment,consistingof well-known interfacesjnto which theseservicescanbe embeddedOne
way to provide this foundationis by modelinga cardterminalasa network componenthatprovides
a standardneansf remoteaccesdo a smartcard.

Accessing Smartcards Remotely

Thepurposeof thelower layerof the JiniCardframework is to provide a uniform andsimpleway to
accessmartcardsemotely With regardto uniform accessiotivationssimilar to thosethatled to
the developmentof the Opencard-rameavork (OCF) [OCF99 OCFO00]apply here. OCFis a Java-
basedramework that providesa uniform applicationinterfacefor building smartcardapplications.
A majordifferenceto OCFis thatthe JiniCardterminalis designedo be usedremotelyandis not
restrictedto be usedby a single Java VM. This meanshatremotemutualexclusionof accesgo a
smartcarchasto beconsidered.

We have modeledthe JiniCardterminalasan ordinaryJini servicewith the Java interface

(seed.3 on the pagebefore). It becomegart of the local Jini federationby nding lookup

serviceandperformingthe serviceregistrationprocesslsoknown asdiscosery andjoin [Sun99H.

The interface providesa uniform andeasyto useabstractiorfor all kinds of smart-
cards,but it doesnot changethe basicprinciplesof interactionwith a smartcard The APDU asthe
low level protocolunitis visible in theinterface.A stepin the protocolstill consistsn theexchange
of a pair of APDUs— a commandAPDU followed by a responséAPDU. This makesthe interface
very e xible anddoesnot constrainits applicabilityto certainkinds of smartcards.

Mutually Exclusive Access to a Smartcard

Multiple clientsof a singleJiniCardterminalcanhold areferencedo the currentsmartcardsimulta-
neously Interactionswith a smartcardften requirethe atomicexchangeof multiple APDU pairs,
e.g. to navigatethrougha le systemhierarchy During this processstatetransitionsmay occurin
thecard. ThismeanghatAPDUsarenotindependentf oneanotherbut dependnearlierAPDUS.
It is not possibleto provide transparenschedulingof accesgo a smartcardpecausét is unknovn
whatstatewasestablishedy onecardclient, andhow to reestablishhat state,after anotherclient
hasbeenusingthe cardin between.This fact,andthe factthatmultiple clientscanhold references
to the samesmartcardsequiressomekind of mutualexclusionmechanisnthatis exposedin the
interface.Thisis achievedthroughthemethods and availablein the

interface. They provide mutualexclusion betweendistributed clients of a smartcard.A potential
drawbackis that a client caneffectively block a smartcardf it doesnot relinquishcontrol of the
smartcardanceit hasacquiredexclusive accesgo it.

7 Subsequent]ywe will denotelava classnameswith thefollowing typographidace:
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Possiblereactionsto this problemare (1) to ignoreit, (2) to usea x ed maximumamountof

time thata clientis allowedto accessa smartcard(3) to let the client specifyin advance(on calling

) how longit needghecard,and(4) to usea x edmaximuminactiity time afterwhich

the cardis revokedfrom the client. However, noneof theseapproachess without disadwantagess
it represents generaldistributedresourceallocationproblem.

A client of the smartcardnterfaceshouldaccessa smartcardexclusively only during a single
atomic sequencef APDU pairs. Exclusive accessshouldbe held as shortly as possible,to give
otherclientsa chanceto obtainaccesgo the card. The actualmeansgto talk to the cardis to send
commandAPDUs andto receve responséAPDUs. JiniCardis fully transparenin this respect.A
serviceimplementorcanbe surethatJiniCardwill notchangehe contentof theexchangeof APDU
messagesThis hasthe advantagethat JiniCardworks with all ISO/IEC 7816 compliantcardsthat
rely on exchangingAPDUsto communicate.

Answer-to-Reset

Immediatelyafterreset smartcardéssuea shortsequencef bytes,calledtheanswerto-rese{ATR)
asintroducedn Section3.2. It containgnformationaboutiow level communicatiorprotocolparam-
eters.Furthermorejt containsupto fteen socalledhistorical characteisthatareusedin different
waysby differentvendorsSO7816-3[ISO89 basicallystateghat

“[...]1 the historical characters designategeneil information, for example the card
manufactuer, the chip insertedin the card, themaskd ROM in the chip, the stateof the
life of thecard.”,

andfurthermore

“The speci cation of the historical characters falls outsidethe scopeof this part of
ISO/IEC7816",

and nally in ISO7816-4,Sect.8 [ISO94
“Thehistorical bytestell the outsideworld howto usethecard.”

Although thesequotesseemto be contradictoryat rst, in practicethe ATRs reportedby off-the-
shelf smartcardseveal sufcient informationaboutthe manufcturer the cardtype, andoperating
systemsuchthatthe ATR canbe usedasa key to obtainfurtherinformationaboutthe card.

In termsof implementationthe ATRs of a cardare obtainedby invoking the method.
It returnsanarrayof ATRsto re ect thefactthatsomesmartcardfiave severaldifferentATRs. By
consecutrely resettingacard,it is possibleto cycle throughthe setof ATRsof suchcards.

Service Trading on Top of Jini

A JiniCard servicetogethemwith the it manageprovidesaneffective abstraction
of theunderlyingcardreadeitechnology It makesthecardterminalandaninsertedsmartcargartof
the network infrastructure By modelingthe terminalandsmartcarchs Java interfacesthey become
easyto use. Clientsjust needto know the and interfacesandhow to look up a
cardterminalin a Jini environment.Detailsrelatedto remotecommunicatiorarehiddenby Jini and
RMI. Detailsconcerningheinteractionwith the physicalterminalarehiddenby JiniCard. Mutual
exclusionallows multiple applicationsat differentlocationsto actasclientsof a singlesmartcardn
anorderedmanner Keepingthe exchangeof APDUs asthe basicmeansof communicatiorretains
the e xibility thatis neededo useawide varietyof differentsmartcards.
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As such,the lower layer of JiniCardis an instanceof the APDU-gatavay middlewvare described
in Section4.3.3and providesan API for the upperlayer of the JiniCardframework to accesghe
smartcard.

4.4.2 Smartcar d Exploration Layer

The componentslescribedreviously provide a uniform way to accessmartcardsisnetwork com-
ponents. But they are not sufcient to achieve our goal to integrate effortlessly the servicesthat
a smartcardoffers into a networked ervironment. To reachthis goal, we proposean exploration
mechanisnto identify the servicesthat are containedon a smartcardandto make themavailable
in the environment. Our approachto achieve the goal of cardserviceintegrationincludesthe dy-
namicdownloadof explorationcomponentaswell ascard-eternalpartsof cardservices As such
the smartcardexplorationrepresentsn instanceof the genericbootstrappingramenork for small
devicesasintroducedn Sect.4.2.2.

As our target ervironmentwe have againchosenlini that senesasa platform that represents
all systementitiesasservices.Similarly, we represenall applicationscontainedon a smartcardas
Jini services.This placesserviceghatareofferedby smartcard®n anequalfooting with otherJini
servicesIn thefollowing sectionswe describethe stepsthatthe cardexplorationmechanisntakes.

Smartcard Insertion

The explorationprocesss triggeredby the insertionof a smartcardnto a JiniCardterminal. This
causesheterminalto distribute aremoteevent(cf. initial detectioreventin Sect.4.2.2)to all listen-
ers(cf. resolhers)that previously registeredfor suchevents(seeStepl in Fig. 4.4 on thefollowing
page). The event containsthe ATRs of the cardto allow listenersto decideearly on, if they are
interestedn theeventandwishto respondo it. Thesetof ATRsis theonly informationthatcanbe
obtainedfrom a cardif thereis no a priori knowledgeaboutit.

Card Exploration with the Card Explorer Manager

The componentthat controlsthe card exploration processis known as the

This componenis registeredat the cardterminalasan eventlistener The cardexplorer manager
managesasetof . Cardexplorerscarryouttheactualwork of exploringacertainkind of
smartcardso identify theservicesontainednthem. Cardexplorersaredynamicallyloadednto the
Javavirtual machineof the cardexplorermanagerif anunknawvn kind of smartcards encountered.
As explainedbefore the only informationthatis availableaftera cardis insertedareits ATRs. The
cardexplorer managepasseshis informationtogethewith a referenceo the smartcardo its card
explorersandasksthemto explore the card (Step2). The resultof this exploration processs an
instanceof class (Step3), thatcontainsa setof objectsor anindication
thatthe cardexplorercould not handlethe card. A objectdescribes singleserviceand
providesenoughinformationto engagen the serviceinstantiatiorprocess.

The Role of Manifest Files

What happensdf the card explorer managerid not nd a cardexplorerin the setof known card
explorersthatcouldhandlethe card?In this casethe cardexplorermanagercontactsa specialwell-
known Web sener. For the following assumehatthis seneris namedwwwatr.nef andhostscard

8 wwwatr.netis justusedfor illustrative purposesiere,sodon't worry if it doesnt actuallycontaincardexplorers.
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Figure 4.4: Downloadandinstantiationof cardexplorersfor unknovn smartcards

explorersfor mary typesof smartcards.Thesecard explorersare madeavailable as Jasa archive
(JAR) les. A singleJAR le aggreatesmultiple Java class les and otherrelevant les. An
importantpartof aJAR le isits manifestle [Sun9§ thatcontainsinformationaboutthe archived
les. An examplemanifestle couldlook asfollows:

JAR les for cardexplorerscontaintwo specialentriesin their les. The rst
specialentryis the attribute that was introducedwith the Java2 platform. It allows
to designatehe classthat senesasthe entry point into the cardexplorer. It refersto a classthat
implementsthe interface. The examplemanifest le refersto a card explorerthatis
ableto explore Java Cards.The secondspecialentryis named . Its valueis a setof
Base64-encodediTRs? This setdetermineshe setof cardsthatthe exploreris willing to handle.
The exampleshows the Base64-encodeddTR of a Java Card!® This mechanisntanbe extended
by usingregularexpressiongo gainmore e xibility .

ATRMa pper

A componentalled (seeFig. 4.4)inspectsall cardexplorerJAR les thatarestoredon
wwwatr.net in orderto establisha mappingfrom a setof ATRsto a setof namesof cardexplorer
JAR les. A cardexplorermanagethatwasnotableto nd asuitablecardexplorerfor aparticular

9 Baseb4 encodingis speci ed in [RFC204% andallows to encode8bit datawith 6bit symbols. The ATRs have to be
Base64 encodedbecausehe manifestle speci cationdoesnotallow for arbitrary8bit entries.
10 |dentifying thetype of cardusedin theimplementatiorphasecanbe left asa taskto theinterestedeader
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cardlocally, contactshe ATR mapperavailableon wwwatr.net(seeStep4) Theresultis (hopefully)

the nameof a suitablecardexplorer (seeStep5) thatthe managercanthenusefor download(see
Steps6 and7) andinstantiation(seeStep8) by usinga customclassloader This newly instantiated
card exploreris thenin chage of exploring the cardin question. Alternatively, the ATR mapper
couldreturnthe actualimplementatiordirectly insteadof a URL.

Service Information Objects

The resultof a successfusmartcardexplorationprocesds an objectof type that
containsa set of objects— onefor eachservice. An objectis what
is handedbackfrom a card explorer to the card explorer managerto enableit to instantiatecard
servicesasthe nal step. A objectcontainsJini relatedinformation, suchasthe ser

vice identi er, codebasénformationandentry pointinformation The serviceidenti er is usedto
uniquelyidentify the card serviceasa Jini serviceinstance. The groupsarray speci es namesof
servicecatagyoriesthatthe servicebelongsto. Nameandcommentreusereditabledescriptionsof
a service.Thelocators attribute explicitly speci eslookup serviceghatthe servicehasto connect
to onceit getsinitiated. The Jini speci cation prescribeghat theseserviceattributes(servicelD,
groups,attributes,andlookup locators)are storedpersistently Oncea Jini servicegetsa service
identi er assignedo it, it shouldremembetthatidenti er anduseit in all future interactionswith
lookupservicesandotherJini services.To complywith the Jini speci cationJini relatedinformation
is storedon the smartcardvhenerer possible.

4.4.3 Smartcar d Services Exploration Layer

To enablethe cardexplorermanageto retrieve the actualcardservicecode the codebasandentry
point informationareessential.The serviceURL refersto a site that containsthe codeof the card
servicedescribednamedwwwservicecomin Fig. 4.5 on the following page). The serviceclass
namedenotes classthatimplementgheinterface or oneof its subclassege.g.
). With thisinformationthe cardexplorermanageris ableto dynamicallydownload
thecardservicecodeandcreateaninstanceby usinga customclassloader
To be useful,a card servicemusthave accesdo its card-residentounterparandthereforeto
thephysicalsmartcardThisis achiezedby usingthe interfacethatthe JiniCardterminal
provides.TheJiniCardframenork passeshe correspondingbjectto the cardserviceby calling the
method(seeStep5) with aremotereferencdo the smartcarbject.

The methodreturnsJini attribute setsthatareimmutableandthatdo notdepend
onthespeci c serviceinstance Vendorinformation,for example, ts into this category of attribute
sets.The methodreturnsthe proxy objectthatwill (in serializedform) beuploaded Step6)

to the Jini lookup service(abbreviatedasLUS in Fig. 4.5 on the next page) whereit canbe down-
loadedby clients.No restrictionsareimposedon the proxy objectotherthanthatit is serializable.

Implementing a Card Explorer

If acardserviceis to bewrittenfor asmartcardypeof which a cardexplorerdoesnotyetexist, then
the developerhasto provide animplementatiorof the interface.This interfacehasjust
asinglemethodnamed , thattakesa objectasanargument.The cardexplorer
must nd away to explorethe setof cardsthatit is wishesto handle.This canbe doneby usingan
on-carddirectory thatis particularlyuseful,if multi-applicationJava Cardsareused.Anotherway
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to exploreacardmaybeto simply probethecardby usingsomeselectionrAPDUsandby examining
if the cardgenerateshe expectedresponses.

As describedabove, the resultof the explorationprocesss a setof objectsthatpro-
vide informationabouta serviceandalsodescribehow to instantiatehem. Therearetwo different
possibilitiesto instantiatecard services:Oneis to provide a URL from which the serviceimple-
mentationcan be downloaded(called serviceURLD, the otheris to provide a referenceo the card

servicethat the cardexplorer is ableto instantiateby itself. The method is intendedto
geta referenceo a cardservicethat wasinstantiatedhis way. The JiniCardframeawork rst tests
if returnsa valid (i.e. non- ) reference.lf it doesnot, the objectmustgive

aserviceURL to downloadthe codefrom. The rst approachmight be usefulif the setof services
for agivencardis x ed. Thisallowsto storethe serviceimplementationtogethemwith cardexplorer
implementation.Also, if the card-eternalcodeof a smartcardapplicationis storedon the cardit-
self, insteadof beingstoredon a Web sener, this might be advantageousshasbeensuccessfully
demonstrateth [EURO1].

The reasonfor making the card-external part of a smartcardapplicationavailable on a Web
sener, insteadof storingit on the carditself, is the limited amountof memorythatis availableon
currentsmartcardsThe card-eternalpartof a cardapplicationin factmay be ordersof magnitude
largerthanwhatcurrentsmartcardsreableto provide. It may, for example,containa graphicaluser
interfacethatoftenneeddargeamountsof code.

To install a card explorer, all class les that arerelatedto it have to be storedin a JAR le.
Its le hasto containthe ATRsthatareto be handledby the cardexplorer as
well asthe nameof the implementatiors entry class. Finally, the JAR le hasto be uploadedo a
well-known Web sener, like wwwatr.net whereit canbeinspectedy an ATR-mapper

Implementing a Card Service

To implementa card servicethat the JiniCardframeavork canhandle,the following stepsmustbe
taken: First, theinterface (orits sub-interace ) hasto beimple-
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mented. Apartfrom implementingheinterfacemethodsthis meansmplementingheactualservice
methods.The serviceusesthe interfaceto talk to the card. At runtime,an objectimple-
mentingthisinterfacewill beprovidedthroughthe method.It isimportantto emphasiz¢hat
the JiniCardframework doesnot de ne the way in which the card-externalpart of an application
talksto its card-residentounterpart.Both partshave to agreeupona proprietaryprotocol,i.e. a
setof APDUs andtheir meaning. The developeris free to de ne this private protocol, using AP-
DUs. The developeris alsofreeto designthe card-residenpart of the applicationin arny way that
he or shedeemsappropriate This e xibility allows for theintegrationof cardsthatprovidea x ed
APDU protocolsuchasGSM SIM smartcardshatusea standardizedPDU protocolthatis de ned
in [GSM11.11. In thatcasethe card-residenpart,andthereforethe APDU protocolwas x ed,and
our taskwasto write a card-eternalpartthatintegratesa servicefor GSM cardsinto the JiniCard
framework.

Theservicerelatedclass les haveto be packagedisa JAR le andhaveto be madeaccessible
toanHTTPsener. If suchaJAR le is smallenoughjt mayalsobestoredonthecard.In ary case,
the cardexplorerthatexploresthe cardmustbe ableto examinethe serviceinformationandto nd
away to acquireaccesdgo the servicecode.

If acardserviceimplementations installedon a multi applicationcard,thenits existencehasto
be announcedThis canbe doneby storingserviceinformationin somekind of on-carddirectory
Cardexplorersexaminethis directoryto learnaboutserviceghatareavailablefrom the card.

Summary

TheJiniCardframework describedn detailin theprevioussectionsthoughreasonablgomple, has
beenprototypicallyimplemented.Our prototypeprovidesa solutionto the problemof integrating
smartcardinto networkedernvironments It doesthisby providing aplatformontowhichtheoff-card
counterpart®f card-residenservicescan be dynamicallydownloadedandinstantiated. Togethey
the card-residenandoff-cardcomponentsightly co-operateaisingthe platform'sresources.

The framewnork canbe consideredisvery e xible sinceit allows for theintegrationof all types
of smartcardghat comply with the namedISO standards.It facilitatessmartcardntegrationand
enablesmartcardso becometrue active network nodes.This hasbeendemonstratedy the rapid
implementationof smartcardserviceson top of the JiniCard framewvork and hasshown that the
abstractionsepresenteth theframavork areuseful.

4.5 Related Work

Recently the integration of smartcardsnto networked ervironmentshasbecomemore and more
attractve to bothacademiandindustry In thesequelwe brie y discusghemostimportantprojects
relevantto this problemdomainanddrav somecomparisonso the JiniCardapproach.

OpenCard Framework

Closely relatedto our approachof smartcardintegration is the OpenCardFramavork [OCF0Q
HH98; OCF99]. Originally, OCF wasdesignedo run within a singleJava VM which would block
cardreadergo otherapplications OCFusesan“applicationdriven” paradigm.An application that
runsin the sameJasa VM as OCF itself, asksfor a particularcard serviceand waits until a card
implementingthat card servicearrives. The cardremainspassve anddoesnot geta chanceto an-
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nounceits capabilitiesandavailableservices.To achieve this goal,a proactie paradigmis needed,
in whichthecardis askedfor its serviceghatarethenmadeavailableto the environment.

OCF alsohasno supportfor remotesmartcardaccess.The proxy conceptis usedto hide the
protocolto the serviceimplementatioron the smartcard.Similar to our approactis the useof so-
called CardServiceBctory objectsthat produceJava objectsthroughwhich cardresidentservices
canbeaccessed.

Although OCF de nes interfacesand classedor applicationand card managementthey are
realizedonly rudimentaryIn particular themappingfrom servicedescriptiongo serviceinstancess
notde ned. OCFis astaticallycon guredframework, whereall availableservicesnustberegistered
in acon guration le. However, this doesnot meetthe requirementf spontaneoumtegrationthat
we identi ed asanimportantissuein smartcardniddleware.

CITITCP/IP Stack

WebcardRH99; RHO( is animplementatiorof a stripped-davn Web sener on a Java smartcard.
The implementatiorconsistsof a card-residenfava appletthatimplementsa subsebf the TCP/IP
stackthatis necessaryo implementa HTTP Web sener. Several assumptionsuchasone TCP
connectiomat atime, the HTTP requestmust t into a single paclet, etc., have beenmadefor the
particularimplementation.Furthermoreonly a subsetof the HTTP/1.0protocolhasbeenimple-
mented.The hostPC routesincoming pacletsto the card's IP addresghrougha serialinterfaceto
thecardreaderand nally tothecard.Packetsin thereversedirectionarefetchedfrom the PCfrom
the cardandfurtherdroppedontothe network.

CITI'sWebcardseneris to ourknowledgethe rst attempto integratesmartcardsitthelP level.
Althoughthe rst implementatiordoesnotimplementa completeT CP/IPstackit demonstratethe
generalfeasibility of this approach.With future smartcardsvith more computationakesourcest
is possibleto implementmore completenetworking stacksallowing for transparenintegration of
smartcardénto the Internet.However, it doesnot provide a spontaneouretworking frameawork for
theintegrationof smartcardsut insteadiocuseontheintegrationon the P layeronly.

The InternetDraft “IP and ARPover ISO7816” [GMO014 that hasits originsin the Webcard
projectmentionedpreviously describeghe transportof IP datagramsver the asynchronoushalf-
duplex link layer protocolsfound on ISO 7816 compliantintegratedcircuit cards. This memopro-
posesastandardor communicatingvith cardsusinglnternetprotocols thusconnectingsmartcards
directly to the Internetandtherebyloweringthe barrierof integratingsmartcardsnto Internetappli-
cations.

ThelSO7816link layerprotocolsarehalf-duple« with theterminalalwaysinitiating thecommu-
nication.In orderto enabldP pacletsto o w from thelCC to theterminal thedraftspeci esthatthe
terminalmay regularly poll the cardsendingit appropriatepolling requests.This enablesa cardto
alsoinitiate communication Anotherdraft speci cation[GMO1b] furtherconcentratesn transport
of TCPandUDP paclketson this network layerwith particularattentionto headeicompression.

Currently the only implementatiorsaidto be almostcompatiblewith the rst draftis CITI's
UDP andTCP/IPstack.

ETSSmartcard Platform Proposal

Lamotte[LamO01] hasproposedcommunicatiorprotocolbetweeraterminalandasmartcardased
onthePoint-to-PointProtocol(PPP)RFC166]1. Theproposakonsidersalong-termeffort to bring
IP capabilitiesto smartcards.The approachusesstandardnternetframing protocolsto provide a
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layeruponwhich IP packetscanbe exchanged At the time of this writing, however, no actualim-
plementatioris available,yet, andthe papershouldbe viewed asa stimulusfor providing stratic
directionson how suchintegrationcanbe achiezed with a particularfocuson the long-termdevel-
opmentanddeploymentissuesn thesmartcardsector

Bull Inter net Card

InternetCard[Uri00; USTOQ Uri014 is anapproactdevelopedat the CP8smartcardesearchabs
of Bull. Theirarchitecturecompriseshost-residentagentsthatareresponsibldor routing between
thehost's IP stackandcard-residenagents Beyond IP andUDP they arealsocapableof managing
TCPsessiondetweeranetwork nodeandthesmartcardCommunicatiorbetweerthehostandcard
agentds achievedby meansf anasynchronouprotocolcalledSmartTPcomparabléo asimpli ed
versionof TCP. The agentstransferthe TCP or UDP paclet payload,e.g. HTTP streamenclosed
in SmartTPpaclketsbetweerhostandcard. On top of this systema card-residentVeb sener anda
so-calledrustedproxy have beenimplemented.

At presenthe architectureand protocolshave beensubmittedto the Javra Card Forum [JCFO01]
asaproposafor smartcardntegrationinto networks[UriO1b].

Gemplus DMI

In contrastto the IP-basedntegration of smartcards[VV98] describesan approachaiming at an
RPC-like model of communicationwith Java smartcardapplets. The basicideais to apply the
programmingmodelof distributedapplicationgo smartcardsThis is achieved by aninterfacede-
scription languagebeing a subsetof the Java Card languagefrom which stub and skeletoncode
aregeneratedsimilar to the CORBA programmingmodel. Whereasn CORBA the IIOP “wire”
protocol betweenobjecthasbeenstandardizedin this approacha protocol called Direct Method
Invocation(DMI) hasbeenintroducedthat can be viewed asa genericappletinvocationprotocol
runningontop of standardAPDUs. Theadwantage®f this approachhathasbeenincorporatednto
Gemplus'developmenervironmentsaresimilarto thoseusuallylistedfor distributedprogramming,
namelythe higherlevel of abstractiorof the communicatiormodelbetweerclientsandseners.

The DMI approachdoesnot offer further abstractionsuchas servicedescription,etc., targets
simpli ed smartcardapplicationdevelopmenbnly.

CORBA Integration done at Darmstadt University of Technology

Similar to the DMI approactpresentegbreviously, [FMM99] describes prototypicalimplementa-
tion of a CORBA-basedarchitecturdor theintegrationof smartcardsHere,differentORB models
are discussedhat separatdhe functionality betweenthe card terminaland the card. The proto-
type targetsGSM SIMs and usesa mobile phonesimulatorthat canbe usedby the card-resident
applicationto performuserinteractions.

Gemplus Jini Surrog ate Project

Gemplusis currently implementinga smartcardintegration basedon the Surrogate community
projectat Jini.org [Sun01B. The Surrogateprojectaimsto extendthe Jini technologywith an ar-

chitecturethatallows serviceswith limited resourcego participatein a Jini federation.Hence the
Surrogateprojectsharessimilar ideaswith our approactsupportingthe thesisthatthereis demand
for theintegrationof smalldevicesinto local ernvironments.
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Surrogateis closelyrelatedwith Jini sinceit offers deviceswith limited resourcesa platform
into which thosedevicescan*inject” mobile code. This ideais comparableo the approackhin the
JiniCardframenork wherethe cardterminal offers an executionplatform for the mobile codethat
canbe usedby the smartcardo offer its servicesto otherclientsin a network. Prior to the launch
of the Surrogateprojectan active discussionaboutpossiblearchitecturesand approachegor the
integrationof smalldevicestook placeon Sun's Jini-Users mailing list.

Similar to the “IP InterconnectSpeci cation” [Sun014 Gemplusintendsto provide an inter-
connectspeci cation[Sur0]] de ning theintegrationsmartcardsnto the Surrogateframework. At
thetime of this writing, no speci cationor implementatioris availableto the public. However, the
authorshave announcedo releasea versionin the future for public review which would enablea
morethoroughcomparisorwith the JiniCardapproach.

Summary

Theintegrationof smartcardsnto networked ervironmentsis a hot topic thesedaysand quite dif-
ferentapproachebave beenproposedindsomeof themimplementedThey canberoughlycateyo-
rizedaccordingto thelevel of integrationprovided. ApproachesuchasCITI's WebcardandBull's
SmartTPfocuson theintegrationat the IP layeror onelevel above. Lamottes proposalgoesdown
evenfurtherby proposing?PPasacommunicatiorprotocolmuchatthelink layer. In contrastpther
approachesuchasthe Gemplus'Jini SurrogateapproactandJiniCardfocuson solutionsatamuch
higherlevel of abstraction.

Dueto thedifferentnatureof theseapproachesomparisongrelargely dependingn the appli-
cationcontext suchsolutionsareusedfor. Anyhow, it seemghattheintegrationof smartcardfias
nally gainedattentionnotonly in theacademiavorld but alsoin industry

4.6 Security Aspects

The JiniCardframework allows smartcardgo offer servicesin a network by meansof a proactive
explorationmechanisninitiated by the cardterminal. ClientsaccesshesecardserviceghroughJini
serviceproxiesthat usethe basicinterfacemethodsof the cardterminalto communicatewith the
card-residenportion of the service.The mostobvious problemwith suchanapproactis the secure
accesdrom remoteclientsto the card, andthe problemof the card holder veri cation procedure
(CHV).

4.6.1 Smartcard Comm unication Assumptions

The CHV problemdoesnotonly arisein the context of JiniCardbut equallywell appliesto the other
integrationapproache# remoteaccesdo the smartcards considered.In traditionalarchitectures
theunderlyingassumptionsf smartcardusagearethat

a) communicatiorbetweerthe cardterminalandthe cardis trustworthy,

b) communicatiorbetweernthe applicationandtheterminalis trustworthy, and

¢) communicatiorbetweertheinput andoutputdevicesof theapplicationis trustworthy.
Mostoftencardreadersreattachedo terminalswith whichthecardholderperformsCHYV to unlock

thecardfor security-sensitie operationsThis canbethePIN typedinto anATM, or the PIN entered
into a GSM handseto activatethe network authenticatiorprocedure.
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Hence,the underlyingassumptiorwith this approachs that the communicationlink between
the pinpador keyboardandthe smartcards secureandcannotbe eavesdroppedr tamperedvith.
For mostof the practicalapplicationscenariosmartcardsireusedin, this assumptiorsoundsjuite
reasonableln scenariodasedon remoteusageof smartcardghough,the link betweenthe client
andthe smartcardnustpotentiallybe consideredisuntrustedandinsecureandspecialprecautions
have to betaken,i.e. thehostileenvironmentproblemhasto be solved.

4.6.2 End-to-End Security Appr oaches

This sectiondiscussesomeof theapproachethatimplementvariousdegreesof end-to-endsecurity
with smartcards.

Secure Messag ing

The ultimate solutionto this problemwould be to completelyencryptall dataexchangedetween
the client andthe smartcardij.e. achieve end-to-endsecurity This would imply thatthe traditional
ISO7816interfacebasedon APDUs cannotbe usedary longersinceit assumeshe exchangeof

unencryptedAPDUs. However, secue messging asspeci edin [ISO94, Sect.5.6] canbeused

“[. ..] to protect[part of] themessgesto andfroma card by ensuringtwo basicsecurity
functions: data authenticationand data con dentiality. Secue messging is achieved
by applyingone or more securitymedanisms. Each securitymedanisminvolvesan
algorithm,a key, an argumentandoften,initial data”

Basically securemessagingffersastandardizedramework for the encryptionof the payloadparts
of APDUs. Unfortunately for this to work the problemof key distribution mustbe solved. This

basicallymeansthat the smartcards remoteclient mustbe con gured with the appropriatesecret
key(s) rst beforecommunicatiorcantake place.In arealdistributedsettingthis would meanthat
theuserhasto somehev typein thesharedkey usedfor thesessiorwhichis ratherawkwardandnot

suitablefor practicaluse.

SSL/TLEomm unication

A bettersolutionwould beto useprotocolssimilar to the Internets defactostandardSSLandTLS
[RFC2246 thatusepublic-key encryptionto agreeon a sharedsessiorkey betweenra clientanda
sener usedfor con dentiality andintegrity of communicationFurthermorethe protocolallows for
mutualauthenticatiorthatmight be necessaryo notleakcon dential informationsuchasthe card's
CHV througha man-in-the-middlattack.

In [Tab0Q we have performedananalysisandevaluationof thefeasibility of asener-sideimple-
mentatiornof the TLS protocol. The scenariccomprisesa TLS-enabledsenerhostedona smartcard
andan anorymousclient, i.e. without TLS client authenticatiorwhich is the standardcasein the
Internettoday Our analysishasled to thefollowing essentiabbsenations:

« Several stepsof the protocolare optionalandcanbe omittedbut the numberof messagem
theprotocolafterhandshak cannotbereduced.

« Only the client hasto performcomputationallyexpensve operationgduring the handshak.
On the sener side, only the mastersecrethasto be calculatedbut needsa randomnumber
generatoto sendits ServerHellomessge. Most smartcardsvith cryptographideaturesare
todayequippedvith suchrandomnumbergenerators.
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» Thelargestamountof dataexchangeds the sener's certi cate thatis roughly about1-2kB
in size.

» Thesener portionof the protocolis computationallyessexpensve thanthe client side,since
parsingandsignatureveri cation of thecerti cate is necessargntheclientsideonly.

 Sessiorrecovery could be usedto reducethe handshak if repeatecconnectiongo the card
occut

« Currentsmartcardsvith cryptographiccoprocessormight beableto offer afew TLS cipher
suitesmatchingmostof the potentialclients' ciphersuites.

 Supportfor 32bit arithmeticson the cardis importantfor achiezing reasonabl@erformance.

Although we have not actually tried animplementatiorourseles, the theoreticalanalysisreveals
thatanimplementatiorwould be possiblewith currentsmartcardshoughnotwithouta fair amount
of effort.

CITISecure Inter net Smartcard

Insteadof using Internet standardprotocols,the implementationdescribedin [IFHOQ] usesthe
SPEKEprotocol[Jab9§ for establishinga sessiorkey for channelencryptionandat the sametime
authenticatinghe cardandits remoteuserwith a sharedsecret.SPEKEis a protocolachieszing the
sameobjectvesasthe EKE protocol[BM92] but is bettersuitedfor a smartcardmplementation.
SPEKEis basedntheDif e-Hellman protocol[DH76] andadditionallyachiezesauthenticitythus
avoiding man-in-the-middlettacks.

The authorsdescribehow their implementatiorhasbeenintegratedinto both SSH[YKS™* 01]
andKerberogNT94] clientapplications.The SSHclient usesthe smartcardo electronicallysigna
challengepresentedy the SSHsener. The Kerberosclient usesthe remotecardto unseala DES-
encryptedicketgrantingticket They reportanumberof timing measurementhatdemonstratéhat
a securechannelusing SPEKEcanbe establishedn the orderof several secondof which mostof
thetime is spentexecutingthe cryptographicperationsn the smartcard.

Sinceresearctandformal underpinningof authenticatedkey exchangeprotocolshasbeenun-
dertalen(cf. [BPROQ), we think thatremotesmartcardisagds possiblewith suitabletranspareng
from theusers perspectie usingthe presente@pproach.

Comparedo the TLS approactthe advantageof thesekind of protocolsis thatproving authen-
ticity of the peeris donethroughthe peers knowledgeof the passverd. In contrastthe dravback
of usingTLS is thata userat aterminalhasto achievze andverify theauthenticityof theremoteTLS
senerin thecardbasednthesener's certi cate whichis usuallynotthe mostuserfriendly option.

Swisscom CASTING Protocols

Swisscom hasappliedfor a patent{Swi0Q] for the SECTUS protocolsdevelopedin the CASTING
researctproject. The basicproblemis the remoteusageof a smartcardrom a PC over anuntrusted
wirelesslink, e.g.Infrared[IrD01] or Bluetooth[BluO1; HNI* 98]. The basicapproachakenis to
involve the userinto the protocolslet him securelytransmitsecretdrom the cardto the PC or vice
versa.ln thisscenarigdhecardis insertednto a cardreaderequippedvith inputandoutputfacilities.
In aprototypicalimplementatiordescribedn [RV01] a mobile phonewasusedasthe wirelesscard
readeranddemonstratetheintegrationof aRSA-enabledsSM SIM smartcardveraninfraredlink
asthesecuritymodulefor client-sideauthenticatiorof a TLS-protectedRFC2246 HTTP session.
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Essentiallytheuseractsasatrustedhird partybetweenwo devicesandhasto readasecrefrom
adisplayandenterit into anothemdevice. Obviously, this might beincorvenientanderrorpronebut
if usedcorrectlyprovidesareasonablsolutionto theremotesmartcargroblem.

4.7 Summary

In Sect.2.5we formulatedthe statementhattherewill alwaysbe a demando integratevery small
devicesinto localervironmentsIn thischaptemwe have presented generidramevork thatprovides
asolutionto thequestiorhow smalldevicescanbeintegratedinto suchervironments.t is basecn
themobile codeparadigmanddistinguishebetweerdevice detection detectioneventcompilation,
device explorerlookup, device exploration, serviceproxy lookup, serviceproxy instantiation,and
serviceintegration. Furthermorejt makes proposalshow the building blocksand protocolscould
look like and how the problemof nding suitabledevice explorersand serviceproxiescould be
solved. Sincethe overall problemdependso a reasonablalegree on the underlyinglink layer
technologiesanddevice characteristicea framenork waschoserthatallows for its instantiatiorinto
moreconcretedomain-anddevice-speci cversionsasneeded.

Smartcardsighly dependn their ervironmentgo provide usefulservices Giventhesecharac-
teristicswe have identi ed four key areasthatneedto betakeninto accounty middlewarefor the
spontaneoumtegrationof smartcardsTheseare

* spontaneoumtegrationinto (networked)ernvironments,

* transparentisageof cardservices,

* remoteaccesdo cardservicesand

« securitythatis effectively controllableandobsenableby thecard's owner.

In this chaptera middlewvarefor theintegrationof smartcardénto networked systemshasbeenpre-
sented.Our middlevarecomprisesan executionplatform for mobile codein a cardterminalanda
well-de ned procesof how appropriatanobile codeis transferredo theterminalassmartcardsire
insertedinto the terminal's cardreader We think that our approachoutperformsotherapproaches
w.r.t. e xibility andeffort of standardizationyhichwe generallyconsidera crucialpointin propos-
ing nev middleware. The approachs easily extensibleby uploadingnew cardexplorersto a well
known Web sener andby providing cardserviceimplementationslt alsohandlesnutualexclusion
of multiple clientsthattry to usea cardconcurrently The independencef appletson Java cards
seemdo make a relatively transparenschedulingapproachpossible. The Jini network infrastruc-
ture hasbeenusedbothasthetradingplatformfor serviceofferedby smartcardendasa meango
implementthe JiniCardframework asa setof cooperatinghetwork services.We have found Jini to
be particularlywell-suitedfor this purposesinceit builds uponmobile code,which nicely ts into
the paradigmof our proposedniddleware.

Accessingsmartcardsemotelyposesnen securityissues.In particular the assumptiorthatthe
communicatiorbetweenclientsandcardserviceds con dential no longerholds. Communication
betweenclients somavherein a network and smartcardservicescan potentially be eavesdropped
andeventamperedvith. Approachesuchasthe SPEKEprotocolto solve this problemhave been
presentedhatmake theremoteusageof smartcardpossibleaservisionedin this chapter However,
thesesecuritymechanism$iave not beenimplementedn JiniCardsincethey arehighly card-and
application-speci candthereforebelonginto the cardexplorerandserviceproxy components.
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In generalwe canconcludethatthe presente@pproachs well-suitedto allow for theintegration
of smartcardsnto networked ervironments. Furthermorethereexist meansto make the cardsre-
motelyandsecurelyaccessiblavithin (partially) hostileervironmentsfrom areasonablyrustworthy
userterminal.

The basic approachof mappingdevice and objectidenti ers to executableproxy objectsin the
mannermresentederewasoriginally presentedn [ADH* 99]. Thereit wasappliedto the domain
of the managemenof networked objectsandthe notion of “nannies”wasintroduced,i.e. mobile
objectsthatrepresenaindcarefor real-world devices.

The approachtaken by JiniCardpresentedn this chapterwasinitially describedn [KPVO0Q]
and hasbeenfurther exploredand fully implementedn the diplomathesisof M. Rohs[Roh0Q.
Theanalysisof the card-residensener-sideimplementatiorof TLS wasundertalenin thediploma
thesisof H. Tabordg Tab0q.

An overview of this work focusingon middlevarefor smartcardsvaspublishedin [KRVO0Ob].
An abridgedversiondiscussingsomeof the securityaspectonsideredn Section4.6.2was pre-
sentedn [KRVO004|.



Chapter 5

Personal Security Modules based on
Mobile Personalized Terminals

There are no systems that remain trust worthy when exposed to normal consumer Internet use
and soft ware acquisition. There are research projects trying to create so-called "trusted

computing bases,"” but none has succeeded. Some systems are shipp ed to day with the label
"trusted,” but none could protect a consumer's data and soft ware in such an environment.

J. K. Winn andC. Ellison[WE99]

5.1 Introduction

The fundamentaproblemunderlyingthis chapteris raisedby the questionhow smartcardsanbe
usedin so-called'hostile ervironments”.In Sect.3.3 pertinentliteraturediscussingrariousaspects
of this problemwas presentedhowever, currently it seemsthat securecommunicationbetween
a userand a personalizegsmartcardsn hostile ervironmentsis only possiblethroughreasonably
trustworthy terminalsandappropriatgrotocols.

This chaptediscusseanotherbuilding block of personabkecuritymodulesby proposingheuse
of amobileandtrustworthyterminalto access users personalizegmartcardn a hostileenviron-
ment. More preciselyit builds uponthe generalassumptiorthata useris likely to trusta personal
device morethana public terminalthatis not underhis or her direct control. Thus, a usertakes
adwantageof his or herpersonabevice to performsecuritycritical decisiongn a potentiallyhostile
ervironment.

Furthermorethe terminalandthe smartcardarecoupledin a way that preventsusageof oneof
the deviceswithout the other Hence,the smartcardperformsonly thoseactionsthat the terminal
hasbeenpreviously acceptedaindthe terminalis not capableof performingsecurity-criticalactions
withoutthe smartcard.

Therestof this chapteris organizedasfollows: Section5.2 begins with a commonexamplethat
exempli es the generalproblemdomain: The creationof electronicsignaturesith smartcardsand
suitableterminals.lt outlinesthelegalframewvorksunderlyingthis applicationanddiscussesecurity
issuedn thesignaturecreationprocess.

In Sect.5.3 we presentthe Personal Card Assistant(PCA), which is a personalizedsecurity
modulebasedon an off-the-shelfPDA anda smartcard.The PDA actsasa mobile terminalused
to communicatewith the smartcard.Sinceit is assumedo be underthe users control, it might be

67
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muchmoretrustworthy from the users perspectre thanothernon-mobiledevices. We describethe
generakettingof thePCA, theinvolvedcommunicatiorprotocolsandtheunderlyingcryptographic
protection. Furthermorerelatedwork on the trustworthinessof terminalsis discussedocusingon
approacheshat also considerPDAs astrustworthy terminals,trustworthy operatingsystemsand
trustworthy documenpresentation.

Sometechnicalopinionson the approactpresentedare discussedn Sect.5.4 focusingon the
pairing of theterminalandsmartcardi.e. the cryptographidindingof bothdevices.

Thechapterendswith asummaryin Sect.5.5.

5.2 Motiv ation: Electronic Signature Creation

Cryptographycan provide securityserviceshasedon well-foundedmathematics.A key problem
with applying cryptographyto real-world problemsis, however, the interfaceto real life. In this
chaptemwe rst investigatean applicationareawherethis problemis very evident,i.e. the presenta-
tion of adocumenthatis to be electronicallysigned.

Accordingto the directive of the EuropearParliament[EUP99 Article 2.2] an advancedelec-
tronic signaturemeansan electronicsignaturehatmeetsthe following requirements:

a) it is uniquelylinkedto thesignatory;
b) it is capableof identifying the signatory;
c) it is createdusingmeanghatthe signatorycanmaintainunderhis solecontrol,and

d) it is linkedto the datato which it relatesin sucha mannerthatary subsequenthangeof the
datais detectable.

Basedon this de nition a working group of the EuropeanElectonic Signatue Standadization
Initiative (EESSI)speci esso-calledsecue signatue creationdevices(SSCD)[CEN01d asa pro-
tectionpro le (PP)accordingo theEvaluationCriteria for IT Security{ISO993 1ISO99h 1S0994.*
It providesstandard$or thehigh securityrequirement$oundin electroniccommerceande-govern-
mentscenarios.

Somecountrieshave alreadyembeddectlectronicsignaturesnto legal frameworks, the most
prominentexamplebeingthe Germarelectronicsignaturdaw “Signatuigesetz'{SigG97 Sigv97.
This law requireslamongotherthings)thefollowing evaluationcriterialevelsfor a systemusedfor
dealingwith electronicsignatures:

* thesecuresignaturecreationdevice (usuallya smartcardmustmeetthe criteria of the Evalu-
ation AssuancelLevel 4 (EAL 4).

« theothercomponentse.g.for presentinga documeni{documentiewer) mustmeetEAL 2.

Both requirement$orm the basisfor electronicsignatureshatarelegally bindingunderthis law.

Whenconsideringhislegal framavork from atechnologicaperspecitie, it is evidentthatoneof
thewealestcomponentss in practicea documenviewer runningon a PCwith astandardperating
systemlike Windows: Evenif evaluatedat EAL 2, the PC Softwareofferslittle protectionagainst
manipulationby malicioussoftwaresuchasvirusesor Trojanhorses.

1 Also knowvn asCommorCriteria (CC).
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In contrastto this, a smartcards a (comparablyfamperproof device that offers cryptographic
andotherfunctionsthat canbe accessedver a simplel/O interface. For performingcritical func-
tions, it is requiredthat the legitimate useris authorizedagainstthe card by enteringa PIN code
(oftenreferredto ascardholderveri cation, CHV). As hasbeendiscusseaarlier a smartcarchas
no interfaceto interactdirectly with a humanbeing, all communicatioris donevia a cardreader
usingakeyboardandscreerthatis eitherbuilt into thereaderor is attachedo a computer(cf. 3.3).

In the protectionpro le [CENO1a Annex, Sect.3.1] which alsorefersto the signatue creation
application(SCA) proposa[CENO01H, for example,somegeneralassumptionarelisted of which
onestateghat

“Thessignatoryusesonly a trustworthy SCA[signaturecreationapplication,ed.] The
SCAgenemtesand sendsthe DTBS-epresentationdatato be signed,ed.] of data
the signatorywishesto signin a form appropriate for signing by the TOE [target of
evaluation,ed.]”

This is in particularproblematicif the platform usedfor viewing sucha documentis not “under
control” of theelectronicallysigningparty, but belonggo the otherpartythatwantssomeoneo sign
adocumentit is fairly trivial to manipulatesucha systemsoa persorsigningacontractor amoney
orderin anunknown, untrustedervironmentcannotbe surewhathersmartcardactuallysigns. This
couldturnoutto beamajorobstacleagainsthewide-spreadiseof electronicsignaturesn practice.

This problemis, in principle, easyto solve: Raisethe securitylevel andrequirea closed trust-
worthy systemfor applyingelectronicsignaturesUnfortunately this solutionis extremelyhardto
putinto practice bothbecausét is expensve andsincededicatechardware,thatwould berequired,
simply doesnot t into today's computingworld.

Summingup, applicationdasedn smartcardsely uponthetrustworthinesof theernvironmentthe
cardis working in. However, this trustworthinesds not givenin mary settingssmartcardareused
in.

5.3 The Personal Card Assistant

In this sectionwe presenthe PersonalCard Assistan{PCA), a scenariadhatbringstogethePDAs
andsmartcardsTheunderlyingideais thata PDA actsasa personabevice for controllinga smart-
cardattachedo it usinganasymmetrickey pair. We describehow suchanapproackcanbe usedfor
creatingelectronicsignaturesin particular we cancircumwventthe problemsnvolvedwith untrusted
documentiewersin this context.?

5.3.1 PCA Overview

We proposea pragmaticapproactihatreducesherisksof usingelectronicsignaturedy integrating
acustomers PDA into thecreationof electronicsignaturesThe PDA is usedasa documentiewer
andit controlsthe smartcardoy unlockingthe card's signingfunction using cryptographianeans.
We referto this approachasthe personalcard assistant A PCA doesnot increasesecurityper se
sincea PDA canbe attacled similarly to a PC. However, aswe assumehata PDA belongsto and

2 Hencethemaingoalis to have aWYSIWYG (whatyou seeis whatyou get)systemandnota WYSIAWYG (WhatYou
Seels AImostWhatYou Get)oraWYSIMOL WYG (WhatYou Seels More or LessWhatYou Get)styleof presentation
that,from a securityperspectie, shouldbe avoidedunderall circumstances.
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thereforeis underthe control of a persorwho wishesto applyanelectronicsignaturesuchadevice
will in practicebe moretrustworthy for that personthan, for instancea vendors PC, andthusis
bettersuitedfor usein hostileervironmentshana smartcardalone.

Therefore the approachcan be regardedas pragmatically more secue, making usersof elec-
tronic signaturegeel morecomfortablewith thetechnology Thenotion*“trust ampli er” for sucha
PCA coversthis quite precisely

The PCAaimsatimproving this situation:It consistof a securecorecomponentthesmartcard,
and a corventional, personalcomputingdevice, the PDA. Both can either be tightly coupledby
integratingthe cardinto the PDA, or communicatiorbetweerthe PDA andthe smartcards overa
possiblyuntrustechetwork. This leadsto the generaldesignoption whetherthe cardis co-located
with theterminalor remotelyconnectedcf. Sect.3.4).

We considetthelatter, moredif cult casejn whichthecouplingis achiezedby thefactthateach
componenknowsthepublickey of theotherone.Key exchangdakesplacein asecureervironment,
e.g.whenthesmartcards personalizedr purchasedin the PCA scenariotherole of thesmartcard
is to provide both securestorageand a trustedplatform for cryptographiccomputationsand the
PDA providesa userinterface,computingpower, andadditionalstorage The sharingof public keys
enabledothto establisha securecommunicatiorchannekvenif they arephysicallyseparated.

An applicationwill typically run onthe PDA, makinguseof its I/O capabilitiesandaccesshe
smartcardor cryptographicfunctions. Thusin termsof our framework the PDA is consideredo
be the “active” componentvhereashe cardis rather“passie”. But it is alsopossibleto run the
applicationon the smartcardandusethe PDA simply asa supplementary/O device —anapproach
furtherdiscussedn Chapters$ and7.

A PDA is opento attackssimilarto thoseapplicableto a PC.However, it is likely thatthe PDA
owner acceptsa much morerestrictive securitypolicy on her PDA thanon her workstation,e.g.
concerningthe download and executionof unknown software. It is alsorealisticto seta separate
PDA asidefor performingcritical transactionsuchaselectronicsignatures.

Froma pragmaticviewpoint, onemay acceptthe PCA asa “trust ampli er” dueto its natureof
beingdirectly associateavith a person.To its owner, it is muchmoretrustworthy thananunknown
terminal,controlledby strangerslocatedin anuntrustecervironment.

The PCA for Electronic Signatures

To bettermotivatethe PCA ascenarids presentedvheretheuseof thePCA canenhanceheprocess
of creatingan electronicsignature.The exampledescribes settingwherea documentreatedoy
oneparty, e.g.a contractofferedby a vendor is to be signedby a secondparty, the customer This
approactinvolvesthefollowing components:

« A PCor workstationthatis usedto createa documento be signed.This couldbe a vendors
terminal.
« A smartcardeadereitherconnectedo this PCor beinga separatelevice.
» A PDA thatbelonggo the persorwho wantsto signadocument.
< A smartcardor signingadocumenby encryptinga hashvalue.
This requiresthat both the PDA and the smartcardhave the public key of the other one stored,

i.e. they togetherconstitutea PCA. We assumeéhat componentsan communicateover arbitrary
communicatiorchannelsasanexampleonecanimagineusingthe PDA's infraredinterface.
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1) Document to be signed
(in PDA-viewable format)

5) a) Check PDA's signature
b) Extract document hash
¢) Signwith card’s secret

key

2) Transfer
document 4) Transfer signature to
— smart card

3) a) Check document
b) Compute document hash
¢) Sign with PDA's secret key

Figure 5.1: The PCAin the contet of signingdocuments

A Bird's Eye View of the Scenar io

Figure5.1outlinestheinterworking of the component®f this approach:

« A documento besignedis createcbnthe PC,andthis documents storedin aformatthatcan
bedisplayedonthe PDA.

+ Thedocumenis transferredo the PDA.

» The userchecksthe documenton the PDA andapprovesit by signingthe documents hash
with the PDA's secrekey.

* The documenthashis transferredo the smartcardthat extractsthe document hashvalue
againandcreateghe nal signature.

This procedurdliffers from the standardapproachto usingelectronicsignaturesn two important
points: First, the documentis “routed” over the PDA for being checled by the signing person;
secondjt assumeshatthe smartcardf the signingpersonandthe PDA form a pair, tied together
by their public keys. In particular the cardwill notsignary dataunlessthesedatawere“approved”

by the PDA's secretkey. We shallelaboratehe concretgprocedurdor this subsequently

5.3.2 The Underlying Cryptogra phic Protocol

Hereaftey the identi ers Ec;q and D g are usedfor denotingthe smartcards public and private
keys respectiely, and similarly Eppy and D ppa for the PDA. The applicationof a key K to a
messag®/ , e.g.encryptingthe messagewill bedenotedoy K (M).
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hPIN:=E_,(D,,M)
PIN OK?

h :=hash(D);
Enter PIN

Figure 5.2: CryptographicView of InformationFlow

Figure5.2 visualizeshe communicatiorbetweerthe PCA components:
— PC! PDA: ThePCsendsadocumenD to the PDA.

— PDA: ThePDA displaysthedocumentD andcomputesh = hasi{D). If the userwishesto
signthedocumentsheapprovesit. We proposeto implementthis by having theuserenterthe
card's PIN, which hasthe side-efectthatthe PDA is usedasa PIN pad?

— PDA ! Smartcard: The PDA sendsthe messagéM = Ecrg Dppa(h; PIN) to thecard.
Thus,thePDA signsthedocumentashh andthePIN with its privatekey andencryptghere-

sultingdatawith the card's public key. Note,thatthecontentof M canonly bereconstructed
with the secretkey D ¢rg matchingE crg.

— Card: The card deciphersthe messageusing (h; PIN) = Eppa Dcrg(M) , i.e. the card
extractsthe PIN andthe hashh from the messageM usingits own privateandthe PDA's
public key. The procedureabortsif veri cation of the PIN fails.

— Card! PC: Thecardsend® cg(h) to thePC,whichis thedocumenhashsignedwith the
card's secrekey. This constituteghe nal signature.

By signingthe datasentto the card,the PDA assureshe authenticityof the data. Thisis necessary
sincethesmartcardvill only signahashvaluethatoriginatesfrom thePDA. By the PDA's signature,
separatestepsfor authenticatiorandkey exchangeareavoided.

3 Thescenaricandthe subsequenrotocolcanbe easilymodi ed to allow auserto enterthe PIN usinga (securePIN pad

attachedo thecardreader In this casetheusers appraal shallbeimplementedy otherappropriataneanslike pressing
an“OK"-button.
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Enteringthe PIN ensureghatthe signing procesds authorizedby the owner of the PCA. This
addressetheissuethat PDA's arenot very well protectedagainstunauthorizedise. To protectthe
PIN from attaclersinterceptingthe messagéo the card,the messagés encryptedwith the card's
public key.

5.3.3 Informal Threat Analysis

Under the assumptiorthat the PDA and the card of the scenariodescribedin Section5.3.2 are
trustworthy, the protocolcanonly be attacledby manipulatingdatasentbetweerthe components:

— PC! PDA: An attacler doesnot gain anything from manipulatingD sincethe document
will be checled by the signer Neither doesreplayingthis messageor preventingit from
arriving offer ary advantageto attaclers.

— PDA'! Card: Undertheassumptiorof securecryptographicalgorithmsandsufcient key
lengths the contentsof themessag# is notreconstructabte

Sincethe rangeof the PIN is restricted,thereis a slight chancethat a forged messageets
signedby the card,evenif D ppy is notknown. However, the signatureproducedwill surely
not be valid for ary document,asthe hashvaluereconstructedy the cardwill be totally
randomandnot correspondo ary meaningfuldocument.

A replayof this messageo the cardwould createonly duplicatesof the signaturecomputed
by the card,whichis acceptableBlocking the communicatiorbetweerthe PDA andthecard
preventsonly the generatiorof signatures.

— Card! PC: Sinceonly thecompletelygeneratedignatures transmittedthereis nomean-
ingful attackleft. Thesignaturecanbeeasilyveri ed by interestecarties.

Notethattheassumptioraboutthe PDA's trustworthinessnadeabove is not necessarilyusti ed: A
PDA is usuallynot a securesystemandis, in principle,aseasyto manipulateasa PCif anattacler
cantemporarilycontrolthe device. However, in practiceit is certainlymoredif cult to attacksuch
amobiledevicethana PC.

5.3.4 Related Work on the Trustworthiness of Terminals

Besideghe communicatiormpathbetweerthe userandthe smartcardalsothe trustworthinessof the
terminalitselfis crucialin asignaturescenario Already GassefGas88 hasdiscussedhe designof
securecomputerandoperatingsystemsandproposechow a trustedcomputingbase(TCB) canbe
integratedin suchsystemsHe has,for example, proposedo usea LED to inform the useraboutan
interactionthatoriginatesrom the TCB. This LED is not controllablefrom non-trusteccomponents
to avoid fake dialog attacks.

Trustworthy Terminals based on PDAs

Thefollowing systemausededicatechardware suchasPDAs actingas“trustworthy” end-useter-
minals.

4 Notethatencryptingthe PIN alonewithout the hashh or suitablepaddingschemeshangeshis situation: Sinceusually
only 10 PINj yaluesfor PIN exist, a bruteforce attackby enumeratingpossiblePINs would be possible. The attached
hashvalueh —thoughknown — preventssuchattacks sincethe contentsof the encryptedmessagéecomedoo long for
beingenumerated.
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BalfanzandFelten[BF99] presenta PKCS#11[PKCS#11° compatibldibrary implementation
on a PCthatdelegatescryptographicoperationon a PDA. Their work is basedon the obsenation
that normal personalcomputersshouldnot be trustedto perform cryptographicoperationsat all.
Similar to the PCA approachs thatthe PDA is usedto enterthe PIN codewhich controlsaccesso
the cryptographideys — boththereforeneverleave the PDA. However, asthey admittheir solution
is notsecurebecaus¢hedocuments displayedandhashednthestill insecure®C—which hasbeen
solvedwith the PCA. The PDA actsonly asa smartcardvith asecurekeyboardbut doesnot provide
for moresecurityatthe applicationlevel, in this casethe electronicsignatureprocessFurthermore,
in comparisorto asmartcarca PDA cannotbe consideredsbeingtamperresistant.

Dasvani andBoneh[DB99] describea personakecurityervironmentbuilt on a Palm PDA. It
canbeusedasanelectronicwallet thatis capableof producingelectronicsignaturegaspartof their
wallet protocol. They discussin depthdifferentimplementationsand performancaneasurements
of cryptographicalgorithmssuchasRSA and ECC on the Palm PDA, however, without taking a
smartcardnto consideration.

Freudenthagtal. [FHWO0OQ] haveimplemented systermonaPalm PDA thatenablegshemto sign
documentghatareaccessiblen the PDA throughits Memopadapplication.They have essentially
implementeda PKCS#11 library thatis usedto control a smartcardnsertedin a readerattached
to the PDA. Thusthey rely on the PDA asthe trustedcomponenfor documentpresentatiorand
hashcomputation. The major dravbackin comparisonto the PCA, however, is that thereis no
directcouplingbetweerthe PDA andthe card. Hence their approachis only suitablefor usagein
co-locatedscenario®f terminalandsmartcardcf. Sect.3.4).

Blumert [BIuOOb] givesa good overview of the problemsaroundelectronicsignaturecreation
in the context of Germansignaturdaws. Furthermorehe hasimplementedan electronicsignature
systemincluding a documentviewer on a Palm PDA. His work is comparableo Freudenthakt
al. andthe PCA approachwithout, however, integratinga smartcardnto the signatureapplication,
althoughhe proposeghisin his futurework section.

TheESPRITProjectCAFE [BBC* 94] have proposedanoff-line digital paymentschemeusing
two kinds of devices: so-calledwalletsand guardians Wallets are devicesthat containa screen
andsomesortof keyboardandthusarecomparabldo PDAs. Guardiansare smartcardshat store

nancial information. Paymentinformationis communicatedo the guardianthroughthe wallet
which asksthe userto con rm thatthis informationis correct. Sincethe walletis underthe users
controlit preventsfake terminalattackswherethe paymenterminalshavs oneamountonthescreen
but deductsa completelydifferentamountfrom the users card. The PCA sharedasicideaswith
the CAFE walletsandguardianshowever, it aimsat a moregenerabinding betweerbothkinds of
devicesby meansof a cryptographiccouplingin which smartcard€anbe usedremotelyfrom the
PDA.

Personal Trusted Computing Bases

Secureoperatingsystemshave alreadybeeninvestigatedackin the sixtieswith the MULTICS op-
eratingsystemCV65]; numeroustherresearclefforts have beenundertalenmeanwhile With the
adwentof PDAs, trustedcomputingbasedor personalisehave beeninvestigatedn severalresearch
projectsduringthelastdecadeof whichwe brie y discusssomeof the morerecentactiities.
Eckert [EckOO, Eck0l; BEO]] obsenresthat PDAs might offer greatopportunitiesto become
trustedpersonalsecurity modulesto enhancethe security of distributed and mobile computing.
However, the devicesitself mustbe reasonablysecureif they areusedto performsecurity-critical

5 Also known asthe cryptokior cryptographidokeninterfacestandard.
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transactionsln the sequekheperformsarisk analysisof currentPDA operatingsystems$ focusing
onoperatingsystemsecurityandavailability of cryptographidunctionality. Sheconcludeshat“due
to thelack of appropriate authenticatiorand accesscontmol measuesmobiledevicesare to a great
extendexposedo unauthorizedaccessandinformationdisclosue.”

P tzmann et. al. [PPSW95]discussportable end-userdevices (POBs)and securitymodules
and de ne a numberof requirementdo be madefor suchdevices. They obsere and conclude
that“[. ..] No mobile userdevicescurrently available are tamperresistantin all their parts, soit
is reasonablgo supplementesssecue devicesavailable from manymanufactuers with security
modules Providers canconcentateon developingprotocolsfor securityapplicationsthatcanrunin
anydevice frommobilephonedo personaldigital assistants. In [PPSW96lthey furtherdistinguish
betweerdifferenttypesof trustin a mobile userdevice:

— Personalagenttrust: Thetrustof mobileuserghattheirdevicesactaccordingo theirwishes.

— Captured agenttrust: Thetrustthatthe mobile device protectsits userevenif it is lost or
stolen.

— Undercover agenttrust: The trust of third partiesrelying on the mobile device to protect
themfrom theuser

In particularthey considera combinationof atamperresistantievice suchasa smartcardn combi-
nationwith auserterminal,e.g.aPDA. In particularthey focusonthe design production shipment,
andpersonalizatiolof mobileuserdevices,eachof which shouldbereasonablyrustworthyto obtain
anend-systenthatis alsotrustworthy. Ourwork is thereforemotivatedby similar considerationas
broughtup by P tzmannetal. andfurtheremphasizetherole thatpersonaterminalscouldplayin
futuremobilescenarios.

Stubleet al. [Sti0Q PRS 01] are currently implementinga secureoperatingsystemcalled
PERSEUS basedon a micro-kernelarchitecture.Their obsenationis that commecial off-the-shelf
(COTS) operatingsystemdor mobile deviceswill probablynot be madesufciently securen the
nearfuture for variousreasonsmainly commercialaspects.Therefore,they proposeto run such
COTS systemon top of a securetrustedoperatingsystemkernel. The kernelprovidescorefacili-
ties, suchas, trustedcommunicatiorchanneldbetweenra securitymodule,e.g.a smartcardandthe
display and keyboard. Thesecanbe usedto perform security-criticaloperationssuchas, digital
signaturecreation. They have implementedpartsof their systemon top of the Fiasco -kernel
[Hoh98Y. Theirgoalis to comeup with a kernelsufciently compacthatanevaluationaccording
to the CommonCriteria[ISO994 is feasible.

Trustworthy Document Presentation

ScheibelhofefSch01 hasaddressetheseparatiomf adocuments contentandits presentatiorthat
is to be signed.He discusseshe problemof presentatiorof a documenon differentdevicesusing
differentmarkuplanguagesHis approachs built ontop of XML [W3CO0( for encodingthe datato
besignedaccordingo XML schemalescriptiongW3C01] thatcouldbesignedby alegalauthority
Furthermore this authority could also sign style sheettransformationdescriptionssuchas XSLT
[W3C99 for explicitly de ning the presentatiorof the contenton different presentatiorengines
suchasHTML or WML [WAP994 browsers. He also introducesthe conceptof transformation
Iter s performingtransformationsluring presentatione.g. a terminal could reada documento a
deafuser

6 PalmOS3.x, EPOCR5 andWindows CE.
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Althoughthe approachs very genericwe considethiswork asa rst steptowardsaframework
for thetrustworthy adaptatiorof contentto be signedon differentdevicesandmediachannels.

5.4 Design Issues for Personal Security Modules

Throughoutthe previous sectionswe have describedresearchefforts focusingon the designand
implementatiorof personakecuritymodules. Sincethe problemof a trustedcommunicatiorpath
betweeratampetresistantrustworthy device andits usercannotbeconsideredssolvedin practice,
ary attempthasto considerthe trustworthinessof the terminal. The PCA approactpresentedakes
this into accountandtriesto shift critical computationgrom non-trustvorthy componentsowards
moretrustworthy ones.

5.4.1 Personalization Enables Strong Cryptogra phic Binding

Oneof themostsigni cant contribution of the PCA s the cryptographidindingintroducedbetween
areasonablyrustworthy terminal—the PDA — andthe coresecuritymodule—the smartcardIn the
PCA approachbothknow eachother's public key andthe protocolis consideredo be strongw.r.t.
the cryptographicsecurityimplementedHowever, usingpublic key cryptographyrequires

 theknowledgeof arather‘large” amountof cryptographidey material— up to severalthou-
sandbits (two private keys plustwo public keys),

» reasonablgizedstorageo safelykeepthis key material,and
« theability of smartcardandpersonalizederminalto nd andmake useof eachother

Theadwantage®f this effort are

« shifting of critical computationdrom lesstrustworthy towardsmoretrustworthy components,

« tight coupling betweenpersonalizederminal and securitymodule,i.e. both are not usable
without eachother, and

* more e xibility sincepotentially several differentterminalscan be useddependingon the
concreteapplicationandusers'needs.

Comparedo non-personalizedndco-locatederminalsa couplingbetweerterminalandsmartcard
is muchharderto achieve. For example,the SPEKEprotocolusedin CITI's SecurdnternetSmart-
card(cf. [IFHOQ], Sect.4.6.2)usesa sharedsecretbetweerthe userandthe smartcardo achieve
both — authenticatiorand symmetricsessiorkey agreement usinga passverd. The advantageis
that a non-personalizeterminal can be usedfor that purpose but with the disadwantagethat the
passverd mustcontainsufcient bits to avoid brute-forceattacksandthatit might be eavesdropped
attheterminal.

Hence,in generakomekind of cryptographidindingaspresentedn our approactseemso be
adwantageousver passverd-basedpproachebut comesat a certaincostin termsof implementa-
tion. Theactualprotocolsbetweertheterminalandthe smartcardhowever, seemo getsimpler
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5.4.2 Replay Prevention

Anotherproblemwith smartcardshat hasbeenalreadymentioneds the lack of clocksin current
off-the-shelfsmartcardsAlthoughmoreadwancedsecuritymodulessuchasthe JavaRing™ [Dal0Q]
andsomenewer USB tokenshave a built-in clock, this hasthe generaldravback of anincreased
form factorintroducedby the neededatterythatis morevulnerableto physicalattacks.

As a consequencef a smartcards usedasa securitymodulewithin a bindingrelationshipthe
cardis generallyvulnerableto replayattacksjf noadditionalmeasuresaretaken. A straightforvard
approachis to introducea sharedunguessableounterbetweerboth devicesthat canbe easilyim-
plementedusinga reasonablygoodrandomnumberimplementatiorsharedby both devices. This
malkesguessinghe“next” valuein a sequenceatherproblematidor anintruder

Thus, prior to usageof the smartcardrom a terminal,both deviceshave to be suitablypaired
Pairing as known from Bluetooth[BluO1] considersthe processof establishinga mutual statein
two devicesthatcanbe usedto performmutualauthenticatiorandpossiblyallows for sharedsecret
generationPairingin theform of imprinting hasbeensuccessiely studiedoy AndersorandStajano
in [SA99] wheredifferentaspect®f thelife-time of suchpairedrelationshipshave beenstudied.For
securityreasonspairing hasto take placein asecuredtontet, i.e. whereunobseredexchangeof a
secretcantake place.

If asecuritymoduleis usedin conjunctionwith seseralterminalssimultaneouslypairwisecoun-
ters can be usedfor eachpair of terminaland smartcard. Furthermorejf the messagexchange
betweertheterminalandthesmartcards notreliableenougtsuitable*sliding window” schemesn
the countersequenceanbe usedresultingin a certaindegreeof resistanceagainstost messages.

5.4.3 Mutual Discovery

Besideghe choiceandimplementatiorof the communicatiorprotocolsbetweerthe smartcardand
its terminal(s) the mutualservicediscoveryis importantif e xible useis consideredThus,terminal
and smartcardcan be subjectto spontaneousetworking as introducedin the chapterspresented
previously. For example,in ourworkingimplementatiorof thePCAwe usedJini asthespontaneous

networking middleware. More precisely the PDA offersa to electronicallysign
documentghat are sentthroughthe services interfacefrom clients. In turn its implementation
useghe implementedy the smartcardo performthe nal andlegally binding

encryptionof thedocumentash.

Here,we caneasilyseehow theideaof a smartcardffering servicesn the spirit of the JiniCard
framawork nicely ts with the personalizederminal approachas introducedwith the PCA. The
adwantages thatdecouplingsmartcar@ndterminalsgenerallyoffersmore e xibility andthusmight
allow for amoredifferentiateduseof a smartcardasa securitymodulein differentusagecontexts.

5.5 Summary

Electronicsignaturecreationis anideal applicationto demonstratéhe generalproblemsof smart-
cardsin hostile ervironments. We have presentedhe PCA approachsubstitutinga “trustworthy”
PDA for an“untrusted”terminalin orderto createelectronicsignaturesvith a smartcard.The card
andthe PDA aretightly boundtogetherthrougha pair of cryptographideys. This is the main dif-
ferenceto thework presentedy Freudenthaétal. [FHWOO] who have not furthercoupledthe PDA
andthesignaturecard.
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The PCA wasimplementedon a Palm PDA usinga standardlava smartcardo implementthe
signaturecard. The cardwasinsertedinto a cardreaderat a vendors terminal simulatedby a PC
preparingthe documento be signed. Communicatiorfrom the vendors terminalto the PDA was
doneusingthelrDA IrOBEX protocolg[IrD01] usedfor objectexchange Jini[Sun993 wasusedas
spontaneousetworking technologyfor dynamicallydiscovering servicesin suchan ervironment.
The cardreaderandthe PDA's sighatureservicewereimplementedas Jini servicegegisteringwith
a vendors lookup service.We have usedthe RSA algorithmfor the public key encryptionandour
measurementsn a Palm™ Il PDA shoved that RSA encryptionof a 512bit block (64bytes)on
the PDA requiresroughly 12 secondsThesenumbersarecomparabldo the measurementsiadein
[DB99].

Althoughthe work presentedn this chapteris explicitly targetedtowardsthe usecaseof elec-
tronically signinga documentt is by no meansrestrictedto this applicationdomain. Which data
aretransferrecdoetweenhe terminalandthe smartcards actuallyapplication-speci c.Hence,the
cryptographigrotocolsthat provide somekind of secue envelopefor datacanbe easilyextended
for otherapplicationswithoutrequiringcompletelynew solutions.

ThePCA couldbea rst steptowardspracticallyusablepersonakecuritymodulesandthe e x-
ibility it providesis likely to be neededn future scenariosin combinatiorwith the JiniCardframe-
work it mightbe oneexampleof amore e xible systemfor theintegrationof a setof userterminals
implementingdifferent degreesof trustworthinessthat are undercontrol of a centraltrustworthy
component asmartcard.

The PCAwasinitially describedn [KPV99b] andlaterpublishedn [KPV994|.



Cha pter 6

The WebSIM or How to implement a
Web Server in a GSM SIM?

A mobile phone is a disp osable, wireless smartca rd reader which can be used
to mak e phone calls with. ..

Bertrand Du Castel,JavaCard Workshop,CannesSeptembe?000

6.1 Introduction

GSM [MP92] is currentlythe largestmobile telepholy systemwith roughly 500 Mio. subscribers
run by more than 200 mobile operatorsin the world.! Each GSM mobile phoneis requiredto
containa smartcard- the so-calledGSM Subscriberldentity Module (SIM) [GSM11.1] whose
mostimportanttaskis the authenticatiorof the mobile operators'subscribers.

From a differentviewpoint that hasbeennicely pointedout by du Castelin the citation that
precedeshis chapterthemobilephoneessentiall}canbeseerasawirelesssmartcardeaderfor the
SIM card.Consequentlythis chapterdescribesanapproacho integratethe SIM smartcardsisedin
GSM mobilephonesnto theInternet.

Our WebSIMsystemdescribedn the sequelprovidesan HTTP-basednterfaceto the Internet
thatcanbeusedto accesservicesn acustomers SIM. Thiscommunicatiorchannekanbeusedin
variouswaysto implementsecurityprotocolssigni cantly improving secureelectronicandmobile
commerceTheWebSIMrepresentapproactA3 whichis aboutamobileterminalthatis in posses-
sionof awirelesscommunicatiorink asidenti ed in Sect.3.5. It essentiallyturnsthemobilephone
into a mobileterminalusedto offer andaccesshe securityservicegesidingin ausers SIM.

Therestof this chaptetis organizedasfollows: Section6.2 brie y introduceshe SIM andtherole
it playsin the GSM authenticatiorprotocol. In Sect.6.3 we presentthe SIM applicationtoolkit
which is the coretechnologylayer on top of which the SIM canperforminteractionswith its user
andcommunicatevith therestof theworld.

The current stateof security practicesfound in the Internettoday is briey summarizedn
Sect.6.4. It basicallyleadsto the obsenation that the idea of bringing the GSM securityinfras-
tructureinto the Internetis a promisingapproachthat shouldbe further investigated.Section6.5
describeghe WebSIM protocols,architecture and proof-of-conceptmplementatiorthatis part of

1 Theactualnumbergliffer quite substantiallysowe just give aroughnumberhere.

79



6.2 GSM Subscriber Identity Module 80

"
9 LVLWH G 1 HWZ R UN H + RP H 1 HWZ R UN
.

Radio Link MSCNMLR ‘

' HLR/AUC‘
. i > RAND(L,.,n)
*Ki
D e 8
N\ RANDY) : Authentication Vector I
<RAND, SRES, Kc>
SRES ‘| SRES

» &
» <

fyes/no?

Figure 6.1: GSM authenticatiorovervien

this thesis. It demonstratethat sucha systemcanbe setup in realisticscenariosaandthatit really
contritutestechnicalsolutionsto today's Internetsecurityproblems.

Securityaspect®f theWebSIMapproacharediscussedh Sect.6.6leadingto thegenerabbser
vationthatalthoughthe WebSIM providesinterestingsecurityfeatureghesemight not be suf cient
for all applicationdomains.Themostimportantdravbackis thelack of end-to-endecuritybetween
aWebSIMclientandthe SIM, anissuefurtherdiscussedn Chapter7.

Section6.7 describesinumberof possibleapplicationghatcanbebuilt ontop of theWebSIM. It
illustratesthatthe WebSIMis atechnologyayerforming the basisof othersecurity-relategervices.

Relatedwork is discussedn Sect.6.8anda summaryin Sect.6.9 completeghis chapter

6.2 GSM Subscriber Identity Module

A GSM SIM is an operatortrustedsecurity sener in GSM, performingcomputationson behalf
of the GSM subscriber The SIM is issuedby a mobile operatorto its customersas part of their
contract. The main purposeof the SIM is to authenticatea subscribeto the GSM network which
is vitally necessaryor accesscontrol andbilling. As a side effect it is usedto establishshared
secretdbetweerthe mobile phoneandthe GSM network usedfor encryptingthe over-the-airvoice
trafc. The GSM securityarchitectures speci edin [GSM03.2Q. Figure 6.1 givesa simpli ed
overview of the GSM authenticatiorprotocolillustratedby the exampleof roamingusers After the
mobilestation(MS) is switchedon, the mobilerequiregheuserto enterthecard holderveri cation
(CHYV, aka.PIN) of the SIM anduponsuccessfuleri cation by the SIM hasaccesdo the so-called
International Mobile Subscriberdentity (IMSI), a globally uniquesubscribemumberstoredin a
specialle onthecard.ThisIMSI is sentin plain text to the visited mobile network andcomprises,
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amongothers theidenti ers of the mobileswitdhing center(MSC) andthe visitor locationregister
(VLR). Basedon the IMSI they infer the identity of the homenetwork of the subscribetto obtain
a so-calledauthenticationvector. This vectoris compiledby the homenetwork by computingso-
calledauthenticatiortriplets:

AUT = RANDSRES= A3(RANDKi); Kc = Ag(RANDKi) .

Here Ki denoteshesharedsecrekey betweerthecustomers SIM andauthenticatiorcenter(AUC)
of its homenetwork. FurthermoreAs; andAg areproprietaryalgorithmsimplementedn the SIM
andits AUC only.

A numberof suchtriplets are sentback from the correspondindhome network to the visited
network which thenarbitrarily chooses triplet andsendghe challengeRANDvia the mobileto the
SIM whichin turncomputeSSRES= A3(RAND Ki) usingthelocalimplementatiorof A3 andthe
secrekey Ki.?

Thenetwork thengrantsaccesdasedn whetherSRESqualsSRES; or not. Thenthe network
knowsto whichhomenetwork accumulatedilling recordsmustbe sent.Encryptionof thewireless
link betweertheMS andthenetwork is performedhrougha standardizedlgorithmA s (notshavn)
usingthecorrespondindcey Kc.

Summingup, the protocolthe SIM participatesn, achiezesauthenticatiorof a subscribeasthe
fundamentasecurity-relate@perationin GSM. The SIM thereforeprovidesa securityserviceto the
mobile network andthe mobile phone.

6.3 SIM Applica tion Toolkit

The SIM Application Toolkit (SAT) [GSM11.143 is an interfaceimplementedoy GSM mobile
phonesofferingamongothersthe following servicego the GSM SIM:

— text : Displaysthe suppliedtext onthe displayof the mobile phone.

— [title],[typq : Displaysanoptionaltitle text andqueriesthe userfor input. Several
syntacticcategoriessuchasdigits, hiddeninput, etc. are supported.The text enteredby the
useris returnedo the SIM.

— [title],{item ..} : Displaysan optionaltitle anda numberof itemsamongwhich
theusercanchose.Thenumberof thechosernitemis returnedo the SIM.

— type: Returnlocalizationandnetwork measuremenesultsdepend-
ing on the giventype selector In particularit canbe usedto yield the network cell identi er
andlocationareainformationenablingthe roughlocalizationof the users currentposition.

— [title],dest,payload Sendsa shortmessagevith the given payloadto the
destination.

Figure 6.2 on the next pagegives an overview of the SIM toolkit architecture. The lower part
shawvs the APDU interfaceto the mobile phone(MS). The middle block representshe SIM API
frameawork thatcontainsmechanismséor applettriggering,e.g.afterreceving a so-calledervelope
Furthermoreit implementamechanisméor appletinstallationandde-installation.

Centralto thetoolkit is the so-calledproactivecommandnanager whichis responsibldor man-
aging a proactivesession Sucha sessioncan be initiated by an appletwishing, for example,to

2 Although the most widely usedimplementationsof Az, COMP128,hasshavn someweaknessescf. [BGW98]) the
algorithmseemso bereasonablyesistantigainstfeasibleon-line attacks.

3 TheAPI [GSM02.19 describe$iow SAT servicexanbeusedfrom on-cardapplications A Java Cardbindingis speci ed
in [GSM03.19].
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Figure 6.2: SIM applicationtoolkit architecturg SAT) overvien

executethetoolkit command . Theappletinvokesthe appropriatenethodin the SIM API

thatin turn activatesthe proactive commandmanagemho sendsa responséAPDU to the mobile
phonein theform of a statusword (SW/SW) = (91, len). Thisresponseodeindicatesto the MS
thatthe SIM wishesto starta proactive session.The MS thenfetchesthe next commandwith the
givenlengththatcontainsthe proactive commandwhich in our examplecontainstheitemsthe user
hasto selectfrom. It thendecodeghe proactive commandcontainedin the responséAPDU and
in caseof a displaysthe menuitemson the screen.After the userhasselectedanitem,
the MS compilesa so-calledterminal responseAPDU that containsamongotherinformationthe
numberof the item the userhasselected.This responses now interceptedoy the proactve com-
mandmanagemwhoin turnresumesheappletandpassesheusersselectiorbackto the SIM toolkit

application.

Besideshe commanddisted above, the SIM toolkit further supportsa numberof mechanisms
for registeringtimersthatcanbeusedto wake up anappletat regularintervals,registeringfor certain
typesof eventssuchasthe arrival of a SMS[GSMO03.4Q or a changein the currentnetwork cell.
The mostimportanttriggeringmechanismsrethe arrival of a SMS andthe selectionof the applet
in the phonesSIM-speci ¢ menu.

Summingup, the SIM applicationtoolkit allows to temporarilyexchangeherole of client (whichis
now the SIM) andsener (whichis the MS offering servicedo the SIM). It canbeseenasa platform
ontop of which card-residenapplicationcanbeimplementedhathave access$o anAPI thatallows
to performuserinteractionandcommunication.
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6.4 The SIMas a Security Module in the Inter net

As mentionedreviously, the GSM systemcanbe characterizedsthelargestsecurityinfrastructure
theworld hasseersofar. Interestinglyenoughhisinfrastructurehasbeensetup for thesolepurpose
of makingphonecallswith. The centralthemeof this chapteiis to exploit this existing penasively
distributedinfrastructureto provide additionalsecurityservices.

6.4.1 Security Status Quo in the Internet

A securityinfrastructurecomparableo GSMis still missingin today's Internet.Themostsuccessful
securityinfrastructurecurrentlyavailableis the SSL/TLSsuiteof protocolsfRFC2246 in combina-
tion with apublic key infrastructurgPKI). TLS allows for peerto-peerauthenticatiorof clientsand
senersby meansf certi catesandis usedto securelytransmita sharedsecrefrom theclientto the
sener on top of which a sessiorkey for symmetricencryptionof the communicatiorsessioris de-
rived. Off-the-shelfbrowserscomewith aninstalledbaseof root certi catesof vendorsoffering PKI
services.A Web site wishingto participatein the PKI buysa certi cate from oneof thosevendors
whichis signedby the vendors privateroot key. The client connectingo a TLS sener downloads
thesener'scerti cate andcheckswhetherit is signedby oneof thelocally installedroot certi cates.
It subsequentlgomputesa so-calledpre-masteisecet consistingof a randomstringwhich is then
encryptedwith thesener's public key storedin the sener's certi cate andtransmittedo the sener.
Both clientandsenerthencomputethe so-calledmastersecet which is thenusedto derive further
sessiorkeys. If both simultaneouslgwitchto encryptedcommunicationthe client canbe surethe
seneris theoneasclaimedin thecerti cate.

However, in practiceonly the sener authenticateso the client. Authenticatingthe clientto the
sener would requirethatthe clientis in possessionf a certi cate which is linkedto a public key
infrastructure.Todaysuchinfrastructure®nly exist for the Web senersbut not for ordinaryusers.
Thereasonaremanifold:

» Todaycerti catesarestill expensvefor endusers.

« Thereis nocommonlyacceptedtandardor certi catesresultingin numerousnteroperability
problems.

« Reasonablgecureapproacheshouldrely on smartcardsssuedby the vendorsto endusers
which containthe certi cate andthe privatekey. Sucha solutionis expensve andrequires
theintegrationof cardreaderdnto standardperatingsystemsandthe necessarplug-insfor
Internetbrowsers— ataskthatis still burdensoméor inexperiencedisers.

As aconsequencanly in certainnichesof the generaktonsumemarketclient certi catesareused,
whereasn the enterpriselomainthey arefound muchmoreoften.

Account Verication Practices

At the momentbestpracticeis that usersregistera login anda passverd at every site they wantto
have accesgo. Usually, theregistrationprocesss differentfor eachsite. Sometypical approaches
are:

* No furtherveri cation of the accountdata. The serviceprovider simply truststhe client that
the submitteddataarecorrect.
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 Veri cation of the users email addresdy sendinga one-timepassverd that mustbe used
to completethe registrationprocess.A variantof this is that the serviceprovider sendsthe
one-timepasswverd by postalservice.

« Veri cation of theaccountatawith thehelpof anothemuthority e.g.by requestingheuserto
presentis/heridenti cation cardto this authority This is oftenrequiredfor on-line banking
andbrokerageservicese.g.in Germaly the DeutschePostoffers sucha serviceat its postal
of ces.

Hence,serviceprovidersof more security-sensitie servicesoftenrely on otherpartiessuchasthe
postalserviceto implicitly establisicon dencein the correctnessf the users accountata.

Bring ing the GSM Security Infrastructure into the Inter net

Thelargenumberof deployedandusedSIM cardsis basednacontractetweerthesubscribeand
themobile operator* Furthermorea mobile subscribealreadyhasa uniqueusernamewhichis his
or hermobilephonenumber This leadsusto the centralgoal of this chapternamely

to bring the securityinfrastructue in GSMnamelythe SIM and the contract between
themobileoperator andthe subscribelinto the Internet,

or putin anothemway

several hundiedmillion GSMsubscribes carry powerfulsmartcadsaroundin wireless
card reades, i.e. mobile phones- why not usethesecardsto secue Internettransac-
tions?

Hence,|f it couldbeachiezedthattransaction®f aninternetusercanbe con rmed with the help of
amobile operatoysubstantiaprogressowardsinternetsecuritycould be achieved.

6.5 WebSIM — A Web Server in a GSM SIM

In this sectionwe describehe WebSIM systemthatis animplementatiorof a small stripped-davn
Websenerin aGSM SIM thatintegratesausers SIM into theInternet.

6.5.1 Comm unication Protocols

The generalideaof the WebSIM s to allow for a communicationchannelfrom the Internetto a
subscribers GSM SIM. Thus,onepartof the communicatiormustusestandardnternetprotocols,
whereaghe secondpbartmustdealwith the protocolsspolenin the GSMworld. Currently the only
practicallyusefulcommunicatiorpathto a SIM is the short messge service(SMS) [GSMO03.4Q.
As notedin Sect.6.3, SIM applicationtoolkit applicationscan be triggeredupon arrival of short
messageskurthermorethe SIM toolkit allows for SAT applicationgo sendshortmessageto ary
destinationThe SIM is thereforeableto receve requestsprocesshem,andreturnresponsebased
on SMS asthe communicatiorprotocol. Missing s still a componenbridging the Internetworld
with the GSMworld.

4 For amomentwe do not considerthe factthata substantiahumberof issuedcardsareso-calledpre-paidcardswherethe
operatoris notalwaysin the possessionf the subscribes personainformation.
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Protocols
ISO/OSILayer Internet WebSIM
7 Application HTTP embeddedHTTP requesURL
5 Session SSL/TLS WebSIM-speci cmessagérame
4  Transport TCP/UDP GSMO03.48securityervelope
3 Network IP SMS,i.e. GSM03.40message

Figure 6.3: WebSIMcommunicatiorstack

SinceSMS is usedasthe bearertechnologyin GSM it mustbe consideredhat the maximum
transferunit (MTU) of SMS s currently 140bytes. Furthermoremostof the GSM SIM cards
we know of usethe GSM security mechanismdor the SIM applicationtoolkit as speci ed in
[GSMO03.4§ for securelytransmittingSMS. This mechanisrmeedsatleast2 7 bytesfor encodingse-
curity transmissiorparameterskey addressingandpayloaddescriptionjeaving atmost113bytes®
Furthermoredependingon thetechnicalrealizationin the GSM infrastructure SMS delivery times
rangefrom a few secondgo sometimessereral tensof seconds. This is mainly becausemobile
operatorglo not yet offer enoughtime-critical servicesover SMS. Technically thereis no problem
to provide atransmissiortime of two to  ve secondsAnyhaow, the numberof exchangednessages
mustbe minimizedin orderto have areasonablendacceptablémmediay andround-triptime.

In Sect.4.5we have brie y describedCITI's Web sener implementatioron a Java Card. The
implementatiorincludeda partial TCP/IPstackthatis responsibldor someof the TCPsessiorsetup
andacknavledgmentgcf. [RFC0761). For eachrequesskentto thecard-residentVebsenerseveral
messagebdave to be exchangedn orderto establisha TCP sessionand subsequentlymplement
paclettransport.

Thisis clearlynotacceptabléor animplementatioronaGSM SIM dueto thenumberof paclets
neededo establisha single connectionwithout exchangingary userdata. The approachtakenin
the WebSIMis to de ne a new protocolthatis bettersuitedfor transmissioron top of SMS. The
resultingcommunicatiorstackis depictedin Fig. 6.3. The underlyingnetwork layer comparable
to IP is SMS. As transportlayer we usethe securityervelopefrom [GSM03.48. In the payload
of this ervelopethe WebSIM messagdrame containingfurther information suchas magic bytes,
thesessioridenti er, andsequencaumberareencoded Theremainingpayloadis occupiedby the
URL of theinitial HTTP requesfrom theclient.

6.5.2 Architecture

Theoverall architectureof the WebSIMis shavn in Fig. 6.4 onthenext page.The corecomponent
is theWebSIM proxythatis basicallyaWebsenerconnectedo thelnternet. The TCP/IPcommuni-

cationis handledby the proxy's network stack. HTTP [RFC1945 or HTTPScanbeusedto connect
from theInternetto the proxy. The proxy understandsiTTP request®f theform

phone cmd parametes

5 Otherimplementationsnight lease more,but the MTU is alwaysboundto at most140bytes.
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Figure 6.4: WebSIMarchitectureoverview

The URL is pre xed by the phonenumberof the destinationSIM. The proxy only extractsthe
requesURL omitting otherHTTP headerelds suchas , , etc.which
arenotusedby theWebSIM.Thesubstring' " standdor “SIM toolkit” andpre x esthespeci c
commandsmplementedn theWebSIM. Thisrequesis embeddedhto a shortmessageonforming
to [GSMO03.4Q andsentto thedestinatiorSIM.

Uponarrival in the mobile phone,the SMSis immediatelydeliveredto the SIM dueto certain
typeinformationin theSMSheaderTheSIM passeshe SMSto theWebsenerJaraCardappletand
launchest. The appletparseghe URL in the requestandtriggersany commandsncoded.Some
of the commandsnvoke SIM toolkit commandsstartinga toolkit sessionwith the mobile phone.
After the sessiorhas nished, e.g.the userhastypedin a numberor selectecanitem from a menu,
theresponses sentbackasan SMSto the proxy. A separatgrocessunningon the proxy checks
the incomingmessageat regular intervals and decodesewnly arriving SMS. Basedon the header
informationin the SMSiit is ableto correctly forward the responsdrom the SIM to the pending
HTTP requestandthusit sendsheresponséackto the Internetclient.

6.5.3 Command Set

TheSIM-residenstripped-davn Websenerdoesonly supportheHTTP requestlt implements
the commanddisted in Tah 6.1 on the following page. Most of the commandsare basedon the
availablecommandsn the SIM toolkit (cf. Sect.6.3). Sampleusersessiondasednthe
commandareshovn in Fig. 6.5onthenext page.

The commanchasbeenimplementedo allow for the creationof electronicsignatureon
the SIM. Due to the lack of a SIM capableof running cryptographicalgorithmswe have useda
simpleXOR algorithmto just simulatethe presencef strongcryptography
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URL Description

textto display Invokes the SAT command to display the
giventext on the mobile phone.No responsés returned
to theclient.

title Presentanalphanumeriénputform to theuserbasedn
theSAT command titled with thegiventitle. The
text enteredy theuseris returnedastheHTTP response.

title Similarto  , but acceptonly numericinput.

title Similarto , butdisplaystars ' while typing. Corve-

nientfor enteringpassverdsor PINs.

title, itemy, ..., itemy, Displaysa menuwith the given items by invoking the
SAT command.Theusercanselectoneof the
itemsthatis thenreturnedbackto the Internetclient.

text Displaystext andaskstheuserfor con rmation, whether
it shouldbe electronicallysigned. The signeddatais re-
turnedto theclient.

Returndnformationaboutthe currentlocationof themo-
bile phone.lt useshe SAT com-
mandto query the mobile for the mobile country code
(MCC), mobile networkcode(MNC), location area in-
formation(LAl), andcell identity.

Table 6.1: WebSIMcommandsetsupportedn the URL interface

Figure 6.5: Examplesof WebSIMuserinteraction.Thepicturesshav how the command
is usedto performuserinteractionin anm-commercesetting.
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6.5.4 Implementation

Theimplementatiorof the WebSIM compriseghefollowing components:

— Proxy: The proxy is a laptop runningLinux directly connectedo the Internet® It runsan
ApacheWeb senerthatis con guredto launcha Perl CGI scriptwhena URL of the pattern
/+phone/... is requested.The scriptextractsthe HTTP requesiand spoolsthe request
into a SMSspoolingsystem.

— SMS spooler: The spooling systemis implementedin Perl andis responsiblefor encod-
ing anddecodingshortmessagesonformingto the[GSM03.4Q and[GSMO03.4§ standards.
Attachedto the laptop via a seriallink is a mobile phoneimplementingthe AT command
sets[GSM07.05 GSM07.07 for sendingandrecevving shortmessagesia a mobile phone’
The spoolerusesthesecommandgo sendthe SMS to the destinationphoneand performa
blocking-wait for theresponsehatis returnecto thewaiting CGI scriptuponreception.

— Mobile phone: Any mobilephonecompliantto Phase+ of the GSM standardémplementing
the SIM toolkit canpotentiallybe usedasterminaldevice.

— GSM SIM: The SIM is a Schlumbeger Simerd” GSM SIM [SLB0Q] implementingJava
Card2.0andthe card-sideportionof SIM toolkit. It has32kB of EEPROM of which roughly
23kB arefreefor applets.Triggeringof appletsoccursvia the[GSM03.48 toolkit application
refeence(TAR) elds, i.e.thatthe SMScontaingnformationabouttheapplicationidenti er
(AID) of theWebsenerappletprocessingheembeddedequest.

— Web sewer applet: The Web sener applethasa card-residensize of roughly 10kB. No
spaceandperformanceptimizationshave beenimplementedyet.

TheWebSIMsystemwenton-linein Februarn2000andwasfully operationalintil Decembef001.

6.6 Security Analysis

In the previoussectionsve describedhe WebSIMarchitectureandits implementatiorbasecbn the
corecomponentproxy andSIM-residenWWebsener. Thissectionfocusesonthesecurityproperties
integrity, con dentiality, authenticity andnon-repudiationof the WebSIM approachn generaland
our particularimplementation.

Integr ity and Con dentiality

The WebSIM systemconsistsof basicallythreecommunicatiorinks that handlethe integrity and
con dentiality of theexchangediata:

1. Client! Proxy: HTTP or HTTPSis usedasthe communicatiorprotocolbetweerclientand
proxy. HTTP whichis implementedvera TCP connectiordoesnot offer meandor integrity
andcon dentiality. HTTPSwhich is HTTP over SSL/TLS canguarantedoth integrity and
con dentiality providedby theunderlyingTLS layer.

6 Theseneris connectedo DeutscheTelelom ResearctDepartmen{DTRD); DNS hostname:
7 Anotheroption would be to directly connectto a mobile operators'short messge serwcecenter(SMSC)Whlch is the
centralSMS store-and-forwad nodein anoperators infrastructure.
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2. Proxy! ME: SMSaretransferredbver the GSM signalingchannelwhich is encryptedby
the As encryptionalgorithm. Although attacksagainstthis algorithmhave beenpublishedin
thepast,suchattacksseemmotto befeasiblefor on-lineexploitation. However, integrity of the
signalingchannelis not implementedn GSM at the moment,but will be availablein future
UMTS systems Furthermorethereexist attackswherethe completeencryptionbetweerthe
ME andthe basetransceiverstation (BTS) is turnedoff usinga so-calledIMSI catcher (cf.
[Fox97).8 Hence this channekanbe consideredecureonly to a certaindegree.

The generalsolution to this problemis to protectthe SMS with a security ervelopesuch
as standardizedn [GSM03.48 that provides con dentiality and integrity of the message.
Furthermorethis standardsle nesreplaycounterdo protectfrom replayattacks.

3. ME ! SIM: Thecommunicatiorbetweerthe ME andthe SIM is doneoverthe built-in card
readerandnot encryptecbr protectedtherwise.

4. SIM $ ME (SAT session):Thecommunicatiorink betweerthe SIM andthemobile phone
duringthe SIM toolkit sessions unprotectedi.e. bothdevicesarephysicallyco-located This
isthereasonwhy theWebSIMapproacldoesnotfall into theremotecommunicatiorcateory
identi ed in Sect.3.5.

Thus, the WebSIM systemguaranteesinder normal circumstancesnode-by-node”con dential
transmissiorof data. Integrity is not achieved on the overthe-airlink. Furthermorethere exist
attacks,althoughhard to mount, that allow potential eavesdropperdo interceptthe overthe-air
communication. With additional securitymeasuresuchasthe secureSMS ernvelopes,however,
areasonablgecuresystemfor mary applicationscanbe obtained.

Authenticity

Authenticity of the exchangednessageis the subjectof the following analysis:

1. Client! Proxy: Authenticity of the proxy andtheclient could potentiallybe providedagain
by TLS. Here,sener authenticityis of majorimportanceto the client. Client authentication
could be necessaryor the sener in orderto implementaccessontrol mechanismse.g.for
billing purposes.

2. Proxy! SIM: SMSareexchangedria a shortmessageervicecenter(SMSC)which is the
store-and-fonardnodein a mobile operators infrastructure.Today mary serviceproviders
have directconnectiorto anSMSCfor sendingandrecevving SMS. Sincesomeof thesystems
areallowedto sendarbitrarymessage® destinatiorSIMs, the originating address(OA) of a
SMS cannotbe usedto prove the authenticityof the sendeiof a message, e. the SIM cannot
be surethatthe proxy sentthe request.This problemcanequallywell be solved by usingthe
securityervelopeof [GSM03.4§.

Summingup, authenticityis not guaranteean the over-the-airby default. However, securityen-
velopescan be usedto overcomethis dravback. Nonethelessend-to-endauthenticitycannotbe
guaranteedvith the WebSIM systemasit stands.

Non-Repudiation

Non-repudiatioron the SIM-sideis availablewith the commandnly. No publickey signature
is availabledueto thelack of asmartcaraapableof publickey routines.Client-sidenon-repudiation
is not supported Furthernon-repudiatiorissuesarediscussedn Chapter7.

8 Suchsystemsareavailablefor roughly. 20k.
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Summary

The WebSIM asit is, doesnot provide end-to-endsecuritybetweenthe serviceprovider andthe
SIM. Thisresultsfrom thefactthatthe proxy hasto performa protocoltranslationfrom the Internet
to the GSM world backandforth. Hence the architecturesharessomesimilarity with the WAP 1.2
securitymodel (cf. [WAP98ly WAP99H) which hasthe WAP gatevay asits protocol translation
enginein between.

Although the underlying GSM systemhascertainweaknessesa securechannelbetweenthe
Internetclientandthe proxy onthe onehand,andbetweerthe proxy andthe SIM ontheotherhand
canbeestablishedesultingin areasonablhgecurearchitecturdor mary applicationdomains.

6.7 Applica tions

The previous sectionanalyzedhe securitycontet of the WebSIM which is thetechnologicabasis
of thesampleapplicationgresentedn this section.

6.7.1 WebSIM-based Authentication in the Internet

Internetserviceor applicationproviderssuchasonlinebookstores\Webshopspr banksneedsecure
identi cation of customersj.e. authentication.Today on-line ordersare usually placedvia Web
forms or call centersand authenticatiortakes placein variousforms, e.g. using passverd-based
authenticatiorschemes.

In the courseof this sectionS is aserviceprovider, P is the WebSIM proxy, W is theWebSIM,
M is themobileoperatorof P, resp.W, andU is theuser

GSM-based Authentication

Involving theWebSIMinto theauthenticatiorof Internetusersallows for moreelegantsolutionsthat
cantake advantageof securecryptographidkeys, lik ethesubscribes individual key Ki basednthe
following protocol:

a) S! W: RAND

b) W : SRES= f (Ki,RAND)

c) W! S! M: fRAND,SRES (6.1)
d) M : SRES'= f (Ki,RAND)

e) M! S: SRES= SRES?

a) An Internetapplicationrequiringa userauthenticatiorsendsa randomchallengeRANDto a
sener-sideapplicationwithin the WebSIM.

b) TheWebSIMsener-sideapplicationasksthe subscribewria SIM toolkit to authorizeéhecom-
putationof aresponsé (Ki,RAND).

c) Thenf (Ki,RAND) is returnedto the originatorof therequest.

d) ThelSPpasseRANDandf (Ki,RAND) to thecardissuer(respthepartythatknowsKi andf )
who canverify theresult.

e) Theresultof theveri cation is sentbackto the serviceprovider.
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This is a classicalchallenge/responsauthenticationprotocol that can be appliedto mary other
scenariosge.g. homebankingand accesscontrol. Analogouslyit canbe adaptedto provide, for
instancea sessiorkey for otherpurposesThefunctionf canbebaseduponencryptionalgorithms
(like Triple-DESor RSA) or hashfunctions(suchasSHA-1[FIPS99 or MD5 [RFC132]) andkeys
otherthanKi.

The scenariocanalsobe extendedto sign transactionglik e on-line payments).Hereit might
be of importance,that the incoming SMS that carriesthe HTTP-requestontainsa (reasonably)
trustworthy time stamporiginatingfrom the shortmessageenter(SMSC)thatwasinvolved. Fur
thermore subscribeiindividual IDs like the IMSI areavailablein the SIM.

Provision of One-Time Passwords

One-timepasswerdsfor login procedure®r transactionnumbes (TAN) for banktransactiongan
bequeriedover WebSIMrequestsWe consideron-lineshoppingasanexample:

ay U! S: Pho
b) S! U: RAND

c) S! W: (6.2)
d W! S: RAND'
e) S: RAND= RAND'?

a) A usersubscribeso aserviceontheInternetandtells hermobile phonenumber

b) Theusercompilesa shoppinglist in an Internetshopandordersby submittingthelist. The
Internetshops Web sener sendsa one-timepassverd via a Web pageto the customer

¢) Simultaneouslythe Web sener issuesa WebSIM requestto the customer$ SIM askingto
enterthe onetime passvwerd on the mobile phone. The WebSIM issuesan appropriateéSAT
commandsuchas to the mobile phone promptingthe userfor the one-timepass-
word.

d) Theuserentersthe one-timepassverd, thatis sentbackto the Web sener, possiblyover an
encrypteccommunicatiorchannel.

e) TheWeb sener of the shopcheckswhetherthe enteredone-timepassverd is correct,andif
s0,it acknavledgeghe purchase.

The adwantageis that an authenticchannel(GSM) is usedto verify the identity of the customer
Another, reversedvariantof this might be asfollows:

b) S! U: sendWebform

c) S! W: RAND
d U! S: RAND

e) S: RAND= RAND'?

(6.3)

b) After submittingthe shoppindist, the Web sener generateaninputform wherethe userhas
to entera one-timepassvord.

c) Thesenersendgheone-timepassverdto theWebSIM,thatis displayedonthemobilephone.

d) Theuserentersthe one-timepassword thatis displayedby the WebSIM dialogon the mobile
into theWebform andsendst to thesener.



6.8 Related Work 92

e) TheWebsenerchecksheone-timepassvward andacceptsubmission.

Note,thatsimilarone-timepassverd schemeganbeimplementedy sendinga passverd overatext
SMSto amobile phoneuser Thedifferenceto a WebSIM-basedpproachs thattext SMSis justa
(non-interactve) messagingervicethatis not protectedoeyondthe standardsSM mechanisms.

6.7.2 Using WebSIMs as I/O Channels

TheWebSIMcanalsobeusedasa purel/O channeko a mobile userasfollows:

Secure User Interaction

A personholding a mobile phonewith a WebSIMis standingin front of an ATM, andcallsatele-
phonenumberdisplayedon the ATM. The ATM systemknows the Web addressof the WebSIM
(from CLIP signaling[ETSI0() andcanrun several subsequenBAT commandsn the WebSIMto
authenticat¢hetransactionchooseaheamountof cashto beissuedgetc. Essentialljthe GSM phone
hasbecomethe humaninterfaceto the ATM andonecanimagineATMs thatdo not have complex
andexpensve humaninterfacehardwarebut arejust atelephonenumbersignanda cash-dispensing
slot.

Analogously onecanimplementonline paymentsaccessontrol, ticket vending,etc. Note that
cryptographianeango securethe resultof the userinteraction(the input, or the users choice)are
easilyavailableinsidethe SIM.

Push-based Inter net Applications

TheWebSIMallowsto implementpushbasednternetapplicationghatpushcontentandinteraction
from anInternetnodeto a mobile user As anexample,consideron-line Internetauctionsin which
a mobile userparticipatesby regularly checkingfor newly placedbids. If a pull-basedmodelis
used,e.g.basedon polling the new statususingHTTP or the WrelessApplicationProtocol (WAP)
[WAP98H, this would not only be annging for potentialusersbut alsoslow andexpensve. Using
the WebSIM onecanimplementa push-basedlientthatbehaesasfollows:

a) After registrationfor a certainitem in anauction,a userdelegatesauctioninteractionto the
WebSIMby providing the mobile phonenumberto the auctioncompatry.

b) Eachtime a higherbid is placed— otherinvocationschemesan be easilythoughtof — the
auctionsendsarequesto the WebSIMthatinformsthe mobile useraboutthe currentlyactive
highestbid andasksfor enteringa new, higherbid.

¢) Theusercanthendecideto declineor to increaseandenterthe new bid thatis thensentback
to theauctionhousethatplaceshebid.

Togethey besidedeinga personakecuritymodulethe WebSIM is a communicatiormodulewith
importantfeaturessuchasuserinteraction,mobility, i.e. anytime andanywhere andpush-enabled.

6.8 Related Work

Recently numeroussystemshave beenproposedandimplementedo offer, e.g. mobile payments
andmobile signatureghatareconsideredhe enablerof successfum-Commerce A moregeneral
overview of systemsn the areaof mobile commercecanbe foundin [Dur99 and[WSZz01]. In
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this sectionwe presensomeof the moreinterestinginitiativesthat sharesomesimilaritieswith the
WebSIMapproaclalthoughnoneof themprovidesatechnologylayerotherapplicationsanbebuilt
ontop of.

Mobile Operator' s OTA Services

Many GSM SIM smartcardnanufctureramplementproprietaryoverthe-airmessag@nterfacesn
thecard'soperatingsystem.Thisinterfaceis usuallybasedn point-to-pointshortmessagethatcan
beusedby mobile operatorgo triggercertainprede nedapplicationon a SIM. Oftenthemessages
are protectedby an appropriateernvelope (cf. [GSM03.48) and usedfor remotemaintenanceof
the SIM. Someof the implementationglso offer meansto trigger certainSAT commandssuchas
or .

Themaindravbackstill is thatmobile operatorsitherdo notallow for arny kind of accesgrom
thelnternetto a customers SIM, or they offer this serviceonly in ahighly proprietarymannemhich
isin contrasto the Internet‘philosophy” presentedn this work.

Paybo x

Paybox™ [Pay0] is a paymentsystenthatis offeredin Germaly to allow for mobile payments A
serviceprovider, e.g.anInternetshopor ataxi issuesa paymentrequesto Payboxwhich forwards
therequesto themobilephoneof theuser A voice-boxreadshe amountof money to becon rmed
andthe userthenentersher PayboxPIN via dial-toneon the mobile's keyboard. This con rms the
transactiorandPayboxtransfergherequeste@mounto theserviceprovider on behalfof theclient.

Currently Paybox offers only voice-basegaymentand doesnot allow for userinteractionin
the fashionof the WebSIM. Furthermorejt doesnot bene t from the SIM asa smartcarde.g.for
providing electronicallysigneddocuments.

mSign Consor tium

The mSign consortiumis in the processof standardizingan interfacehow serviceproviderscan
obtainelectronicallysigneddocumentgrom mobile usersto enablesecuremobile commerce’ The
speci cation[mSiOQ saysthatthe consortium

“[. ..] hasspeci eda protocol betweera primary serviceprovider, e.g. a merchantor
a bank,anda mobile serviceprovider. Thegoalis to provide a standadizedinterface
for the primary serviceproviderto reques{electronic,ed.] signatuesfroman end-user
througha mobileserviceprovider”

How the particularelectronicsignatureis obtainedfrom the end useris beyond the scopeof the
speci cationandleft for implementatiorby the mobile serviceprovider. A mobile operatorcould,
for example,implementthe mSignspeci cationon top of the WebSIM.

mSigndistinguishedbetweerthreedifferentlevels of securityof which only the third onehas
end-to-endsecurityfeatures. The rst and secondare basedon signaturecreationby the mobile
serviceprovider. In bothcaseghe creationof a signaturecanbe consideredisremote-conwlled by
theuser hencethe useris notin thepossessioandcontrol of its signingkey directly.

The way mSigntriesto bring electronicsignaturesnto play is actuallyconstrainedy the lim-
itations of the SIMs alreadydeployed in the market. Only recently SIMs capableof public key
encryptionareusedin themarket which would allow for end-to-endligital signatures.

9 Theinitiative wasleadby Brokat Informationssystem&mbH which holdsa patent[Bro97] covering several aspectsof
thecreationof electronicsignature®n mobile phones.
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Other Appr oaches

Thereexist other applicationsbasedon the SIM toolkit offering dedicatedsolutionsfor security
problems Examplesareproductdor SingleSign-Onapplicationsdedicatedauthenticatiorsystems
for remotelogin, etc. However, noneof the systemsand productswe know of offersatechnology
layercomparableo the WebSIM approach.

6.9 Summary

In this chaptera systemwas presentedhat integratesthe existing GSM securityinfrastructurede-
ployedin the shapeof several hundredmillion GSM SIM cardsinto the Internet. The realization
basically consistsof a componenthat bridgesthe gap betweenthe Internetand the GSM world
allowing for transpareninteractionbetweenan Internethostanda GSM SIM. HTTP waschosen
asthe connectionprotocolsinceit is de-factostandardn the Internettodayfor client/serer com-
municationand E-commercepplications. The interfacecanbe usedby anybody with reasonable
knowledgeof Internettechnologyandhidesthe compleity of all thelower-level protocols.

To thebestof ourknowledgethe WebSIMis the rst attemptto implementa stripped-davn Web
senerin aGSMSIM. Thereforethereis nodirectrelatedwork excepttheWebcardsener developed
at CITI presentedn Sect.4.5. Most likely the reasonis that GSM SIMs andthe SIM application
toolkit are—thoughaninterestingechnology- not easilyaccessibldy theacademiavorld, if atall.

Within the overall securityframework aspresentedn Sect.3.5 the WebSIM shifts morefunc-
tionality from theterminalto the card,sincethe SIM usesthe mobile phonejust for userinteraction
and communicatiormadeavailable by the SIM applicationtoolkit. The restof the processings
completelydonewithin the card. The numberof applicationdomainsthis modelis applicableto
suggestshatthe ideaof a morecard-centricview of a securitymodulewhich usesavailabletermi-
nalsfor userinteractionseemsappealing Openwith the WebSIM approactasalreadymentioneds
the problemof end-to-endsecurityandnon-repudiatiorfieatures. Theseissuesarefurtherdiscussed
in the next chapter

Mostof theideaspresentedh thischapteiarepublishedn [GKPO(. A preliminaryversionappeared
in [GKPV0Q] and someof the possibleapplicationscenarioshave beendescribedn [KPSWO01.
The systemhasbeenin practicaluseby differentresearctgroupsof Europeartelecommunication
operatorgarticipatingin the EURESCOM ProjectP1005EURO0]] sinceFebruary2000.



Cha pter 7

Open and Secure Service Platforms for
Smartcar ds

DSLs [Domain Specic Languages, ed.] automatically provide programmers with strong
guarantees of correctness, performance, and securit y which are hard to achieve with
general-purp ose languages such as C, C++, or Java (think of Yacc and SQL). ..

ThomadBall, Bell Labs,LucentTedhnolagies,1999

7.1 Introduction

In the previous chapterwe have shavn thatintegratingGSM SIMs into the Internetcanprovide a
substantiabene t to Internetsecuritybothin termsof usabilityandsimplicity. However, oneof the
majoropenproblemanot solved by the WebSIM approachis thelack of

* end-to-endsecuritymechanismsand

 non-repudiation.
In this chapterwe proposean architecturebasedon an openserviceplatform for smartcardghat
allows for the executionof mobile codewrittenin adomain-speci clanguage The approactoffers
substantiahdvantagesn the way serviceprovidersmight interactwith customersr employeesin
the foreseeablduture. Furthermorethe security-criticalprocessof creatingelectronicsignatures

on mobileterminalscanbeimproved by shifting mostof the critical partsinvolvedin the signature
creationprocessnto a smartcardvith theadditionalbene t of improvedusability.

The WebSIM Revisited

The WebSIM asintroducedin the previous chapterbasicallyallows for runninga synchronousn-
teractionin aclient/senerfashionbetweeraninternetclientanda mobileuser

» Theprotocolis syntironousdueto the HTTP communicatiorbasedon requestaindresponse
pairs.Thisis somavhatproblematicjf lateng/ onthe SMSIink is high.

« It allows for invocationof at mostone SIM toolkit commandat a time. However, simple
sequencingf commandgouldbe addedrathereasily

95
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» Thereis no end-to-endsecuritybetweerthe Internetclient andthe SIM, sincethe WebSIM
proxy hasto recodetherequesin orderto forwardit to the SIM andvice versa.This problem
is comparabléo theend-to-endecuritybreactknown from theWAP 1.2gatevay architecture
[WAP984.

» As aconsequencatomicityof a sequencef userinteractionds not provided.

* TheWebSIMdoesnotprovide persistentstorage onthecardfor potentialservicese.g.loyalty
pointsapplicationspr electronicticketing.

Hence the WebSIMis quite usefulin a numberof applicationscenariosdut hascertaindravbacks
thatshouldbe correctedn orderto becomea e xible securitymodulefor Internetuse.

Towards an Open and Secure Smartcard Platform

To overcomethe limitations enumerategbreviously we proposeto implementan openand secure
platformfor the executionof mobile codein a smartcardhatfunctionsasfollows:

* The smartcardmplementsan interpreterfor mobile codewritten in a domain-speci clan-
guageoptimally supportingtheintendedapplicationdomain.

« An Internetclient sendseither synchronousequestor asynchronousnessagesontaining
so-calledscriptswritten in the domain-speci clanguagehe card-resideninterpreterunder
stands.

» Thecard's runtimeplatform executeghe script, handlesuserinteraction,andsendsbackthe
responsegsynchronouser asynchronouslyo theclient.

» The platform implementskey managementacilitiesin orderto provide end-to-endsecurity
betweertheInternetclientandthe smartcard.

The platformis openin the sensehatvirtually anybodyon the Internetshouldbe ableto sendsuch
scriptsto amobileuser

Theplatformis secue in the sensehat neitherthe mobile codenor the useris ableto harmthe
platform's integrity. Furthermorethe platform givescertainguaranteeso both— codeanduser—
thatthe scriptsareexecutedasintendedandno informationleakageor secretstoragemanipulation
canoccurby maliciouscodeor anexternalattacler.

Thus, the platform actsas a trustedcomputingbaserunningin a tampefresistantdevice pro-
tecting the userfrom the code and vice versa. As suchit implementsall threetypesof trust —
personal agenttrust, captuied agent trust, and undercover agent trust — asde ned by [PPSW96]
(cf. Sect5.3.4).

Hence this chapterdiscussespproachA4 asintroducedin Sect.3.5focusingon mobility, and
card-drivencontrolof applicationsit providessolutionsto theabose mentionedoroblemsandgives
new insightsinto theway smartcardganbe usedasactive componentén securityinfrastructures.

Therestof this chapteris organizedasfollows: Section7.2 describeghe generalprinciplesof a
trustedcomputingbaseand gives a brief introductioninto hardware and software protectionap-
proachesisedto yield suchatrustedcomputingbase.

The overall architecture of our smartcardplatform is presentedn Sect.7.3. It describeghe
platform's componentsaind the platform's role and trust model, thusintroducingthe fundamental
ideasof our approach.
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Section7.4 describesn more detail the programmingmodeland languagethat underliesour
platform. More concretelyit describegshe choserdomain-speci capprad, the machinemodel,
andgivesatasteof programmingwith sucha platform.

Securityissuesof our platform are raisedin Sect.7.5 wherethe pertinentliterature on host
securityandcodesecurityis revisited. This allows to characterizeur approactin the designspace
de ned by thecriteriafoundin theliterature. Furthermorethe coredesigndecisionsw.r.t. security
issuedn our platformaremotivatedandtheir solutionsarepresented.

Section7.6 concentratesnthe communicatiorprotocolsbetweera potentialclientandtheplat-
form. Sinceend-to-endsecurityis a desirableeature jts impactson the platform,i.e. its interpretey
code,anddataveri er arecloselyexamined.Basedon theresultsdifferentcryptographigrotocols
arepresentedhow end-to-endsecurecommunicatiorcanbe achievedandhow key managemenits
solvedin theseapproaches.

Non-repudiatiorandthe creationof electronicsignaturesreextensiely elaboratedn Sect.7.7.
Theresultsare ve differentprotocolshow non-repudiatiorcanbe implementedwith sucha plat-
form, whatsecurityrisksstill exist, andwhich bene tsthe solutionsgive over traditionalelectronic
signaturecreationprotocols.

Section7.8presentanumberof sampleapplicationscenario$f theplatformapproactis realized
in combinatiorwith awirelessterminal.

Relatedwork is discussedn Sect.7.9 andthe chapteris nished with asummaryin Sect.7.10.

AppendixA presentsnoretechnicainformationontheprototypicalimplementatiorundertalen,
abrieflisting of the platform'slanguageprimitives,andthe languagegrammar

7.2 Principles and Concepts of Trusted Platforms
The Orange Book[DoD85, Sect.6.3] de nesatrustedcomputingoaseasfollows:

“[...]1 Theheartof a trustedcomputersystemis the Trusted ComputingBase(TCB)
which containsall of the element®f the systenresponsibldor supportingthe security
policy and supportingtheisolation of objects(codeand data) on which the protection
is based.

[...] Thus,the TCBincludeshardware, rmware, and softwae critical to protection
andmustbe designedandimplementedud that systenelement&xcludedfromit need
notbetrustedto maintainprotection.

[...] TheTCBwill necessarilyincludeall thoseportionsof the operating systemand
applicationsoftwae essentiato the supportof the policy. Notethat, asthe amountof
codein the TCBincreasesit becomesarderto be con dentthat the TCB enfoicesthe
refeencemonitorrequirementainderall circumstances.

A trustedcomputingbaseis usuallyimplementedisinga mix of thefollowing approaches:

— Hardware protection: This canobviously beachievedby physicallyrestrictingtheaccesdo
thedevice andthe useof tamperresistanhardware.

— Software protection: This includese.g.operatingsystemsupportandlanguage-basepro-
tection.

In thesequelwe brie y discussexamplesof eachof thesecategories.
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7.2.1 Hardware Protection based on Tamper -Resistant Hardw are

A trustedcomputingbasethat dependson the tampetresistanceof the hardwareit is runningon
hasbeendescribedxtensiely in Yee'sthesis[Yee94 on secue coprocessos andsubsequentiork
publishedbe Yeeetal. in [YT95]. The basicideais thatthe dataavailablein the tampetresistant
securitymoduleis not directly accessibléout protectedby the applicationsrunningin the module.
Thus,the underlyingassumptions thatthe hardwareoperatesn arelatively untrustedervironment
andmustbe appropriatelyprotected.Yeeet al. give anumberof possibleapplicationareagor such
devices, in particulartheseare copy protectionfor softwae, electionic cash(monetaryvaluesare
keptin themodule) electionic contracts(allowing for advancedesellingmechanism$or electronic
goods),andsecue postaye (electronicstamps).

Smith[Smi9f| further categorizesdifferentarchitectureshat consistof a securedatastoragen
thetrustedcomputingbaseandan off-processohostinto ve different a voursasfollows:

— Generalizedaccesswvhich usesthe computationahbility of the coprocessoto enforcenon-
trivial accessules;

— Generalizedrevelation which usesthe computationahbility of the coprocessoto transform
theaccessedata,dependingnthecontet of theaccess;

— Autonomous auditing which usesthe computationakbility of the coprocessoto autono-
mouslyextractandarchive auditdata;

— Trusted executionapplicationmodelwhich useshe computationahbility of thecoprocessor
to carryout executionwithout manipulatiorby anadwersary;and

— Hidden executionapplicationmodelwhich usesthe computationahbility of the coprocessor
to carryout executionwhosedetailsarehiddenfrom anadwersary

Usually morethanonestyle is appliedin a particularsystem,e.g.the German“Geldkarte” (cash
card, cf. [Gen99) usesgeneralizedccesandrevelationfor controllingaccesandmaodi cation of
theelectroniccashstoredin thecard. Furthermordrustedandhiddenexecutionareusedto avoid the
obsenationandmanipulatiorof thealgorithmsmanipulatingheamountof electroniccashavailable
onthecard.

Typical examplesof tampefresistanhardwarearesmartcardsOthersystemsasedn PCplug-
in cardshave beendescribedn [Yee94.

7.2.2 Software Protection

After discussinchardwareprotection,we brie y give anoverview of secureoperatingsystemsand
language-basegrotectionof which thelatterwill be usedasa basisfor the designof the smartcard
platform.

Secure Operating Systems

Many implementation®f atrustedcomputingbasebuild uponthesecurityof theunderlyingoperat-
ing system.SystemssuchasMuLTICs [CV65] have beendesignedaccordingto particularsecurity
demandsin contrasto tamperfresistantardware, however, theassumptions thatthe ervironment
thesystemis hostedby is muchmoretrusted andphysicalaccesgo the systemis usuallynotgiven.
Hence theoperatingsystemss oftendesignedo survive attacksfrom a network or —in the context



7.2 Principles and Concepts of Trusted Platforms 99

of amulti-usersystem-fromits users.In thesequelve brie y describeexamplesof systemsiming
atatrustedoperatingsystemusingdifferentandsomehav complementarapproaches.

Shapiroet al. have implementeda capability-basedperatingsystemcalled EROS [SSF99]. In
EROS a capabilityis a pair (objectidenti er, {authorizedopemtions . .}), i.e. accesdo eachob-
jectin the operatingsystemsuchasprocessesnodes andpagesarecontrolledby suchcapabilities.
Applicationsexecutewithin so-calledprotectiondomainghatareessentialljcomposeaf setsof ca-
pabilitiesto which theseapplicationshave accessAlthoughanimplementatiorof EROS on current
mobiledevicesis notfeasible it demonstratethatlow-level securityin operatingsystemsnight be
aninterestingapproacho build trustedoperatingsystemson top of which trustedapplicationscan
beimplemented.

Stiibleet al. [Stii0Q PRS 01] (cf. Sect.5.3.4) are currentlyimplementinga secureoperating
systemcalled PERSEUS basedon a micro-kernelarchitecture.This operatingsystemcanbe used
asatrustedlayeron top of which different“untrusted” componentse.g. commercialoff-the-shelf
operatingsystemsfor mobile devices, canbe run. Their approachis primarily motivatedby the
pragmaticobsenationthatnew solutionscannotbe built without consideringnarketfacts.

Besidegureresearclprojectstodayalsoa numberof commerciakystemsexist thateitherpro-
vide their own operatingsystemor offer add-onsand modi cations to commercialoff-the-shelf
products.Onesuchsystemis the PITBULL operatingsystemadd-onby ArgusSystemshatis avail-
ablefor LINUX andSunMicrosystems SOLARIS 8. EssentiallyPITBuLL comprisepatchego the
COTS operatingsystemthat modify kerneldatastructures,le systemlayout, andsystemutilities
to implement ne-grained accesscontrol and protectionmechanisms.It further de nes so-called
compartmentghat implementnew protectiondomainsin the operatingsystemto further control
communicatiorbetweermprocesseandresources.

The TrustedComputingPlatform Alliance (TCPA) [TCPAOOQ] is anindustryinitiative de ning
a so-calledtrustedsubsystenof a computersystem.This is achiezed by a trustedplatformmodule
(TPM) basedn a securecoprocessothatis involvedin the securebootingof the operatingsystem.
During bootit checkgheintegrity of theBIOS, subsequentltheoperatingsystem$ bootloaderand
nally theoperatingsystemkernel. Essentiallyit builds up a cryptographicallyprotectedchainof
trustinto thedifferentcomponentinvolvedin thebootingphase Themainpurposeof thisapproach
is thatthe TPM canbeexternallychallengedo verify whetherthesystemis in anexpectedstateafter
booting. Thus,it canbe checled,whetherthe systemhasheentamperedvith, e.g.new softwarehas
beeninstalled.Thisis to gaincon denceandestablishrustinto theintegrity of the system.

Summingup, thereare several approacheso implementtrustedsystems:tampefresistanidevices
andcoprocessorsecureoperatingsystemdesign,securemicrokernelsystemscompartmentaliza-
tion, andsecurebootingwith the help of additionalhardware. Sincetheseapproacheareto alarge
extentorthogonal combinedusageof theseconceptsouldalsobeenvisioned.

Essentially the use of tampetresistanthardware is recommendedn ervironmentswherethe
systemcannotbe physicallyprotectedrom anadwersary Thus,secureoperatingsystemsanonly
work whena potentialattacleris subjectto all securitymeasureimplementedy the systemitself.
A tamperresistantievice,though,mightgive advancedorotectionevenin anhostileervironmentas
discussedh Sect.3.3aslong astheterminalthedevice is attachedo is reasonablyrustworthy.

Language-based Protection

Language-baseprotectionenforcessecuritypoliciesat thelevel of programminganguageobjects
in contrastto the resource-centriprotectionat the operatingsystemlevel. As de ned in [HVE98],
language-basegrotection
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“[. ..] restsonthesafetyof a language'stypesysten. .. ]

Typesafetymeanghat a program can only performoperationson instancesof a type
thatthe language deemssensiblefor thattype [. ..]

On top of type-safetythe language mustalso provide someform of accesscontiol for
theobject]...]"

The Java virtual machine,for example,implementslanguage-basegrotectionusingits run-time
ervironmentin combinatiorwith the byte-codeveri er (BCV) [LY99]. Both guarante¢hatthelan-
guageprotectiorsemanticsuchasobjectencapsulatioarepreseredandobjectscannotcircumvent
encapsulatiomo getaccesdo otherwiseprotectednformation.

The basicideasof language-baseprotectionwill be broughtinto the designof the smartcard
platformervisioned.

7.3 Architecture

In the previous sectionwe have brie y examinedstate-of-the-artn trustedplatform designand
implementation.For our approachwe have identi ed smartcardalreadyasonecomponenin our
securitydevice. Essentiallywe areinterestedn theanswerto the question

How mud in termsof securitycan be obtained,if as mud functionalityas possibleis
shiftedfrom untrustedcomponenténto a trustworthyplatform availablein a tamper
resistandevice?

This sectiondescribes systemijts architectureandpropertieghatis built aroundthisidea.

7.3.1 Components Overview

Theoverall architectureof our systemis depictedn Fig. 7.1 onthefollowing page.We identify the
following components:

— Smartcard: Thesmartcards thetampetresistantlevice hostingtheplatform. It is connected
to aterminalthat providesinput andoutputfacilitiesto communicatevith a uservia a trust-
worthyterminal.

— Platform: Thecard-residenplatformis animplementatiorof a virtual machineresponsible
for the executionof mobile codeanda managementnit for persistenstorage.

» Security manager: Thesecuritymanageis responsibldor the correctdecodingof ary
downloadedcode. It checksary electronicsignaturesgecodeghe payloadaccordingo
theinformationgivenin the headerandloadsthe codeinto the propercompartment.

» Serwice compartments: The servicecompartmentanbe consideredasa securecon-
tainerfor codeanddata.Basedon theidentity of the codesendethe codeis putinto the
appropriatecompartmenbr the so-calledpublic compartmenbtherwise. A compart-
mentcontainsa service-speci ckey ring thatis usedto storekeys ownedby theservice
provider.

» Veri er: Theveri er isthecomponenthatcheckswhetherall security-releantproper
tiesaresatis ed by the code. This is to ensurethat no securityviolationsoccurduring
executionandthatthe codecanbesafelyrun.
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Figure 7.1: Overview of smartcardlatformcomponents

* Inter preter: After successfuberi cation thecodeis executedoy theinterpretethatper
forms a simplefetch-decodeexecutecycle. The interpreterfollows a traditional stack-
andregisterbasedmodelandimplementsan instructionsetoptimizedfor the intended

applicationdomain.

» User key ring: The userkey ring containsall relevant secretcryptographickeys and
certi catesneededor operation.

 Policy database: The policy databasés ownedby the userand containspoliciesthat
guidetheinterpreteratrun-time.

» Audit log: The auditlog is persistentstoragethat is usedto recordso-calledtraces
generatedby the interpreterduring execution.

— Terminal: Theterminalprovidestrustworthy input andoutputchannelgo the userandpro-
videsgenerakctommunicatiorfacilities.

— Compiler: Thecompileris acomponenbutsidethe securitymodulethatgeneratesodefor

executionby the platform.

Althoughthe generalrchitectures straightforvard,theintegrationof all the security-relgantcom-
ponentsin combinationwith the componentgroviding for the executionof mobile codeinto a
smartcardhat essentiallycontrolsthe terminalis to our knowledgea novel approacmot yet found

in theliterature.
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7.3.2 Role and Trust Model

Oneof themainissuesn anopenandsecureplatformfor smartcardss theunderlyingrole andtrust
model.We canidentify atleastthefollowing roles:

— Platform operator/issuer: After issuancethe platform operatoris a trustedthird party re-
sponsibldor theintegrity of the platformduring operation. Thusthe operatorguaranteethat
theplatform

 adherego a particularspeci cationde ning its behaiour,
* doesnottamperwith thecodeduringexecution,

» doesnotleaksensitve datasuchascryptographideys or othercon dential dataof both,
platformuserandserviceprovider,

« correctlyimplementsary kind of authenticatiormndaccesgontrol.

Essentiallythe platform provideris responsibldor giving guaranteeto both— platformuser
andserviceprovider—thattheir policiesareenforced.

— Platform user: The platformuseris the owner of the securitymoduleandusesit to perform
security-criticaloperationsuchaselectronicsignature®r authentication.

— Setvice provider: The provider is the originatorof the mobile codesentto the platform for
execution.

Essentiallythetrustmodelis asfollows:

— Setvice provider! Operator: The provider truststhe operatorthat the codeis correctly
executedandcannotbeobsenedduringexecution.Furthermoreno secreinformationowned
by the provider mayleak from the platform,in particularit mustbe possibleto guarante¢he
con dential transmissiorof databetweerthe provider andthe platform.

— Platform user! Operator: Similarly, the useralsotruststhe operatorthatthe codeis cor-
rectly executedno secreinformationis leaked,andthatany operationsuthorizedy theuser
areperformedasdesired.

Basically theplatformimplementsaawell-de ned intermediateentity betweerprovideranduserthat
bothtrust.

7.4 Programming Model and Language

The rst componenbf interestin ourarchitecturas thecompilerthatis responsibldor transforming
ahuman-readabl@putlanguagento aform understandabliey theinterpreter Thegeneratoncepts
of compilerconstructionare well-known (cf. [ASU86]) and numerouscompilerconstructiorntools

areavailabletoday More interestinghowever, is the designof the languagetself, anissuethatis to

be discussedhroughouthis section.
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7.4.1 A Domain-specic Appr oach

Thegeneraldeaof theplatformis to provide anexecutionervironmentfor mobilecode resp.script,
thatis sentfrom serviceprovidersto users.Comparedo ageneral-purposknguageheapplication
domainof ourlanguageequiresatleastsupportfor operationsuchas

 userinteraction,

e communication,

* cryptographimperations,
* persistenstorageand

* key management.

Hence thefocusof our languages ratherdomain-speci candconcentratesn userinteractionand
cryptographicoperationsn contrasto a geneml-purposeprogramminganguage.

The very natureof domain-speci cprogramminganguagess well expressedn the following
quotefrom ThomasBall:*

“Domain-speci clanguages (DSLs)havehad a substantialimpacton how softwae is
created, maintainedand modi ed. Prototypical examplesof DSLsare YACC, SQL,
spreadsheetand HTML. Thesdanguagesexemplifymanyof the uniqueattributesof
DSLs:

1. DSLsautomaticallyprovide programmes with strong guaranteesof correctness,
performanceand securitywhich are hard to achieve with geneal-purposelan-
guagessud asC, C++, or Java(think of Yaccand SQL);

2. DSLsallow non-piogrammesto program (think of spreadsheets);

3. DSLs,by providing high-level abstiactionstailoredto the problemdomain,allow
programmes with generl skills to programin a new domainwithout havingto
knowplatformdetails(think of HTML andWeb servicesy.

Using a domain-speci clanguagethat optimally supportsthe intendedapplicationdomainof run-
ning applicationdn a smartcardseemso be appealingor atleasttwo reasons:

» An efcient interpretercanbeimplementednoreeasilyfor adomain-speci clanguagesince

ary necessarprimitivesandtypescanbeef ciently encodednto suitableruntimedatastruc-
tures.

* The compleity of the veri er increasewith the compleity of the languagein which the
programsarewritten. Furthermoreknowledgeaboutthe applicationdomainis a necessary
preconditionto be able to performa veri cation process. Hence,a small domain-speci c
languagemight be easierto verify than a generalpurposelanguage- an issueelaborated
furtherin Section7.5.

Summingup, adomain-speci capproactavoidscompleity wherepossibleby concentratingpnthe
necessaryunctionality. Especially theimplementatiorof a veri er andaninterpreteron-cad is a
challengaghatseemso berealizablefor arestrictedproblemdomainonly.

1 Takenfrom theintroductionto the Proceedingsf the seconctonferencen Domain-Speci cLanguage$DSL'99), Octo-
ber3-5,Austin, Texas,ACM Presspage5.
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7.4.2 Virtual Machine Model and Instruction Set

Virtual machinesandinterpretersare known sincethe early sixties. The basicconceptsarewell-
understoodand our concreteimplementationis inspired by two moderninterpretedlanguages-
Forth [ISO97] andtheJava VM instructionset[LY99].

In thissectionwejustbrie y list theminimalsetof commands platformshouldatleastsupport.
A moredetailedlisting of the commandss givenin AppendixA.

Type System

Basedon the generafunctionalityneededt leastthe following datatypesaremandatory:

« Strings,i.e. concatenatedrraysof characters
* Integernumbers

* Booleans

 Cryptographideys

Hence ho higherdatastructuresareavailable. Althoughthis seemgatherrestrictve we have found
theseprimitivesto be sufcient for our applicationdomain.

Data Stack

The virtual machineusesa simplestackfor computations Primitive operationsessentialIprerate
on the operandsavailable on the stack. Typical operationsare , , , etc.as
known from Forth. The stacksizeis x edandary stackover andunder ow mustbe detectableby
theveri er prior to execution.

Registers

Ragistersareusedasvolatile or persistenstoragefor intermediateor persistentiata. Registersare
accessedimply by theiraddressPrimitivesoperatingonregistersare and , transferring
datafrom aregisterontothe stackandvice versa.

Key Store

Keys aresensitve cryptographicdatathatmustbe protectedrom leakage Therefore we introduce
anelementantypekey, andoperationsisingkeys arespeciallytype-checlkdto avoid leakage Keys
areorganizedn a key storethatis essentiallyorganizedasan arraybeinga containerfor the keys.
Keys canbeinstalledby a serviceprovider to allow for con dentiality andauthenticatiorof trans-
mitted scripts. In contrastto registers,the key storeis addressedisingthe primitives and

Transactions

Atomic updatef persistentlataon the cardshouldbe possiblein general We follow a straightfor
wardapproacHor transactiondasedn loggingstoragaupdategrom the executionof the primitive
until oneof the primitives or is encounteredh which casethetemporary
changesare ultimately committedor discarded. No nestedtransactionsare supporteddue to the
complity for anon-cardimplementatiorandthe questionabl@eedof suchfunctionality.
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User Interaction

User interactionplays a centralrole in our personalsecuritymodule. The card must be ableto
connecto asuitableterminalasde ned by the userin anappropriateolicy descriptionandcon g-
uration. From a languageperspectie this is not subjectof control, sinceapplicationswritten by a
serviceprovider have no knowledgeabouta usersterminals.

Hence the platform mustoffer suitableprimitivesthatallow runningscriptsto interactwith the
userthroughthe users preferredterminal. Although a diversity of userinteractionmodelscould
be consideredwe concentraten a small setof core userinteractionprimitivesthat are necessary
to cover mostof the possibleinteractionsneededor our applicationdomainandwhich areimple-
mentedby smallterminalssuchasmobilephonesThereforewe startwith the primitives ,

, ,and only.

Besidesuserinteractionprimitivesthereexist mechanismso createa log of userinteractions

thatcanbeconsidereds rst classobjects.Thisissueis furtherdiscussedn Sect.7.7.6.

Comm unication Primitives

Besidesuserinteractionprimitives,othermeansfor communicatiorare needed.Essentially facil-
ities for sendingmessageto othercommunicatiorpartnersareneeded.Furthermorejs shouldbe
possiblefor scriptsto registerfor thereceptionof incomingmessagesiWe usethe conceptof chan-
nelsasa communicatiorink abstraction.Eachscripthasaccesgo a standarcchannelthatis the
link the scriptwasrecevedfrom. This allows a scriptto communicatevithout further knowledge
aboutits environmentwith its originatorusingthe primitive

Contr ol Flow Primitiv es

Obviously, control o w is a centralissuein ary programminganguage Although 'sarecon-
sideredharmful [Dij68], at the level of a simple stack-orientegprogramminglanguagethey have
clearbene ts. Hence the platform supportsunconditionalandconditionalbranchesn the form of
) label and™ condition label. Programerminationis indicatedby theprimitive

Boolean Predicates

Booleanpredicatesreneededo allow for arbitrarycontrol- ow decisions.The usualsetof opera-
torsfor thedifferentdatatypesareneededsuchas  , , . ., ., ,etc.
Arithmetic Primitiv es

Integerarithmeticscanbe performedusingthe standardperations , , ,and

Summingup, we follow a minimal approachby just addingthe coresetof primitivesthatis in our
opinion necessaryo allow for usefulapplications.Furtherextensionsare possible but the overall
securityof the platformmustalwaysbe guaranteed.

7.4.3 Programming with a Platform

As intended the platform presentegbreviously is programmabilei.e. it canbe usedto executepro-

gramsor scriptswritten in our domain-speci clanguageBasically this eliminatesthe problemthat

userinteractionis restrictedto oneinstructiononly asit wasthe casein our WebSIM implementa-
tion. Insteadthe outlinedsetof primitivesde nes a languagesuitablefor implementingbasicuser
interactioncombinedwith cryptographimperations.
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/I markfollowing entrieson stadk

/I thisis thetitle of themenu

I r stitem

/[ secondtem

/I pushesnumberof selectedtem onto stadk

/I numberof choiceof interest
I ched for selectedtem== #2
/ branch to endif selected'Cancel”

/l require userto enternumericamount
Il duplicateenteedamount

I/l push64

Il ched, if it is lessor equal

/[ thencontinue

/I indicatethat higheramountis needed

Il repeatinput

/I store amountin register#1
/I pushmarker on stadk

/I createsignatue
/I sendsigneddatabad to bidbiz

Mobile Auction Client

Figure 7.2: Mobile auctionclient script

Theexamplein Figure7.2is animplementatiorof a scriptthatnoti es mobile auctionparticipants
aboutthe currenthighestbid in anauctionandenableghemto instantlyplaceanew bid.

A scriptstartswith headeinformationaboutthe nameof the scriptandits provider (lines 3-5).
The part(line 7) containgheactualprogram.

Lines 9-10demonstratdow to display an initial messagaboutthe latestnews of the online
auction. Lines 13—17shav how the agumentsor a arepushedonto the stackmarked by
the initial marker setin line 13. After the selectionhasbeenperformedthe argumentsincluding
markareremovedfrom the stackandthe numberof the selectedtemis availableon the stack.

Lines 19-21check,whetherthe subscribeiselectedtem no. 2 (i.e. “Cancel”) in which casea
jump to thelabel at the endis performed.Otherwiseaninput dialog is openedn lines 24—-25and
the input from the subscribeiis returnedon the topmoststackposition and duplicatedin line 26.
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Thenthe enterecamountis checledin lines27—29,whetherits is greaterthan64. Otherwisea text
is displayedn lines 30—32andexecutionresumedo theinput dialogue.

Finally areturntokenis compiledontothe stackandtheresponseontainingall elementsnclud-
ing theamountenteredaresentbackthroughtheinput channeto the scriptoriginator

This exampleillustrateshow programmingwith our platformactuallylookslik e anduserinteraction
andcommunicatioriakesplace.Thenext sectionfocusesonthesecurityproblemsnheritedby such
amobile codeplatformapproacranddescribegppropriatecountermeasures.

7.5 Mobile Code Security

Accordingto Carzanigatal. [CPV97]themobilecodemodelthathasbeenchoserfor thesmartcard
platformbelongsto the remoteevaluationcateyory of mobile codesystemghatis characterizedy

aclientsendingcodeto asener for evaluation.Mobile agentsextendthis modelby integratingstate
thatis migratedto aremotehostoffering additionalmeandor theagentsitinerary. Oneof themost
problematidssueswvith mobilecodein ary formis theoverallissueof securitywhichis traditionally

characterizedy two differentobjectves:

— Host security: The protectionof the platformfrom the mobile code.
— Codesecurity: The protectionof the mobile codefrom the platform.

Eachof thesewill now beconsideredn moredetail.

7.5.1 Host Security

A goodoverview of techniquegor implementinghostsecurityis givenby Fong[Fon9§. Following
his cateyorizationhost securitycan be achieved by several differentapproachesliscussedn the
sequel.

Discretion

Thisapproachefers‘to thehumanudgemenbfthelevelof trustto begrantedto mobilecodeunits”
Technically this approachis implementedby electronicsignaturesas visible in mary industrial-
strengthsystemssuchasJava [KG98; Oak9g or ActiveX [Cha9§. However, the generalproblems
with suchelectonically signedcodearetwofold:

« Firstis thesemantic®f the signaturdtself which canbe formulatedalsoas”whatessentially
doesthe signatue state? Suchan electronicsignatureis meantto establishtrustinto the
issuerof themobilecodebut this processs notonly atechnicalproblemashasbeendiscussed
earlierin thisthesis.

« Secondthe accesso the signers key might be compromised. This effectively rendersary
signaturebasedn this key meaningless.

In the openplatformwe have in mind codesigningis not applicablefor atleasttwo reasons:

2 For example,in March2001is wasreportedSla01] thata personwvasableto “steal” severalcerti catesissuedby Verisign,
Inc. intendedfor signingcodeissuedby MicrosoftCorp.
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» Potentially every Internetclient shouldbe ableto sendcodeto a users platform. Thus,there
would be asmary codesigness as potentialclients which alsois counterproductie to the
users problemof establishingrustinto a signature.

« This problemcanbe circumventedby a trustedthird party that checksthe codeandissues
certi catesfor any mobile codesentfor evaluation.Unfortunatelythis breaksary end-to-end
securitywhich hasbeenconsideredisa fundamentatequiremenbdf our approach.

Summingup, ary form of electronicsignatureintendecto certify the codeis not applicablein our
system.

Transformation

Transformatiorrelieson the obsenationthatmary mobile codelanguagesisedifferentrepresenta-
tions for the input languageandthe shippedcode(cf. Jara source-codendvirtual machinebyte-
code). Thusshippingthe source-codén which no unsafebehaiour canbe expressednight have
severaladvantage®ver shippinga potentiallyunsafdanguage.

Transformatiorthendealswith the transformatiorof the safelanguagento an executable put
possiblyunsafeone,with a suitablecompilerunderthe control of thetargetplatform.

Althoughappealingwe do notfurtherfollow this approactsinceary form of transformatiorcan
beconsideredsresource-intense which shouldbe avoidedfor smartcards.

Arbitration

Arbitrationis basedntheideato“[. ..] protecta hostfrom direct' contactwith untrustedexecution
units” The mostcommonapproactof this kind is abstract interpretationfoundin Java or SafeTcl
[OLW97]. It avoidsthatcritical resourcesuchasmemoryandcommunicatiodinks canbedirectly
controlledby the executedmobile code. Instead,ary computationis doneby an interpreterthatis
ableto performary suitablesecuritychecksprior to execution. The securitymanajer known from
Javais anexampleof sucha securitylayer.

Clearly, our approachfollows the arbitrationapproachsincewe usean intermediatebyte-code
representatiothatis to beinterpretedoy the on-cardinterpreter

Veri cation

Veri ers are generallyconsideredas programsthat check other programsfor particular security
properties. In the contet of object-orientedanguagesecurity propertiesare often expressedy
objectencapsulatiowhich is oftenachiezedthrougha suitabletypesystem Thus,typecheding of
programss vitally necessaryo guarante¢hesesecurityproperties.Java usesits byte-codeveri er
to checkcodeloadedinto the JIVM for a numberof securitypropertiesamongothers:

— Stackover- and under o w checksguarante¢hatat no point of executiona stateis reached
in which computatiorcannotcontinuedueto stackerrors.

— Type-correctnesgyuaranteethatat no point of executiona JVM byte-coddnstruction nds
stackoperand®f illegal type.

Thesekind of propertieanbechecledprior to executionor atruntime. Thelatterapproachusually
resultsin higherexecutioncostsandshouldgenerallybe avoided.
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Otherveri cation approaches.g.proof-carryingcode[NL96] andbyte-codeveri cation based
on modelchedking [PV98], have beenproposedasformal veri cation techniquesheitherof themis
currentlyapplicablein the contect of smartcardslueto resourcdimitations.

For our platformwethink thattheveri er approactprior to executionhasthegenerabene t that
usersarenot botheredwith applicationghatfail duringexecutionfor reasonsghatcouldbechecled
prior to execution. Thus,a malformedappletis not executedat all anduseracceptancés likely to
be muchhigherif scriptexecutioncannotfail becaus®f suchkind of programmingerrors.

Besideghe stackandtyping propertiesve alsoconsidera problemwhichis of particularimpor-
tancewith smartcardstermination

7.5.1.1 \Verication of Termination Proper ties

Technically smartcard®perateassenersin a client/sener-model. Requestsare sentto the card,
the cardperformsits operation,andafter computatiorresultsare passedackto the client. Unfor-

tunately smartcardperformingalong-runningcomputatiorarenot underthecontrol of anexternal
device. Thus,it is generallyunclearin which statethe computations without interruptingthe com-
putation. Furthermorethis meanghatit is not easilypossibleto interruptan on-cardcomputation
withoutresettingthe card,i.e. to bring it into awell-de ned initial state.

Towards a Non-Turing-Complete Language

Resettinghe cardis not acceptabldor our platformandspecialprecautionsnustbetakento avoid
suchsituations. To solve this problemwe startwith the obsenation thatit is not necessaryhat
our domain-speci clanguagesupportslong-runningcomputationsbasedon appropriatecontrol-
o w primitives. Instead asthe namesuggestsa script is muchmorecomparabldgo alanguageor
adwanceduserinteraction. Thus,constrainingthe languagen a way thatit is not Turing-complete
arymoreis worth furtherdiscussion.

Consideringthe contmol- ow graph of a program,arny acyclic graphobviously leadsto guar-
anteedterminationaslong asall instructionsterminate.However, this might be too restrictive for
practicaluse. A relaxationon the otherhandcould be achieved by takinginto accounthe userin-
teractionoccurringduring execution. Sincewe expectan applicationto performsomekind of user
interactionatregularintervalsit canbeleft to the userto decideaboutterminationof a script. Each
time thesmartcargerformsinputandoutputwith theusercontrolleavesthe smartcardandis given
backto theterminal. Thus,atary userinteractiontakingplacea scriptis potentiallyinterruptibleby
theuser

Control o w primitivesareavailablewith the statementand manipulatinghecontrol
stack.We placethefollowing restrictionson the control- ow graphof anapplication:

(a) Eachpossiblepathof executionin a scriptmustpassan statementThis ensuregproper
terminationof the program.

(b) The control- ow graphof the applicationmay have cycles,if andonly if alongeachcycle
thereexists atleastonecall to aninterruptibleinteractionprimitive. Currently thosearethe
userinteractionprimitives , , , and . This ensureghatan
applicationcannotioop without users notice.

Figure 7.3 on the next pageillustratesthe last property It shavs an exampleof a legal jump (in-
dicatedby an arrow) in the control- ow graph. Numbersindicate maximumdistanceto end of
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Figure 7.3: Sampleplatformcontrol o w

application(bottom-moshode). Jumpof interestis from nodec to noden andis allowedsinceall
possiblepathsfrom n to ¢ passa userinteraction(node?).

Theserestrictionsyield a constrainedlomain-speci clanguagehatdoesnot allow for, e.g.iter-
ationovera x edsetof numberavithoutsubscribeinteraction.Furthermorethereis no supportfor
dynamicdatastructuressuchassetsor lists. Despitetheselimitations we have found the resulting
languagevery e xible for our applicationdomainandwe arestill looking for interestingexamples
thatcannotbe encodedwith the currentsetof languageprimitivesandcontrol o w restrictionsand
thereforewould needfurther supportfrom the platform.

Rudyset al. [RCWO01] also considerthe problemof terminationof possiblyuntrustedapplica-
tions. Their soft terminationapproachis basedon runtime languagesupportof the mobile code
languagenbjects,e.g.threads thatis subjectto potentialterminationby anadministratoior system
resourcemonitor. They have prototypedanimplementatiorin Java that usesbyte-coddanstrumen-
tation to insertadditionalterminationchecksinto the byte-code.Their approacltis generallyappli-
cableto our problemdomain,but would not contributearny improvementsFurtherwork concerning
terminationcanalsobefoundin the samepaper

7.5.1.2 On llleg al Data Flow

Anotherissuethatis subsumedby the notion of hostsecurityis the problemof informationleakage
orillegal data ow. This problemhasrecevedattentionin anumberof recentpublicationgdVSI96;
Mye99 BCM* 00]. However, sincescriptsrunin a safecompartmenthe only dataobjectsthey are
in chageof are

— thescript' s state,

— the persistent state found in the compartmentvithin the platform at the time of a script's
arrival, and

— theinput recevedfrom theuserduringexecution.

Thus, a script cannotobtainary informationto which it hasno direct access.Furtherconstraints,
e.g.controllingwhetherthe security-sensitie information,suchas,serviceproviderkeys areleaked
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couldbeimplementedbut doesin ouropinionnotreally contributeto the overall security Basically
the script is free to do whatever it wantswith its own information and the information leakage
problemdoesnot exist in our domain-speci cervironment.

7.5.2 Code Security or the Malicious Host Problem

In the previous sectionswe have extensiely discussedhe hostsecurityissuesof mobile code. In
contrastcodesecurityconsiderghe problemof the securityof mobile codefrom apotentiallymali-
ciousplatform. This problemhasbeenextensiely studiedin the mobileagentscommunityoverthe
lastyearsandit hasbeenshown to be hardto tackle. Sincethe literatureis exhaustve we only list
someof the publishedapproaches:

— Trustworthy tamper-resistanthardware suchassmartcardtave beenproposedy Wilhelm
etal. WBS98 Wil99], Yee[Yee99, Finfrocken[Fun99, Pagniaetal. [PVGWO0(Q, Karjoth
[Kar00Q], andLoureiroetal. [LM0O] basednthe concepbf a(mobileagent)platformimple-
mentedn tamperresistanhardware.

— Encrypted functions as proposedby Sanderand Tschudin[ST98h ST984, Loureiro et
al. [LM99], andAlgesheimeetal. [ACCKO( operateon encrypteddataandproducearesult
in encryptedorm, thusthe datais not exposedo the platform. Althoughencryptedunctions
areaniceideathis concepis notyet powerful enoughto beappliedto thekind of applications
we consider

— Cryptographic traces have beenproposedy Vigna[Vig98] to captureandsign a traceof
the executionof a mobile agenton a platform which canbe veri ed afterwards. Suchkind
of traceswill be subjectto electronicsignaturecreationdescribedater in the courseof this
chapter

— Code obfuscation and encryption hasbeenproposedby Hohl [Hoh984 to preventthe in-
spectionof a mobile agentby a malicioushostfor a certainperiod of time. However, this
approachs alsonot applicableto our system.

In mobile agentsystemsthe basicscenariois thatitinerantagentshop from platformto platform
to performspeci ¢ taskssuchasbuying goods,etc. They interactwith the platform, often orga-
nizedasa kind of electronicmarket, or otheragents.In contrast,our scriptsare not itinerantand
communicatioroccursbetweerscripts,the platform,andthe useronly.

Thus,the only codesecuritymechanisnihatis left is thereforethe trustworthy tamperresistant
approachThis meanghatascript's securitycouldbedirectly subvertedfrom thefollowing entities:

— Theplatform, but this is eliminatedby the factthat our fundamentahssumptioris thatthe
platformis trustworthy andhenceis consideredot to be malicious(cf. Sect.7.3.2).

— Theuser, whohasnoaccesso theinternalsof theplatformwhichisimplementedn atamper
resistandevice.

— Somemalicious code e.g.virusesthathave accesso theinterfacebetweerplatformanduser

Thus,the only problemis maliciouscodethatmight be ableto controlthe human-deice interface.
Thisissueequalgheproblemof smartcardén hostileervironmentgcf. Sect.3.3)andis notdirectly
relatedto the problemof hostandcodesecurity

Neverthelessthis problemis furtherdiscussedh Sections7.6and7.7.5andattacksandpossible
countermeasuremepresentedhere.
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Summingup our approactcanbe characterize@dsrestingon

» tampefresistanhardwareandanappropriatérustmodelto solve the malicioushostproblem,
and

« language-basegrotectionanduserdiligenceto solve the maliciouscodeproblem.

Hence bothproblemshave beensuitablycoveredandsolutionshave beenpresented.

7.6 Comm unica tion Pmotocols

In theprevioussectionsve havedescribedow theplatformis designediccordingo themobilecode
paradigmandwhatarethe fundamentaprincipleson top of which hostandcodesecurityarebuilt.

This sectionnow considersthe problemof end-to-endsecuritythat dealswith the cryptographic
protocolsusedfor communicatiorandespeciallydiscussesherole of theveri er in suchscenarios.

7.6.1 Verication and the End-to-End Argument

End-to-endsecurityof asystems commonlyunderstoodsa propertyof thecommunicatiorchannel
betweenthe endpointsof a multi-tier system. Thus, if a communicationchannelis established

communicatioror tamperwith messagewithout beingdetected.Usually, the intermediatenodes
only transmitdatawhereaghe endpointgroduceandconsumeanessages.

For the designof a systemthis meansthat no intermediatenodeis ableto view or changethe
contentf themessagewithout subvertingthe end-to-endsecurityproperty Thisimplicitly means
thatary architecturgroviding end-to-endecuritycannotusecontent-ecodingatsomeintermediate
node.Both, the WebSIM approachpresentedn the previous chapterandthe WAP 1.2 architecture
relieson some‘gateway” to performrecodings Suchencoding®ntheotherhandcanbeperformed
on basicallytwo differentcateyoriesof informationa programconsistf: the codeandthedataon
whichthecodeoperates.

Thisimplies,thatfrom anarchitecturapoint of view we have to considetthe following compo-
nents:

— Compiler: ThecompilerC compilesprogramsnto acodesectionC anddatasectionD .

— Codeverier: A codeveri er Vc is responsibldor verifying thatthe codesectionof a pro-
grammatcheghe neededoropertiese.g. stackbehaiour. Thus,Vc is basicallya predicate
Ve (C). In thiscasethecodeC containgeferenceso dataelementsn thecorrespondinglata
sectionD anda naturaloutcomeof the type-checkingprocesss somekind of typing pred-
icatet that checks,whetherthe datasectionmatcheghe requirementgrom the codeto be
valid.

— Dataveri er: A dataveri er Vd checkghatthedatamatcheghecode,e.g.checkdor proper
datatyping and usage.Essentially this meansthat besidescheckingfor the integrity of the
datait needgo know thetyping predicatet to check,whetherD satis est or not,i.e.vd isa
predicatevp (D;t) thatamongotherscomputeg (D).

Table7.1 on the following pageillustratesthe mostinterestingplacementgor compilerC andthe
veri ers Vc andvd.
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1) ) ©) (4)
Provider - C C C
Operator C,vec,vd Ve ,vd Ve -
Platform - - vd Ve ,vd

Table 7.1: Compilerandveri er placement

Basically we have thefollowing placemenbptions:

(1) Here,the operatothostsandoperatesall componentsHence serviceprovider andplatform
have to trustthe operatorandno end-to-endsecurityfeaturesareavailable.

(2) Thisoptiondoesnotchangehesituationfrom asecurityperspectiesincetheveri ers hosted
by the operatothave unrestrictechccesso the codeto beveri ed.

(3) Datacon dentiality canbe achievedif the compilergenerateanencrypteddatapool thatis
only veri ed by Vd in the platform after decryptionof the end-to-endsecurelytransmitted
datahastakenplace.Thisis ageneraimprovemenbveroptions(1l) and(2) if thedataportion
of ascriptis consideredo be muchmoresecurity-sensitie thanthe correspondingprogram
portion3

(4) Codeanddatacon dentiality canbeachievedif notonly thedataveri er Vd is placedin the
platformasin option(3), but alsothe codeveri er Vc. Suchanapproachis necessaryif the
programitself, i.e. thefactthatsomethings reportedat all, might be of high con dentiality.

Oblviously, theplacemenbf thetwo veri ers for codeanddataarecritical for the overallend-to-end
securityguaranteesDependingonthedesiredevel of con dentiality, option(3) or even(4) mustbe
considered.

7.6.2 Comm unication Protocols

In the previous sectionwe have investigatedhe differentoptionsof placinga veri er for codeand
dataat particularlocations. Consequentlyappropriateprotocolshave to be consideredo provide
thenecessargnd-to-endsecurityfor codeand/ordata.

End-to-endsecurityrequiresthat messageare encryptedeitherby a symmetricencryptionus-
ing ashaedsecet, e.g.DES, Triple-DES,IDEA, etc.,or publickey cryptographye.g.usingRSA.
Generally it makessenseo agreeon a sharedsecretto avoid the necessityto extensvely usecom-
putationallyexpensve public key algorithms.Severalapproaches the exchangeof a sharedsecret
couldbeconsidered:

(a) EachplatformC ownsaplatformpublic key pair (Sc ; Pc). This canbeusedasfollows:

» Transmita persistensharedsecretfrom the serviceprovider to the platform usingthe
publickey Sc . Thissharedsecretvouldthenbeusedfor all subsequertommunication.

3 We amguethatthis assumptiommight be true for a reasonabl@umberof applications.Considerfor examplesales gures
reportedto the CEO of a global comparny. Herethe factthata sales gure is reportedin the form of a scriptis of less
importancethanthe actualsales gure numbers.
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» Transmita temporarysharedsecretfor every transmissiorof a scriptimplying each
time the useof public key encryption.

(b) Useanothersecurecommunicatiorchannelbetweenthe serviceprovider andthe platform.
This couldeasilybe achievedwith the helpof the platformuserasanintermediatenode.

A scenariowould be that the useris runninga Web sessionover HTTPS with the service
provider's Web site S. This sessioris usedto securelytransmita secretto the userU who
thentypesin the secretusinga genericapplicationon the platform that transformsthe key
into anappropriateryptographidkey. For akey of 128bits of sizeonecoulduseanalphabet
thatcomprisegshesymbolsf — , — g,i.e.roughly5 bits persymbol. Thusa secretof about
25 character®f lengthcouldbeusedto transfera highly securekey. A serviceproviderthen
candecideuponthe necessargecuritylevel by transmittinga shortersecretjf desired.

After decidingthegeneralvay how key exchangeshouldbeperformedheresultingprotocolscanbe
developed.We considebothcasesn moredetailandespeciallydiscussauthenticity con dentiality,
andintegrity.

7.6.2.1 Public Key Comm unication Prtocols

In the sequelwe describehow communicatiorprotocolsbasedn public keys canbe usedto estab-
lish securecommunicatiorbetweerserviceprovider andplatform.

Public Key Pair

Eachplatform C ownsa secretK sharedwith the platformoperatoyanidentity id s, anda public

key platformkey pair (Sc ; Pc). Thiskey paircanbeinstalledin the platformattime of issuancéoy

operatoM , or laterby on-carckey generationln thelattercasea usercantriggerthekey generation
andthe mobile operatorcouldusethe sharedsecretk , andarandomvaluen to securelyobtainthe

publickey Pc from thecardandat the sametime verify its authenticityasfollows:

C! M : sigg(idc;Pc;n): (7.1)

The platform operatormakesthe public key P of the platform availableascerti cate in a central
directory e.g.Web or LDAP sener. Hence thedirectoryprovidesa mappingid. ! Pc from the
platformidentityid ¢ to theplatform's publickey Pc.

Secret Key Installation

The platform offers eachserviceprovider S mechanismso install a secretsymmetrickey K s into
the platform. Eachprovider generates uniquekey for eachindividual platform. Thiswould enable
con dentiality of communicatior5 ! C butis notsufcient to provetheauthenticityof the sender
S thatinstallsa secretkey K 5. In thelnternetthis is basicallysolvedwith the useof sener certi -
catesusedin SSL,i.e. the client veri es thatthe sendeiis actuallyin possessionf the secretkey
belongingto the certi cate of the sender Sincetheveri cation processds arathercomplex process
(challenge-responseuthenticationgerti cate revocationlist checking,etc.) for practicalreasonst
shouldbe performedoff-card. This implies thatanothertrustedparty performsthe authentication
of the serviceprovider at secretkey installationtime. In the following protocolswe follow this
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argumentandembracehe platformoperatoM into theinstallationprocess:

S! M: idc;ence. (Ks;k;i;n) ;
M1 C: ence.(Ks;k;i;n);ids;m; (7.2)
with = sigx encp. (Ks;k;i; n);ids;m :

First,theserviceprovidersenddo theoperatotheidenti er id ¢ of thetargetplatform,thesecrekey
K s alongwith asequencaumberi for replayprevention,akey storenumbelk, andarandomvalue
n, all encryptedwith Pc. The operatorcompleteshe messagavith theidentity id s of the service
provider obtainedfrom runninga suitablechallenge-responggotocolwith S anda randomvalue
m, andsignsit appropriatelywith the sharedsecretK . Here,id s could containsomeinformation
abouttheserviceprovider, e.g.its nameaddressetc.for informationpurposesThemessagandits
signaturearethensentto the platformandafter signatureveri cation, K s canbe safelystoredinto
theserviceprovider'skey storeat positionk. If necessaryanev compartmentor is S is created.

This protocol enablesa serviceprovider to uploadsharedsecretK s into the platform using
public key cryptographyGeneralssumptions thatthe operatoror platformproviderhasnomeans
to accesghe serviceprovider's secretkeys K g or the secretkey Sc of the card. Otherwise,the
wholechainof trustwould be compromised.

Secure End-to-End Comm unication

Upon successfulnstallationof the serviceprovider's key K s, the serviceprovider communicates
with the platformasfollows:

S! C: fids;k;enck(prog;i; n)g; (7.3)

i.e. S encryptsits datawith K s andannotatests identity id s for correctdecoding. The platform
decryptghemessagevith thesecretkey K s storedin akey tableindexedby (id s ; k). This stepnot
only decryptghe messagéut alsoachievesprovider authenticationsincethe successfutlecryption
of themessagéhroughthe platform provesthe authenticityof the sender

Onedrawback of this protocol, however, is thatit doesnot preventary sort of replay attack.
Replaypreventioncanbe easily solved by sequencenumberschemeghat apply a FIFO-orderon
the messagetransmittedover the channelS !  C which workswell, if the channelis sufciently
reliable.

Communicatiorin the oppositedirectionis performedhroughthe following protocol:

C! S: fidc;k;enck(E)g; (7.4)

i.e. datak is simply encryptedwith K s. Theplatformidenti er idc andk areusedto look up the
appropriatekey for decryption. But this canbe equallywell left to the scriptitself, if it contains
a freshsecretkey thatis usedto protectthe communicatiorbackto the provider. Encryptioncan
be achieved with the interpreteroperation that performsencryptionof the topmoststack
elementsaipto the with akey from the key store.Obviously, suchtemporarykey management
involvesa signi cant amountof house-lkeepingon the serviceprovider's side. However, sinceone
of our majorrequirementss to make suchsecuritypropertiesubjectof the applicationsandscripts
we considelit asanactualadvantageover more x edsecurityframeworks.

4 Hereagain,n andm arerandomvalues.
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Secure End-to-End Comm unication without Key Installation

If no persistensecretkey installationis performed,eachtime a new scriptis sentto the platform
the trustedthird party hasto authenticatehe serviceprovider andsign the scriptaccordingly The
resultingprotocolis similarto 7.2:

S! M: encp. (Ks;i; k;n);enck s (prog) ;
M ! C: ence. (Ks;i;k;n);ences (prog); (7.5)
with sigc ence (Ks;i; k;n);encq s (prog);ids; m :

Basically the protocolis adaptedo transporthe programprog in additionto thekey K s.
Communicatiorin thedirectionC ! S is achiezedwith protocol7.4.
7.6.2.2 UserChannel Comm unication Protocols

In contrastto the public key protocolsfor sharedsecretexchange we alreadymentionedthat the
platformusercould participatein thetransferof the secreffrom the providerto thecard.

Secret key installation
We usethefollowing protocolto transferthe secretK s from the provider S to the platformC:

S: W f(ids;k;Ks);
S! U: fWg; overasecurechannel,

Uu! C: fWg; userinput; (7.6)
C: (ds;k;Ks) f L(w):
Here,f is thetransformatiorof the key into the alphabef — , — g. Hence,this protocolagrees

upona sharedsecretthat canbe usedfor con dential communication.However, the identity id s
of the provider is not veri ed by the platform. Again we usethe help of the platform provider or
anothertrustedthird partyto verify the authenticityof the key asfollows:

S: res enck(rand);
S! M: fids;k;idc;rand reg;
M ! C: fids;k;randresn; g; (7.7)
with sigk (ids; k; rand; res n);
C: red enc,(rand);red = re®

First, S generates challengerand andencryptsit usingK s yielding res The challenge the re-

sponsetheidenti er id s, key storenumberk, andthe platformidenti er id ¢ arethensentto the
platform provider M over an encryptedand authenticatecchannel. M signsthe datato be for-

wardedaddinga randomvaluen. In the platform, the signatureis veri ed andthenthe challenge
is encryptedwith K g yieldingres. If resandres areequal,thekey canbe consideregsauthenti-
cated the correspondingompartmentanbe activated,andthe key is registeredn the key storeof

the compartmenbf providerid s.

Secure End-to-End Comm unication

Subsequentommunicatiorbetweenthe serviceprovider andthe platform occurswith the proto-
cols7.3and7.4.
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7.6.2.3 Further Protocol Options

In the previous sectionswe have outlined the basicprotocolshow end-to-endsecuritybetweena
serviceprovider andthe platform canbe achieved. More protocolsfor otherpurposesanbe easily
developedbasedon the presentednes,suchas non end-to-endprotocols. This communication
patterncould be usedto transporta script from the serviceprovider to the platform provider if no
on-cardcodeveri cation is available. This correspondgo option (3) in Table7.1 on page113.
The completeprotocolwould thenusea mixture of theend-to-engprotocolspresentegbreviously to
transporthedatasection,andverify the scriptatthe operatomwho thenappropriatelysignsthe code
afterveri cation.

More generally the actual protocolscan be adaptedto perform suitablekey schedulingand
dynamizatiorbasedn additionalrandomvaluestransportedn eachmessagéo generatéemporary
sessiorkeys derivedfrom mastersessiorkeys.

Summingup, a diversity of differentoptionsfor establishingsecurecommunicationchannelsbe-
tweenthe serviceprovider andthe platform canbe established.In particularthe dif cult caseof
end-to-endsecuritycanbe achievedwith reasonabl@rotocoloverheacandon-cardresources.

7.7 Non-Repudia tion and Electronic Signatures

In the previous sectionawve have outlinedthe architectureof our platform,its languageandruntime
ervironmentwith afocuson the platformsecurityissuesandthe end-to-endsecurecommunication
protocols.

For business-criticahpplicationshowever, end-to-endsecurityis not the only importantfactor
The problemof non-repudiationin the form of electronicsignaturess of similar importance,in
particular if legalissueshave to beconsidered.

7.7.1 Motiv ation

We have motivatedthe platform approachby a generaldemandthat a serviceprovider shouldbe
ableto implementapplication-speci csecurityproperties.In a typical business-to-employd82E)
scenariothis could meanthat the enterprisesecurity policy statesthatit is not necessaryo use
legally-binding highly secureelectronicsignaturesystemsunderall circumstances.In particular
this meanghata signaturebasedon a sharedsecretkey systemmight be sufcient, if the signature
creationdevice is consideredo betrusted.

Thetamperresistancef the smartcardandthetrustedplatformapproactwe targetcouldbe an
ideal platformfor suchsharedsecretsignaturesystemssinceit offers meansfor a serviceprovider
to managets own keys appropriately

A signi cant numberof issuesrelatedto the creationof electronicsignaturehave beenraised
andsolutionsto themhave beenpatentedn [Bro97]. However, our approachdoesnot targetmobile
phonesonly, but canbe usedin a variety of possibleend-usetterminalssupportinga smartcarcas
securitymodule,e.g.the PCA aspresentedn Sect.5.3.

Basic Electronic Signature Protocol

Traditionally, in scenariogor electronicsignaturecreationthe mostimportantrolesasintroduced
in Sect.5.2 arethe signerS owning a public key pair (Ss; Ps), the documento be signedD, the
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signaturecreationapplicationA, a documentviewer V interactingwith the signer a smartcardC,
theoriginatorof thedocumentD andthedocumenD . Thebasicprotocolis asfollows:

O! A: fDg; documentransfer

Al V;S: fDg; documenpresentation

S;V! A: accept=reject; userchoice (7.8)
A! C: fh(D)g; hashcomputation

C! A! O: fsigs, h(D) g; signing

Basedon the above protocolwe describefurtherimprovementson the overall securityof the elec-
tronic signaturecreationproces®n top of our platform.

7.7.2 Electronic Signatures with On-Car d Hash Computation

With the PCA we have demonstratedhow the presentatiorof a documentto be signedand the
hashcomputationcanbe performedon a device thatis moretrustworthy thana vendors terminal.
Performingthe hashcomputatioron a trusteddevice suchasa smartcardtself might be evenmore
securethan other approachesHowever, it is importanthow the documentpresentatiorand hash
computatioris donein theoverall signatureprotocol. Considerfor examplethefollowing case:

A! C: fDg; documentransferto card

C! A: fsigs, h(D) g documensigning (7.9)

From a securitypoint of view anintruderl whois in controlof A caneasilyexchangedocument
D with anotherdocumentD © that is subsequentljyrashedsentto the card, and signed. Hence,
comparedvith the basicprotocol,no additionalbene t canbe gained.

On-Card Hash Computation Protocol

Assuminga scenaridn whichthe signaturecreationapplicationA is locatedin the securitymodule
C, andtheviewerin the (lesstrustworthy) terminalthe protocolis asfollows:

O! A: fDg; documentransferto card
Al V;S: fDg; documenpresentation
S;V! A: aaept=reject;
C;A!l O: fsigs, h(D) g; hashandsignaturecomputatiorin card

(7.10)

Assumingend-to-endsecurecommunicatiorbetweernO andA/C, anintruderis not ableto control
thehashcomputatioranymore.Only thedocumenpresentatiomndtheusersaccept/esponseould
be manipulatedalthoughthe intrudercontrollingVV cannotgain anything from suchmanipulation,
exceptby mountingthe attackpresentedn thenext section.

A Conspirac y Attac k on On-Card Hash Computation
A successfuattackcanbe mountedn the above scenaricasfollows:
» Theintruderl andtheoriginatorO cooperate.

+ O sendghedocumenD °thatis thedocumentvhich the attaclerswantto be signedby S.
» Uponinvocationof V, | presentafake documenD, which S mightaccepffor signing.
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« Inthecard,Dis signedandsentbackto O.

Hence,anattackis still possiblejf theintrudersubvertingV andthe originatorO of thedocument
directly cooperate. Although this attackis of generalimportance,practically it meansthatit is
not anymoresufcient to attackthe users terminalonly, but alsomanageto actively senda faked
documento theuserfor signing. Furthermorepossiblecountermeasuresesketchedn Sect.7.7.5.

As aconsequenceaye think thatshifting the hashcomputatiorin theabosre mannetto atamper
resistantdevice yieldsreasonablémprovementin the overall security

7.7.3 Electronic Signatures Assisted by a Trusted Third Party

If on-cardhashcomputationis notfeasible this processanalsobedelegatedto atrustecthird party
T asthefollowing protocoloutlines. It usesthe URL url p to denotesomeidenti er whereD can
be fetchedfrom. The trustedthird party T computesD's hashon behalfof A andsignsit. A just
forwardsthe URL to the documentwiewer V. Theremainingprotocolstepsarethe sameasin the
on-cardhashcomputatiorprotocol(cf. 7.10).

Oo! A: furlpg; transmitURL to sign
Al T: furlpg; sendURL to TTP,
T! A: fsigr h(D) g; fetchdocumenfrom URL, computehash
Al V;S: furlpg; documenpresentation (7.11)

S;V! A: aaept=reject;
Al C: fsigr h(D) g; signatureveri cation andsigning
C! A! O: fsigs, h(D) g; nal computatiorof signature

Similarto the on-cardhashcomputatiorprotocol,it is vulnerableto the conspirag attack.

7.7.4 Electronic Signatures with Recipient Addressing

Looking at the traditional signaturecreationprotocol it becomeshvious that the authenticityof
the documentsenderis not of particularconcern. In electronicbusinesgprocessessignaturesare
often usedto provide the technicalbasisfor contractsbetweentwo parties. Although the identi-
ties of the contractpartnersare usuallysomehev denotedn the documentD, this is by no means
cryptographicallyprotected.

To improve the signatureprocessve proposeto includethe cryptographiddentity of the peer
into the signatureprocess. In particularwe proposethe following protocol that is basedon the
on-cardhashcomputatiorprotocol7.10andthe public key pair (So ; Po) of theoriginatorO:

O! A: fD;sigg, (D)g; senddocumentndsignature
Al V;S: fD;idog; shav documentandidentity of O;
S;V! A: acept=reject;
C/A!l O: fsigs, h(D);sigs, (D) g; hashandsignaturecomputatiorin card

(7.12)

This protocolnow achiesesthatanelectronicsignaturds createdverboth—thecryptographidash
of thedocumentindtheidentity of therecipientor originatorof the signature.

To assesshe advantage®f this approachwe considerthatin a traditionalsignatureattacksce-
narioanintrudercould“hijack” the signingprocesof anarbitrarydocumenD ¢ with its intended
recipientO to in Itrate anotherdocumentD ° to be signed. The intruder| could then claim that
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the userhassignedthis documentwhich is likely of advantageto the intruder In the above proto-
col, hawever, theintruder| is not ableto generatea signaturesigs, h(D9); Sigs, (D9 sincethe
signaturesigs, (D9 cannotbe generatedAt bestsigs. h(D9;sigs, (D9 couldbe obtainedbut
leadingto a contradictionbetweerthe informationavailablein D ° denotingl asthe recipientand
theervelopesignaturesigs, . Thereforewe arguethatlinking thedocumentndtherecipientin the
signaturegivesadwantageso standardelectronicsignaturecreation.

A Possible Attac k on Recipient Addressing

Basically thesameconspiray attackpresentedh the on-cardnashcomputatiorin Section7.7.2can
bemountedn therecipientaddressingchemeAgain, if originatorO andintruderl cooperatethe
useris notableto distinguishthatsignaturecreationoccurswith adocumenthatshedoesnotintend
to sign. Possiblecountermeasuresme presentedh the next section.

7.7.5 Electronic Signatures with Samples

In the previous sectionswe have proposedon-cardhashcomputationand recipientaddressings
possibleapproache$o improve the securityof the electronicsignaturecreationprocess.However,
both suffer from the conspirag attackdescribedn Section7.7.2. The underlyingassumptiorof
this attackis thatthe documentviewer componen¥ might be vulnerableto differentmanipulation
attacks.Typical examplesof thisassumptiommight bethatthevieweris runningontop of ageneral-
purposeoperatingsystemontowhich a usercaninstall arbitrarysoftware.

This situationcanbe correctedwith the help of an additionalsecuritymoduleV ° thatis not an
openplatform, but rathera dedicateddevice that hasa securelink to the platform. This device is
usedfor input andoutputof only a limited amountof information,e.g.in textual form thatcanbe
usedasasecondarylevice to implementthetwo-eyeprinciple for signingdata. Theoverall protocol
is asfollows:

O! A: fDg; documenteception
Al V;S: fDg; documenpresentation
S;V! A: faccept=reject;fsp;:::;5,00;, setof sampleselections
Al V%S: fsy(D);:::;80(D)g; presentatiomf samples (7.13)

S;VOl A awept=reject;
CA! O: fsigs, h(D) g

Thebasicdifferenceto protocol7.10is asfollows:

i. Thelesstrustedviewer V is not only usedto display the documentandreturnthe users

documenD thataresendbackto A.
ii. Basedon the samplesobtainedfrom the rst viewer the signingapplicationA extractsthe

correspondingartsfrom documentD, i.e.so(D);:::;sn(D), andsendshemto the more
trustedviewer V 9 that ultimately decidesuponwhetherthe documentshouldbe signedor
not.

Basically this approacthasthe generaldravbackthata userneedgo performa two-stepapproach
to signing. Furthermorethe rst viewer V mustoffer suitablefacilitiesto enablea userto make
arbitraryselectionsand nally , it doesnot give ultimate securityaboutwhetherthe documenthas
beentamperedvith.
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However, in practicewe think thatthis approactcanimprove the securityof the signaturecre-
ationprocessn hostileervironmentgo acertaindegreeif we assumehatthereexist somepartsof a
documenthataremoreimportantthanothers.Considerfor example,abill with severalinformation
aboutthe itemsto buy. Nonethelessthe amounta to payis mostlikely the mostimportantinfor-
mationon the bill andthe usercould decideto samplethe amountin the bill usingan appropriate
selections; (D) = “:::;a;:::” coveringthe amount. If laterthe trustedviewer V ° displaysthe
sameamountthe usercanbe surethatthe untrustedviewer V s at leastnot ableto forge this part
of thedocumentndchangeheamount.

Theessencef samplingthedatato besignedis thefactthatanintruderin controlof adocument
viewer cannotmake ary assumptionwhetheror how the samplinginformationis actually used.
Obviously, theintruderknows aboutthe selectiongerformedby theuserandcould,e.g.changehe
amountof money in the bill, if no appropriatesamplewastaken. However, it could be left to the

be usedto make attacksarbitrarily hard.

Althoughsigningwith samplesnight not be a solutionwhich is generallyapplicableto all elec-
tronic signatureschemesyve considerit a valuableadditionto the overall securityof a signature
schemen resource-restricteenvironmentswherethe presentatiorof the completedocumenmust
bedelegatedto alesstrustedcomponente.g.avendorsterminal,whereas certainsecurity-critical
subsebf thewhole documentanbeviewed on amoretrustedcomponent.

7.7.6 Electronic Signatures on Interactions

Oneof themostproblematiassueswith electronicsignature®n mobiledevicesis thefactthatsuch
signatureganbe only computedover documentsin particularthis meanghataccordingto current
signaturelaws, cf. Germary, the documentmustbe presentedo the userwho then eitheraccepts
or rejectsthe subsequensignaturecreation. Hence,a documentto be signedmustbe presented
asa wholein a suitably renderedform. This problemof encodingand subsequentlyisplaying
a documentin a reproducibleand standardizedvay hasbeenextensiely discussedy Scheibel-
hofer[Sch01.°

To approachthis presentatiomproblemwhich becomesspeciallycrucial on smallterminalswe
considernot only the presentatiorof a documentbut also the way the documentis created. We
arguethata documenis oftentheresultof somekind of interactionbetweera serviceprovider, e.g.
who offersgoods,anda client, e.g.selectinggoodsto buy. Finally, afterall selectionsaremade,a
documentontainingthe completdist of goodsis presente@dndsignedaccordingly

However, the platform approachoffers advancedoptionsto createsucha signaturein a much
moreuserfriendly way. If a documentis encodedasa script, the executionof the scriptis deter
ministicaslong asall non-deterministiénput thatis recevedfrom “outside” the scriptsuchasuser
input,randomnumbergeneratarpersistenvariablesgetc.is recorded A “document”overwhichthe
signaturds computedhenconsistof

(a) thescript,

5 In hisapproactheusesXML stylesheetsie ning mappinggo a possiblycerti ed renderingengine.



7.7 Non-Repudiation and Electronic Signatures 122

18 Userselectsption

% Userinputsnew bid amount:( C) |

Figure 7.4: Mobile auctionclientwith interactionsignatures

(b) the persistenstateusedduringthe computation,

(c) all userinput,

(d) all messagereceivedfrom othercommunicatiorchannels,

(e) thecurrenttime andprogresf execution,

(f) someplatformcharacteristicsuchasversionnumbersserialnumbersetc.

The signaturecan be easily veri ed by executingthe scriptin a simulatedervironmentusingthe
recordedandsignedinput values. Thus,a signeddocuments not intendedto be human-readable,
but rathermeantto recordandlog the interactionthat happenedetweena serviceprovider anda
client.

For illustration purposeswe provide the mobile auction example introducedin Fig. 7.2 on
pagelO6in aversionthatusesour interactionsignaturesnsteadof explicit signing. This modi ed
versionis listedin Fig. 7.4 andwe shav the contentsof a sampleinteractionwith all corresponding
log informationon theright.
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Theonly informationavailablein thelog is themenuselectiontheuserperformedoptionno. 1)
andthenew amountentered. 70). Thedifferencego theoriginal versionareasfollows:

* The script hasan additionalmode (line 6) indicating with the additional option
thatthe scriptexecutionshouldberecorded.

» Uponexecutionof the primitive (line 36) the executionrecordis signed
andpushedntothestackasastackobjectthatcanbefurtherencryptecr otherwiseprotected.

« Thesignedinteractionobjectis thensentbackto the originatorusingthe primitive
(line 37).

During executionthe runtime ervironmentcollectsthe non-deterministidnput from the various

L=fC ;) g

i.e. for eachinput we recordthe type information andthe data. The overall interactize log of an
executionof scriptP with theidenti er idp is computedandreturnedto the original senderS as
follows:

C! S: idp;L;sigs. hash(idp;P;L) (7.14)

Thereceiver mustbe ableto verify the authenticityof the signatureby simulatingthe executionof
thescriptaccordingto thelog L. Basedon this simulation,theinteractionof the scriptandthe user
canbereplayedandthe users choicesandinputscanbe examinedto take appropriateaction.

Summary

Runtimeexecutionmonitoringusingan executionlog hasbeeninvestigatedy Vignaasa meango
protecttheexecutionof mobileagentsn hostileervironmentgVig98]. Thesendeof amobileagent
canverify whetherthe agenthasbeentamperedvith while executingon aremoteagentplatform.
Usingsignature®n runtimeexecutionauditscombinedwith therecordingof userinteractionsas
ameango implementnon-repudiationhowever, is to the bestof our knowledgea novel approach.
We considetthis approachparticularlyusefulfor our applicationdomainfor thefollowing reasons:

» Dueto thelack of userinput andoutputfacilities, performingall possibleexecutionswithin
thetrustdomainof the smartcards from a securitypoint of view desirable.

« Interactionghatleave the trustboundaryof the smartcardarereducedo the bareminimum,
i.e.to userinteractiononly.

» Theapproacthis very e xible, sinceit offersscriptsafull controlovertheway signaturesre
built, haw encryptionis performedandhow interactiontakesplace.As suchit is ableto offer
applicationameando implementsecuritypoliciesasneeded.

Thus, our approachallows serviceprovidersto take full advantageof the smartcardas an open
platform for running security-criticalapplicationsin the tampefresistantcontect of the physical
device.

7.8 Applica tion Scenar ios

As motivatedalreadywith the WebSIM, the smartcardplatform presentedn this chaptermustbe
consideredasa mereplatform for third-party providerssuchaslInternetshops banks,etc. Ideally,
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sucha platformwould be againhostedoy a GSM SIM or anothersmartcarcembeddedn awireless
cardreader Thiswould offer securdnteractionof serviceproviderswith their customersn a push-
basedstyle of communicatiorover a wirelesscommunicatiodink suchasGSM.

Thefollowing areexamplesof thetypesof applicationghatcouldbethoughtof in suchasetting:

— Push-basednobile auctionclient: Thisapplicationis extensiely describedn Section7.4.3.

— Push-basedrokerage,stock trading: A broker applicationis similar to the auctionclient.
Thesubscriberouldbeinformedaboutnewn stockwatch-pointghatcouldbeusedin addition
to stop-losslt couldprovidemoresubscribefeedbaclonwhatis goingonatthestockmarket
andprovide meango reactto currenttrendsin a matterof seconds.

— Inter net-basedauthentication: Possiblyoneof the mostinterestingclasse®f applications
is authenticatiorof mobile subscriberso the Internet.Currently Internetsenersaccessety
HTTPS/SSLauthenticatehemselesvia certi cateswhereasn practiceclient authentication
is notuseddueto thelack of a global PKI infrastructure.Detailedprotocolsandapproaches
to achieve this goalbasednthetechnologypresentedh this thesisaredescribedn [GKPO(
and[KPSWO01].

— Interactive SMS: This real killer meansthat subscribersan sendeachother (prede ned)
interactve messages- mobile originated,or from the Internet® How would you like the
interactve messagée Hey hongy! Do you want to drink a coffee with me at 15:00 at the
Bizarre's?; Yes,Nd

— Loyalty-points application: Smartcardoffer securepersistentstoragethat could be used
by loyalty point systemghat managethe bonuspointsvia GSM. This would provide a com-
plete off-line light-weightloyalty systemthat usesthe distributedsecurestorageof SIMs for
management.

— Electronic ticketing: Electronicticketsorderedover the Internetcould be downloadedover
the air andstoredsecurelyin the SIM. At a site's entranceg.g.the opera,subscribergould
shaw theticket by browsingtheappropriatdicket containinguniqueidenti ers or offer access
to theticket by meansof IrDA or Bluetoothin thefuture.

— Secureenterprise applications: Enterprisesvith astrongdemandor secureandapplication-
speci ¢ mobiletransactionsirelik ely to investinto customizableolutions.Especially e xible
mechanismgor end-to-endsecurecommunicatiorbetweenan enterpriseandits mobile em-
ployeescouldbe of particularimportance.

Summingup, the architecturgorovidesan openandsecureplatform on top of which variousother
applicationscanbe built.

7.9 Related Work

WAP Push[WAP99q de nes the architectureunderlyingthe push-basedechnologyin the WAP
protocolfamily. Contentis pushedvia an appropriategatavay to a WAP Push-enableterminal.

6 We aresurethatthis applicationis muchmoreattractve thanthe boring securitystuf describecpreviously.
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However, it is not targetedtowardspushingactive contentfrom a providerinto a smartcarcandthus
notcomparabldo the platformapproactpresentedhere.

SIM toolkit browsers[SATOQ] provide a browsing technologyon top of the SIM application
toolkit. Applicationsare driven by a gatevay usually hostedby a mobile operator It alsooffers
meandor end-to-endencryptionof con dential databetweenthe serviceprovider andthe SIM. In
contrast,our platform approachdoesnot focuson a browsing-like type of interactionbut moreon
a push-basedtyle of communicationdriven by an Internetclient also aiming at true end-to-end
securityof transmittedscripts.

Thespeci cationof the3GPPUSAT interprete[{3GPP01h3GPPO1tunderdevelopmenif the
correspondingvorking groupcomesmostcloseto our ervisionedplatform. This groupde nesthe
USAT interpreterthatmakesuseof the SIM toolkit commandsvailablein the future UMTS SIM.
It doesnot only de ne a browserbasedmnodelbut alsoallows for push-stylecommunicatiorfrom
the gatavay, which in turn canbe triggeredfrom the Internet. The byte-codesusedtherere ect
the group's ideaof a page-basedstyle of userinteractionsimilar to the SIM toolkit browsers. As
suchthey supportpagesasthe elementarycontainerghat canbe linked by a web of anchorsfor
navigation. Within a page variablescanbe usedto storepage-locainformationandexchangedata
betweerdifferentpages Containedn a pageareUSAT command&ncodedstag-length-aluedata
(TLV) structuregproviding a genericapproactto subscribeandhandsetnteraction.

Interestinglythearchitecturatiescriptiondor the USAT interpreteralsoincludetrue end-to-end
securitybetweena serviceprovider andthe SIM. Hence,it seemghatthe generalideaspresented
in this thesisconcerningthe smartcardplatform are actually consideredn the smartcardandtelco
industry yetin a completelydifferentmannerin termsof protocolsandlanguagenodel. However,
we considetthe platformmodelin this thesisasstill more e xible andopenfor futureapplications.

7.10 Summary

In this chapterwe have describedwhat additionalrole a smartcardcan play as personalsecurity
module.More precisely we have shavn how anopenapplicationplatformthatis programmablén
a domain-speci clanguagecan be usedto allow for end-to-endsecurecommunicatiorbetweena
serviceprovider andits customerin the sequele revisit the main contributionsof this chapter

Platform Appr oach

Consideringhe numeroussecurityproblemsknown from mobile agentsystemdor both— hostand
agentsecurity— it is at rst irritating to provide a securityinfrastructureon top of a mobile code
platform. In contrastto more general-purposapproacheshowever, the openplatform presented
herefollows a domain-speci cdesignparadigmstartingwith a top-dovn approachdentifying the
functionality desiredandoffering a framework thatprovidessolutionsto this problemonly.

A guestionthat often hadto be answereds why not use Java Card for this purpose? Basi-
cally, theresearcrtcommunityin JavaCardcurrentlytriesto formalizea complex languagerying to
eventuallyprove certainpropertiesof applicationsusing suitabletheoremproversor modelcheck-
ers(cf. [Ber97, PV98 BCM* 00; PvdBJO0(), toolsthatarecurrentlyapplicableonly in anoff-card
setting.

The work presentechere, tries to follow a top-dovn approach,.e. startingfrom a particular
applicationdomainandtrying to nd a solutionthat ts the requirementsvithout strugglingwith
unnecessarfeatures.This approacthasbeenprovento be especiallysuitablefor nding solutions
to the securityproblemsencounterech our applicationdomain.
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End-to-End Security

End-to-endsecurityrequiresthatinformationis transmittedcon dentially and authenticusingap-
propriatecryptographickeys andalgorithms. In the context of our personalsecuritymodulethis
resultsin thefollowing fundamentaproblems:

— Key management: Sinceextensie use of public key cryptographyshouldat leastfor the
nearfuture berestrictedto the non-avoidablecasesThus,we proposeo usepublic key cryp-
tographyfor key managemenbnly, and further communicateusing appropriatesymmetric
cryptographialgorithms.

— On-card veri cation: Veri cation of codeand datacomesinto play asa resultof end-to-
end securitythat doesnot allow for a third party assistedveri cation step. Although data
veri cation might be consideredas more securitycritical, thougheasierto implementin a
smartcardultimately codeanddataveri cation mustbe envisioned. This hasresultedin the
identi cation of securitypropertiesto be veri ed on-card. Someof the propertiesare well-
known from the Java byte-codeveri cation, however, new propertiessuchasthe control- ow
constraintdave beenidenti ed andsuitablealgorithmshave beenpresented.

Thus,addingend-to-endsecurityto this problemdomainhasresultedin muchmorecompleity on
theplatform's side,sinceit aloneis responsibldor guaranteeingorrectbehaiour.

Non-Repudiation

Thethird major contribution of this chapteris the domainof non-repudiationi.e. the generatiorof
electronicsignature®n-card.Basically we have distinguishedwo differentmechanisms:

— Application-dri vensignatures: This is thetraditionalmethodof implementingsomekind of
primitive thatpresentdo the usersomedatato be signed.

— Interacti ve signatures: This novel approactrepresentsomekind of implicit signingof the
wholeexecutionof anapplicationin theplatform. Thisrelievestheapplicationfrom explicitly
requestingheuserto signaspeci ¢ pieceof dataandinsteadeliesupontheimplicit signature
creationusingthe logging mechanismsn the platform. Signatureveri cation canbe easily
achieved by a simulatedexecutionof the scriptthatis thenfed with theinformationfrom the

log.

Besidesmechanismdor non-repudiationpossibleattackson the platform have beendescribedof
whichtheso-calledconspirag attackis rathercritical. Fromagenerabpointof view protectingfrom
this attack,which requiresa maliciousscriptandanintruder's accesgo the interfacebetweencard
andterminal,is hardto achieve. However, in certaincontets the useof sampleghat delegatethe
documenviewing andacceptingprocesgo anevenmoresecurecernvironmentmight help.

The platform approachdescribedin this chapterhasbeenpublishedin [KM0O1]. The electronic
signaturecreationbasedon runtimeexecutionandinteractionis furtherdescribedn [KPO1].



Cha pter 8
Conc lusion

As foreseerby mary researcherandanalyststhe mobile userof tomorrov will live andmovein
a world of mary digital servicesavailableaspart of a larger penasive and ubiquitouscomputing
ervironment. In this scenerypersonalizederminalswill play a signi cant role — be it a device
similar to today's mobile phoneor somethingthat comesinto completelynew form factorsin the
spirit of the “disappearingcomputer”. Acting in this ervironmentandaccessinglifferentservices
atary time andary placemostlik ely requiresftundamentasecurityoperationgo protectboth—the
mobileuserandthe provider of a service.

In theinformationagecryptographyhasprovento beatthecoreof mary protectionmechanisms
implementedn mary differentapplicationsall over. From a humans perspectie, however, cryp-
tographyhasthe fundamentadravbackthatit cannotbe donewithout suitablesecuritymodules
performingcryptographicoperationon possiblylarge — andthereforenon-memorizable- crypto-
graphicdata.As aconsequenceisersneedcryptographicsupportin differentshapes.

Smartcardsiave provento besuchwell-suiteddevicesthatsolve someof the essentiaproblems,
i.e. they aretamperresistant,can perform cryptographicoperations,andthey are not obsenable
during computation. However, a fundamentaproblemis their lack of suitableinput and output
facilitiesto communicatevith their holder

The underlyingidea of this thesiswasto nd someanswerdo the generalproblemof “how can
smartcads becometruely personal and ubiquitoussecuritymodules? Especially how it canbe
achieved to make them usableat ary time at ary place, a questionwhich obviously hasa very
technicalfocus. In line with this ideais the paradigmshift to view the smartcardas the central
securitycomponentaroundwhich othercomponentiave to bearranged Thus,the questionis also
more“howto nd suitableterminalsfor mysmartcads? thanvice versa.

8.1 Results

This thesisshaws in generalthat small devicesrequirespecialassistancéom their infrastructure.
Smartcardsare an incarnationof small devices that are particularly interestingbecauseof their

widespreadiseandlimited functionality. Oneof the rst resultspresentedn Chapterd is ageneral
frameawork for the integrationof suchdevicesthat subsequentijhasbeenappliedto smartcardsas
a specialinstanceof this category of devices. The approactpresentedllows a formerly “passve”

smartcardhatis insertednto a suitablyequippedeaderto “actively” offer servicesowardspoten-
tial clients. As a consequencehe smartcards actuallyableto actively searchreasonablysecure”
terminalsfor its userthroughwhich furtherinteractioncantake place.
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Themostobvious problemwith smartcardss thatthey arevitally dependenon thetrustworthi-
nessof the terminalthatis usedto interactwith the card. In Chapter5 anapproactwaspresented
that tries to bring personaterminalssuchasa users PDA into the scene. The underlyingideais
thatof a“trust ampli cation”, i.e. auseris likely to trusthis or her“own” device morethanothers'
andthusa pragmaticallymoresecureervironmentcanbe created.The PCA essentiallyconsistsof
apair of devices— aterminalanda smartcard- thatarecryptographicallflinkedto eachother The
netsideeffectof thisis thatthey canonly beusedtogetherandthatnoneof thetwo devicesis usable
without the other This generalthemecould be appliedto mary security-relatedontexts to make
usersmorecomfortableandincreasehe overall securityof a system.

Whereaghetwo formerapproachesoncentratednoreon the usageof the smartcardn alocal
ervironment,the WebSIM presentedn Chapter6 follows a completelydifferentapproach.It es-
sentiallybuilds uponthe metaphornf a “wirelesssmartcardeader’throughwhich a users security
modulecanbe accessedrom anywherein the InternetusingHTTP, i.e. “the” Internetprotocolof
today Theadwantageof this approachs thatuserscanrequestserviceghroughvirtually any com-
municationlink, thoughstill performingtheir security-relate@ctionthroughtheir personalvireless
cardreader Theadwantageof the proposals thatit builds uponanalreadydeployedinfrastructure-
theexisting GSM andfutureUMTS telecommunicationetworks— makingit a promisingcandidate
for future securityarchitectures.

One of the mosturgentproblemswith electronicbusinessess the needfor end-to-endcon -
dential transmissiorof dataand the creationof electronicsignatures.Iin Chapter7 the ideaof a
“autonomously”actingsmartcardvasinvestigatedurtherandthevision of anapplicationplatform
for mobile codeinside a smartcardvas created.As a consequencehe tampefresistantcontainer
offeredby smartcardeannotonly be exploited by the applicationsroughtinto thecardatissuance
time but alsoby applicationswishing to interactwith customers.In this model,serviceproviders
canbuild small applicationswritten in a domain-speci cprogramminglanguagetailored for this
particularapplicationdomainandsendthemusingend-to-endsecurecommunicatiorto the smart-
card.Uponreceipt,averi er cancheckthe codewhetherit ful lls thesecuritypropertieghatallow
for safeexecutionin thetargetplatform. The advantage®f this approacharethatespeciallyin the
contet of mobile scenariosigni cant advantagexanbe givento both— serviceprovider anduser
—to securelyperforminteraction.Althoughthe generabroblemof the trustworthinessof the users'
terminalscannotbe solved from a theoreticalpoint of view, new protocolsfor the creationof elec-
tronic signatureshave beenpresentedy which signi cant “practical” securityadvantagescanbe
gained.

Summingup, this thesispresentsnew designoptionsthat can be usedindependentlyor in com-
binationto createnew securityinterfacesfor smartcardsassistingtheir mobile usersin their daily
routine. As smartcardg€anbe expectedto continuetheir growth in termsof memoryandcomputa-
tional power, this thesishashopefullydemonstratethattruely personakecuritymodulesareready
for implementation.

8.2 Future Work

Obviously, anumberof issueasnotbeenfurtherdiscussedh thisthesisandthuscanbethesubject
of futureinvestigation.
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The rst issueis relatedto the JiniCardframework consideringhe problemof mappingdevice-
relatedidenti ers asintroducedin the detectioneventwith suitablemobile codeobjectscontrolling
further interactionwith the device. From a privacy perspectie this mappingdisclosesa number
of informationthat canbe consideredas“private” andthusshouldnot be given away imprudently
First stepstowardsan anorymization schemebasedon devicesthat are able to perform crypto-
graphicoperationshave beeninvestigatedn [Mol00] wheredifferentanorymizationprotocolshave
beendevelopedandprototypicallyimplementedn cryptographiadevices. However, a scalableand
especiallysecurenfrastructurds neededor the mappingfrom real-world objectsto virtual objects,
anissuethathasnotyetbeendiscussedoo muchin theresearcltcommunity

Recentlysecurityproblemssuchasglobaluserauthenticatioave beenin thefocusby different
playersin theindustryaimingatserviceghatarehostingandmanaginga usersdigital identity. New
kindsof attackssuchas“identity theft” (cf. [US01]) exploiting weaknesseis thosetechnologiesire
likely to emepge. Thework presentedhereofferscountermeasurds/ theuseof strongcryptography
basedon smartcards An openresearchtopic is henceforththe investigationhow both approaches
could bene t from eachotherand how the smartcardvay of thinking canbe integratedinto such
systemdo avoid puresoftwaresolutionsin thesesecurity-criticaltechnologies.

Anotherresearchtopic in conjunctionwith the smartcardolatform approachpresentedn this
thesisis theproblemof on-cardveri cation of securitypropertieof mobilecode.Theformal meth-
odsresearcltommunityis in possessionf therelevanttechnologiesieededo solve the problems
outlined.Althoughatrueon-cardmplementatiorhasnotbeenundertalenin thecourseof thiswork,
a smartcardplatformimplementatiorthat offers suchmechanismshouldbe the next steptowards
this direction.

A relatedissuewith the smartcardlatformis the questionwhetherthe terminationproblemin
the smartcardplatform can be solved more elegantly However, the interactioninvariantusedto
decideuponthe executionof the applicationis a good startingpoint, improving this mechanism
maybein conjunctionwith resourcecontrolshouldbetried.

Althoughthework in this thesishasconcentratedn the “classical’ smartcardendhasto some
extendneglectednewer devicessuchasUSB tokenstheseshouldbe takeninto future consideration
sincechangesn underlyingassumptionsg.g.missingclock, oftenleadto new designoptions.

Hence,this thesishasbroughtsmartcardsnto a new settingand mary differentaspectgelatedto
thesesettingscanbe consideredsfuture targetsof investigation.



Appendix A
Platform Specica tion

A.1 Prototypical Implementa tion of the Smartcard
Platform

Basedontheconceptuahpproactpresentedh Chapter7 we have prototypicallyimplementednost
of the presentedonceptso demonstrat¢hefeasibility of our approachin the context of GSM SIM
smartcards.

— Compiler: Theimplementatiorof the compilerwasdonein Jasa2 basedon the parsergen-
eratortoolkit JAVACC [Met01]. It basicallytakesan scriptandcompilesit into the bytecode
form understoody theveri er andinterpreter The compilerconsistof roughly 7.000lines
of code(LoC) of which a substantiahmountis automaticallygeneratedby the parsertoolkit.

— Verier: We have implementedan off-card versionof the veri er in Java2. It performsthe
basicchecksfor correcttyping, stackover and under ow, and checksfor the control ow
constraintgliscussedn Section7.5.1.1.Theimplementations currentlyabout5.000LoC.

— Inter preter: We have implementedhe platform andinterpreterin a Java2 off-card version
consistingof roughly 4.000LoC. An on-cardimplementationwas partially performedon a
Bull SIM'n Rock™ GSM SIM JavaCard?.1card,whichdid offer only about9 kB of EEPROM
whichwasnot sufcient for acompleteimplementatiorof theinterpreter

Although a Java Cardimplementatiorof aninterpreteris for performanceeasonsot comparable
to anative implementatioron the card's processqrit canbe estimatedhata native implementation
of our platform seemdo be possiblewith the 64kB EEPROM smartcardyeneratiorlik ely to enter
themarketin 2002.

Leroy [Ler01] hasrecentlypresentedrst resultsof analgorithmthatfacilitatestheimplementa-
tion of a Java byte-codeveri er onasmartcard Sincethis problemcanbe consideredo be atleast
ascomple astheveri er neededor our platformandthe expectedgrowth of smartcardesources
in thenext yearswe believe thatthe overallapproacttanbe consideredsreasonablyeasiblein the
nearfuture.

A.2 Language Prmitives

For the descriptionof the primitiveswe denotestackeffectsin the usualform (opemtion, before
stak — after stak). We usethenotation“!” to indicatea specialstackelementcalledmarker that
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Primitive Before After Description

push(z) Xy ZXy

pop Xyz yz

swap Xyz yXxz

dup Xy XXY

rot Xyz zZxy

add,sub,mul, div, mod Xy z Z=X Yy

not Xy zy z=:X

and,or Xy z z=X y

eg,neq,le, It, ge, gt Xy z z=Xx Yy

null? X z z = trueif x is null, elsefalse
mark? X z z = trueif x is mark, elsefalse
load rz wz w = reg[z]

store vVrz z reglr] v

kload kz wz w = key[k]

kstoe vkz z key[r] v

encrypt kx...y!z wz W= eng(Xj:::jy)
decrypt kx...ylz wz w = deg(Xj:::jy)
digest X...ylz wz w = diges{xj:::jy)
sign X...ylz wz w = sign(xj:::jy)
sign-intelction z wz w = signedinteraction
display X...ylz z

input X...ylz wz W = input(x:::y)
select X...ylz wz w = selecfx:::y)
response X...ylz z

Table A.1: Smartcardglatformprimitives

is pushedontothe stackwith ~

. It canbe usedto denotethe endof a variablelength

numberof argumentf a primitive which is denotedn theform “x : : :y'. For corvenienceif there
is no mark on the stack,the numberof argumentson the stackusedfor a particularcommandis

automaticallyinferreddependingon the concretecommand.

Furthermorethe setof registersis denotedn theform “reg[i]' andthekeys availablein the key
storearedenotedn theform “key[i]'. Bindingsfor variablesaredenotedusing ="' andassignments

aredenotedusing’

Thedescriptiorof the behaiour of the platformprimitivesmanipulatinghedatastackarelisted

in TableA.1.
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hscripti =0 ' " hheader himpli ™ *
hheader =0 " hSTRING ~ ' |° " hSTRING ~ '
| © "hSTRING | ' hoption )
hoptions =0 ")
himpli n= "* ' ([Habel * 1 hstmi T ") T
hstmi = bsmplstmi [ ' T | heplxstmi [how stmi | hui cmd
ksmplstmi == | [ e N
A .
N DN D N DY A |
I N
I I " L
| | S
I '
I I I
hui cmd n= T T
| - O | )
I
heplx stmi = '* "hpushargs " '
how stmt = "Habei |~ "' ( "1° DR " Habeli
Habeli := hIDENTIFIERi
hpushargs := hSTRING | hINTi |° T

Figure A.1: BNF grammarandinstructionsetof the platformlanguage

A.3 Grammar

Thegrammarof the platformlanguagés shavn in FigureA.1.
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