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Summar y

Mobility in conjunctionwith communicationfacilities in theform of mobiletelephony seemsto be
oneof themajortechnologytrendsobservedthroughoutthelastdecade.Many expertsandanalysts
expectthat thearrival of mobileservicessuchasmobilecommerce, location-basedservices, multi-
mediamessaging, andmobilegamingin thethird generationof mobilenetworkswill bethenext step
in this successstory. However, protectingserviceprovidersfrom fraudandmobileusersfrom new
threatssuchasidentitytheftor otherattacksonprivacy andsecuritymattersis equallychallenging.

Historically, cryptographyhasbeenusedto protectinformationin thedigital world from eaves-
droppingor tampering.In futureperson-to-personandperson-to-serviceinteractionscenarioscryp-
tographywill be of at leastequalimportance.However, the situationtoday is not people-centric
but moreapplication-centric, i.e. for eachapplicationnew securitymeasuresarede�ned andim-
plemented.As an exampleonemay just considerthat almostany accesscontrol in the Internetis
managedthroughsimpleaccount/password schemesdifferentfor eachapplication.But passwords
areknown to bea generallyweaksecuritymeasurein many practicalsettings(cf. [MT79]). From
theuserperspectivetheaccount/passwordapproachadditionallyleadsto numerousloginaccountsan
individualhasto manage– somethingwhichis inconvenientandasaconsequenceoftenerror-prone.

Cryptographicmeasurescanbeappliedbut shifting towardssuchmechanismsespeciallyin mo-
bile settingsis oftenhardto implementsincepeoplecannoteasilycarryaroundtheirpersonalcrypto-
graphickeys, let alonememorizethemor input themwhenneeded.Therefore,webelievethatsome
kind of personalsecurityassistantor device is neededthat safelykeepsa user's security-sensitive
dataandenforcestheuser's security-relatedinterests.Otherwise,peoplewill be forcedto usetra-
ditional weakprotectionmechanismsthat areapplicablewithout strongcryptographicmeasures–
a situationwe donot think is desirablein thedigital ageof tomorrow.

Smartcardsaredevicesthatcouldbeusedto solveatleastsomeof theproblemsmentioned.They
aretamper-resistant, cansafelystore information,areableto performunobserved(cryptographic)
operations, andcanbe convenientlycarriedaround.As suchthey seemto be ideal candidatesfor
personalsecuritymodules.However, it is yetunclearhowsmartcardscanbeempoweredto actually
play the role of true personalandubiquitoussecuritymodules.Furthermore,the smartcardalone
is not suf�cient to act asa securitymodulesinceit lacksreasonableuserinterfacessuchasa dis-
play andinput facilities. Thus,suitableterminalsareneededthatallow usersto communicatewith
theirsmartcards,i.e.personalsecuritymodulesarecomprisedof suitableterminalsandpersonalized
smartcardsthatwork togetherin orderto ful�ll theusers'needs.
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Summar y ii

Henceforth,this thesiswill contribute approaches,architectures,protocols,and systemshow
smartcardscanbe put in placeto becometrue securitymodulesfor peoplein the digital age. The
mostvisiblecontributionsof this thesisareasfollows:

• The JiniCard framework for the integration of off-the-shelfsmartcardsinto local environ-
ments. It enablessmartcardsthathave traditionally playedthe role of passive serversto be-
cometruelyactiveentitiesafterthey areinsertedinto suitablycon�guredcardterminals.Users
couldcarryaroundtheirsmartcard,inserttheminto availablereadersandmakeimmediateuse
of their securityservices.Theapproachis centeredaroundtheideato dynamicallyinstantiate
“softwaresubstitutes”for resource-limiteddevicessuchassmartcards.

• Theso-calledPersonalCard Assistantapproachsolvingtheproblemof smartcardusagein a
“hostile” environment.It is comprisedof anoff-the-shelfpersonalizeduserterminal– suchas
a PDA – thatcooperateswith a personalsmartcard.Thepersonalterminalis usedinsteadof
terminalsconsideredto bepublic, i.e. it actsasa “trust ampli�er” for its user. Theadvantage
is that mobile userscommunicatewith their smartcardthroughtheir own mobile terminal
which they possiblyconsidermuchmoretrustworthy thanotherunknown components.The
personalterminaland the smartcardare linked togetherusingcryptographicmeasuressuch
thatnodevice is usablewithout theother.

• The WebSIMsystemthat integratesinto the Internetthe SIM smartcardsfound in all GSM
mobile phones.In this approachpeoplenow canusemobile phonesas“wirelesssmartcard
readers”whicharereachablefrom theInternetby meansof a smallHTTP Webserver imple-
mentedin theSIM. Thisapproachallowsamongothersto performsecurity-criticaloperations
suchasauthenticationto beinitiatedfrom aremotecontext, e.g.from anInternetshop.Hence,
smartcardsbecomeInternetnodesthat encapsulatesecurityservicesa mobile useroffers to
peers.

• TheSIMspeakplatform allowing for the executionof mobilecodewithin a smartcard.This
approachwasmotivatedby theneedfor end-to-endsecurecommunicationbetweena service
providerandits customerandtheability to easilycreateelectronicsignaturesonsmalldevices.
It allows a serviceprovider to “rent” persistentstorageon a user's personalsmartcard,e.g.to
storecryptographickeysusedto sendend-to-endencryptedmobilecodefrom theprovider to
theuser's smartcard.The smartcardthenbecomesthemostactive componentin a personal
securitymoduleandusesavailable terminalsto communicatewith its user. This approach
essentiallyshiftsasmuchsecurity-criticalcomponentsandcomputationsaspossiblefrom less
trustworthycomponentsinto thesecurecontext of thesmartcard.This approachleadsto new
trust modelsfor smartcardissuerswhich canbe particularlywell appliedin the context of
electronicsignaturecreationin mobilescenarios.

Theseresultscanbeusedindependentlyfrom eachotherbut equallywell composedinto moregen-
eralsecuritysolutions.As suchthey canbeconsideredasbuilding blocksenablingthecomposition
of suitablepersonalsecuritymodulesmeetingthepersonalsecuritydemandsof thefuture.

Summingup,this thesisprovidessolutionsto thequestionhow smartcardscanbecometruepersonal
securitymodules.It doesthis by proposingconcretearchitecturesandprotocolsall of which have
beenprototypicallyimplementedto yield meaningfulproofs-of-concepts.
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Zusammenf assung

Der ungeahnteErfolg desMobilfunks im letztenJahrzehnthat zu vielen Prognosenvon Experten
und Analystengeführt,wie Menschenin der Zukunft miteinanderund mit ihrer Umwelt kommu-
nizierenwerden.Wichtig wird nachwie vor dasBedürfnisderNutzernachSprachkommunikation
sein, jedochhat der Erfolg desShortMessaging Service(SMS) gezeigt,dassauchandereDien-
stedurchausüberraschendeNutzungsdimensionenaufweisenkönnen.Für die dritte Generationder
Mobilfunknetzemit entsprechendenBasisdienstenzur Datenkommunikationwird dahererwartet,
dassein Großteilder mobilenKommunikationüberDatendienstein denBereichenM-Commerce,
lokations-basierteDienste, Multi-Media Messaging undmobilesSpielenstatt�ndet.

Sicherheit in der dig italen Welt von heute und morgen

Notwendigerweisewird die Nutzungsolcherund andererDiensteentsprechendeMaßnahmenzur
Zugangskontrolle,Authenti�kation undauchderAbrechnungerfordern,die esDienstanbieternerst
ermöglichen,ZugangzuDienstenzukontrollierenundgenügendEinnahmenfür einenerfolgreichen
Betriebzu erwirtschaften.Üblicherweiseerfordertdiesdie LösungeinerReihevon grundlegenden
Problemenwie z.B.

— Authenti�kation alsBasiszur Identi�zierung vonKundenundzurMissbrauchsprävention,

— Nicht-Abstr eitbarkeit zur rechtlichbindendenVertragsgestaltungund für Einwilligungser-
klärungenund

— Verwaltung personenbezogenerDaten zum Schutzder Nutzervor diversenGefahrendes
Datenmissbrauchs.

DieseListekannin vielerleiHinsichterweitertwerdenundist hiernur alsexemplarischanzusehen.
TechnischeMaßnahmenzurUmsetzungdieserZielesindTeil einerGesamtlösungundmüssendurch
entsprechendeGeschäftsprozesseund-verträgeergänztwerden.

Traditionell werdeninsbesondereMaßnahmenwie Authenti�kation, darananschließendeZu-
griffskontrolleundinsbesondereNicht-Abstreitbarkeit mit Hilfe kryptogra�scherAlgorithmenund
Protokolle implementiert.Diesbedeutetin derPraxis,dassdaraufaufbauendeLösungenundSyste-
medieMöglichkeit habenmüssen,kryptogra�scheBerechnungendurchzuführenunddazugehörige
Schlüsselzu verwalten.

Chipkar ten als Teil von univ ersellen per sönlichen Sicherheitsmodulen

Chipkartensindprinzipiell in derLagegenaudieseAnforderungenzuerfüllen.Siesindresistentge-
genManipulation,erlaubendiesichereHinterlegungvonDaten,wie z.B.kryptogra�scheSchlüssel,
und verbergendie Ausführungvon Applikationenund Algorithmen auf der Karte. DieseEigen-
schaftenmachenChipkartenpotenziellzupersönlichenSicherheitsmodulenwelcheihreEigentümer
in ihremtäglichenAblauf bei sicherheitsrelevantenAktionenunterstützenkönnten.
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Zur Zeit werdenChipkartenallerdingswenigerals persönlicheSicherheitsmoduleverwendet,
sondernim Allgemeinenimmeranwendungsspezi�scheingesetzt.Am BeispielGSMdientdieSIM
im engerenSinneals SicherheitsmoduldesBetreibersundnicht desNutzers.In einerzukünftigen
mobilenWelt werdendie jetzigenSicherheitslösungenin denanwendungszentriertenAnsätzensehr
wahrscheinlichallein durch die Anzahl der Diensteund Anwendungennicht geeignetskalieren.
Ein vonvielenDienstengenutztespersönlichesSicherheitsmodul,welchesuniverselleinsetzbarist,
könnteeinAusweg ausdiesemDilemmasein.DiesziehtnotwendigerweiseeineReihevongenerel-
lenFragennachsich:

• Wie mussein persönlichesSicherheitsmodulfür denmobilenGebrauchauf der Basiseiner
Chipkarteaussehen?

• Wie können“kleine” Gerätewie Chipkartenmit begrenztenRessourcenin BezugaufRechen-
leistungund zur VerfügungstehenderKommunikationsbandbreiteeinfach in Umgebungen
integriertwerden?

• WelcheSicherheitsanforderungenmüssenvon denEndgerätenerfüllt werden,damit Nutzer
diesezurKommunikationmit derpersönlichenChipkarteverwendenkönnen?

• WelcheSicherheitsniveauskönnenmit denvorgeschlagenenLösungenerreichtwerden?

WeiterhinkönnendiehieraufgeworfenenFragennichtunabhängigvoneinanderbeantwortetwerden
underforderngrundsätzlicheinenumfassenderenAnsatzfür denProblembereichderMobilität und
Sicherheitmit Chipkarten.DieseArbeit liefert daherErgebnissesowohl auf der Architekturebene
genausowie Vorschlägefür neueInteraktionsprotokolleundgenerellneueAufgabenfür Chipkarten.
Die einzelnenErgebnissekönnenals BasisundBausteineeinesRahmenwerksangesehenwerden,
welchesdie Bedürfnissevieler NutzernachsichererInteraktionmit Partnernin mobilenSzenarien
befriedigt.

Ergebnisse dieser Arbeit

Die vorliegendeArbeit beginnt mit einerAnalysezukünftigermobiler Szenarienin denenmobile
NutzerDienste“spontan”verwenden.In ZukunftwerdenDienstein solchenSzenarienoftmalsüber
lokaleKommunikationsmedienwie KurzstreckenfunknetzeoderInfrarotkommunikationangeboten
werden.Eswird herausgearbeitet,dassdie Spontaneitätbei solchenKonstellationenüblicherweise
darinbesteht,dasssichdie Kommunikationspartnermöglicherweisea priori nicht kennenunddas
gegenseitigeKennenlernenerstbewerkstelligenmüssen.

Als Beispielfür spontaneKommunikationsbeziehungenmögeGSM im Falle desRoamingsin
fremdenGastnetzenangesehenwerden.HierbeitauschenMobiltelefon,SIM undGastnetzInforma-
tionenuntereinanderaus,dieesdemGastnetzerlauben,dasHeimatnetzdesTeilnehmerszukontak-
tieren,eineAuthenti�kation durchzuführenund denZugangzu kontrollieren.Die Bequemlichkeit
für denBenutzerresultiertausinternationalfestgelegtenStandards,die überJahrehinweg de�niert
undgep�egt wurden.

Die SpontaneitätderInteraktionenzwischenmobilenNutzern,ihrenGerätenundderUmwelt ist
einesderGrundproblemeeinerneuenÄra in derInformationstechnikdiemit denBegriffenPervasive
undUbiquitousComputingumschriebenwird.

Pervasive Computing, Ubiquitous Computing und Spontane Vernetzung

Die zukünftigenSzenarienderDienstnutzungbeschreibtIBM' s of�zielle De�nition desallgemein
verwendetenBegriffs PervasiveComputingmit “Convenientaccess,througha new classof app-



Zusammenf assung v

liances,to relevantinformationwith theability to easilytake actionon it whenandwhere youneed
to.”. DernochweitergefassteBegriff desUbiquitousComputinggeprägtdurchMarkWeiserschließt
darüberhinausauchdie“unsichtbare”IntegrationvonComputernin AlltagsgegenständeundUmge-
bungenmit ein,die denMenschenin seinemtäglichenLebensablaufmehroderwenigerunbemerkt
unterstützen.

WesentlicherBestandteilsolcherVisionenist die Annahme,dassNutzereigenemobileGeräte
alsWerkzeugzur Kommunikationmit DienstenundanderenGerätenverwendenwerdenundin der
LageseinmüssenspontanKommunikationsbeziehungeneinzugehen.Technologienzur spontanen
Vernetzung, alsozur Integrationvon Dienstenund Gerätenin Netzwerkumgebungenzum Zwecke
einersofortigenDienstverfügbarkeit ohnemanuellenEingriff, sind daherals elementarerBaustein
vonPervasiveoderUbiquitousComputinganzusehen.

VerschiedensteTechnologiensind für diesenZweck vorgeschlagenwordenund exemplarisch
werdendavondasServiceLocationProtocol(SLP)undJini untersuchtundgegenübergestellt.Beide
Technologientreffen keinegrundlegendenAnnahmenüberdie ihnenzugrundeliegendenKommu-
nikationsmedienaußereinesIP-basiertenNetzwerks,überdasDienstanbieterDiensteanbietenund
Klienten dieseaus�ndig machen.DiesesschließtjedocheinegroßeKlassevon Geräten,die über
andereKommunikationsmechanismenverfügen,von vornehereinausundSLPundJini sinddamit
nicht für beliebigeAnwendungsszenariengeeignet.

Ein Rahmenw erk zur Integration kleiner Geräte in lokale Infrastrukturen

WesentlichesErgebnisder Gegenüberstellungder Technologienzur spontanenVernetzungist je-
dochdie Tatsache,dasssie für die Integration“besonderskleiner” Geräteim lokale Umgebungen
nicht geeignetsind. Wir entwickeln darausdie generellePrognose,dasseinegeeigneteIntegrati-
onsunterstützungfür dieseArt von GerätendurchderenumgebendeInfrastrukturimmernötig sein
wird. Auch wenndie aktuelleGenerationvon GerätendurchtechnologischenFortschrittdemBe-
darfanUnterstützungdurchdieumgebendeInfrastrukturentwächst,wird esneueGerätegeben,die
wiederumUnterstützungbenötigen.

AusdieserdurchausdiskussionsfähigenAnnahmeherauswird nachfolgendeinRahmenwerkbe-
stehendauseinerArchitekturundgeeignetenInteraktionsprotokollenzur Integrationvonbesonders
kleinenGerätenin einelokaleInfrastrukturvorgeschlagen.DemRahmenwerkliegt die Ideezugrun-
de,dassmanbei der Integrationauf denunterstenEbeneneinerKommunikationshierarchiein der
Regel immer Informationenwie z.B. eindeutigeSeriennummern,etc. für Kommunikationspartner
zugänglichsind.Mit Hilfe dieserInformationenkanndie UmgebungübergeeigneteProtokolle ge-
rätespezi�schenmobilenCode(sog.DeviceProxy) laden,derdie bis datounbekanntenFähigkeiten
desGerätesermittelt. DieserDevice Proxy ist dannin der Lage,als StellvertreterdesGeräteszu
agierenundweitereSchrittezur IntegrationdesGerätesin einelokaleInfrastrukturvorzunehmen.

GenerellermöglichtdieserAnsatz,kleine Gerätemit Hilfe von mobilemCodeals “Software-
Stellvertreter” in lokale Umgebungenauf �e xible Art und Weisezu integrierenund die im Gerät
verfügbareFunktionalitätüberexterneKomponentenzukomplettieren.DerentwickelteAnsatzdient
späteralsBasisfür die IntegrationvonChipkartenin lokaleUmgebungen.

Das Spannungsfeld zwischen Chipkar te und Terminal

Im weiterenVerlauf der Arbeit wird analysiert,welchespezi�schenProblemedie Integrationvon
Chipkartenin Umgebungenmit sichbringt.Zentralist dabeiinsbesonderedie Frage,welcheKom-
munikationswegebenutztwerden,um mit derpersönlichenChipkartezu kommunizieren,dadiese
nicht übereigeneEin- und Ausgabemöglichkeitenwie AnzeigeeinheitoderTastaturverfügt.Wie
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späternochdargelegt wird, lässtsichausdenForschungsergebnissenderletztenJahregrundsätzlich
ersehen,dasssichChipkartenin einerkomplett“feindlichen” Umgebungnur sehrschwerschützen
lassen,fallskeinsichererKommunikationskanalzumBenutzervorhandenist. Ein vollständigesper-
sönlichesSicherheitsmodulumfasstaberimmer sowohl die personalisierteChipkarteals auchein
geeignetesTerminal,mit dessenHilfe derBenutzermit derKartekommuniziert.

Daherwird in dervorliegendenArbeit eineKlassi�kation desSpannungsfeldsvonChipkarteund
Terminalvorgenommen,dieaufdenfolgendenvonunsidenti�zierten Kriterien beruht:

— Vertrauenswürdigkeit desTerminals: DiesesKriterium de�niert, alswie vertrauenswürdig
dasTerminalausSichtdesNutzerseingeschätztwerdenkann.Ein öffentlichesTerminalwird
zumBeispielmit hoherWahrscheinlichkeit alswenigervertrauenswürdigeingeschätztalsein
demNutzergehörendesEndgerät,welcheserodersieprinzipiell ständigunterKontrollehat.

— PersonalisierungdesTerminals: Hierunterwird verstanden,dassnebenderChipkarteauch
dasTerminal personalisiertist. Üblicherweiseimpliziert ein personalisiertesTerminal auch
einehöhereVertrauenswürdigkeit, sodassbeideKriterien in derRegel starkkorrelierenund
ausGründenderEinfachheitoft auchzusammenbetrachtetwerdenkönnen.

— Mobilität des Terminals: Die vom NutzerverwendetenTerminalskönnenmobil sein und
vondiesem“herumgetragen”werdenodereswerdenlokal zurVerfügungstehendeTerminals
verwendet,abhängigvonderjeweiligenUmgebung,die derNutzervor�ndet.

— Kommunikation zwischenTerminal und Chipkarte: DiesesKriterium de�niert, wie Karte
undTerminalmiteinandergekoppeltsind.MöglicheVariantensindunteranderemeinedirekte
physischeKopplungodereineKommunikationüberein Netzwerk.Letztereskannwiederum
einen“öffentlichen”Charakterhaben,in demdieKommunikationzwischenKarteundTermi-
nal geeignetgeschütztwerdenmuss,oderdasNetzwerkkannals “privat” unddamitvertrau-
enswürdigeingestuftwerden,wasmöglicherweisekeinebesondereSicherungderKommuni-
kationerfordert.

— Anwendungskontrolle: DiesesKriterium legt fest,wie die VerteilungderRealisierungeiner
AnwendungaufChipkarteundTerminalerfolgt.Grundsätzlichergibt sichdabeieinSpektrum
vonAnwendungen,dienahezuausschließlichim Terminalablaufen,biszuApplikationen,die
bisaufNutzerein-und-ausgabenvollständigin derKarteablaufen.

Auf derBasisdervorgestelltenKriterien ergebensichvier Problembereiche,die im Rahmendieser
Arbeit untersuchtwurdenundfür dieLösungenerarbeitetwurden.FüralleProblembereichewerden
in dieserArbeit Lösungenvorgestellt,die in prototypischerFormumgesetztundimplementiertwur-
den.DieseLösungenergebenmiteinanderkombinierbareGrundbausteinefür die Entwicklungvon
persönlichenSicherheitsmodulen.Die vier Ansätzewerdennachfolgendkurzvorgestellt.

A1: Ein Rahmenw erk zur Spontanen Vernetzung von Chipkar ten

DieserAnsatzberuhtauf derProblemstellung,dassein Nutzernicht überein eigenespersönliches
Terminalverfügt,sonderngezwungenist, seinepersonalisierteChipkarteüberlokal vorgefundene
Terminalszunutzen.

UnsereJiniCard-LösungbestehtausdembereitsvorgestelltenRahmenwerkzu Integrationklei-
ner Gerätein lokale Umgebungen.Hierzu werdennachdemEinführeneinerChipkartein ein ge-
eignetesKartenterminalspezi�scheInformationender Karte abgefragt,die als Schlüsselfür die
Lokalisierungdeszu der Karte passendenmobilenStellvertreter-ObjektsoderProxy dienen.Der
entsprechendeKarten-Proxyübernimmtdanndie weitereKommunikationmit der Karteundkann
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insbesondereauf derKartebe�ndliche Diensteermittelnund für dieseebenfalls Dienst-Proxysin-
stanzieren.Der NutzerkanndanndaslokaleTerminalverwenden,um mit derKartezu kommuni-
zierenundsicherheitsrelevanteEntscheidungenvornehmen.

Zusammenfassendkann der Ansatzals eine spezi�scheexterneErgänzungder auf der Karte
be�ndlichen Diensteverstandenwerden.DazuwerdenentsprechendeKomponentenin Form von
mobilenObjektenausdemNetzdynamischgeladenundderUmgebungkomplettierendhinzugefügt.
DiesermöglichtesChipkarten,sichalsaktiveKomponentenmit Hilfe ihrerexternen“Stellvertreter”
in Umgebungentransparentund spontanzu integrierenund ihre Dienstefür potentielleKlienten
anzubieten.

A2: Ein per sonalisier tes und vertrauenswürdiges mobiles Terminal

AnsatzA2 beruhtaufdemProblem,wie eineChipkartein einerfür denNutzernichtvertrauenswür-
digenUmgebungtrotzdemsichereingesetztwerdenkann.

Die erarbeiteteLösungnamensPersonalCard Assistant(PCA) schlägtvor, ein demBenutzer
gehörendesmobilesTerminal,wie beispielsweiseeinenpersönlichendigitalenAssistenten(PDA),
hinzuzuziehen,der als vertrauenswürdigesInstrumentzur Kommunikationmit der Karte Verwen-
dung�ndet.

Hierbeigibt esgrundsätzlichdie VariantederdirektenphysischenKopplungvon Terminalund
KarteodereinerKommunikationübereinenpotentiellnicht vertrauenswürdigenKommunikations-
kanal.EinesichereKommunikationübereinenunsicherenKanalwird hierbeiüberdiePersonalisie-
rungdesTerminalsmit Hilfe kryptogra�scherVerfahrenvorgenommen.

Konkretbedeutetdies,dassTerminalund Chipkarteim BesitzdesöffentlichenSchlüsselsdes
jeweils anderensind.DiesesPrinzip der Paarbildungermöglichtes,einenauthentisiertenund ver-
schlüsseltenKommunikationskanaluntereinanderaufzubauen,derauchin einerunsicherenUmge-
bungeinesichereNutzungderChipkarteerlaubt.DieseAnordnungwird nochverbessertdurchdie
Tatsache,dassdie KartekeinerleiOperationendurchführt,die nicht übereinenvom Terminalauf-
gebautenKommunikationskanalangefordertwurden.Umgekehrt ist dasTerminalso ausgerichtet,
dassesalleinenicht in derLageist, sicherheitsrelevanteEntscheidungenohnedie Kartevorzuneh-
men.Diesergibt einhöheresSicherheitsniveau,danurbeideGerätezusammeneinefunktionsfähige
Einheitbilden.

DiesesPrinzipderNutzungeinesvertrauenswürdigerenpersönlichenGerätesist amBeispielder
ErstellungvonelektronischenSignaturenmit konkretenkryptogra�schenProtokollenumgesetztund
implementiertwordenundist aufweitereAnwendungenbeliebigausdehnbar.

A3 Eine mobiles Terminal welches über einen drahtlosen mobilen
Komm unikationskanal verfügt

In vielenSituationendestäglichenLebens,beispielsweisebeiderBestellungvonWarenperTelefon,
ist einegeeigneteEinbindungeinesSicherheitsmodulsin deneigentlichenKommunikationsablauf
nötig. Im Beispiel der Telefonbestellungist dieseaberschonaustechnischenGründennicht ge-
geben,der direkteEinsatzeinesSicherheitsmoduls“beim Telefonieren”alsonicht ohneweiteres
möglich.Trotzdemist eswünschenswert,auchhier ein Sicherheitsmodul�e xibel und einfachmit
einbindenzu könnenundVerträgeundBezahlvorgängemit kryptogra�schenMechanismeneinfach
undkostengünstigabzusichern.

DerWebSIMgenannteLösungsansatzbestehtdarin,dasTerminalalseinen“drahtlosenChipkar-
tenleser”zu betreiben.Als idealerUntersuchungsgegenstandwurdenGSM Mobiltelefonegewählt,
diein derRegelübereineuniverselleErreichbarkeitzujederZeit undannahezujedemOrt verfügen.
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DesWeiterenbietenGSMMobiltelefoneüberdassog.SIMApplicationToolkit denSIM Chipkarten
einestandardisierteSchnittstellean,mit derenHilfe eineSIM Interaktionenmit demNutzerdurch-
führenkann.Die drahtloseSchnittstellevon GSM erlaubtesnun,Sicherheitsdienstleistungender
Chipkarte,wie z.B.Authenti�kation “per Handy”anzubieten.

Konkretwurdein dieserArbeit eineMöglichkeit entwickelt undimplementiert,welchedieSIM
vom Internetausper HTTP ansprechbarmacht.Dies bedeutet,dassdie Chipkarteals normaler
Internet-Knotenerreichbarist undderenDiensteauchvom Internetausangesprochenwerdenkön-
nen.DurchdieweltweiteVerbreitungvonüber500Millionen GSMSIMshatdieerarbeiteteLösung
potenzielleinehohepraktischeRelevanz,auchwenndie neueFunktionalitätderWebSIMerstmit
derHerausgabeneuerKartenerweitertwerdenkann.

A4: Eine per sonalisier te Chipkar te, die über eine Ausführungsplattf orm
für mobilen Code verfügt

DieserAnsatzergibt sich ausdemgenerellenBedürfnisfür DienstanbietereineEnde-zu-Endesi-
chereKommunikationsmöglichkeit mit der ChipkartedesNutzerszu schaffen, die im AnsatzA3
ausverschiedenenGründennichtgegebenist.

In derkonzipiertenSIMspeak-LösungverfügtdieChipkarteübereinenInterpreter, derProgram-
me in einer speziell für diesenAnwendungsbereichentworfenenProgrammierspracheausführen
kann.DienstanbietersendenProgrammein dieserSprachezur Chipkarte,derenInterpreterdiese
dannzur Ausführungbringt. Dabeipro�tieren die Programmevon der sicherenAusführungsum-
gebung in der Chipkarteundkönnenauchauf “gemieteten”persistentenSpeicherin derKartezu-
rückgreifen.GrundproblemediesesAnsatzeswie kontrollierte Terminierbarkeit vonAnwendungen,
Typsicherheitauf der BasisgeeigneterCode-Veri�kation sind untersuchtund Lösungenerarbeitet
worden.Insbesonderewird aufgezeigt,dassfür denintendiertenAnwendungsbereichauchdasPro-
blemvon“böswilligem Code”kontrollierbarist.

DieserAnsatzermöglichtes,kompletteAnwendungenmit Nutzerinteraktionin einerChipkar-
te ablaufenzu lassenund lediglich die Nutzerein-und -ausgabenüberein Terminalvornehmenzu
lassen.Alle sicherheitskritischenAbläufewerdenvon derKarteausgeführtundkontrolliert.Dieser
Ansatzstehtim Gegensatzzur bisherigenPraxis,Chipkartennur als letztesGlied in einerAnwen-
dungshierarchiezu nutzenundrückt stattdessenChipkartenals sicherepersönlicheModule in den
MittelpunktdesGeschehens.

ErmöglichtdurchdenAnsatzder Plattformfür mobilenCodewurdenmehrereProtokolle im
UmfeldderErstellungvonelektronischenSignaturenentwickelt, die einerseitsinsbesonderefür die
Nutzungin mobilenSzenariengeeignetsindundandererseitseinegrundsätzlicheVerbesserungder
Sicherheitbei derErstellungvonSignaturendarstellen.

Fazit

Die vorliegendeArbeit entwickelt aufderBasiseigenerEinschätzungenundAnnahmen,wie mobile
Nutzerin derZukunft mit Dienstenkommunizieren,die generelleThese,dassauf denNutzerper-
sonalisierteChipkartenidealeKomponenteneinespersönlichenSicherheitsmodulsin Verbindung
mit einemgeeignetenTerminalsind.Aus dieserThesewird ein Entwurfsraumaufgezeigt,der die
besonderenMerkmaleder Chipkarteund der Terminalsstrukturiertdarlegt und Vergleicheunter-
schiedlicherAnsätzezulässt.

Auf der BasisdiesesDesignraumswerdenspezielleKernproblemeidenti�ziert, für die jeweils
konkreteLösungenentwickelt, vorgestellt,als Nachweisder Umsetzbarkeit implementiertundbe-
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wertetwerden.DieseLösungenkönnenals Standardlösungenund -bausteineeinesRahmenwerks
herangezogenwerden,mit dessenHilfe derEntwurfpersönlicherSicherheitsmoduleunterstütztwer-
denkann.

Die verschiedenenBausteinekönnendarüberhinausin verschiedensterWeisemiteinanderkom-
biniert werden,um für besondereAnwendungszweckeneueLösungenzusammenzustellen.Weiter-
hin lässtsichüberdenaufgespanntenDesignraumnachweisen,dassdie vorgestelltenLösungenin
BereichederChipkartennutzungvordringen,die von “klassischen”Anwendungennicht abgedeckt
werdenundauchin dieserHinsichtalsneubetrachtetwerdenkönnen.

Insgesamtwerdenalle wesentlichenAspekteder IntegrationunddesEinsatzesvon Chipkartenals
persönlicheSicherheitsmodulevorgestellt.Aus dieserArbeit ergebensichdahergrundlegendneue
ErkenntnisseundRichtlinien,wie zukünftigepersönlicheSicherheitsmodulegestaltetwerdensoll-
ten.

�����������������������
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Introduction

Humans are incapable of securely sto ring high-qualit y cryptographic keys, and they have
unacceptable speed and accuracy when perfo rming cryptographic op erations.

(They are also large, exp ensive to maintain, di�cult to manage, and they pollute the
environment. It is astonishing that these devices continue to be manufactured and deplo yed. But

they are su�ciently pervasive that we must design our proto cols around their limitations.)

Kaufman,Perlman,andSpeciner[KPS95]

1.1 Motiv ation

The tremendoussuccessof mobile telephony in the last decadehasinspiredmany peopleto think
of how userswill communicatein the futurewith their socialandphysicalenvironment. Much of
the inter-personalcommunicationdemandseemsto be met by mobile telephony andrelatedpeer-
to-peermessagingservices.For the third generationof mobilecommunicationnetworksandtheir
built-in supportfor dataservicesit is expectedthat userswill additionallyinteractwith andmake
useof mobile servicesrangingfrom mobilecommerce, location-basedinformation services, and
multi-mediamessaging to mobilegaming.

Secur ing Cyber space

In thebusinessworld of tomorrow, mobileserviceusagewill typically requiresomekind of access
control andbilling mechanismthatenablesserviceprovidersto controlaccessto servicesandgain
suf�cient revenueto successfullyrun their services.This requiresto solve a numberof security-
relatedproblemsof which themostrelevantonesare:

— Authentication and authorization: How do usersauthenticatethemselvesbeforeusing a
serviceandhow is accesscontrolimplemented?

— Non-repudiation: How canuserscreatelegally-bindingevidenceof their participationin a
contract?

— Privacy management: How canusersspecify their privacy preferencesfor the interaction
with a serviceprovider?

Usually, appropriatetechnicalmeasuresareonly onepart of a solutiondomainbut have to be ac-
companiedby legaldirectives,contracts,andinter-businessrulesof conduct.

1
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In the“real world”, therearestandardsolutionswhich all have their counterpartsin thedomain
of digital computers:

— Authentication: Traditionally, threedifferentapproachesareusedfor authenticationpurposes
[Amo94, Chap.18]:

• Possessionor somethingpossessed:Somethingthe personhas,e.g.an identi�cation
cardor a ticket. In the digital world, however, purepossessionof a digital item is not
suf�cient, sincedigital datacanbeeasilycopied.

• Knowledgeor somethingknown: Somethingthepersonknows,e.g.username,pass-
word, PIN number, etc. This is not differentin the digital world aslong astheperson
doesdisclosethisknowledgeonly to trustedcomponents,e.g.trustworthyuserterminals.

• Characteristic or somethingembodied: A physicalcharacteristicof the person,e.g.
�ngerprint, retina,speechandhandwritingrecognition,etc.Againthetrustworthinessof
thedeviceperformingthe“scanningprocess”is crucialin thedigital world.

The securitylevel obtainedby theseapproachesdependson the likelihoodthat an attacker
is ableto gainaccessto theassetsthatareusedto performtheauthenticationwith. Thus,if
anattacker managesto “steal” anitem usedto authenticatea userbasedon thepossessionof
thatitem, theauthenticationprocessis undermined.Similarly, if anattackergainsknowledge
of whata personknows or whata personis, attackson authenticationsystemsbasedon this
knowledgeor characteristicbecomepossible.

— Authorization: Authorizationis oftenimplementedusingauthenticationto provetheclient's
identity in combinationwith someaccesscontrol decisionaboutwho is allowed to perform
which operation. Anotheroption which is in placein mostof today's non-digitalworld is
to directly usesomekind of “ticket” – possessedby theowner– thatdirectly representsthe
permissionto grantsomekind of operation.

In the digital world, however, suchdigital ticketsarepotentiallysubjectto theft andillegal
multiplication. This requiresthat uponusageof a ticket its holderadditionallyhasto prove
correctownership,oftenusingcryptographicmeasures.

— Non-repudiation: Non-repudiationin therealworld is usuallyenforcedby theuseof hand-
writtensignatures.Thedigital counterpartsareusuallybasedoncryptographicone-wayfunc-
tionsandpublic key cryptography, andthusarevitally dependentoncryptographicmeasures.

Generalproblemsin thecontext of non-repudiationarethenecessityof suitabletimestamps,
thesettlementin caseof con�icts, theprovisionof atrustworthyinfrastructurebasedonpublic
key cryptography, etc.

Hence,in contrastto the real world, implementingsecuritymeasuresin the digital world requires
to a signi�cant extent the capabilityto performcryptographiccomputations.However, in practice
cryptographyis still not widely usedin the�eld of mobileservices,especiallynot in theconsumer
market. Hence,althoughthe fundamentalsolutionsarewell-known the practicalembeddinginto
thesesettingshasyet to come.Wethink thatthereasonfor thisstatusquois thelackof solutionsfor
thefollowing setof generalrequirements:

• Thepervasiveavailability of mobiledevicesthatuserscanuseto performcryptographicoper-
ationsandwhicheasilyintegrateinto a user'scommunicationenvironment.
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• The possibility for a userto safelycarry aroundsecurity-criticaldatasuchascryptographic
keys. This is necessarysinceaccordingto [Sch00, Chap.9] userscanhardlymemorizecryp-
tographickeysof a lengthneededfor a securecryptographicsystem.

• Thegeneralreachabilityof auserto performsecurity-criticaldecisionsanywhereandanytime.

This thesisproposessolutionsto all of the above requirementsbasedon smartcards as the core
componentsof a personalsecuritymodule.

Towards Smartcards as Universal Personal Secur ity Modules

Smartcardsaretamper-resistanthardwaremodulesthatareabletosecurelystoresecretcryptographic
keysandperformunobservableexecutionof cryptographicalgorithms.They canassistusersin all of
theabovementionedactivities. Hence,they areideally suitedto serve aspersonalsecuritymodules
especiallyin mobilescenarios.

Todaysmartcardsaremostlyusedin anapplication-speci�cmanner, i.e. for aparticularapplica-
tion thereexistsa particularsmartcardactingastheapplication'ssecuritymodule.In futuremobile
servicescenarios,however, thisapproachdoesnotscalefor themany servicespeoplemightuse.The
reasonis simply thatpotentiallyfor eachof theseapplicationsa smartcardneedsto be issuedto a
user. This dilemmamight leadto thegeneralrequirementthatsecuritymodulesareneededthatare
universallyusablein many differentapplicationscenarios.

Consider, for example,the scenarioof a mobile userwho hasa daily subscriptionfor a digi-
tal newspaperthat canbe downloadedassoonasthe userentersthe public transportsystem,e.g.
a bus. The user's informationapplianceautomaticallyintegratesinto the bus' network by means
of spontaneousnetworkingand searchesfor the subscriptiondownload server. Both establisha
cryptographicallyprotectedchannel,theserverchallengestheapplianceandaftertheuser'ssecurity
modulecouldsuccessfullyreplywith thecorrectresponse,downloadof thenewspaperis started.For
meansof simplicity theuser's subscriptionis not checkedon-linebut anauthorizationcerti�cate is
usedinstead.

Thisexampleillustratestheroleauser'spersonalsecuritymodulecouldplay in futurescenarios.
Themodulenotonly safelykeepstheauthorizationcerti�cate but alsocomputestheresponseof the
server'schallenge.Generally, this raisesseveralquestions:

• How mustapersonalsecurityenvironmentbasedonsmartcardslook like in mobilescenarios?

• How candeviceslike smartcardswith limited resourcesin termsof computationalpower and
communicationbandwidthbeef�ciently integratedinto suchenvironments?

• Whatsecuritycharacteristicshave to bemetby theappliancesandterminalsusedto interact
with thepersonalsmartcard?

• Whatlevel of securitycanbeachievedin any of theproposedsolutions?

Theoverall scopeof thequestionsraisedabove is not focusedon a singleproblemdomain.There-
fore, a moreholistic view of mobility andsecurityis need.We adoptsucha view in this thesisand
contributenovel solutionsatthearchitecturallevel of mobilesecurityandto thedesignof interaction
protocolsin thisarea.All solutionscanbecharacterizedasextendingthefunctionalityof smartcards
in a �e xible, but still secureway.
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1.2 Contr ibutions of this Thesis

Thestartingpoint of this thesisis thevision of futuremobilescenariosin which usersarelikely to
useservices“spontaneously”,i.e. in an ad hoc manner. Location-dependentservices,i.e. services
thatareonly availableat a particularsitewill playa centralrole in suchscenariosandserviceusage
will occurto a signi�cant extentthroughmobiledevicesandappliancestheuserscarryaround.

Beforeserviceinteractionactuallytakesplace,however, enoughinformationandcommunication
parametersmustbeobtainedby a device andits userto allow for elementarycommunicationwith
anenvironmentandits services.Subsequently, servicescanbelocatedandrelevantcommunication
parameterscanbenegotiated.In mobilescenariossucha priory knowledgeis usuallynot available
sincethepeersdonotknow eachotherin advance.Spontaneousnetworkingis amechanismto make
thisstatetransitionasseamlessaspossiblefor auserby providing infrastructuralsupportthatenables
a device to explore the characteristicsandservicesof an environmentmoreor lessautomatically.
After serviceshavebeenlocated,usersneedappropriatesecuritymodulesto enablethemto control
andenforcethesecuritypropertiesthey desirein thecommunicationwith theseservices.

In this thesiswe arguethata convenientway to implementsucha securitymoduleis to useasmart-
cardanda suitableterminalneededto accessandcontrolthesmartcard.Suchsecuritymodulescan
be subjectto a numberof categorizationsleadingto a designspacefor thesedevices. We always
assumethat thesmartcardis personalized, i.e. that it containsinformationthat is directly boundto
its owner.1 A typical exampleis a privatekey in a public key cryptographyschemethat is boundto
theuser's identity. Theterminalitself canalsobepersonalizedwhichusuallyimpliesthatit is some-
how “owned”by a person.However, it is left open,whetherit is personalizedto thesmartcardor its
owner, or both.Furthermore,it canbemobile, i.e. it is carriedaroundby its user, or non-mobile, i.e.
locatedat particularsitesandpotentiallyusedby many differentusersindependently. Finally, the
cardandtheterminalcanbeco-located, i.e. they arephysicallyattachedto eachother, or remotely
connected.

Basedon this categorizationwe have identi�ed four differentfundamentalproblemsthat have
beensolvedusingsuitableapproaches:

A1: A spontaneousnetworking framework for smartcards

This approachsolves the problemof “spontaneously”integrating smartcardsinto a net-
workedenvironment. It consistsof a framework thatallows a smartcardto spontaneously
integrateitself into a local environmentafter insertioninto a suitablyequippedcardtermi-
nal. It buildsupontheideaof usingmobilecodeasanenablingtechnologyto complement
thecard-residentresourceswith off-cardresourcesin adynamicand�e xible way.

A2: A personalizedand trustworthy mobile terminal

This approachsolvestheproblemhow smartcardscanbeusedin a so-called“hostile” en-
vironment.Suchenvironmentsarecharacterizedby thelackof con�dencetheuserhasinto
theavailableterminalswherethepersonalsmartcardis to beused.Thesolutiontakesad-
vantageof a personalterminaltheusercarriesaroundsuchasa PersonalDigital Assistant
(PDA) whichis trustedby its owner. ThePDA turnsinto apowerful front-endfor thesmart-
cardandboth,PDA andsmartcard,arecryptographicallyboundtogethersuchthatnoneof
thetwo devicescanbeusedwithout theother.

1 In therestof this thesiswe will usethetermspersonalizedandpersonalin a similar fashionsincewe consideranything
thatis personalizedto bepersonalto thatuser.
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A3: A mobile terminal with a wir elessmobile communication link

Thethird approachpresentsasolutionto theproblemhow personalsecuritymodulescanbe
usedvirtually anywhereandanytime. Our WebSIMsystembuilds upontheideaof a wire-
lesssmartcardreaderin theform of a mobilephone.We have madesmartcardsreachable
from theInternetby meansof anarchitecturethatallows a theGSM SIM smartcardin the
mobilephoneto appearasa Webserver in the Internet.OtherInternetnodescanconnect
to theSIM usingtheHTTPprotocolwhich is transparentlyforwardedthemobilephonethe
SIM is attachedto. Hence,the SIM asa personalsecuritymoduleof a useris accessible
from theInternetanytimeandanywheretheuseris located.

A4: A personalizedsmartcard that allows for the executionof mobile codesupplied by a
serviceprovider

The fourth approachsolves the problemhow the securitycontext of a tamper-resistant
smartcardcan be usedto build value-addedserviceson top of. The SIMspeaksolution
consistsof a card-residentruntimeexecutionplatformfor mobilecode,a programveri�er ,
andsuitablemechanismsthatallow a serviceprovider to “rent” securestoragein a smart-
card.Thisplatformcanbeusedby serviceprovidersto sendmobilecodeinto a customer's
smartcard(possiblyoverawirelesslink). Thisopensupnew applicationdomainsandleads
to improvementsin the way how non-repudiationin the form of electronicsignaturesis
achieved.

Summingup,this thesisshowshow to architectandbuild solutionsfor thepersonalsecuritymodule
approach.It contributesto the overall understandingon the role smartcardscanplay aspersonal
securitymodulesin futuremobilecommunicationandserviceusagescenariosand,therefore,rep-
resentsa signi�cant steptowardsmeetingthe securitydemandsof the informationsocietyof the
future.

1.3 Org aniza tion of this Thesis

Figure1.1 on the following pageshows the overall structureof this thesiswhich is organizedas
follows:

• Chapter2 presentsthe basicmotivation underlyingthis thesisby giving a vision of future
mobilescenariosanddescribesthesettingin which subsequentsolutionsarelocated.In this
vision local andremoteserviceswill beusedthroughsuitableterminals.It is particularlyfo-
cusedonmobiledevicesanddiscussestheaspectsof “spontaneously”integratingsuchdevices
into localenvironments.

• Chapter3 discusseswhich securityproblemsexist in thepresentedsettingsandwhich solu-
tionsarepossible.In particularit considersandanalyzesthedesignspaceof smartcardsand
terminalsascomponentsof a personalsecuritymodule.This leadsto a categorizationof the
differentconceptualpossibilitiesfrom which concreteapproachesin thesubsequentchapters
arederived.

ThefollowingchapterseachdiscusstheapproachesA1 throughA4 presentedin theprevioussection:

• Chapter4 representsapproachA1 by describingaframework for theintegrationof smartcards
into localenvironments.Thesolutionessentiallyde�nesaframework thatenablesasmartcard
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Figure 1.1: Dependency graphof thethesis'chapters

to offer security-speci�cservicesin a network. Theseservicescanthenbeaccessedfrom any
terminalattachedto thenetwork.

• Chapter5 representsapproachA2 in which a personalizedand trustworthy terminaland a
smartcardtogetherform a pair of devices that assista user in performingsecurity-critical
tasks.Botharelinkedtogetherusingcryptographicmeasuresto prohibit theuseof onedevice
without thepresenceof theother. To demonstratethegeneralusefulnesswe haveappliedthis
approachto theproblemof electronicsignaturecreationin hostileenvironments.

• Chapter6 representsapproachA3 that comprisesa personalizedsmartcardand a wireless
terminal. A GSM mobilephonewasusedasthemobile terminalanda GSM SIM smartcard
waschosento implementthepersonalizedsecuritymodule.Due to themostly-onaspectsof
GSM mobile phonesandSIMs andtheir pervasive use,both canplay an importantrole as
securitymodulesin futuremobileservicescenarios.

• Chapter7 representsapproachA4 focusingon the ideaof a mobile codeplatform insidea
smartcard.Againwe havechosenthecombinationof a GSM mobilephoneanda SIM asour
targetof evaluationsinceit seemsto be optimally suitedfor this approach.Thearchitecture
and relevant protocolsare describedandhow this approachleadsto several improvements
in the processof electronicsignaturecreationsuchason-card hashcomputation, recipient
addressing, third-partyassistedsignatures, samples, andsignaturesoninteractions, especially
in mobileenvironments.

• Chapter8 draws �nal conclusionsanddiscussesfuturework.

Relatedwork is discussedin eachof thesechaptersindividually.
�����������������������
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Connected Devices , Services , and their
Users

. . . a billion people interacting with million e-businesses
with a trillion intelligent devices interconnected. . .

LouGerstner, IBM ChairmanandCEO

2.1 Introduction

Accordingto DurlacherResearch[Dur01] themobiletelecommunicationsectorhasinvestedroughly
120.000.000.000Euro in theyears2000/01for theUniversal Mobile TelecommunicationServices1

(UMTS) licencesin theWesternEuropeancountries.Obviously, the telecommunicationoperators
are interestedin turning this major investmentinto a successstory. Key factor of UMTS is its
designto enablesigni�cantly improveddataservicesandinformationdeliveryin thethird generation
telecommunicationnetworks.Thesefeaturesareconsideredto bekey distinguishingfactorsbetween
thesecondgenerationsystems,e.g.GSM,andthethird generationsystems(3G).

UMTS could indeedserve asoneof thebasiccommunicationtechnologiesof a new paradigm
of computing– oftencalledubiquitousor pervasivecomputing– in whichnumerousdevices,infor-
mationappliances,andpersonalgadgetsassist(mobile)usersin their everydaylife. This is likely to
beaccompaniedby new short-distancecommunicationtechnologiessuchasBluetooth[Blu01] and
WirelessLAN [IEEE802.11].

In thecitationthatprecedesthis chapterLou Gerstnerexpresseshis understandingof thenotion
of pervasivecomputing. Anotherpossiblede�nition is givenby IBM sayingthatpervasivecomput-
ing is about

“[. . . ] convenientaccess,througha new classof appliances,to relevantinformationwith
theability to easilytakeactionon it whenandwhere youneedto.” [IBM01]

This chapterpresentsa vision of how computingwill evolve in thefuture,whattechnologicalchal-
lengesarisefrom this vision,andwhatbasictechnologiesarepresenttodaywith whichpartsof this
visioncanbetackled.

Therestof thischapteris organizedasfollows: In Sect.2.2wedescribethepervasiveandubiquitous
computingparadigmsthatplayacentralrole in ourvisionof futurecomputingenvironments.
1 UMTS is currentlybeingspeci�ed in thethird generation partnershipproject(3GPP)at [3GPP01a].
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A centraltechnologyis neededto turn this paradigmfrom a vision into reality: Spontaneous
networking. It essentiallydealswith theintegrationof people,devices,andservicesinto networked
environmentsin a largely autonomousmanner. In Sect.2.3 we describethefundamentalproblems
of spontaneousnetworking andgive a de�nition of spontaneityandspontaneousnetworking which
canbeessentiallyunderstoodastheintegrationof servicesanddevicesinto networkedenvironments
withoutmanualintervention.

An overview of currenttechnologiesthatenablespontaneousnetworking is given in Sect.2.4.
Two representatives,namelytheServiceLocationProtocolandJini have beenselectedamongthe
currentlyavailableapproachesto studythecommonanddistinguishingconceptsof thesetechnolo-
gies.

The comparisonof spontaneousnetworking technologiesleadsto the observation that small
devicesarecurrentlynot well supportedby off-the-shelftechnologies.Hence,thedesignspaceof
suchdevicesis investigatedin Sect.2.5 leadingto theobservationthattodayandin thefuturethere
will bealwaysdevicesaroundthatneedspecialassistancefrom their surroundinginfrastructure.

Thechaptercloseswith asummaryin Sect.2.6.

2.2 On Ubiquitous and Pervasive Computing

Theoriginal ideaof ubiquitouscomputingwascreatedby Mark Weiserin his visionarypaper“The
Computerfor the21stCentury” [Wei91] commencingwith thestatementthat

“Themostprofoundtechnologiesare thosethat disappear. They weavethemselvesinto
thefabric of everydaylife until they are indistinguishablefromit.”

Accordingto Weiser, ubiquitouscomputingis drivenby a new majortrendin computing,character-
izedby the fact thatusersown, control,andusemany differentdevicesandappliancesthroughout
their daily life. This is in contrastto themainframeerain which many peopleshareda singlecom-
puter, andthePCerain whicha personexclusively usesonePCata time.

Technologicalprogressespeciallyin themicro-electronicssectoris consideredto beoneof the
major driving forcesbehindthe possibility of implementingubiquitouscomputing[Mat01]. Ex-
amplesof suchtechnologiesareadvancesin the resolutionandsizeof micro- andmacro-displays,
short-rangecommunicationsuchasradio frequency tags(or smartlabels)andtheBluetoothcom-
municationstandard,new globalcommunicationtechnologiessuchasUMTS, sensortechnologies,
smartcards,power-basednetworks,e.g.bodyareanetworks,or smartpaperpaving theway for new
formsof computing.

Whereasthe currentlypopularhuman-machineinteractionparadigmis a mereone-to-onere-
lation, ubiquitouscomputingespeciallyin the shapeof calm or disappearingtechnologyis about
hiding computersinto the users'environment,making them as invisible as possible,performing
their taskoftencalmly andmostlyunnoticedby theusers[WB96]. Weiser's vision is likely to re-
quirea complex infrastructureto surroundusersandit seemsthathis vision might requireanother
decadeto becomereality.

In contrastto Weiser's vision, theindustrialtermpervasivecomputingdoesnot directly address
theideaof calmcomputingbut followsamorepragmaticapproachin whichusersandtheiraccessto
informationthroughsuitableappliancesareof primaryconcern.Revisiting thetremendoussuccess
of mobile telephony in Europein the lastdecadethis might bea �rst indicationthatwe areindeed
at thebeginningof thepervasive computingeraandmobilephonesseemto be the initial enablers.
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Personaldigital assistants(PDAs) arealsobecomingmorewide-spreadandfuture informationap-
pliancesseemto follow an evolutionaryapproachby merging the featuresof mobile phonesand
PDAs into onedevice.

Regardlessof whetherthefuturewill betermedpervasiveor ubiquitouscomputing,it is unclear
how aninformationappliancewill look likein three,� ve,or tenyearsfrom now, but peoplearelikely
to continueto carryaroundsomekind of “smart” gadgetthroughwhichthey communicatewith their
physicalandsocialenvironment. Thus,mobility is oneconceptthat is of particularimportancein
shapingthefutureof computerscience.

2.3 Issues in Spontaneous Netw orking

Besidesthemobility of usersandtheir devicesandthespirit of “computerseverywhere”,pervasive-
nessalsoconsiderstheideathatmany interactionsbetweenusersandtheirenvironmentarelocation-
dependent.From a beveragevendingmachinein a public place,a cashierin a supermarket, anda
telematicsapplicationin theautomotive sectorto an accesscontrol barrierin a company building,
usersareaboutto interactwith othermobileor non-mobiledevicesto useor provideservices.

Here, the term serviceshouldbe consideredas a very generalconceptcovering all kinds of
“resources”a peerprovideswhich is roughlycapturedby thefollowing de�nition:

A serviceis a conceptwith arbitrary implementationwhich offers an interfacethat is
addressableandaccessiblefrompeernodes.

Hence,it is not importantwhethertheserviceis implementedasa CORBA objector a Webappli-
cation,but thatit is addressableandaccessiblefrom clients.Furthermore,we assumethata service
canbedescribedby meansof a suitableservicedescription, i.e. a formal representationthatcanbe
usedby apeerto learnabouta service'scapabilities.

This raisesnew interestingquestions,e.g. how can communicationlinks betweenentitiesbe
“spontaneously”established?A goodexampleof spontaneousintegrationis GSMroamingin a for-
eigncountrywhenamobilephonediscoverstheavailablepublic landmobilenetworks(PLMN) and
booksinto oneof theaccessibleones.Furthermore,it is of particularinteresthow suchcommunica-
tion links canbekeptstaticwhile beingmobile.AgainGSM is aniceexamplehow communication
cancontinuealthoughthe mobile phonesubsequentlyestablishesnew radio communicationlinks
with so-calledbasetransceiverstations(BTS)while moving. As suchGSMis atremendouslycom-
plex technicalsystemthatwasspeci�edandcompiledinto standardsovera periodof severalyears.

However, thetime-framefor developmentanddeploymentof today's informationandtelecom-
municationproductsoftendoesnotallow for suchlongstandardizationprocesses,andheterogeneous
environmentsanddifferenttechnologiesto solve thespontaneousnetworking problemarelikely to
coexist in thefuture.

On Spontaneity

Sincein ubiquitousand pervasive systemsspontaneousinteractionamongdevices, services,and
usersis oneof thefundamentaloperationswewill now studythecausesandeffectsof spontaneityin
suchsystemsin moredetail.Althoughtheremightbeavaguecommonunderstandingof whatspon-
taneousnetworking– or spontaneityfor short– meansin socialterms,amoretechnicalde�nition is
notwidely accepted.A possiblede�nition hasbeengivenin [PC99]as
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“[. . . ] spontaneousnetworkingis [. . . ] the integration of servicesanddevicesinto net-
work environmentswith the objectiveof an instantaneousserviceavailability without
anymanualintervention.”

Putdifferently, theintegrationshouldbeautomaticandthenecessaryinformationrequiredto interact
with othercomponentsandservicesin theenvironmentis obtainedthroughappropriatemeasures.
Thus,“spontaneous”is how this processof resolvingtheinformationgapappearsto users.

This above de�nition triesto covercasesfrom GSM roamingandinfraredbeamingto plugging
an Ethernetcablefrom a laptopinto a local areanetwork. Spontaneousnetworking dealsamong
otherswith thefollowing setof questions:

• How candevicesphysicallyinteractwith othernodesin a telecommunicationor simplepeer-
to-peernetwork?

• How cannecessarycommunicationparametersbeprobedor exchanged?

• How doesadvertisingof serviceswork andhow canpotentialclientslocateservicesandvice
versa?

• How cansuchdevicesbegivenaccessto servicesof peers?

Answersto thesequestionswill giventhroughoutthecourseof this thesis.

Layers of Spontaneous Interaction

Theabovequestionsmustbeansweredat leastat thefollowing communicationlayers:

— Physicaland link layer (OSI layers1 and 2): Differenttechnologiesareavailablefor inter-
connectingdevices.Basicallyany technologycurrentlyfoundneedsto offer somesupportfor
spontaneitysuchthatnew communicationpartnersareableto communicatewith eachother.
For mobiledevicesat leastthefollowing technologiesmaybeof interestin themid-termfu-
ture: Infrared,e.g.IrDA [IrD01], Bluetooth[Blu01], DECT, Ethernet,UMTS, WirelessLAN,
etc.

— Transport protocol(s)(OSI layers 3, 4, and 5): Differenttransportprotocolsarenecessary
to communicateamongdevices,rangingfrom TCP/IPto lower-level protocolsbasedon the
underlyinglink technology(e.g.theIrDA sessionprotocolsIrOBEX, IrLAN, etc.).It is impor-
tantto noticethatthetransportprotocolshouldensurethatthedevice is somehow addressable
from thecommunicationlayer(e.g.by assigninganIP address).On top of thecoretransport
protocolotherprotocolssuchasSSL/TLS[RFC2246], HTTP, etc.couldbeusedresultingin
acompletecommunicationstackthatlinks thecommunicationpartners.

— Infrastructur e and service discovery (OSI layers 7 and above): This topic essentiallyad-
dressesissuesconcerningthekind of middlewareusedfor servicedescriptionanddiscovery.
In a moregeneralcontext it mustbeablefor a pervasive device to exploreits “environment”
and“�nd” servicesresidingon peernodesit canuse.Examplesof suchservice-tradingmid-
dlewarearethe ServiceLocationProtocol[RFC2165], Jini [Wal99; Sun99a], andUniversal
Plug andPlay [UPn99b]. Protocolgatewaysmight be necessaryto mapbetweenthesedif-
ferent kinds of technologies.Beyond pure service-trading,the underlyingcommunication
middlewaresuchasRPC,CORBA, DCOM, or JavaRMI addsanotherlevel of complexity for
solvingtheintegrationproblem.
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— Service interaction (beyond OSI model): After clientsandservicesareconnectedto each
othertheremight beanadditionalphaseneededto negotiateprotocolversionsandotherpa-
rameters.

Summingup, spontaneousinteractionusuallyhappensat different layersin a communicationhi-
erarchy. Hence,beforethe userof a pervasive device is ableto usea servicenumerousdifferent
spontaneousinteractionstake placeatdifferentlevelsof communication.

Spontaneity Caused by Mobility

Theaboveinvestigationof spontaneousinteractionallowsusto moreconcretelyde�ne whattheterm
mobilitymeansin conjunctionwith spontaneity. Hereafter, wede�ne mobility asfollows:

Mobility is themovementof anentityin thephysicalenvironmentwhich leadsto changes
in thedigital representationof theentity'sworld.

For all communicationtechnologiesgenerallyconsideredto be short-range this meansthat an ex-
isting link is often lost after the rangeof thecommunicationsystemis left. Typically, beingaway
morethantenmetersfrom anInfraredreceiver impliesthatcommunicationis notpossibleanymore.
Therefore,a mobiledevice beingconfrontedwith a new physicalnetwork, e.g.a new Infraredlink,
hasto bootstrapthe“spontaneous”communicationstackfrom thebottomup to thehigherlevels.

Hence,mobility in conjunctionwith ashort-rangecommunicationlink impliesspontaneityat the
very lowestlevel in thecommunicationstack.Theoverall processcanbeconsideredasa transition
from a statewith minimal a priori knowledgeaboutthe environmentinto a statewheresuf�cient
information is available. The initial stateitself is causedby the user's mobility. The amountof
an entity's a priori knowledgein the initial stategenerallyincludesinformation aboutthe built-
in communicationtechnologiesandprotocolssupportedby that entity. Furthermore,we assume
thatthecommunicationpartnersneedto exchangeinformationto learnof eachothers'capabilities,
communicationparameters,andenvironmentinformationto reacha stateof knowing eachother's
pro�le.

Spontaneity caused by Unkno wn Peer s

In contrastto the form of spontaneitycausedby mobility, we arealso facedwith the problemof
spontaneitycausedby unknown peersat higherlevels in the communicationstack. Revisiting the
de�nition of spontaneitywhich de�nes the instantaneoususeof servicesasonefundamentalprin-
ciple, spontaneityalsooccurswhena Webbrowsercontactsa Webserver andtells it thebrowser's
supporteddocumentor MIME types[RFC2045]. Anotherexampleis the handshake protocolrun
duringSSL/TLSsessionsetup[RFC2246]. Many Internetprotocolshave somekind of negotiation
phasein whichthepeersexchangenecessaryinformationandparametersfor furthercommunication.
However, this is not causedby mobility andinteractionat a lower level, but interactionat a higher
level in thecommunicationstack.

2.4 A Brief Overvie w of Spontaneous Netw orking
Technolog ies

In the previous sectionit was identi�ed that the infrastructureand servicediscovery problemis
centralto the notion of spontaneousnetworking sinceit is wherethe actualserviceadvertisement
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andlookuptakesplace.In thesequelabrief overview of currenttechnologiesfor servicedescription
anddiscovery is given with a particularfocuson the SLP [RFC2165] andJini [Sun99a; Sun99b]
technologies.

2.4.1 Fundamental Concepts

Technologiesthat supportspontaneousnetworking arecenteredaroundthe following fundamental
tasks:

— Serviceadvertisement: A componentthatwishesto offer a serviceto potentialclientsneeds
a well-de�ned procedureto “register” the available servicesand make themaccessiblefor
clients.

— Service lookup: A client thatis in searchof asuitableserviceneedsawell-de�ned procedure
to locatepotentialserviceproviders.

For the implementationof the advertisementand lookup a commonframework is neededto de-
scribeandqueryservices.A so-calledservicedescriptionis usedto createa machine-processable
descriptionof aservicethatis madeavailableto potentialclients.

Thetypical work-�o w in a particularspontaneousnetworking technologyusuallyfollowssome
genericpattern:

1. Service description creation: This is oftendoneaspartof thecon�guration of a serviceor
directlysuppliedby theserviceitself.

2. Serviceadvertisement: Thisdescribestheprocessof makingtheservicedescriptionavailable
to potentialclients.Thismayincludethetransferof theservicedescriptionto acentralauthor-
ity suchasa servicedirectory, etc. It oftenrequiresappropriateone-to-manycommunication
protocolssuchasbroadcastor multicastto “�nd” suchcentralauthorities.

3. Client lookup: Clientsin searchof a particularserviceassemblesomekind of servicequery
that is sentto the particularcomponent(s)in charge of matchingservicedescriptionswith
correspondingqueries. Similar to serviceadvertisementthis also might requirethe useof
appropriatemulticastprotocolsto �nd thepeersmaintainingservicedescriptioninformation.

4. Mutual binding: After clients have successfullyfound appropriateservicesboth have to
connectto eachotherto entertheserviceusagephase.

The above tasksare to someextent independentfrom the underlyingcommunicationlink except
for thepossiblyneededmulticastingfeatureswhichareusuallyhighly dependenton theunderlying
technology. More precisely, suchsystemsusuallyrequirea fully functionalcommunicationstack
thatis properlycon�guredto performtheir task.Any issuesrelatedto thecon�gurationof thisstack
arethereforebeyondthescopeof thesetechnologies.

2.4.2 Case Studies

Basedon the overview of the tasksa spontaneousnetworking technologyhasto supportwe in-
vestigatetwo representativesof theavailablesystemsin moredetail,namely, theServiceLocation
ProtocolandJini.
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Figure 2.1: ServiceLocationProtocoloverview: a)with directoryagent,b) withoutdirectoryagent

2.4.2.1 SLP

The ServiceLocationProtocol(SLP) [RFC2165] is a framework for spontaneousnetworking on
top of IP developedin an InternetEngineeringTaskForce(IETF) effort. SLP builds aroundthe
following components:

— Service and service agent: A serviceagentis a componentthatoffersservicesin a network.
It mayimplementtheserviceitself or just offer it onbehalfof theactualservice.

— Dir ectory agent: A directoryagentis responsiblefor collectingall servicedescriptionsfrom
serviceagentsandoffersa centralrepositoryfor useragentssearchingfor services.

— Useragent: A useragentis acomponentthattriesto �nd aparticularservice,i.e. it is aclient.

Userandserviceagentslocatea directoryagentusingDHCP options[RFC2131] or IP multicast
messages.Serviceagentsregistertheir servicedescriptionswith thedirectoryagentwhich is ableto
executequeriesfrom clientsagainsttheregisteredservicesin thedirectory(seeFig. 2.1a).

However, SLPcanalsowork without thepresenceof acentraldirectoryagent.This requiresthat
serviceagentsarethemselvesableto answerthequeriesof useragents(seeFig. 2.1b).A useragent
thenneedsto wait for a certainperiodof time to collectall answersfrom serviceagentsuntil it has
a clearpicturewheretheservicesit desiresarelocated.

Servicedescriptionsin SLPconsistof a time-to-live�eld denotingthevalidity periodof theser-
vicedescription,aserviceURLde�ning thetypeandlocationof theservice,andasetof string-based
key/value-pairsdescribingtheservice's attributes. Serviceagentshave to refreshtheir registration
with the directoryagentbeforethe time-to-live runsout. Part of the serviceURL is the service's
type denotedby a string andthe host,port, andpath informationasknown from Web addresses.
SLPsuggeststo registerservicenameswith theIANA organization[IAN01] to standardizepopular
services.
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Servicerequestssent by querying user agentsmay contain the desiredservicenameand a
Booleanexpressionover the availablekey/value-pairs.This allows clients to sendmorecomplex
�lters to thedirectoryagentor serviceagentfor evaluation.

Otherfeaturesof SLP areso-calledscopeswhich allow for groupingof servicesandmapping
of scopesto directoryagents.2 Furthermore,SLPallows to electronicallysignservicedescriptions
usingso-calledauthenticationblocksto providefor basicsecurityin theregistrationprocess.

Summar y

SLPwasoneof the�rst technologiesaddressingtheproblemof spontaneousnetworking. It hasbeen
designedin the traditionalInternetspirit to make thingsassmallaspossibleandasa consequence
beingeasyto implement.As a result,besidesa working TCP/UDP/IPstackSLPrequiresjust basic
computationalresourcesandmaybeeasilyimplementedonsmalldevices.

2.4.2.2 Jini

JiniTM [Sun99a; Wal99; Edw99] is a Java-basedframework developedby SunMicrosystemsTM and
is publicly availablesinceJanuary, 1999.Jini is built aroundthefollowing components:

— Service: A Jini serviceis a network resourcehostedon anarbitrarynetwork node.Typically
aserviceis implementedasa Java object.

— Service proxy: Theproxy is a so-calledserializedJava object[Sun98] representingtheser-
vice. Jini usesJava'smobilecodefacilitiesto transfersucha proxy objectfrom theserviceto
theclientaspartof theservicedescription.

— Lookup service: Thelookupservice[Sun99c] is thecentraldirectorywhereserviceproviders
advertisetheir services.Servicesget in contactwith the lookup serviceusingIP multicast-
baseddiscovery protocols[Sun99b] (seeFig. 2.2a). After a serviceprovider haslocateda
lookupserver it “uploads”theserviceproxiestogetherwith furtherservicedescriptioninfor-
mationin theformatof serializedJavaobjectsto thelookupserver(seeFig.2.2b).Technically,
this is achieved by �rst downloadinga lookup serviceproxy object from the lookup server
which in turn is usedto advertisetheservice(so-calledjoin).

— Client: A client is an entity that usesservicesto performa certaintask. In Jini a client is
requiredto run a Java Virtual Machine(JVM) to beableto downloadandexecutetheservice
proxy(seeFig.2.2c).In contrastto theservice,Jini is vitally dependentontheclients' support
for executingtheserviceproxy within aJVM.

Jini usesserializedJavaobjectsto implementaservicedescription.In particulartheinformationsent
from theserviceproviderto thelookupserver– theso-calledserviceitem– is asetof serializedJava
objectsincluding theserviceproxy which describetheserviceandits validity period. The lookup
server is ableto useJava's type systemto matchclients' queries– calledservicetemplates– with
registeredservicetypes.

Besidesthe server-sideregistrationof a serviceandthe client-sidequeriesthe lookup service
alsosupportsso-calleddistributedeventsthatenableinterestedpartiesto subscribewith thelookup
servicefor theoccurrenceof particularevents,suchas,theappearanceor disappearanceof speci�c
services.
2 In SLP, scopescanbeessentiallyconsideredasnamespacesfor servicesmanagedby directoryagents.
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Figure 2.2: Jini protocolsoverview: a) discovery, b) join, andc) client-sideproxydownload

Lookupservicescanalsobeassociatedwith servicegroupswhich allow to separatetherespon-
sibility of lookupservicesto managecertaingroupsonly. However, this featurein not a realgroup
concept,but rathera simpleoptimizationschemefor managingwork load.

Summar y

All componentsin a Jini scenariorequirea working TCP/IPstack. Clientsandserverslocatethe
lookup server using IP multicastpackets that aresentto a well-known IP addressandport num-
ber. This informationis sharedby all participantsin advanceto beableto �nd eachother, further
communicationis donethroughTCP.

As mentionedpreviously, all clientsneeda working Java VM andrequirea minimumJava API
to be able to successfullyexecutethe serviceproxiesdownloadedfrom the lookup service. Jini
servicesrequirea JVM if they register throughthe lookup service's proxy – which dependson
theparticularlookupserviceimplementation.Jini is a well-designedframework thattremendously
simpli�es the implementationof spontaneousnetworking facilities. Furthermore,the conceptof
proxiesallowsto runarbitraryprotocolsbetweentheproxyandits service.Thiscanheavily simplify
the implementationof a client for a particularservice,sincetheclient needsto know only a high-
level “Java interface”to talk to. Otherwisea low-level communicationprotocolwould beneededif
it would directly talk to theserviceitself. This is actuallythemostinterestingconceptthathasbeen



2.4 A Brief Overview of Spontaneous Netw orking Technolog ies 16

introducedby Jini.
However, Jini requiresa signi�cantly large infrastructurefor both – clients and servers – to

successfullyserve asa spontaneousnetworking technologyandit alwaysrequiresthepresenceof a
centralregistry – thelookupservice.More precisely, it cannotbeeasilyusedin environmentswith
limited devicesthatarenotableto run this infrastructure.

2.4.2.3 Related Technolog ies

Besidesthe two presentedtechnologiesnumerousother systemsand frameworks have beenpro-
posed.In thefollowing paragraphswepresentsomeof themoreinterestingones.

TheHomeAudioVideoInterface(HAVi) [Con98] is aninitiative targetingthespontaneousinte-
grationof audioandvideodevices. It builds upontheIEEE1394(FireWire) technologyandoffers
protocolsandfacilitiesfor serviceregistrationandbinding.

Salutation[Sal97] hasfocusedontheintegrationof typicalof�ce devicessuchasprintersandfax
devices. It builds uponSun's ONC RPC[RFC1057] protocolandde�nes entiredevice hierarchies
includingtheir interfaces.

Universal Plug and Play (UPnP)[UPn99b; UPn99a] hasbeendevelopedby MicrosoftTM and
Hewlett-PackardTM andbeyondapureframework for spontaneousnetworkingit alsode�nesamodel
for devicesand the servicesoffered. The designof UPnPis largely in�uenced by SLP although
theprotocolsarelargely basedon HTTP for communicationandXML for servicedescriptionand
communicationbetweenclientsandservers.

The ServiceDiscovery Service(SDS)[CZH+ 99] wasdevelopedaspart of Berkeley's Iceberg
project[Ice99]. SDSserversarecentralauthoritiesusedto collecttheserviceannouncementssentby
services.Serviceannouncementsconsistof XML documentsdescribingservicesaccordingto acer-
tain XML DocumentTypeDe�nition (DTD). ClientsquerySDSservicesusingso-calledtemplates
thatarematchedagainsttheknown servicedescriptionsusinga high-performanceXML matching
engine.In contrastto mostothersystems,SDSis designedto supportessentialsecuritymechanisms
suchasencryption,integrity protection,andauthentication.

TheIntensionalNamingSystem[ASBL99] is aserviceannouncementframeworkcombinedwith
anoptimizedroutingschemefor servicequeries.Intermediatenodesin anetwork aggregateservice
announcementsandstore“routes” to neighbournodescloserto a service. This is possiblesince
thedescriptionof servicesis chosenin a way thateasestheaggregationof servicedescriptionsfor
building compactroutes.

DEAPspace[Nid99] is a technologyfor providing spontaneousnetworking facilitiesfor ad-hoc
networks. Thedesignof DEAPspacewasheavily in�uencedby thedemandfor afastservicediscov-
ery mechanismusedin conjunctionwith mobiledevices. Its outstandingfeatureis its collaborative
architecturein whichall componentstogethercachetheannouncementsof servicesandserveclients'
queries.This leadsto a generallyvery fastresponsivenessespeciallyusefulin mobilescenarios.

Bluetooth/SDP[Blu01, Part E] is the servicediscovery part of the BluetoothTM protocolsuite.
It exploits featuresof theunderlyingradiolink andis optimizedtowardssmallbandwidthsandfast
responsiveness.It is completelydecentralizedandoffersonly limited facilities for servicedescrip-
tion andmatching,however, makingit easilyimplementableon deviceswith limited computational
resources.

UDDI [UDDI01] standsfor UniversalDescription,DiscoveryandIntegration.TheUDDI Project
is anindustryinitiative that is working to enablebusinessesto quickly, easily, anddynamically�nd
andtransactwith oneanother. UDDI enablesabusinessto a)describeits businessandits services,d)
discoverotherbusinessesthatoffer desiredservices,andc) integratewith theseotherbusinesses.In
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contrastto mostof thepreviouslydiscussedapproaches,UDDI is intendedfor locatingservicesin a
wide-areaenvironmentlike theInternet.As such,it doesnot includeany multicast-baseddiscovery
mechanismsbut is basedona traditionalclient/server interactionmodel.

2.4.3 Summar y

Several technologieshave beenproposedfor approachingthe spontaneousnetworking problem.
Their mostrelevantdistinguishingparametersare:

— Design: As shown thereexist purely centralizedsystemslike Jini, othersoperatepurelyde-
centralized,andsystemssuchasSLPoffer hybridschemesof operation.

— Servicedescription richness: Eachof thesystemsusesdifferenttechniquesfor representing
services.Someof thesystemsallow for rathercomplex matchingalgorithmscomparingre-
questswith advertisements(e.g.SDS),othersallow only for very limited servicedescriptions
(e.g.Bluetooth/SDPandDEAPspace).

— Performance: Someof the systems(e.g.DEAPspace,Bluetooth/SDP)arebettersuitedfor
mobileenvironmentswhereresponsivenessmight bea critical issue.

— Scalability: SystemssuchasSDSandSLP arelikely to scalebetterfor large installations,
whereasothersmightbeonly suitedfor smallinstallationsin thehome/of�ce domain.

— Security: Besidestheauthenticationfeaturesof SLP, only SDSoffersbuilt-in securityfor all
stepsin thecomponentinteraction.

— Resourceconsumption: Severalcomponents,e.g.theJini lookupserviceor theSDSXML
enginearerathercomplex systemsrequiringreasonableresourcesin thenetwork. In contrast,
the peer-to-peersystemssuchas DEAPspaceand Bluetooth/SDPhave beenoptimizedfor
resource-limitedsystemssacri�cing theabstractionlayerintroducedby theformersystems.

Summingup, differentapplicationdomainsmight have different requirementsfor a spontaneous
networking technology. Thereis often a certaintrade-off betweenthedistinguishingfactorslisted
above, makinggeneralstatementsabouttheusefulnessof thesetechnologiesvery dif�cult. Smart-
cards,for example,arenot supportedby any of thepreviouslypresentedtechnologies.

We now sketchhow suchan infrastructuremust look like in order to supportvery small and
resource-limiteddevicesto properlyintegrateinto anenvironment.

2.5 On the Necessity of Infrastructural Suppor t for Small
Devices

Thetechnologiesfor spontaneousnetworking presentedin theprevioussectionrequirea minimum
amountof computationalresourcesnotofferedby many mobiledevices.Figure2.3onthenext page
shows the designspaceof suchdevices concerningtheir capabilitiesaccordingto threedifferent
dimensions.

• The �rst dimensiondenotestheamountof computationalor processingpowera device has.
HerewesubsumethethreemainitemsCPUperformance, memorysize, andsizeof persistent
storage, into onesingulardimension,sinceusuallyall threeof themgrow at similar ratesas
devicesgetlarger.
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Figure 2.3: Mobile devicesdesignspace

• Along theseconddimensionweconsidertheability to communicateasanotherrelevantfactor.
It includesbandwidth, theunderlyingcommunicationtechnology, anddiscreteissues,suchas
on-vs.off-line operationandsupportfor uni- vs.bi-directionalcommunication.

• The third dimensionis autonomy, an indicationof how dependenta device is on supportof
its surroundinginfrastructure.Usually, autonomydependson the�rst two dimensionsandis
thereforenottruly orthogonal.Theshadedregionsaremeantto indicatethatthemorepowerful
adevice is alongthe�rst two dimensions,themorethedevice is likely to beautonomous.

As anillustrationof our designspacecertaindevice categoriescanbeclassi�ed. This classi�cation
givesa roughimpressionof thecharacterof thesedevicesandthekind of supportthey needfrom
theinfrastructurefor properoperation.

— Sensors:Sensordevicesareequippedwith only minimalcomputingpowerandmemorysize.
Their communicationfacilities arewire-basedor wire-less,e.g.Infrared. Thesedevicesare
pure information sources,cannotbe controlledor managedfrom outside,and thus have a
uni-directionallink. Additionally, they may sendtheir informationin shorttime intervals in
contrastto continuoustransmission.

Typical examplesof suchdevicesarethe Infrared-emittersin theActive Badgelocationsys-
tem [WHFG92] or sensorsin medicalhealth-caresystemssuchas the temperaturesensing
devicedescribedin [SA99].

To make useof thesedevices,appropriatereceiversmustbe installedat every locationthey
areto beusedat. Informationprocessingoccursoutsidethedevicessomewherein theinfras-
tructureand/orat theapplicationlevel.

— Actuators: In contrastto simplesensors,thesedevicesareableto receivecommandsthatcan
in turn control thedevice, or performactionswith theactuators.They implementa protocol
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thatcanbeusedto adjustparameterssuchasrateof sensing,powermanagement,etc.Typical
actuatorsare�o w control devices,e.g.valves,that areopenedor closedby the actuator. In
our designspacethesedevicesareprobablylocatedin the light grey shadedareaof Fig. 2.3.
Many embeddedsystemsprobablyfall into this category.

Sincesomeof thesedevicesmay not be constantlyon-line, e.g. for reasonsof batterycon-
sumptionor aspectsof mobility, interactionwith thesedeviceswill mostlyhappenvia aproxy
object for that device runningsomewhereon a network node. This proxy knows aboutthe
on-line timesof the device andexchangesdatain both directions.The device proxy canbe
constantlyon-line andacceptscommandsfor parameterchanges.The proxy waits until the
next time thedevice is on-lineandthentransmitsthecontrol informationto thedevice. It is
up to theproxy to implementasynchronousor asynchronousAPI for its clients.

— Inf ormation-pr ocessingdevices: For devicesof this category we canassumethatthey offer
enoughcomputationalpower to performmostof the tasksincluding the integrationinto an
infrastructureon their own, thoughthey still might lack enoughmemoryor bandwidthto
performresource-intensive tasks.Thedarkshadedareain Fig. 2.3might betheplaceto �nd
devicesof this category.

State-of-the-arthandheldsandPDAs arelikely to fall into this category.

Althoughthecategorizationperformedis rathercoarse-grainedwe considerit a valuableinstrument
to roughlysketchtheautonomyanddependabilityof a device from its surroundinginfrastructure.

Prediction on the Integration of Small Devices

Usually, devicesbelongingto thesensorsandactuatorscategory requiresomekind of supportfrom
their infrastructureto bespontaneouslyintegratableinto environments.More generally, onecanar-
guethatthisis justatemporaryproblemthatvanishesautomaticallywhenthesedevicesareequipped
with morecomputationalresources,anexpectationthat is metwith mostof today's electronicarti-
facts.

However, asdevicesgrow the desireincreasesto integrateothersmall devices that have pre-
viously not beenconsideredas integratable. Hence,our fundamentalpredictioncanbe statedas
follows:

There will alwaysbe small deviceswith limited resourcesin termsof computational
power, memory, persistentstorage, andenergyconsumption,that require specialassis-
tancefromtheir surroundinginfrastructure.

Theconsequenceof this statementis that theproblemof integratingsuchsmalldeviceswill always
bepresentandthatgenericsolutionsmustbefound.

2.6 Summar y

In this chapterwe have createda vision of how userswill interactwith devicesandservicesin the
future.Themostimportantkeywordsdescribingthisvisionarepervasiveandubiquitouscomputing.

We have introducedtheconceptsof spontaneousnetworking which is a specialsub-problemof
thepervasiveandubiquitouscomputingparadigm.TheServiceLocationProtocolandJini havebeen
chosenasprimaryevaluationtargetsto studycommonanddistinguishingfactorsof spontaneousnet-
working technologies,suchas,centralizedor decentralizeddesign, theservicedescriptionrichness,
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performance, scalability, security, andresourceconsumption. Additionally, othertechnologiesfor
spontaneousnetworkinghavebeenbrie�y presented.

Basedon theobservationthat thesupportfor very smalldevicesin theconsideredtechnologies
wasnotgiven,acharacterizationof thedesignspaceof smalldevicesaccordingto thedimensionsof
thecomputationalandprocessingpower, theability to communicate, andthesomewhatcorrelating
dimensionof autonomyof adevicew.r.t. its surroundinginfrastructurewasundertaken.This design
spaceallows to roughly identify threedifferentdevice categorieswhich aresensors, actuators, and
information-processingdevices.

Sincemany devicesfall into device categoriesthat requirea signi�cant supportfrom their sur-
roundingenvironmentto bespontaneouslyintegratable,a generalpredictionwasformulatedsaying
that therealwayswill be a demandto integratesuchsmall devices into local environments. This
issuewill be furtherdiscussedin Chapter4 consideringthe integrationof smartcardsinto local en-
vironments.

The small devices' designspacehasbeenpresentedin [KVZ99] togetherwith a possibleresearch
agendatowardssolutionsfor theintegrationof smalldevicesinto local environments.

�����������������������



Cha pter 3

Smartcar ds as Personal and Ubiquitous
Secur ity Modules

Boss (calling Dogb ert's T ech supp ort): \My keyb oard is brok en.
It only t yp es asterisks fo r passw ords."

Dogb ert: \T ry changing your passw ord to �ve asterisks!"
Boss (to himself ): \I hop e I can rememb er it."

Dilbert comic,byScottAdams,20011

3.1 Introduction

Althoughsecuritypracticesareoftencomparableto theoneillustratedin ScottAdams' comic, the
plot thatprecedesthischapteris de�nitely somethingthatundernocircumstancesshouldbeconsid-
eredasthestandardmeansof securityin pervasive computingenvironments.More concretelythe
comicdemonstratesseveraltypical securityproblems:

• It illustratestheuseof passwordsthatareconsideredto bea generallyweaksecuritymecha-
nism(cf. [And01, Chap.3]).

• It demonstratestheharmfulaspectsof socialengineeringin a security-sensitivedomain.

• It showsanexampleof human(mis-)behaviourw.r.t. securitymatters.

In Chapter1 we have brie�y motivatedtheneedfor reasonableprotectionin mobileserviceusage
scenariosof the future. Traditionally, many of the securitymeasuresin digital worlds arebased
on cryptography. Thus,thecomputationof complex mathematicalalgorithmsin combinationwith
secretandsometimespublic keys will be fundamentalconceptsin thedaily life of tomorrow. Al-
thoughmany peoplethink thatmostof thepracticallyrelevantproblemshave beensolved,making
thingspracticallyusableandapplicable,i.e. building an “interfaceto real life”, is of at leastequal
importance.

The centralthemeof this thesisis to considerthis aspectof computersecurityandasa con-
sequencewe contribute with proposalsand resultsat the level of components,architectures,and
protocolsto facethis problem.Hence,this chaptercanbeconsideredasthemethodologicalcoreof
this thesissincethe remainingchaptersfurther elaborateideasandapproachesthat areintroduced
here.
1 Citedwith kind permissionfrom Mrs. Heike Schmeling,kipkakomiksGmbH,http://www.kipkakomiks.de.
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This chapteris organizedasfollows: Section3.2givesanoverview of thecurrentstate-of-the-artin
smartcardtechnologyandconsiderstypical applicationandtrustmodels.

Section3.3considersanimportantissuewhich is theusageof smartcardsin so-called“hostile”
environmentsby revisiting relatedwork publishedthroughoutthelastdecade.Essentially, theresults
suggestthat currentlythereis still no practicalmethodknown, how userscansafelyinteractwith
smartcardsin suchenvironments.

In Sect.3.4 � ve differentdimensionsof thedesignspaceof personalsecuritymodulesareiden-
ti�ed. We considertheseto be (a) themobility and(b) thepersonalizationof the terminal,(c) the
co-locatedor remotepositioningof the smartcardasanotherdimension,(d) the protectionof the
communicationlink betweenthesmartcardandtheterminal,and�nally (e) thedegreeof application
control exercisedby smartcardandterminalasthelastdimension.

Basedon thedesignspaceopenedup, four designoptionsaffectingthedesignof personalsecu-
rity modulesareidenti�ed in Sect.3.5. In particularthesearethesolutionsconcerning

(1) thespontaneousnetworkingcapabilitiesof smartcards,

(2) theuseof trustworthy terminalsin hostileenvironments,

(3) theideaof awirelesssmartcardterminal,and

(4) theconceptof amobilecodeplatformfor smartcards.

For eachof theseapproachesweidentify thepartof thedesignspaceto whichtheparticularsolution
is applicableandcompareit to moretraditionalsmartcardusagescenarios.Thecomparisonshows
thatthisthesisconsidersfundamentallynew usagescenariosleadingto truelypersonalsecuritymod-
ule for smartcards.

Section3.6 �nally summarizesthecurrentchapterandgivesa brief overview of the remaining
partsof this thesisthatprovideanin-depthstudyof theproblems,approaches,andsolutionsfor each
of thefour designoptionsidenti�ed in thischapter.

3.2 Smartcar d Technology Overvie w

Smartcardsare the outcomeof thoroughresearchand engineeringduring the last threedecades.
Basically, they canbeperceivedassmallelectronic“safes”for digital informationimplementedasa
tiny computerin theshapeof a smallhardwaremodule.

Thissectiongivesabrief overview of thestateof theart in currentsmartcardtechnologyconcen-
tratingon therelevantaspectsnecessaryfor the remainingpartsof this thesis.Furtherinformation
on thesetechnologicalartifactscanbefoundin [RE97; Gut01].

3.2.1 A Brief History of Smartcar ds

The�rst plasticcardfor cash-lesspaymentswasissuedby DinersClubTM in 1950andwasaccepted
by major hotelsandrestaurantsat that time only. Later on VisaTM andMasterCardTM also issued
cardsfor paymentservicesandcreditcardsbecamethecomponentsof a widely acceptedpayment
scheme.The securityof thesecardswasbasedon the quality of the printing of logos,customers
name,andcreditcardnumber.

The next generationof identi�cation cardsintroducedthe magneticstripeto electronicallyen-
codemorecustomer's datain a machine-readableform. Sincemagneticstripescanbe easilyread
andoverwrittenthey could not be usedto storesecurity-sensitive dataandimprovedmaintenance



3.2 Smartcard Technology Overview 23

RAM
128-4096 bytes

CPU
8-/16-/32-bit

ROM
6-128 kBytes

EEPROM
4-64 kBytes

I/O

CLK

RST

Vcc

GND

Figure 3.1: Componentsof asmartcard

andeaseof useonly. Therefore,mostsecurity-criticalsystemsbuilt aroundmagneticstripecardsuse
the informationon thecardfor creatingan on-line connectionto a backendsystem.Sinceon-line
connectionsarecostly, secureoff-line solutionswereneeded.

In the 1960iesthe technologicaladvancesof micro electronicsallowed for the integrationof
memoryandlogic circuits on small silicon discsof a few squaremillimetersof size. The ideato
implantsuchanintegratedcircuit into an identi�cation cardwasdescribedin 1968by theGerman
inventorsJürgenDethloff andHelmut Gröttrupandappliedfor a patent[DG69] in Germany and
later in theU.S. [Det78]. A similar patentwasappliedfor in Japanin 1970by KunitakaArimura.
LaterRolandMorenoappliedfor severalpatentsin Francestartingfrom 1974andthedevelopment
anddeploymentof integratedcircuitsof thenecessarysizefor reasonablepriceswaspossible.

The�rst majordeploymentof cardswasundertakenin 1984in Franceandlaterin Germany for a
new typeof application– public phonecards.In thefollowing yearsseveralmillion deployedcards
werein use. Today, an estimatednumberof 600million smartcardshave beenissuedin theGSM
world for securelyauthenticatingmobileusers.

3.2.2 Micr o Processor Car ds – Essence and Applications

In this sectionwegiveabrief overview of currentmicroprocessorsmartcards.

3.2.2.1 Card Architecture

Smartcardsarebasicallytiny computers.Figure3.1 illustratesthe componentsa smartcardcom-
prises.In particulartheseare:

— CPU: The most importantdifferencebetweena memorycard and a smartcardis that the
latter hasa programmablecentralprocessingunit. CPUscurrently rangefrom 8-bit micro
controllerswith a few MHz of clock frequency to 32-bit RISC processorsworking at much
higherrates.

— ROM: ROM isnon-volatilepersistentmemorythatis usuallycheapto implementandcontains
thecardoperatingsystem.Typical sizesrangefrom 6kB to 128kB. Somemoderncardsuse
FlashROM asa replacementof ROM for developmentpurposes.Thecontentsof FlashROM
memorycan be updatedby specialloading protocols,e.g. to test new versionsof a card
operatingsystem.Memorysizesof FlashROM areusuallycomparableto ROM.
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— RAM : SinceRAM is ratherexpensive to manufactureandconsumesa ratherlargeportionof
silicon, typical sizesof modernsmartcardsrangefrom 128bytesto 4kB. Accessto RAM is
usuallya magnitudefasterthanaccessto ROM or EEPROM. Therefore,RAM is usedfor the
runtimecontrol anddatastack. SinceRAM is volatile storageit cannotbe usedfor storing
persistentdata.

— EEPROM: In contrastto ROM, EEPROM is persistent,but its contentcanbechangeddur-
ing operation. It is mostly usedfor persistentbut alterabledataanddynamicallyinstalled
applications.Typical sizesrangefrom 4kB to 64kB. Insteadof EEPROM therehave been
recentlyprototypedsmartcardsbasedon othermemorytechnologiesoffering up to 1MB of
spacefor applicationsanddata.Hence,it is likely thatnew memorycapacitiesareavailable
in a mid-term.

— I/O-Block: TheI/O-Block offersserialcommunicationwith theoutsideworld (I/O) andcon-
tainsotherlines for externalclock (CLK), cardreset(RST), power supply(Vcc), andground
(GND).2

Theprevioustechnicalspeci�cationscoverstandardsmartcardswhich comein theform factorof a
creditcard.Othersmartcard-likedevicessuchastheiButtonTM [Dal00] offerabout128kB of battery-
poweredRAM insteadof EEPROM andadigital clock. TheiButtoncomesin avarietyof new form
factorssuchasbuttonsandringswhich arenecessaryto meettheadditionalspacerequirementdue
to the sizeof the battery. Another recentlyemerging type of smartcard-like device areUniversal
SerialBus(USB) tokensthatareequippedwith a USB interfaceto beattachedto a PC.They have
differentexternallinks but mostof themareotherwisecomparableto smartcards.

3.2.2.2 Smartcard Essentials

Micro processorcardswere �rst usedin the Frenchbank card startingin 1984. The possibility
to storekeys secretlyin the card andperform cryptographicalgorithmslead to off-line payment
schemeswith high-level security. Smartcardsbasicallyoffer acombinationof

• asecure andtamper-resistantstoragefor, e.g.,cryptographickeys,

• theimplementationof unobservablealgorithms(in particularcryptographicalgorithms),and

• mobilitysincesmartcardscanbeeasilycarriedaround

thatmake smartcardsan idealdevice for off-line aswell ason-line systems.Put in otherwords,a
smartcardallowsto storeasecretandperformcomputationswith thatsecretwithoutrevealingit. For
goodreasonsthetermtamper-proof hasbeenavoidedsinceseveralsuccessfulattacksonsmartcards
suchas differential power analysishave beenreportedin the past,e.g. [AK96; Koc96; AK97].
Designprinciplesto avoid suchattacksare,for example,describedin [KK99]. An overview of the
notionsof tamper-proofnessandtamper-resistanceis givenin [Sch00, Chap.14].

Currentsmartcardsimplementa numberof cryptographicalgorithms(cf. [Sch96; MOV97])
suchasDES (ECB andCBC modes)andTriple-DES(3DES)that canbe easily implementedfor
the8-bit micro controllers.Due to performancereasonsRSA is usuallyavailablethroughanaddi-
tional cryptographiccoprocessor. Elliptic curveCryptographyis alsosaidto besupportedin future
smartcardssinceit is computationallylessexpensivethanotherpublic-key cryptographicalgorithms.

2 Theexactpositionsof thesecontactsonaplasticcardarespeci�ed in ISO7816-2[ISO88].
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Pseudorandomnumbergeneratorsareavailablefor computingcryptographicchallenges,padding
data,etc.Furthermore,many moderncardsalsoimplementamessagedigestalgorithmsuchasMD5
[RFC1321] or SHA-1 [FIPS95].

3.2.2.3 Smartcard Applications

Sincesecureandpersistentstorageononehand,andcryptoalgorithmsontheotherhandarethekey
bene�tsof smartcards,they aremostlyusedin security-criticalapplicationdomainssuchas,but not
restrictedto

• identitycards(personalinformation),

• accesscontrol(buildings,rooms,computers,mobilenetworks,services,etc.),

• securedatastorage(medicalinformation,cryptographickeys,etc.),

• electronicsignatures,and

• electronicwallet andbankingcards(monetaryvalues,loyalty systems,etc.).

Today, smartcardshavebecomesmall,butpervasivecomputersusedall overtheworld. Furthermore,
the pasthasshown that the more smartcardsare capableof, the more applicationdomainshave
emerged.

3.2.2.4 Card Operating System

Smartcardoperatingsystemsareresponsiblefor thefollowing tasks:

• Datatransmissionto andfrom smartcard,

• controlof theexecutionof commands,

• �le management,and

• managementandexecutionof cryptographicalgorithms.

Basically, smartcardsoperateasaserver in a traditionalclient/serversystemasfollows:

1. Request: A requestcontaininga commandto beexecutedis receivedby theI/O managervia
theserialinterface.Error correctiondueto transmissionfailuresareusuallydirectly handled
by theI/O manager.

2. Processing: Thecardinterpretsandsubsequentlyexecutesthereceivedcommand.Statetran-
sitionsmay occurduring computation.A messagingmanageris usuallyresponsiblefor ap-
propriatede-andencodingof messages.A commandinterpreterdecodesthecommandsand
triggersappropriateactionsto performthe interpretation.Thereturncodemanagertakesthe
resultof theinterpreter'scomputationandgeneratesacorrespondingreturncode.

3. Response: After thecardhasprocessedthecommandthereturncodeandcomputeddataare
returnedto theoutsideclient via theI/O manager.

Smartcardcomputationsonly occursynchronouslyafteranappropriaterequesthasbeenissuedto a
card.Hence,smartcardsarereactivedevicesthatarenotableto proactivelyinitiateexternalactivities
on their own.
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Figure 3.2: Structureof anapplicationprotocoldataunit (APDU)

3.2.2.5 Smartcard Comm unication

We brie�y introducethemostbasiccommunicationprinciplesof ISO-compliantsmartcards.

Transmission Protocols T=0and T=1

Communicationto andfrom thecardto theterminala smartcardis attachedto occursvia theserial
interface. The electronicsignalsand transmissionprotocols(cf. OSI physicallayer 1) of smart-
cardsarestandardizedin ISO7816-3[ISO89]. It speci�esbasicelectroniccharacteristicsof inte-
gratedcircuit cardsandpowerneededfor datatransfer. Furthermore,it speci�esthestructureof the
answer-to-reset(ATR) anddescribesthedatatransmissionprotocolT=0 (cf. OSI datalink layer2).
Amendment1 [ISO92] of ISO7816-3describesthe frequentlyusedblock transmissionprotocol
T=1.

Application Protocol Data Unit (APDU)

The entiredataexchangebetweensmartcardandterminal takesplaceusingso calledapplication
protocoldataunits(APDU) asspeci�edin ISO7816-4[ISO94]. Thestructureof anAPDU is shown
in Fig. 3.2. They consistof a so-calledclassbyte(CLA), the instructionbyte(INS), two parameter
bytes(P1 , P2), a length�eld (Lc) of thedatasentto thecard,thedata�eld , anda length�eld (Le) of
thedatasentbackfrom thecard.

Thedata�eld of anAPDU is oftenstructuredaccordingto theabstractsyntaxnotation(ASN.1)
asde�ned in [ISO90a] and[ISO90b]. Thisencodingis basedona triple (tag, length, value) or TLV
with tag specifyingthe typeof data,lengththe lengthof thedata,andvaluetheactualdata. With
differentkindsof “container”tags,arbitrarynesteddatastructurescanbedescribed.

Answer to Reset (ATR)

After bootingthe power supply, theclock andthe resetsignal,the smartcardsendsout an answer
to reset(ATR) at the I/O pin. This datastring, up to 33 byteslong, is always sentandcontains
variousdatarelevantto thetransmissionandto thecard. An interestingportionof theATR arethe
historical characters or historicals. The historicalsarenot prescribedby any standardbut mostly
they containinformationaboutthe smartcard,its operatingsystem,versionnumber, etc. Besides
theATR, ISO7816-4[ISO94] de�nes anATR�le with the �le ID `2F01', thatmaycontainfurther
informationabouttheATR.

TheATR andtheATR�le playanimportantrolefor theintegrationof smartcardsinto localnetworks
which is themainthemeof Chapter4.
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3.2.3 Standar d Issuance Models for Smartcar ds

Mostof thesystemsthatmakeuseof smartcardscanbecategorizedas“single-applicationsystems”.
This meansthat a dedicatedapplicationsuchasbanking,electroniccash(cf. [Gen99]), electronic
signaturecreation,public transportationsystems,etc. usea dedicatedsmartcardthat is issuedfor
thesolepurposeof implementingthis application.

Issuance Players

Theplayersinvolvedin suchasystemarethefollowing:

— Card manufacturer: Themanufacturer3 usuallyimplementsthecardoperatingsystemand
performsthepackagingof a smartcardwhichusuallyincludes

• embeddingthecoreintegratedcircuit into plastic;
• loadingtheoperatingsysteminto theROM;
• loadingtheEEPROM with appropriatedata,e.g.�le system,etc.;
• optionallyperformsomepersonalizationin cooperationwith thecardissuersuchaskey

installationandmanagement.

The manufactureris usuallynot further involved in the actualoperationof the application
itself.

— Card issuer: The issueris theoperatorof thesystemandtheapplicationthesmartcardis a
componentof. Typical examplesarebanksissuingbankingandelectroniccashcards,mobile
operatorsissuingGSM SIM cards,etc.They usually

• personalizethecards– sometimesin cooperationwith themanufacturer,
• issuethecardsto thesubscribersandclients,
• operatethesystemandapplication,e.g.runthemobilenetwork whichincludestaskslike

billing in caseof themobileoperator.

The issuerusually hassomekind of contractwith the card holder that establishesa legal
relationshipbetweenboth.

— Card holder: The cardholderusesthe cardobtainedfrom the issuerto participatein the
applicationor system,e.g. insertsthe SIM card into the mobile phoneto make phonecalls
with.

Summingup, from the perspective of the cardholder the smartcard essentiallyis the application
sincea card is only usedfor oneparticular application. For eachapplicationa client obtainsa
new cardform theissuerrunningtheapplication.Theconsequencesfor theholdersarewell-known:
Everybodycarriesaroundasigni�cant numberof cardsandeverybodywonderswhy theapplications
in usecannotbeintegratedinto only asmallnumberof multi-applicationcards.

Thereasonsfor this aremanifoldand(non-)expertsin this areagive severalpossiblesubjective
explanations:4

3 Someof thebestknown nameshereareGemplusTM , SchlumbergerTM , Giesecke & DevrientTM , OberthurTM , De la RueTM ,
OrgaTM , SetecTM , andSagemTM .

4 Furtherinformationon thesmartcardbusinesssectorconcerningsomeof theseissuescanbefoundin [Ovum99].
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• Multi-applicationcardsareexpensive, andissuancecanonly be doneif a critical amountof
applicationsis foundto beloadedontosucha card.

• Theapplicationandtrustmanagementwith multi-applicationcardsis noteasyto solve,espe-
cially thelegal issuesseemnot to beeasilysolvable.

• Many companiesare not interestedin being “integrated” into a multi-applicationcard due
to brandingissues;they areinterestedthat their customerscarrya cardwith thecompanies'
logo.5

Thetrustmodelsin systemsusingsmartcardsarebasicallysuchthatthecardholdertruststheissuer
to enforceapolicy thatis somehow partof themutualcontractbetweenthem.As anexampleauser
trustsher mobile operatorto correctlyperformthe billing andnot charge the userfor phonecalls
thatwerenotmade.Sincethereis nodifferencebetweentheissuerandtheapplicationthesituation
is quitesimple.

In multi-applicationenvironmentsthough,thesituationbecomesdifferent.Sinceonly oneentity
is ableto actuallyissuethecardtheremustberelationshipsbetweenanissuerandtheotherservice
providersrunningapplicationsin thecardholder'ssmartcard.We will comebackto this problemin
Chapter7.

3.3 Smartcar ds in Hostile Environments

As hasbeenpreviouslynotedsmartcardsarecurrentlyusedin conjunctionwith aparticularapplica-
tion only. This furtherimpliesthatthecard'ssurroundinginfrastructureis alsoreasonablytrustwor-
thy. Consider, for example,theuseof asmartcardin anATM. Fromthebank'sperspectivetheATM
is consideredto bereasonablytrustworthy andaslong asthecardis usedin thecontext of anATM
this is not a problemfor thebank. Furthermore,thebankusuallyimplementsmeasuresthatdo not
allow to makeuseof their smartcardsin othercontexts thantheATM.

If smartcards,however, arenot boundto a particularapplicationbut insteadareusedat differ-
ent placesin differentsituationsthe smartcard's environmentmustbe investigatedundersecurity
considerations.Severalresearchgroupshave studiedthis problemof usingsmartcardsin untrusted
environmentsduringthelastdecade.

Abadietal. [ABKL93] considerthelackof aclock in asmartcardascrucialshortcomingfor the
creationof electronicsignatures.They enumeratethat “ . . . the smart-card can no longer generate
secure timestampsfor its certi�cates,and it cannotcheck that othercerti�cates havenot expired.”
Furthermore,they arguethat “ . . .a variety of replayattacks becomepossibleunlessthat card can
obtainthetimesomehow.” 6 They presentdifferentprotocolsfor authenticationanddelegationbased
on ideal smartcardscontaininga display and a keyboard. Additionally, they presentthe idea of
securelyenteringthe PIN if the smartcardis in control of a securedisplayby the cardshowing a
one-timepassword thattheusers“modi�es” into thePIN by enteringa seriesof `+' and`nextdigit'
operationsvia the(possiblyuntrusted)keyboard.

5 Otherapplicationareassuchase-governmentandhealth-careseemnotto suffer from theseproblems.TheEuropeanCom-
mission,for example,hasstartedtheeEuropeinitiative [Zob01; CEC00]aimingatthe“harmonizationof smartcard-based
infrastructuresacrosssectors bybuilding a consensusfor compatibility”, and“stimulatinginter-sectorcooperation to en-
courage interoperability”. TheCommission's initiative seemsto pave theway for otherattemptsdrivenby governments,
e.g.Austria's Bürgerkarte[Ott01].

6 They donot furtherconsiderthatthelackof aclockalsoimpliesthatit is notpossibleto performusefuldifferentialtiming
measurementsneededto detectarti�cial slow-down in thedelivery of messagesfrom a timestampingservice.
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YeeandTygar[Yee94; YT95] morepreciselysketchthegeneralproblemof theprivatecommu-
nicationpathbetweena securecoprocessor– suchasa smartcard– andtheuserwithout, however,
offeringnew solutions.

Gobioff etal. [GSTY96] furtherinvestigatethedirectcommunicationproblemdueto thesmart-
card's lack of userI/O andproposeschemesto substitutesecureinput (to entera sharedsecretinto
a smartcard)with secureoutput(to communicatesharedsecretsfrom thecardto theuser)andvice
versa. However, their schemesarenot applicablefor practicalusesincethey requirethe userto
performmanualcomputationsto communicatewith thecardusingasharedsecret.

Stabell-Kulø [SK00] considersthe problemof smartcardsin hostileenvironmentswith a spe-
cial focuson electronicsignaturecreation. He statesthat the basicproblemof smartcardsis that
thereis nosecurechannelbetweenthesmartcardandtheusersinceall messagespassthroughsome
(potentiallymalicious)machinery. Basically, dataintegrity is the coreof the problemthat either
requiresauthenticatedchannelsor secretinformation. The approachconsideredcomprisesan ad-
ditional trustedthird party supportingthe userandhis smartcardthat signsa statementthat it has
veri�ed a signatureit received from theuser's card. Furthermore,it sendsa transformationof the
signedtext (somekind of messageauthenticationcode)to theuserwhocanthenmanuallyverify that
thecardactuallysignedthedataintended.Subsequentlytheuserdisclosesa secretthatis necessary
to unwrapthesignatureandmake it availablefor therecipient.Similar to Gobioff et al. his solution
requirestheuserto performmanualcomputationsandis applicablefor smalltextsonly with asmall
numberof symbolsin thedocument'salphabet.

Summingup, it seemsthatuntil now theredoesnotexist apracticalsolutionto thisproblem.There-
fore, thetrustworthinessof thecritical pathbetweentheuserterminalandthesmartcardis of vital
importanceto any securitymechanismbasedon smartcards.Otherwise,exactly this link becomes
oneof the mostvulnerablepartsof the whole systemthat might be the �rst target for a potential
attacker.

3.4 Design Dimensions of Smartcar ds and Terminals

Apart from the hostileenvironmentproblem,smartcardsseemto be ideally suitedto becomeper-
sonalsecuritymodulesof the future. They can be usedas safecontainersfor security-sensitive
cryptographickey materialandcanbecarriedaroundfor theusers'convenience.

Trustworthiness of Smartcards

Themostfundamentalassumptionsof theideaof apersonalsecurityenvironmentis thetrustworthi-
nessof thesmartcard.This trustworthinessis basedonseveralissues:

— Tamper-resistantdesign: The tamper-resistanceof a smartcardmustbe guaranteedby the
card's design.This includesthenon-observability of thememorycells,on-chipbussystems,
CPU,etc.Furthermore,theimplementedalgorithmsshouldbeunobservableandthesmartcard
shouldbein possessionof anunpredictablerandomnumbergeneratorimplementation.

— Card production process: The card productionprocessmust meet the tamper-resistance
designgoalsandavoid theintroductionof any kind of trap-doors.

— Card-r esidentapplications: Besidesthehardwareandthecard's operatingsystemall card-
residentapplicationsmustbesubjectedto acarefulsoftwareengineeringprocess.Thisprocess
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sometimesevenrequiresthe(formal) veri�cation of theapplicationsto provecertainsecurity
properties.

— Card issuance: The card issuanceprocessmust guaranteethat no manipulationof a card
canoccuruntil thecardis deliveredto theenduser. This includesalsoa properandsecured
personalizationprocess– possiblyat a point of sale– thatmustguaranteethatonly certi�ed
applicationsanddataarebroughtinto thecard.

— User diligence: The useris responsibleto appropriatelycarefor the device, e.g.avoiding
accessby otherpeople,or passingauthorizationinformationsuchasPIN numbers.

Theaboverequirementshave to bemetby all smartcardsthatareto beusedwithin thecontext of a
personalsecuritymodule. However, theserequirementsshouldbeconsideredbeyondthescopeof
this thesissincethey aremostlyenforcedtoday.

Smartcard Personalization

Thesmartcardactsasapersonalsecuritymoduleif oneor moreof thefollowing criteriaaremet:

• It containsoneor moreprivatekeys in a publickey crypto-systemthatareboundto theuser's
identity.

• It containsoneor moresharedsecretkeys in a symmetriccrypto-system.

• It containspublic key certi�catesof peers(persons,hosts,services,etc.) thatareconsidered
to betrusted.

• It containsothersecretinformationnot intendedfor public usesuchaselectronictickets,e.g.
in theform of authorizationcerti�catesor capabilities.

Onetypicalpersonalizationof asmartcardis thatthecardis a tamper-proofcontainerfor its owner's
secretkey in a publickey crypto-system.

Although ideally suitedfor personalization,it hasbeenobservedthat smartcardsalonearenot
suf�cient from a securityperspective sincethey lack reasonableuser interfaces. Thereis some
researchanddevelopmentgoingonto equipsmartcardswith smalldisplays,clocks,andkeypadsbut
for many applicationdomainsthis will notbesuf�cient for at leastthefollowing reasons:

• The amountof information to display will not �t on the small displaysprovided by such
“super”-smartcards.

• Thedisplayandkeyboardmountedmostlikely will belesstamper-resistantthantheintegrated
circuit itself andthusbesubjectto attacks.

• Somesmartcardssuchasplug-incardslikeGSMSIMsareembeddedinto anotherdeviceand
not directly exposedto a user. Hence,thereis no opportunityfor equippingsuchcardswith
someinputandoutputfacilities.

Hence,for practicaluse,suitableterminalsmustbe usedin orderto properly“control” andmake
useof smartcards.A personalsecuritymodulethereforecomprisesa personalizedsmartcard and
a terminal. Furthermore,theoverall securityof a systemconsistingof thesetwo componentswill
alwayshaveto take thesecurityandtrustworthinessof theterminalinto account.

In our approachpersonalizationis de�ned asfollows:

Personalizationis a processduring which information is brought into a device. This
informationmakesa statementabouta device'speeror is actuallypropertyof thepeer.
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Dimension Domain

(a) Mobility of terminal { mobile, non-mobile}

(b) Personalizationof terminal { personalized, non-personalized}

(c) Placementterminal/card { co-located, remote}

(d) Communicationprotection { unprotected, protected}

(e) Applicationcontrol terminal. . . card

Table 3.1: Designoptionsof terminal-andsmartcard-basedpersonalsecuritymodules

Basically, it dependson the informationbroughtinto thedevice thatdecidesaboutthe relationbe-
tweenthedeviceandits correspondingpeer. Think of auser's creditcardnumberthatis safelykept
in a smartcardandonly givento othertrustworthy partiessuchasshops.In this particularexample
theuseris thesmartcard'speer.

Sincewe areinterestedin how personalandubiquitoussecuritymodulesshouldbedesignedwe
separatelyconsidertheissuesaslistedin Tab. 3.1.

Ourmethodologicalapproachconsiderstheseissuesasfundamentaldimensionsspanningthede-
signspaceof personalsecuritymodulesbasedonsmartcards.Eachof these“axes” is now discussed
throughoutthefollowing sections.

3.4.1 Mobility and Personalization of Terminal

In contrastto smartcards,terminalsarenot consideredto be tamper-resistant.Whereasthesmart-
cardsavailabletodayhavedemonstratedthatit is indeedpossibleto protectasmallintegratedcircuit
to a reasonabledegree,the protectionof a “larger” device with input andoutput facilities is still
beyondtoday's engineeringpracticefor themassmarket. Thusthe trustworthinessof the terminal
aspartof apersonalsecuritymoduleis critical for theoverallsecurityof suchasystemandassumed
to begivenfor any terminalusedto accessapersonalizedsmartcard.

Furthermore,dependingon theconcretecapabilities,thepriceof off-the-shelfsmartcardswith
cryptographicsupportis somewhatarounda few Euro to a few tensof Euro. Terminals,however,
arestill devicesthat areat leastoneorderof magnitudemoreexpensive thansmartcards.Thus,a
personalsecuritymodule's pricemostlywill dependon thecostof the terminalandnot thecostof
thesmartcard.Ourworking hypothesisis asfollows:

Therelationshipof roughlyoneorderof magnitudebetweenthepriceof smartcardsand
terminalswill not changesigni�cantly in themid-termfuture.

As a consequence,we believe for practicalandeconomicreasonsthat any approachandproposal
for a personalsecuritymodulemust take into accountthat off-the-shelfdevicessuchas informa-
tion applianceslike personaldigital assistants,mobilephones,etc.or public terminalssuchasWeb
browserswill beusedasterminals.

Basically, we candistinguishbetweenmobileandnon-mobileterminals, bothof which will be
consideredasfront-endsto personalizedsmartcardsin thecourseof this thesis.
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Mobile Terminals

Peoplegetmoreandmoreusedto carryaroundmobileappliancessuchasmobilephonesandPDAs.
Thus, it can be safely assumedthat many mobile userscould potentially usesucha device as a
terminalfor their securitymodule– thesmartcard.A further assumptionwith mobile terminalsis
that they aresomehow ownedor even personalizedby the userand that they are to somedegree
trustworthydevices.This requiresappropriateuserdiligenceandphysicalcontrolover thedevice to
avoid tampering.

Estimatingthetrustworthinessof mobileterminalsis generallya hardproblem.However, there
exist studiesinvestigatingthesecurityfeaturesof currentoperatingsystemsfor PDAs. For example,
Eckert [Eck01] analysesthe securityfeaturesof the PalmOSTM , Windows CETM , andEPOCR5TM

operatingsystemsandconcludesthatauthenticationandaccesscontrolimplementedin thesetargets
of evaluationarepoorly implementedor evennon-existing.

Mobile phoneson theotherhandhavebeenuntil recentlybasedon closedproprietaryoperating
systems.Thesesystemsoftendid notoffer any directaccessto applicationsanddataavailablein the
device. However, this is alsoaboutto changesincenewermobilephonesoffer applicationplatforms
basedon theJava environment.Thus,it is likely thatmobilephoneswill soonreacha development
stepthatmakesthemasvulnerableasPDAs or computersaretodayto differentsortsof attackssuch
asvirusesandmanipulation.

Non-Mobile Terminals

Anotheroption is to usenon-mobileterminalsfor accessingthecard. Usersdo not carry their own
terminalaround,but ratherusethe terminalsavailableat a particularsite wherethey areaboutto
performasecurity-criticaldecision.This is similar to the“hostileenvironment”problempreviously
discussedin Sect.3.3. However, theremight besituationsin which theuserhassomecon�dencein
theterminaldependingon theimportanceof thedecisionto bemade.For example,it mightwell be
thecasethata userperformsa high-volumestocktransactionfrom a terminalat her homebut not
from a publicly availableterminalin a shoppingmall.

Dependingon thesecuritycharacteristicsof theterminalandthemulti-useraspects,non-mobile
terminalsareprobablylessoftenpersonalizedthanmobileterminals.

3.4.2 Placement and Comm unication betw een Terminal and
Smartcar d

Communicationbetweenthe terminalandthesmartcardcanbesubjectto protectionbasedon two
differentapproaches:

— Physical co-location: In this casethe terminalandcardaredirectly attachedto eachother
without any intermediateparty. Typical examplesare a GSM SIM insertedinto a mobile
phoneor a smartcardinsertedinto anATM.

— Remotelocation: In this casetheterminalandcardcommunicateovera potentiallyinsecure
communicationchannel. This type of operationis usuallynot found today in combination
with auserterminal.However, aniceexampleof communicatingwith a remotesmartcardare
themobileoperators'over-the-air servicesthatoftenusecryptographicmeasuresto yield an
end-to-endsecurecommunicationchannelbetweentheoperators'network elements– though
notcountingasauserterminal– andtheirSIMs.
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In theformercasethephysicalprotectionof thelink mustbeguaranteed,whereasin thelattercase
appropriatecommunicationprotection,e.g.basedoncryptography, shouldbeused.

We presentapproachesfor bothoptionsin thecourseof this thesis.

3.4.3 Application Contr ol

Sincethesecuritymoduleof interestcomprisestwo components– terminalandcard– bothof which
aretiny computers,eachof themcouldbethedevice“running” and“driving” theapplication.Distin-
guishingthesecasesmayseemstrangesincebothcanbeconsideredasdevicesactingconcurrently
andexchangingmessageswith eachother. The standardusagepattern,however, is that the appli-
cationis hostedin the terminalor evena furthercomponentandthat thesmartcardperformssome
computationin responseto aparticularrequest.

Hence,thecardcanbeconsideredasbeingmore“active” if theactualmessagesexchangedresult
in a communicationlink that is end-to-endsecuredbetweenan externalparty and the smartcard.
If the smartcardthen usesa particularterminalas its input andoutput device only, the cardcan
be consideredto “conduct” the interaction. Thus, the relationshipbetweenthe terminal and the
smartcardcanbecharacterizeddependingontheactualplacementof functionality, i.e.card-resident
or terminal-resident. For example,the creationof an electronicsignatureis divided into several
sub-tasks:

(a) fetchingthedocumentto sign,

(b) displayingthedocument,

(c) userinteractionto acceptto signthedocument,

(d) computingthehashof thedocument,

(e) electronicallysigningthedocument'shash,and

(f) returningtheelectronicsignature.

In thisexampletasks(b) and(c) haveto beperformedby theterminalsinceit is theonly component
suitedfor I/O, andtask(e) hasfor legal issuesto bedoneby thesmartcard.Tasks(a), (d), and(f)
canbearbitrarilyshiftedbetweentheterminalandthesmartcard.Thus,if thesestepsaredonein the
terminalthecardappearsto becontrolledby theterminal,whereasin theothercasetheterminalis
controlledby thecard.

Most of thesmartcardapplicationsin usetodayfollow theparadigmof a more“passive” cardanda
more“active” terminal.Oneof thecontributionsof this thesisis to investigatehow smartcardscan
bemademoreactiveandwhatthesecurityimplicationsof suchanapproachare.

3.5 Design Options of Personal Secur ity Modules

Thissectiondiscussesthedifferentdesignoptionsthathavebeenidenti�ed ascentralto theproblem
of architectingpersonalsecuritymodulesfor mobileusers.

In the previous sectionwe have characterizedthe relevant dimensionsof a designspacefor
personalsecuritymodulesbasedon thedistinctionbetweena smartcardandits terminal(s).

Thesedimensionshave guidedour analysisasto which designoptionsareneededto architect
personalsecuritymodulesfor mobile users.Essentially, eachdesignoption providesa solutionto
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Figure 3.3: Designspaceof personalsecuritymodulesaccordingto Tab. 3.1onpage31: (a)mobility
and (b) personalizationof terminal, (c) placementof terminalandsmartcard,and (d)
communicationprotectionbetweenterminalandsmartcard.

a generalproblemin thedesignof a personalsecuritymodule.Eachof thesesolutionswhich have
alreadybeenbrie�y introducedin Chapter1 is now discussedindividually basedon

• aproblemdescription,

• asolutiondescription,

• anindicationto whichsub-spaceof theoveralldesignspacethesolutionis applicableto, and

• whichparticulardesignareatheprototypematches.

We referto theoveralldesignspacedepictedin Fig. 3.3to identify theareain thedesignspaceeach
solutionandits particularprototypecanbefound.

Design Space Considerations

We donotconsiderthepartof thedesignspacethatis characterizedasremoteandunprotected(see
lowerrow in Fig.3.3denotedwith `

�

'). Thereasonis thatusingsmartcardsremotelyfrom aterminal
without any protectionmechanismsis consideredunsafe.It is impossibleto achieveany bene�ts in
termsof securityandthereforethiscaseis not furtherinvestigated.

Theupperright cornerof co-locatedandnon-mobileterminalsdenotedwith ` � ' coversthemore
“traditional” typeof smartcardusage.Examplesof suchusagescenariosarea bank'sATM, a home
bankingscenariowith aPCandanattachedsmartcardreader, aEurochequeor cashcardterminalat
a particularpointof sale.
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A1: A Spontaneous Netw orking Framework for Smartcards

Problem: Theproblemunderlyingthis approachis motivatedby theusecasethata mobileuseris
only in possessionof asmartcardwithoutany terminal.To beableto communicatewith thepersonal
cardtheuserhasto make useof terminalsavailableat a particularsite. However, theuseris faced
with a generalusagedilemmadueto thefact thateitherthelocal terminalknowshow to talk to the
smartcardon the level of smartcardAPDUs,or thecardis ableto offer its servicesat a reasonably
high level to potentialapplications.

The former approachis in our opinion not very interesting,however, the latter is facedwith a
particularproblem:Sincesmartcardsarevery limited devicesin termsof computationalpower and
communicationbandwidththey needsuf�cient supportfrom their infrastructureto allow for their
spontaneousintegration.

Solution: TheresultingJiniCard framework presentedin Chapter4 comprisesanarchitectureand
suitableprotocolsto bootstrapthesmartcardafter insertioninto a speciallyequippedso-calledcard
terminal.

The solutionbuilds uponthe ideaof usingmobile codeasan enablingtechnologyto comple-
mentthe card-residentresourceswith off-card resourcesin a dynamicway. Upon insertionof the
smartcardthesurroundinginfrastructureenablesthesmartcardto bootstrapmobileobjectsthatrep-
resentthecardandits services.Thus,theframework essentiallyde�nes a spontaneousnetworking
technologyideallysuitedfor smartcards.

Application: ApproachA1 is essentiallya designoptionapplicableto themobileandnon-mobile
terminalvariantsof thedesignspace.It solvestheproblemof a remotecardproviding serviceson
anetwork. Hence,theuseraccessesa localandnon-mobileterminalthroughwhichcommunication
with thesmartcardoccurs.Theterminalandthesmartcarddo not needto bephysicallyattachedto
eachother. This fact is indicatedby cell A1 andits variantA1V1 consideringthespecialcaseof a
personalizedterminal.

JiniCardcanalsobeusedin a co-locatedconstellationof theuser's terminalandthesmartcard.
However, this region is alreadycoveredby the“traditional” typeof smartcardusageat non-mobile
andco-locatedterminalssuchasabank'sATM, ahomebankingscenariowith aPCandanattached
smartcardreader, a Eurochequeor cashcardterminalat a particularpoint of sale.Hence,the�gure
illustratesthatthedesignoptionsof apersonalsecuritymodulesomehow “leave” thetraditionalarea
of smartcardusage.

A2: A Personalized and Trustworthy Mobile Terminal

Problem: Thegeneralproblemsolvedby thisapproachis how smartcardscanbeusedin hostileen-
vironmentswheretheuserdoesnot trustany of theterminalsthatarelocally availableataparticular
site.

Solution: ThePersonalCard Assistant(PCA) presentedin Chapter5 demonstrateshow PDAs can
be usedastrustworthy mobile terminalsto accessthesecurityservicesof a smartcard.Hence,the
basicidea is that the userscarry andusetheir own personaltrustworthy terminalsinsteadof the
locally availableones.

Furthermore,terminalandsmartcardarecryptographicallylinkedtogetherusingsuitableproto-
colssuchthatnocomponentcanbeusedwithout theotherto performasecurity-sensitiveoperation.
Putdifferently, thePDA is thesmartcard's peerandthecardis personalizedwith thePDA's public
key andviceversa.



3.5 Design Options of Personal Secur ity Modules 36

Application: Thetrustworthinessaspectof thePCA is not directly presentablein thedesignspace
depictedin Fig. 3.3 on page34. Besidesthis shortcoming,thecardmaybeco-located(seeA2V1)
but the presentedsolutionis designedfor the moregeneralcaseif the smartcardis insertedinto a
publiccardacceptancedeviceandthePDA performsremotecontrolof thecard.Thus,approachA2
actuallysolvesthecommunicationproblemin thepresenceof apersonalizedandhighly trustworthy
terminal.

TherelatedvariantA2V2 considerstheunpairedversionof A2 thatdoesnot cryptographically
bind theterminalandthesmartcardtogether, i.e.A2 withoutpairing.

A3: A Mobile Terminal with a Wireless Mobile Comm unication Link

Problem: The third approachis a solutionto the problemhow personalsecuritymodulescanbe
usedvirtually anywhereandanytime. Someinteractionbetweentheuseranda serviceprovider, for
examplevia phoneor wheninteractingwith anInternetshop,mightnotallow for adirectcommuni-
cationlink to thesecuritymodule.

Solution: The WebSIMsolution (Chapter6) builds upon the ideaof a wirelesssmartcardreader
in the shapeof a mobile phone. A GSM phone,for example,can be consideredas mostly on-
line andit alreadycontainsa smartcard– theSubscriberIdentityModule(SIM). More concretely,
we have madesmartcardsreachablefrom the Internetby meansof a suitablearchitectureandthe
implementationof a tiny Web server in a SIM. This allows a SIM to appearasan ordinaryWeb
server on the Internet. OtherInternetnodescanconnectto theWebSIM usingtheHTTP protocol
which is transparentlyforwardedto theSIM of a mobileuser. It canamongothersactasa security
server thatbringsthesecurityinfrastructureof theGSMworld into theInternet.Hence,thepersonal
securitymoduleof a useris accessiblefrom theInternetanytimeandanywheretheuseris currently
located.

Application: Theapproachis applicableto mobile terminalswith a wirelesslink thatdo not need
to be personalized.Furthermorethesolutionis particularlyusefulwith co-locatedsmartcards,i.e.
smartcardandterminalaredirectly attachedto eachother.

Variantsof approachA3 canalso be identi�ed in Fig. 3.3 on page34. ApproachA3V1 is a
WebSIMthathasa co-locatedandadditionallyprotectedcommunicationlink betweenterminaland
smartcard.VariantA3V2 additionallyusesa personalizedterminal– which today's mobilephones
arealreadyto acertaindegree.

A4: A Personalized Smartcard that allo ws for the Execution of Mobile Code
supplied by a Service Provider

Problem: ApproachA4 stepsoutsidethe boundariesdrawn for the designspaceof Fig. 3.3 on
page34. Essentially, it is orthogonalto the other approachesand can be appliedto all of them
individually. Therefore,it is not shown in thecorresponding�gure. A4 is theresultof anattemptto
correcttwo drawbacksin theWebSIMdesign.In particularthesearethemissingfeaturesfor end-
to-endsecurity, transactionalbehaviour onthemobiledevice,andbettersupportfor non-repudiation
on mobiledevices.ApproachesA1–A3 arebasedon theconceptof a smartcardthatexecutescode
on behalfof its user. However, value-addedservicescanadditionallybene�t from a smartcard's
securitycontext if thesmartcardcontainsanexecutionplatformfor mobilecodeoriginatingfrom a
serviceprovider.

Solution: TheSIMspeakplatform(Chapter7) demonstratesa platformfor theexecutionof mobile
codewithin a smartcardwith a particularfocuson GSM SIMs. Theapproachcomprisesa runtime
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executionplatformfor mobilecode,aprogramveri�er , andsuitablemechanismsthatallow aservice
provider to “rent” securestoragein a smartcard.It introducesa new trustmodelsinceboththeuser
and theserviceprovider musthave suf�cient con�denceinto correctimplementationof thecard's
executionplatformandruntimeenvironment.

Application: This platformelaboratesthe ideaof shifting asmuchfunctionalityaspossibleinto a
smartcardby providing a platformthatallows a cardto “conduct” theapplications.Basically, this
opensupnew applicationdomainsandleadsto improvementsin thewayhow non-repudiationin the
form of electronicsignaturesis achieved.In particulartheseare

• card-controlleddocumentpresentationandhashcomputation,

• recipient-basedsignaturecomputation,

• trustedthird partyassistedelectronicsignatures,

• signatureswith samples,and

• electronicsignaturesonuserinteractions.

The relevant architectureand involved protocolsof this approachare presented. In particular,
this chapterpresentssomenew approachesfor the creationof electronicsignaturesbasedon this
paradigm.

Its mostpromisingapplicationdomainis thesameasfor approachA3 andour particularproto-
typical implementationis actuallybuilt upontheWebSIMapproach.

3.6 Summar y

In thissectionwehavedescribedhow smartcardscanbeusedasthecentralcomponentof apersonal
securitymoduleconsistingof a userterminalanda personalizedsmartcard.We have begunwith a
brief overview of thehistoryandcurrentstate-of-the-artof smartcardtechnologycoveringtechnical
issuesaswell asdeploymentandtrustmodelsfor smartcards.

After identifying therole of terminalsin a personalsecuritymodulewe have revisitedtheperti-
nentliteratureabouttheproblemof usingsmartcardsin so-called“hostile environments”leadingto
theobservationthatcurrentlythereis still nopracticalmethodknown for usersit interactsafelywith
smartcardsundersuchcircumstances.

Subsequently, wehaveidenti�ed � vedifferentdimensionsthatspanthedesignspaceof personal
securitymodulesbasedon a smartcardanda terminal. In particularwe considerthemobility and
the personalizationof the terminalastwo dimensions,the co-locatedor remotepositioningof the
smartcardasanotherdimension,the protectionof the communicationlink betweenthe smartcard
andtheterminal,and�nally thedegreeof applicationcontrolexercisedby smartcardandterminalas
theremainingdimensions.Ontopof thesedimensionsotherfactorssuchaswirelesscommunication
capabilitiesareof furtherinterest.

Basedon thedesignspaceopenedup in this analysiswe have identi�ed four designoptionsthat
affect the designof personalsecuritymodules.Eachof the problemsconcerningthe spontaneous
networking capabilitiesof smartcards,theuseof trustworthy terminalsin hostileenvironments,the
ideaof a wirelesssmartcardterminal,andtheconceptof a mobilecodeplatformfor smartcardshas
beentackledby aparticularapproach.Eachof theapproachesleadsto asolutionof theproblemthat
is applicablein a certainsub-spaceof theoveralldesignspace.
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Thedesignspaceallows to comparethedifferentapproacheswith eachotherandthemoretra-
ditional usagescenariosof smartcards.It shows that this thesisconsidersfundamentallynew ap-
proachestowardsa truely personalsecuritymodulefor smartcards.

Thedesignoptionsidenti�ed in thischapterwill besubjectto amoredetaileddiscussionthrough-
out theremainingpartsof this thesis.

�����������������������



Cha pter 4

Integra tion of Smartcar ds into
Netw orked Environments

The histo rical bytes tell the outside world how to use the card. . .

ISO/IEC7816-4,Section8

4.1 Introduction

As alreadydescribedin Sect.3.2 smartcardsaretiny devicesthatcommunicatewith their environ-
mentthrougha devicecalleda card readeror readerfor short,sometimesalsoreferredto asa card
acceptingdevice(CAD). Cardreadersareusuallyeitherconnectedto aPCor workstationor partof
a specialdevicesuchasanautomatedteller machine(ATM).

Smartcard Integration Issues

Sinceasmartcardneedsappropriateterminalsto communicatewith its user, a numberof functional
requirementson theintegrationof smartcardsexist:

• Thesmartcardmustbeableto communicatewith andpossiblycontrol othercomponentsthat
arepartof thesecuritymodule. Theremustexist mechanismsfor thesmartcardto controla
displayandkeyboard.Furthermore,thecardmustbeableto communicatewith othercompo-
nentsoutsidethesecuritymodule.

• Although smartcardsareservers in the traditionalsense,mechanismsareneededto enable
smartcardsto exploretheirenvironmentandactuponthecomponentsandservicesdiscovered,
i.e.beingproactive.

• The cardmustbe able to describeits card-residentservicesandboth export andannounce
themto theenvironmentthroughits communicationlinks.

Comparingthepreviously listedrequirementswith theactualcapabilitiesof smartcardsdeployedin
themarket, today'ssmartcardscanbeconsideredto beratherin�e xible devices.We seethreemain
practicalreasonsfor therelative in�e xibility of smartcards.

• Smartcardinteractionis standardizedon a per-applicationbasis.Institutionalstandardsexist
for (simple) applicationsin a variety of domains,e.g. banking,transportation,and mobile

39
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telephony (cf. [MP92; GSM11.11]). Standardsfor moresophisticatedapplications,suchas
digital signatures,have just recentlybegunto show up [PKCS#11]. But standardsguarantee
interoperabilityonly to a limited degree,asmarketing needsrequirecertainvariability and
proprietaryextensions.

• The secondreasonis that smartcardshave very limited resourcesin termsof memorysize,
computingpower, andcommunicationbandwidth.This limits their rangeof applicabilityand
makesthemextremelydependenton their environments.Without anappropriatecardreader
anda softwarepackage,it is impossiblefor a userto accessa smartcard's functionality.

• Furthermore,suchsmartcardenvironmentsareoftenhighly proprietary, thusfurther restrict-
ing interoperability. Applicationsin suchenvironmentsusuallywork only with speci�cally
con�guredsmartcardsandrefuseto interactwith third partycards.1

This analysismirrors the market structure:Usually, smartcardsaredistributed in large quantities
andapplicationsareimplementedby tight interactionbetweencardmanufacturersandcardissuers.
Hence,thesepartnershipstendto beverystrongandlong-lasting,whichopposesopenarchitectures.

Smartcards in Netw orked Environments

In networked systems,though,devicesandapplicationsareworking togetheron different levels.
On thenetwork level, protocolsareusedto facilitatetheexchangeof data,e.g.TCP/IP. On top of
the networking level, protocolssuchasHTTP allow for peer-to-peercommunicationuponwhich
servicescanbeimplemented.On theservicelevel a server providesservicesto otherclientsand/or
users.

Integratingsmartcardson the servicelevel requiresthe descriptionof smartcardservices,their
announcementin a service-tradingenvironment,andtheestablishmentof links betweenclientsand
services.Thesearegenerictasksthat areusuallyfacilitatedby suitablemiddlewaresystemssuch
astheonespresentedin Sect.2.4. Suchsystemsprovide frameworks for thedescriptionandstan-
dardizationof services.Lower-level detailsarehiddenin suchdescriptions,thusstandardizationcan
focuson theservicedescriptionsthemselveswithout referringto technicaldetails.Servicemanage-
mentis carriedout by standardapplicationlevel services,while communicationis performedover
standardprotocols.This makesaccessto smartcardservicestransparentw.r.t. their locationandthe
card'scommunicationfeatures.

Furthermore,smartcardsaredevicesthat aretemporarilyaccessible.Their availability usually
correspondsto thephysicalpresenceof their users.This requirestransparentandquick integration
of smartcardsinto the local environment. Additionally, applicationsmust be designedto handle
abruptdisconnectionssmoothly. Therefore,appropriatemiddleware that offers meansto address
theserequirementsis needed.

A Spontaneous Netw orking Framework for Smartcards

This chapterpresentssolutionsto the above mentionedproblemsbasedon a framework for the
integrationof smartcardsinto localenvironments.Theframework canbeconsideredasspontaneous
networking middleware for smartcardsthat allows to dynamicallyintegratesmartcardsinto local
environments.Upon insertioninto a suitablyequippedcard terminal thecard-residentportionsof
a smartcard's servicesarecomplementedby dynamicallyloadedmobilecoderunningon a network

1 A prominentexamplearepaymenttransactionswith theGerman“Geldkarte”(cashcard,cf. [Gen99]) thatareonlypossible
atparticularterminals.
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node. It enablessmartcardsthat have traditionally playedthe role of pure servers to overcome
their passive role andenablesthemto proactively explore their environment.Specialattentionhas
beenpayedto the integrationof “legacy” smartcardswhich is alsooften a problemin deploying
new technologiesin thesmartcardsector. Thus,it canbe consideredasa spontaneousnetworking
framework for smartcardsrepresentingapproachA1 asintroducedin Sect.3.5.

Org anization of this Cha pter

Therestof this chapteris organizedasfollows: Section4.2presentsa genericbootstrappingframe-
work for the integration of small devices into a local infrastructure. This framework is directly
inspiredby thestatementmadein Sect.2.5 thattherewill bealwayssmalldevicesaroundthatneed
specialassistancefrom their surroundinginfrastructure.

Section4.3performsarequirementsanalysisof how asuitablemiddlewarefor smartcardscould
look like in principle andwhich advantagesanddisadvantageseachof thesegeneralapproaches
presents.It essentiallyleadsto the observation that the spontaneousnetworking framework intro-
ducedin Sect.4.2is agoodcandidateto build a particularsolutionon topof.

TheJiniCard framework presentedin Sect.4.4 describesthedevelopedframework in detail. It
essentiallyconsistsof two layers: The smartcard exploration layer responsiblefor exploring the
smartcardandthesmartcard servicesexploration layer thatdealswith theexplorationandinstanti-
ationof theservicesresidingon a smartcard.Essentially, it achievesthespontaneousintegrationof
smartcardsasenvisionedin theintroductionof thischapter.

Relatedwork concerningotherapproachesaimingatamoreconvenientintegrationof smartcards
into networkedenvironmentsis presentedin Sect.4.5. Securityaspectsof theJiniCardframework
areconsideredin Sect.4.6wheresomepossiblesolutionsarepresented.

Thechapterendswith asummaryin Sect.4.7.

4.2 Mobile Code as an Enabling Technology for
Spontaneous Netw orking

In Chapter2 it wasidenti�ed that small devicesneedspecialassistancefrom their environmentto
properlytakepartin aspontaneousnetworkingscenario.Smartcardsasdevicesbelongingto acate-
gory thatneedsuchspecialassistanceareof our primaryconcern.However, beforewe concentrate
on smartcards,we take a moregenericviewpoint on the integrationof smalldevicesandprovide a
rathergenericsolutionwhich in turn is thenlaterappliedto smartcardsin Sect.4.3.

4.2.1 The Memor y Wallet Example

As a running examplewe considera �ctitious device equippedwith a wirelesscommunication
link basedon transpondertechnology[Fin99] at reasonablebandwidththat offers persistentstor-
age(EEPROM) for dataexchange.Thismemorywallet constantlytriesto spontaneouslyconnectto
its surroundingenvironmentto offer its serviceassoonasit is within themagneto-electrical�eld of
a correspondingreader. Thedeviceoffersthefollowing operations:

— � � ������� : Lists thenamesof all itemsstoredon thedevice.

— ���
	���
�� name, item� : Storeanitem in thewallet'smemory.

— 
�������
�� name� : Erasesthenameditem from thememory.
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— � 
���� ����� ��� : Fetchthecurrentrandomvaluefrom thewallet.

Sincethedevice is of limited computationalresourcesit offersonly basicsecurityfeatures,i.e. in
our caseit is only able to computea cryptographichashof a setof data. Furthermoreit owns a
randomnumbergeneratorthat canbe usedto generatefreshrandomnumberswhich canbe read
with the � 
���� ����� command.Randomvaluesareusedto prevent replayattacksandguaranteethe
“freshness”of theoperationsperformedon thedevice. Finally, it is in possessionof a secretuser-
de�nablepassword. Togetherthesecanbeusedto provideintegrity andauthenticityof theoperations
performedon thewallet in thefollowing manner:

• Beforeanoperationcanbeperformeda new freshrandomhasto beobtainedfrom thewallet
using � 
 ��� ����� .

• The operations� � ��� , ���
	���
 , and 
������

 have to be electronicallysignedusingthe cryptographic
hashs = h(c;d;n; p), with c beingthecommand,d thecommanddata,n the freshrandom
numberpreviously obtained,p the sharedsecretpassword betweenthe userandthe wallet,
andh asuitableone-wayhashfunction.

• Upon receiptof a command,the wallet canverify the signatureusing the secretp and the
currentrandomvaluen andgrantor rejectaccess.After a commandhasbeen�nished, a new
randomnumberis computed.

Thisofferssimplethoughsuf�cient protectionin mostcasesmakingthewalletaquiteusefuldevice
if it existed.

Obviously, the wallet needssuf�cient communicationbandwidthfor exchangingdata,but in
termsof computationalresourcessuchasRAM andCPUspeedit canbeconsideredasa relatively
smalldevice. Thus,it doesnotneedaworkingIP stackfor operation.However, theapplicationsthat
make useof thewallet might be locatedsomewherein a desktopenvironmentwherea usersimply
wantsto “mount” thewallet allowing to manipulatethewallet's content.

4.2.2 A Bootstra pping Frame work for Small Devices

We now describehow our framework for theintegrationof smalldevicesinto a local infrastructure
could look like in generalby referring to the memorywallet examplepresentedpreviously. The
framework considersanddistinguishesbetween

(1) devicedetection,

(2) detectioneventcompilation,

(3) deviceexplorerlookup,

(4) deviceexploration,

(5) serviceproxy lookup,

(6) serviceproxy instantiation,and

(7) serviceintegration.

An overview of theinvolvedcomponentsandtheir interactionsis givenin Fig. 4.1on thefollowing
page.In thesequelwe describethedifferentpartsof theframework.
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Figure 4.1: Overview of theframework for theintegrationof smalldevices

4.2.2.1 The Initial Detection Event

After asmalldevicesuchasthewallethasenteredanenvironmentit mustbe“detected”.In thewallet
exampletheradiofrequency (RF) readeris theonly device in theinfrastructurethatis ableto notice
the detecteddevice, i.e. the wallet, after it is within the reader's range. Dependingon the lower-
level communicationprotocols,certaininformationaboutthe device canbe gathered.Very often
a device is ableto discloseinformationsuchasmanufacturer, type identi�cation, versionnumber,
serialnumber, dateof production,etc.

Upondetectionthedetectorcompilesa so-calledinitial detectioneventwhich shouldconsistof
at leastthefollowing information:

• Thedetecteddevice informationasdescribedabove.

• Informationaboutthedetectoritself: manufacturer, model,etc.

• A link identi�er thatcanbeusedto addressthedetecteddevice relative to thedetectorwhich
mightbeneededfor furthercommunicationwith thedetecteddevice.

Thedetectorsendsthiseventto aso-calledresolverwhichis responsiblefor �nding adevice-speci�c
explorer.

4.2.2.2 Device Exploration

At thisstagethetypeof thedetecteddeviceis knownandcommunicationatthelink layeris possible.
The next stepis to somehow communicatewith thedevice at a higher, moredevice-speci�c level.
The generalthesisis that the missingknowledgeaboutthe protocolssupportedby the device can
beobtainedby somedevice-speci�c interrogation.However, sincetheenvironmentdoesnot know
moreaboutthedevice thanis availablefrom theinitial detectioneventthis interrogationmusteither
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Remotedeviceexplorer

• Requiresactivenetwork componentto
performexploration(couldbepotential
bottleneck,if maydevicesareexplored).

• Requiresremoteexplorationprotocol
standardization.

• Disclosesprivacy information,i.e.
locationanddetailsof deviceusage.

Localdeviceexplorer

• Only requirespassivecomponentsto
performexplorerdelivery(e.g.Web
server).

• Requiresstandardizationof mobilecode
platform(s)for explorerexecution.

• Only local communicationneeded,i.e.
lessdisclosureof usageinformation.

Table 4.1: Comparisonof remoteandlocaldeviceexplorers

bedelegatedto anothermoreknowledgeablecomponentor theenvironmentmustbeappropriately
extendedto includethisknowledge:

— Delegation: This approachrequiresthe resolver to �nd a suitableresourcein thenet that is
capableof communicatingwith the device. Sucha remotedevice explorer is searchedfor
using the information from the initial event and the resolver could play the role of a relay
thatprovidesfor a direct link betweenthe remoteexplorer andthedevice until theexplorer
providesfurtherinformationaboutthedevice.

— Envir onment extension:Anotheroptionis to �nd a so-calleddeviceexplorer in theform of
mobilecodethatcanbedownloadedinto thelocal environment.Uponinstantiationof sucha
deviceexplorer“agent” it canlocally talk to thedeviceandperformtheactualexploration.

In the wallet exampleit might well be the casethat the informationprovided by the wallet does
include the type of device but not its versionnumber. Thus, the explorer's task is to �gure out
the wallet's versionnumberandsubsequentlythe protocolit supports.This informationmight be
accessiblethrougha commandonly known by theexplorer, but which is not known by thedetector.
Thus,theexplorer is responsiblefor obtainingasmuchinformationfrom thedevice aspossibleby
exploiting thedevice-speci�cknowledgeit alreadypossesses.Obviously, eachof thetwo approaches
hasdifferentadvantagesanddisadvantagesasbrie�y summarizedin Table4.1.

4.2.2.3 Explorer Lookup

Themostcrucialproblemwith theexplorerapproachis how to �nd asuitableexplorer?In eithercase
– the remoteexplorer or the mobile codeexplorer approach– suitablenetwork resourcesmustbe
foundto answera resolver'squeryappropriately. Thefollowing two approachescouldbegenerally
thoughtof:

— Search engine: The mostobvious way of implementingthe searchfor the correctnetwork
resourceis the useof a suitablesearchengine. In contrastto the Web searchenginesused
todayamoremachine-friendlyversionshouldbeused.In particularthismeansthatall queries
arebasedona standardizedqueryform, e.g.in theform of a well-known URL suchas
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In this examplethe searchengineis hostedby someinternationalauthoritysuchas the In-
ternationalAssignedNumbersAuthority (IANA) [IAN01]. All devicemanufacturershave to
register their device information that is part of an initial event andsupplya corresponding
explorerthatis returnedastheresultof thequerysubmittedto IANA.2

— Domain NameService (DNS) extension:Anotheroptionis to usethepervasively available
DomainNameService(DNS) [RFC1034]. Among others,DNS providesfor a distributed
databasethatmapsInternethostnamesto IP numbers.However, this canbeeasilyextentedto
providea mappingfrom serialnumbersof devicesto hosts.For example,mostEthernetnet-
work cardshave a built-in 48 bit MAC addressthat is uniquefor eachdevice. Manufacturers
have their own “addressspace”of numberswhich canbeeasilyexploited to provide a DNS
mappingasfollows:

• A a new top-level domainat ARPA suchas`
�;/(�

7=<

���������>�:�������

' is de�ned.
• The next level domainindicatesthe type of serialnumber, e.g.an IEEE 802 Ethernet

cardnumberas'
�?��������+�!�#@�;/(�

7=<

���������	���������

'.
• The full MAC addressis thenput in front of the serialnumberdomain. For example,

if the EthernetMAC addressis
!�!@�:!�&��:*�)>�A&(!@�CB�!>�:+�&

, thenit could be representedas
theDNS name`

+�&D�CB�!@�;&�!@�:*�)>�C!�&��C!�!>�?��������+�!�#@�C/��

7�<

�������(�>�:�������

' , i.e. usingreverse
orderto complywith DNSstandards.

• If a resolverqueriesDNSfor thisnametheEthernetcardmanufacturercouldberespon-
siblefor servingaddressspaceof, e.g.`

�:*�)E�:!�&��:!�!@�?��������+�!�#>�;/(�

7�<

���������>�C�����(�

' . Thus
theimplementationof theDNSserverfor theabovedomaincouldusetheadditionaldata
to performa preciselookupof the“best” explorer for thegivendevice andreturnanIP
numberof thehoststhathoststhis explorer.

Obviously, the DNS approachmight not be suf�cient to �nd the bestexplorer sinceit makes a
decisiononly on theserialnumberandnot on additionalinformationavailablein the initial event.
Likely, theDNSapproachcanbefurtherextendedto providefor a moreprecisesearch,but it might
beevenmoreusefulfor runninga hybrid approachin conjuctionwith thesearchengine.TheDNS
extensioncouldbeusedto �nd morespeci�c searchenginesfor adetecteddevicebasedon its serial
numberwhich is likely to scalemuchbetterthana centralsearchengine.Furthermore,it shouldbe
obviousthat theinformationqueriedmustbetreatedascon�dential andtheanswersobtainedmust
beauthentic.3

Summingup, from a purely technicalpoint of view thereareeasyapproacheshow to setup a
centralor distributeddirectory for mappingsfrom the informationavailable in the initial event to
someInternetresource.However, it is clearthattheprovisionof aglobalinfrastructurefor thiskind
of mappingtasksrequiresenormouseffort andinvolvesmany differentplayersrangingfrom vendors
to standardizationorganizations.Hence,a simple,practical,andinexpensive solutionis yet still to
befound.
2 Obviously, a XML-basedencodingof thedatacouldprovide evenbetterresults,if the initial eventdataarehighly struc-

tured.
3 In particularthiscouldmeanthatasecureversionof DNS[RFC2535] is usedfor theDNS infrastructure.
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4.2.2.4 Service Integration

After theexplorerhas– remotelyor locally – exploredthedevice,moreinformationis availablethat
shouldallow for the integrationof thedevice into thelocal infrastructure.In contrastto theremote
device explorationa “remotedevice usage”,i.e. the usageof a device “through” anotherremote
authorityis prohibitive for reasonsof responsiveness,scalability, andprivacy. Thus,the only real
optionis to usethemobilecodeapproachto somehow “install” a local driver for thedevice into the
infrastructurethatcomplementsthedevice-residentportionof theserviceimplementation.

Technically, this meansthat thedevice explorercomesup with moreinformationaboutthede-
vice of which the most importantonesarea list of the servicesthat resideon the device andthe
correspondingmobile codeobjects– serviceproxies– that representeachservice. In caseof the
wallet therewould be only oneserviceobjectthat implementsthe wallet's interfaceat theservice
level.

Sinceeachserviceproxy is implementedin a particularpieceof mobilecodethereis a needto
standardizeaplatformin whichthisproxycanlive. Basically, any kind of mobilecodeplatformthat
offersenough�e xibility canbeusedfor thatpurpose.A very promisingcandidatefor this purpose
might beJava [GJS96]sincein its Java 2 Microeditionvariantit offersdifferentso-calledcon�gu-
rationsandpro�les thatde�ne building blocksfor differentdevicecategoriesthatcanbeeasilyused
to describethepropertiesof a particularplatformavailablein the infrastructure.Furthermore,Java
allowsfor �ne-grainedsecuritypoliciesmonitoringtheexecutionof mobilecodethatcanbeusedto
protecttheinfrastructurefrom maliciousserviceproxies.

Basedontheplatformtheserviceproxiescannow useany technologyfor spontaneousnetwork-
ing to advertiseandoffer theservicesthat live on thedevice. Thus,thewallet proxy coulduseSLP
or Jini or oneof theothertechnologiespresentedin Sect.2.4 to advertisethewallet serviceto po-
tential clients. Obviously, the device explorer shouldbe given informationaboutthe spontaneous
networking technologiessupportedby the local environmentto comeup with a reasonableservice
proxy. Hence,theserviceproxy integrateswith thesurroundinginfrastructureandserviceusagecan
begin.

Summingup,thebootstrappingframeworkpresentedin theprevioussectionsgivesamorestructured
view of the overall integrationproblem. It identi�es components,structures,andinteractionsthat
togetherrepresenta solutionto theunderlyingproblemdomainat a reasonablelevel of abstraction.
As suchit forms the basisfor solving the integrationproblemfor anotherkind of small devices:
Smartcards.

4.3 Middle ware for Smartcar ds

Until recently, smartcardsand their applicationswere tightly coupled,resultingin the cardbeing
usefulfor oneapplicationonly. But theideaof viewingasmartcardasamereplatformis widespread.
Increasingly, applicationsshow upthattry to usesmartcardsalreadyin the�eld for new applications,
e.g.electronicticketing combinedwith cashcards[Blu00a]. This is possibleif the speci�cations
allow for third party accesswhich, however, is usuallyhamperedby strict regulationsof the card
issuers.

Themostthroughstepin this directionis the emergenceof executionenvironmentsfor smart-
cards,suchasJavaCard[Sun00a; Sun00b; Che00; HNSS99], andWindowsfor Smartcards[Mic00].
This increasesextensibility and�e xibility andopensup thesmartcardmarket to independentappli-
cationproviders. As smartcardsarebecomingincreasinglyopen,their role asa softwareplatform
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gainsimportanceandthesmartcardparadigmchanges,sincetheseparationof cardsandapplications
becomespossible.A cardissueris thenableto “buy” independentsmartcardapplicationsthatare
loadedonto the issuer's cards. A market for smartcardapplicationsbecomespotentiallypossible
sincetheshift towardstheplatformparadigmis accompaniedby a simpli�cation of softwaredevel-
opment. This is achieved by bringing high-level, standardprogramminglanguagesto smartcards,
e.g.Java [GJS96] or Visual Basic[Mic01], openingup smartcardprogrammingto a new classof
developers. Similarly, accessto smartcardsfrom applicationsis uni�ed by architectureslike the
OpenCardFramework [OCF99] andPC/SC[PCS00], that integratethe card readerinfrastructure
into operatingsystemsandprogramminglanguages.However, integratingsmartcardsinto networks
by meansof suitablemiddleware is a challengethathasnot yetbeendiscussedin thepast.

Thegoal is to designmiddlewarearchitecturesandsystemsthat facilitatesmartcardintegration
into servicefederationsas much as possible. In the sequelwe discussgeneraldesignissuesof
middleware systemsleadingto our proposedarchitecturefor a smartcardmiddleware. We start
by de�ning theconceptof a smartcard terminal, a componentthatoffersnetwork connectivity for
smartcards.We continueby comparingdifferentdesignparadigmsfor themiddlewareimplemented
in sucha terminalusingthe requirementslisted in Section4.1. In Sect.4.2 a genericframework
for theintegrationof smalldevicesinto localenvironmentsbasedon themobilecodeparadigmwas
presented.Basedon theresultsof this framework this sectiondiscussesa particularinstanceof this
genericframework which integratessmartcardsinto local networkedenvironments.

4.3.1 Smartcar d Terminal

Servicesimplementedin thesmartcardmustbeableto offer their interfacesto thenetwork thesmart-
cardterminalis attachedto. Figure4.2illustratestheroleof theterminalin a smartcardmiddleware
architecture.A smartcardterminalcouldbepartitionedinto thefollowing components:

— Card readerand APDU layer: Thecardreadercomponentprovidesaccessto thesmartcard
basedon standardizedprotocolssuchas ISO7816 [ISO89; ISO94]. Essentially, it handles
communicationbetweenthesmartcardandtheterminalby exchangingAPDUs.

— Network layer: This layerprovidesbasicterminalconnectivity to thenetwork. In caseof IP
this layerwould implementanIP stack.
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— Service layer: This layerpresentssmartcardservicesto thenetwork in any suitableform. A
numberof technologiessuchasCORBA [OMG00], Java/Jini [Sun99a; Wal99], or DCOM
[Mic96] might be usedto make the smartcardservicesaccessiblefrom arbitrary network
clients. The actualtechnologychosenfor representingsmartcardservicesshouldbe inde-
pendentof thescopeof theconcretemiddlewarecomponent.Hence,thecomponentshould
beableto supportany of thosetechnologies.

— Terminal middleware: Theterminalmiddlewarehasto performanumberof taskswhichare
comparableto thebootstrappingframework for smalldevicesintroducedin Sect.4.2.2:

• It explorestheservicesandapplicationson a smartcardasit getsinsertedinto thecard
reader.

• Basedon theserviceinformationfound it informs theservicelayeraboutthe interface
of thesmartcardapplicationsexportedto potentialclients.

• It actsasagatewayfor incomingrequestsfrom network clientsthataccessthesmartcard
servicesvia theservicelayerandforwardrequeststo theAPDU layerbackandforth.

As suchtheterminalmiddlewarerepresentsthe“glue” betweentheexternallyofferednetwork
servicesof thecardandthecommunicationlayerconnectedwith thesmartcard.

Thecardterminalseemsto beanidealcandidatefor implementingat leastsomeof themiddleware
needed.

4.3.2 Character ization of Middle ware Appr oaches

Middleware can be designedin variousways that can be characterizedaccordingto the kind of
“agreement”betweenthe involved components.In the sequelwe brie�y comparepureprotocol-
basedapproacheswith moreplatform-basedapproaches.This differentiationis usefulfor de�ning
criteriaunderwhichdifferentapproachescanbevaluated.

Protocol Standardization

Protocolsde�ne thestructureof communicationaccordingto variousrulesthecommunicationpart-
nersmust follow in order to successfullycommunicatewith eachother. Protocolstandardization
meansthat a standardizationbody is formed to bring companiesand organizationstogetherthat
are interestedin the goal of standardizingthe communicationbetweensuchcomponents.Typical
examplesaretheprotocolsspeci�edin ISO7816[ISO89; ISO94].

Unfortunately, standardsin thedomainof smartcardshaveshown to becomematureonly aftera
considerableamountof time,oftenseveralyears,sincethedevelopmentanddeploymentis a rather
complicatedprocesscomparedto a softwareupdatein thedesktopcomputerworld. Comparedto
thegrowth of theInternetandtheprotocolsdevelopedandusedthere,thesmartcardworld basically
hasnotevolvedsincetheISO protocolsfrom theearlynineties.4

Comingbackto our problemdomainthis would meanto standardizethe communicationpro-
tocolsbetweenthesmartcardandall its surroundingcomponents.Furthermore,all communication
betweentheenvironmentandthesmartcarditself mustbestandardized.Sincesoftwareupdatesfor
smartcardsarenotoriouslyproblematicandsecurity-sensitiveit is noteasyto adaptalreadydeployed
cardsto new communicationfacilitiesandenvironments.
4 Considerfor examplethatISO7816-4wasstandardizedin 1994,justbeforetheInternettook off.
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Platform Standardization

In contrastto pureprotocolstandardization,platformsareintendedto serveasruntimeenvironments
thatcanbeusedby applicationsto performcomputations.A typicalplatformis for exampletheJava
virtual machineandtheruntimeenvironmentcomprisestheavailablepackages,classes,andnative
methodimplementations(cf. [GJS96]).

Bringing the platform ideato our problemdomain,the basicideais to move any higher-level
protocol enginesthat would deal with the communicationbetweenthe card and its surrounding
componentsfrom the card into the outer platform. Within the platform mobile codeis executed
that implementsthe necessaryadaptersandproxiesbetweenthe smartcardand the variousother
components.Theclearadvantageis thatall “technology”-dependent piecessuchascommunication
protocolenginesareimplementedasmobilecodewhich is mucheasierto adaptto new middleware
technologies(e.g. Jini). Hence,changesin the middlewareare likely not to affect the operating
systemandapplicationswithin thesmartcardbut canbere�ected in themobilecoderunningin the
platform.

4.3.3 Design Choices for Smartcar d Middle ware

Variousimplementationstrategiescanbe envisionedfor the smartcardterminalasoutlinedabove.
Wedescribesomepossibleapproachesandcomparetheirstrengthsandweaknessesw.r.t. thecriteria

• simplicity,

• �e xibility , and

• standardizationeffort.

Thesecriteria arediscussedfrom theperspective of serviceandapplicationdeveloperson the one
handandmiddlewareimplementorson theotherhand.

Middle ware as an APDU Gate way

This approachcanbe describedasa simplegateway for APDU-requeststo thesmartcard.Clients
sendpacketsto the service-layerof the smartcardterminalcontainingAPDUs that areroutedvia
the APDU-layer to the card reader. Hence,there is no real abstractionabove APDUs, and the
middlewarewould be responsibleonly for multiplexing communicationbetweenarbitraryclients
andsmartcardservices.

Theinterfacesat theservicelayerwouldthereforeoffer methodssuchassendAPDU, enterMutex
andleaveMutex (neededfor locking accessto thecardfor a certainperiodof time), etc. Fromthe
perspective of the middlewareimplementorthis is a rathersimplemiddleware,easyto implement
and�e xible, sinceit of�oads all the complexity on the servicedeveloper. Servicesoperateat the
samelevel of abstractionasbefore,but with the intricaciesof distributedapplicationprogramming
suchaspartialfailures.

Middle ware as Request Broker

With this approachthe middleware�rst exploresthe servicesavailableon the card. This requires
an enormousstandardizationeffort sinceapartfrom detectingthe correcttype of card,theremust
bea standardizedway to performthis exploration.This couldbeachievedby thede�nition of new
classandinstructionbytesin the line of ISO7816that returndescriptionsof theservicesavailable
on the card. Usually, servicedescriptionsconsistof interfacedescriptions,additionalinformation
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andannotationblocks,andaddressinginformation,e.g.applicationidenti�ers, neededto addressthe
servicefrom a smartcardclient. This informationcouldcomein a varietyof formatsrangingfrom
binaryencodeddescriptionsto IDL- or XML-baseddocuments.

The middlewarecould implementa genericserver that is capableof processingincomingre-
questsfrom clientsandtransformingtheminto appropriatesequencesof APDUs. As an example
onecouldimaginea CORBA IDL description[OMG00, Chap.3] thatdescribesasmartcardservice
thatcanbeusedto automaticallygenerateserver skeletoncode,bind a CORBA objectwith anob-
ject requestbroker runningin thesmartcardterminalandregistertheobjectwith aCORBA naming
service.In additionto a pureinterfacedescriptionthemappingof methodinvocationsto sequences
of APDUssentto asmartcardneedsto bede�ned.

The requestbroker middlewareoperatesat a muchhigherlevel of abstractionthanthe APDU
gateway. For clients,thesmartcardservicesappearasobjectsor servicesin adistributedsystemsuch
asCORBA, Java/RMI,etc.Serviceimplementorsonly needto provideaninterfacede�nition andap-
propriateAPDU-mappingsto integratelegacy applicationsinto thesketchedmiddleware.However,
amajordrawbackfrom theperspectiveof themiddlewareimplementoris thatnumerousstandardiza-
tion stepshaveto betaken�rst: explorationof servicedescriptions,formatof descriptions,mapping
to distributedobjectsystemof choice,servicepublication,to namea few. Thisapproachthoughbe-
ing promisingin generalsuffers from theamountof standardizationstepsnecessaryfor real-world
deployment.

Summingup,boththeAPDU gatewayandtherequestbrokerapproachesareinstancesof theproto-
col standardizationapproachintroducedin Section4.3.2whichhasalreadybeenidenti�ed asrather
in�e xible andweconcentratefurtheron theplatformparadigm.

4.3.4 Middle ware as an Execution Platform for Mobile Code

Themiddlewarearchitecturepresentedin this subsectiontriesto circumventmostof thedrawbacks
of thepreviousapproachesby completelyreconsideringtheunderlyingmiddlewareparadigm.The
middlewareis notonly “glue” codesuchastheAPDU gatewayandbrokerbetweencomponentsbut
a platformfor theexecutionof dynamicallydownloadedmobilecode.This canbe illustratedwith
thefollowing scenario:

• The smartcardgets insertedinto the terminal and the answer-to-reset(ATR) identi�cation
stringis read.

• TheATR is usedto fetcha componentthatactsasa cardmanagerfrom a well-known setof
Websiteshostingsuchproxies.Theseproxiesareimplementedin amobilecodeprogramming
languagesuchasJava. Thesmartcardterminalprovidesanexecutionplatformsuchasa Java
virtualmachine(JVM). Theserviceproxyconsistof anappropriateJavaarchive(JAR) �le that
is downloadedto theterminalandexecutedin its JVM. In thebasicscenariothiscardmanager
itself couldnow registerasaservicerepresentingthecardto thenetwork environment.

• In amoreadvancedscenariothecardmanagerexploresthecontentsof thesmartcardin search
for smartcardservices.This is possibleif we assumetheimplementationof thecardmanager
knows abouttheparticularkind of cardthat triggeredits activation. Hence,it knows how to
actuallyexplorethecardand�nd its availableservices.Eachservicefoundmayconsistof a
URL pointingto aservicemanagerthatin turncanbefetchedandinstantiatedin theexecution
platformandoffer its particularserviceto theenvironment.
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Thisapproachessentiallyde�nes

• anexecutionplatformfor mobilecode,

• awell-de�ned processto fetchacardmanagerfrom thenetwork, and

• someAPI or protocolfor themanagerto accessthesmartcardandthenetwork.

Comparedto broker-basedmiddlewaremuchlessstandardizationis needed,thoughtheoverall �e x-
ibility haseven increased,sincethecardandservicemanagerareactive componentsthatnot only
actasservicesbut canalsoproactively beclientsto otherservices.Themostsigni�cant drawback
with this approachis thefact that thecomplexity is mostlyshiftedto the implementorsof cardand
servicemanagersandtheproperde�nition of anexecutionplatform.

4.4 The JiniCar d Framework

We have found the ideaof usingan executionplatform for the integrationof smartcardsinto net-
workedenvironmentssuf�ciently appealingto investigateandprototypesuchasystem.Thissection
presentstheresultof thechosenapproach,theJiniCard framework.5

As previously outlined,smartcardsaretemporarydevices.Consequently, theavailability of the
servicesthatthey offer is short-termandvolatile in nature.Smartcards,andhencetheirservices,can
appearanddisappearwithout prior notice, i.e. spontaneously. Smartcardsarephysicallyportable
andcaneasilybe carriedinto unknown environments6. Yet smartcardsareutterly dependenton
their environmentto be useful,asthey generallylack any input or outputfacilities for their users.
On all dimensions,smartcardsrankat the lower end,which meansthat they arevery dependenton
propersupportfrom their environments'infrastructure.Theseusagecharacteristicscall for a seam-
lessintegrationinto differentenvironmentsthatdo not requireany setupor con�guration. Service
discoveryandintegrationmusttakeplacespontaneously.

The architectureis namedJiniCard to emphasizethe fact that it makescardservicesavailable
asJini services,independentof thetypeof smartcardused.It wasa key designobjective to support
a wide variety of smartcardsby imposingonly a minimal setof requirementson the smartcard's
side. Basically, the only requirementis that the cardadheresto the ISO7816standard,i.e. that it
communicatesby exchangingAPDUs,asthevastmajorityof smartcardsdoes.

Impr omptu Service Integration

Oneof the main issuesthat we encounteredwashow to dealwith smartcardsthat arecompletely
unknownto anenvironment,giventheextremelylimited amountof informationthatcanbeextracted
from a cardof which onemight only know that it adheresto ISO7816.A relatedissuewashow to
dynamicallyinstantiatecardservicesthatarenot yet presentin theenvironmentat thetime of card
insertion.

Smartcardusersarenot interestedin physicalsmartcardsthemselves,but in the servicesthey
provide. Therefore,themaingoalwasto make theseservicesavailablewithout mucheffort on the
user's side. Ideally, cardservicesshouldbecomepartof the infrastructureassoonasthecardthat
carriesthemis insertedinto a cardterminal. This shouldbe possibleeven if thereis no a priori

5 In thesequeltheactualJava interfacespeci�cationshave beenomittedfor reasonsof simplicity. For theinterestedreader
moredetailedversionsareavailablein [Roh00; KRV00b].

6 Examplesarepublic andsemi-publicplaceslike of�ces, meeting-rooms,banks,postof�ces, andshops,in which smart-
cardsactasuseragents.
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Figure 4.3: Componentsof theJiniCardframework

knowledgeof theservicesthatarecontainedon a particularsmartcard. Anotherdesirablefeature,
especiallyif one takes on a more net-centricperspective, is to have theseservicesavailable not
only locally, but aspart of a local or wide-areanetwork. Therefore,the goal canbe describedas
makinginstancesof smartcardservicesimmediatelyavailablein a network environment,asa result
of insertinga cardinto a cardreader.

The Card Terminal as a Netw ork Component

We think that the designof currentcardreadersandtheir device driversis unsatisfactoryto meet
thesegoals.They areusuallynot self-contained,but attachedto a general-purposePCto function.
Weproposeto view acardterminalasaself-containedentitythatprovidesaccessto smartcardsfrom
a whole network infrastructure.Theultimatevision is to build theJiniCardterminalasa physical
device that containsa Java VM, canbe pluggedinto a network, anddoesnot needany additional
hardware.To make thecardterminalavailableasa network-wideresource,we decidedto modelit
asa Jini service.Thishasthefollowing bene�ts:

• Theterminalis modeledasaJava interfacewhichmeansthatlow level technicaldetailsof the
implementationof theterminalareabstractedfrom andareno longerimportant.

• The terminal is seamlesslyintegratedinto an infrastructureandcanbe usedby any client,
withoutany knowledgeof theconcreteunderlyingterminaltechnology.

• Theclient maybelocatedanywherein theenvironment.
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TheJiniCardframework consistsof threecategoriesof componentsthatcanconceptuallybedivided
into two layers. The lower layer providesthe abstractionof a cardterminalasa Jini serviceand
servesasa commonbasefor the othercomponentsof the framework. The upper layer consists
of a mechanismto explore smartcardsto identify servicesthat arecontainedon them. The actual
card servicescanalsobeseenaspartof this layer. Cardservicesget instantiatedastheresultof an
explorationprocess.Figure4.3on theprecedingpagegivesasimpli�ed layoutof thearchitecture.

4.4.1 The JiniCar d Terminal Layer

Cardservicesaremeantto bedownloadedinto many differentsettings.This requiresawell-de�ned
environment,consistingof well-known interfaces,into which theseservicescanbeembedded.One
wayto providethis foundationis by modelingacardterminalasanetwork componentthatprovides
a standardmeansof remoteaccessto a smartcard.

Accessing Smartcards Remotely

Thepurposeof thelower layerof theJiniCardframework is to provideauniformandsimpleway to
accesssmartcardsremotely. With regardto uniform access,motivationssimilar to thosethat led to
thedevelopmentof theOpencardFramework (OCF) [OCF99; OCF00]applyhere.OCFis a Java-
basedframework thatprovidesa uniform applicationinterfacefor building smartcardapplications.
A majordifferenceto OCFis that theJiniCardterminalis designedto beusedremotelyandis not
restrictedto beusedby a singleJava VM. This meansthat remotemutualexclusionof accessto a
smartcardhasto beconsidered.

We have modeledtheJiniCardterminalasan ordinaryJini servicewith theJava interface � 
����

�

� ����� (see4.3 on the pagebefore). It becomespart of the local Jini federationby �nding lookup
servicesandperformingtheserviceregistrationprocessalsoknown asdiscoveryandjoin [Sun99b].

The �

�

� � ��� � � � interface7 providesa uniform andeasyto useabstractionfor all kindsof smart-
cards,but it doesnot changethebasicprinciplesof interactionwith a smartcard.TheAPDU asthe
low level protocolunit is visible in theinterface.A stepin theprotocolstill consistsin theexchange
of a pair of APDUs– a commandAPDU followedby a responseAPDU. This makesthe interface
very �e xible anddoesnot constrainits applicabilityto certainkindsof smartcards.

Mutually Exclusive Access to a Smartcard

Multiple clientsof a singleJiniCardterminalcanhold a referenceto thecurrentsmartcardsimulta-
neously. Interactionswith a smartcardoftenrequiretheatomicexchangeof multiple APDU pairs,
e.g. to navigatethrougha �le systemhierarchy. During this processstatetransitionsmayoccurin
thecard.ThismeansthatAPDUsarenot independentof oneanother, but dependonearlierAPDUs.
It is not possibleto provide transparentschedulingof accessto a smartcard,becauseit is unknown
whatstatewasestablishedby onecardclient, andhow to reestablishthatstate,afteranotherclient
hasbeenusingthecardin between.This fact,andthefact thatmultiple clientscanhold references
to the samesmartcard,requiressomekind of mutualexclusionmechanismthat is exposedin the
interface.This is achievedthroughthemethods� 
���� �	��
 �

�� and 
 ���
��
 ��
�� availablein the �

�

� � ��� � � �

interface. They provide mutualexclusionbetweendistributedclientsof a smartcard.A potential
drawbackis that a client caneffectively block a smartcardif it doesnot relinquishcontrol of the
smartcardonceit hasacquiredexclusiveaccessto it.

7 Subsequently, wewill denoteJava classnameswith thefollowing typographicface: ����������� �������������� "!����$#%� � .
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Possiblereactionsto this problemare(1) to ignore it, (2) to usea �x ed maximumamountof
time thata client is allowedto accessa smartcard,(3) to let theclient specifyin advance(oncalling

� 
�� � �	��
 �

�� ) how long it needsthecard,and(4) to usea �x edmaximuminactivity time afterwhich
thecardis revokedfrom theclient. However, noneof theseapproachesis without disadvantagesas
it representsa generaldistributedresourceallocationproblem.

A client of the smartcardinterfaceshouldaccessa smartcardexclusively only during a single
atomicsequenceof APDU pairs. Exclusive accessshouldbe held asshortly aspossible,to give
otherclientsa chanceto obtainaccessto thecard. The actualmeansto talk to thecardis to send
commandAPDUsandto receive responseAPDUs. JiniCardis fully transparentin this respect.A
serviceimplementorcanbesurethatJiniCardwill notchangethecontentof theexchangeof APDU
messages.This hastheadvantagethatJiniCardworkswith all ISO/IEC7816compliantcardsthat
rely onexchangingAPDUsto communicate.

Answer-to-Reset

Immediatelyafterreset,smartcardsissueashortsequenceof bytes,calledtheanswer-to-reset(ATR)
asintroducedin Section3.2. It containsinformationaboutlow level communicationprotocolparam-
eters.Furthermore,it containsup to �fteen socalledhistorical characters thatareusedin different
waysby differentvendors.ISO7816-3[ISO89] basicallystatesthat

“[. . . ] the historical characters designategeneral information, for example, the card
manufacturer, thechip insertedin thecard, themaskedROM in thechip, thestateof the
life of thecard.”,

andfurthermore

“The speci�cation of the historical characters falls outsidethe scopeof this part of
ISO/IEC7816.”,

and�nally in ISO7816-4,Sect.8 [ISO94]

“Thehistoricalbytestell theoutsideworld howto usethecard.”

Although thesequotesseemto be contradictoryat �rst, in practicethe ATRs reportedby off-the-
shelf smartcardsrevealsuf�cient informationaboutthemanufacturer, thecardtype,andoperating
systemsuchthattheATR canbeusedasa key to obtainfurtherinformationaboutthecard.

In termsof implementation,theATRsof a cardareobtainedby invoking the � 
���� � � � method.
It returnsanarrayof ATRsto re�ect thefactthatsomesmartcardshave severaldifferentATRs. By
consecutively resettingacard,it is possibleto cycle throughthesetof ATRsof suchcards.

Service Trading on Top of Jini

A JiniCard�

��

�

� ��� � servicetogetherwith the �

�

� � ��� � � � it managesprovidesaneffectiveabstraction
of theunderlyingcardreadertechnology. It makesthecardterminalandaninsertedsmartcardpartof
thenetwork infrastructure.By modelingtheterminalandsmartcardasJava interfacesthey become
easyto use.Clientsjust needto know the � 
��

�

� ����� and �

�

� � ��� � � � interfacesandhow to look up a
cardterminalin aJini environment.Detailsrelatedto remotecommunicationarehiddenby Jini and
RMI. Detailsconcerningthe interactionwith thephysicalterminalarehiddenby JiniCard.Mutual
exclusionallowsmultiple applicationsat differentlocationsto actasclientsof a singlesmartcardin
anorderedmanner. Keepingtheexchangeof APDUsasthebasicmeansof communicationretains
the�e xibility thatis neededto useawide varietyof differentsmartcards.
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As such,the lower layer of JiniCardis an instanceof the APDU-gateway middlewaredescribed
in Section4.3.3andprovidesan API for the upperlayer of the JiniCardframework to accessthe
smartcard.

4.4.2 Smartcar d Exploration Layer

Thecomponentsdescribedpreviouslyprovideauniform way to accesssmartcardsasnetwork com-
ponents. But they arenot suf�cient to achieve our goal to integrateeffortlessly the servicesthat
a smartcardoffers into a networked environment. To reachthis goal, we proposean exploration
mechanismto identify the servicesthat arecontainedon a smartcardandto make themavailable
in the environment. Our approachto achieve the goal of cardserviceintegrationincludesthe dy-
namicdownloadof explorationcomponentsaswell ascard-externalpartsof cardservices.As such
thesmartcardexplorationrepresentsan instanceof thegenericbootstrappingframework for small
devicesasintroducedin Sect.4.2.2.

As our target environmentwe have againchosenJini that servesasa platform that represents
all systementitiesasservices.Similarly, we representall applicationscontainedon a smartcardas
Jini services.This placesservicesthatareofferedby smartcardson anequalfooting with otherJini
services.In thefollowing sections,wedescribethestepsthatthecardexplorationmechanismtakes.

Smartcard Insertion

The explorationprocessis triggeredby the insertionof a smartcardinto a JiniCardterminal. This
causestheterminalto distributea remoteevent(cf. initial detectioneventin Sect.4.2.2)to all listen-
ers(cf. resolvers)thatpreviously registeredfor suchevents(seeStep1 in Fig. 4.4on thefollowing
page). The event containsthe ATRs of the card to allow listenersto decideearly on, if they are
interestedin theeventandwish to respondto it. Thesetof ATRsis theonly informationthatcanbe
obtainedfrom acardif thereis noa priori knowledgeaboutit.

Card Exploration with the Card Explorer Manager

The componentthat controls the card exploration processis known as the � � � ��� ����� 	���
�� � ����� � 
�� .
This componentis registeredat the cardterminalasan event listener. The cardexplorer manager
managesasetof � � � ��� ����� 	 ��
�� � . Cardexplorerscarryouttheactualworkof exploringacertainkindof
smartcardsto identify theservicescontainedonthem.Cardexplorersaredynamicallyloadedinto the
Java virtual machineof thecardexplorermanager, if anunknown kind of smartcardis encountered.
As explainedbefore,theonly informationthat is availableaftera cardis insertedareits ATRs. The
cardexplorermanagerpassesthis informationtogetherwith a referenceto thesmartcardto its card
explorersandasksthemto explore the card(Step2). The resultof this explorationprocessis an
instanceof class � ����� 	 ��� � � 	 ��� 
 ��
�� � (Step3), thatcontainsa setof � 
���� � � 
�� �
	 	 objectsor anindication
that thecardexplorercouldnot handlethecard.A � 
���� � � 
�� �
	 	 objectdescribesa singleserviceand
providesenoughinformationto engagein theserviceinstantiationprocess.

The Role of Manifest Files

What happensif the cardexplorer managerdid not �nd a cardexplorer in the setof known card
explorersthatcouldhandlethecard?In thiscasethecardexplorermanagercontactsaspecial,well-
known Webserver. For thefollowing assumethat this server is namedwww.atr.net8 andhostscard

8 www.atr.netis justusedfor illustrative purposeshere,sodon't worry if it doesn't actuallycontaincardexplorers.
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Figure 4.4: Downloadandinstantiationof cardexplorersfor unknown smartcards

explorersfor many typesof smartcards.ThesecardexplorersaremadeavailableasJava archive
(JAR) �les. A single JAR �le aggregatesmultiple Java class�les and other relevant �les. An
importantpartof a JAR �le is its manifest�le [Sun96] thatcontainsinformationaboutthearchived
�les. An examplemanifest�le couldlook asfollows:
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JAR �les for cardexplorerscontaintwo specialentriesin their �
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	SR

�
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	 �les. The �rst
specialentry is the U

��� �

<

5(4������

attribute that wasintroducedwith the Java2 platform. It allows
to designatethe classthat servesasthe entry point into the cardexplorer. It refersto a classthat
implementsthe � � � ��� ����� 	���
�� interface. The examplemanifest�le refersto a cardexplorer that is
ableto exploreJava Cards.Thesecondspecialentryis namedV

2

������5(����/

<�W�X�Y

. Its valueis a setof
Base64-encodedATRs.9 This setdeterminesthesetof cardsthat theexplorer is willing to handle.
Theexampleshows theBase64-encodedATR of a Java Card.10 This mechanismcanbeextended
by usingregularexpressionsto gainmore�e xibility .

ATRMa pper

A componentcalled � � �$� ��� � 
�� (seeFig. 4.4) inspectsall cardexplorerJAR �les thatarestoredon
www.atr.net, in orderto establisha mappingfrom a setof ATRs to a setof namesof cardexplorer
JAR �les. A cardexplorermanagerthatwasnotableto �nd a suitablecardexplorerfor a particular

9 Base64 encodingis speci�ed in [RFC2045] andallows to encode8bit datawith 6bit symbols. The ATRs have to be
Base64encoded,becausethemanifest�le speci�cationdoesnotallow for arbitrary8bit entries.

10 Identifying thetypeof cardusedin theimplementationphasecanbeleft asa taskto theinterestedreader.
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cardlocally, contactstheATR mapperavailableonwww.atr.net(seeStep4) Theresultis (hopefully)
thenameof a suitablecardexplorer (seeStep5) that themanagercanthenusefor download(see
Steps6 and7) andinstantiation(seeStep8) by usinga customclassloader. This newly instantiated
cardexplorer is then in charge of exploring the card in question. Alternatively, the ATR mapper
couldreturntheactualimplementationdirectly insteadof aURL.

Service Information Objects

The resultof a successfulsmartcardexplorationprocessis an objectof type � ����� 	 ��� � � 	 ��� 
 ��
�� � that
containsa set of � 
���� � � 
 � �
	 	 objects– one for eachservice. An � ����� 	 ��� � � 	 ��� 
 �%
�� � object is what
is handedbackfrom a cardexplorer to the cardexplorer manager, to enableit to instantiatecard
servicesas the �nal step. A � 
�� � � � 
 � �
	 	 object containsJini relatedinformation,suchas the ser-
vice identi�er, codebaseinformationandentrypoint information. Theserviceidenti�er is usedto
uniquely identify the cardserviceasa Jini serviceinstance.The groupsarrayspeci�esnamesof
servicecategoriesthat theservicebelongsto. Nameandcommentareusereditabledescriptionsof
a service.The locators attributeexplicitly speci�eslookupservicesthat theservicehasto connect
to onceit getsinitiated. The Jini speci�cationprescribesthat theseserviceattributes(serviceID,
groups,attributes,andlookup locators)arestoredpersistently. Oncea Jini servicegetsa service
identi�er assignedto it, it shouldrememberthat identi�er anduseit in all future interactionswith
lookupservicesandotherJini services.To complywith theJini speci�cationJini relatedinformation
is storedon thesmartcardwheneverpossible.

4.4.3 Smartcar d Services Exploration Layer

To enablethecardexplorermanagerto retrievetheactualcardservicecode,thecodebaseandentry
point informationareessential.TheserviceURL refersto a site that containsthecodeof thecard
servicedescribed(namedwww.service.comin Fig. 4.5 on the following page). The serviceclass
namedenotesaclassthatimplementstheinterface� � � � � 
���� � � 
 or oneof its subclasses(e.g. � �

�

� � � � �

��� � ��� 
 � � � � � 
���� � � 
 ). With this informationthecardexplorermanageris ableto dynamicallydownload
thecardservicecodeandcreateaninstanceby usinga customclassloader.

To be useful,a cardservicemusthave accessto its card-residentcounterpartandthereforeto
thephysicalsmartcard.This is achievedby usingthe �

�

� � ��� � � � interfacethattheJiniCardterminal
provides.TheJiniCardframework passesthecorrespondingobjectto thecardserviceby calling the

��
 ��� � � � method(seeStep5) with a remotereferenceto thesmartcardobject.
The � 
�� � ����� ��� 
 ��
 � 
��
� methodreturnsJini attributesetsthatareimmutableandthatdonotdepend

on thespeci�c serviceinstance.Vendorinformation,for example,�ts into this categoryof attribute
sets.The � 
���� � 	 ��� methodreturnstheproxyobjectthatwill (in serializedform) beuploaded(Step6)
to theJini lookupservice(abbreviatedasLUS in Fig. 4.5on thenext page),whereit canbedown-
loadedby clients.No restrictionsareimposedon theproxy objectotherthanthatit is serializable.

Implementing a Card Explorer

If acardserviceis to bewrittenfor asmartcardtypeof whichacardexplorerdoesnotyetexist, then
thedeveloperhasto provideanimplementationof the � � � ��� ����� 	�� 
�� interface.This interfacehasjust
asinglemethod,named
������ 	 ��
 � � � � , thattakesa �

�

� � ��� � � � objectasanargument.Thecardexplorer
must�nd a way to explorethesetof cardsthat it is wishesto handle.This canbedoneby usingan
on-carddirectory, that is particularlyuseful,if multi-applicationJava Cardsareused.Anotherway
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to exploreacardmaybeto simplyprobethecardby usingsomeselectionAPDUsandby examining
if thecardgeneratestheexpectedresponses.

As describedabove, theresultof theexplorationprocessis a setof � 
���� � � 
 � �
	 	 objectsthatpro-
vide informationabouta serviceandalsodescribehow to instantiatethem.Therearetwo different
possibilitiesto instantiatecardservices:One is to provide a URL from which the serviceimple-
mentationcanbe downloaded(calledserviceURL), the other is to provide a referenceto the card
servicethat the cardexplorer is ableto instantiateby itself. The method � 
 ��� 
�� � � � 
 is intendedto
geta referenceto a cardservicethat wasinstantiatedthis way. The JiniCardframework �rst tests
if � 
 ��� 
�� � � � 
 returnsa valid (i.e. non-� 
�� � ) reference.If it doesnot, the � 
���� � � 
 � �
	 	 objectmustgive
a serviceURL to downloadthecodefrom. The�rst approachmight beusefulif thesetof services
for agivencardis �x ed.Thisallows to storetheserviceimplementationtogetherwith cardexplorer
implementation.Also, if thecard-externalcodeof a smartcardapplicationis storedon thecardit-
self, insteadof beingstoredon a Web server, this might be advantageousashasbeensuccessfully
demonstratedin [EUR01].

The reasonfor making the card-external part of a smartcardapplicationavailable on a Web
server, insteadof storingit on thecarditself, is the limited amountof memorythat is availableon
currentsmartcards.Thecard-externalpartof a cardapplicationin factmaybeordersof magnitude
largerthanwhatcurrentsmartcardsareableto provide. It may, for example,containagraphicaluser
interfacethatoftenneedslargeamountsof code.

To install a cardexplorer, all class�les that are relatedto it have to be storedin a JAR �le.
Its �


��
� � �
	 R

�

��� � 	 
 ����T

�

	 �le hasto containthe ATRs that areto be handledby the cardexplorer as
well asthenameof the implementation's entryclass.Finally, theJAR �le hasto beuploadedto a
well-known Webserver, likewww.atr.net, whereit canbeinspectedby anATR-mapper.

Implementing a Card Service

To implementa cardservicethat the JiniCardframework canhandle,the following stepsmustbe
taken:First, theinterface� � � � � 
���� � � 
 (or its sub-interface� �

�

� � � ����������� 
"� � � � � 
���� � � 
 ) hasto beimple-
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mented.Apartfrom implementingtheinterfacemethods,thismeansimplementingtheactualservice
methods.Theserviceusesthe �

�

� � ��� � � � interfaceto talk to thecard. At runtime,anobjectimple-
mentingthis interfacewill beprovidedthroughthe ��
���� � � � method.It is importantto emphasizethat
the JiniCardframework doesnot de�ne the way in which the card-externalpart of an application
talks to its card-residentcounterpart.Both partshave to agreeupona proprietaryprotocol, i.e. a
setof APDUs andtheir meaning.The developeris free to de�ne this privateprotocol,usingAP-
DUs. Thedeveloperis alsofree to designthecard-residentpartof theapplicationin any way that
heor shedeemsappropriate.This �e xibility allows for theintegrationof cardsthatprovidea �x ed
APDU protocolsuchasGSMSIM smartcardsthatuseastandardizedAPDU protocolthatis de�ned
in [GSM11.11]. In thatcasethecard-residentpart,andthereforetheAPDU protocolwas�x ed,and
our taskwasto write a card-externalpart that integratesa servicefor GSM cardsinto theJiniCard
framework.

Theservicerelatedclass�les have to bepackagedasa JAR �le andhave to bemadeaccessible
to anHTTPserver. If suchaJAR �le is smallenough,it mayalsobestoredon thecard.In any case,
thecardexplorerthatexploresthecardmustbeableto examinetheserviceinformationandto �nd
a way to acquireaccessto theservicecode.

If acardserviceimplementationis installedonamulti applicationcard,thenits existencehasto
beannounced.This canbedoneby storingserviceinformationin somekind of on-carddirectory.
Cardexplorersexaminethis directoryto learnaboutservicesthatareavailablefrom thecard.

Summar y

TheJiniCardframeworkdescribedin detailin theprevioussections,thoughreasonablycomplex, has
beenprototypicallyimplemented.Our prototypeprovidesa solutionto theproblemof integrating
smartcardsintonetworkedenvironments.It doesthisby providingaplatformontowhichtheoff-card
counterpartsof card-residentservicescanbe dynamicallydownloadedandinstantiated.Together,
thecard-residentandoff-cardcomponentstightly co-operateusingtheplatform'sresources.

Theframework canbeconsideredasvery �e xible sinceit allows for theintegrationof all types
of smartcardsthat comply with the namedISO standards.It facilitatessmartcardintegrationand
enablessmartcardsto becometrueactive network nodes.This hasbeendemonstratedby therapid
implementationof smartcardserviceson top of the JiniCardframework and hasshown that the
abstractionsrepresentedin theframework areuseful.

4.5 Related Work

Recently, the integrationof smartcardsinto networked environmentshasbecomemoreandmore
attractiveto bothacademiaandindustry. In thesequelwebrie�y discussthemostimportantprojects
relevantto this problemdomainanddraw somecomparisonsto theJiniCardapproach.

OpenCard Framework

Closely relatedto our approachof smartcardintegration is the OpenCardFramework [OCF00;
HH98; OCF99].Originally, OCFwasdesignedto run within a singleJava VM which would block
cardreadersto otherapplications.OCFusesan“applicationdriven” paradigm.An application,that
runs in the sameJava VM asOCF itself, asksfor a particularcardserviceandwaits until a card
implementingthatcardservicearrives. Thecardremainspassive anddoesnot geta chanceto an-
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nounceits capabilitiesandavailableservices.To achieve this goal,a proactiveparadigmis needed,
in which thecardis askedfor its servicesthatarethenmadeavailableto theenvironment.

OCF alsohasno supportfor remotesmartcardaccess.The proxy conceptis usedto hide the
protocolto theserviceimplementationon thesmartcard.Similar to our approachis theuseof so-
calledCardServiceFactory objectsthat produceJava objectsthroughwhich cardresidentservices
canbeaccessed.

Although OCF de�nes interfacesand classesfor applicationand card management,they are
realizedonly rudimentary. In particular, themappingfrom servicedescriptionsto serviceinstancesis
notde�ned. OCFisastaticallycon�guredframework,whereall availableservicesmustberegistered
in a con�guration�le. However, this doesnot meettherequirementof spontaneousintegrationthat
we identi�ed asanimportantissuein smartcardmiddleware.

CITI TCP/IPStack

Webcard[RH99; RH00] is an implementationof a stripped-down Web server on a Java smartcard.
The implementationconsistsof a card-residentJava appletthat implementsa subsetof theTCP/IP
stackthat is necessaryto implementa HTTP Web server. Several assumptionssuchasoneTCP
connectionat a time, theHTTP requestmust�t into a singlepacket, etc.,have beenmadefor the
particularimplementation.Furthermore,only a subsetof the HTTP/1.0protocolhasbeenimple-
mented.ThehostPCroutesincomingpacketsto thecard's IP addressthrougha serialinterfaceto
thecardreaderand�nally to thecard.Packetsin thereversedirectionarefetchedfrom thePCfrom
thecardandfurtherdroppedontothenetwork.

CITI' sWebcardserveris to ourknowledgethe�rst attemptto integratesmartcardsattheIP level.
Althoughthe�rst implementationdoesnot implementa completeTCP/IPstackit demonstratesthe
generalfeasibility of this approach.With future smartcardswith morecomputationalresourcesit
is possibleto implementmorecompletenetworking stacksallowing for transparentintegrationof
smartcardsinto theInternet.However, it doesnotprovidea spontaneousnetworking framework for
theintegrationof smartcardsbut insteadfocuseson theintegrationon theIP layeronly.

The InternetDraft “IP and ARPover ISO7816” [GM01a] that hasits origins in the Webcard
projectmentionedpreviously describesthe transportof IP datagramsover theasynchronous,half-
duplex link layerprotocolsfoundon ISO7816compliantintegratedcircuit cards.This memopro-
posesastandardfor communicatingwith cardsusingInternetprotocols,thusconnectingsmartcards
directly to theInternetandtherebyloweringthebarrierof integratingsmartcardsinto Internetappli-
cations.

TheISO7816link layerprotocolsarehalf-duplex with theterminalalwaysinitiating thecommu-
nication.In orderto enableIPpacketsto �o w from theICC to theterminal,thedraftspeci�esthatthe
terminalmayregularly poll thecardsendingit appropriatepolling requests.This enablesa cardto
alsoinitiate communication.Anotherdraft speci�cation[GM01b] furtherconcentrateson transport
of TCPandUDPpacketson this network layerwith particularattentionto headercompression.

Currently, the only implementationsaid to be almostcompatiblewith the �rst draft is CITI' s
UDP andTCP/IPstack.

ETSISmartcard Platform Proposal

Lamotte[Lam01] hasproposedacommunicationprotocolbetweenaterminalandasmartcardbased
on thePoint-to-PointProtocol(PPP)[RFC1661]. Theproposalconsidersa long-termeffort to bring
IP capabilitiesto smartcards.The approachusesstandardInternetframing protocolsto provide a
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layeruponwhich IP packetscanbeexchanged.At thetime of this writing, however, no actualim-
plementationis available,yet, andthepapershouldbeviewedasa stimulusfor providing strategic
directionson how suchintegrationcanbeachievedwith a particularfocuson the long-termdevel-
opmentanddeploymentissuesin thesmartcardsector.

Bull Inter net Card

InternetCard[Uri00; UST00; Uri01a] is anapproachdevelopedat theCP8smartcardresearchlabs
of Bull. Their architecturecompriseshost-residentagentsthatareresponsiblefor routingbetween
thehost's IP stackandcard-residentagents.BeyondIP andUDP they arealsocapableof managing
TCPsessionsbetweenanetwork nodeandthesmartcard.Communicationbetweenthehostandcard
agentsis achievedby meansof anasynchronousprotocolcalledSmartTPcomparableto asimpli�ed
versionof TCP. The agentstransferthe TCP or UDP packet payload,e.g.HTTP streamenclosed
in SmartTPpacketsbetweenhostandcard.On top of this systema card-residentWebserver anda
so-calledtrustedproxyhavebeenimplemented.

At presentthearchitectureandprotocolshave beensubmittedto theJava CardForum[JCF01]
asa proposalfor smartcardintegrationinto networks[Uri01b].

Gemplus DMI

In contrastto the IP-basedintegrationof smartcards,[VV98] describesan approachaiming at an
RPC-like model of communicationwith Java smartcardapplets. The basic idea is to apply the
programmingmodelof distributedapplicationsto smartcards.This is achievedby aninterfacede-
scription languagebeing a subsetof the Java Card languagefrom which stub andskeletoncode
aregenerated,similar to the CORBA programmingmodel. Whereasin CORBA the IIOP “wire”
protocolbetweenobjecthasbeenstandardized,in this approacha protocolcalledDirect Method
Invocation(DMI) hasbeenintroducedthat canbe viewed asa genericappletinvocationprotocol
runningon topof standardAPDUs.Theadvantagesof thisapproachthathasbeenincorporatedinto
Gemplus'developmentenvironmentsaresimilarto thoseusuallylistedfor distributedprogramming,
namelythehigherlevel of abstractionof thecommunicationmodelbetweenclientsandservers.

The DMI approachdoesnot offer further abstractionssuchasservicedescription,etc., targets
simpli�ed smartcardapplicationdevelopmentonly.

CORBA Integration done at Darmstadt University of Technology

Similar to theDMI approachpresentedpreviously, [FMM99] describesa prototypicalimplementa-
tion of a CORBA-basedarchitecturefor theintegrationof smartcards.Here,differentORB models
are discussedthat separatethe functionality betweenthe card terminaland the card. The proto-
type targetsGSM SIMs andusesa mobile phonesimulatorthat canbe usedby the card-resident
applicationto performuserinteractions.

Gemplus Jini Surrog ate Project

Gemplusis currently implementinga smartcardintegration basedon the Surrogate community
projectat Jini.org [Sun01b]. The Surrogateprojectaimsto extendtheJini technologywith an ar-
chitecturethatallows serviceswith limited resourcesto participatein a Jini federation.Hence,the
Surrogateprojectsharessimilar ideaswith our approachsupportingthethesisthat thereis demand
for theintegrationof smalldevicesinto localenvironments.
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Surrogateis closely relatedwith Jini sinceit offers deviceswith limited resourcesa platform
into which thosedevicescan“inject” mobilecode. This ideais comparableto theapproachin the
JiniCardframework wherethecardterminaloffersan executionplatformfor themobilecodethat
canbeusedby thesmartcardto offer its servicesto otherclientsin a network. Prior to the launch
of the Surrogateproject an active discussionaboutpossiblearchitecturesandapproachesfor the
integrationof smalldevicestook placeonSun'sJini-Usersmailing list.

Similar to the “IP InterconnectSpeci�cation” [Sun01a] Gemplusintendsto provide an inter-
connectspeci�cation[Sur01] de�ning the integrationsmartcardsinto theSurrogateframework. At
thetime of this writing, no speci�cationor implementationis availableto thepublic. However, the
authorshave announcedto releasea versionin the future for public review which would enablea
morethoroughcomparisonwith theJiniCardapproach.

Summar y

The integrationof smartcardsinto networkedenvironmentsis a hot topic thesedaysandquitedif-
ferentapproacheshavebeenproposedandsomeof themimplemented.They canberoughlycatego-
rizedaccordingto thelevel of integrationprovided.ApproachessuchasCITI' sWebcardandBull' s
SmartTPfocuson theintegrationat theIP layeror onelevel above. Lamotte's proposalgoesdown
evenfurtherby proposingPPPasacommunicationprotocolmuchat thelink layer. In contrast,other
approachessuchastheGemplus'Jini SurrogateapproachandJiniCardfocusonsolutionsatamuch
higherlevel of abstraction.

Dueto thedifferentnatureof theseapproachescomparisonsarelargelydependingon theappli-
cationcontext suchsolutionsareusedfor. Anyhow, it seemsthat the integrationof smartcardshas
�nally gainedattentionnotonly in theacademicworld but alsoin industry.

4.6 Secur ity Aspects

The JiniCardframework allows smartcardsto offer servicesin a network by meansof a proactive
explorationmechanisminitiatedby thecardterminal.ClientsaccessthesecardservicesthroughJini
serviceproxiesthat usethe basicinterfacemethodsof the cardterminalto communicatewith the
card-residentportionof theservice.Themostobviousproblemwith suchanapproachis thesecure
accessfrom remoteclientsto the card,andthe problemof the card holder veri�cation procedure
(CHV).

4.6.1 Smartcar d Comm unication Assumptions

TheCHV problemdoesnotonly arisein thecontext of JiniCardbut equallywell appliesto theother
integrationapproachesif remoteaccessto thesmartcardis considered.In traditionalarchitectures
theunderlyingassumptionsof smartcardusagearethat

a) communicationbetweenthecardterminalandthecardis trustworthy,

b) communicationbetweentheapplicationandtheterminalis trustworthy, and

c) communicationbetweentheinput andoutputdevicesof theapplicationis trustworthy.

Mostoftencardreadersareattachedto terminalswith whichthecardholderperformsCHV tounlock
thecardfor security-sensitiveoperations.ThiscanbethePIN typedinto anATM, or thePIN entered
into a GSMhandsetto activatethenetwork authenticationprocedure.
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Hence,the underlyingassumptionwith this approachis that the communicationlink between
thepinpador keyboardandthesmartcardis secureandcannotbeeavesdroppedor tamperedwith.
For mostof thepracticalapplicationscenariossmartcardsareusedin, this assumptionsoundsquite
reasonable.In scenariosbasedon remoteusageof smartcardsthough,the link betweenthe client
andthesmartcardmustpotentiallybeconsideredasuntrustedandinsecure,andspecialprecautions
have to betaken,i.e. thehostileenvironmentproblemhasto besolved.

4.6.2 End-to-End Secur ity Appr oaches

Thissectiondiscussessomeof theapproachesthatimplementvariousdegreesof end-to-endsecurity
with smartcards.

Secure Messag ing

The ultimatesolutionto this problemwould be to completelyencryptall dataexchangedbetween
theclient andthesmartcard,i.e. achieve end-to-endsecurity. This would imply that thetraditional
ISO7816interfacebasedon APDUs cannotbe usedany longersinceit assumesthe exchangeof
unencryptedAPDUs.However, securemessaging asspeci�edin [ISO94, Sect.5.6] canbeused

“[. . . ] to protect[part of] themessagesto andfroma card byensuringtwobasicsecurity
functions:dataauthenticationanddatacon�dentiality. Secure messaging is achieved
by applyingoneor more securitymechanisms.Each securitymechanisminvolvesan
algorithm,a key, anargument,andoften,initial data.”

Basically, securemessagingoffersastandardizedframework for theencryptionof thepayloadparts
of APDUs. Unfortunately, for this to work the problemof key distribution mustbe solved. This
basicallymeansthat the smartcard's remoteclient mustbe con�gured with the appropriatesecret
key(s) �rst beforecommunicationcantake place.In a realdistributedsettingthis would meanthat
theuserhasto somehow typein thesharedkey usedfor thesessionwhich is ratherawkwardandnot
suitablefor practicaluse.

SSL/TLSComm unication

A bettersolutionwouldbeto useprotocolssimilar to theInternet'sdefactostandardsSSLandTLS
[RFC2246] thatusepublic-key encryptionto agreeon a sharedsessionkey betweena client anda
serverusedfor con�dentiality andintegrity of communication.Furthermore,theprotocolallows for
mutualauthenticationthatmightbenecessaryto not leakcon�dential informationsuchasthecard's
CHV througha man-in-the-middleattack.

In [Tab00] wehaveperformedananalysisandevaluationof thefeasibilityof aserver-sideimple-
mentationof theTLS protocol.ThescenariocomprisesaTLS-enabledserverhostedonasmartcard
andan anonymousclient, i.e. without TLS client authenticationwhich is the standardcasein the
Internettoday. Ouranalysishasled to thefollowing essentialobservations:

• Severalstepsof theprotocolareoptionalandcanbeomittedbut thenumberof messagesin
theprotocolafterhandshakecannotbereduced.

• Only the client hasto performcomputationallyexpensive operationsduring the handshake.
On the server side,only the mastersecrethasto be calculatedbut needsa randomnumber
generatorto sendits ServerHellomessage. Most smartcardswith cryptographicfeaturesare
todayequippedwith suchrandomnumbergenerators.
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• The largestamountof dataexchangedis theserver's certi�cate that is roughlyabout1–2kB
in size.

• Theserverportionof theprotocolis computationallylessexpensivethantheclient side,since
parsingandsignatureveri�cation of thecerti�cate is necessaryon theclient sideonly.

• Sessionrecovery could be usedto reducethehandshake if repeatedconnectionsto the card
occur.

• Currentsmartcardswith cryptographiccoprocessorsmight beableto offer a few TLS cipher
suitesmatchingmostof thepotentialclients' ciphersuites.

• Supportfor 32bit arithmeticson thecardis importantfor achieving reasonableperformance.

Although we have not actually tried an implementationourselves,the theoreticalanalysisreveals
thatanimplementationwouldbepossiblewith currentsmartcards,thoughnotwithouta fair amount
of effort.

CITI Secure Inter net Smartcard

Insteadof using Internet standardprotocols, the implementationdescribedin [IFH00] usesthe
SPEKEprotocol[Jab96] for establishinga sessionkey for channelencryptionandat thesametime
authenticatingthecardandits remoteuserwith a sharedsecret.SPEKEis a protocolachieving the
sameobjectivesasthe EKE protocol [BM92] but is bettersuitedfor a smartcardimplementation.
SPEKEis basedon theDif�e-Hellman protocol[DH76] andadditionallyachievesauthenticity, thus
avoidingman-in-the-middleattacks.

The authorsdescribehow their implementationhasbeenintegratedinto both SSH[YKS+ 01]
andKerberos[NT94] clientapplications.TheSSHclient usesthesmartcardto electronicallysigna
challengepresentedby theSSHserver. TheKerberosclient usestheremotecardto unseala DES-
encryptedticketgrantingticket. They reportanumberof timing measurementsthatdemonstratethat
a securechannelusingSPEKEcanbeestablishedin theorderof severalsecondsof which mostof
thetime is spentexecutingthecryptographicoperationsin thesmartcard.

Sinceresearchandformal underpinningof authenticatedkey exchangeprotocolshasbeenun-
dertaken(cf. [BPR00]), we think thatremotesmartcardusageis possiblewith suitabletransparency
from theuser'sperspectiveusingthepresentedapproach.

Comparedto theTLS approachtheadvantageof thesekind of protocolsis thatproving authen-
ticity of thepeeris donethroughthepeer's knowledgeof thepassword. In contrast,thedrawback
of usingTLS is thatauserata terminalhasto achieveandverify theauthenticityof theremoteTLS
server in thecardbasedontheserver'scerti�cate which is usuallynot themostuser-friendly option.

Swisscom CASTINGProtocols

SwisscomTM hasappliedfor a patent[Swi00] for theSECTUS protocolsdevelopedin theCASTING

researchproject.Thebasicproblemis theremoteusageof a smartcardfrom a PCoveranuntrusted
wirelesslink, e.g.Infrared[IrD01] or Bluetooth[Blu01; HNI+ 98]. Thebasicapproachtaken is to
involve theuserinto theprotocolslet him securelytransmitsecretsfrom thecardto thePCor vice
versa.In thisscenariothecardis insertedinto acardreaderequippedwith inputandoutputfacilities.
In a prototypicalimplementationdescribedin [RV01] a mobilephonewasusedasthewirelesscard
readeranddemonstratedtheintegrationof aRSA-enabledGSMSIM smartcardoveranInfraredlink
asthesecuritymodulefor client-sideauthenticationof aTLS-protected[RFC2246] HTTP session.
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Essentially, theuseractsasatrustedthird partybetweentwo devicesandhasto readasecretfrom
adisplayandenterit into anotherdevice. Obviously, this mightbeinconvenientanderror-pronebut
if usedcorrectlyprovidesa reasonablesolutionto theremotesmartcardproblem.

4.7 Summar y

In Sect.2.5we formulatedthestatementthat therewill alwaysbea demandto integratevery small
devicesinto localenvironments.In thischapterwehavepresentedagenericframework thatprovides
asolutionto thequestionhow smalldevicescanbeintegratedinto suchenvironments.It is basedon
themobilecodeparadigmanddistinguishesbetweendevice detection,detectioneventcompilation,
device explorer lookup,device exploration,serviceproxy lookup,serviceproxy instantiation,and
serviceintegration. Furthermore,it makesproposalshow the building blocksandprotocolscould
look like andhow the problemof �nding suitabledevice explorersandserviceproxiescould be
solved. Since the overall problemdependsto a reasonabledegreeon the underlying link layer
technologiesanddevicecharacteristics,a framework waschosenthatallowsfor its instantiationinto
moreconcretedomain-anddevice-speci�cversionsasneeded.

Smartcardshighly dependon their environmentsto provideusefulservices.Giventhesecharac-
teristicswe have identi�ed four key areas,thatneedto betakeninto accountby middlewarefor the
spontaneousintegrationof smartcards.Theseare

• spontaneousintegrationinto (networked)environments,

• transparentusageof cardservices,

• remoteaccessto cardservices,and

• securitythatis effectively controllableandobservableby thecard'sowner.

In this chaptera middlewarefor theintegrationof smartcardsinto networkedsystemshasbeenpre-
sented.Our middlewarecomprisesanexecutionplatformfor mobilecodein a cardterminalanda
well-de�ned processof how appropriatemobilecodeis transferredto theterminalassmartcardsare
insertedinto the terminal's cardreader. We think thatour approachoutperformsotherapproaches
w.r.t. �e xibility andeffort of standardization,whichwegenerallyconsideracrucialpoint in propos-
ing new middleware. Theapproachis easilyextensibleby uploadingnew cardexplorersto a well
known Webserverandby providing cardserviceimplementations.It alsohandlesmutualexclusion
of multiple clientsthat try to usea cardconcurrently. The independenceof appletson Java cards
seemsto make a relatively transparentschedulingapproachpossible.The Jini network infrastruc-
turehasbeenusedbothasthetradingplatformfor servicesofferedby smartcardsandasa meansto
implementtheJiniCardframework asa setof cooperatingnetwork services.We have foundJini to
beparticularlywell-suitedfor this purposesinceit builds uponmobilecode,which nicely �ts into
theparadigmof our proposedmiddleware.

Accessingsmartcardsremotelyposesnew securityissues.In particular, theassumptionthatthe
communicationbetweenclientsandcardservicesis con�dential no longerholds. Communication
betweenclientssomewherein a network andsmartcardservicescanpotentiallybe eavesdropped
andeventamperedwith. ApproachessuchastheSPEKEprotocolto solve this problemhave been
presentedthatmaketheremoteusageof smartcardspossibleasenvisionedin thischapter. However,
thesesecuritymechanismshave not beenimplementedin JiniCardsincethey arehighly card-and
application-speci�candthereforebelonginto thecardexplorerandserviceproxy components.
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In generalwecanconcludethatthepresentedapproachis well-suitedto allow for theintegration
of smartcardsinto networkedenvironments.Furthermore,thereexist meansto make thecardsre-
motelyandsecurelyaccessiblewithin (partially)hostileenvironmentsfrom areasonablytrustworthy
userterminal.

The basicapproachof mappingdevice and object identi�ers to executableproxy objectsin the
mannerpresentedherewasoriginally presentedin [ADH + 99]. Thereit wasappliedto thedomain
of the managementof networked objectsandthe notion of “nannies”was introduced,i.e. mobile
objectsthatrepresentandcarefor real-world devices.

The approachtaken by JiniCardpresentedin this chapterwas initially describedin [KPV00]
andhasbeenfurther exploredandfully implementedin the diploma thesisof M. Rohs[Roh00].
Theanalysisof thecard-residentserver-sideimplementationof TLS wasundertakenin thediploma
thesisof H. Taborda[Tab00].

An overview of this work focusingon middlewarefor smartcardswaspublishedin [KRV00b].
An abridgedversiondiscussingsomeof the securityaspectsconsideredin Section4.6.2waspre-
sentedin [KRV00a].
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Cha pter 5

Personal Secur ity Modules based on
Mobile Personalized Terminals

There are no systems that remain trust worthy when exp osed to normal consumer Internet use
and soft ware acquisition. There are research projects trying to create so-called "trusted

computing bases," but none has succeeded. Some systems are shipp ed to day with the lab el
"trusted," but none could protect a consumer's data and soft ware in such an environment.

J. K. Winn andC. Ellison [WE99]

5.1 Introduction

The fundamentalproblemunderlyingthis chapteris raisedby thequestionhow smartcardscanbe
usedin so-called“hostile environments”.In Sect.3.3pertinentliteraturediscussingvariousaspects
of this problemwas presented,however, currently it seemsthat securecommunicationbetween
a useranda personalizedsmartcardsin hostileenvironmentsis only possiblethroughreasonably
trustworthy terminalsandappropriateprotocols.

Thischapterdiscussesanotherbuilding blockof personalsecuritymodulesby proposingtheuse
of a mobileandtrustworthyterminal to accessa user's personalizedsmartcardin a hostileenviron-
ment. More preciselyit builds uponthegeneralassumptionthata useris likely to trusta personal
device morethana public terminal that is not underhis or her direct control. Thus,a usertakes
advantageof his or herpersonaldevice to performsecuritycritical decisionsin a potentiallyhostile
environment.

Furthermore,theterminalandthesmartcardarecoupledin a way thatpreventsusageof oneof
the deviceswithout the other. Hence,the smartcardperformsonly thoseactionsthat the terminal
hasbeenpreviously acceptedandtheterminalis not capableof performingsecurity-criticalactions
without thesmartcard.

The restof this chapteris organizedasfollows: Section5.2 begins with a commonexamplethat
exempli�es thegeneralproblemdomain:Thecreationof electronicsignatureswith smartcardsand
suitableterminals.It outlinesthelegalframeworksunderlyingthisapplicationanddiscussessecurity
issuesin thesignaturecreationprocess.

In Sect.5.3 we presentthe Personal Card Assistant(PCA), which is a personalizedsecurity
modulebasedon an off-the-shelfPDA anda smartcard.The PDA actsasa mobile terminalused
to communicatewith thesmartcard.Sinceit is assumedto beundertheuser's control, it might be

67



5.2 Motiv ation: Electronic Signature Creation 68

muchmoretrustworthy from theuser'sperspective thanothernon-mobiledevices.We describethe
generalsettingof thePCA,theinvolvedcommunicationprotocols,andtheunderlyingcryptographic
protection.Furthermore,relatedwork on the trustworthinessof terminalsis discussedfocusingon
approachesthat alsoconsiderPDAs as trustworthy terminals,trustworthy operatingsystems,and
trustworthydocumentpresentation.

Sometechnicalopinionson the approachpresentedarediscussedin Sect.5.4 focusingon the
pairing of theterminalandsmartcard,i.e. thecryptographicbindingof bothdevices.

Thechapterendswith asummaryin Sect.5.5.

5.2 Motiv ation: Electronic Signa ture Crea tion

Cryptographycanprovide securityservicesbasedon well-foundedmathematics.A key problem
with applyingcryptographyto real-world problemsis, however, the interfaceto real life. In this
chapterwe �rst investigateanapplicationareawherethis problemis very evident,i.e. thepresenta-
tion of adocumentthatis to beelectronicallysigned.

Accordingto thedirective of theEuropeanParliament[EUP99, Article 2.2] an advancedelec-
tronicsignaturemeansanelectronicsignaturethatmeetsthefollowing requirements:

a) it is uniquelylinkedto thesignatory;

b) it is capableof identifying thesignatory;

c) it is createdusingmeansthatthesignatorycanmaintainunderhis solecontrol,and

d) it is linkedto thedatato which it relatesin sucha mannerthatany subsequentchangeof the
datais detectable.

Basedon this de�nition a working group of the EuropeanElectronic Signature Standardization
Initiative (EESSI)speci�esso-calledsecure signaturecreationdevices(SSCD)[CEN01a] asa pro-
tectionpro�le (PP)accordingto theEvaluationCriteria for IT Security[ISO99a; ISO99b; ISO99c].1

It providesstandardsfor thehighsecurityrequirementsfoundin electroniccommerceande-govern-
mentscenarios.

Somecountrieshave alreadyembeddedelectronicsignaturesinto legal frameworks, the most
prominentexamplebeingtheGermanelectronicsignaturelaw “Signaturgesetz”[SigG97; SigV97].
This law requires(amongotherthings)thefollowing evaluationcriterialevelsfor a systemusedfor
dealingwith electronicsignatures:

• thesecuresignaturecreationdevice(usuallyasmartcard)mustmeetthecriteriaof theEvalu-
ationAssuranceLevel 4 (EAL 4).

• theothercomponents,e.g.for presentingadocument(documentviewer)mustmeetEAL 2.

Both requirementsform thebasisfor electronicsignaturesthatarelegally bindingunderthis law.
Whenconsideringthis legalframework from atechnologicalperspective,it is evidentthatoneof

theweakestcomponentsis in practiceadocumentviewer runningonaPCwith astandardoperating
systemlike Windows: Even if evaluatedat EAL 2, thePC Softwareoffers little protectionagainst
manipulationby malicioussoftwaresuchasvirusesor Trojanhorses.

1 Also known asCommonCriteria (CC).
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In contrastto this, a smartcardis a (comparably)tamper-proof device thatofferscryptographic
andotherfunctionsthatcanbeaccessedover a simpleI/O interface.For performingcritical func-
tions, it is requiredthat the legitimateuseris authorizedagainstthe cardby enteringa PIN code
(oftenreferredto ascardholderveri�cation, CHV). As hasbeendiscussedearlier, a smartcardhas
no interfaceto interactdirectly with a humanbeing,all communicationis donevia a cardreader
usingakeyboardandscreenthatis eitherbuilt into thereaderor is attachedto a computer(cf. 3.3).

In theprotectionpro�le [CEN01a, Annex, Sect.3.1] which alsorefersto thesignature creation
application(SCA) proposal[CEN01b], for example,somegeneralassumptionsarelistedof which
onestatesthat

“Thesignatoryusesonly a trustworthySCA[signaturecreationapplication,ed.]. The
SCAgeneratesand sendsthe DTBS-representation[data to be signed,ed.] of data
the signatorywishesto sign in a form appropriate for signingby the TOE [target of
evaluation,ed.].”

This is in particularproblematicif the platform usedfor viewing sucha documentis not “under
control” of theelectronicallysigningparty, but belongsto theotherpartythatwantssomeoneto sign
adocument:It is fairly trivial to manipulatesuchasystem,soapersonsigningacontractor amoney
orderin anunknown, untrustedenvironmentcannotbesurewhathersmartcardactuallysigns.This
couldturnout to beamajorobstacleagainstthewide-spreaduseof electronicsignaturesin practice.

This problemis, in principle,easyto solve: Raisethesecuritylevel andrequirea closed,trust-
worthy systemfor applyingelectronicsignatures.Unfortunately, this solutionis extremelyhardto
put into practice,bothbecauseit is expensiveandsincededicatedhardware,thatwouldberequired,
simplydoesnot �t into today'scomputingworld.

Summingup,applicationsbasedonsmartcardsrely uponthetrustworthinessof theenvironmentthe
cardis working in. However, this trustworthinessis not givenin many settingssmartcardsareused
in.

5.3 The Personal Card Assistant

In this sectionwe presentthePersonalCard Assistant(PCA),a scenariothatbringstogetherPDAs
andsmartcards.Theunderlyingideais thata PDA actsasa personaldevice for controllingasmart-
cardattachedto it usinganasymmetrickey pair. We describehow suchanapproachcanbeusedfor
creatingelectronicsignatures:in particular, wecancircumventtheproblemsinvolvedwith untrusted
documentviewersin this context.2

5.3.1 PCA Overvie w

Weproposeapragmaticapproachthatreducestherisksof usingelectronicsignaturesby integrating
a customer'sPDA into thecreationof electronicsignatures:ThePDA is usedasadocumentviewer
andit controlsthe smartcardby unlockingthecard's signingfunction usingcryptographicmeans.
We refer to this approachasthepersonalcard assistant. A PCA doesnot increasesecurityper se,
sincea PDA canbeattackedsimilarly to a PC.However, aswe assumethata PDA belongsto and

2 Hence,themaingoalis to haveaWYSIWYG (whatyouseeis whatyouget)systemandnotaWYSIAWYG (WhatYou
SeeIs AlmostWhatYouGet)or aWYSIMOL WYG (WhatYouSeeIs Moreor LessWhatYouGet)styleof presentation
that,from asecurityperspective, shouldbeavoidedunderall circumstances.
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thereforeis underthecontrol of apersonwhowishesto applyanelectronicsignature,suchadevice
will in practicebe moretrustworthy for that personthan,for instance,a vendor's PC,andthusis
bettersuitedfor usein hostileenvironmentsthanasmartcardalone.

Therefore,the approachcanbe regardedaspragmaticallymore secure, makingusersof elec-
tronic signaturesfeelmorecomfortablewith thetechnology. Thenotion“trust ampli�er” for sucha
PCAcoversthis quiteprecisely.

ThePCAaimsat improving thissituation:It consistsof asecurecorecomponent,thesmartcard,
and a conventional,personalcomputingdevice, the PDA. Both can either be tightly coupledby
integratingthecardinto thePDA, or communicationbetweenthePDA andthesmartcardis over a
possiblyuntrustednetwork. This leadsto thegeneraldesignoptionwhetherthecardis co-located
with theterminalor remotelyconnected(cf. Sect.3.4).

Weconsiderthelatter, moredif�cult case,in whichthecouplingis achievedby thefactthateach
componentknowsthepublickey of theotherone.Key exchangetakesplacein asecureenvironment,
e.g.whenthesmartcardis personalizedor purchased.In thePCAscenario,theroleof thesmartcard
is to provide both securestorageanda trustedplatform for cryptographiccomputations,and the
PDA providesauserinterface,computingpower, andadditionalstorage.Thesharingof publickeys
enablesbothto establishasecurecommunicationchannelevenif they arephysicallyseparated.

An applicationwill typically run on thePDA, makinguseof its I/O capabilities,andaccessthe
smartcardfor cryptographicfunctions. Thusin termsof our framework the PDA is consideredto
be the “active” componentwhereasthe card is rather“passive”. But it is alsopossibleto run the
applicationon thesmartcardandusethePDA simply asa supplementaryI/O device – anapproach
furtherdiscussedin Chapters6 and7.

A PDA is opento attackssimilar to thoseapplicableto a PC.However, it is likely thatthePDA
owner acceptsa much more restrictive securitypolicy on her PDA thanon her workstation,e.g.
concerningthe downloadandexecutionof unknown software. It is alsorealistic to seta separate
PDA asidefor performingcritical transactionssuchaselectronicsignatures.

Froma pragmaticviewpoint,onemayacceptthePCA asa “trust ampli�er” dueto its natureof
beingdirectly associatedwith a person.To its owner, it is muchmoretrustworthy thananunknown
terminal,controlledby strangers,locatedin anuntrustedenvironment.

The PCA for Electronic Signatures

To bettermotivatethePCAascenariois presentedwheretheuseof thePCAcanenhancetheprocess
of creatingan electronicsignature.The exampledescribesa settingwherea documentcreatedby
oneparty, e.g.a contractofferedby a vendor, is to besignedby a secondparty, thecustomer. This
approachinvolvesthefollowing components:

• A PCor workstationthat is usedto createa documentto besigned.This couldbea vendor's
terminal.

• A smartcardreader, eitherconnectedto this PCor beingaseparatedevice.

• A PDA thatbelongsto thepersonwhowantsto signadocument.

• A smartcardfor signinga documentby encryptingahashvalue.

This requiresthat both the PDA and the smartcardhave the public key of the other one stored,
i.e. they togetherconstitutea PCA. We assumethat componentscancommunicateover arbitrary
communicationchannels;asanexampleonecanimagineusingthePDA's infraredinterface.
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Figure 5.1: ThePCA in thecontext of signingdocuments

A Bird's Eye View of the Scenar io

Figure5.1outlinestheinterworkingof thecomponentsof this approach:

• A documentto besignedis createdonthePC,andthisdocumentis storedin aformatthatcan
bedisplayedon thePDA.

• Thedocumentis transferredto thePDA.

• The userchecksthe documenton the PDA andapprovesit by signingthe document's hash
with thePDA'ssecretkey.

• The documenthashis transferredto the smartcard,that extractsthe document's hashvalue
againandcreatesthe�nal signature.

This procedurediffers from the standardapproachto usingelectronicsignaturesin two important
points: First, the documentis “routed” over the PDA for being checked by the signing person;
second,it assumesthat thesmartcardof thesigningpersonandthePDA form a pair, tied together
by their publickeys. In particular, thecardwill not signany dataunlessthesedatawere“approved”
by thePDA'ssecretkey. We shallelaboratetheconcreteprocedurefor this subsequently.

5.3.2 The Under lying Cryptogra phic Protocol

Hereafter, the identi�ers ECrd andDCrd areusedfor denotingthe smartcard's public andprivate
keys respectively, and similarly EPDA and DPDA for the PDA. The applicationof a key K to a
messageM , e.g.encryptingthemessage,will bedenotedby K (M ).
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Figure5.2visualizesthecommunicationbetweenthePCAcomponents:

— PC ! PDA: ThePCsendsa documentD to thePDA.

— PDA: ThePDA displaysthedocumentD andcomputesh = hash(D). If theuserwishesto
signthedocument,sheapprovesit. Weproposeto implementthisby having theuserenterthe
card'sPIN, whichhastheside-effect thatthePDA is usedasa PIN pad.3

— PDA ! Smartcard: The PDA sendsthemessageM = ECrd
�
DPDA(h; PIN)

�
to the card.

Thus,thePDA signsthedocumenthashh andthePIN with its privatekey andencryptsthere-
sultingdatawith thecard'spublickey. Note,thatthecontentsof M canonly bereconstructed
with thesecretkey DCrd matchingECrd.

— Card: The card deciphersthe messageusing (h; PIN) = EPDA
�
DCrd(M )

�
, i.e. the card

extractsthe PIN andthe hashh from the messageM using its own privateand the PDA's
publickey. Theprocedureabortsif veri�cation of thePIN fails.

— Card ! PC: ThecardsendsDCrd(h) to thePC,which is thedocumenthashsignedwith the
card'ssecretkey. Thisconstitutesthe�nal signature.

By signingthedatasentto thecard,thePDA assurestheauthenticityof thedata.This is necessary
sincethesmartcardwill only signahashvaluethatoriginatesfrom thePDA. By thePDA'ssignature,
separatestepsfor authenticationandkey exchangeareavoided.

3 Thescenarioandthesubsequentprotocolcanbeeasilymodi�ed to allow auserto enterthePIN usinga (secure)PIN pad
attachedto thecardreader. In thiscase,theuser'sapproval shallbeimplementedby otherappropriatemeans,likepressing
an“OK”-button.
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EnteringthePIN ensuresthat thesigningprocessis authorizedby theownerof thePCA. This
addressesthe issuethatPDA's arenot very well protectedagainstunauthorizeduse.To protectthe
PIN from attackersinterceptingthe messageto thecard,the messageis encryptedwith the card's
publickey.

5.3.3 Informal Threat Analysis

Under the assumptionthat the PDA and the card of the scenariodescribedin Section5.3.2 are
trustworthy, theprotocolcanonly beattackedby manipulatingdatasentbetweenthecomponents:

— PC ! PDA: An attacker doesnot gain anything from manipulatingD sincethe document
will be checked by the signer. Neitherdoesreplayingthis message,or preventing it from
arriving offer any advantageto attackers.

— PDA ! Card: Undertheassumptionof securecryptographicalgorithmsandsuf�cient key
lengths,thecontentsof themessageM is not reconstructable4.

Sincethe rangeof the PIN is restricted,thereis a slight chancethat a forgedmessagegets
signedby thecard,evenif DPDA is not known. However, thesignatureproducedwill surely
not be valid for any document,as the hashvalue reconstructedby the cardwill be totally
randomandnotcorrespondto any meaningfuldocument.

A replayof this messageto thecardwould createonly duplicatesof thesignaturecomputed
by thecard,which is acceptable.Blocking thecommunicationbetweenthePDA andthecard
preventsonly thegenerationof signatures.

— Card ! PC: Sinceonly thecompletelygeneratedsignatureis transmitted,thereis nomean-
ingful attackleft. Thesignaturecanbeeasilyveri�ed by interestedparties.

NotethattheassumptionaboutthePDA's trustworthinessmadeaboveis notnecessarilyjusti�ed: A
PDA is usuallynot a securesystemandis, in principle,aseasyto manipulateasa PCif anattacker
cantemporarilycontrol thedevice. However, in practiceit is certainlymoredif�cult to attacksuch
a mobiledevice thana PC.

5.3.4 Related Work on the Trustworthiness of Terminals

Besidesthecommunicationpathbetweentheuserandthesmartcardalsothetrustworthinessof the
terminalitself is crucialin asignaturescenario.AlreadyGasser[Gas88] hasdiscussedthedesignof
securecomputerandoperatingsystemsandproposedhow a trustedcomputingbase(TCB) canbe
integratedin suchsystems.He has,for example,proposedto usea LED to inform theuseraboutan
interactionthatoriginatesfrom theTCB. ThisLED is notcontrollablefrom non-trustedcomponents
to avoid fakedialogattacks.

Trustworthy Terminals based on PDAs

Thefollowing systemsusededicatedhardwaresuchasPDAs actingas“trustworthy” end-userter-
minals.
4 NotethatencryptingthePIN alonewithout thehashh or suitablepaddingschemeschangesthis situation:Sinceusually

only 10jPINj valuesfor PIN exist, a bruteforce attackby enumeratingpossiblePINs would be possible.The attached
hashvalueh – thoughknown – preventssuchattacks,sincethecontentsof theencryptedmessagebecomestoo long for
beingenumerated.
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BalfanzandFelten[BF99] presentaPKCS#11[PKCS#11]5 compatiblelibrary implementation
on a PCthatdelegatescryptographicoperationson a PDA. Their work is basedon theobservation
that normalpersonalcomputersshouldnot be trustedto performcryptographicoperationsat all.
Similar to thePCA approachis thatthePDA is usedto enterthePIN codewhich controlsaccessto
thecryptographickeys – boththereforenever leave thePDA. However, asthey admittheir solution
is notsecurebecausethedocumentis displayedandhashedonthestill insecurePC– whichhasbeen
solvedwith thePCA.ThePDA actsonly asasmartcardwith asecurekeyboardbut doesnotprovide
for moresecurityat theapplicationlevel, in this casetheelectronicsignatureprocess.Furthermore,
in comparisonto asmartcardaPDA cannotbeconsideredasbeingtamper-resistant.

Daswani andBoneh[DB99] describea personalsecurityenvironmentbuilt on a Palm PDA. It
canbeusedasanelectronicwallet thatis capableof producingelectronicsignaturesaspartof their
wallet protocol. They discussin depthdifferentimplementationsandperformancemeasurements
of cryptographicalgorithmssuchasRSA andECC on the Palm PDA, however, without taking a
smartcardinto consideration.

Freudenthaletal. [FHW00] haveimplementedasystemonaPalmPDA thatenablesthemto sign
documentsthatareaccessibleon thePDA throughits Memopadapplication.They have essentially
implementeda PKCS#11 library that is usedto control a smartcardinsertedin a readerattached
to the PDA. Thus they rely on the PDA asthe trustedcomponentfor documentpresentationand
hashcomputation. The major drawback in comparisonto the PCA, however, is that thereis no
directcouplingbetweenthePDA andthecard. Hence,their approachis only suitablefor usagein
co-locatedscenariosof terminalandsmartcard(cf. Sect.3.4).

Blumert [Blu00b] givesa goodoverview of the problemsaroundelectronicsignaturecreation
in thecontext of Germansignaturelaws. Furthermore,hehasimplementedanelectronicsignature
systemincluding a documentviewer on a Palm PDA. His work is comparableto Freudenthalet
al. andthePCA approachwithout, however, integratinga smartcardinto thesignatureapplication,
althoughheproposesthis in his futurework section.

TheESPRITProjectCAFE [BBC+ 94] have proposedanoff-line digital paymentschemeusing
two kinds of devices: so-calledwalletsandguardians. Walletsaredevicesthat containa screen
andsomesort of keyboardandthusarecomparableto PDAs. Guardiansaresmartcardsthat store
�nancial information. Paymentinformation is communicatedto the guardianthroughthe wallet
which askstheuserto con�rm that this informationis correct. Sincethewallet is undertheuser's
controlit preventsfaketerminalattackswherethepaymentterminalshowsoneamountonthescreen
but deductsa completelydifferentamountfrom the user's card. The PCA sharesbasicideaswith
theCAFE walletsandguardians,however, it aimsat a moregeneralbindingbetweenbothkindsof
devicesby meansof a cryptographiccouplingin which smartcardscanbe usedremotelyfrom the
PDA.

Personal Trusted Computing Bases

Secureoperatingsystemshave alreadybeeninvestigatedbackin thesixtieswith theMULTICS op-
eratingsystem[CV65]; numerousotherresearcheffortshavebeenundertakenmeanwhile.With the
adventof PDAs, trustedcomputingbasesfor personalusehavebeeninvestigatedin severalresearch
projectsduringthelastdecadeof whichwe brie�y discusssomeof themorerecentactivities.

Eckert [Eck00; Eck01; BE01] observesthat PDAs might offer greatopportunitiesto become
trustedpersonalsecuritymodulesto enhancethe securityof distributed and mobile computing.
However, the devicesitself mustbe reasonablysecureif they areusedto performsecurity-critical
5 Also known asthecryptokior cryptographictokeninterfacestandard.
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transactions.In thesequelsheperformsa risk analysisof currentPDA operatingsystems6 focusing
onoperatingsystemsecurityandavailability of cryptographicfunctionality. Sheconcludesthat“due
to thelack of appropriateauthenticationandaccesscontrol measuresmobiledevicesare to a great
extendexposedto unauthorizedaccessandinformationdisclosure.”

P�tzmann et. al. [PPSW95]discussportable end-userdevices(POBs)and securitymodules
and de�ne a numberof requirementsto be madefor suchdevices. They observe and conclude
that “[. . . ] No mobileuserdevicescurrently availableare tamper-resistantin all their parts, so it
is reasonableto supplementlesssecure devicesavailablefrom manymanufacturers with security
modules.Providerscanconcentrateondevelopingprotocolsfor securityapplicationsthatcanrun in
anydevice, frommobilephonesto personaldigital assistants.” In [PPSW96]they furtherdistinguish
betweendifferenttypesof trustin amobileuserdevice:

— Personalagenttrust: Thetrustof mobileusersthattheirdevicesactaccordingto theirwishes.

— Captured agent trust: The trust that themobile device protectsits usereven if it is lost or
stolen.

— Undercover agent trust: The trust of third partiesrelying on the mobile device to protect
themfrom theuser.

In particularthey considera combinationof a tamper-resistantdevicesuchasasmartcardin combi-
nationwith auserterminal,e.g.aPDA. In particularthey focusonthedesign,production,shipment,
andpersonalizationof mobileuserdevices,eachof whichshouldbereasonablytrustworthyto obtain
anend-systemthatis alsotrustworthy. Ourwork is thereforemotivatedby similar considerationsas
broughtupby P�tzmannet al. andfurtheremphasizestherole thatpersonalterminalscouldplay in
futuremobilescenarios.

Stübleet al. [Stü00; PRS+ 01] are currently implementinga secureoperatingsystemcalled
PERSEUS basedon a micro-kernelarchitecture.Their observation is that commercial off-the-shelf
(COTS) operatingsystemsfor mobiledeviceswill probablynot be madesuf�ciently securein the
nearfuture for variousreasons,mainly commercialaspects.Therefore,they proposeto run such
COTS systemson top of a securetrustedoperatingsystemkernel. Thekernelprovidescorefacili-
ties,suchas,trustedcommunicationchannelsbetweena securitymodule,e.g.a smartcard,andthe
displayandkeyboard. Thesecanbe usedto performsecurity-criticaloperations,suchas,digital
signaturecreation. They have implementedpartsof their systemon top of the FIASCO � -kernel
[Hoh98b]. Their goal is to comeup with a kernelsuf�ciently compactthatanevaluationaccording
to theCommonCriteria[ISO99a] is feasible.

Trustworthy Document Presentation

Scheibelhofer[Sch01] hasaddressedtheseparationof adocument'scontentandits presentationthat
is to besigned.He discussestheproblemof presentationof a documenton differentdevicesusing
differentmarkuplanguages.His approachis built on topof XML [W3C00] for encodingthedatato
besignedaccordingto XML schemadescriptions[W3C01] thatcouldbesignedby alegalauthority.
Furthermore,this authority could alsosign style sheettransformationdescriptionssuchasXSLT
[W3C99] for explicitly de�ning the presentationof the contenton differentpresentationengines
suchasHTML or WML [WAP99a] browsers. He also introducesthe conceptof transformation
�lter s performingtransformationsduring presentation,e.g.a terminalcould reada documentto a
deafuser.
6 PalmOS3.x,EPOCR5andWindowsCE.
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Althoughtheapproachis verygeneric,we considerhis work asa �rst steptowardsa framework
for thetrustworthyadaptationof contentto besignedondifferentdevicesandmediachannels.

5.4 Design Issues for Personal Secur ity Modules

Throughoutthe previous sectionswe have describedresearchefforts focusingon the designand
implementationof personalsecuritymodules.Sincetheproblemof a trustedcommunicationpath
betweenatamper-resistanttrustworthydeviceandits usercannotbeconsideredassolvedin practice,
any attempthasto considerthetrustworthinessof theterminal.ThePCA approachpresentedtakes
this into accountandtries to shift critical computationsfrom non-trustworthy componentstowards
moretrustworthyones.

5.4.1 Personalization Enables Strong Cryptogra phic Binding

Oneof themostsigni�cant contributionof thePCAis thecryptographicbindingintroducedbetween
a reasonablytrustworthy terminal– thePDA – andthecoresecuritymodule– thesmartcard.In the
PCA approach,bothknow eachother's public key andtheprotocolis consideredto bestrongw.r.t.
thecryptographicsecurityimplemented.However, usingpublic key cryptographyrequires

• theknowledgeof a rather“large” amountof cryptographickey material– up to severalthou-
sandbits (two privatekeysplustwo public keys),

• reasonablysizedstorageto safelykeepthis key material,and

• theability of smartcardandpersonalizedterminalto �nd andmakeuseof eachother.

Theadvantagesof this effort are

• shiftingof critical computationsfrom lesstrustworthy towardsmoretrustworthycomponents,

• tight couplingbetweenpersonalizedterminalandsecuritymodule,i.e. both are not usable
withouteachother, and

• more �e xibility sincepotentially, several different terminalscan be useddependingon the
concreteapplicationandusers'needs.

Comparedto non-personalizedandco-locatedterminalsa couplingbetweenterminalandsmartcard
is muchharderto achieve. For example,theSPEKEprotocolusedin CITI' sSecureInternetSmart-
card(cf. [IFH00], Sect.4.6.2)usesa sharedsecretbetweenthe userandthe smartcardto achieve
both– authenticationandsymmetricsessionkey agreement– usinga password. Theadvantageis
that a non-personalizedterminalcanbe usedfor that purpose,but with the disadvantagethat the
password mustcontainsuf�cient bits to avoid brute-forceattacksandthatit might beeavesdropped
at theterminal.

Hence,in generalsomekind of cryptographicbindingaspresentedin our approachseemsto be
advantageousover password-basedapproachesbut comesat a certaincostin termsof implementa-
tion. Theactualprotocolsbetweentheterminalandthesmartcard,however, seemto getsimpler.
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5.4.2 Replay Prevention

Anotherproblemwith smartcardsthat hasbeenalreadymentionedis the lack of clocksin current
off-the-shelfsmartcards.AlthoughmoreadvancedsecuritymodulessuchastheJavaRingTM [Dal00]
andsomenewer USB tokenshave a built-in clock, this hasthe generaldrawbackof an increased
form factorintroducedby theneededbatterythatis morevulnerableto physicalattacks.

As a consequence,if a smartcardis usedasa securitymodulewithin a bindingrelationship,the
cardis generallyvulnerableto replayattacks,if noadditionalmeasuresaretaken.A straightforward
approachis to introducea sharedunguessablecounterbetweenbothdevicesthatcanbeeasilyim-
plementedusinga reasonablygoodrandomnumberimplementationsharedby both devices. This
makesguessingthe“next” valuein asequenceratherproblematicfor anintruder.

Thus,prior to usageof thesmartcardfrom a terminal,bothdeviceshave to besuitablypaired.
Pairing asknown from Bluetooth[Blu01] considersthe processof establishinga mutualstatein
two devicesthatcanbeusedto performmutualauthenticationandpossiblyallows for sharedsecret
generation.Pairingin theform of imprintinghasbeensuccessively studiedby AndersonandStajano
in [SA99] wheredifferentaspectsof thelife-time of suchpairedrelationshipshavebeenstudied.For
securityreasons,pairinghasto take placein asecuredcontext, i.e.whereunobservedexchangeof a
secretcantake place.

If asecuritymoduleis usedin conjunctionwith severalterminalssimultaneously, pairwisecoun-
terscanbe usedfor eachpair of terminalandsmartcard.Furthermore,if the messageexchange
betweentheterminalandthesmartcardis notreliableenoughsuitable“sliding window” schemeson
thecountersequencecanbeusedresultingin acertaindegreeof resistanceagainstlostmessages.

5.4.3 Mutual Discovery

Besidesthechoiceandimplementationof thecommunicationprotocolsbetweenthesmartcardand
its terminal(s),themutualservicediscoveryis importantif �e xible useis considered.Thus,terminal
andsmartcardcan be subjectto spontaneousnetworking as introducedin the chapterspresented
previously. For example,in ourworkingimplementationof thePCAweusedJini asthespontaneous
networking middleware. More precisely, the PDA offers a � � � ��� ��
���
 � 
���� � � 
 to electronicallysign
documentsthat are sent throughthe service's interfacefrom clients. In turn its implementation
usesthe � � � � � � � ��� �%
�� 
�� 
���� � � 
 implementedby thesmartcardto performthe�nal andlegally binding
encryptionof thedocumenthash.

Here,wecaneasilyseehow theideaof asmartcardofferingservicesin thespirit of theJiniCard
framework nicely �ts with the personalizedterminal approachas introducedwith the PCA. The
advantageis thatdecouplingsmartcardandterminalsgenerallyoffersmore�e xibility andthusmight
allow for amoredifferentiateduseof a smartcardasasecuritymodulein differentusagecontexts.

5.5 Summar y

Electronicsignaturecreationis an idealapplicationto demonstratethegeneralproblemsof smart-
cardsin hostileenvironments.We have presentedthe PCA approachsubstitutinga “trustworthy”
PDA for an“untrusted”terminalin orderto createelectronicsignatureswith a smartcard.Thecard
andthePDA aretightly boundtogetherthrougha pair of cryptographickeys. This is themaindif-
ferenceto thework presentedby Freudenthaletal. [FHW00] whohavenot furthercoupledthePDA
andthesignaturecard.
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The PCA wasimplementedon a Palm PDA usinga standardJava smartcardto implementthe
signaturecard. The cardwasinsertedinto a cardreaderat a vendor's terminalsimulatedby a PC
preparingthedocumentto be signed.Communicationfrom thevendor's terminalto thePDA was
doneusingtheIrDA IrOBEX protocols[IrD01] usedfor objectexchange.Jini [Sun99a] wasusedas
spontaneousnetworking technologyfor dynamicallydiscoveringservicesin suchan environment.
ThecardreaderandthePDA'ssignatureservicewereimplementedasJini servicesregisteringwith
a vendor's lookupservice.We have usedtheRSA algorithmfor thepublic key encryptionandour
measurementson a PalmTM III PDA showed that RSA encryptionof a 512bit block (64bytes)on
thePDA requiresroughly12seconds.Thesenumbersarecomparableto themeasurementsmadein
[DB99].

Althoughthework presentedin this chapteris explicitly targetedtowardstheusecaseof elec-
tronically signinga documentit is by no meansrestrictedto this applicationdomain. Which data
aretransferredbetweenthe terminalandthesmartcardis actuallyapplication-speci�c.Hence,the
cryptographicprotocolsthatprovide somekind of secure envelopefor datacanbeeasilyextended
for otherapplicationswithout requiringcompletelynew solutions.

ThePCA couldbea �rst steptowardspracticallyusablepersonalsecuritymodulesandthe�e x-
ibility it providesis likely to beneededin futurescenarios.In combinationwith theJiniCardframe-
work it mightbeoneexampleof amore�e xible systemfor theintegrationof asetof userterminals
implementingdifferentdegreesof trustworthinessthat are undercontrol of a centraltrustworthy
component– a smartcard.

ThePCAwasinitially describedin [KPV99b] andlaterpublishedin [KPV99a].

�����������������������



Cha pter 6

The WebSIM or How to implement a
Web Server in a GSM SIM?

A mobile phone is a disp osable, wireless smartca rd reader which can be used
to mak e phone calls with. . .

BertrandDu Castel,JavaCard Workshop,Cannes,September2000

6.1 Introduction

GSM [MP92] is currentlythe largestmobile telephony systemwith roughly500 Mio. subscribers
run by more than 200 mobile operatorsin the world.1 EachGSM mobile phoneis requiredto
containa smartcard– the so-calledGSM SubscriberIdentity Module (SIM) [GSM11.11] whose
mostimportanttaskis theauthenticationof themobileoperators'subscribers.

From a differentviewpoint that hasbeennicely pointedout by du Castelin the citation that
precedesthischapter, themobilephoneessentiallycanbeseenasawirelesssmartcardreaderfor the
SIM card.Consequently, thischapterdescribesanapproachto integratetheSIM smartcardsusedin
GSM mobilephonesinto theInternet.

Our WebSIMsystemdescribedin the sequelprovidesan HTTP-basedinterfaceto the Internet
thatcanbeusedto accessservicesin acustomer'sSIM. Thiscommunicationchannelcanbeusedin
variouswaysto implementsecurityprotocolssigni�cantly improving secureelectronicandmobile
commerce.TheWebSIMrepresentsapproachA3 which is aboutamobileterminalthatis in posses-
sionof awirelesscommunicationlink asidenti�ed in Sect.3.5. It essentiallyturnsthemobilephone
into a mobileterminalusedto offer andaccessthesecurityservicesresidingin auser'sSIM.

Therestof this chapteris organizedasfollows: Section6.2brie�y introducestheSIM andtherole
it plays in the GSM authenticationprotocol. In Sect.6.3 we presentthe SIM applicationtoolkit
which is thecoretechnologylayeron top of which theSIM canperforminteractionswith its user
andcommunicatewith therestof theworld.

The current stateof security practicesfound in the Internet today is brie�y summarizedin
Sect.6.4. It basicallyleadsto the observation that the ideaof bringing the GSM securityinfras-
tructureinto the Internetis a promisingapproachthat shouldbe further investigated.Section6.5
describestheWebSIM protocols,architecture,andproof-of-conceptimplementationthat is partof

1 Theactualnumbersdiffer quitesubstantiallysowe just give a roughnumberhere.
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Figure 6.1: GSM authenticationoverview

this thesis.It demonstratesthatsucha systemcanbesetup in realisticscenariosandthat it really
contributestechnicalsolutionsto today's Internetsecurityproblems.

Securityaspectsof theWebSIMapproacharediscussedin Sect.6.6leadingto thegeneralobser-
vationthatalthoughtheWebSIMprovidesinterestingsecurityfeaturesthesemight notbesuf�cient
for all applicationdomains.Themostimportantdrawbackis thelackof end-to-endsecuritybetween
a WebSIMclientandtheSIM, anissuefurtherdiscussedin Chapter7.

Section6.7describesanumberof possibleapplicationsthatcanbebuilt ontopof theWebSIM.It
illustratesthattheWebSIMis atechnologylayerformingthebasisof othersecurity-relatedservices.

Relatedwork is discussedin Sect.6.8andasummaryin Sect.6.9completesthischapter.

6.2 GSM Subscriber Identity Module

A GSM SIM is an operator-trustedsecurityserver in GSM, performingcomputationson behalf
of the GSM subscriber. The SIM is issuedby a mobile operatorto its customersaspart of their
contract.Themain purposeof theSIM is to authenticatea subscriberto theGSM network which
is vitally necessaryfor accesscontrol andbilling. As a side effect it is usedto establishshared
secretsbetweenthemobilephoneandtheGSM network usedfor encryptingtheover-the-airvoice
traf�c. The GSM securityarchitectureis speci�ed in [GSM03.20]. Figure6.1 givesa simpli�ed
overview of theGSMauthenticationprotocolillustratedby theexampleof roamingusers.After the
mobilestation(MS) is switchedon,themobilerequirestheuserto enterthecard holderveri�cation
(CHV, aka.PIN) of theSIM anduponsuccessfulveri�cation by theSIM hasaccessto theso-called
InternationalMobile SubscriberIdentity (IMSI), a globally uniquesubscribernumberstoredin a
special�le on thecard.This IMSI is sentin plain text to thevisitedmobilenetwork andcomprises,



6.3 SIM Application Toolkit 81

amongothers,theidenti�ers of themobileswitching center(MSC) andthevisitor locationregister
(VLR). Basedon the IMSI they infer the identity of thehomenetwork of thesubscriberto obtain
a so-calledauthenticationvector. This vectoris compiledby thehomenetwork by computingso-
calledauthenticationtriplets:

AUT =
�
RAND; SRES= A3(RAND; Ki); Kc = A8(RAND; Ki)

�
.

Here,Ki denotesthesharedsecretkey betweenthecustomer'sSIM andauthenticationcenter(AUC)
of its homenetwork. Furthermore,A3 andA8 areproprietaryalgorithmsimplementedin theSIM
andits AUC only.

A numberof suchtriplets aresentback from the correspondinghomenetwork to the visited
network which thenarbitrarily choosesa triplet andsendsthechallengeRANDvia themobileto the
SIM which in turn computesSRES'= A3(RAND; Ki) usingthelocal implementationof A3 andthe
secretkey Ki.2

Thenetwork thengrantsaccessbasedonwhetherSRESequalsSRES', or not. Thenthenetwork
knowsto whichhomenetwork accumulatedbilling recordsmustbesent.Encryptionof thewireless
link betweentheMS andthenetwork is performedthroughastandardizedalgorithmA 5 (notshown)
usingthecorrespondingkey Kc.

Summingup, theprotocoltheSIM participatesin, achievesauthenticationof a subscriberasthe
fundamentalsecurity-relatedoperationin GSM.TheSIM thereforeprovidesasecurityserviceto the
mobilenetwork andthemobilephone.

6.3 SIM Applica tion Toolkit

The SIM Application Toolkit (SAT) [GSM11.14]3 is an interfaceimplementedby GSM mobile
phonesofferingamongothersthefollowing servicesto theGSM SIM:

— � � � ��� � � � 
�� � � text� : Displaysthesuppliedtext on thedisplayof themobilephone.

— � 
 � � � � 
 � � [title],[ type] � : Displaysanoptionaltitle text andqueriestheuserfor input. Several
syntacticcategoriessuchasdigits, hiddeninput, etc.aresupported.The text enteredby the
useris returnedto theSIM.

— � 
�� 
 ��� � ��


�

� [title],{ item. . . } � : Displaysan optionaltitle anda numberof itemsamongwhich
theusercanchose.Thenumberof thechosenitem is returnedto theSIM.

— � � 	�� � ��
���	�� ��� � �
	 	��

�

� � � 	 ��� type� : Returnlocalizationandnetwork measurementresultsdepend-
ing on thegiventypeselector. In particularit canbeusedto yield thenetwork cell identi�er
andlocationareainformationenablingtheroughlocalizationof theuser's currentposition.

— � 
 ��� ��� 	 � � � 
 ������� 
�� [title],dest,payload� : Sendsa shortmessagewith thegivenpayloadto the
destination.

Figure 6.2 on the next pagegives an overview of the SIM toolkit architecture. The lower part
shows the APDU interfaceto the mobile phone(MS). The middle block representsthe SIM API
framework thatcontainsmechanismsfor applettriggering,e.g.afterreceiving a so-calledenvelope.
Furthermore,it implementsmechanismsfor appletinstallationandde-installation.

Centralto thetoolkit is theso-calledproactivecommandmanager which is responsiblefor man-
aginga proactivesession. Sucha sessioncanbe initiated by an appletwishing, for example,to
2 Although the most widely usedimplementationsof A 3 , COMP128,hasshown someweaknesses(cf. [BGW98]) the

algorithmseemsto bereasonablyresistantagainstfeasibleon-lineattacks.
3 TheAPI [GSM02.19] describeshow SAT servicescanbeusedfrom on-cardapplications.A JavaCardbindingis speci�ed

in [GSM03.19].
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Figure 6.2: SIM applicationtoolkit architecture(SAT) overview

executethetoolkit command� 
�� 
 ��� � ��


� . Theappletinvokestheappropriatemethodin theSIM API
that in turn activatesthe proactive commandmanagerwho sendsa responseAPDU to the mobile
phonein theform of a statusword (SW1/SW2) = (91; len). This responsecodeindicatesto theMS
that theSIM wishesto starta proactive session.The MS thenfetchesthenext commandwith the
givenlengththatcontainstheproactivecommandwhich in our examplecontainstheitemstheuser
hasto selectfrom. It thendecodesthe proactive commandcontainedin the responseAPDU and
in caseof a � 
�� 
 ��� � �



� displaysthemenuitemson thescreen.After theuserhasselectedan item,
the MS compilesa so-calledterminal responseAPDU that containsamongother informationthe
numberof the item theuserhasselected.This responseis now interceptedby the proactive com-
mandmanagerwhoin turnresumestheappletandpassestheusersselectionbackto theSIM toolkit
application.

Besidesthecommandslistedabove, theSIM toolkit furthersupportsa numberof mechanisms
for registeringtimersthatcanbeusedto wakeupanappletatregularintervals,registeringfor certain
typesof eventssuchasthe arrival of a SMS [GSM03.40] or a changein the currentnetwork cell.
Themostimportanttriggeringmechanismsarethearrival of a SMSandtheselectionof theapplet
in thephonesSIM-speci�c menu.

Summingup,theSIM applicationtoolkit allows to temporarilyexchangetheroleof client (which is
now theSIM) andserver(which is theMS offeringservicesto theSIM). It canbeseenasaplatform
ontopof whichcard-residentapplicationscanbeimplementedthathaveaccessto anAPI thatallows
to performuserinteractionandcommunication.
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6.4 The SIM as a Secur ity Module in the Inter net

As mentionedpreviously, theGSMsystemcanbecharacterizedasthelargestsecurityinfrastructure
theworld hasseensofar. Interestinglyenoughthis infrastructurehasbeensetupfor thesolepurpose
of makingphonecallswith. Thecentralthemeof this chapteris to exploit this existing pervasively
distributedinfrastructureto provideadditionalsecurityservices.

6.4.1 Secur ity Status Quo in the Inter net

A securityinfrastructurecomparableto GSMis still missingin today'sInternet.Themostsuccessful
securityinfrastructurecurrentlyavailableis theSSL/TLSsuiteof protocols[RFC2246] in combina-
tion with apublickey infrastructure(PKI). TLS allows for peer-to-peerauthenticationof clientsand
serversby meansof certi�catesandis usedto securelytransmitasharedsecretfrom theclient to the
server on top of which a sessionkey for symmetricencryptionof thecommunicationsessionis de-
rived.Off-the-shelfbrowserscomewith aninstalledbaseof rootcerti�catesof vendorsofferingPKI
services.A Websitewishing to participatein thePKI buysa certi�cate from oneof thosevendors
which is signedby thevendor'sprivateroot key. Theclient connectingto a TLS server downloads
theserver'scerti�cateandcheckswhetherit is signedby oneof thelocally installedrootcerti�cates.
It subsequentlycomputesa so-calledpre-mastersecret consistingof a randomstringwhich is then
encryptedwith theserver'spublic key storedin theserver'scerti�cate andtransmittedto theserver.
Both client andserver thencomputetheso-calledmastersecret which is thenusedto derive further
sessionkeys. If bothsimultaneouslyswitchto encryptedcommunication,theclient canbesurethe
server is theoneasclaimedin thecerti�cate.

However, in practiceonly theserver authenticatesto theclient. Authenticatingtheclient to the
server would requirethat theclient is in possessionof a certi�cate which is linked to a public key
infrastructure.Todaysuchinfrastructuresonly exist for theWebserversbut not for ordinaryusers.
Thereasonsaremanifold:

• Todaycerti�catesarestill expensivefor endusers.

• Thereis nocommonlyacceptedstandardfor certi�catesresultingin numerousinteroperability
problems.

• Reasonablysecureapproachesshouldrely on smartcardsissuedby thevendorsto endusers
which containthe certi�cate andthe privatekey. Sucha solutionis expensive andrequires
theintegrationof cardreadersinto standardoperatingsystemsandthenecessaryplug-insfor
Internetbrowsers– a taskthatis still burdensomefor inexperiencedusers.

As aconsequence,only in certainnichesof thegeneralconsumermarketclient certi�catesareused,
whereasin theenterprisedomainthey arefoundmuchmoreoften.

Account Veri�cation Practices

At themomentbestpracticeis thatusersregistera login anda password at every site they want to
have accessto. Usually, theregistrationprocessis differentfor eachsite. Sometypical approaches
are:

• No furtherveri�cation of theaccountdata.Theserviceprovider simply truststheclient that
thesubmitteddataarecorrect.
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• Veri�cation of the user's email addressby sendinga one-timepassword that mustbe used
to completethe registrationprocess.A variantof this is that the serviceprovider sendsthe
one-timepassword by postalservice.

• Veri�cation of theaccountdatawith thehelpof anotherauthority, e.g.by requestingtheuserto
presenthis/heridenti�cation cardto this authority. This is oftenrequiredfor on-linebanking
andbrokerageservices,e.g.in Germany theDeutschePostofferssucha serviceat its postal
of�ces.

Hence,serviceprovidersof moresecurity-sensitive servicesoftenrely on otherpartiessuchasthe
postalserviceto implicitly establishcon�dencein thecorrectnessof theuser'saccountdata.

Bring ing the GSM Secur ity Infrastructure into the Inter net

Thelargenumberof deployedandusedSIM cardsis basedonacontractbetweenthesubscriberand
themobileoperator.4 Furthermore,amobilesubscriberalreadyhasa uniqueusernamewhich is his
or hermobilephonenumber. This leadsusto thecentralgoalof this chapter, namely

to bring the securityinfrastructure in GSMnamelytheSIM and thecontract between
themobileoperator andthesubscriberinto theInternet,

or put in anotherway

several hundredmillion GSMsubscriberscarry powerfulsmartcardsaroundin wireless
card readers, i.e. mobilephones– whynot usethesecards to secure Internettransac-
tions?

Hence,if it couldbeachievedthattransactionsof anInternetusercanbecon�rmed with thehelpof
a mobileoperator, substantialprogresstowardsInternetsecuritycouldbeachieved.

6.5 WebSIM – A Web Server in a GSM SIM

In this sectionwe describetheWebSIMsystemthat is animplementationof a smallstripped-down
Webserver in aGSM SIM thatintegratesauser'sSIM into theInternet.

6.5.1 Comm unication Protocols

The generalideaof the WebSIM is to allow for a communicationchannelfrom the Internetto a
subscriber's GSM SIM. Thus,onepartof thecommunicationmustusestandardInternetprotocols,
whereasthesecondpartmustdealwith theprotocolsspokenin theGSM world. Currently, theonly
practicallyusefulcommunicationpathto a SIM is the short message service(SMS) [GSM03.40].
As notedin Sect.6.3, SIM applicationtoolkit applicationscanbe triggereduponarrival of short
messages.FurthermoretheSIM toolkit allows for SAT applicationsto sendshortmessagesto any
destination.TheSIM is thereforeableto receiverequests,processthem,andreturnresponsesbased
on SMS asthe communicationprotocol. Missing is still a componentbridging the Internetworld
with theGSMworld.
4 For amomentwedonotconsiderthefactthatasubstantialnumberof issuedcardsareso-calledpre-paidcardswherethe

operatoris notalwaysin thepossessionof thesubscriber's personalinformation.
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Protocols
ISO/OSILayer Internet WebSIM

7 Application HTTP embeddedHTTPrequestURL

5 Session SSL/TLS WebSIM-speci�cmessageframe
4 Transport TCP/UDP GSM03.48securityenvelope
3 Network IP SMS,i.e.GSM03.40message

Figure 6.3: WebSIMcommunicationstack

SinceSMS is usedasthe bearertechnologyin GSM it mustbe consideredthat the maximum
transferunit (MTU) of SMS is currently 140bytes. Furthermore,most of the GSM SIM cards
we know of use the GSM security mechanismsfor the SIM applicationtoolkit as speci�ed in
[GSM03.48] for securelytransmittingSMS.Thismechanismneedsat least27bytesfor encodingse-
curity transmissionparameters,key addressing,andpayloaddescription,leaving atmost113bytes.5

Furthermore,dependingon thetechnicalrealizationin theGSM infrastructure,SMSdelivery times
rangefrom a few secondsto sometimesseveral tensof seconds.This is mainly becausemobile
operatorsdo not yet offer enoughtime-criticalservicesover SMS.Technically, thereis no problem
to providea transmissiontime of two to � ve seconds.Anyhow, thenumberof exchangedmessages
mustbeminimizedin orderto haveareasonableandacceptableimmediacy andround-triptime.

In Sect.4.5 we have brie�y describedCITI' s Web server implementationon a Java Card. The
implementationincludedapartialTCP/IPstackthatis responsiblefor someof theTCPsessionsetup
andacknowledgments(cf. [RFC0761]). For eachrequestsentto thecard-residentWebserverseveral
messageshave to be exchangedin order to establisha TCP sessionandsubsequentlyimplement
packet transport.

Thisis clearlynotacceptablefor animplementationonaGSMSIM dueto thenumberof packets
neededto establisha singleconnectionwithout exchangingany userdata. The approachtaken in
the WebSIM is to de�ne a new protocolthat is bettersuitedfor transmissionon top of SMS.The
resultingcommunicationstackis depictedin Fig. 6.3. The underlyingnetwork layer comparable
to IP is SMS. As transportlayer we usethe securityenvelopefrom [GSM03.48]. In the payload
of this envelopethe WebSIM messageframecontainingfurther informationsuchasmagicbytes,
thesessionidenti�er, andsequencenumberareencoded.Theremainingpayloadis occupiedby the
URL of theinitial HTTP requestfrom theclient.

6.5.2 Architecture

Theoverall architectureof theWebSIMis shown in Fig. 6.4on thenext page.Thecorecomponent
is theWebSIMproxythatis basicallyaWebserverconnectedto theInternet.TheTCP/IPcommuni-
cationis handledby theproxy'snetwork stack.HTTP[RFC1945] or HTTPScanbeusedto connect
from theInternetto theproxy. TheproxyunderstandsHTTP requestsof theform

����X


��

phone

(���(


cmd
 ��

parameters�

5 Otherimplementationsmight leave more,but theMTU is alwaysboundto at most140bytes.
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The URL is pre�xed by the phonenumberof the destinationSIM. The proxy only extractsthe
requestURL omittingotherHTTP header�elds suchas �

�����

< W

�������

,
W


������������(���=�����

, etc.which
arenotusedby theWebSIM.Thesubstring“


(���(


” standsfor “SIM toolkit” andpre�xesthespeci�c
commandsimplementedin theWebSIM.Thisrequestis embeddedinto ashortmessageconforming
to [GSM03.40] andsentto thedestinationSIM.

Uponarrival in themobilephone,theSMSis immediatelydeliveredto theSIM dueto certain
typeinformationin theSMSheader. TheSIM passestheSMSto theWebserverJavaCardappletand
launchesit. TheappletparsestheURL in therequestandtriggersany commandsencoded.Some
of the commandsinvoke SIM toolkit commandsstartinga toolkit sessionwith the mobile phone.
After thesessionhas�nished, e.g.theuserhastypedin a numberor selectedanitem from a menu,
theresponseis sentbackasanSMSto theproxy. A separateprocessrunningon theproxy checks
the incomingmessagesat regular intervalsanddecodesnewly arriving SMS.Basedon theheader
information in the SMS it is able to correctly forward the responsefrom the SIM to the pending
HTTPrequestandthusit sendstheresponsebackto theInternetclient.

6.5.3 Command Set

TheSIM-residentstripped-downWebserverdoesonly supporttheHTTP
����X

request.It implements
the commandslisted in Tab. 6.1 on the following page. Most of the commandsarebasedon the
availablecommandsin theSIM toolkit (cf. Sect.6.3). Sampleusersessionsbasedon the � 
�� 
 ��� � ��


�

commandareshown in Fig. 6.5on thenext page.
The

��� ���

commandhasbeenimplementedto allow for thecreationof electronicsignatureson
the SIM. Due to the lack of a SIM capableof runningcryptographicalgorithmswe have useda
simpleXOR algorithmto just simulatethepresenceof strongcryptography.
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URL Description

�/��� �

text to display� Invokes the SAT command � � � ��� � � � 
�� � to display the
giventext on themobilephone.No responseis returned
to theclient.


��=�� �

title � Presentsanalphanumericinput form to theuserbasedon
theSAT command� 
 � � � � 
 � titledwith thegiventitle. The
text enteredby theuseris returnedastheHTTPresponse.


����( �

title � Similar to

��=�

, but acceptsonly numericinput.

����( �

title � Similar to

����

, but displaystars̀ � ' while typing. Conve-
nientfor enteringpasswordsor PINs.


(��� �� ��

title, item1, . . . , itemn � Displaysa menuwith the given items by invoking the
SAT � 
�� 
 ��� � ��


� command.Theusercanselectoneof the
itemsthatis thenreturnedbackto theInternetclient.


(��� ���( ��

text � Displaystext andaskstheuserfor con�rmation,whether
it shouldbeelectronicallysigned.Thesigneddatais re-
turnedto theclient.


��$�(0��

Returnsinformationaboutthecurrentlocationof themo-
bile phone.It usestheSAT � ��	 � � ��
���	�� ��� � �
	 	��

�

� � � 	 � com-
mandto query the mobile for the mobile country code
(MCC), mobilenetworkcode(MNC), location area in-
formation(LAI), andcell identity.

Table 6.1: WebSIMcommandsetsupportedin theURL interface

Figure 6.5: Examplesof WebSIMuserinteraction.Thepicturesshow how the � 
�� 
 � � � ��


� command
is usedto performuserinteractionin anm-commercesetting.
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6.5.4 Implementation

Theimplementationof theWebSIMcomprisesthefollowing components:

— Proxy: The proxy is a laptoprunningLinux directly connectedto the Internet.6 It runsan
ApacheWebserver that is con�gured to launcha PerlCGI scriptwhena URL of thepattern
/+phone/.. . is requested.The script extractsthe HTTP

����X

requestandspoolsthe request
into aSMSspoolingsystem.

— SMS spooler: The spoolingsystemis implementedin Perl and is responsiblefor encod-
ing anddecodingshortmessagesconformingto the[GSM03.40] and[GSM03.48] standards.
Attachedto the laptop via a serial link is a mobile phoneimplementingthe AT command
sets[GSM07.05; GSM07.07] for sendingandreceiving shortmessagesvia a mobilephone.7

The spoolerusesthesecommandsto sendthe SMS to the destinationphoneandperforma
blocking-wait for theresponsethatis returnedto thewaitingCGI scriptuponreception.

— Mobile phone: Any mobilephonecompliantto Phase2+of theGSMstandardsimplementing
theSIM toolkit canpotentiallybeusedasterminaldevice.

— GSM SIM: The SIM is a Schlumberger SimeraTM GSM SIM [SLB00] implementingJava
Card2.0andthecard-sideportionof SIM toolkit. It has32kB of EEPROM of which roughly
23kB arefreefor applets.Triggeringof appletsoccursvia the[GSM03.48] toolkit application
reference(TAR) �elds, i.e. thattheSMScontainsinformationabouttheapplicationidenti�er
(AID) of theWebserverappletprocessingtheembeddedrequest.

— Web server applet: The Web server applethasa card-residentsizeof roughly 10kB. No
spaceandperformanceoptimizationshavebeenimplementedyet.

TheWebSIMsystemwenton-linein February2000andwasfully operationaluntil December2001.

6.6 Secur ity Analysis

In theprevioussectionswe describedtheWebSIMarchitectureandits implementationbasedon the
corecomponentsproxyandSIM-residentWebserver. Thissectionfocusesonthesecurityproperties
integrity, con�dentiality, authenticity, andnon-repudiationof theWebSIMapproachin generaland
ourparticularimplementation.

Integr ity and Con�dentiality

The WebSIM systemconsistsof basicallythreecommunicationlinks thathandlethe integrity and
con�dentiality of theexchangeddata:

1. Client ! Proxy: HTTPor HTTPSis usedasthecommunicationprotocolbetweenclientand
proxy. HTTPwhich is implementedoveraTCPconnectiondoesnotoffer meansfor integrity
andcon�dentiality. HTTPSwhich is HTTP over SSL/TLScanguaranteeboth integrity and
con�dentiality providedby theunderlyingTLS layer.

6 Theserver is connectedto DeutscheTelekom ResearchDepartment(DTRD); DNShostname:���

�����	��

��������

�

� .
7 Anotheroption would be to directly connectto a mobile operators'short message servicecenter(SMSC)which is the

centralSMSstore-and-forward nodein anoperator's infrastructure.
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2. Proxy ! ME: SMS aretransferredover theGSM signalingchannelwhich is encryptedby
theA5 encryptionalgorithm.Althoughattacksagainstthis algorithmhave beenpublishedin
thepast,suchattacksseemnotto befeasiblefor on-lineexploitation.However, integrity of the
signalingchannelis not implementedin GSM at themoment,but will beavailablein future
UMTS systems.Furthermore,thereexist attackswherethecompleteencryptionbetweenthe
ME andthe basetransceiverstation(BTS) is turnedoff usinga so-calledIMSI catcher (cf.
[Fox97]).8 Hence,thischannelcanbeconsideredsecureonly to a certaindegree.

The generalsolution to this problemis to protect the SMS with a securityenvelopesuch
as standardizedin [GSM03.48] that provides con�dentiality and integrity of the message.
Furthermore,this standardsde�nesreplaycountersto protectfrom replayattacks.

3. ME ! SIM: ThecommunicationbetweentheME andtheSIM is doneover thebuilt-in card
readerandnotencryptedor protectedotherwise.

4. SIM $ ME (SAT session):Thecommunicationlink betweentheSIM andthemobilephone
duringtheSIM toolkit sessionis unprotected,i.e.bothdevicesarephysicallyco-located.This
is thereason,why theWebSIMapproachdoesnotfall into theremotecommunicationcategory
identi�ed in Sect.3.5.

Thus, the WebSIM systemguaranteesundernormal circumstances“node-by-node”con�dential
transmissionof data. Integrity is not achieved on the over-the-air link. Furthermore,thereexist
attacks,althoughhard to mount, that allow potentialeavesdroppersto interceptthe over-the-air
communication.With additionalsecuritymeasuressuchas the secureSMS envelopes,however,
a reasonablysecuresystemfor many applicationscanbeobtained.

Authenticity

Authenticityof theexchangedmessagesis thesubjectof thefollowing analysis:

1. Client ! Proxy: Authenticityof theproxyandtheclient couldpotentiallybeprovidedagain
by TLS. Here,server authenticityis of major importanceto theclient. Client authentication
couldbe necessaryfor theserver in orderto implementaccesscontrol mechanisms,e.g.for
billing purposes.

2. Proxy ! SIM: SMSareexchangedvia a shortmessageservicecenter(SMSC)which is the
store-and-forwardnodein a mobileoperator's infrastructure.Today, many serviceproviders
havedirectconnectionto anSMSCfor sendingandreceiving SMS.Sincesomeof thesystems
areallowedto sendarbitrarymessagesto destinationSIMs,theoriginatingaddress(OA) of a
SMScannotbeusedto provetheauthenticityof thesenderof a message,i.e. theSIM cannot
besurethattheproxy senttherequest.This problemcanequallywell besolvedby usingthe
securityenvelopeof [GSM03.48].

Summingup, authenticityis not guaranteedon the over-the-airby default. However, securityen-
velopescanbe usedto overcomethis drawback. Nonetheless,end-to-endauthenticitycannotbe
guaranteedwith theWebSIMsystemasit stands.

Non-Repudiation

Non-repudiationontheSIM-sideis availablewith the
��� ���

commandonly. No publickey signature
is availabledueto thelackof asmartcardcapableof publickey routines.Client-sidenon-repudiation
is not supported.Furthernon-repudiationissuesarediscussedin Chapter7.

8 Suchsystemsareavailablefor roughlye 20k.
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Summar y

The WebSIM as it is, doesnot provide end-to-endsecuritybetweenthe serviceprovider and the
SIM. This resultsfrom thefactthattheproxyhasto performaprotocoltranslationfrom theInternet
to theGSM world backandforth. Hence,thearchitecturesharessomesimilarity with theWAP 1.2
securitymodel (cf. [WAP98b; WAP99b]) which hasthe WAP gateway as its protocol translation
enginein between.

Although the underlyingGSM systemhascertainweaknesses,a securechannelbetweenthe
Internetclientandtheproxyon theonehand,andbetweentheproxyandtheSIM ontheotherhand
canbeestablishedresultingin a reasonablysecurearchitecturefor many applicationdomains.

6.7 Applica tions

Theprevioussectionanalyzedthesecuritycontext of theWebSIMwhich is thetechnologicalbasis
of thesampleapplicationspresentedin this section.

6.7.1 WebSIM-based Authentication in the Inter net

Internetserviceor applicationproviderssuchasonlinebookstores,Webshops,or banksneedsecure
identi�cation of customers,i.e. authentication.Today, on-line ordersareusuallyplacedvia Web
forms or call centersand authenticationtakes placein variousforms, e.g. using password-based
authenticationschemes.

In thecourseof this sectionS is a serviceprovider, P is theWebSIMproxy, W is theWebSIM,
M is themobileoperatorof P, resp.W , andU is theuser.

GSM-based Authentication

Involving theWebSIMinto theauthenticationof Internetusersallowsfor moreelegantsolutionsthat
cantakeadvantageof securecryptographickeys,likethesubscriber's individualkey Ki basedonthe
following protocol:

a) S ! W : RAND
b) W : � 
�� 
 ��� � ��


�

� ��	

�

� 
 ��


���

� 
��

�

� 	���� SRES= f (Ki,RAND)
c) W ! S ! M : f RAND,SRESg
d) M : SRES'= f (Ki,RAND)
e) M ! S : SRES= SRES'?

(6.1)

a) An Internetapplicationrequiringa userauthenticationsendsa randomchallengeRANDto a
server-sideapplicationwithin theWebSIM.

b) TheWebSIMserver-sideapplicationasksthesubscribervia SIM toolkit to authorizethecom-
putationof a responsef (Ki,RAND).

c) Thenf (Ki,RAND) is returnedto theoriginatorof therequest.

d) TheISPpassesRANDandf (Ki,RAND) to thecardissuer(resp.thepartythatknowsKi andf )
whocanverify theresult.

e) Theresultof theveri�cation is sentbackto theserviceprovider.
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This is a classicalchallenge/responseauthenticationprotocol that can be appliedto many other
scenarios,e.g. homebankingand accesscontrol. Analogouslyit can be adaptedto provide, for
instance,a sessionkey for otherpurposes.Thefunctionf canbebaseduponencryptionalgorithms
(likeTriple-DESor RSA)or hashfunctions(suchasSHA-1[FIPS95] or MD5 [RFC1321]) andkeys
otherthanKi.

The scenariocanalsobe extendedto sign transactions(like on-line payments).Hereit might
be of importance,that the incoming SMS that carriesthe HTTP-requestcontainsa (reasonably)
trustworthy time stamporiginatingfrom theshortmessagecenter(SMSC)thatwasinvolved. Fur-
thermore,subscriber-individual IDs like theIMSI areavailablein theSIM.

Provision of One-Time Passwords

One-timepasswordsfor login proceduresor transactionnumbers (TAN) for banktransactionscan
bequeriedoverWebSIMrequests.We consideron-lineshoppingasanexample:

a) U ! S : Pho
b) S ! U : RAND
c) S ! W : � 
���� 


�

� 
��

d) W ! S : RAND'
e) S : RAND= RAND' ?

(6.2)

a) A usersubscribesto aserviceon theInternetandtellshermobilephonenumber.

b) Theusercompilesa shoppinglist in an Internetshopandordersby submittingthe list. The
Internetshop'sWebserversendsa one-timepasswordvia a Webpageto thecustomer.

c) Simultaneously, the Web server issuesa WebSIM requestto the customer's SIM askingto
enterthe onetime password on the mobile phone. The WebSIM issuesan appropriateSAT
commandsuchas � 
���� 


�

� 
�� to themobilephone,promptingtheuserfor theone-timepass-
word.

d) Theuserenterstheone-timepassword, that is sentbackto theWeb server, possiblyover an
encryptedcommunicationchannel.

e) TheWeb server of theshopcheckswhethertheenteredone-timepassword is correct,andif
so,it acknowledgesthepurchase.

The advantageis that an authenticchannel(GSM) is usedto verify the identity of the customer.
Another, reversedvariantof this mightbeasfollows:

b) S ! U : sendWebform
c) S ! W : � � � ��� � � � 
�� ��� RAND�

d) U ! S : RAND'
e) S : RAND= RAND' ?

(6.3)

b) After submittingtheshoppinglist, theWebservergeneratesaninput form wheretheuserhas
to enteraone-timepassword.

c) Theserversendstheone-timepasswordto theWebSIM,thatis displayedonthemobilephone.

d) Theuserenterstheone-timepassword thatis displayedby theWebSIMdialogon themobile
into theWebform andsendsit to theserver.
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e) TheWebservercheckstheone-timepasswordandacceptssubmission.

Note,thatsimilarone-timepasswordschemescanbeimplementedby sendingapasswordoveratext
SMSto a mobilephoneuser. Thedifferenceto a WebSIM-basedapproachis thattext SMSis just a
(non-interactive)messagingservicethatis notprotectedbeyondthestandardGSMmechanisms.

6.7.2 Using WebSIMs as I/O Channels

TheWebSIMcanalsobeusedasapureI/O channelto a mobileuserasfollows:

Secure User Interaction

A personholdinga mobilephonewith a WebSIM is standingin front of anATM, andcallsa tele-
phonenumberdisplayedon the ATM. The ATM systemknows the Web addressof the WebSIM
(from CLIP signaling[ETSI00]) andcanrun severalsubsequentSAT commandsin theWebSIMto
authenticatethetransaction,choosetheamountof cashto beissued,etc.EssentiallytheGSMphone
hasbecomethehumaninterfaceto theATM andonecanimagineATMs thatdo not have complex
andexpensivehumaninterfacehardwarebut arejusta telephonenumbersignandacash-dispensing
slot.

Analogously, onecanimplementonlinepayments,accesscontrol,ticket vending,etc. Notethat
cryptographicmeansto securetheresultof theuserinteraction(the input, or theuser's choice)are
easilyavailableinsidetheSIM.

Push-based Inter net Applications

TheWebSIMallowsto implementpush-basedInternetapplicationsthatpushcontentandinteraction
from anInternetnodeto a mobileuser. As anexample,consideron-lineInternetauctionsin which
a mobile userparticipatesby regularly checkingfor newly placedbids. If a pull-basedmodel is
used,e.g.basedon polling thenew statususingHTTP or theWirelessApplicationProtocol (WAP)
[WAP98b], this would not only beannoying for potentialusersbut alsoslow andexpensive. Using
theWebSIMonecanimplementa push-basedclient thatbehavesasfollows:

a) After registrationfor a certainitem in an auction,a userdelegatesauctioninteractionto the
WebSIMby providing themobilephonenumberto theauctioncompany.

b) Eachtime a higherbid is placed– other invocationschemescanbe easily thoughtof – the
auctionsendsarequestto theWebSIMthatinformsthemobileuseraboutthecurrentlyactive
highestbid andasksfor enteringa new, higherbid.

c) Theusercanthendecideto declineor to increaseandenterthenew bid thatis thensentback
to theauctionhousethatplacesthebid.

Together, besidesbeinga personalsecuritymoduletheWebSIM is a communicationmodulewith
importantfeaturessuchasuserinteraction,mobility, i.e.anytimeandanywhere,andpush-enabled.

6.8 Related Work

Recently, numeroussystemshave beenproposedandimplementedto offer, e.g.mobile payments
andmobilesignaturesthatareconsideredtheenablersof successfulm-Commerce.A moregeneral
overview of systemsin the areaof mobile commercecanbe found in [Dur99] and[WSZ01]. In
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this sectionwe presentsomeof themoreinterestinginitiativesthatsharesomesimilaritieswith the
WebSIMapproachalthoughnoneof themprovidesatechnologylayerotherapplicationscanbebuilt
on topof.

Mobile Operator' s OTA Services

Many GSM SIM smartcardmanufacturersimplementproprietaryover-the-airmessageinterfacesin
thecard'soperatingsystem.Thisinterfaceis usuallybasedonpoint-to-pointshortmessagesthatcan
beusedby mobileoperatorsto triggercertainprede�nedapplicationsonaSIM. Oftenthemessages
are protectedby an appropriateenvelope(cf. [GSM03.48]) and usedfor remotemaintenanceof
theSIM. Someof the implementationsalsooffer meansto triggercertainSAT commandssuchas

� 
�� 
 ��� � ��


� or � 
�� � � � 
 � .
Themaindrawbackstill is thatmobileoperatorseitherdonotallow for any kind of accessfrom

theInternetto acustomer'sSIM, or they offer thisserviceonly in ahighly proprietarymannerwhich
is in contrastto theInternet“philosophy”presentedin this work.

Paybo x

PayboxTM [Pay01] is a paymentsystemthat is offeredin Germany to allow for mobilepayments.A
serviceprovider, e.g.anInternetshopor a taxi issuesa paymentrequestto Payboxwhich forwards
therequestto themobilephoneof theuser. A voice-boxreadstheamountof money to becon�rmed
andtheuserthenentersherPayboxPIN via dial-toneon themobile's keyboard.This con�rms the
transactionandPayboxtransferstherequestedamountto theserviceprovideronbehalfof theclient.

Currently, Payboxoffers only voice-basedpaymentanddoesnot allow for userinteractionin
the fashionof theWebSIM.Furthermore,it doesnot bene�t from theSIM asa smartcard,e.g.for
providing electronicallysigneddocuments.

mSign Consor tium

The mSign consortiumis in the processof standardizingan interfacehow serviceproviderscan
obtainelectronicallysigneddocumentsfrom mobileusersto enablesecuremobilecommerce.9 The
speci�cation[mSi00] saysthattheconsortium

“[. . . ] hasspeci�eda protocol betweena primary serviceprovider, e.g. a merchant or
a bank,anda mobileserviceprovider. Thegoal is to providea standardizedinterface
for theprimaryserviceprovider to request[electronic,ed.] signaturesfromanend-user
througha mobileserviceprovider.”

How the particularelectronicsignatureis obtainedfrom the enduseris beyond the scopeof the
speci�cationandleft for implementationby themobileserviceprovider. A mobileoperatorcould,
for example,implementthemSignspeci�cationon topof theWebSIM.

mSigndistinguishesbetweenthreedifferentlevels of securityof which only the third onehas
end-to-endsecurityfeatures. The �rst andsecondarebasedon signaturecreationby the mobile
serviceprovider. In bothcasesthecreationof asignaturecanbeconsideredasremote-controlledby
theuser, hencetheuseris not in thepossessionandcontrolof its signingkey directly.

Theway mSigntries to bring electronicsignaturesinto play is actuallyconstrainedby the lim-
itationsof the SIMs alreadydeployed in the market. Only recently, SIMs capableof public key
encryptionareusedin themarketwhichwouldallow for end-to-enddigital signatures.
9 The initiative wasleadby Brokat InformationssystemeGmbHwhich holdsa patent[Bro97] coveringseveral aspectsof

thecreationof electronicsignaturesonmobilephones.
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Other Appr oaches

Thereexist other applicationsbasedon the SIM toolkit offering dedicatedsolutionsfor security
problems.Examplesareproductsfor SingleSign-Onapplications,dedicatedauthenticationsystems
for remotelogin, etc. However, noneof thesystemsandproductswe know of offersa technology
layercomparableto theWebSIMapproach.

6.9 Summar y

In this chaptera systemwaspresentedthat integratestheexisting GSM securityinfrastructurede-
ployed in the shapeof several hundredmillion GSM SIM cardsinto the Internet. The realization
basicallyconsistsof a componentthat bridgesthe gapbetweenthe Internetand the GSM world
allowing for transparentinteractionbetweenan Internethostanda GSM SIM. HTTP waschosen
astheconnectionprotocolsinceit is de-factostandardin the Internettodayfor client/server com-
municationandE-commerceapplications.The interfacecanbe usedby anybodywith reasonable
knowledgeof Internettechnologyandhidesthecomplexity of all thelower-level protocols.

To thebestof ourknowledgetheWebSIMis the�rst attemptto implementastripped-downWeb
serverin aGSMSIM. Therefore,thereis nodirectrelatedworkexcepttheWebcardserverdeveloped
at CITI presentedin Sect.4.5. Most likely the reasonis thatGSM SIMs andthe SIM application
toolkit are– thoughaninterestingtechnology– noteasilyaccessibleby theacademicworld, if atall.

Within theoverall securityframework aspresentedin Sect.3.5 theWebSIM shifts morefunc-
tionality from theterminalto thecard,sincetheSIM usesthemobilephonejust for userinteraction
andcommunicationmadeavailableby the SIM applicationtoolkit. The restof the processingis
completelydonewithin the card. The numberof applicationdomainsthis model is applicableto
suggeststhat theideaof a morecard-centricview of a securitymodulewhich usesavailabletermi-
nalsfor userinteractionseemsappealing.Openwith theWebSIMapproachasalreadymentionedis
theproblemof end-to-endsecurityandnon-repudiationfeatures.Theseissuesarefurtherdiscussed
in thenext chapter.

Mostof theideaspresentedin thischapterarepublishedin [GKP00]. A preliminaryversionappeared
in [GKPV00] andsomeof the possibleapplicationscenarioshave beendescribedin [KPSW01].
Thesystemhasbeenin practicaluseby differentresearchgroupsof Europeantelecommunication
operatorsparticipatingin theEURESCOM ProjectP1005[EUR01] sinceFebruary2000.

�����������������������



Cha pter 7

Open and Secure Service Platforms for
Smartcar ds

DSLs [Domain Speci�c Languages, ed.] automatically provide programmers with strong
gua rantees of correctness, perfo rmance, and securit y which are hard to achieve with

general-purp ose languages such as C, C++, or Java (think of Yacc and SQL). . .

ThomasBall, Bell Labs,LucentTechnologies,1999

7.1 Introduction

In thepreviouschapterwe have shown that integratingGSM SIMs into the Internetcanprovide a
substantialbene�t to Internetsecuritybothin termsof usabilityandsimplicity. However, oneof the
majoropenproblemsnotsolvedby theWebSIMapproachis thelackof

• end-to-endsecuritymechanisms,and

• non-repudiation.

In this chapterwe proposean architecturebasedon an openserviceplatform for smartcardsthat
allows for theexecutionof mobilecodewritten in a domain-speci�clanguage.Theapproachoffers
substantialadvantagesin theway serviceprovidersmight interactwith customersor employeesin
the foreseeablefuture. Furthermore,the security-criticalprocessof creatingelectronicsignatures
on mobileterminalscanbeimprovedby shifting mostof thecritical partsinvolvedin thesignature
creationprocessinto asmartcardwith theadditionalbene�t of improvedusability.

The WebSIM Revisited

TheWebSIM asintroducedin thepreviouschapterbasicallyallows for runninga synchronousin-
teractionin aclient/server fashionbetweenanInternetclientandamobileuser.

• Theprotocolis synchronousdueto theHTTP communicationbasedon requestandresponse
pairs.This is somewhatproblematic,if latency on theSMSlink is high.

• It allows for invocationof at most one SIM toolkit commandat a time. However, simple
sequencingof commandscouldbeaddedrathereasily.

95
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• Thereis no end-to-endsecuritybetweenthe Internetclient andtheSIM, sincethe WebSIM
proxyhasto recodetherequestin orderto forwardit to theSIM andviceversa.Thisproblem
is comparableto theend-to-endsecuritybreachknownfrom theWAP 1.2gatewayarchitecture
[WAP98a].

• As aconsequence,atomicityof asequenceof userinteractionsis notprovided.

• TheWebSIMdoesnotprovidepersistentstorageonthecardfor potentialservices,e.g.loyalty
pointsapplications,or electronicticketing.

Hence,theWebSIM is quiteusefulin a numberof applicationscenariosbut hascertaindrawbacks
thatshouldbecorrectedin orderto becomea �e xible securitymodulefor Internetuse.

Towards an Open and Secure Smartcard Platform

To overcomethe limitations enumeratedpreviously we proposeto implementan openandsecure
platformfor theexecutionof mobilecodein asmartcardthatfunctionsasfollows:

• The smartcardimplementsan interpreterfor mobile codewritten in a domain-speci�clan-
guageoptimallysupportingtheintendedapplicationdomain.

• An Internetclient sendseither synchronousrequestsor asynchronousmessagescontaining
so-calledscriptswritten in thedomain-speci�clanguagethecard-residentinterpreterunder-
stands.

• Thecard's runtimeplatformexecutesthescript,handlesuserinteraction,andsendsbackthe
responses(synchronous-or asynchronously)to theclient.

• The platform implementskey managementfacilities in orderto provide end-to-endsecurity
betweentheInternetclientandthesmartcard.

Theplatformis openin thesensethatvirtually anybodyon theInternetshouldbeableto sendsuch
scriptsto amobileuser.

Theplatformis secure in thesensethatneitherthemobilecodenor theuseris ableto harmthe
platform's integrity. Furthermore,the platform givescertainguaranteesto both – codeanduser–
that thescriptsareexecutedasintendedandno informationleakageor secretstoragemanipulation
canoccurby maliciouscodeor anexternalattacker.

Thus,the platform actsasa trustedcomputingbaserunningin a tamper-resistantdevice pro-
tecting the user from the codeand vice versa. As suchit implementsall threetypesof trust –
personalagent trust, captured agent trust, andundercover agent trust – asde�ned by [PPSW96]
(cf. Sect.5.3.4).

Hence,this chapterdiscussesapproachA4 asintroducedin Sect.3.5 focusingon mobility, and
card-drivencontrolof applications.It providessolutionsto theabovementionedproblemsandgives
new insightsinto theway smartcardscanbeusedasactivecomponentsin securityinfrastructures.

The restof this chapteris organizedasfollows: Section7.2 describesthe generalprinciplesof a
trustedcomputingbaseand givesa brief introductioninto hardware and software protectionap-
proachesusedto yield sucha trustedcomputingbase.

The overall architecture of our smartcardplatform is presentedin Sect.7.3. It describesthe
platform's componentsandthe platform's role andtrust model, thus introducingthe fundamental
ideasof our approach.
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Section7.4 describesin moredetail the programmingmodeland languagethat underliesour
platform. More concretely, it describesthe chosendomain-speci�capproach, the machinemodel,
andgivesa tasteof programmingwith suchaplatform.

Security issuesof our platform are raisedin Sect.7.5 wherethe pertinentliteratureon host
securityandcodesecurityis revisited. This allows to characterizeour approachin thedesignspace
de�ned by thecriteriafoundin theliterature.Furthermore,thecoredesigndecisionsw.r.t. security
issuesin our platformaremotivatedandtheir solutionsarepresented.

Section7.6concentratesonthecommunicationprotocolsbetweenapotentialclientandtheplat-
form. Sinceend-to-endsecurityis adesirablefeature,its impactson theplatform,i.e. its interpreter,
code,anddataveri�er arecloselyexamined.Basedon theresultsdifferentcryptographicprotocols
arepresentedhow end-to-endsecurecommunicationcanbeachievedandhow key managementis
solvedin theseapproaches.

Non-repudiationandthecreationof electronicsignaturesareextensively elaboratedin Sect.7.7.
The resultsare� ve differentprotocolshow non-repudiationcanbe implementedwith sucha plat-
form, whatsecurityrisksstill exist, andwhich bene�ts thesolutionsgive over traditionalelectronic
signaturecreationprotocols.

Section7.8presentsanumberof sampleapplicationscenariosif theplatformapproachis realized
in combinationwith awirelessterminal.

Relatedwork is discussedin Sect.7.9andthechapteris �nished with a summaryin Sect.7.10.
AppendixA presentsmoretechnicalinformationontheprototypicalimplementationundertaken,

a brief listing of theplatform's languageprimitives,andthelanguagegrammar.

7.2 Principles and Concepts of Trusted Platforms

TheOrangeBook[DoD85, Sect.6.3] de�nesa trustedcomputingbaseasfollows:

“[. . . ] The heart of a trustedcomputersystemis the TrustedComputingBase(TCB)
which containsall of theelementsof thesystemresponsiblefor supportingthesecurity
policy andsupportingthe isolationof objects(codeanddata)on which theprotection
is based.

[. . . ] Thus,the TCB includeshardware, �rmware, and software critical to protection
andmustbedesignedandimplementedsuch thatsystemelementsexcludedfromit need
notbetrustedto maintainprotection.

[. . . ] TheTCB will necessarilyincludeall thoseportionsof theoperating systemand
applicationsoftware essentialto thesupportof thepolicy. Notethat, as theamountof
codein theTCBincreases,it becomesharder to becon�dent that theTCBenforcesthe
referencemonitorrequirementsunderall circumstances.”

A trustedcomputingbaseis usuallyimplementedusinga mix of thefollowing approaches:

— Hardwareprotection: Thiscanobviouslybeachievedby physicallyrestrictingtheaccessto
thedeviceandtheuseof tamper-resistanthardware.

— Software protection: This includese.g.operatingsystemsupportandlanguage-basedpro-
tection.

In thesequelwe brie�y discussexamplesof eachof thesecategories.



7.2 Principles and Concepts of Trusted Platforms 98

7.2.1 Hardw are Protection based on Tamper -Resistant Hardw are

A trustedcomputingbasethat dependson the tamper-resistanceof the hardwareit is runningon
hasbeendescribedextensively in Yee's thesis[Yee94] onsecurecoprocessorsandsubsequentwork
publishedbe Yeeet al. in [YT95]. The basicideais that thedataavailablein the tamper-resistant
securitymoduleis not directly accessiblebut protectedby theapplicationsrunningin themodule.
Thus,theunderlyingassumptionis that thehardwareoperatesin a relatively untrustedenvironment
andmustbeappropriatelyprotected.Yeeet al. givea numberof possibleapplicationareasfor such
devices,in particularthesearecopyprotectionfor software, electronic cash(monetaryvaluesare
keptin themodule),electroniccontracts(allowing for advancedresellingmechanismsfor electronic
goods),andsecure postage(electronicstamps).

Smith[Smi96] furthercategorizesdifferentarchitecturesthatconsistof a securedatastoragein
thetrustedcomputingbaseandanoff-processorhostinto � vedifferent�a voursasfollows:

— Generalizedaccesswhich usesthecomputationalability of thecoprocessorto enforcenon-
trivial accessrules;

— Generalizedrevelation whichusesthecomputationalability of thecoprocessorto transform
theaccesseddata,dependingon thecontext of theaccess;

— Autonomousauditing which usesthe computationalability of the coprocessorto autono-
mouslyextractandarchiveauditdata;

— Trusted executionapplicationmodelwhichusesthecomputationalability of thecoprocessor
to carryoutexecutionwithout manipulationby anadversary;and

— Hidden executionapplicationmodelwhichusesthecomputationalability of thecoprocessor
to carryoutexecutionwhosedetailsarehiddenfrom anadversary.

Usually morethanonestyle is appliedin a particularsystem,e.g. the German“Geldkarte” (cash
card, cf. [Gen99]) usesgeneralizedaccessandrevelationfor controllingaccessandmodi�cation of
theelectroniccashstoredin thecard.Furthermoretrustedandhiddenexecutionareusedto avoid the
observationandmanipulationof thealgorithmsmanipulatingtheamountof electroniccashavailable
on thecard.

Typicalexamplesof tamper-resistanthardwarearesmartcards.OthersystemsbasedonPCplug-
in cardshavebeendescribedin [Yee94].

7.2.2 Software Protection

After discussinghardwareprotection,we brie�y give anoverview of secureoperatingsystemsand
language-basedprotectionof which thelatterwill beusedasa basisfor thedesignof thesmartcard
platform.

Secure Operating Systems

Many implementationsof atrustedcomputingbasebuild uponthesecurityof theunderlyingoperat-
ing system.SystemssuchasMULTICS [CV65] have beendesignedaccordingto particularsecurity
demands.In contrastto tamper-resistanthardware,however, theassumptionis thattheenvironment
thesystemis hostedby is muchmoretrusted,andphysicalaccessto thesystemis usuallynotgiven.
Hence,theoperatingsystemsis oftendesignedto surviveattacksfrom a network or – in thecontext
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of amulti-usersystem– from its users.In thesequelwebrie�y describeexamplesof systemsaiming
at a trustedoperatingsystemusingdifferentandsomehow complementaryapproaches.

Shapiroet al. have implementeda capability-basedoperatingsystemcalledEROS [SSF99]. In
EROS a capability is a pair (object identi�er, { authorizedoperations. . . }), i.e. accessto eachob-
ject in theoperatingsystemsuchasprocesses, nodes, andpagesarecontrolledby suchcapabilities.
Applicationsexecutewithin so-calledprotectiondomainsthatareessentiallycomposedof setsof ca-
pabilitiesto which theseapplicationshaveaccess.Althoughanimplementationof EROS oncurrent
mobiledevicesis not feasible,it demonstratesthatlow-level securityin operatingsystemsmight be
aninterestingapproachto build trustedoperatingsystemson top of which trustedapplicationscan
beimplemented.

Stübleet al. [Stü00; PRS+ 01] (cf. Sect.5.3.4)arecurrently implementinga secureoperating
systemcalledPERSEUS basedon a micro-kernelarchitecture.This operatingsystemcanbe used
asa trustedlayeron top of which different“untrusted”components,e.g.commercialoff-the-shelf
operatingsystemsfor mobile devices, can be run. Their approachis primarily motivatedby the
pragmaticobservationthatnew solutionscannotbebuilt without consideringmarket facts.

Besidespureresearchprojectstodayalsoa numberof commercialsystemsexist thateitherpro-
vide their own operatingsystemor offer add-onsand modi�cations to commercialoff-the-shelf
products.Onesuchsystemis thePITBULL operatingsystemadd-onby ArgusSystemsthatis avail-
ablefor L INUX andSunMicrosystems's SOLARIS 8. Essentially, PITBULL comprisespatchesto the
COTS operatingsystemthatmodify kerneldatastructures,�le systemlayout,andsystemutilities
to implement�ne-grained accesscontrol andprotectionmechanisms.It further de�nes so-called
compartmentsthat implementnew protectiondomainsin the operatingsystemto further control
communicationbetweenprocessesandresources.

The TrustedComputingPlatformAlliance (TCPA) [TCPA00] is an industryinitiative de�ning
a so-calledtrustedsubsystemof a computersystem.This is achievedby a trustedplatformmodule
(TPM) basedona securecoprocessorthatis involvedin thesecurebootingof theoperatingsystem.
Duringbootit checkstheintegrity of theBIOS,subsequentlytheoperatingsystem'sbootloaderand
�nally theoperatingsystemkernel. Essentially, it builds up a cryptographicallyprotectedchainof
trustinto thedifferentcomponentsinvolvedin thebootingphase.Themainpurposeof thisapproach
is thattheTPM canbeexternallychallengedto verify whetherthesystemis in anexpectedstateafter
booting.Thus,it canbechecked,whetherthesystemhasbeentamperedwith, e.g.new softwarehas
beeninstalled.This is to gaincon�denceandestablishtrustinto theintegrity of thesystem.

Summingup, thereareseveralapproachesto implementtrustedsystems:tamper-resistantdevices
andcoprocessors,secureoperatingsystemdesign,securemicrokernelsystems,compartmentaliza-
tion, andsecurebootingwith thehelpof additionalhardware.Sincetheseapproachesareto a large
extentorthogonal,combinedusageof theseconceptscouldalsobeenvisioned.

Essentially, the useof tamper-resistanthardware is recommendedin environmentswherethe
systemcannotbephysicallyprotectedfrom anadversary. Thus,secureoperatingsystemscanonly
work whena potentialattacker is subjectto all securitymeasuresimplementedby thesystemitself.
A tamper-resistantdevice,though,mightgiveadvancedprotectionevenin anhostileenvironmentas
discussedin Sect.3.3aslong astheterminalthedevice is attachedto is reasonablytrustworthy.

Language-based Protection

Language-basedprotectionenforcessecuritypoliciesat thelevel of programminglanguageobjects
in contrastto the resource-centricprotectionat theoperatingsystemlevel. As de�ned in [HvE98],
language-basedprotection
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“[. . . ] restson thesafetyof a language'stypesystem[. . . ]

Typesafetymeansthat a programcan only performoperationson instancesof a type
that thelanguagedeemssensiblefor that type. [. . . ]

On top of type-safety, the language mustalso providesomeform of accesscontrol for
theobject[. . . ]”

The Java virtual machine,for example,implementslanguage-basedprotectionusing its run-time
environmentin combinationwith thebyte-codeveri�er (BCV) [LY99]. Bothguaranteethatthelan-
guageprotectionsemanticssuchasobjectencapsulationarepreservedandobjectscannotcircumvent
encapsulationto getaccessto otherwiseprotectedinformation.

The basicideasof language-basedprotectionwill be broughtinto the designof the smartcard
platformenvisioned.

7.3 Architecture

In the previous sectionwe have brie�y examinedstate-of-the-artin trustedplatform designand
implementation.For our approachwe have identi�ed smartcardsalreadyasonecomponentin our
securitydevice. Essentially, we areinterestedin theanswerto thequestion

How much in termsof securitycanbeobtained,if asmuch functionalityaspossibleis
shiftedfrom untrustedcomponentsinto a trustworthyplatform availablein a tamper-
resistantdevice?

Thissectiondescribesa system,its architecture,andpropertiesthatis built aroundthis idea.

7.3.1 Components Overvie w

Theoverallarchitectureof our systemis depictedin Fig. 7.1on thefollowing page.We identify the
following components:

— Smartcard: Thesmartcardis thetamper-resistantdevicehostingtheplatform.It is connected
to a terminalthatprovidesinput andoutputfacilities to communicatewith a uservia a trust-
worthy terminal.

— Platform: Thecard-residentplatformis an implementationof a virtual machineresponsible
for theexecutionof mobilecodeandamanagementunit for persistentstorage.

• Security manager: Thesecuritymanageris responsiblefor thecorrectdecodingof any
downloadedcode.It checksany electronicsignatures,decodesthepayloadaccordingto
theinformationgivenin theheader, andloadsthecodeinto thepropercompartment.

• Service compartments: The servicecompartmentcanbe consideredasa securecon-
tainerfor codeanddata.Basedon theidentityof thecodesenderthecodeis put into the
appropriatecompartmentor the so-calledpublic compartmentotherwise. A compart-
mentcontainsa service-speci�ckey ring that is usedto storekeys ownedby theservice
provider.

• Veri�er: Theveri�er is thecomponentthatcheckswhetherall security-relevantproper-
tiesaresatis�ed by thecode. This is to ensurethatno securityviolationsoccurduring
executionandthatthecodecanbesafelyrun.
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Figure 7.1: Overview of smartcardplatformcomponents

• Inter preter: After successfulveri�cation thecodeis executedby theinterpreterthatper-
forms a simplefetch-decode-execute-cycle. The interpreterfollows a traditionalstack-
andregister-basedmodelandimplementsan instructionsetoptimizedfor the intended
applicationdomain.

• User key ring: The userkey ring containsall relevant secretcryptographickeys and
certi�catesneededfor operation.

• Policy database: The policy databaseis ownedby the userandcontainspoliciesthat
guidetheinterpreterat run-time.

• Audit log: The audit log is persistentstoragethat is usedto recordso-calledtraces
generatedby theinterpreterduringexecution.

— Terminal: Theterminalprovidestrustworthy input andoutputchannelsto theuserandpro-
videsgeneralcommunicationfacilities.

— Compiler: Thecompileris a componentoutsidethesecuritymodulethatgeneratescodefor
executionby theplatform.

Althoughthegeneralarchitectureis straightforward,theintegrationof all thesecurity-relevantcom-
ponentsin combinationwith the componentsproviding for the executionof mobile code into a
smartcardthatessentiallycontrolstheterminalis to our knowledgea novel approachnot yet found
in theliterature.
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7.3.2 Role and Trust Model

Oneof themainissuesin anopenandsecureplatformfor smartcardsis theunderlyingroleandtrust
model.We canidentify at leastthefollowing roles:

— Platform operator/issuer: After issuance,the platform operatoris a trustedthird party re-
sponsiblefor theintegrity of theplatformduringoperation.Thustheoperatorguaranteesthat
theplatform

• adheresto aparticularspeci�cationde�ning its behaviour,
• doesnot tamperwith thecodeduringexecution,
• doesnot leaksensitivedatasuchascryptographickeysor othercon�dentialdataof both,

platformuserandserviceprovider,
• correctlyimplementsany kind of authenticationandaccesscontrol.

Essentially, theplatformprovider is responsiblefor giving guaranteesto both– platformuser
andserviceprovider– thattheir policiesareenforced.

— Platform user: Theplatformuseris theownerof thesecuritymoduleandusesit to perform
security-criticaloperationssuchaselectronicsignaturesor authentication.

— Service provider: Theprovider is theoriginatorof themobilecodesentto theplatformfor
execution.

Essentially, thetrustmodelis asfollows:

— Service provider ! Operator: The provider trusts the operatorthat the codeis correctly
executedandcannotbeobservedduringexecution.Furthermore,nosecretinformationowned
by theprovidermayleakfrom theplatform,in particularit mustbepossibleto guaranteethe
con�dential transmissionof databetweentheproviderandtheplatform.

— Platform user! Operator: Similarly, theuseralsotruststheoperatorthat thecodeis cor-
rectlyexecuted,nosecretinformationis leaked,andthatany operationsauthorizedby theuser
areperformedasdesired.

Basically, theplatformimplementsawell-de�ned intermediateentitybetweenprovideranduserthat
bothtrust.

7.4 Programming Model and Language

The�rst componentof interestin ourarchitectureis thecompilerthatis responsiblefor transforming
ahuman-readableinputlanguageinto aform understandableby theinterpreter. Thegeneralconcepts
of compilerconstructionarewell-known (cf. [ASU86]) andnumerouscompilerconstructiontools
areavailabletoday. More interesting,however, is thedesignof thelanguageitself, anissuethatis to
bediscussedthroughoutthis section.
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7.4.1 A Domain-speci�c Appr oach

Thegeneralideaof theplatformis to provideanexecutionenvironmentfor mobilecode,resp.script,
thatis sentfrom serviceprovidersto users.Comparedto ageneral-purposelanguagetheapplication
domainof our languagerequiresat leastsupportfor operationssuchas

• userinteraction,

• communication,

• cryptographicoperations,

• persistentstorage,and

• key management.

Hence,thefocusof our languageis ratherdomain-speci�candconcentrateson userinteractionand
cryptographicoperationsin contrastto ageneral-purposeprogramminglanguage.

Thevery natureof domain-speci�cprogramminglanguagesis well expressedin the following
quotefrom ThomasBall:1

“Domain-speci�clanguages(DSLs)havehad a substantialimpacton how software is
created,maintainedand modi�ed. Prototypical examplesof DSLsare YACC, SQL,
spreadsheetsand HTML. Theselanguagesexemplifymanyof the uniqueattributesof
DSLs:

1. DSLsautomaticallyprovideprogrammers with strongguaranteesof correctness,
performance, and securitywhich are hard to achieve with general-purposelan-
guagessuch asC, C++, or Java(thinkof YaccandSQL);

2. DSLsallow non-programmersto program(think of spreadsheets);

3. DSLs,by providing high-levelabstractionstailoredto theproblemdomain,allow
programmers with general skills to program in a new domainwithout havingto
knowplatformdetails(think of HTML andWebservices).”

Using a domain-speci�clanguagethatoptimally supportsthe intendedapplicationdomainof run-
ningapplicationsin asmartcardseemsto beappealingfor at leasttwo reasons:

• An ef�cient interpretercanbeimplementedmoreeasilyfor a domain-speci�clanguagesince
any necessaryprimitivesandtypescanbeef�ciently encodedinto suitableruntimedatastruc-
tures.

• The complexity of the veri�er increaseswith the complexity of the languagein which the
programsarewritten. Furthermore,knowledgeaboutthe applicationdomainis a necessary
preconditionto be able to perform a veri�cation process. Hence,a small domain-speci�c
languagemight be easierto verify than a generalpurposelanguage– an issueelaborated
furtherin Section7.5.

Summingup,adomain-speci�capproachavoidscomplexity wherepossibleby concentratingonthe
necessaryfunctionality. Especially, the implementationof a veri�er andaninterpreteron-card is a
challengethatseemsto berealizablefor a restrictedproblemdomainonly.

1 Takenfrom theintroductionto theProceedingsof thesecondconferenceonDomain-Speci�cLanguages(DSL'99), Octo-
ber3–5,Austin,Texas,ACM Press,page5.
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7.4.2 Virtual Machine Model and Instruction Set

Virtual machinesandinterpretersareknown sincethe early sixties. The basicconceptsarewell-
understoodand our concreteimplementationis inspiredby two moderninterpretedlanguages–
Forth [ISO97] andtheJava VM instructionset[LY99].

In thissectionwejustbrie�y list theminimalsetof commandsaplatformshouldat leastsupport.
A moredetailedlisting of thecommandsis givenin AppendixA.

Type System

Basedon thegeneralfunctionalityneededat leastthefollowing datatypesaremandatory:

• Strings,i.e. concatenatedarraysof characters

• Integernumbers

• Booleans

• Cryptographickeys

Hence,nohigherdatastructuresareavailable.Althoughthis seemsratherrestrictivewe have found
theseprimitivesto besuf�cient for our applicationdomain.

Data Stack

Thevirtual machineusesa simplestackfor computations.Primitive operationsessentiallyoperate
on theoperandsavailableon thestack. Typical operationsare
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, etc.as
known from Forth. Thestacksizeis �x edandany stackover- andunder�ow mustbedetectableby
theveri�er prior to execution.

Registers

Registersareusedasvolatile or persistentstoragefor intermediateor persistentdata.Registersare
accessedsimplyby theiraddress.Primitivesoperatingonregistersare

4�����/

and
�������(�

, transferring
datafrom a registerontothestackandviceversa.

Key Store

Keys aresensitive cryptographicdatathatmustbeprotectedfrom leakage.Therefore,we introduce
anelementarytypekey, andoperationsusingkeysarespeciallytype-checkedto avoid leakage.Keys
areorganizedin a key storethat is essentiallyorganizedasanarraybeinga containerfor thekeys.
Keys canbeinstalledby a serviceprovider to allow for con�dentiality andauthenticationof trans-
mitted scripts. In contrastto registers,the key storeis addressedusingthe primitives
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and
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.

Transactions

Atomic updatesof persistentdataonthecardshouldbepossiblein general.Wefollow astraightfor-
wardapproachfor transactionsbasedon loggingstorageupdatesfrom theexecutionof theprimitive
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until oneof theprimitives
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or
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is encounteredin whichcasethetemporary
changesareultimately committedor discarded.No nestedtransactionsare supporteddue to the
complexity for anon-cardimplementationandthequestionableneedof suchfunctionality.
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User Interaction

User interactionplays a centralrole in our personalsecuritymodule. The card must be able to
connectto asuitableterminalasde�ned by theuserin anappropriatepolicy descriptionandcon�g-
uration. Froma languageperspective this is not subjectof control, sinceapplicationswritten by a
serviceproviderhavenoknowledgeabouta user's terminals.

Hence,theplatformmustoffer suitableprimitivesthatallow runningscriptsto interactwith the
userthroughthe user's preferredterminal. Although a diversity of userinteractionmodelscould
be considered,we concentrateon a small setof coreuserinteractionprimitivesthatarenecessary
to cover mostof thepossibleinteractionsneededfor our applicationdomainandwhich areimple-
mentedby smallterminalssuchasmobilephones.Therefore,westartwith theprimitives
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only.
Besidesuserinteractionprimitivesthereexist mechanismsto createa log of userinteractions

thatcanbeconsideredas�rst classobjects.This issueis furtherdiscussedin Sect.7.7.6.

Comm unication Primitiv es

Besidesuserinteractionprimitives,othermeansfor communicationareneeded.Essentially, facil-
ities for sendingmessagesto othercommunicationpartnersareneeded.Furthermore,is shouldbe
possiblefor scriptsto registerfor thereceptionof incomingmessages.We usetheconceptof chan-
nelsasa communicationlink abstraction.Eachscript hasaccessto a standardchannel,that is the
link thescriptwasreceivedfrom. This allows a script to communicatewithout furtherknowledge
aboutits environmentwith its originatorusingtheprimitive
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Contr ol Flow Primitiv es

Obviously, control �o w is a centralissuein any programminglanguage.Although
�������

's arecon-
sideredharmful [Dij68], at the level of a simplestack-orientedprogramminglanguagethey have
clearbene�ts. Hence,theplatformsupportsunconditionalandconditionalbranchesin theform of
`
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label' and`
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condition
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label'. Programterminationis indicatedby theprimitive
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.

Boolean Predicates

Booleanpredicatesareneededto allow for arbitrarycontrol-�ow decisions.Theusualsetof opera-
torsfor thedifferentdatatypesareneededsuchas
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Arithmetic Primitiv es

Integerarithmeticscanbeperformedusingthestandardoperations
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Summingup, we follow a minimal approachby just addingthecoresetof primitivesthat is in our
opinionnecessaryto allow for usefulapplications.Furtherextensionsarepossible,but theoverall
securityof theplatformmustalwaysbeguaranteed.

7.4.3 Programming with a Platform

As intended,theplatformpresentedpreviously is programmable,i.e. it canbeusedto executepro-
gramsor scriptswritten in ourdomain-speci�clanguage.Basically, thiseliminatestheproblemthat
userinteractionis restrictedto oneinstructiononly asit wasthecasein our WebSIM implementa-
tion. Instead,theoutlinedsetof primitivesde�nesa languagesuitablefor implementingbasicuser
interactioncombinedwith cryptographicoperations.
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Figure 7.2: Mobile auctionclient script

Mobile Auction Client

Theexamplein Figure7.2 is animplementationof a script thatnoti�es mobileauctionparticipants
aboutthecurrenthighestbid in anauctionandenablesthemto instantlyplaceanew bid.

A scriptstartswith headerinformationaboutthenameof thescriptandits provider (lines3–5).
The
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part(line 7) containstheactualprogram.
Lines 9–10demonstratehow to displayan initial messageaboutthe latestnews of the online

auction. Lines13–17show how theargumentsfor a
����4��(.��

arepushedonto thestackmarkedby
the initial marker set in line 13. After the selectionhasbeenperformedthe argumentsincluding
markareremovedfrom thestackandthenumberof theselecteditem is availableon thestack.

Lines 19–21check,whetherthe subscriberselecteditem no. 2 (i.e. “Cancel”) in which casea
jump to the labelat theendis performed.Otherwisean input dialog is openedin lines24–25and
the input from the subscriberis returnedon the topmoststackpositionandduplicatedin line 26.
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Thentheenteredamountis checkedin lines27–29,whetherits is greaterthan64. Otherwisea text
is displayedin lines30–32andexecutionresumesto theinput dialogue.

Finally areturntokenis compiledontothestackandtheresponsecontainingall elementsinclud-
ing theamountenteredaresentbackthroughtheinput channelto thescriptoriginator.

Thisexampleillustrateshow programmingwith ourplatformactuallylookslikeanduserinteraction
andcommunicationtakesplace.Thenext sectionfocusesonthesecurityproblemsinheritedby such
a mobilecodeplatformapproachanddescribesappropriatecountermeasures.

7.5 Mobile Code Secur ity

Accordingto Carzanigaetal. [CPV97]themobilecodemodelthathasbeenchosenfor thesmartcard
platformbelongsto theremoteevaluationcategory of mobilecodesystemsthat is characterizedby
aclient sendingcodeto aserver for evaluation.Mobileagentsextendthismodelby integratingstate
thatis migratedto a remotehostofferingadditionalmeansfor theagent's itinerary. Oneof themost
problematicissueswith mobilecodein any form is theoverall issueof securitywhichis traditionally
characterizedby two differentobjectives:

— Host security: Theprotectionof theplatformfrom themobilecode.

— Codesecurity: Theprotectionof themobilecodefrom theplatform.

Eachof thesewill now beconsideredin moredetail.

7.5.1 Host Secur ity

A goodoverview of techniquesfor implementinghostsecurityis givenby Fong[Fon98]. Following
his categorizationhost securitycan be achieved by several differentapproachesdiscussedin the
sequel.

Discretion

Thisapproachrefers“ to thehumanjudgementof thelevelof trustto begrantedtomobilecodeunits.”
Technically, this approachis implementedby electronicsignaturesas visible in many industrial-
strengthsystemssuchasJava [KG98; Oak98] or ActiveX [Cha96]. However, thegeneralproblems
with suchelectronically signedcodearetwofold:

• First is thesemanticsof thesignatureitself whichcanbeformulatedalsoas“whatessentially
doesthe signature state?” Suchan electronicsignatureis meantto establishtrust into the
issuerof themobilecodebut thisprocessis notonly atechnicalproblemashasbeendiscussed
earlierin this thesis.

• Second,theaccessto thesigner's key might be compromised.2 This effectively rendersany
signaturebasedon this key meaningless.

In theopenplatformwe have in mind codesigningis notapplicablefor at leasttwo reasons:

2 For example,in March2001is wasreported[Sla01] thatapersonwasableto “steal” severalcerti�catesissuedby Verisign,
Inc. intendedfor signingcodeissuedby MicrosoftCorp.
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• Potentially, every Internetclient shouldbeableto sendcodeto a user's platform. Thus,there
would be asmany codesigners aspotentialclientswhich also is counter-productive to the
user'sproblemof establishingtrustinto a signature.

• This problemcanbe circumventedby a trustedthird party that checksthe codeand issues
certi�catesfor any mobilecodesentfor evaluation.Unfortunately, this breaksany end-to-end
securitywhichhasbeenconsideredasa fundamentalrequirementof our approach.

Summingup, any form of electronicsignatureintendedto certify thecodeis not applicablein our
system.

Transformation

Transformationrelieson theobservationthatmany mobilecodelanguagesusedifferentrepresenta-
tions for the input languageandthe shippedcode(cf. Java source-codeandvirtual machinebyte-
code). Thusshippingthe source-codein which no unsafebehaviour canbe expressedmight have
severaladvantagesovershippingapotentiallyunsafelanguage.

Transformationthendealswith the transformationof thesafelanguageinto anexecutable,but
possiblyunsafeone,with asuitablecompilerunderthecontrolof thetargetplatform.

Althoughappealing,wedonotfurtherfollow thisapproachsinceany form of transformationcan
beconsideredasresource-intensivewhichshouldbeavoidedfor smartcards.

Arbitration

Arbitrationis basedontheideato “[. . . ] protecta hostfrom`direct' contactwith untrustedexecution
units.” Themostcommonapproachof this kind is abstract interpretationfoundin Java or SafeTcl
[OLW97]. It avoidsthatcritical resourcessuchasmemoryandcommunicationlinks canbedirectly
controlledby theexecutedmobilecode. Instead,any computationis doneby an interpreterthat is
ableto performany suitablesecuritychecksprior to execution.Thesecuritymanager known from
Java is anexampleof sucha securitylayer.

Clearly, our approachfollows the arbitrationapproachsincewe usean intermediatebyte-code
representationthatis to beinterpretedby theon-cardinterpreter.

Ver i�cation

Veri�ers are generallyconsideredas programsthat checkother programsfor particularsecurity
properties. In the context of object-orientedlanguagessecuritypropertiesareoften expressedby
objectencapsulationwhich is oftenachievedthrougha suitabletypesystem. Thus,typecheckingof
programsis vitally necessaryto guaranteethesesecurityproperties.Java usesits byte-codeveri�er
to checkcodeloadedinto theJVM for anumberof securityproperties,amongothers:

— Stack over- and under�o w checksguaranteethatat no point of executiona stateis reached
in whichcomputationcannotcontinuedueto stackerrors.

— Type-correctnessguaranteesthatat no point of executiona JVM byte-codeinstruction�nds
stackoperandsof illegal type.

Thesekind of propertiescanbecheckedprior to executionor atruntime.Thelatterapproachusually
resultsin higherexecutioncostsandshouldgenerallybeavoided.
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Otherveri�cation approaches,e.g.proof-carryingcode[NL96] andbyte-codeveri�cation based
onmodelchecking [PV98], havebeenproposedasformalveri�cation techniques,neitherof themis
currentlyapplicablein thecontext of smartcardsdueto resourcelimitations.

For ourplatformwethink thattheveri�er approachprior to executionhasthegeneralbene�t that
usersarenotbotheredwith applicationsthatfail duringexecutionfor reasonsthatcouldbechecked
prior to execution.Thus,a malformedappletis not executedat all anduseracceptanceis likely to
bemuchhigherif scriptexecutioncannotfail becauseof suchkind of programmingerrors.

Besidesthestackandtypingpropertieswealsoconsideraproblemwhich is of particularimpor-
tancewith smartcards:termination.

7.5.1.1 Veri�cation of Termination Proper ties

Technically, smartcardsoperateasserversin a client/server-model. Requestsaresentto the card,
thecardperformsits operation,andaftercomputationresultsarepassedbackto theclient. Unfor-
tunately, smartcardsperforminga long-runningcomputationarenotunderthecontrolof anexternal
device. Thus,it is generallyunclearin which statethecomputationis without interruptingthecom-
putation.Furthermore,this meansthat it is not easilypossibleto interruptanon-cardcomputation
without resettingthecard,i.e. to bring it into a well-de�ned initial state.

Towards a Non-Turing-Complete Language

Resettingthecardis not acceptablefor our platformandspecialprecautionsmustbetakento avoid
suchsituations. To solve this problemwe start with the observation that it is not necessarythat
our domain-speci�clanguagesupportslong-runningcomputationsbasedon appropriatecontrol-
�o w primitives. Instead,asthenamesuggests,a script is muchmorecomparableto a languagefor
advanceduserinteraction.Thus,constrainingthe languagein a way that it is not Turing-complete
anymoreis worth furtherdiscussion.

Consideringthe control-�ow graph of a program,any acyclic graphobviously leadsto guar-
anteedterminationaslong asall instructionsterminate.However, this might be too restrictive for
practicaluse.A relaxationon theotherhandcouldbeachievedby taking into accounttheuserin-
teractionoccurringduringexecution.Sincewe expectanapplicationto performsomekind of user
interactionat regularintervalsit canbeleft to theuserto decideaboutterminationof a script. Each
time thesmartcardperformsinputandoutputwith theusercontrolleavesthesmartcardandis given
backto theterminal.Thus,atany userinteractiontakingplaceascriptis potentiallyinterruptibleby
theuser.

Control�o w primitivesareavailablewith the
�(�����

statementsand
���=� �

manipulatingthecontrol
stack.We placethefollowing restrictionson thecontrol-�ow graphof anapplication:

(a) Eachpossiblepathof executionin ascriptmustpassan
���=� �

statement.Thisensuresproper
terminationof theprogram.

(b) The control-�ow graphof the applicationmay have cycles, if andonly if alongeachcycle
thereexistsat leastonecall to aninterruptibleinteractionprimitive. Currently, thosearethe
userinteractionprimitives

/����$��4����

,
����4��(.��

,
�$����
��

, and
�(��� �����=���

. This ensuresthat an
applicationcannotloop withoutuser'snotice.

Figure7.3 on the next pageillustratesthe last property. It shows an exampleof a legal jump (in-
dicatedby an arrow) in the control-�ow graph. Numbersindicatemaximumdistanceto end of
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Figure 7.3: Sampleplatformcontrol�o w

application(bottom-mostnode).Jumpof interestis from nodec to noden andis allowedsinceall
possiblepathsfrom n to c passa userinteraction(node2).

Theserestrictionsyield aconstraineddomain-speci�clanguagethatdoesnotallow for, e.g.iter-
ationovera �x edsetof numberswithoutsubscriberinteraction.Furthermore,thereis nosupportfor
dynamicdatastructuressuchassetsor lists. Despitetheselimitationswe have foundtheresulting
languagevery �e xible for our applicationdomainandwe arestill looking for interestingexamples
thatcannotbeencodedwith thecurrentsetof languageprimitivesandcontrol �o w restrictionsand
thereforewould needfurthersupportfrom theplatform.

Rudyset al. [RCW01] alsoconsidertheproblemof terminationof possiblyuntrustedapplica-
tions. Their soft terminationapproachis basedon runtime languagesupportof the mobile code
languageobjects,e.g.threads, that is subjectto potentialterminationby anadministratoror system
resourcemonitor. They have prototypedan implementationin Java thatusesbyte-codeinstrumen-
tation to insertadditionalterminationchecksinto thebyte-code.Their approachis generallyappli-
cableto ourproblemdomain,but wouldnotcontributeany improvements.Furtherwork concerning
terminationcanalsobefoundin thesamepaper.

7.5.1.2 On Illeg al Data Flow

Anotherissuethatis subsumedby thenotionof hostsecurityis theproblemof informationleakage
or illegal data�ow . This problemhasreceivedattentionin anumberof recentpublications[VSI96;
Mye99; BCM+ 00]. However, sincescriptsrun in a safecompartmenttheonly dataobjectsthey are
in chargeof are

— thescript' sstate,

— the persistent state found in the compartmentwithin the platform at the time of a script's
arrival, and

— theinput receivedfrom theuserduringexecution.

Thus,a script cannotobtainany informationto which it hasno direct access.Furtherconstraints,
e.g.controllingwhetherthesecurity-sensitive information,suchas,serviceproviderkeysareleaked
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couldbeimplemented,but doesin ouropinionnotreallycontributeto theoverallsecurity. Basically,
the script is free to do whatever it wantswith its own information and the information leakage
problemdoesnotexist in ourdomain-speci�cenvironment.

7.5.2 Code Secur ity or the Malicious Host Problem

In theprevioussectionswe have extensively discussedthehostsecurityissuesof mobilecode. In
contrast,codesecurityconsiderstheproblemof thesecurityof mobilecodefrom apotentiallymali-
ciousplatform.Thisproblemhasbeenextensively studiedin themobileagentscommunityover the
lastyearsandit hasbeenshown to behardto tackle. Sincethe literatureis exhaustive we only list
someof thepublishedapproaches:

— Trustworthy tamper-resistanthardwaresuchassmartcardshavebeenproposedbyWilhelm
et al. [WBS98; Wil99], Yee[Yee99], Fünfrocken[Fün99], Pagniaet al. [PVGW00], Karjoth
[Kar00], andLoureiroetal. [LM00] basedontheconceptof a(mobileagent)platformimple-
mentedin tamper-resistanthardware.

— Encrypted functions as proposedby Sanderand Tschudin[ST98b; ST98a], Loureiro et
al. [LM99], andAlgesheimeretal. [ACCK00] operateonencrypteddataandproducearesult
in encryptedform, thusthedatais notexposedto theplatform.Althoughencryptedfunctions
areaniceideathisconceptis notyetpowerful enoughto beappliedto thekind of applications
weconsider.

— Cryptographic traces have beenproposedby Vigna [Vig98] to captureandsign a traceof
the executionof a mobile agenton a platform which canbe veri�ed afterwards. Suchkind
of traceswill be subjectto electronicsignaturecreationdescribedlater in the courseof this
chapter.

— Code obfuscation andencryption hasbeenproposedby Hohl [Hoh98a] to prevent the in-
spectionof a mobile agentby a malicioushost for a certainperiodof time. However, this
approachis alsonotapplicableto our system.

In mobile agentsystemsthe basicscenariois that itinerantagentshop from platform to platform
to performspeci�c taskssuchasbuying goods,etc. They interactwith the platform, often orga-
nizedasa kind of electronicmarket, or otheragents.In contrast,our scriptsarenot itinerantand
communicationoccursbetweenscripts,theplatform,andtheuseronly.

Thus,theonly codesecuritymechanismthat is left is thereforethetrustworthy tamper-resistant
approach.Thismeansthatascript'ssecuritycouldbedirectlysubvertedfrom thefollowing entities:

— The platform, but this is eliminatedby the fact that our fundamentalassumptionis that the
platformis trustworthyandhenceis considerednot to bemalicious(cf. Sect.7.3.2).

— Theuser, whohasnoaccessto theinternalsof theplatformwhichis implementedin atamper-
resistantdevice.

— Somemaliciouscode, e.g.virusesthathaveaccessto theinterfacebetweenplatformanduser.

Thus,theonly problemis maliciouscodethatmight beableto control thehuman-device interface.
This issueequalstheproblemof smartcardsin hostileenvironments(cf. Sect.3.3)andis notdirectly
relatedto theproblemof hostandcodesecurity.

Nevertheless,thisproblemis furtherdiscussedin Sections7.6and7.7.5andattacksandpossible
countermeasuresarepresentedthere.
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Summingupourapproachcanbecharacterizedasrestingon

• tamper-resistanthardwareandanappropriatetrustmodelto solve themalicioushostproblem,
and

• language-basedprotectionanduserdiligenceto solve themaliciouscodeproblem.

Hence,bothproblemshavebeensuitablycoveredandsolutionshavebeenpresented.

7.6 Comm unica tion Protocols

In theprevioussectionswehavedescribedhow theplatformis designedaccordingto themobilecode
paradigmandwhatarethefundamentalprincipleson top of which hostandcodesecurityarebuilt.
This sectionnow considersthe problemof end-to-endsecuritythat dealswith the cryptographic
protocolsusedfor communicationandespeciallydiscussestheroleof theveri�er in suchscenarios.

7.6.1 Veri�cation and the End-to-End Argument

End-to-endsecurityof asystemis commonlyunderstoodasapropertyof thecommunicationchannel
betweenthe endpointsof a multi-tier system. Thus, if a communicationchannelis established
amongthe nodesn1; : : : ni ; : : : ; nm , thenwe say that the communicationbetweenn1 andnm is
end-to-endsecure, if noneof theintermediatetransportnodesn2; : : : ; nm � 1 is ableto eavesdropthe
communicationor tamperwith messageswithout beingdetected.Usually, the intermediatenodes
only transmitdatawhereastheendpointsproduceandconsumemessages.

For the designof a systemthis meansthat no intermediatenodeis ableto view or changethe
contentsof themessageswithoutsubvertingtheend-to-endsecurityproperty. This implicitly means
thatany architectureprovidingend-to-endsecuritycannotusecontent-recodingatsomeintermediate
node.Both, theWebSIMapproachpresentedin thepreviouschapterandtheWAP 1.2 architecture
reliesonsome“gateway” to performrecodings.Suchencodingsontheotherhandcanbeperformed
onbasicallytwo differentcategoriesof informationa programconsistsof: thecodeandthedataon
which thecodeoperates.

This implies,thatfrom anarchitecturalpoint of view we have to considerthefollowing compo-
nents:

— Compiler: ThecompilerC compilesprogramsinto acodesectionC anddatasectionD .

— Codeveri�er: A codeveri�er Vc is responsiblefor verifying that thecodesectionof a pro-
grammatchestheneededproperties,e.g.stackbehaviour. Thus,Vc is basicallya predicate
vC (C). In thiscasethecodeC containsreferencesto dataelementsin thecorrespondingdata
sectionD anda naturaloutcomeof the type-checkingprocessis somekind of typing pred-
icate t that checks,whetherthe datasectionmatchesthe requirementsfrom the codeto be
valid.

— Data veri�er: A dataveri�er Vd checksthatthedatamatchesthecode,e.g.checksfor proper
datatyping andusage.Essentially, this meansthat besidescheckingfor the integrity of the
datait needsto know thetyping predicatet to check,whetherD satis�est or not, i.e. Vd is a
predicatevD (D ; t) thatamongotherscomputest(D ).

Table7.1 on the following pageillustratesthemostinterestingplacementsfor compilerC andthe
veri�ers Vc andVd .
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(1) (2) (3) (4)

Provider – C C C
Operator C ,Vc ,Vd Vc ,Vd Vc –
Platform – – Vd Vc ,Vd

Table 7.1: Compilerandveri�er placement

Basically, we havethefollowing placementoptions:

(1) Here,theoperatorhostsandoperatesall components.Hence,serviceprovider andplatform
have to trusttheoperatorandnoend-to-endsecurityfeaturesareavailable.

(2) Thisoptiondoesnotchangethesituationfrom asecurityperspectivesincetheveri�ers hosted
by theoperatorhaveunrestrictedaccessto thecodeto beveri�ed.

(3) Data con�dentiality canbeachievedif thecompilergeneratesanencrypteddatapool that is
only veri�ed by Vd in the platform after decryptionof the end-to-endsecurelytransmitted
datahastakenplace.Thisis ageneralimprovementoveroptions(1) and(2) if thedataportion
of a script is consideredto bemuchmoresecurity-sensitive thanthecorrespondingprogram
portion.3

(4) Codeanddatacon�dentiality canbeachievedif notonly thedataveri�er Vd is placedin the
platformasin option(3), but alsothecodeveri�er Vc . Suchanapproachis necessary, if the
programitself, i.e. thefactthatsomethingis reportedat all, mightbeof highcon�dentiality.

Obviously, theplacementof thetwo veri�ers for codeanddataarecritical for theoverallend-to-end
securityguarantees.Dependingonthedesiredlevel of con�dentiality, option(3) or even(4) mustbe
considered.

7.6.2 Comm unication Protocols

In theprevioussectionwe have investigatedthedifferentoptionsof placinga veri�er for codeand
dataat particularlocations. Consequently, appropriateprotocolshave to be consideredto provide
thenecessaryend-to-endsecurityfor codeand/ordata.

End-to-endsecurityrequiresthatmessagesareencryptedeitherby a symmetricencryptionus-
ing a sharedsecret, e.g.DES,Triple-DES,IDEA, etc.,or public key cryptography, e.g.usingRSA.
Generally, it makessenseto agreeon a sharedsecretto avoid thenecessityto extensively usecom-
putationallyexpensivepublickey algorithms.Severalapproachesto theexchangeof asharedsecret
couldbeconsidered:

(a) EachplatformC ownsaplatformpublic key pair (SC ; PC ). This canbeusedasfollows:

• Transmita persistentsharedsecretfrom theserviceprovider to theplatformusingthe
publickey SC . Thissharedsecretwouldthenbeusedfor all subsequentcommunication.

3 We arguethat this assumptionmight betruefor a reasonablenumberof applications.Considerfor examplesales�gures
reportedto the CEO of a global company. Herethe fact that a sales�gure is reportedin the form of a script is of less
importancethantheactualsales�gure numbers.
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• Transmita temporarysharedsecretfor every transmissionof a script implying each
time theuseof publickey encryption.

(b) Useanothersecurecommunicationchannelbetweenthe serviceprovider andthe platform.
This couldeasilybeachievedwith thehelpof theplatformuserasanintermediatenode.

A scenariowould be that the useris runninga Web sessionover HTTPSwith the service
provider's Web siteS. This sessionis usedto securelytransmita secretto theuserU who
thentypesin the secretusinga genericapplicationon the platform that transformsthe key
into anappropriatecryptographickey. For akey of 128bitsof sizeonecoulduseanalphabet
thatcomprisesthesymbolsf

W

–� ,
!

–
,

g, i.e. roughly5 bitspersymbol.Thusa secretof about
25charactersof lengthcouldbeusedto transferahighly securekey. A serviceprovider then
candecideuponthenecessarysecuritylevel by transmittingashortersecret,if desired.

After decidingthegeneralwayhow key exchangeshouldbeperformedtheresultingprotocolscanbe
developed.Weconsiderbothcasesin moredetailandespeciallydiscussauthenticity, con�dentiality,
andintegrity.

7.6.2.1 Public Key Comm unication Protocols

In thesequelwedescribe,how communicationprotocolsbasedonpublickeyscanbeusedto estab-
lish securecommunicationbetweenserviceproviderandplatform.

Public Key Pair

EachplatformC ownsa secretK sharedwith theplatformoperator, an identity id S , anda public
key platformkey pair (SC ; PC ). Thiskey paircanbeinstalledin theplatformat timeof issuanceby
operatorM , or laterby on-cardkey generation.In thelattercaseausercantriggerthekey generation
andthemobileoperatorcouldusethesharedsecretK , anda randomvaluen to securelyobtainthe
publickey PC from thecardandat thesametimeverify its authenticityasfollows:

C ! M : sigK (id C ; PC ; n): (7.1)

Theplatformoperatormakesthepublic key PC of theplatformavailableascerti�cate in a central
directory, e.g.Web or LDAP server. Hence,thedirectoryprovidesa mappingid c ! PC from the
platformidentity id C to theplatform'spublickey PC .

Secret Key Installation

Theplatformofferseachserviceprovider S mechanismsto install a secretsymmetrickey K S into
theplatform.Eachprovidergeneratesa uniquekey for eachindividualplatform.Thiswould enable
con�dentiality of communicationS ! C but is not suf�cient to provetheauthenticityof thesender
S that installsa secretkey K S . In theInternetthis is basicallysolvedwith theuseof server certi�-
catesusedin SSL, i.e. the client veri�es that the senderis actuallyin possessionof the secretkey
belongingto thecerti�cate of thesender. Sincetheveri�cation processis a rathercomplex process
(challenge-responseauthentication,certi�cate revocationlist checking,etc.) for practicalreasonsit
shouldbe performedoff-card. This implies that anothertrustedparty performsthe authentication
of the serviceprovider at secretkey installationtime. In the following protocolswe follow this
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argumentandembracetheplatformoperatorM into theinstallationprocess.4

S ! M :
�

id C ; encPC (K S ; k; i; n)
	

;
M ! C :

�
encPC (K S ; k; i; n); id S ; m; �

	
;

with � = sigK

�
encPC (K S ; k; i; n); id S ; m

�
:

(7.2)

First,theserviceprovidersendsto theoperatortheidenti�er id C of thetargetplatform,thesecretkey
K S alongwith asequencenumberi for replayprevention,akey storenumberk, andarandomvalue
n, all encryptedwith PC . Theoperatorcompletesthemessagewith the identity id S of theservice
provider obtainedfrom runninga suitablechallenge-responseprotocolwith S anda randomvalue
m, andsignsit appropriatelywith thesharedsecretK . Here,id S couldcontainsomeinformation
abouttheserviceprovider, e.g.its name,address,etc.for informationpurposes.Themessageandits
signaturearethensentto theplatformandaftersignatureveri�cation, K S canbesafelystoredinto
theserviceprovider'skey storeat positionk. If necessary, a new compartmentfor is S is created.

This protocolenablesa serviceprovider to uploadsharedsecretsK S into the platform using
publickey cryptography. Generalassumptionis thattheoperatoror platformproviderhasnomeans
to accessthe serviceprovider's secretkeys K S or the secretkey SC of the card. Otherwise,the
wholechainof trustwouldbecompromised.

Secure End-to-End Comm unication

Upon successfulinstallationof the serviceprovider's key K S , the serviceprovider communicates
with theplatformasfollows:

S ! C : f id S ; k; encK S (prog; i; n)g; (7.3)

i.e. S encryptsits datawith K S andannotatesits identity id S for correctdecoding.The platform
decryptsthemessagewith thesecretkey K S storedin akey tableindexedby (id S ; k). Thisstepnot
only decryptsthemessagebut alsoachievesproviderauthentication,sincethesuccessfuldecryption
of themessagethroughtheplatformprovestheauthenticityof thesender.

Onedrawbackof this protocol,however, is that it doesnot prevent any sort of replayattack.
Replaypreventioncanbe easilysolved by sequencenumberschemesthat apply a FIFO-orderon
themessagestransmittedover thechannelS ! C which workswell, if thechannelis suf�ciently
reliable.

Communicationin theoppositedirectionis performedthroughthefollowing protocol:

C ! S : f id C ; k; encK S (E )g; (7.4)

i.e. dataE is simply encryptedwith K S . Theplatformidenti�er id C andk areusedto look up the
appropriatekey for decryption. But this canbe equallywell left to the script itself, if it contains
a freshsecretkey that is usedto protectthe communicationbackto the provider. Encryptioncan
be achievedwith the interpreteroperation

���=.��������

that performsencryptionof the topmoststack
elementsup to the

2

��� �

with akey from thekey store.Obviously, suchtemporarykey management
involvesa signi�cant amountof house-keepingon theserviceprovider's side. However, sinceone
of our majorrequirementsis to makesuchsecuritypropertiessubjectof theapplicationsandscripts
we considerit asanactualadvantageovermore�x edsecurityframeworks.

4 Hereagain,n andm arerandomvalues.
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Secure End-to-End Comm unication without Key Installation

If no persistentsecretkey installationis performed,eachtime a new script is sentto the platform
the trustedthird partyhasto authenticatetheserviceprovider andsign thescriptaccordingly. The
resultingprotocolis similar to 7.2:

S ! M :
�

encPC (K S ; i; k; n); encK S (prog)
	

;
M ! C :

�
encPC (K S ; i; k; n); encK S (prog); �

	
;

with �  sigK

�
encPC (K S ; i; k; n); encK S (prog); id S ; m

�
:

(7.5)

Basically, theprotocolis adaptedto transporttheprogramprog in additionto thekey K S .
Communicationin thedirectionC ! S is achievedwith protocol7.4.

7.6.2.2 User Channel Comm unication Protocols

In contrastto the public key protocolsfor sharedsecretexchange,we alreadymentionedthat the
platformusercouldparticipatein thetransferof thesecretfrom theprovider to thecard.

Secret key installation

We usethefollowing protocolto transferthesecretK S from theproviderS to theplatformC:

S : W  f (id S ; k; K S );
S ! U : f W g; over a securechannel;
U ! C : f W g; userinput ;

C : (id S ; k; K S)  f � 1(W ):

(7.6)

Here,f is the transformationof thekey into the alphabetf
W

–� ,
!

–
,

g. Hence,this protocolagrees
upona sharedsecretthat canbe usedfor con�dential communication.However, the identity id S

of the provider is not veri�ed by the platform. Again we usethe help of the platform provider or
anothertrustedthird partyto verify theauthenticityof thekey asfollows:

S : res encK S (rand);
S ! M : f id S ; k; id C ; rand; resg;
M ! C : f id S ; k; rand; res; n; � g;

with �  sigK (id S ; k; rand; res; n);
C : res0  encK S (rand); res0 = res?

(7.7)

First, S generatesa challengerand andencryptsit usingK S yielding res. The challenge,the re-
sponse,the identi�er id S , key storenumberk, andtheplatform identi�er id C arethensentto the
platform provider M over an encryptedand authenticatedchannel. M signsthe datato be for-
wardedaddinga randomvaluen. In theplatform, the signatureis veri�ed andthenthechallenge
is encryptedwith K S yielding res'. If resandres' areequal,thekey canbeconsideredasauthenti-
cated,thecorrespondingcompartmentcanbeactivated,andthekey is registeredin thekey storeof
thecompartmentof provider id S .

Secure End-to-End Comm unication

Subsequentcommunicationbetweenthe serviceprovider andthe platform occurswith the proto-
cols7.3and7.4.
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7.6.2.3 Further Protocol Options

In the previous sectionswe have outlinedthe basicprotocolshow end-to-endsecuritybetweena
serviceprovider andtheplatformcanbeachieved. More protocolsfor otherpurposescanbeeasily
developedbasedon the presentedones,suchas non end-to-endprotocols. This communication
patterncould be usedto transporta script from the serviceprovider to theplatform provider if no
on-cardcodeveri�cation is available. This correspondsto option (3) in Table7.1 on page113.
Thecompleteprotocolwould thenuseamixtureof theend-to-endprotocolspresentedpreviously to
transportthedatasection,andverify thescriptat theoperatorwho thenappropriatelysignsthecode
afterveri�cation.

More generally, the actualprotocolscan be adapted,to perform suitablekey schedulingand
dynamizationbasedonadditionalrandomvaluestransportedin eachmessageto generatetemporary
sessionkeysderivedfrom mastersessionkeys.

Summingup, a diversity of differentoptionsfor establishingsecurecommunicationchannelsbe-
tweenthe serviceprovider andthe platform canbe established.In particularthe dif�cult caseof
end-to-endsecuritycanbeachievedwith reasonableprotocoloverheadandon-cardresources.

7.7 Non-Repudia tion and Electronic Signa tures

In theprevioussectionswe have outlinedthearchitectureof our platform,its languageandruntime
environmentwith a focuson theplatformsecurityissues,andtheend-to-endsecurecommunication
protocols.

For business-criticalapplications,however, end-to-endsecurityis not theonly importantfactor.
The problemof non-repudiationin the form of electronicsignaturesis of similar importance,in
particular, if legal issueshave to beconsidered.

7.7.1 Motiv ation

We have motivatedthe platform approachby a generaldemandthat a serviceprovider shouldbe
ableto implementapplication-speci�csecurityproperties.In a typical business-to-employee(B2E)
scenariothis could meanthat the enterprisesecuritypolicy statesthat it is not necessaryto use
legally-bindinghighly secureelectronicsignaturesystemsunderall circumstances.In particular
this meansthata signaturebasedon a sharedsecretkey systemmight besuf�cient, if thesignature
creationdevice is consideredto betrusted.

Thetamper-resistanceof thesmartcardandthetrustedplatformapproachwe targetcouldbean
idealplatformfor suchsharedsecretsignaturesystemssinceit offersmeansfor a serviceprovider
to manageits own keysappropriately.

A signi�cant numberof issuesrelatedto thecreationof electronicsignatureshave beenraised
andsolutionsto themhavebeenpatentedin [Bro97]. However, ourapproachdoesnot targetmobile
phonesonly, but canbe usedin a varietyof possibleend-userterminalssupportinga smartcardas
securitymodule,e.g.thePCAaspresentedin Sect.5.3.

Basic Electronic Signature Protocol

Traditionally, in scenariosfor electronicsignaturecreationthe most importantrolesasintroduced
in Sect.5.2 arethesignerS owning a public key pair (SS ; PS ), thedocumentto besignedD, the
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signaturecreationapplicationA, a documentviewer V interactingwith thesigner, a smartcardC,
theoriginatorof thedocumentO andthedocumentD . Thebasicprotocolis asfollows:

O ! A : f Dg; documenttransfer;
A ! V; S : f Dg; documentpresentation;
S;V ! A : accept=reject ; userchoice;

A ! C : f h(D)g; hashcomputation;
C ! A ! O : f sigSS

�
h(D )

�
g; signing:

(7.8)

Basedon theabove protocolwe describefurther improvementson theoverall securityof theelec-
tronicsignaturecreationprocesson topof ourplatform.

7.7.2 Electronic Signatures with On-Car d Hash Computation

With the PCA we have demonstratedhow the presentationof a documentto be signedand the
hashcomputationcanbe performedon a device that is moretrustworthy thana vendor's terminal.
Performingthehashcomputationon a trusteddevice suchasa smartcarditself might beevenmore
securethanotherapproaches.However, it is importanthow the documentpresentationandhash
computationis donein theoverall signatureprotocol.Considerfor examplethefollowing case:

A ! C : f Dg; documenttransferto card;
C ! A : f sigSS

�
h(D )

�
g; documentsigning:

(7.9)

From a securitypoint of view an intruderI who is in control of A caneasilyexchangedocument
D with anotherdocumentD 0 that is subsequentlyhashed,sentto the card, and signed. Hence,
comparedwith thebasicprotocol,noadditionalbene�t canbegained.

On-Card Hash Computation Protocol

Assuminga scenarioin which thesignaturecreationapplicationA is locatedin thesecuritymodule
C, andtheviewer in the(lesstrustworthy) terminaltheprotocolis asfollows:

O ! A : f Dg; documenttransferto card;
A ! V; S : f Dg; documentpresentation;
S;V ! A : accept=reject ;
C; A ! O : f sigSS

�
h(D )

�
g; hashandsignaturecomputationin card;

(7.10)

Assumingend-to-endsecurecommunicationbetweenO andA/C, anintruderis not ableto control
thehashcomputationanymore.Only thedocumentpresentationandtheuser'saccept/responsecould
bemanipulated,althoughthe intrudercontrollingV cannotgainanything from suchmanipulation,
exceptby mountingtheattackpresentedin thenext section.

A Conspirac y Attac k on On-Card Hash Computation

A successfulattackcanbemountedin theabovescenarioasfollows:

• TheintruderI andtheoriginatorO cooperate.

• O sendsthedocumentD 0 thatis thedocumentwhich theattackerswantto besignedby S.

• Uponinvocationof V , I presentsa fakedocumentD , whichS might acceptfor signing.
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• In thecard,D 0 is signedandsentbackto O.

Hence,anattackis still possible,if theintrudersubvertingV andtheoriginatorO of thedocument
directly cooperate.Although this attackis of generalimportance,practically, it meansthat it is
not anymoresuf�cient to attackthe user's terminalonly, but alsomanageto actively senda faked
documentto theuserfor signing.Furthermore,possiblecountermeasuresaresketchedin Sect.7.7.5.

As a consequence,we think thatshifting thehashcomputationin theabovemannerto a tamper-
resistantdeviceyieldsreasonableimprovementin theoverall security.

7.7.3 Electronic Signatures Assisted by a Trusted Third Par ty

If on-cardhashcomputationis not feasible,thisprocesscanalsobedelegatedto atrustedthird party
T asthefollowing protocoloutlines. It usestheURL url D to denotesomeidenti�er whereD can
be fetchedfrom. The trustedthird partyT computesD 's hashon behalfof A andsignsit. A just
forwardstheURL to thedocumentviewer V . Theremainingprotocolstepsarethesameasin the
on-cardhashcomputationprotocol(cf. 7.10).

O ! A : f url D g; transmitURL to sign;
A ! T : f url D g; sendURL to TTP;
T ! A : f sigT

�
h(D )

�
g; fetchdocumentfrom URL, computehash;

A ! V; S : f url D g; documentpresentation;
S;V ! A : accept=reject ;

A ! C : f sigT

�
h(D )

�
g; signatureveri�cation andsigning;

C ! A ! O : f sigSS

�
h(D )

�
g; �nal computationof signature:

(7.11)

Similar to theon-cardhashcomputationprotocol,it is vulnerableto theconspiracy attack.

7.7.4 Electronic Signatures with Recipient Addressing

Looking at the traditional signaturecreationprotocol it becomesobvious that the authenticityof
the documentsenderis not of particularconcern. In electronicbusinessprocesses,signaturesare
often usedto provide the technicalbasisfor contractsbetweentwo parties. Although the identi-
ties of thecontractpartnersareusuallysomehow denotedin thedocumentD , this is by no means
cryptographicallyprotected.

To improve the signatureprocesswe proposeto includethe cryptographicidentity of the peer
into the signatureprocess. In particularwe proposethe following protocol that is basedon the
on-cardhashcomputationprotocol7.10andthepublic key pair (SO ; PO ) of theoriginatorO:

O ! A : f D ; sigSO
(D )g; senddocumentandsignature;

A ! V; S : f D ; id O g; show documentandidentity of O;
S;V ! A : accept=reject ;
C; A ! O : f sigSS

�
h(D ); sigSO

(D )
�
g; hashandsignaturecomputationin card:

(7.12)

Thisprotocolnow achievesthatanelectronicsignatureis createdoverboth– thecryptographichash
of thedocumentandtheidentity of therecipientor originatorof thesignature.

To assesstheadvantagesof this approachwe considerthat in a traditionalsignatureattacksce-
narioanintrudercould“hijack” thesigningprocessof anarbitrarydocumentD O with its intended
recipientO to in�ltrate anotherdocumentD 0 to be signed. The intruder I could thenclaim that
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theuserhassignedthis documentwhich is likely of advantageto the intruder. In theabove proto-
col, however, the intruderI is not ableto generatea signaturesigSS

�
h(D 0); sigSI

(D 0)
�

sincethe
signaturesigSI

(D 0) cannotbegenerated.At bestsigSS

�
h(D 0); sigSO

(D 0)
�

couldbeobtained,but
leadingto a contradictionbetweenthe informationavailablein D 0 denotingI asthe recipientand
theenvelopesignaturesigSO

. Therefore,wearguethatlinking thedocumentandtherecipientin the
signaturegivesadvantagesto standardelectronicsignaturecreation.

A Possible Attac k on Recipient Addressing

Basically, thesameconspiracy attackpresentedin theon-cardhashcomputationin Section7.7.2can
bemountedin therecipientaddressingscheme.Again, if originatorO andintruderI cooperate,the
useris notableto distinguishthatsignaturecreationoccurswith adocumentthatshedoesnot intend
to sign.Possiblecountermeasuresarepresentedin thenext section.

7.7.5 Electronic Signatures with Samples

In the previous sectionswe have proposedon-cardhashcomputationandrecipientaddressingas
possibleapproachesto improve thesecurityof theelectronicsignaturecreationprocess.However,
both suffer from the conspiracy attackdescribedin Section7.7.2. The underlyingassumptionof
this attackis that thedocumentviewer componentV might bevulnerableto differentmanipulation
attacks.Typicalexamplesof thisassumptionmightbethattheviewer is runningontopof ageneral-
purposeoperatingsystemontowhicha usercaninstall arbitrarysoftware.

This situationcanbecorrectedwith thehelpof anadditionalsecuritymoduleV 0 that is not an
openplatform, but rathera dedicateddevice that hasa securelink to the platform. This device is
usedfor input andoutputof only a limited amountof information,e.g.in textual form thatcanbe
usedasasecondarydeviceto implementthetwo-eyeprinciple for signingdata.Theoverallprotocol
is asfollows:

O ! A : f Dg; documentreception;
A ! V; S : f Dg; documentpresentation;
S;V ! A : f accept=reject ; f s0; : : : ; sn gg; setof sampleselections;

A ! V 0; S : f s0(D ); : : : ; sn (D )g; presentationof samples;
S;V 0 ! A : accept=reject ;
C; A ! O : f sigSS

�
h(D )

�
g:

(7.13)

Thebasicdifferenceto protocol7.10is asfollows:

i. The lesstrustedviewer V is not only usedto display the documentandreturn the user's
responsebut alsooffersmeansto enabletheuserto selectarbitrarysampless0; : : : ; sn of the
documentD thataresendbackto A.

ii. Basedon the samplesobtainedfrom the �rst viewer the signingapplicationA extractsthe
correspondingpartsfrom documentD , i.e. s0(D ); : : : ; sn (D ), andsendsthemto themore
trustedviewer V 0 that ultimately decidesuponwhetherthe documentshouldbe signedor
not.

Basically, this approachhasthegeneraldrawbackthata userneedsto performa two-stepapproach
to signing. Furthermore,the �rst viewer V mustoffer suitablefacilities to enablea userto make
arbitraryselections,and�nally , it doesnot give ultimatesecurityaboutwhetherthedocumenthas
beentamperedwith.
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However, in practicewe think that this approachcanimprove thesecurityof thesignaturecre-
ationprocessin hostileenvironmentsto acertaindegreeif weassumethatthereexist somepartsof a
documentthataremoreimportantthanothers.Consider, for example,abill with severalinformation
aboutthe itemsto buy. Nonetheless,the amounta to pay is mostlikely themostimportantinfor-
mationon thebill andtheusercoulddecideto sampletheamountin thebill usingan appropriate
selectionsi (D ) = “ : : : ; a; : : : ” covering the amount. If later the trustedviewer V 0 displaysthe
sameamounttheusercanbesurethat theuntrustedviewer V 0 is at leastnot ableto forgethis part
of thedocumentandchangetheamount.

Theessenceof samplingthedatato besignedis thefactthatanintruderin controlof adocument
viewer cannotmake any assumption,whetheror how the samplinginformation is actually used.
Obviously, theintruderknowsabouttheselectionsperformedby theuserandcould,e.g.changethe
amountof money in thebill, if no appropriatesamplewastaken. However, it could be left to the
signingapplicationA to decide,how thesetof samplesf s0; : : : ; sn g is to be interpreted.Possible
interpretationscould be to take the samplesasindexesinto the documentcreatingintervalsof the
form f [s0; s1]; : : : ; [s2i ; s2i +1 ]g that areusedto extract the appropriatepartsfrom the document.
Equally well a projectionof the form f [s0; s0+ x ]; : : : ; [si ; si + x ]g with a �x ed length x could be
made.Hence,it is up to theapplicationA andtheuserto interpretf s0; : : : ; sn g, somethingthatcan
beusedto makeattacksarbitrarilyhard.

Althoughsigningwith samplesmightnotbea solutionwhich is generallyapplicableto all elec-
tronic signatureschemes,we considerit a valuableaddition to the overall securityof a signature
schemein resource-restrictedenvironments,wherethepresentationof thecompletedocumentmust
bedelegatedto a lesstrustedcomponent,e.g.avendor'sterminal,whereasacertainsecurity-critical
subsetof thewholedocumentcanbeviewedonamoretrustedcomponent.

7.7.6 Electronic Signatures on Interactions

Oneof themostproblematicissueswith electronicsignaturesonmobiledevicesis thefactthatsuch
signaturescanbeonly computedoverdocuments.In particularthis meansthataccordingto current
signaturelaws, cf. Germany, the documentmustbe presentedto the userwho theneitheraccepts
or rejectsthe subsequentsignaturecreation. Hence,a documentto be signedmust be presented
as a whole in a suitably renderedform. This problemof encodingand subsequentlydisplaying
a documentin a reproducibleandstandardizedway hasbeenextensively discussedby Scheibel-
hofer[Sch01].5

To approachthis presentationproblemwhich becomesespeciallycrucialon small terminalswe
considernot only the presentationof a documentbut also the way the documentis created. We
arguethatadocumentis oftentheresultof somekind of interactionbetweenaserviceprovider, e.g.
who offersgoods,anda client, e.g.selectinggoodsto buy. Finally, afterall selectionsaremade,a
documentcontainingthecompletelist of goodsis presentedandsignedaccordingly.

However, the platform approachoffers advancedoptionsto createsucha signaturein a much
moreuser-friendly way. If a documentis encodedasa script, the executionof the script is deter-
ministicaslong asall non-deterministicinput thatis receivedfrom “outside” thescriptsuchasuser
input,randomnumbergenerator, persistentvariables,etc.is recorded.A “document”overwhichthe
signatureis computedthenconsistsof

(a) thescript,

5 In hisapproachheusesXML stylesheetsde�ning mappingsto apossiblycerti�ed renderingengine.
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Figure 7.4: Mobile auctionclientwith interactionsignatures

(b) thepersistentstateusedduringthecomputation,

(c) all userinput,

(d) all messagesreceivedfrom othercommunicationchannels,

(e) thecurrenttimeandprogressof execution,

(f) someplatformcharacteristicssuchasversionnumbers,serialnumbers,etc.

The signaturecanbe easilyveri�ed by executingthe script in a simulatedenvironmentusingthe
recordedandsignedinput values.Thus,a signeddocumentis not intendedto be human-readable,
but rathermeantto recordandlog the interactionthat happenedbetweena serviceprovider anda
client.

For illustration purposeswe provide the mobile auction example introducedin Fig. 7.2 on
page106in a versionthatusesour interactionsignaturesinsteadof explicit signing.This modi�ed
versionis listedin Fig. 7.4andwe show thecontentsof a sampleinteractionwith all corresponding
log informationon theright.
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Theonly informationavailablein thelog is themenuselectiontheuserperformed(optionno.1)
andthenew amountentered(e 70). Thedifferencesto theoriginal versionareasfollows:

• The script hasan additionalmode(line 6) indicating with the additionaloption
��� ������/

<

�$���������(.��=�����

thatthescriptexecutionshouldberecorded.

• Uponexecutionof theprimitive
��� ���

<

� �������(��.��=�����

(line 36) theexecutionrecordis signed
andpushedontothestackasastackobjectthatcanbefurtherencryptedorotherwiseprotected.

• Thesignedinteractionobjectis thensentbackto theoriginatorusingtheprimitive
�(�(� �����=���

(line 37).

During executionthe runtime environmentcollects the non-deterministicinput from the various
sourcesinto a log L = f i 1; : : : ; i n g of inputsi j . In theaboveexampleexecutionthusyields

L = f (
�$���

; `
"

' ); (
�������$���

; `
*�!

' )g;

i.e. for eachinput we recordthe type informationandthe data. The overall interactive log of an
executionof scriptP with the identi�er id P is computedandreturnedto theoriginal senderS as
follows:

C ! S :
�

id P ; L; sigSC

�
hash(id P ; P; L )

�	
: (7.14)

Thereceiver mustbeableto verify theauthenticityof thesignatureby simulatingtheexecutionof
thescriptaccordingto thelog L . Basedon this simulation,theinteractionof thescriptandtheuser
canbereplayedandtheuser'schoicesandinputscanbeexaminedto takeappropriateaction.

Summar y

Runtimeexecutionmonitoringusinganexecutionlog hasbeeninvestigatedby Vignaasa meansto
protecttheexecutionof mobileagentsin hostileenvironments[Vig98]. Thesenderof amobileagent
canverify whethertheagenthasbeentamperedwith while executingonaremoteagentplatform.

Usingsignaturesonruntimeexecutionauditscombinedwith therecordingof userinteractionsas
a meansto implementnon-repudiation,however, is to thebestof our knowledgea novel approach.
We considerthis approachparticularlyusefulfor ourapplicationdomainfor thefollowing reasons:

• Due to the lack of userinput andoutputfacilities,performingall possibleexecutionswithin
thetrustdomainof thesmartcardis from a securitypointof view desirable.

• Interactionsthat leave the trustboundaryof thesmartcardarereducedto thebareminimum,
i.e. to userinteractionsonly.

• Theapproachis very �e xible, sinceit offersscriptsa full controlover theway signaturesare
built, how encryptionis performed,andhow interactiontakesplace.As suchit is ableto offer
applicationsmeansto implementsecuritypoliciesasneeded.

Thus, our approachallows serviceproviders to take full advantageof the smartcardas an open
platform for running security-criticalapplicationsin the tamper-resistantcontext of the physical
device.

7.8 Applica tion Scenar ios

As motivatedalreadywith the WebSIM, the smartcardplatform presentedin this chaptermustbe
consideredasa mereplatformfor third-partyproviderssuchasInternetshops,banks,etc. Ideally,
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suchaplatformwouldbeagainhostedby aGSMSIM or anothersmartcardembeddedin awireless
cardreader. Thiswould offer secureinteractionof serviceproviderswith their customersin a push-
basedstyleof communicationovera wirelesscommunicationlink suchasGSM.

Thefollowingareexamplesof thetypesof applicationsthatcouldbethoughtof in suchasetting:

— Push-basedmobile auctionclient: Thisapplicationis extensivelydescribedin Section7.4.3.

— Push-basedbrokerage,stock trading: A broker applicationis similar to theauctionclient.
Thesubscribercouldbeinformedaboutnew stockwatch-pointsthatcouldbeusedin addition
to stop-loss.It couldprovidemoresubscriberfeedbackonwhatis goingonatthestockmarket
andprovidemeansto reactto currenttrendsin amatterof seconds.

— Inter net-basedauthentication: Possiblyoneof themostinterestingclassesof applications
is authenticationof mobilesubscribersto theInternet.Currently, Internetserversaccessedby
HTTPS/SSLauthenticatethemselvesvia certi�cateswhereasin practiceclient authentication
is not useddueto the lack of a globalPKI infrastructure.Detailedprotocolsandapproaches
to achievethisgoalbasedon thetechnologypresentedin this thesisaredescribedin [GKP00]
and[KPSW01].

— Interacti ve SMS: This real killer meansthat subscriberscansendeachother (prede�ned)
interactive messages– mobile originated,or from the Internet.6 How would you like the
interactive message“Hey honey! Do you want to drink a coffee with me at 15:00 at the
Bizarre's?;Yes,No”

— Loyalty-points application: Smartcardsoffer securepersistentstoragethat could be used
by loyalty point systemsthatmanagethebonuspointsvia GSM. This would provide a com-
pleteoff-line light-weight loyalty systemthatusesthedistributedsecurestorageof SIMs for
management.

— Electronic ticketing: Electronicticketsorderedover theInternetcouldbedownloadedover
theair andstoredsecurelyin theSIM. At a site's entrance,e.g.theopera,subscriberscould
show theticketby browsingtheappropriateticketcontaininguniqueidenti�ers or offer access
to theticket by meansof IrDA or Bluetoothin thefuture.

— Secureenterpriseapplications: Enterpriseswith astrongdemandfor secureandapplication-
speci�c mobiletransactionsarelikely to investinto customizablesolutions.Especially�e xible
mechanismsfor end-to-endsecurecommunicationbetweenanenterpriseandits mobileem-
ployeescouldbeof particularimportance.

Summingup, thearchitectureprovidesanopenandsecureplatformon top of which variousother
applicationscanbebuilt.

7.9 Related Work

WAP Push[WAP99c] de�nes the architectureunderlyingthe push-basedtechnologyin the WAP
protocol family. Contentis pushedvia an appropriategateway to a WAP Push-enabledterminal.

6 Wearesurethatthis applicationis muchmoreattractive thantheboringsecuritystuff describedpreviously.
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However, it is not targetedtowardspushingactivecontentfrom aprovider into asmartcardandthus
not comparableto theplatformapproachpresentedhere.

SIM toolkit browsers[SAT00] provide a browsing technologyon top of the SIM application
toolkit. Applicationsaredriven by a gateway usuallyhostedby a mobile operator. It alsooffers
meansfor end-to-endencryptionof con�dential databetweentheserviceprovider andtheSIM. In
contrast,our platform approachdoesnot focuson a browsing-like typeof interactionbut moreon
a push-basedstyle of communicationdriven by an Internetclient also aiming at true end-to-end
securityof transmittedscripts.

Thespeci�cationof the3GPPUSAT interpreter[3GPP01b; 3GPP01c] underdevelopmentof the
correspondingworking groupcomesmostcloseto our envisionedplatform. This groupde�nes the
USAT interpreterthatmakesuseof theSIM toolkit commandsavailablein thefutureUMTS SIM.
It doesnot only de�ne a browser-basedmodelbut alsoallows for push-stylecommunicationfrom
the gateway, which in turn canbe triggeredfrom the Internet. The byte-codesusedtherere�ect
the group's ideaof a page-basedstyle of userinteractionsimilar to the SIM toolkit browsers. As
suchthey supportpagesas the elementarycontainersthat canbe linked by a web of anchorsfor
navigation. Within a page,variablescanbeusedto storepage-localinformationandexchangedata
betweendifferentpages.Containedin apageareUSAT commandsencodedastag-length-valuedata
(TLV) structuresproviding a genericapproachto subscriberandhandsetinteraction.

Interestingly, thearchitecturaldescriptionsfor theUSAT interpreteralsoincludetrueend-to-end
securitybetweena serviceprovider andtheSIM. Hence,it seemsthat thegeneralideaspresented
in this thesisconcerningthesmartcardplatformareactuallyconsideredin thesmartcardandtelco
industry, yet in a completelydifferentmannerin termsof protocolsandlanguagemodel.However,
we considertheplatformmodelin this thesisasstill more�e xible andopenfor futureapplications.

7.10 Summar y

In this chapterwe have describedwhat additionalrole a smartcardcanplay aspersonalsecurity
module.More precisely, we have shown how anopenapplicationplatformthatis programmablein
a domain-speci�clanguagecanbe usedto allow for end-to-endsecurecommunicationbetweena
serviceproviderandits customer. In thesequelwerevisit themaincontributionsof this chapter.

Platform Appr oach

Consideringthenumeroussecurityproblemsknown from mobileagentsystemsfor both– hostand
agentsecurity– it is at �rst irritating to provide a securityinfrastructureon top of a mobile code
platform. In contrastto moregeneral-purposeapproaches,however, the openplatform presented
herefollows a domain-speci�cdesignparadigmstartingwith a top-down approachidentifying the
functionalitydesiredandofferinga framework thatprovidessolutionsto thisproblemonly.

A questionthat often had to be answeredis why not useJava Card for this purpose?Basi-
cally, theresearchcommunityin JavaCardcurrentlytriesto formalizea complex languagetrying to
eventuallyprove certainpropertiesof applicationsusingsuitabletheoremproversor modelcheck-
ers(cf. [Ber97; PV98; BCM+ 00; PvdBJ00]), tools thatarecurrentlyapplicableonly in anoff-card
setting.

The work presentedhere,tries to follow a top-down approach,i.e. startingfrom a particular
applicationdomainandtrying to �nd a solutionthat �ts the requirementswithout strugglingwith
unnecessaryfeatures.This approachhasbeenprovento beespeciallysuitablefor �nding solutions
to thesecurityproblemsencounteredin ourapplicationdomain.
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End-to-End Secur ity

End-to-endsecurityrequiresthat informationis transmittedcon�dentially andauthenticusingap-
propriatecryptographickeys andalgorithms. In the context of our personalsecuritymodulethis
resultsin thefollowing fundamentalproblems:

— Key management: Sinceextensive useof public key cryptographyshouldat leastfor the
nearfutureberestrictedto thenon-avoidablecases.Thus,we proposeto usepublic key cryp-
tographyfor key managementonly, and further communicateusingappropriatesymmetric
cryptographicalgorithms.

— On-card veri�cation: Veri�cation of codeanddatacomesinto play asa resultof end-to-
endsecuritythat doesnot allow for a third party assistedveri�cation step. Although data
veri�cation might be consideredasmore securitycritical, thougheasierto implementin a
smartcard,ultimatelycodeanddataveri�cation mustbeenvisioned.This hasresultedin the
identi�cation of securitypropertiesto be veri�ed on-card. Someof the propertiesarewell-
known from theJavabyte-codeveri�cation, however, new propertiessuchasthecontrol-�ow
constraintshavebeenidenti�ed andsuitablealgorithmshavebeenpresented.

Thus,addingend-to-endsecurityto this problemdomainhasresultedin muchmorecomplexity on
theplatform'sside,sinceit aloneis responsiblefor guaranteeingcorrectbehaviour.

Non-Repudiation

Thethird majorcontribution of this chapteris thedomainof non-repudiation,i.e. thegenerationof
electronicsignatureson-card.Basically, wehavedistinguishedtwo differentmechanisms:

— Application-dri vensignatures:This is thetraditionalmethodof implementingsomekind of
��� ���

primitive thatpresentsto theusersomedatato besigned.

— Interacti ve signatures: This novel approachrepresentssomekind of implicit signingof the
wholeexecutionof anapplicationin theplatform.Thisrelievestheapplicationfrom explicitly
requestingtheuserto signaspeci�c pieceof dataandinsteadreliesupontheimplicit signature
creationusingthe logging mechanismsin the platform. Signatureveri�cation canbe easily
achievedby a simulatedexecutionof thescript that is thenfed with theinformationfrom the
log.

Besidesmechanismsfor non-repudiation,possibleattackson the platform have beendescribedof
whichtheso-calledconspiracy attackis rathercritical. Fromageneralpointof view protectingfrom
this attack,which requiresa maliciousscriptandanintruder's accessto theinterfacebetweencard
andterminal,is hardto achieve. However, in certaincontexts theuseof samplesthatdelegatethe
documentviewing andacceptingprocessto anevenmoresecuredenvironmentmight help.

The platform approachdescribedin this chapterhasbeenpublishedin [KM01]. The electronic
signaturecreationbasedon runtimeexecutionandinteractionis furtherdescribedin [KP01].

�����������������������



Cha pter 8

Conc lusion

As foreseenby many researchersandanalysts,themobileuserof tomorrow will live andmove in
a world of many digital servicesavailableaspart of a larger pervasive andubiquitouscomputing
environment. In this scenerypersonalizedterminalswill play a signi�cant role – be it a device
similar to today's mobile phoneor somethingthat comesinto completelynew form factorsin the
spirit of the “disappearingcomputer”. Acting in this environmentandaccessingdifferentservices
at any time andany placemostlikely requiresfundamentalsecurityoperationsto protectboth– the
mobileuserandtheproviderof a service.

In theinformationagecryptographyhasprovento beat thecoreof many protectionmechanisms
implementedin many differentapplicationsall over. From a human's perspective, however, cryp-
tographyhasthe fundamentaldrawbackthat it cannotbe donewithout suitablesecuritymodules
performingcryptographicoperationson possiblylarge– andthereforenon-memorizable– crypto-
graphicdata.As aconsequence,usersneedcryptographicsupportin differentshapes.

Smartcardshaveprovento besuchwell-suiteddevicesthatsolvesomeof theessentialproblems,
i.e. they are tamper-resistant,can perform cryptographicoperations,and they are not observable
during computation. However, a fundamentalproblemis their lack of suitableinput and output
facilitiesto communicatewith their holder.

The underlyingideaof this thesiswas to �nd someanswersto the generalproblemof “how can
smartcards becometruely personaland ubiquitoussecuritymodules?” Especially, how it canbe
achieved to make them usableat any time at any place,a questionwhich obviously hasa very
technicalfocus. In line with this idea is the paradigmshift to view the smartcardas the central
securitycomponentaroundwhich othercomponentshave to bearranged.Thus,thequestionis also
more“howto �nd suitableterminalsfor mysmartcards?” thanviceversa.

8.1 Results

This thesisshows in generalthat small devicesrequirespecialassistancefrom their infrastructure.
Smartcardsare an incarnationof small devices that are particularly interestingbecauseof their
widespreaduseandlimited functionality. Oneof the�rst resultspresentedin Chapter4 is a general
framework for the integrationof suchdevicesthat subsequentlyhasbeenappliedto smartcardsas
a specialinstanceof this category of devices. Theapproachpresentedallows a formerly “passive”
smartcardthatis insertedinto a suitablyequippedreaderto “actively” offer servicestowardspoten-
tial clients.As a consequence,thesmartcardis actuallyableto actively searchreasonably“secure”
terminalsfor its userthroughwhich furtherinteractioncantakeplace.
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Themostobviousproblemwith smartcardsis thatthey arevitally dependenton thetrustworthi-
nessof the terminalthat is usedto interactwith thecard. In Chapter5 anapproachwaspresented
that tries to bring personalterminalssuchasa user's PDA into the scene.The underlyingideais
thatof a “trust ampli�cation”, i.e. a useris likely to trusthis or her“own” device morethanothers'
andthusa pragmaticallymoresecureenvironmentcanbecreated.ThePCA essentiallyconsistsof
a pair of devices– a terminalanda smartcard– thatarecryptographicallylinkedto eachother. The
netsideeffectof this is thatthey canonly beusedtogetherandthatnoneof thetwo devicesis usable
without the other. This generalthemecouldbe appliedto many security-relatedcontexts to make
usersmorecomfortableandincreasetheoverall securityof asystem.

Whereasthetwo formerapproachesconcentratedmoreon theusageof thesmartcardin a local
environment,the WebSIM presentedin Chapter6 follows a completelydifferentapproach.It es-
sentiallybuilds uponthemetaphorof a “wirelesssmartcardreader”throughwhich a user's security
modulecanbe accessedfrom anywherein the InternetusingHTTP, i.e. “the” Internetprotocolof
today. Theadvantageof this approachis thatuserscanrequestservicesthroughvirtually any com-
municationlink, thoughstill performingtheir security-relatedactionthroughtheirpersonalwireless
cardreader. Theadvantageof theproposalis thatit buildsuponanalreadydeployedinfrastructure–
theexistingGSMandfutureUMTS telecommunicationnetworks– makingit apromisingcandidate
for futuresecurityarchitectures.

Oneof the mosturgentproblemswith electronicbusinessesis the needfor end-to-endcon�-
dential transmissionof dataand the creationof electronicsignatures.In Chapter7 the ideaof a
“autonomously”actingsmartcardwasinvestigatedfurtherandthevision of anapplicationplatform
for mobile codeinsidea smartcardwascreated.As a consequence,the tamper-resistantcontainer
offeredby smartcardscannotonly beexploitedby theapplicationsbroughtinto thecardat issuance
time but alsoby applicationswishing to interactwith customers.In this model,serviceproviders
canbuild small applicationswritten in a domain-speci�cprogramminglanguagetailored for this
particularapplicationdomainandsendthemusingend-to-endsecurecommunicationto thesmart-
card.Uponreceipt,a veri�er cancheckthecodewhetherit ful�lls thesecuritypropertiesthatallow
for safeexecutionin thetargetplatform. Theadvantagesof this approacharethatespeciallyin the
context of mobilescenariossigni�cant advantagescanbegivento both– serviceprovider anduser
– to securelyperforminteraction.Althoughthegeneralproblemof thetrustworthinessof theusers'
terminalscannotbesolvedfrom a theoreticalpoint of view, new protocolsfor thecreationof elec-
tronic signatureshave beenpresentedby which signi�cant “practical” securityadvantagescanbe
gained.

Summingup, this thesispresentsnew designoptionsthat can be usedindependentlyor in com-
binationto createnew securityinterfacesfor smartcardsassistingtheir mobile usersin their daily
routine.As smartcardscanbeexpectedto continuetheir growth in termsof memoryandcomputa-
tional power, this thesishashopefullydemonstratedthattruely personalsecuritymodulesareready
for implementation.

8.2 Future Work

Obviously, anumberof issueshasnotbeenfurtherdiscussedin thisthesisandthuscanbethesubject
of futureinvestigation.
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The�rst issueis relatedto theJiniCardframework consideringtheproblemof mappingdevice-
relatedidenti�ers asintroducedin thedetectioneventwith suitablemobilecodeobjectscontrolling
further interactionwith the device. From a privacy perspective this mappingdisclosesa number
of informationthatcanbeconsideredas“private” andthusshouldnot begivenaway imprudently.
First stepstowardsan anonymization schemebasedon devices that are able to perform crypto-
graphicoperationshavebeeninvestigatedin [Mol00] wheredifferentanonymizationprotocolshave
beendevelopedandprototypicallyimplementedon cryptographicdevices.However, a scalableand
especiallysecureinfrastructureis neededfor themappingfrom real-world objectsto virtual objects,
anissuethathasnot yetbeendiscussedtoomuchin theresearchcommunity.

Recently, securityproblemssuchasglobaluserauthenticationhavebeenin thefocusby different
playersin theindustryaimingatservicesthatarehostingandmanagingauser'sdigital identity. New
kindsof attackssuchas“identity theft” (cf. [US01]) exploiting weaknessesin thosetechnologiesare
likely to emerge.Thework presentedhereofferscountermeasuresby theuseof strongcryptography
basedon smartcards.An openresearchtopic is henceforththe investigationhow both approaches
could bene�t from eachotherandhow the smartcardway of thinking canbe integratedinto such
systemsto avoid puresoftwaresolutionsin thesesecurity-criticaltechnologies.

Anotherresearchtopic in conjunctionwith the smartcardplatform approachpresentedin this
thesisis theproblemof on-cardveri�cation of securitypropertiesof mobilecode.Theformalmeth-
odsresearchcommunityis in possessionof therelevanttechnologiesneededto solve theproblems
outlined.Althoughatrueon-cardimplementationhasnotbeenundertakenin thecourseof thiswork,
a smartcardplatform implementationthatofferssuchmechanismsshouldbe thenext steptowards
this direction.

A relatedissuewith thesmartcardplatform is thequestionwhetherthe terminationproblemin
the smartcardplatform canbe solved moreelegantly. However, the interactioninvariantusedto
decideupon the executionof the applicationis a goodstartingpoint, improving this mechanism
maybein conjunctionwith resourcecontrolshouldbetried.

Althoughthework in this thesishasconcentratedon the“classical”smartcardsandhasto some
extendneglectednewerdevicessuchasUSB tokenstheseshouldbetakeninto futureconsideration
sincechangesin underlyingassumptions,e.g.missingclock,oftenleadto new designoptions.

Hence,this thesishasbroughtsmartcardsinto a new settingandmany differentaspectsrelatedto
thesesettingscanbeconsideredasfuturetargetsof investigation.

�����������������������



Appendix A

Platform Speci�ca tion

A.1 Prototypical Implementa tion of the Smartcar d
Platform

Basedon theconceptualapproachpresentedin Chapter7 wehaveprototypicallyimplementedmost
of thepresentedconceptsto demonstratethefeasibilityof ourapproachin thecontext of GSM SIM
smartcards.

— Compiler: The implementationof thecompilerwasdonein Java2 basedon theparsergen-
eratortoolkit JAVACC [Met01]. It basicallytakesanscriptandcompilesit into thebytecode
form understoodby theveri�er andinterpreter. Thecompilerconsistsof roughly7.000lines
of code(LoC) of whicha substantialamountis automaticallygeneratedby theparsertoolkit.

— Veri�er: We have implementedan off-cardversionof theveri�er in Java2. It performsthe
basicchecksfor correcttyping, stackover- andunder�ow, andchecksfor the control �o w
constraintsdiscussedin Section7.5.1.1.Theimplementationis currentlyabout5.000LoC.

— Inter preter: We have implementedtheplatform andinterpreterin a Java2 off-cardversion
consistingof roughly 4.000LoC. An on-cardimplementationwaspartially performedon a
Bull SIM'n RockTM GSMSIM JavaCard2.1card,whichdidofferonlyabout9kB of EEPROM
whichwasnot suf�cient for a completeimplementationof theinterpreter.

Althougha Java Cardimplementationof an interpreteris for performancereasonsnot comparable
to a native implementationon thecard'sprocessor, it canbeestimatedthata native implementation
of our platformseemsto bepossiblewith the64kB EEPROM smartcardgenerationlikely to enter
themarket in 2002.

Leroy [Ler01] hasrecentlypresented�rst resultsof analgorithmthatfacilitatestheimplementa-
tion of a Java byte-codeveri�er on a smartcard.Sincethis problemcanbeconsideredto beat least
ascomplex astheveri�er neededfor our platformandtheexpectedgrowth of smartcardresources
in thenext yearswebelievethattheoverallapproachcanbeconsideredasreasonablyfeasiblein the
nearfuture.

A.2 Language Primitiv es

For the descriptionof the primitiveswe denotestackeffects in the usualform (operation, before
stack — after stack). We usethenotation“!” to indicatea specialstackelementcalledmarker that
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Primitive Before — After Description

push(z) x y — zx y
pop x y z — y z
swap x y z — y x z
dup x y — x x y
rot x y z — zx y

add,sub,mul,div, mod x y — z z = x � y

not x y — zy z = : x
and,or x y — z z = x � y
eq,neq,le, lt, ge, gt x y — z z = x � y
null? x — z z = trueif x is null, elsefalse
mark? x — z z = trueif x is mark, elsefalse

load r z — w z w = reg[z]
store v r z — z reg[r ]  v

kload k z — w z w = key[k]
kstore v k z — z key[r ]  v

encrypt k x.. .y ! z — w z w = enck (xj : : : jy)
decrypt k x.. .y ! z — w z w = deck (xj : : : jy)
digest x.. .y ! z — w z w = digest(xj : : : jy)
sign x.. .y ! z — w z w = sign(xj : : : jy)
sign-interaction z — w z w = signedinteraction

display x.. .y ! z — z
input x.. .y ! z — w z w = input(x : : : y)
select x.. .y ! z — w z w = select(x : : : y)
response x.. .y ! z — z

Table A.1: Smartcardplatformprimitives

is pushedonto thestackwith `
��
=� � �

2

��� �

� '. It canbeusedto denotetheendof a variablelength
numberof argumentsof a primitivewhich is denotedin theform `x : : : y'. For convenience,if there
is no mark on the stack,the numberof argumentson the stackusedfor a particularcommandis
automaticallyinferreddependingon theconcretecommand.

Furthermore,thesetof registersis denotedin theform `reg[i ]' andthekeys availablein thekey
storearedenotedin theform `key[i ]'. Bindingsfor variablesaredenotedusing`= ' andassignments
aredenotedusing` '.

Thedescriptionof thebehaviour of theplatformprimitivesmanipulatingthedatastackarelisted
in TableA.1.
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hscripti ::= `

�%��-��,��

' ` � ' hheaderi himpli ` � '

hheaderi ::= ( `
,����&*���'�	&�

' hSTRINGi ` � ' | `

�%�����,�� ����<-	

' hSTRINGi ` � '
| `

��'

' hSTRINGi | `
��,��������-


' hoptioni � ) �

hoptionsi ::= ( `

���K ��	 '-
 ������	�����%��������

' )

himpli ::= `
�$<�,�� 	�<-	������&�������

' ` � ' ( [hlabeli `
�

'] hstmti ` � ' ) � ` � '

hstmti ::= hsmplstmti [`
6

' `
@

'] | hcplxstmti | h�ow stmti | hui cmdi

hsmplstmti ::= `
����,

' | `
	�+����

' | `
,���,

' | `
'&:�,

' | `

�P���,

' | `
���&�

' |
| `

����'

' | `
�&�

' | `
���&�

'
| `

	��

' | `
��	��

' | `
K��

' | `
���

' | `
K�	

' | `
�&	

' | `
� :-�����

' | `
<-�&�����

'
| `

� '�'

' | `

�:
	

' | `
<�:��

' | `
'���*

' | `
<-� '

'
| `

� ���&'

' | `

����&��	

' | `
��� ��� '

' | `
��
����&��	

'
| `

	��-%���2 ,��

' | `
'�	�%���2&,��

' | `

���K �

' | `
'-��K�	�
��

'
| `


���K&��
�������	&����%��-�����

'
| `

	�	&K-���

' | `
% ��<�< ���

' | `
����� ��	���%��

'

hui cmdi ::= `
'-��
�,-� �&2

' | `
,-� �&2 ������	

' | `

 	�� 	�%��

'
| `

����, :��

' `
�

' ( `
�����

' | `

�� ������K

' | `
	������

' )
| `

��	�
�,����-
 	

'

hcplxstmti ::= `
,�:�
�


' `
6

' hpushargsi `
@

'

h�ow stmti ::= `
K��&���

' hlabeli | `
���

' `
6

' (`
� � :�	

' | `
������
 	

' ) `
@

' `
K��&���

' hlabeli

hlabeli ::= hIDENTIFIERi

hpushargsi ::= hSTRINGi | hINTi | `
��:-� �

' | `
<��&�
�

'

Figure A.1: BNF grammarandinstructionsetof theplatformlanguage

A.3 Grammar

Thegrammarof theplatformlanguageis shown in FigureA.1.
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