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Abstract 

Today’s digital world poses diverse information security- and privacy-related threats that yield 

numerous challenges for individuals and organizations. While threats to information security 

jeopardize the confidentiality, integrity, and availability of digital information and data in 

general. Thus, hard- and software failures, misuse of information systems, and adversarial 

intruders (i.e., “hackers”) are examples for intentional and unintentional threats to information 

security. Information privacy deals with the expected use (and misuse) of personal information 

by a service provider. The concerns regarding information privacy thus emerge as a 

consequence of using software or online services that collect and process personal information. 

Maintaining information security and privacy is a ubiquitous challenge for individual end-users 

(i.e., consumers of software and online services), employees in IT-related professions, and 

decision makers and senior managers in organizations. 

This dissertation aims to unravel the diverse challenges that humans face in completing the 

tasks necessary to maintain information security and privacy. In doing so, these challenges need 

to be identified, and possible opportunities for dealing with them need to be evaluated. To this 

end, the dissertation addresses self-reliant individual end-users and groups of end-users 

opposed to organizations, their decision makers, and employees. These research areas offer five 

research opportunities that the dissertation covers by the means of five empirical studies among 

end-users and decision makers. All studies made use of a representative sample selection 

process and ranged from 160 to 446 participants each. In sum, these studies contribute to theory 

development by promoting new cognitive mechanisms that determine human behavior and 

validating existing theories in challenging contexts; advance methodological processes and 

measurement instruments for the social sciences; and guide end-users, practitioners, and public 

institutions. 

Each empirical study is the core of a research paper that has undergone a double-blind peer-

review process and subsequent revision (in this dissertation, referred to as papers A–E). They 

were published as research papers in the proceedings of VHB-JOURQUAL3 ranked 

conferences. The contributions of the five papers advance research regarding the development 

of measurement instruments (paper A), promoting new cognitive mechanisms that determine 
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human behavior (paper B and paper C), and validating theories in challenging contexts (paper 

D and paper E). 

The first research opportunity relates to the conditions under which individuals receive and 

contemplate security- and privacy-relevant information. This is necessary because individuals 

must be knowledgeable about threats to security and privacy. Paper A addresses this 

opportunity, elaborates on end-users’ security fatigue (a recent theoretical concept), and 

develops a method for empirically investigating individuals’ cognitive ability to elaborate on 

security recommendations and guidelines. 

Next, individuals must consider the consequences of their software or online service usage 

behavior with regard to their personal goals of maintaining information security and privacy. 

As firms offer new services to protect valuable data against security threats (e.g., online backups 

that protect against data loss, a threat to the availability of information), the goals of maintaining 

security and privacy come into conflict with one another. This conflict in goals raises the second 

research opportunity – namely, to assess this new trade-off that individuals need to confront. 

Paper B is an empirical study of end-users that evidences the existence of this goal conflict that 

connects security and privacy theories (i.e., protection motivation theory and privacy calculus), 

uncovers why end-users refrain from using online security services, and offers insights for 

providers of online security services. 

Adding to the perspective of individuals’ knowledge and self-reliant contemplation of security 

and privacy goals, the influence of other users (hence groups of end-users) on individuals’ usage 

of security-related and privacy-sensitive software and services presents the third research 

opportunity. The longitudinal study in paper C uncovers that end-users tend to discount their 

own information on information privacy and security and instead observe others’ behavior to 

make usage decisions. This paper connects the theories of privacy calculus and herding, and its 

findings can help practitioners and decision makers in public institutions to better foresee the 

population’s overall usage, particularly when new privacy-sensitive software or services are 

introduced. 

Turning toward the challenges that organizations face regarding their employees and decision 

makers, paper D puts the focus on managers’ security awareness. This sheds light on the fourth 

research opportunity, namely managers’ responsibility toward their organization’s information 

security and the benefits of managers’ information security knowledge (i.e., awareness), which 

is rarely considered. Paper D broadens the scope of security awareness, which has previously 

centered on end-users, to senior managers. The study reveals that managers’ decision-making 
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regarding (for example) information security investments depends on their attitudes toward and 

knowledge of security risks and appropriate technological and behavioral mitigation strategies. 

Paper E helps strengthen the weakest link of the “chain of security” in organizations (i.e., 

employees’ security-related behavior), which is the final research opportunity this dissertation 

addresses. This empirical study of employees in IT-related professions reveals that individuals 

perceive a feeling of (psychological) ownership over data that increases their motivation to take 

security and privacy precautions. Psychological ownership is particularly pronounced for the 

private use of software or online services due to the perception of exclusive ownership of 

personal data. This informs practitioners that they would benefit from increasing employees’ 

accountability when they handle valuable information as a means of fostering employees’ 

motivation to participate in security-enhancing behavior. 

All in all, other researchers in these domains as well as end-users, employees, and managers of 

organizations alike will benefit from the contributions of this dissertation regarding the 

challenges of information security and privacy. 
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Abstract (German Version) 

Die digitale Welt von heute birgt verschiedene Bedrohungen für die Informationssicherheit und 

die Privatsphäre, die für End-User und Organisationen zahlreiche Herausforderungen mit sich 

bringen. Bedrohungen der Informationssicherheit gefährden die Vertraulichkeit, Integrität und 

Verfügbarkeit von digitalen Informationen und Daten im Allgemeinen. So sind Hard- und 

Softwarefehler, der unsachgemäße Gebrauch von Informationssystemen und böswillige 

Eingriffe (z. B. durch "Hacker") Beispiele für beabsichtigte und unbeabsichtigte Bedrohungen 

der Informationssicherheit. Die Privatsphäre von Informationen befasst sich mit der zu 

erwartenden Verwertung (und dem missbräuchlichen Gebrauch) persönlicher Informationen 

durch einen Dienstanbieter. Die Bedenken hinsichtlich der Privatsphäre von Informationen 

ergeben sich also aus der Nutzung von Software oder Online-Diensten, die personenbezogene 

Daten erfassen und verarbeiten. Der Schutz der Informationssicherheit und der Privatsphäre ist 

eine allgegenwärtige Herausforderung für einzelne End-User (d. h. für diejenigen, die Software 

und Online-Dienste nutzen), für Angestellte in IT-bezogenen Berufen sowie für Führungskräfte 

in Unternehmen. 

Diese Dissertation zielt darauf ab, die vielfältigen Herausforderungen zu beleuchten, denen 

Menschen beim Schutz der Informationssicherheit und Privatsphäre gegenüberstehen. Hierzu 

werden diese Herausforderungen identifiziert und mögliche Möglichkeiten zu ihrer 

Bewältigung bewertet. Zu diesem Zweck befasst sich die Dissertation mit 

eigenverantwortlichen einzelnen End-Usern sowie Gruppen von End-Usern im Gegensatz zu 

Organisationen, deren Führungskräften und Angestellten. Diese Themenfelder bieten fünf 

Forschungsbereiche, die in der Dissertation anhand von fünf empirischen Studien unter End-

Usern und Führungskräften untersucht werden. Alle Studien beruhen auf einer repräsentativen 

Stichprobenauswahl und umfassen jeweils zwischen 160 und 446 Probanden. Insgesamt tragen 

diese Studien zur Theorieentwicklung bei, indem sie neue kognitive Mechanismen, die das 

menschliche Verhalten bestimmen, fördern und bestehende Theorien in kritischen Kontexten 

prüfen und methodische Verfahren und Messinstrumente für die Sozialwissenschaften 

weiterentwickeln. Weiterhin dienen sie End-Usern, Fachleuten und öffentlichen Einrichtungen 

als Ratgeber. 
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Jede Studie ist der Kern eines Forschungsbeitrags, der ein Doppelblindverfahren zur 

Begutachtung und eine anschließende Überarbeitung durchlaufen hat (in dieser Dissertation 

werden diese Beiträge als Paper A–E bezeichnet) bezeichnet. Sie sind in als wissenschaftliche 

Beiträge in den Tagungsbänden verschiedener Konferenzen mit VHB-JOURQUAL3 Ranking 

veröffentlicht. Gemeinsam tragen diese Studien wesentlich zur Entwicklung von 

Messinstrumenten (Paper A), zur Förderung neuer kognitiver Mechanismen, die das 

menschliche Verhalten bestimmen (Paper B und Paper C), und zur Bewertung von Theorien 

in anspruchsvollen Kontexten (Paper D und Paper E) bei. 

Der erste der fünf Forschungsbereiche befasst sich mit den Bedingungen, unter denen 

Menschen sicherheits- und privatsphärenrelevante Informationen erhalten und diese 

berücksichtigen sollen. Dies ist allgemein notwendig, da Personen über die Bedrohungen ihrer 

Sicherheit und Privatsphäre aufgeklärt werden sollten. Paper A befasst sich mit dieser 

Thematik, führt in ein neues theoretisches Konzept, die sogenannte Security Fatigue ein und 

entwickelt eine Methode zur empirischen Untersuchung der kognitiven Leistungsfähigkeit von 

Personen, während sie die Bedeutung von Sicherheitsempfehlungen und -richtlinien abwägen. 

Hierauf aufbauend erwägen Einzelpersonen bei der Nutzung von Software oder Online-

Diensten die Konsequenzen ihres Verhaltens im Hinblick auf ihre persönlichen Ziele. Diese 

Ziele umfassen insbesondere das Wahren der Informationssicherheit und Privatsphäre. Da 

Unternehmen regelmäßig neue Dienste, auch zum Schutz wertvoller Daten vor 

Sicherheitsbedrohungen anbieten (bspw. Online-Backups zum Schutz vor Datenverlust), stehen 

die Ziele der Wahrung von Informationssicherheit und Privatsphäre im Widerspruch 

zueinander. Aus diesem möglichen Widerspruch ergibt sich der zweite Forschungsbereich, 

nämlich die Untersuchung dieses neuen Zielkonflikts, den Einzelpersonen abwägen. Paper B 

baut auf einer empirischen Studie unter End-Usern auf und verbindet Sicherheits- und 

Privatsphäre-Theorien (Protection Motivation Theory und Privacy Calculus) und gibt 

Anregungen für Unternehmen, die solche Onlinedienste zum Schutz vor 

Sicherheitsbedrohungen anbieten. 

Neben den Perspektiven der Expertise von End-Usern und der eigenverantwortlichen 

Abwägung der Ziele der Informationssicherheit und Privatsphäre eröffnet der soziale Einfluss 

anderer Menschen (also Gruppen von Einzelpersonen) auf Individuen den dritten 

Forschungsbereich. Vor diesem Hintergrund deckt die Längsschnittstudie in Paper C auf, dass 

End-User ihre eigene Expertise und ihr Wissen über Privatsphäre und Informationssicherheit 

in bestimmten Situationen zurückstellen. Stattdessen beobachten sie das Nutzungsverhalten 
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Anderer, um eine Nutzungsentscheidung zu treffen. Dieser Forschungsbeitrag verbindet dabei 

die Theorien des Privacy Calculus und des Herding und hilft Praktikern und 

Entscheidungsträgern in öffentlichen Einrichtungen dabei, die Nutzung in der Bevölkerung 

insgesamt besser einzuschätzen, insbesondere wenn neuartige Software oder Onlinedienste 

eingeführt werden, die die Privatsphäre betreffen. 

Unterdessen befasst sich Paper D mit den Herausforderungen, denen sich Organisationen in 

Bezug auf ihre Angestellten sowie ihre Führungskräfte gegenübersehen, und stellt das 

Sicherheitsbewusstsein von Führungskräften in den Mittelpunkt. Dieser Beitrag beleuchtet den 

vierten Forschungsbereich, nämlich die Verantwortung von Führungskräften für die 

Informationssicherheit in ihrem Unternehmens und die Vorteile ihres eigenen Sicherheits-

bewusstseins, die bisher kaum berücksichtigt wurden. Paper D erweitert somit den bisher auf 

End-User ausgerichteten Forschungsbereich des Sicherheitsbewusstseins auf die 

Personengruppe der Führungskräfte. Die Studie zeigt, dass beispielsweise ihre 

Investitionsentscheidungen im Bereich der Informationssicherheit von ihrer Haltung und ihrer 

Expertise über Sicherheitsrisiken und geeignete technologische und verhaltensbezogene 

Schutzstrategien abhängen. 

Paper E trägt dazu bei, das schwächste Glied in der Sicherheitskette eines Unternehmens zu 

stärken (d. h. das sicherheitsrelevante Handeln der Angestellten), was den letzten 

Forschungsbereich dieser Dissertation darstellt. Diese empirische Studie unter Angestellten in 

IT-nahen Berufen zeigt, dass das Empfinden von (psychologischem) Eigentum an den Daten 

die Motivation erhöht, Sicherheitsmaßnahmen zu ergreifen und Vorkehrungen für die 

Privatsphäre zu treffen. Das Empfinden des psychologischen Eigentums ist bei der privaten 

Nutzung von Software oder Onlinediensten aufgrund der Wahrnehmung des exklusiven 

Eigentums an persönlichen Daten besonders ausgeprägt. Dies zeigt den Praktikern, dass es für 

sie von Vorteil wäre, die Verantwortlichkeit der Angestellten beim Umgang mit wertvollen 

Informationen zu erhöhen, um die Motivation der Angestellten für sicherheitsförderndes 

Verhalten zu fördern. 

Insgesamt werden sowohl andere Wissenschaftlerinnen und Wissenschaftler aus diesen 

Bereichen sowie End-User, Angestellte und Führungskräfte in Organisationen von den 

Beiträgen dieser Dissertation zu den Herausforderungen der Informationssicherheit und 

Privatsphäre profitieren. 
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1 Introduction 

Today’s world is shaped by a digital economy, diverse online services, and the creation of vast 

amounts of private and organizational data and valuable information. As more and more aspects 

of the world become represented in data, everyone in society is becoming concerned with the 

opportunities and benefits of this development. In the same vein, everyone who creates and 

stores data is also confronted with the consequences of doing so in terms of new personal and 

organizational risks (Dlamini et al. 2009). 

From the perspective of individuals – that is, people who make choices for themselves and act 

for their own benefit – the threats that arise from becoming more digital are twofold. First, there 

are threats to people’s information security (Johnston and Warkentin 2010): online fraud or 

identify theft (i.e., due to misused account credentials) as well as the loss of personal data, such 

as important documents or pictures, in the event of accidental deletion of files, faulty devices, 

or device theft (Tu et al. 2015). Second, there is risk related to people’s information privacy. 

These risks arise when people disclose personal information (i.e., data) to a second party, such 

as a firm that acts as an online service provider. Such firms collect, store, and process data in 

order to create value for their users (or customers, if the service is paid). In turn, people receive 

the created value and the benefits of the online service. However, if they cannot fully control 

the extent of data collection and the firm’s use of such data for secondary purposes, their 

information disclosure creates the risk of impaired information privacy (Dinev and Hart 2006; 

Smith et al. 2011). 

From the perspective of organizations – and in particular, companies and firms – threats to 

information security are not directed to individuals but rather to the organization’s productivity 

or reputation and eventually its economic success (Bulgurcu et al. 2010; Cavusoglu et al. 2004). 

For example, when malware encrypts essential parts of information systems (e.g., databases, 

email servers, personal computers), business processes are interrupted, and the organization is 

paralyzed until the security incident is resolved (von Solms and van Niekerk 2013). 

In the light of these diverse security risks, which threaten individuals as well as organizations, 

the goal of information security is to ensure that information systems remain free of such harm. 
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Typically, information security has three major goals. First, ensuring the confidentiality of 

information prevents unauthorized third parties from gaining access to restricted information. 

Second, maintaining the integrity of information aims to ensure the accuracy and consistency 

of data. Hence, unintended changes to, addition of, and removal of data need to be prevented 

to ensure information integrity. Third, ensuring the availability of data is necessary to access 

information in a timely manner. As such, a loss of data (caused by, e.g., malware encryption, 

defective data storage, or device theft) is a common threat to the availability of data (Rhee et 

al. 2009; von Solms and van Niekerk 2013). 

In sum, when they are successful in achieving all information security goals, individuals and 

organizations can prevent negative consequences that are otherwise provoked by information 

security risks. In light of this, it is of utmost importance to achieve information security goals. 

In pursuit of these goals, various technological solutions are available to detect threats and 

consequently prevent (or at least mitigate) serious security incidents. Common technological 

security measures in this area include anti-malware, firewalls, spam filters, encryption of 

communication channels (e.g., website content, e-mails), multi-factor user authentication, and 

automated data backup systems (Crossler et al. 2013; Zafar and Clark 2009). These 

technologies are developed, sold, and implemented by firms (i.e., providers of technological 

information security solutions). 

Yet, the fact that these technological tools exist does not imply that individuals are taking them 

into account when using digital devices and working with digital information. Previous security 

incidents have occurred because technological countermeasures have been implemented with 

flaws, important software updates have been installed too late, or an individual has not been 

aware of a certain threat at all. Achieving information security is thus not possible solely 

through providing technological countermeasures. In addition, people hold various 

responsibilities with regard to information security and hence play a significant role in the so-

called “security chain” (Crossler et al. 2013). 

One reason that people are an important factor in this context is that there are various challenges 

that end-users of an information system need to master (Rhee et al. 2009). In particular, private 

end-users of electronic devices and online services are confronted with the technological 

challenges of installing and maintaining security-relevant (i.e., anti-malware) software (Chen 

and Zahedi 2016). In such self-reliant settings, having the requisite technological skillset is a 

necessary factor in whether end-users are able to protect themselves against information 

security risks (Rhee et al. 2009). To mitigate the complexity of implementing such 
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technological solutions, vendors of consumer devices (i.e., computers or smartphones) have 

begun assisting end-users with information security safeguards (e.g., pre-installed anti-malware 

or file backup software). In addition, maintaining information security is becoming less 

challenging (or at least less complex) for technological reasons. A growing amount of cloud-

based software for end-users (e.g., cloud storage, basic office and multimedia applications, 

password vaults) and fundamental infrastructures for organizations has become available (e.g., 

Microsoft Azure, Google Workspace, Amazon S3). The result is that end-users and 

organizations trusting such cloud-based software and services are less frequently confronted 

with the need to remain aware of new security risks and implement subsequent security updates 

(e.g., Herath and Rao 2009). Instead, the service provider becomes accountable for ensuring 

the confidentiality, integrity, and availability of the provided services and the customers’ data. 

In such an environment of various providers (hence firms) offering countless online services, 

maintaining information security as a primary goal is less of a technological problem than a 

human challenge (Ashenden 2008). This human challenge manifests as diverse causes of human 

behavior that is considered secure or insecure. 

1.1 Research Objective and Research Opportunities 

The overarching main objective of this dissertation is to unravel human challenges of achieving 

and maintaining information security and privacy in two distinct settings of today’s digital 

world. 

In the first setting, maintaining information security and privacy are two self-reliant tasks that 

individuals need to approach. Commonly, this setting of self-reliant information security and 

privacy arises during the private use of computers and smartphones and thus handling own, 

private data of personal value (Rhee et al. 2009). This dissertation suggests the following 

characteristics of self-reliant information-security settings: (1) no general rules or obligations 

for secure behavior exist, (2) no supervision by superiors, (3) no penalties for insecure or 

privacy-invasive behavior, and (4) the event of a security incident or of a privacy invasion 

impacts the same individual. 

This self-reliant setting of information security and privacy and its characteristics bears specific 

challenges for individuals that open the following research opportunities (RO). First, (RO1) 

individuals as private end-users of software and online services must, at least for some part, 

build own knowledge about security and privacy risks and respond adequately through a certain 

protective behavior (Rhee et al. 2009). This raises the question regarding the conditions during 
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which individuals receive and contemplate such security- and privacy-relevant information 

(Shropshire et al. 2015). Second, (RO2) individuals need to carefully apprehend the 

consequences of following or neglecting the advised protective behavior (Shropshire et al. 

2015). To do so, individual goals and preferences are one reference for end-users to gauge such 

consequences. The other reference to weigh the consequences of security- and privacy-related 

behavior is observable behavior of other end-users who are in a similar position (Johnston and 

Warkentin 2010). This leads to the third research opportunity regarding security- and privacy-

related group behavior (RO3). 

The second setting involves the organizational environment and the challenges of information 

security and privacy emerge from economic interests of organizations (Bulgurcu et al. 2010) 

and legal regulations (Gerber and von Solms 2008). This means that individuals participate in 

an organization (i.e., as employees) and work with digital information related to the business 

or its customers (Ifinedo 2012). Hence, they are tasked to handle the data of others. In doing 

so, employees need to advocate the interests of their employing firm, particularly in terms of 

secure, cautious, and compliant behavior (Bulgurcu et al. 2010). In comparison to the self-

reliant setting, this dissertation suggests the following characteristics for the organizational 

setting of information security: (1) security-related behavioral guidelines and policies exist, (2) 

employees’ compliance is supervised, (3) disregard can be punished, and (4) the event of a 

security incident impacts the organization or its customers, and not the employee who behaves 

insecure. 

To better understand this second setting of organizational information security, two levels of 

responsibility regarding information security in organizations should be discerned. The first 

level are decision makers who take responsibility for managing information security in the 

organization (Choi et al. 2008; Straub and Welke 1998). Therefore, individuals’ circumstances 

determine the effectiveness of security-related management tasks, such as the allocation of 

financial and personal resources for security-related strategies and measures to maintain a 

secure digital environment (RO4). The second responsibility level are end-users of computers 

and hence those individuals who handle valuable data (i.e., employees) and who are obliged to 

protect the security and privacy of business-relevant information and valuable data (Bulgurcu 

et al. 2010; Ifinedo 2012). As these individuals handle business-relevant data (i.e., data of 

others) at the workplace and their own personal data otherwise, this brings along side effects 

such as the ownership of data (Menard et al. 2018) and the accountability of information 

security that determine the individual’s behavior, particularly at the workplace (RO5). 
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1.2 Structure of This Dissertation 

This dissertation aims to fulfill the above-described research objective: to unravel the diverse 

settings of human challenges to maintaining information security and privacy. It is constituted 

of five research papers that have all been published in peer-reviewed outlets and presented at 

international conferences in the field of information systems. Table 1 depicts the co-authors, 

year of publication, title, publication outlet, and VHB-JOURQUAL3 ranking for papers A–E. 

The first three papers (A, B, and C) tackle information security and privacy challenges in the 

self-reliant setting of individuals and research opportunities RO1–RO3. Paper A addresses 

individuals’ cognitive limitations in elaborating on security-related messages and warnings. 

The empirical findings show that fatigued users receive too much and ambiguous information 

concerning security risks. As a result, users who suffer from security fatigue (depleted cognitive 

resources) show no intention to follow further security recommendations. Paper B uncovers a 

conflict between security- and privacy-related goals that users experience when using online 

services. In particular, online services that offer strong information security (e.g., online 

backups) require the provider to gain access to valuable information. As a result, users 

experience a tension between their goals of maintaining both information security and 

information privacy, which is not possible to do simultaneously. Paper C addresses a very 

timely phenomenon for the years 2020 and 2021, as mobile contact-tracing applications (e.g., 

Corona Warn App published in June 2020 by the Robert Koch Institute) were developed to 

quickly communicate the risk that an individual had come into contact with a person who had 

been infected with SARS-CoV-2. Even though such apps are technically implemented in a 

highly security- and privacy-respectful manner, individuals’ perceptions of information privacy 

risks and the usage behavior of other people are two forces that jointly determine the long-term 

usage of mobile contact-tracing applications. 

The next two papers (D and E) approach the organizational setting of information security 

challenges and address RO4 and RO5. Paper D leverages theories on individuals’ security 

awareness that were developed and tested by information security scholars in the organizational 

context of senior executives’ activities. The results confirm that the security awareness and 

cognition among top-level management of organizations determines future security-enhancing 

activities, such as allocation of resources in the organization’s information security department. 

Finally, paper E brings into opposition employees’ security-related behavior in private versus 

workplace settings.  
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Paper A Olt, Christian M.; Mesbah, Neda (2019): Weary of Watching Out? – Cause and Effect of 

Security Fatigue. In: European Conference on Information Systems (ECIS), Stockholm-Uppsala, 

Sweden. VHB-JOURQUAL3: B. 

Paper B Olt, Christian M.; Wagner, Amina (2020): Having Two Conflicting Goals in Mind: The Tension 

Between IS Security and Privacy When Avoiding Threats. In: Hawaii International Conference 

on System Sciences (HICSS), Wailea, USA. VHB-JOURQUAL3: C. 

Paper C Wagner, Amina; Olt, Christian M.; Abramova, Olga (2021): Calculating Versus Herding in 

Adoption and Continuance Use of a Privacy-Invasive Information System: The Case of 

COVID-19 Tracing Apps. In: European Conference on Information Systems (ECIS), Marrakesh, 

Morocco. VHB-JOURQUAL3: B. 

Paper D Olt, Christian M.; Gerlach, Jin P.; Sonnenschein, Rabea; Buxmann, Peter (2019): On the Benefits 

of Senior Executives’ Information Security Awareness. In: International Conference on 

Information Systems (ICIS), Munich, Germany. VHB-JOURQUAL3: A. 

Paper E Heidt, Margareta; Olt, Christian M.; Buxmann, Peter (2019): To (Psychologically) Own Data is 

to Protect Data: How Psychological Ownership Determines Protective Behavior in a Work 

and Private Context. In: Internationale Tagung Wirtschaftsinformatik (WI), Siegen, Germany. 

VHB-JOURQUAL3: C. 

Table 1. List of Publications Included in the Dissertation. 

Apart from these research papers, I co-authored the following four papers (also published in 

peer-reviewed outlets) during my time as a PhD candidate at the Technical University of 

Darmstadt: 

− Abramova, Olga; Wagner, Amina, Olt, Christian M.; Buxmann, Peter (2022): One for All, 

All for One: Social Considerations in User Acceptance of Contact Tracing Apps Using 

Longitudinal Evidence from Germany and Switzerland. In: International Journal of 

Information Management, Volume 64, 102473. 

− Mesbah, Neda; Tauchert, Christoph; Olt, Christian M.; Buxmann, Peter (2019): Promoting 

Trust in AI-Based Expert Systems. In: Americas Conference on Information Systems, 

Cancún, Mexico. 

− Olt, Christian M.; große Deters, Fenne (2021): On Security Guidelines and Policy 

Compliance: Considering Users’ Need for Autonomy. In: International Conference on 

Information Systems (ICIS), Austin, Texas, USA. 
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− Pumplun, Luisa; Wagner, Amina; Olt, Christian M.; Zöll, Anne; Buxmann, Peter (2022): 

Acting Egoistically in a Crisis: How Emotions Shape Data Donations. In: Hawaii 

International Conference on System Sciences (HICSS), virtual conference, USA. 

− Zöll, Anne; Olt, Christian M.; Buxmann, Peter (2021): Privacy-Sensitive Business Models: 

Barriers of Organizational Adoption of Privacy Enhancing Technologies. In: European 

Conference on Information Systems, Marrakesh, Morocco. 

The following Chapter 2 outlines fundamental theories and psychological and cognitive 

concepts that this dissertation implements in theory development. All publications from Table 

1 follow beginning with Chapter 3 (page 14). In Chapter 8 (page 111), the dissertation 

concludes with a discussion of the overall findings, future research opportunities, and final 

remarks. 
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2 Research Context and Theoretical Positioning of the Dissertation 

This chapter introduces the fundamental theories on which this dissertation is built: security 

awareness, protection motivation theory, and privacy calculus. After establishing these 

fundamentals, the second section introduces further psychological and cognitive concepts that 

the five research papers adopt to extend the fundamental theories. 

2.1 Background on Fundamental Theories 

This subsection covers three fundamental areas of theoretical background related to the research 

papers that are included in this dissertation. These theories have been established and well tested 

by scholars in the disciplines of information security and information privacy. Table 2 

summarizes the core concepts that are part of the following fundamental theories. 

Theoretical Concept Short Summary 

Security Awareness A person’s knowledge on risks to her/his information security and privacy and advised 

technical or behavioral responses for mitigation. 

Threat Appraisal A person judges the likelihood of a security or privacy incident (susceptibility) and the 

potential harm of such an incident (severity). 

Coping Appraisal A person assesses a potential/advised technological or behavioral response to the 

threat. This encompasses the effectiveness and costs to perform the response plus the 

person’s own necessary skills. 

Privacy Concern The concern about risks pursuant to providing personal information to a software or 

another party (i.e., service provider). 

Privacy Calculus A person makes a trade-off between personal benefits and privacy risks that arise from 

using a software or online service and thus transmitting personal information. 

Table 2. Theoretical Concepts Covered by Fundamental Theories. 

2.1.1 Security Awareness 

For individuals who handle sensitive data and IT systems, becoming and remaining aware of 

risks related to data and information systems is the first step in achieving conscious secure 

behavior (Bulgurcu et al. 2010). Security awareness refers to the knowledge that an individual 

possesses regarding the objectives of information security (Siponen 2001). In particular, this 

knowledge leads to a consciousness of problems related to information security as well as 

understanding strategies for handling those problems (Dinev and Hu 2007). Security awareness 

is thus a two-dimensional concept: (1) knowledge of security risks and (2) knowledge of options 

to mitigate security risk (Bulgurcu et al. 2010; Dinev and Hu 2007). Such knowledge is usually 

context-dependent. On the one hand, end-users who are situated in the self-reliant setting of 

information security risks and risk mitigation need to appraise their personal risk and capability 
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to act appropriately (Boss et al. 2015; Dinev and Hu 2007). On the other hand, employees (as 

end-users within organizations) need to be aware of the behavioral requirements promoted by 

their employer. Organizations regularly convey these information security policies in security 

education and training awareness (SETA) programs conveying such requirements (Haeussinger 

and Kranz 2013; Lebek et al. 2014; Posey et al. 2015). 

The effect of a high level of security awareness is similar in both private and organizational 

contexts. Individuals who are aware of security risks and appropriate behavior for mitigation 

have a more positive attitude toward such security-enhancing behaviors. For instance, this leads 

to end-users who are more likely to adopt anti-spyware software (Dinev and Hu 2007). In 

addition, employees’ policy compliance, as important security-related behavior in the 

workplace, is also determined by employees’ awareness of such policies (Bulgurcu et al. 2010; 

Haeussinger and Kranz 2013) as well as the consequences of compliance or non-compliance 

(D'Arcy et al. 2009; Lowry et al. 2015). Regarding decision makers in organizations, the 

influence of security awareness has not yet been empirically evaluated, an area to which Paper 

D: Senior Executives’ Information Security Awareness contributes. 

2.1.2 Protection Motivation Theory and the Technology Threat Avoidance Theory 

Protection motivation theory (PMT) is a widely applied theory for explaining and predicting 

individuals’ protective behavior against personal threats (Floyd et al. 2000). In particular, this 

includes information security threats in self-reliant settings (Boss et al. 2015; Crossler 2010; 

Crossler and Bélanger 2014; Lee et al. 2008) as well as organizational settings (Herath and Rao 

2009; Ifinedo 2012; Zahedi et al. 2015). In addition, technology threat avoidance theory 

(TTAT) resembles PMT and adopts its core concepts while adapting them to the particular 

context of information security (Liang and Xue 2009, 2010). The core of both PMT and TTAT 

entails two cognitive processes. First, individuals appraise a threat to information security, 

namely their susceptibility to that threat and the severity of the security incident (Boss et al. 

2015; Johnston and Warkentin 2010; Liang and Xue 2009). As soon as a security threat seems 

to be a great risk, individuals begin looking for options to mitigate or avoid that risk by adopting 

a technological countermeasure or performing a protective behavior (Boss et al. 2015; Liang 

and Xue 2010). This so-called coping appraisal constitutes three facets: the expected 

effectiveness of the response, its cost in terms of financial expense or required effort, and the 

skills and personal abilities (in terms of self-efficacy) required to perform the response 

(Anderson and Agarwal 2010; Boss et al. 2015). 
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2.1.3 Privacy Concerns and the Privacy Calculus 

Information security and information privacy are two closely related but distinct concepts 

regarding the risks that individuals consider when using software and online services (Smith et 

al. 2011). While threats to information security jeopardize the confidentiality, integrity, and 

availability of data and services (also known as the CIA goals), information privacy deals with 

the expected use (and misuse) of personal information by a service provider (Conger and 

Landry 2008; Smith et al. 2011). Hence, information privacy concerns emerge pursuant to the 

use of a software or online service that collects and processes personal information. These 

concerns are related to the possible risks that such information disclosure provokes (Dinev and 

Hart 2006). These risks stem either from the unintended secondary use of disclosed information 

by the provider or from unauthorized access by a third party (Malhotra et al. 2004; Smith et al. 

2011). If individuals are concerned that their personal information is at risk in this way, this 

expectation hinders their willingness to further use the software or service provided (Krasnova 

and Veltri 2010; Nikkhah and Sabherwal 2017a). 

In order to understand and determine individuals’ behavioral reactions when they perceive 

privacy concerns, privacy calculus theory suggests that individuals make a rational trade-off 

between costs and benefits before they share their information with a provider (Dinev and Hart 

2006; Smith et al. 2011). When the expected benefits of using a software or online service 

outweigh the privacy concerns, the individual considers using the service and discloses 

information. Otherwise, individuals refrain from such usage (Dinev and Hart 2006; Smith et al. 

2011). 

2.2 Psychological and Cognitive Concepts Extending the Fundamental Theories 

This subsection discusses the psychological and cognitive concepts that this dissertation covers 

regarding theoretical background related to individuals’ information security and privacy 

behavior. These concepts advance the research area in that they shed light on new contexts and 

create connections between previous findings that hitherto were deemed contradictory. 

2.2.1 Security Fatigue and Ego Depletion 

Security fatigue is a negative emotional state caused by individuals’ cognitive exhaustion 

related to measures that should raise security awareness and behavior, such as behavioral 

recommendations and security guidelines (Coopamootoo et al. 2017; Furnell and Thomson 

2009; Stanton et al. 2016). The affective symptoms reported by end-users revolve around 
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frustration and hopelessness (Stanton et al. 2016). In addition to paper A, Cram et al. (2021) 

theoretically and empirically investigated the causes and effects of security fatigue with regard 

to security-related end-user behavior. In essence, end-users’ security fatigue stems from the 

depletion of the cognitive resources that are required to assess information about security risks 

and proposed responses (Cram et al. 2021; Furnell and Thomson 2009). As the theory on ego 

depletion suggests, continuous cognition consumes finite mental resources that can be depleted 

(Muraven and Baumeister 2000). Such consumption occurs particularly when individuals 

decide to act against their intuition (Baumeister et al. 1998), which is often the case with 

security-related decisions. The consequence of this mental state of resource depletion is that 

individuals refrain from further decision-making until they have replenished their cognitive 

resources. They act more passively and are likely to ignore subsequent message cues 

(Baumeister 2002; Vohs et al. 2008) – in the context of this dissertation, security 

recommendations and guidelines. The empirical validation of this theoretical framework is the 

main contribution of Paper A: Cause and Effect of Security Fatigue. 

2.2.2 Goal Striving and Goal Conflicts 

Goal setting and goal striving are forms of individual cognition and activities that serve as an 

important theoretical lens with which to explain individuals’ usage behavior (Carver and 

Scheier 2000; Locke and Latham 2002). In particular, people’s underlying goals need to be 

considered with regard to adoption intentions towards new software (Bagozzi 2007). Regarding 

the pursuit of information security, the underlying goal is to circumvent malicious security 

incidents that impair at least one of the CIA goals. In addition, this dissertation considers 

maintaining information privacy as a second goal for which individuals strive. As information 

security and privacy are closely related (see section 2.1.3, page 10), this distinction is valuable 

in that it helps better understand those cases in which information security and privacy stand in 

conflict. Such a conflict arises in all situations in which individuals use cloud-based software 

or services (i.e., software as a service) which transfers the accountability of information security 

to the service provider (e.g., cloud storage or office software). In such scenarios, individuals 

agree to incur privacy risks because they need to disclose personal information to the provider. 

The consequence of such conflicting goals can be disengaging from pursuing a goal (Wrosch 

et al. 2003). Hence, individuals would disengage from the goal of maintaining information 

security. An empirical investigation of this theoretical lens is the major contribution of Paper 

B: The Tension Between Information Security and Privacy when Avoiding Threats. 
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2.2.3 Discounting Information and Herding Behavior 

When individuals form usage decisions, they elaborate on information they acquire – for 

example, the risk of falling victim to an information security incident or suffering from an 

invasion of privacy (Malhotra et al. 2004; Smith et al. 2011). Other information might be the 

benefits of using a certain software or service or the effectiveness of a security-related 

behavioral response (e.g., changing passwords after a data breach) (Boss et al. 2015; Johnston 

and Warkentin 2010). Yet, individuals are also likely to discount such acquired information, 

particularly if the information is uncertain (Sun 2013) and thus potentially incomplete or 

flawed. Such a situation leads to two outcomes that are revealed in information security and 

privacy research. First, herding theory suggests that the information that individuals possess is 

less important in their decisions compared to information that other users possess (Sun 2013). 

Thus, previous theories that assume rational decisions based on one’s own information (e.g., 

PMT or privacy calculus) have limited validity in the event of uncertainty. Second, individuals 

consider external cues; in particular, they observe others’ behavior and infer the reasons for 

those others’ decisions (Rao et al. 2001). Individuals thus discount their own information and, 

at the same time, make decisions based on others’ behavior. They perform herding by following 

other people’s actions. Advancing behavioral models of privacy-sensitive technology adoption 

by including this concept is the main contribution of Paper C: Continuance of COVID-19 

Tracing Apps as Privacy-Invasive Information Systems. 

2.2.4 Psychological Ownership of Information and Data 

Psychological ownership is a concept of self-derived perceived ownership over tangible or 

intangible targets (Duncan 1981; Pierce et al. 2001), meaning that individuals experience a 

feeling of possession with the sense of an extension of their selves. Hence, the ownership target 

functions as self-expression and creates a sense of belongingness (Dittmar 1992; Webb and 

Sheeran 2006). The effects of psychological ownership can be both positive and negative. For 

example, citizenship, experienced responsibility, personal sacrifice, and stewardship are 

positive outcomes of psychological ownership. In contrast, defiant behavior, such as 

territoriality or general stress and frustration in the event of manipulation, are negative 

outcomes (Pierce et al. 2003; Vandewalle et al. 1995). This perception of psychological 

ownership is also a valid concept in the context of information and data that individuals handle, 

as it determines security-related usage decisions (Anderson and Agarwal 2010; Menard et al. 

2018) and privacy-related information disclosure (Cichy et al. 2014). With regard to 

information security and protective behavioral responses, psychological ownership of data is a 
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catalyst for increasing the effort that individuals are willing to expend in order to strengthen 

their own security-related actions (Menard et al. 2018). In terms of disclosure decisions and in 

the interest of information privacy, strong feelings of ownership dampen willingness to use 

possibly privacy-invasive software or services (Cichy et al. 2014). This dissertation considers 

psychological ownership of data in both the self-reliant and the organizational setting of end-

users in one joint empirical study conducted and published in Paper E: Psychological 

Ownership and Protective Behavior. 
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3 Paper A: Cause and Effect of Security Fatigue 

Title Weary of Watching out? – Cause and Effect of Security Fatigue 

Authors Olt, Christian M. 

 Mesbah, Neda 

Published in European Conference on Information Systems, Stockholm, Sweden (2019). 

 

Abstract 

Research on IS security behavior regularly identifies individuals’ personal characteristics as 

the reason why users refrain from adequate safeguarding techniques and ignore recommended 

security responses. This study aims to extend this body of literature, and sheds light on the 

concept of security fatigue: hereby, users receive numerous message cues reporting recent 

security risks and recommending certain response behaviors. However, instead of fostering 

awareness among individuals, users are too exhausted to follow these security 

recommendations. This setback may result in a lack of adequate response behavior and 

personal information systems being vulnerable to future threats. This paper builds on the theory 

of self-regulation, which is essential for successful risk avoidance behavior, as well as the 

concept of ego-depletion resulting from a high amount of self-regulatory activities. A 

measurement instrument for security fatigue is adopted, based on self-regulatory theory. 

Perceived information overload and locus of control are further tested to determine the level 

of security fatigue. In two consecutive online surveys, we pre-test the validity of the context 

adapted scales. Conducting a follow-up study to validate our conceptual research model, we 

conclude that subjective information overload is the most critical cause of security fatigue and 

a lack of adequate security behavior. 

 

Keywords: Security Fatigue, IS Security Behavior, Self-Regulation, Ego-Depletion.  
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3.1 Introduction 

Using information technology (IT) such as mobile devices or personal computers in the very 

diverse online world is not a sole benefit for individuals but also a burden (Hu and Dinev 2005). 

As soon as users are in touch with IT devices and online services, information security plays a 

significant role in preventing threats from causing harm to the individual. Indeed, the 

development of technical solutions such as anti-malware or firewalls is supposed to assist users 

in protecting their personal data. However, in many cases, users still need to make security 

decisions regarding “Which password is safe?”, “Which anti-malware should I buy and 

install?”, “Is it necessary to lock my phone with a passcode?”. Even more burdensome is the 

fact, that security recommendations change over time since new security risks relentlessly arise 

every day1. 

To address this challenge, scholars explore the antecedents of usage behavior in the field of 

protecting information security. Such antecedents explain why individuals refrain from 

adequate security solutions even though they perceive a high security risk (Lebek et al. 2013; 

Lee and Larsen 2009; Zahedi et al. 2015). Beyond that, research on information system (IS) 

security behavior should especially integrate new behavioral approaches to explore to what 

extent human nature determines IS security (Mou et al. 2017). For example, social influences 

such as subjective norms can give valuable insight (Ifinedo 2012). 

In the past, the phenomenon of security fatigue was reported mainly by online media (Franklin 

2018; NIST 2016) as well as some researchers (Coopamootoo et al. 2017; Furnell and Thomson 

2009; Stanton et al. 2016). They find that internet users show symptoms of cognitive exhaustion 

when being confronted with news about security issues and related recommendations on how 

to respond adequately. One prominent qualitative study about security fatigue was conducted 

by Stanton and colleagues. They present findings from 40 semistructured interviews among 

internet users, to what extent they are aware of security advice being given. They conclude that 

users are likely to ignore further recommendations since they “are tired of being overwhelmed 

by the need to be constantly on alert” (Stanton et al. 2016, p. 28). Against this very limited 

background of IS research on security fatigue or related concepts, we extend the knowledge of 

behavioral IS security research by developing a theoretical framework that incorporates causes 

of security fatigue and its effects on secure behavior. 

 
1e.g., development of different online banking authentication techniques (TAN, iTAN, mTAN). Users may be unaware which 

method is considered ‘secure’ at the moment. 
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The theoretical basis we suggest to explain the symptoms of security fatigue is ego-depletion. 

With this, the continuous decision making has a detrimental impact on subsequent volitional 

self-regulation (Baumeister et al. 1998). As we will explain, self-regulation is a cognitive 

process (Carver and Scheier 1982, 2000) which is closely tied to risk avoidance behavior in the 

IS security context (Liang and Xue 2009). Thus, our first question that we answer is: 

RQ1: Does security fatigue, as specific form of ego-depletion, lead to riskier security decisions 

regarding not responding appropriately to security recommendations? 

Additionally, we investigate which underlying causes promote the detrimental effect of security 

fatigue. Therefore, we rely on related literature and identify two causes of security fatigue as 

specific form of ego-depletion. Within the scope of this study, these causes are the perceived 

information overload as well as the lack of personal experience in successfully controlling IS 

security risks by following security recommendations. Therefore, we adhere to the related 

literature and investigate a possible lack of internal locus of control as the second cause for 

security fatigue. This leads us to our second question: 

RQ2: Do the presumed causes of security fatigue promote and reduce security fatigue? 

Our study aims to shed light on the cognitive processes behind security fatigue. Therefore, we 

first introduce the theories of self-regulation and ego-depletion to behavioral IS security 

literature. Second, we test if security fatigue, conceptualized as security-related ego-depletion, 

is indeed responsible for users’ ignorance of security recommendations. Third, we elaborate on 

two possible antecedents of security fatigue and therefore propose two possible causes why 

users are impaired by security fatigue. 

To support our theoretical reasoning, we conduct two quantitative surveys among internet users. 

Thereon, we discuss our results and present our theoretical contribution as well as practical 

implications. 

3.2 Conceptual Background of Security Fatigue 

“Security fatigue” is not only a term that has rarely been studied by IS researchers. Also, the 

conceptual background of security fatigue is not very clear. We presume that this might be the 

reason why empirical research on security fatigue or related concepts is quite sparse. We could 

only identify one qualitative study among end-users of IT devices. The results show that users 

are often in the situation in which they are weary of being told to use strong passwords, update 

operating systems or to pay attention not to fall victim of fishing emails (Stanton et al. 2016). 

Thus, users are getting overwhelmed by security-related information and therefore reach a 
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cognitive saturation point beyond which they are desensitized against these security 

recommendations (Furnell and Thomson 2009). 

Furthermore, situations in which individuals are “bombarded with messages about the dangers 

lurking on the Internet” (Stanton et al. 2016, p. 26), as well as recommendations on how to 

protect against those threats without proper understanding, lead to a perception of losing control 

over performing necessary protective steps (Stanton et al. 2016). Hence, the amount of 

information which is supposed to raise the users’ IS security awareness that ultimately leads to 

more secure IS usage behavior has reached a tipping point. Instead of creating awareness of 

security threats and protective measures, information beyond this tipping point leads to 

cognitive exhaustion which inhibits further IS security behavior. 

In the following, we present to what extent the concept of self-regulation is a cognitive process 

inherent to IS security decisions. We furthermore extend this understanding by using the theory 

of ego-depletion that draws a line beyond which the necessary resources for self-regulatory 

behavior are exhausted. 

3.2.1 Self-Regulation 

Baumeister and colleagues define the concept of self-regulation as the “self's ability to control 

its own thoughts, emotions, and actions“ (Baumeister et al. 1994). When individuals override 

their initial responses (e.g., they restrain their impulses and resist temptation) guided by some 

higher order goal, this controlling ability thus falls under the concept of self-regulation 

(Baumeister 2002; Carver and Scheier 2000). 

Regarding the context of IS security research, the cognitive process of perceiving security risks 

as well as choosing among available protective safeguards can be understood as part of human 

decision making. As Lebek et al. (2014) present in an extensive literature review, the most 

widely used behavioral theories to predict behavioral intentions protecting oneself against 

security risks are the Theory of Reasoned Actions, the Theory of Planned Behavior, as well as 

Protection Motivation Theory, and the Technology Acceptance Model. Against this 

background of these behavioral theories applied to the context of IS security behavior, Bagozzi 

(2007) states that those theories indeed include multiple facets that individuals consider when 

making IS usage decisions (i.e., perceived ease of use or perceived usefulness of a software or 

online service). However, these perceptions do not necessarily result in behavioral usage 

intentions or actual usage behavior: Bagozzi (2007) postulates that the cognitive process of self-

regulation is the key for understanding why individuals are able to consciously override their 
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original desires in order to attain higher order goals. Self-regulation thus depicts the cognitive 

steering process which enables individuals to control their own behavior, and overwrite 

intuitive actions (Maes and Gebhardt 2000). 

Adopting a safeguard behavior to avert certain security risks is an act with no immediate 

benefit. Instead of enhancing someone’s productivity or effectiveness, the success of protecting 

information security is only present as long as no security incident has occurred (Lee and Larsen 

2009). Indeed, Brakemeier and colleagues show that users of IT devices tend to seek immediate 

benefits since users are not able to evaluate the potential risks inherent to adopting an online 

service (Brakemeier et al. 2017). Thus, following security recommendations as well as choosing 

among various safeguards (e.g., deciding for the ‘best’ backup strategy of personal files) is not 

the intuitive behavior that users show but rather a necessity. To conclude, perceiving security 

risks as well as choosing an available safeguard should be understood as the result of self-

regulatory decision making. 

3.2.2 Ego-Depletion 

The theory of self-regulation postulates that self-regulatory processes are only possible at a 

certain cost. Every single effortful act to self-regulate consumes a kind of cognitive resource 

which is only available in a limited amount (Muraven and Baumeister 2000). It is thereby 

possible that continuous self-regulatory behavior depletes this cognitive resource when the 

recovery or replenishment is not possible. This cognitive state of exhaustion is known as ego-

depletion (Baumeister et al. 1998). 

As part of self-regulation, individuals frequently need to make certain decisions (i.e., choosing 

among alternatives that allow overriding a tempting behavior). Hereby, researchers distinguish 

between the decision-making and the self-regulatory action. As a result of a series of 

experiments, Baumeister and colleagues find that the cognitive effort of decision-making 

reduces the mental resources of the subjects as well (Baumeister et al. 1998). As a consequence, 

the cognitive resources which are necessary to enact self-regulation are consumed by the 

decision-making processes entailed in self-regulation. 

However, the researchers also find evidence in a second experiment that individuals who are in 

the state of ego-depletion will consequently avoid further decision making (Baumeister et al. 

1998). Especially when decision making involves weighing information about available 

options, individuals require mental resources which are consumed by the effort of decision-

making. As a result, ego-depleted individuals are avoiding consecutive decisions and are 
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reluctant to make choices among alternatives. Hence, they behave more passively and 

impulsively which affects their subsequent behavioral responses to external stimuli (Baumeister 

et al. 1998; Baumeister 2002; Muraven and Baumeister 2000; Vohs et al. 2008). 

In the context of IS usage, we conceive insecure behavior without further consideration of 

secure alternatives (e.g., using a mobile tan for e-banking without validating the bank account 

number and amount of the transaction) as a tempting initial response. When individuals act 

under ego-depletion, the ability to override this temptation diminishes. We adopt the concept 

of ego-depletion as a consequence of continuous decision making which is caused by cognitive 

resources being exhausted and depleted. Thus, we conceptualize security fatigue as a state of 

reduced ability to self-regulate, caused by a high amount of security-related decisions that had 

been made in the recent past. We hereby base our understanding of security fatigue on ego-

depletion literature. Within the context of IS security behavior, we further elaborate to what 

extent the concept of self-regulation is able to explain human risk aversive behavior. 

3.3 Hypotheses Development 

In this chapter, we first draw on related concepts that are presumed to influence individuals’ 

risk aversive behavior (RQ1). Next, we will continue with the proposed antecedents of security 

fatigue (RQ2) as the study’s second research objective. 

3.3.1 The Effect of Security Fatigue on Risk-Avoidance Behavior 

The field of social psychology explains how ego-depletion manifests in human behavior when 

individuals are averting general risks (e.g., Fischer et al. 2012). In the context of IS security 

behavior, we understand the cognitive process of self-regulation as key for adopting further 

security measures in order to gain a higher level of protection which is impeded when 

individuals experience security fatigue. Especially in case of IS security measures which have 

no inherent benefit for the user (Lee and Larsen 2009) (e.g., using complex passwords, locking 

the PC or installing security updates), we postulate that self-regulation is the predominant 

cognitive process. As such, individuals are overriding their propensity of avoiding the effort 

that protective behavior entails, even though it should reduce the risk of falling victim to a 

security incident. Deciding to implement a safeguard thus conforms to risk-averse intentions 

and behaviors. 

This theoretical reasoning of self-regulation as the underlying cognitive process of risk 

aversion, and therefore IS security behavior, is furthermore supported by the Technology Threat 
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Avoidance Theory (Liang and Xue 2009). Hereby, the authors Liang and Xue ascertain that 

security behavior functions as a self-regulatory process. The core idea is that security threats 

act as a disturbance in the individual’s perceived information security. For example, individuals 

might ascertain that their spontaneous IS usage intention (e.g., creating an online account using 

the same password as usual which is easy to remember) might comprise the risk of unauthorized 

access by some third party. A second example would be that some external influence (e.g., 

disclosure of a large database containing account data and passwords) increases the security 

threat level. These disturbances of information security let individuals make decisions based on 

the available information about either the new risk or a new recommendation on how to behave 

securely. This decision making ultimately leads to a behavioral change in terms of security risk-

avoidance behavior in order to regain a sufficiently secure state (Liang and Xue 2009) such as 

assigning a password which meets certain security requirements. 

To elaborate on the effect of ego-depletion on subsequent risk-avoidance behavior, we follow 

the findings from the psychologists Fischer and colleagues. They investigate the impact of 

available self-regulatory resources on subsequent risk-taking decisions. Especially in scenarios 

where proactive choices for risk avoidance are necessary, risky behaviors reflect the failure of 

successful self-regulation. In a general matter, most unhealthy (and thus risky) behaviors such 

as drinking alcohol are caused by impulses or temptation (Fischer et al. 2012). In line with ego-

depletion theory, the cognitive act of weighing pros and cons of risk-avoiding alternatives 

further increases the state of ego-depletion and therefore reduces the individual’s ability to self-

regulate (Vohs et al. 2008). In the context of IS security behavior research, this implies that the 

concept of ego-depletion (impaired ability to self-regulate) can explain the negative effect of 

security fatigue on subsequent risk avoidance. Hence, ego-depletion leads to risky behaviors 

even though aversive options, such as following given security recommendations, are available. 

Within the context of IS security behavior, we extend the concept of self-regulatory risk 

avoidance (Liang and Xue 2009) and therefor base our understanding of security fatigue on 

ego-depletion literature (Baumeister et al. 1998; Fischer et al. 2012; Vohs et al. 2008). Hence, 

our first hypothesis is that individuals having a high level of security fatigue are limited in their 

ability to process further security-related information. Thus, they have low intentions to follow 

security recommendations. 

H1: Security fatigue is negatively related to behavioral intention to follow security 

recommendations. 
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3.3.2 Further Predictors of Risk-Avoidance Behavior 

In order to further elaborate on the response behavior of following security recommendations 

(RQ1), we draw on IS literature to include the initiating antecedents of risk avoidance into our 

research model as depicted in Figure 1. As soon as security-related information is presented to 

individuals, the underlying concept that promotes the intention of risk avoidance is perceiving 

a security risk as sufficiently harmful to the individual (Lee et al. 2008). Only if this is the case, 

individuals become motivated to look out for and evaluate information related to possible 

countermeasures to avert these risks. In essence, the perception of security risks is necessary to 

commence the self-regulatory process of risk avoidance (Liang and Xue 2009). 

 

Figure 1. Research Model. 

The risk of falling victim to some IS security threat (e.g., unauthorized access to personal data 

and subsequent misuse of information) is usually depicted as a function of an information 

system’s susceptibility to a threat as well as the severity in case of the incident (Johnston and 

Warkentin 2010). When individuals begin weighing pros and cons of following a security 

recommendation, the risk level which emanates from a perceived security risk is compared to 

the probability that a possible safeguarding behavior can be applied in an effective and efficient 

manner (Mou et al. 2017). Since risk perception is imperative for the self-regulatory risk 

aversion process to begin, we comprise this as an antecedent of intention to follow security 

recommendations in our research model as below: 

H2a: Perceived susceptibility of falling victim to security risks is positively related to 

behavioral intention to follow security recommendations. 

H2b: Perceived severity in case of a security incident is positively related to behavioral 

intention to follow security recommendations. 
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3.3.3 Antecedents of Security Fatigue 

In this section we will draw attention on two aspects that might be responsible for causing a 

sufficiently high level of security fatigue, so that individuals suffer from ego-depletion and thus 

remain threatened by security risks (RQ2). 

Perceived Information Overload. First, we elaborate on the concept of information overload 

to gain a deeper understanding of how security fatigue arises and how it can be reduced. 

Information overload is often interpreted as “receiving too much information” (Eppler and 

Mengis 2004). However, the construct should be used in more distinctive contexts such as 

cognitive overload, sensory overload or communication overload (Eppler and Mengis 2004). 

We focus on the terminus of cognitive overload and adhere the understanding from Schneider 

(1987) who observes various information attributes to be responsible for exceeding the capacity 

of information being processed effectively. These attributes are categorized as follows: 

uncertainty, ambiguity, novelty, complexity, and intensity of information (Schneider 1987). 

This diversity of information attributes shows that it is not sufficient to solely rely on the 

frequency or the number of security recommendations that are given to individuals. Especially 

the dimension of ambiguity is relevant in the context of security fatigue. Ambiguity means that 

information can be interpreted in different ways (Schneider 1987). As Furnell and Thomson 

(2009) point out, individuals often need to decide if security messages they receive are actually 

relevant to their current state of security. If the available security information is ambiguous, 

such a decision is harder to make. 

The second facet of information overload research is the distinction between objective 

information load in terms of the amount of information and the subjective perception to be 

overloaded by information. Individuals usually differ in their capacity to process information 

what leads to different levels of being overloaded, even if the information exposure is identic 

(Chen et al. 2009; Grisé and Gallupe 1999). We argue that the perceived information overload 

pushes individuals to their limit to make security decisions. As a result, they may suffer from 

the effects of security fatigue what we conceive as ego-depletion. Thus, individuals perceiving 

information overload are impaired in their self-regulatory behavior which is necessary for 

subsequent risk-avoidance behavior. 

In the context of social network usage, Lee et al. (2016) further find information overload to be 

a strong predictor of being cognitively exhausted. This argument is moreover in line with the 

qualitative research of Stanton and colleagues who state that “users are tired of being over-

whelmed by […] all the measures they are asked to keep themselves safe” (Stanton et al. 2016, 
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pp. 28-29). Therefore, we expect that perceived information overload caused by security 

recommendations and security fatigue are two concepts which are interwoven: 

H3: Perceived information overload is positively related to security fatigue. 

Internal Locus of Control. The second cause which has been found in user interviews to 

increase security fatigue is that individuals start to doubt that following security 

recommendations will actually make them more secure (Stanton et al. 2016). This disbelief is 

caused by the fact that following security recommendations does not show a direct benefit (Lee 

and Larsen 2009). Therefore, individuals are not able to create a link between their risk-aversive 

actions and actual success in effectively averting security threats (Furnell and Thomson 2009). 

The concept of internal locus of control depicts the degree to which individuals are convinced 

that they are able to control their environment by their own actions (Ajzen 2002). In the context 

of IS security behavior, a high degree of internal locus of control resembles the expectation that 

following security recommendations is sufficient and effective to protect against security 

threats successfully (Ajzen 2002). In an experiment, Bandura and Wood (1989) test the effect 

of internal locus of control on the subsequent ability for self-regulation. They find that the 

personal experience of successfully controlling the environment by the own action increases 

the level of internal locus of control. 

Bandura and Wood (1989) furthermore demonstrate that individuals who believe that 

environmental events are under their personal control (high internal locus of control) are 

generally more committed to exercise this personal control. As Bandura and Wood (1989) 

explain, this commitment is also present in self-regulatory mechanisms. Therefore, a higher 

locus of control enables people to draw on further resources to self-regulate their own behavior. 

Since we conceptualized security fatigue as specific form of ego-depletion (depletion of 

resources that are necessary for self-regulation), an increase in these resources resembles a 

mitigation of ego-depletion and as such, security fatigue. 

For the context of IS security behavior, it follows that individuals who believe that their past 

security-related actions were successful in avoiding security threats (e.g., avoiding identity theft 

by using passwords of high complexity) will likely be less prone to security fatigue. Therefore, 

we conclude this argument in the following hypothesis: 

H4: Internal locus of control is negatively related to security fatigue. 
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3.4 Methodology and Empirical Study 

To empirically test our research model and hypotheses, we conducted two consecutive online 

surveys based on a hypothetical scenario. Since we could not draw on an operationalization of 

variables which have previously been applied to the IS security context, neither for security-

fatigue nor ego-depletion, we conducted a pre-test study to evaluate the reliability and validity 

of a scale which we adopted from the ego-depletion literature. For the same argument, we 

included scales for perceived information overload as well as internal locus of control in the 

pre-test. Hence, we pre-test the simplistic model of only the constructs of security fatigue, 

perceived information overload, and internal locus of control (Figure 2). Based on the results 

of this pre-test, we were able to validate and refine the scales we adopted to develop an 

operationalization of the security fatigue variable and its influencing factors. Thereafter, we 

conducted a follow-up survey to test our conceptual research model presented in Figure 1 and 

to investigate the causes of security fatigue and its impact on the intention to follow security 

recommendations. 

 

Figure 2. Pre-test model for Perceived Information Overload, Internal Locus of Control and Security 

Fatigue. 

Scenario. In both surveys (i.e., pre-test and follow-up), we presented the participants the same 

hypothetical scenario in which they should imagine that their personal computer shows a high 

risk of being infected with a virus. Within the scenario, a message displayed on the computer 

advised to take three steps in order to regain a secure environment: disinfect the computer using 

a specific anti-virus software, installing new updates, and finally changing passwords for all 

recently used online accounts. Therefore, we put the participants in a security related mindset. 

Using a hypothetical scenario is a common approach in the IS behavioral research to be able to 

measure potential socially undesirable behavior (Siponen and Vance 2010), such as behaving 

insecurely or disregarding a security advice. 

Furthermore, there are three main reasons for choosing the context within the above scenario: 

(1) The threat and recommendation should feel familiar to most users so that every user can 

draw on her personal experiences and everyday life, (2) the security message directly affects 
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the user’s computer and data stored thereon in contrast to a general news message on some 

online media website, and (3) the message contains specific recommendations for actions which 

enable the participants to form subsequent intentions to follow. 

Sample Acquisition. For the initial pre-test, we obtained our sample using Facebook and 

invited participants by group messages. As for our follow-up study, the participants were 

acquired with the assistance of a market research agency located in Germany. We hereby 

invited participants from a wide age spectrum and did not rely on one homogenous group of 

internet users. Justification for this approach can be found in Lowry et al. (2016). 

Survey Structure. At the very beginning of each online survey, we informed the participants 

on the welcome page that there are no wrong answers, that they should answer honestly, and 

we ensured that all answers will be processed anonymously. This was done to avoid the 

participants to be subject of a common method bias as well as a social desirability bias 

(Podsakoff et al. 2003). Thereafter, we presented our hypothetical scenario of a virus infection 

including three different security recommendations. Based on this scenario, all the main 

constructs of our research model were queried. 

Measurements. To measure security fatigue, we rely on the theoretical relationship to self-

regulation and ego-depletion literature. The underlying mechanism which is involved in the 

process of self-regulation is self-control: whereas self-regulation is defined as the whole process 

of volitional decision making, self-control depicts the ability to perform a specific act of 

initiating or overriding an action (Baumeister et al. 1998). Thus, making and enacting decisions 

encompasses acts of self-control since the individual needs to assert control over prevalent 

responses to attain personal goals. Therefore, the effect of ego-depletion can be depicted as 

reduced self-control capacity (Baumeister et al. 1998). 

For this reason, we adopted the self-control capacity scale from Christian and Ellis (2011) 

which assesses the availability of self-regulatory resources. In the process of adapting the 

original 25 items to the security context, we needed to exclude six items since the content was 

not applicable to the security context (e.g., “This would be a good time for me to make an 

important decision.”). Thus, the remaining set of 19 items resembles the context adapted 

measurement instrument for security fatigue. We report these adapted items in Table 3. 

To quantify the perceived information overload, we lent an information overload scale from 

Goswami (2015). We also adapted items from Levenson (1981) and Rotter (1966) to survey 

internal locus of control. All these items have been adapted to the IS security context of our 

scenario as presented in Table 3. Intention to follow the recommendation has been measured 
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with three items from Venkatesh et al. (2003) which have previously been applied to the 

security context by Johnston and Warkentin (2010). The items for perceived risk have been 

operationalized by adopting items for perceived susceptibility and perceived severity from 

Johnston and Warkentin (2010). All these items have been adapted to the security context of 

our scenario as presented in Appendix A. 

We included the marker variable ‘tendency towards fantasizing’ (O'Guinn and Faber 1989) to 

test if a common method bias is a problem within our sample (Podsakoff et al. 2003) and hereby 

followed the guidelines from Rönkkö and Ylitalo (2011) and Son and Kim (2008). For all 

constructs, we measured the items on a 7-point Likert scale ranging from ‘strongly disagree’ to 

‘strongly agree’. 

3.5 Results 

To begin with, reporting the results of our two consecutive studies, we validate the items for 

security fatigue, perceived information overload and internal locus of control using the PLS 

algorithm as implemented in SmartPLS. Thereon, we validate our conceptual model and 

analyze our data with the structural equation modeling techniques in SmartPLS (Ringle et al. 

2015). This method is especially appropriate to handle small sample sizes (Hair et al. 2016) as 

well as to test early-stage theories (Joreskog 1982). 

3.5.1 Pre-test Survey to Validate Items 

For our initial pre-test to validate the adopted self-control capacity scale (Christian and Ellis 

2011) which we adapted to the context of security fatigue, as well as to validate our adopted 

scales of perceived information overload and internal locus of control, we were able to acquire 

67 participants. In order to ensure that the participants carefully read the questions, all 

participants who completed the survey faster than in five minutes were sorted out. The limit of 

five minutes was determined by a few test runs of the survey (Chen and Zahedi 2016). The 

remaining sample size was 59. Of these 59 participants, 33 were females (55.9%) and 26 males 

(44.1%). The age of the participants was between 19 and 75 years with an average of 35.09 

years. Furthermore, the two major groups of participants were 29 employees and 22 students. 

These groups thus represent the majority in the sample. 
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LoC1 
Whether I become a victim of a cyber-attack or not depends above all 

on my ability to take the right security measures. 
0.485 - 

LoC2 When I make plans to take security measures, I'm sure they'll work. 0.776 0.761 

LoC3 How secure my data is depends on the security measures I take. 0.564 0.795 

LoC4 I can determine exactly what will happen to my data. 0.720 - 

LoC5 I am usually able to protect my data. 0.707 0.740 

LoC6 
If my data is secure, it is because I have taken sufficient security 

measures. 
0.784 0.741 
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) IO1 There are too many different security measures to take. 0.621 - 

IO2 
There is too much information about each security measure that is 

appropriate for each security problem. 

0.766 0.737 

IO3 Information about cybersecurity is difficult to understand. 0.862 0.872 

IO4 The information provided on cybersecurity is not clear. 0.862 0.863 

IO5 Information about cyber security is often repetitive. 0.686 0.738 
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When I am confronted with security measures in the scenario described above,… 

SF1 I feel mentally exhausted. 0.872 0.916 

SF2 it would take a lot of effort for me to concentrate on that. 0.901 0.934 

SF3 I'd rather do something else so I feel better. 0.769 0.789 

SF4 I feel motivated. (reverse) 0.520 - 

SF5 I feel drained. 0.785 0.827 

SF6 I have lots of energy. (reverse) 0.552 - 

SF7 I feel worn out. 0.809 0.840 

SF8 I feel calm and rational. (reverse) 0.636 - 

SF9 I can't absorb any information. 0.695 - 

SF10 I feel lazy.  0.815 0.843 

SF11 I feel sharp and focused. (reverse) 0.717 - 

SF12 I want to give up. 0.868 0.874 

SF13 I feel like my willpower is gone. 0.680 - 

SF14 I'm unfocused. 0.868 0.860 

SF15 I feel ready to concentrate. (reverse) 0.630 - 

SF16 my mental energy is running low. 0.920 0.926 

SF17 this new challenge would appeal to me. (reverse) 0.487 - 

SF18 I wish I could just relax for a while. 0.737 0.773 

SF19 I feel discouraged. 0.809 0.835 

Item Loadings: Org. = original itemsets; Val. = itemsets after validation; ‘-‘ = unreliable item removed 

after scale validation. 

Table 3. Pre-test item loadings of the constructs internal locus of control, perceived information overload 

and security fatigue. 

Scale Validation. To validate the items of our measurement model, we test for convergent and 

discriminant validity of the model and follow the guidelines from Hair et al. (2016) to 

furthermore refine the scales operationalizing security fatigue, perceived information overload, 

and internal locus of control. Convergent validity determines to what extent items of the same 

construct are statistically similar, whereas discriminant validity describes to which extent items 

from different constructs are actually unrelated (Hair et al. 2016). We ensured convergent 

validity by assessing item reliability and therefore reporting the item loadings with their 

respective construct. Thereafter, we report Cronbach's α, composite reliability (CR) and the 

average variance extracted (AVE) (Hair et al. 2016). We begin by checking all loadings from 

the original itemset which we report in Table 3. 
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Items which have a lower loading than the threshold of 0.7 were recursively analyzed and 

removed, if necessary (beginning with the lowest loading), until all items are of good reliability 

of at least 0.7 (Hair et al. 2016). After each removal, we recalculated the loadings for the 

remaining itemsets. Hereby, we followed the approach of Hair et al. (2016) and began removing 

all items from our measurement instruments which have loadings below 0.4. Items with a 

loading ranging between 0.4 and 0.7 were carefully checked. They were only removed when 

the deletion led to an improvement of composite reliability as a measurement of the items’ 

convergent validity (Hair et al. 2016). After completion of this procedure, our measurement 

instrument fulfills the given requirements for indicator reliability. With the remaining sets of 

11 items of security fatigue, four items of perceived information overload, and four items of 

internal locus of control, we continue with the assessment of internal consistency and 

convergent validity of the constructs. We report Cronbach’s α and composite reliability of all 

constructs in Table 4 and conclude that all constructs exceed the threshold of 0.7 (Hair et al. 

2016). Likewise, AVE was above the threshold of 0.5 (Hair et al. 2016) as reported in Table 4. 

Construct Cr. α CR AVE SF LoC IO 

Security Fatigue (SF) 0.964 0.968 0.735 0.858   

Internal Locus of Control (LoC)  0.757 0.845 0.577 -0.245 0.760  

Perceived Information Overload (IO) 0.818 0.880 0.649 0.544 -0.384 0.805 

Cronbach’s α, Composite Reliability, AVE, square-root of AVE (bold), and Construct Correlations 

Table 4. Pre-test results with itemset after validation (n = 59). 

We determine discriminant validity by two requirements. First, the loading of each item on the 

respective construct needs to be greater than the cross-loadings to all other constructs (Bagozzi 

and Yi, 2012). Due to the space limitation, we do not report all cross-loadings in detail. 

However, investigating all cross-loadings, we could assure that all items fulfill this criterion. 

Second, the square root of AVE for each construct needs to exceed the correlation to any other 

construct (Fornell and Larcker 1981). Table 4 reports that all constructs have met this 

requirement within our pre-test. 

We conclude that after removing items as described above (Hair et al. 2016), the remaining 

items and thus constructs show convergent validity as well as discriminant validity. Following 

Hair et al. (2016), this itemset can be applied as a validated scale to measure security fatigue, 

perceived information overload and internal locus of control. 
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3.5.2 Follow-up Study to Validate the Conceptual Model 

To test our conceptual research model and our hypotheses (Figure 1), we conducted a second 

online survey among 161 participants and implemented our validated itemsets for security 

fatigue, perceived information overload and internal locus of control. In order to ensure a high 

quality within the responses, we furthermore included an attention check (Meade and Craig 

2012): one item that asked the participants to tick the box "strongly agree". Only one person 

failed this attention check what leaves us with 160 responses for further analyses. Our resulting 

sample covers 81 female (50.6%) and 79 male participants (49.4%). The age of the participants 

was between 14 and 79 years with a mean of 43.21 years. Regarding the participants’ 

profession, the largest group were employees (42.5%). 

Measurement Model Validation. Before we begin with the analysis of the conceptual model, 

we test the validity of the measurement model. Due to the fact that the validity of our models 

was described and checked in detail in the pre-test section, it should only be mentioned here 

that all requirements for the validation of our measurement model were also tested and fulfilled 

in this study. Thus, reliability and validity have been shown for our model. However, in this 

study, we want to additionally evaluate whether there is a risk of a common method bias 

(Podsakoff et al. 2003). Therefore, we added a marker variable as a predictor for our dependent 

variable, guided by Rönkkö and Ylitalo (2011) and Son and Kim (2008). In our sample, this 

variable has no significant influence on our dependent variable as well as the effects of the other 

independent variables do not change. Hence, we conclude that it is unlikely that a common 

method bias comprises our results. 

Conceptual Model Analysis. In this subsection, we present the results of our conceptualized 

research model. We report the model fit with an SRMR of 0.061 which is well below the cut-

off point of 0.08 and therefore indicates a good model fit (Hu and Bentler 1999). With the help 

of the coefficient of determination R² we can describe how much variance of the dependent 

variables is explained by our research model. Our model explains 23.9% of the variance of 

security fatigue as well as 27.5% of the variance of intention to follow security 

recommendations. As a measure of effect size (Cohen 1992), we rely on f² which shows the 

influence of the (independent) variables on the dependent variables. The f² values show that 

security fatigue has a medium sized effect (Cohen 1992) on intention to follow security 

recommendations. The effect is even stronger than for perceived susceptibility and severity. 

Figure 3 presents the result of our analysis performed by a bootstrapping algorithm with 5,000 

subsamples using SmartPLS (Ringle et al. 2015). All path coefficients and significance levels 
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were in line with our hypotheses. Therefore, we conclude that all our hypotheses H1-H4 are 

supported by empirical data. In order to check whether full mediation or only partial mediation 

prevails by security fatigue, we ran the following post-hoc analysis. Hence, we recalculated an 

extended structural equation model with the direct connections of perceived information 

overload as well as of internal locus of control on intention to follow the recommendation. 

During the validation of this extended model, we noticed a high correlation between 

information overload and security fatigue. Thus, we tested for multicollinearity between the 

constructs by calculating the related variance inflation factors (VIF). With a maximum VIF of 

1.4, all values are well below the cutoff criterion of 5 (Hair et al. 2016). Hence, we presume 

that multicollinearity is not an issue. The results of our post-hoc analysis show that security 

fatigue is a full mediator for perceived information overload and a partial mediator for internal 

locus of control, while all our initial relationships remain significant. 

 

Figure 3. Results of Conceptual Model (n = 160). 

3.6 Discussion and Implications 

Our goal is to investigate how security fatigue can be quantified and what antecedents are thus 

responsible for individuals to refrain from following security recommendations. We hereby 

extend the understanding of IS security behavior as self-regulatory process by the impeding 

force of security fatigue which we conceptualized as a form of ego-depletion in the context of 

processing security recommendations and subsequent decision making. To investigate our two 

research questions, we present empirical evidence that security fatigue is indeed existent among 

internet users and inhibits the process of self-regulatory security behavior. Beyond that, we 

create awareness among senders of security recommendations, that internet users are at risk of 

becoming overloaded by security information and feel themselves out of control when new 

security threats emerge every day. 
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3.6.1 Theoretical Contributions 

Based on our results, we contribute to theory in several ways. First, to the best of our 

knowledge, we are the first quantifying security fatigue among internet users. We hereby build 

on the theory of self-regulation in the context of IS usage (Bagozzi 2007), IS security behavior 

(Liang and Xue 2009), and conceptualize security fatigue as limited risk-avoidance behavior 

caused by ego-depletion (Baumeister et al. 1998; Fischer et al. 2012). To quantify the degree 

of security-related ego-depletion, we derive items from the established scale to measure self-

control capacity (Christian and Ellis 2011). Based on this approach, we validated a 

measurement instrument containing 11 context-adapted items to survey security fatigue. The 

validity and reliability of this instrument is supported by two consecutive online surveys using 

different samples of users. 

Second, we evaluated the effect size of security fatigue on intended security behavior and 

compare this with the effect size emanating from risk perception. Perceiving IS security threats 

as harmful is so far understood as the driving factor for initiating the lookout and decision 

making process on how to react to such threats (Liang and Xue 2009). However, besides risk 

perception, which is the first step in the process of self-regulatory risk avoidance behavior 

(Liang and Xue 2009), security fatigue apparently shows an even greater effect on risk-

avoidance intention (f2 = 0.220) in terms of following security recommendations. Based on 

self-regulatory theory, we believe that security fatigue acts as an inhibitor for the second step 

within the self-regulatory process. Instead of being motivated to start looking for possible 

measures to protect against the risk, individuals are overwhelmed and exhausted by making 

such security decisions and resign in doing so (H1 supported). Hence, security fatigue interrupts 

the process of the self-regulatory risk-avoidance process, even though the security risk is 

perceived as sufficiently harmful (H2a/b supported). 

Third, we tested two antecedents of security fatigue which we derived from literature in a 

conceptual research model (perceived information overload and internal locus of control). We 

have shown that security fatigue is a mediator on intention to follow the security 

recommendation for both antecedents – for perceived information overload a full mediator and 

for internal locus of control a partial mediator. Furthermore, especially the degree of perceived 

information overload caused by past security recommendations has a strong effect on security 

fatigue (H3 supported). Thus, we can confirm that security fatigue is indeed determined by too 

many inconclusive security recommendations. Instead of fostering new insights on how to deal 

with security threats, individuals in our sample are overwhelmed when being confronted with 
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security-related information and reduce the intention to follow security recommendations. For 

this reason, we conclude that typical measures to create security awareness (e.g., Lebek et al. 

2014) are only effective under certain conditions. Following the research stream on information 

overload, we see reason to assume that the usefulness of security recommendations is depicted 

by an inverted U-shaped curve (Schroeder and Benbasat 1975) depending on the current 

information load. This confirms the assumption that individuals reach a cognitive saturation 

point beyond which they are struggling with the security recommendations being given (Furnell 

and Thomson 2009). 

3.6.2 Practical Implications 

Security fatigue is the result of at least two effects which should be of interest for practitioners 

who report new security threats and give recommendations on how to protect against those. 

First, we give reason to focus on the individual when giving such advice. Since being 

overwhelmed by information is of a subjective nature, security recommendations must consider 

the recipient’s capabilities. We suggest not solely to rely on technological aspects such as 

perceived ease of use of a certain security-enhancing software (e.g., anti-malware). Instead, 

information about risks as well as recommended response behavior must be communicated 

precisely to reduce ambiguity and to avoid user’s confusion if the information is actually 

relevant for themselves. 

Furthermore, individuals who perceive a low degree of locus of control also tend to become 

security fatigued (H4 supported). We believe that media is dominated by negative information 

cues about security threats, possible risks, and actual security incidents. It is not surprising that 

users lose faith in those telling them that it is important to run updates, make backups and 

choose strong passwords when there is no general improvement of security in sight. As long as 

individuals do not see the positive effects of what they are supposed to do, they will doubt that 

those security recommendations are actually effective. Therefore, we suggest sending more 

positivistic information and security recommendations to users of information technology. 

Developers of security software could therefor implement message cues that inform the users 

about successful threat aversion. 

3.7 Limitations and Future Work 

Certainly, this study also has its limitations. Since the participants of our two surveys are located 

in Germany, we were not able to account for multicultural differences in our findings. 

Therefore, it would be an opportunity for future research to test the antecedents as well as effect 
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of security fatigue in other cultural environments (Mou et al. 2017). Investigating security 

fatigue as well as antecedents in the context of a hypothetical scenario gives us the means of 

controlling the context of security-related information as well as recommendations being given. 

However, this study does not necessarily replicate real-world conditions. We suggest that in 

future studies, experiments may be conducted to create a more realistic research environment. 

Hereby, especially the influencing factors of perceived information overload and internal locus 

of control could be manipulated between multiple conditions. Also, since our results show an 

R2 of 23,9% for security fatigue, further antecedents that have not been tested here may be able 

to further strengthen the causes of security fatigue. Likewise, we are only able to report the 

individual’s intention to follow a given security recommendation. Even though the behavioral 

intention is commonly regarded as a good predictor of behavior (Ajzen 1991), future studies 

could build on our findings with an experimental design and test actual response behavior. 

One further question would be if security fatigue resembles a short-term effect or a long-term 

effect. It could be interesting to investigate the time span which is required for individuals to 

replenish their cognitive resources necessary for security related decision making. Hereby, the 

authors Coopamootoo et al. (2017) present an experiment in which they observe users in their 

password choice right after being confronted with an online CAPTCHA and report the related 

password strength. We suggest following their example and conduct further (i.e. longitudinal) 

experiments to observe the actual user’s behavior. 

3.8 Appendix 

Intention to 

Follow the  

Recommendation 

(INT) 

INT1 I intend to implement the recommended measures promptly. 

INT2 I predict I will implement the recommended measures promptly. 

INT3 I plan to implement the recommended measures promptly. 

Perceived 

Susceptibility  

(SUSC) 

SUSC1 My computer is at risk for becoming infected with the described virus. 

SUSC2 It is likely that my computer will become infected with this virus. 

SUSC3 It is possible that my computer will become infected with this virus. 

Perceived 

Severity  

(SEV) 

SEV1 If my computer were infected by the described virus, it would be severe. 

SEV2 If my computer were infected by the described virus, it would be serious. 

SEV3 If my computer were infected by the described virus, it would be significant. 

Appendix A. Additional items used within our conceptual model. 
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Abstract 

Despite users of personal IT devices perceive high risks of losing their personal data if their 

devices get lost or damaged, many are reluctant to use user-friendly online services (i.e., online 

backups) to recover from such incidents. We suggest that the reason for this denial are 

information privacy concerns because users need to disclose their personal files to the 

safeguard provider. As safeguarding services promise to reduce the IS security threat of losing 

data, individuals are subsequently tensed between two goals: protecting their data against loss 

(IS security) and their information privacy. To shed light on this goal conflict, our work builds 

on the theory of goal-directed behavior. Based on a quantitative online survey among 446 

participants, we show that privacy concerns impede threat avoidance to prevent data loss. 

Comparing current users and non-users of online backup services, our results confirm that 

provider-related privacy concerns are significantly higher for non-users.  
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4.1 Introduction 

Imagine Claire, being on holiday in a foreign country. Meanwhile, she uses her smartphone to 

take pictures and to write down her experiences and memories. Storing personal information 

on her smartphone without adequate security applications in place, it is conceivable that those 

get lost (Tu and Yuan 2012). Resulting from this situation, Claire feels vulnerable facing this 

semi-catastrophic security threat. Luckily, she heard about the possibility to secure her data 

against loss in an online backup (e.g., Android Backup, iCloud backup or third party apps). As 

soon as her smartphone is connected to a WiFi network, all pictures, her writing and all other 

data stored on her smartphone are uploaded to a safe online storage. Although this online 

backup seems to be effective in protecting her personal data against loss, Claire has second 

thoughts — she is concerned that the provider of the online backup gains access to her private 

data and could subsequently use her information in an unforeseen way (Smith et al. 2011). 

Thus, Claire feels tensed between the chance to protect her data against loss caused by her 

smartphone being stolen or damaged (IS security goal) and the risk that she loses control over 

her data by uploading it to a safeguard provider (information privacy goal). In this vein, the 

question whether privacy or security is the predominant goal arises. Should she nevertheless 

upload her valuable but personal data to this online storage? 

This exemplary decision process of an individual striving to carefully handle her personal data 

demonstrates that security (i.e., availability) and privacy of personal data is not always the same 

side of a coin. Instead, they may stand in conflict. Against this background, prior literature 

addressing IS security behavior is at least limited in two ways. First, using security safeguards 

as well as disclosing personal information to service providers have mostly been understood 

and studied as two independent behavioral aspects of IS usage (Boss et al. 2015; Dinev and 

Hart 2006; Johnston and Warkentin 2010; Lee et al. 2008; Liang and Xue 2009; e.g., Smith et 

al. 2011). IS security research states that threat avoidance behavior in terms of using IS security 

safeguards is mainly determined by the perception of security threats, such as the consequences 

of a stolen personal IT device or hackers infecting an IS with e.g., ransomware and causing 

harm (Liang and Xue 2009). In contrast to this, information privacy research is guided by the 

privacy calculus model (Dinev and Hart 2006) which links privacy concerns to information 

disclosure intentions. As both research streams try to explain antecedents of IS usage behavior, 

a junction of IS security and privacy research is necessary. Only very few scholars bridged 

those research streams, e.g., Zhang et al. (2018), but further examination seems promising. 
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Second, the reluctance of individuals to use available security safeguards is not yet fully 

understood. Past literature has pointed to this lack of understanding why individuals do not 

intend to use a security safeguard even though they perceive a high security threat (Lee et al. 

2008; Zahedi et al. 2015). Beyond that, scholars agree that research on IS security behavior 

needs to integrate new technical and behavioral approaches (Mou et al. 2017). 

Drawing on the theory of goal directed behavior (Carver and Scheier 2000), we postulate that 

privacy concerns resemble a conflicting goal of IS security that provide an explanation why 

individuals still hesitate to use effective security safeguards. Therefore, we investigate the 

tension between privacy and security based on threat avoidance theory (Liang and Xue 2009) 

in the light of using online safeguarding services. Against this background, our study 

investigates the following research questions: 

RQ1: Does protecting IS security stand in conflict to the goal of maintaining information 

privacy when using online safeguarding services? 

RQ2: How does this goal conflict differentiate between users and non-users of those services? 

To accomplish these research goals, we begin with the theoretical background, explaining goal 

driven behavior and its relevance to understand the antecedents of threat avoidance behavior. 

This is followed by the introduction of information privacy concerns as conflict to IS security 

and the development of a research model. To support our theoretical reasoning, we provide 

empirical evidence based on an online survey among 446 smartphone users. As such, our 

research aims to add to IS research by bridging the IS security and information privacy 

literature. Beyond implications for research, we create awareness among security safeguard 

providers to address individual’s privacy concerns. Thus, providers caring for information 

privacy can also be a competitive factor for those who offer solutions to protect security. 

4.2 Theoretical Background 

In this section we provide a theoretical basis for the tension between perceived IS security 

threats and information privacy concerns in the context of threat avoidance behavior. 

Subsequently, we integrate the theory of goal directed behavior (Carver and Scheier 2000) 

along with its underlying goal conflicts (Segerstrom and Solberg Nes 2006) into the theory of 

threat avoidance behavior (Liang and Xue 2009). 
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4.2.1 Security as Avoidance Goal 

Setting goals and striving for goals is an important aspect to explain individuals’ IS usage 

behavior (Locke and Latham 2002). In IS research, the underlying goals that humans strive to 

achieve determine usage intention of technologies (Bagozzi 2007). Goals can be pictured as 

reference values that individuals have in mind and compare against their current state. Hence, 

using an IS changes someone’s current state towards certain goals (Carver and Scheier 2000). 

With regard to IS security behavior and safeguarding personal data, Liang and Xue (2009) 

explain that avoiding IS security threats is a goal as well that determines a cognitive appraisal 

process whether to use a safeguard. For example, being infected by malware is a negative 

reference value which individuals strive to avoid. Thereby, threat avoidance behavior is derived 

from the underlying goal to circumvent a malicious IS security incident (Carver and Scheier 

2000). 

4.2.2 Privacy as Conflicting Goal 

As argued by Conger and Landry (2008) and Smith et al. (2011), information privacy is a 

concept which needs to be distinguished from IS security. Information privacy concerns rather 

deal with the expected use of personal information by a service provider, subsequent to 

disclosing information to that specific provider (Smith et al. 2011) whereby security threats 

jeopardize confidentiality, integrity and availability of data against a possibly unknown source 

(e.g., malware, hackers, fire, unintended manipulation/deletion). For this reason, privacy 

scholars emphasize that IS security measures are indeed necessary to establish information 

privacy but not sufficient (Smith et al. 2011). Therefore, even if a safeguard against security 

threats is effective in reducing a perceived security threat, this does not necessarily imply that 

the user’s information privacy is ensured. 

Using a safeguarding service for the means of reliable protection against security threats on the 

user’s side, as Claire is about to do, this threat avoidance behavior results in a second 

consequence. Usage of safeguarding services comprises personal data being collected, stored 

and processed by the service provider (e.g., Dinev et al. 2006). The very same provider can 

subsequently use this information in an unpredictable manner or even share it with third parties 

(e.g., data-brokers or cooperating firms). This is associated with a worry about organizational 

information practices (Malhotra et al. 2004). Thus, privacy concerns refer to individuals’ 

perceived extent of loss of control over their personal data (Smith et al. 2011). This perceived 

loss is conceptualized as “perceived risks of information disclosure” and has been largely 
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investigated as an impediment of transacting with a provider in general (e.g., Bélanger and 

Carter 2008; Xu et al. 2011) and disclosure intentions in particular (e.g., Krasnova and Veltri 

2010; Nikkhah and Sabherwal 2017a). 

Against the background of IS privacy research, we conceive user’s information privacy as 

second goal which individuals pursue in the context of using IS.  When following the IS security 

goal by using a safeguarding service, personal data would be protected against threats 

concerning the user’s device (e.g., availability of data, in case Claire loses her personal data 

stored on her smartphone) (Liang and Xue 2010). However, using a safeguarding service also 

contradicts the information privacy goal. Hence, a goal conflict arises which results in a 

cognitive tension when individuals try to succeed in both goals (Segerstrom and Solberg Nes 

2006). As a consequence, users disengage their goal pursuit and ultimately in termination of 

the threat avoidance behavior itself (Wrosch et al. 2003). Figure 4 depicts the main idea of 

conflicting goals resulting from an IS security behavior relying on a safeguarding service. 

Notably, the process of goal directed avoidance behavior does not only result in active threat 

avoidance behavior postulated by IS security research (e.g., Liang and Xue 2009), it can also 

lead to disengagement of pursuing the IS security goal. In this case, it is not possible to 

simultaneously achieve the security as well as the privacy goal. To exemplify this tension: using 

a VPN in a public WiFi (protecting confidentiality) implies that the VPN provider reads all 

unencrypted information – thus information disclosure to the service provider is necessary in 

order to secure data. Hence, individuals have two conflicting goals in mind and find themselves 

in an avoidance dilemma. 

 

Figure 4. Conflict of Goals. 

4.3 The Security Privacy Goal Conflict 

In the following, we investigate whether IS security and information privacy are indeed two 

conflicting goals when individuals form intentions to avoid threats by using safeguarding 

service. Our research model (Figure 5) illustrates all hypotheses which we develop in this 

section and in particular the expected goal conflict between IS security and information privacy. 
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Figure 5. Research Model. 

The cognitive process determining threat avoidance is two-folded: preliminary threat appraisal 

and subsequent coping appraisal (Boss et al. 2015; Liang and Xue 2009). Threat appraisal lets 

individuals form an expectation about the risk of an IS being attacked or personal data being 

manipulated or deleted. When a specific threat is perceived as sufficiently harmful, the search 

for an effective and easy-to-use safeguard begins (Lee et al. 2008). In the context of IS security, 

this commonly implies using of anti-malware (Liang and Xue 2010), strong passwords (Chen 

and Zahedi 2016) or running backups (Boss et al. 2015). Following the rationale of threat 

avoidance theory (Liang and Xue 2009), we hypothesize the perceived susceptibility as well as 

severity of an IS security threat to be two variables promoting the intention to use a safeguarding 

service: 

H1a: Perceived threat susceptibility increases the individual’s intention to use a safeguarding 

service. 

H1b: Perceived threat severity increases the individual’s intention to use a safeguarding service. 

When individuals appraise the threat to IS security as harmful, they begin to evaluate available 

safeguards in order to protect against the risk and consequently achieve their IS security goal. 

During this coping appraisal, individuals evaluate what is necessary to actually use a safeguard 

in question (Liang and Xue 2009). 

As explicated in the previous section, using safeguarding services entails the disclosure of 

users’ personal information to the service provider. In order to account for individuals’ privacy 

concerns, several studies in the field of e-commerce and social networks have relied on the 
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privacy calculus model to show how they affect the intention to use a privacy-invasive system 

in general or the intention to disclose in particular (e.g., Dinev and Hart 2006; Krasnova and 

Veltri 2010; Nam et al. 2006). They all share one common approach: The higher the perceived 

privacy concerns, the lower the intention to disclose personal information and thus the 

likelihood of transacting with the provider (Dinev and Hart 2006). Adding to this, a recent study 

also showed that users of mobile cloud services (i.e. backup services) may very well perceive 

privacy concerns (Nikkhah and Sabherwal 2017a). Hence, even though valuable data could be 

effectively secured by the safeguard provider and external threats averted, the provider could 

still treat the data in a privacy invasive way. In line with privacy research, we argue that using 

a safeguarding service to achieve effective protection, for which disclosure of personal data is 

necessary, the same negative effect of privacy concerns arises: 

H2: Information privacy concerns decrease individual’s intention to use a safeguarding service. 

Beside the promoting and inhibiting effects derived by both conflicting goals, technological 

aspects may determine coping appraisal in terms of threat avoidance, hence the intention to use 

a safeguard. As briefly mentioned previously, the safeguard’s effectiveness perceived by the 

user is imperative when evaluating the avoidability of an IS security threat (Liang and Xue 

2010). Literature within the field of IS security often relies on the term ‘response efficacy’ to 

describe the effectiveness of a safeguard in alleviating an IS security threat (e.g., Johnston and 

Warkentin 2010). It has also been shown in previous studies that the individual’s perception of 

response efficacy is one of the main drivers to use one specific safeguard such as anti-malware 

(Lee and Larsen 2009), strong passwords and data encryption (Tu and Yuan 2012) as well as 

fake website detectors (Zahedi et al. 2015). We therefore hypothesize: 

H3: Perceived response efficacy increases individual’s intention to use a safeguarding service. 

Next to response efficacy, coping appraisal further comprises all resources necessary to use a 

safeguard are included in response costs. Hereby, especially inconvenience that results from 

threat avoidance behavior is the most relevant predictor of response cost (Vance et al. 2012). 

When individuals perceive the adoption and usage of a safeguarding service as effortful, this 

decreases the usage intention (Woon et al. 2005). As a result, we postulate the following: 

H4: Perceived response cost decreases individual’s intention to use a safeguarding service. 

Finally, perceived self-efficacy is referred to as the user’s ability to actually perform all required 

actions to initiate and sustain a certain coping behavior (Liang and Xue 2010). Therefore, the 

intention to use a safeguarding service is also determined by the extent of perceived self-
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efficacy fulfilling all actions necessary to be protected (Lee et al. 2008). In line with this 

reasoning, we hypothesize that: 

H5: Perceived self-efficacy increases individual’s intention to use a safeguarding service. 

4.4 Empirical Study 

To emphasize on the tension between security and privacy as conflicting goals, we chose the 

loss of personal data stored on individual’s smartphones as the security threat scenario. Loosing 

personal data is a relevant aspect of IS security since one aspect of protection is avoiding an 

accidental or unintended data loss (Ifinedo 2012; Woon et al. 2005). Hence, we particularly 

focus on the availability of personal data as main interest (next to integrity and confidentiality 

of data). We agreed on personal data which is stored on the smartphone, because it is that device 

where individuals store most of their personal information (Bitdefender 2017) and which 

consequently should be stored safely. As safeguarding service, we relied on a fictive mobile 

application which regularly creates backups of personal data and uploads those to an online 

storage. Thus, it enables the user to restore files in the case of data loss. An online backup is a 

suitable case, since the same data that users strive to protect against an external risk of data loss 

has to be transmitted and disclosed to the provider of the safeguarding service (i.e., the mobile 

application and online storage). Subsequently, it is assumed to create privacy concerns 

(Nikkhah and Sabherwal 2017b) – remember Claire, for example, having second thoughts. 

Moreover, the use of backups to prevent data loss is not only a common approach in IS security 

research (Boss et al. 2015; Menard et al. 2014), it should also be known smartphone users as IS 

security recommendation. 

We deliberately chose a hypothetical scenario, because contextual factors have been found to 

substantially impact threat avoidance behavior (Mou et al. 2017) and moreover it has been 

shown to be successful in controlling independent variables and in obtaining construct validity 

(Weber 1992). In order to investigate our research questions and test our hypotheses, we 

followed a quantitative approach which helped us to investigate whether smartphone users 

perceive information privacy concerns regarding the disclosure of personal data in the context 

of using an online backup as safeguarding service. 

4.4.1 Measurements 

Based on the above scenario, we created an online survey relying on established scales in IS 

research. All constructs were measured on a 7-point Likert scale ranging from “strongly 
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disagree” to “strongly agree”. The survey commenced with a welcome page informing about 

the purpose of the study and that there are no right or wrong answers as well as ensuring 

participant’s anonymity to counteract common method biases (Podsakoff et al. 2003). All 

measurements have been taken from established literature and have been adapted to the context 

of our scenario. We report all items and original references in the Appendix B. 

Despite of these constructs in our conceptual model, we additionally measured demographics 

(age, gender, education, profession) and a marker variable to test for common method bias 

(Williams et al. 2010). At the survey’s very end, the participants were asked, if they currently 

use any online backup application that protects their personal data from being lost in case of an 

accident or device theft. As such, we were able to analyze the magnitude of security threat and 

privacy concern perceptions between current and non-users of an online backup and thus 

respond to RQ2. 

4.4.2 Pretest and Sample Characteristics 

the online backup service as well as the item’s phrasing are comprehensive, we conducted a 

pretest among a student sample of 43 participants within Germany. Afterwards, minor changes 

have been applied to the scenario description. We thereon invited participants with the 

assistance of a market research agency all located in Germany; justification for this approach 

can be found in Lowry et al. (2016). In total, we obtained 481 completed questionnaires. We 

added one question instructing the participants to respond a specific value to identify careless 

answers (Meade and Craig 2012). As a result, we excluded 35 respondents from the analysis 

since those did not respond correctly and in turn we deem the answers as not reliable. Finally, 

the remaining sample size was 446. 

212 respondents (48.6%) are females, while 234 are males (52.4%). Our respondents were aged 

between 18 and 71 years with a sample’s mean age of 38.15 years. Regarding employment 

status, the major group was employed (60.31%), followed by students (13.45%). The 

educational background was distributed among secondary school (5.16%), junior school 

(28.03%), high school (33.86%) and bachelor or master degree (32.96%). 

4.5 Results 

To begin reporting the study results, we evaluate the validity of our measurement model. 

Thereon, we continue by analyzing our hypothesized relationships between constructs of the 

structural model. We used a PLS algorithm as implemented in SmartPLS (Ringle et al. 2015) 
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to validate the measurement model. Relying on PLS allowed us to validate the measurement 

model and to test our conceptual path model simultaneously (Bagozzi and Yi 1989). 

4.5.1 Measurement Model Validation 

In order to assess item reliability of our measurement model, we checked the items’ loadings 

with their respective construct. As the lowest loading is 0.76, we deem our measurement model 

as reliable (Falk and Miller 1992). We report convergent validity constructs by Cronbach’s 

alpha (Cr. α) and composite reliability (CR) (Table 5). Convergent validity can be assumed for 

constructs with a Cr. α of at least 0.7 (Bagozzi and Yi 2012) and CR greater than 0.7 (Bagozzi 

and Yi 2012). Furthermore, average variance extracted (AVE) should be at least 0.5 (Hair et al. 

2013). 

     Corralation Matrix and Sqrt of AVE 

 Constructs Cr. α CR AVE 1 2 3 4 5 6 7 

1 Perc. Susc. 0.75 0.85 0.66 0.81       

2 Perc. Vuln. 0.96 0.98 0.93 0.18 0.97      

3 Priv. Conc. 0.97 0.97 0.91 0.20 -0.01 0.95     

4 Resp. Eff. 0.95 0.97 0.90 0.16 0.24 -0.22 0.95    

5 Resp. Cost 0.92 0.95 0.86 0.08 0.06 0.13 -0.26 0.93   

6 Self-Eff. 0.97 0.98 0.94 0.04 0.00 0.08 0.27 -0.48 0.97  

7 Int. to Use 0.98 0.99 0.96 0.12 0.36 -0.41 0.50 -0.07 0.04 0.98 

Table 5. Reliability and Validity. 

We additionally report a correlation matrix for all constructs as depicted in Table 5. The square 

root of the AVE for all constructs is reported along the main diagonal. To test for acceptable 

discriminant validity of constructs, the square root of AVE needs to be greater than the 

correlation to all other constructs (Fornell and Larcker 1981). We conclude that all necessary 

requirements for item reliability as well as convergent validity and discriminant validity for all 

latent variables of the measurement model are met. 

4.5.2 Analysis of Structural Model 

Based on the validated measurement model, we continue to assess the overall model fit of our 

structural model (Figure 6). The standardized root mean square residual (SRMR) is 0.049 what 

is below the cut-off criteria of 0.08 and thus indicates a good model fit (Hu and Bentler 1998). 

Furthermore, the predictive validity of our model can be measured by the amount of variance 

explained for the dependent variable (intention to use a safeguarding service) of R2 = 43.8%. 
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Figure 6. Results. 

Using a bootstrapping procedure with 5,000 subsamples, we tested for statistical significance 

of path coefficient estimates in our structural model. Hereby, paths from perceived severity, 

privacy concerns and response-efficacy to usage intention are significant at p < 0.001 as well 

as perceived susceptibility to usage intention (p = 0.035). The path-coefficient is positive for 

perceived susceptibility, severity, and response efficacy, negative for privacy concerns. This 

corresponds to our hypotheses H1a/b, H2 and H3 which are thus supported. However, two paths 

turned out to show only insignificant effects. Results for perceived response cost (p = 0.372) 

and perceived self-efficacy (p = 0.620) lead us to reject H4 and H5. 

We additionally test for common method bias which could be an issue in our data (Podsakoff 

et al. 2003) based on our marker variable, following the guidelines by Rönkkö and Ylitalo 

(2011). Including the tendency to fantasize when predicting our single endogenous variable 

(protection motivation), no path-coefficients in our research model became statistically 

insignificant. In this light, we conclude that our data is not compromised by common method 

bias (Rönkkö and Ylitalo 2011). 

4.5.3 Post Hoc Analysis of the Goal Conflict 

Moving beyond the analysis of our model relationships, we conducted a further post-hoc 

analysis of our data. This gives us deeper insights, to what extent the level of threat perception 

and privacy concerns differ between current (n = 89) and non-users (n = 348) of safeguarding 

services (i.e., online backup). 

Privacy Goal

Security Goal

Perceived Susceptibility

Perceived Severity

Privacy Concerns

Response Efficacy

Response Cost

Self-Efficacy

Protection Motivation
-0.344***

*p<0.05, **p<0.01, ***p<0.001 relationship not significant
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To investigate if a difference in perception of security threat or privacy concern exists between 

those groups, we rely on the independent samples Mann-Whitney U test (Mann and Whitney 

1947). We hereby test for a median difference between both groups for all goal conflict related 

variables (perceived susceptibility, perceived vulnerability, information privacy concern). 

We find no statistically significant difference between the groups neither for perceived 

susceptibility (z = 1.524, p = 0.127) nor for perceived severity (z = 1.579, p = 0.114). Hence, 

individuals who are currently using online backups do not show a significantly higher threat 

perception of losing personal data. However, individuals who currently use an online backup 

application have lower privacy concerns (median = 4.5) related to providers of safeguarding 

services such as the one we described within our hypothetical scenario compared to non-users 

(median = 5.5). This difference is statistically significant (z = -5.031, p < 0.001). Hence, 

current users of online backups did perceive significantly lower privacy concerns compared to 

non-users based on the presented scenario of the safeguarding service. 

4.6 Discussion 

The goal of this empirical study was to evaluate the tension of IS security and information 

privacy as two conflicting goals (Segerstrom and Solberg Nes 2006) related to providers of 

safeguarding services. We extend theory on threat avoidance behavior based on an empirical 

study among 446 smartphone users and show that perceived privacy concerns impede 

individuals’ intention to use safeguarding services. Furthermore, we provide evidence that 

current users and non-users of online backups do not differ in their security threat perception 

but in their perceived privacy concern. This indicates that privacy concerns are indeed a major 

inhibitor of usage even if the security goal is still present. 

4.6.1 Implications for Research 

Based on our results, we contribute to theory in several ways. First, our study sets itself off as 

it bridges established IS security research building on threat avoidance behavior (Liang and 

Xue 2009) and IS privacy research guided by the privacy calculus model (Culnan and 

Armstrong 1999; Dinev and Hart 2006). IS security research so far understands threat 

avoidance behavior as driven by the single goal of security (Liang and Xue 2009). We include 

a second goal stemming from privacy research into the cognitive processes of threat and coping 

appraisal (Dinev and Hart 2006; Malhotra et al. 2004; e.g., Smith et al. 2011; Xu and Teo 2004). 

We therefore connect IS security and information privacy perspectives building on theory of 
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goal directed behavior. In this vein, we provide evidence that privacy concerns also need to be 

taken into account as an antecedent of threat avoidance behavior. 

Second, we demonstrate the tension between privacy and security as two conflicting goals. 

Perceived security threats and privacy concerns are not always directed to the same goal of 

keeping information safe and private, as assumed in previous research (Belanger et al. 2002; 

e.g., Tu and Yuan 2012). We emphasize the importance of the concern to lose control over 

personal information against the background of threat avoidance behavior and find the goal of 

IS security being impaired by the goal of information privacy. As a consequence, individuals 

in our sample perceive privacy concerns, which are negatively linked to the intention to use 

safeguarding services (H2 supported). As we also find support for established promotors of 

threat avoidance behavior, such as perceived threat (H1a/b supported) and perceived response 

efficacy (H3 supported), this conveys our postulated tension between both avoidance goals. 

Other technological factors, such as response cost (measured as effort) and self-efficacy in 

using an online backup, have diminished in explaining threat avoidance behavior. Since we are 

not the first, who find response cost to have no significant effect on intention to use a safeguard 

(Crossler and Bélanger 2014; Mou et al. 2017), we believe that the majority of smartphone 

users do not perceive effort as hurdle for using safeguarding services (H4 not supported). 

Similar to this argument, self-efficacy in using a fictive but realistic safeguard service does not 

impede usage intention (H5 not supported). Taken together, privacy concerns have been found 

as the sole impediment of threat avoidance behavior in our data. 

Third, we also tested for group differences in the goal related construct’s median levels. Users 

and non-users of online-backups perceive the threat of losing personal data as similarly 

significant. One explanation for this finding would be, that threat appraisal is a cognitive 

process which happens earlier than coping appraisal. Even if threat appraisal creates a similar 

need of coping for both groups, different strategies to reduce the threat perception are possible 

(Liang and Xue 2009). Our interpretation of this finding is that current users as well as non-

users run through a similar threat appraisal process but form different expectations regarding 

the usage of our proposed safeguard. This conclusion seems to be valid since we found 

empirical support for H2 and find significant differences within the levels of perceived privacy 

concerns during the post-hoc analysis: Non-users of security safeguards are subject to greater 

privacy concerns and are reluctant to use further safeguards although the IS security goal 

remains unchanged. 
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Thus, we conclude that actual users of safeguarding services and non-users perceive a different 

level of tension between threat levels which motivates coping appraisal and privacy concerns 

and inhibits safeguarding behavior. This finding further supports our novel perspective of 

conflicting goals within protection motivation theory. 

4.6.2 Managerial Implications 

Our findings also offer timely implications for providers of safeguarding services. So far, most 

data driven companies (such as Google or Facebook) are getting bad publicity due to their 

propensity to collect personal data of their clients (BBC News 2015; The Telegraph 2010). 

Security safeguard providers on the other hand can easily be considered as “the good guys”, 

since their mission is to safeguard their client’s information systems and personal data. 

Protection against external threats is however not sufficient any more to mitigate all risks and 

concerns, their customers are burdened with. Since user data is also transmitted to the service 

provider, and this is especially the case for valuable files to be protected, a trade-off is 

indispensable. 

Providers of security safeguards should instead foster new means to maintain user’s information 

privacy in order to avoid being regarded as a “bad guy” and even gain a competitive advantage 

in the market of safeguarding services. There are past examples of information privacy being 

invaded either by the service provider itself (e.g., Windows 10's malware detection mechanism 

(Business Insider 2015)) or by adversaries breaching into the provider’s information systems 

(e.g., iCloud hack (BBC News 2014)) . These examples show even more that service providers 

who focus on secure products can easily receive a bad reputation when their customer’s privacy 

is invaded. We thereby suggest that safeguard providers should not only invest resources in 

enhancing their protective capabilities on their client’s side. It is necessary to strengthen 

information privacy as well, especially when sensible data is being collected, stored and 

processed in order to detect intruders and avert other threats. The tension between the user’s 

security threat perception and privacy concern should thus be considered by providers in a 

similar vein, when choosing their protection strategy. 

Governmental regulations which are privacy friendly, can furthermore be used by safeguard 

providers to gain a competitive advantage. When customers choose among different 

safeguarding services, companies which operate in countries with privacy friendly regulations 

in place, should be preferred (Leppaniemi and Karjaluoto 2005). 
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4.7 Limitations and Future Research 

Our study certainly has its limitations which give good reason to further validate and challenge 

our findings. First of all, the context and scenario we presented to our participants was the use 

of a mobile application to backup personal data online in an automated fashion. This case has 

its justification, since individuals disclose exactly that information to the provider which should 

be protected against data loss. But since this pertains particularly to availability of data, it would 

be interesting to see whether researchers can replicate our results in different security-related 

contexts such as VPN services, password managers, anti-malware or spam filters for e-mail. 

Hence, we suggest to further validate this goal conflict between privacy and security for 

confidentiality and integrity of data. 

The second limitation is that we surveyed for self-stated intention to use the proposed online 

backup which may differ from actual behavior. However, given that previous studies have 

demonstrated a clear relationship between intentions and actual behavior (Ajzen 1991), and the 

approach of online questionnaires and scenarios is a common in IS research (Liang and Xue 

2010; e.g., Tu and Yuan 2012; Vance et al. 2012), we deem this methodology to be suitable to 

test this new relation of security and privacy. 

A third limitation lies within the sample we chose. Compared to different cultures, such as from 

Asia or the U.S., population in Europe commonly has higher privacy concerns (Dinev et al. 

2006). However, especially after the misuse of personal information by Cambridge Analytica, 

there are indicators that information privacy gains in importance also for U.S. citizens (The 

New York Times 2018). It would be still interesting to investigate whether the 

multidimensionality of IS security behavior is moderated by cultural aspects as well (Chen and 

Zahedi 2016; Mou et al. 2017). 

We suggest to further elaborate on the cognitive tension between security and privacy related 

aspects of IS security behavior. In this respect, future research can not only extend the scope of 

particular security interests but we also call for the investigation of potential alternative coping 

mechanisms that individuals pursue. Liang and Xue (2010) suggest that protection motivation 

only exists if individuals perceive a sufficient threat level. However, when security threats 

appear to be inevitable, users may seek alternative coping strategies instead (Liang et al. 2013). 

We propose to validate this assumption in future research, exploring how individuals act when 

the goal conflict does not seem resolvable. 
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4.8 Conclusions 

Individuals are having two conflicting goals in mind when deciding whether to use an effective 

safeguarding technology against security threats. First, they aim to protect themselves against 

security threats which drives protection motivation and subsequently implies a disclosure of 

personal information to a safeguard provider. Second, they seek to have control over their 

personal information that impedes self-disclosure to any provider. This brings along a tension 

between security and privacy which have predominantly studied as two independent research 

streams directed to the same behavior goal. Thus, this study sheds light on impediments of 

safeguarding usage and guides safeguard providers as they need to establish an image of 

“security defender” instead of “privacy abuser”. 

4.9 Appendix 

Intention to use a safeguarding service (Venkatesh et al. 2003): 

1. I intend to use an online backup service for my smartphone. 

2. I aim to use an online backup service for my smartphone. 

3. I plan to use an online backup service for my smartphone.  

Perceived susceptibility (Johnston and Warkentin 2010): 

1. I am at risk to lose my smartphone. 

2. It is likely that my smartphone will be damaged or destroyed. 

3. It is possible that my smartphone gets stolen. 

Perceived severity (Johnston and Warkentin 2010): 

1. If I would lose the data solely stored on my smartphone, it would be severe. 

2. If I would lose the data solely stored on my smartphone, it would be serious. 

3. If I would lose the data solely stored on my smartphone, it would be significant. 

Information privacy concern (Dinev and Hart 2006): 

1. I am concerned that the data I disclose to the backup service provider could be misused. 

2. I am concerned that a third person can access the data I disclose to the backup service 

provider. 
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3. I am concerned about uploading data to the backup service provider, because of what 

others might do with it. 

4. I am concerned about uploading data on an online backup, because it could be used in 

a way I did not foresee. 

Response efficacy (Johnston and Warkentin 2010): 

1. An online backup solution works for protection against data loss. 

2. An online backup solution is effective for protection against data loss. 

3. When using an online backup solution, my smartphone is more likely to be protected 

against data loss. 

Response cost (Liang and Xue 2010): 

1. I don't have an online backup solution on my smartphone because I don't know how to 

get a service for doing online backups. 

2. I don't have an online backup solution on my smartphone because the online backup 

solution my cause problems to other applications on my smartphone. 

3. I don't have an online backup solution on my smartphone because installing and 

maintaining an online backup solution is too much trouble. 

Self-efficacy (Compeau and Higgins 1995): 

1. I could use the described application if there was no one around to tell me what to do as 

I go. 

2. I could use the described application if I had never used a package like it before. 

3. I could use the described application if I had just the built-in help facility for assistance. 

Escapism (marker variable) (O'Guinn and Faber 1989): 

1. I daydream a lot. 

2. When I go to the movies I find it easy to lose myself in the film. 

3. I often think of what might have been. 

Current usage of an online backup: 

Do you already use a mobile application to backup data online? [yes; no] 

Appendix B. Items used in the questionnaire. 
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Abstract 

Along with the promise to make a significant contribution to combatting COVID-19, contact 

tracing apps face a challenge since their success is preconditioned upon mass and rapid 

acceptance of the same product. Therefore, the adoption patterns must be carefully examined. 

So far, the privacy calculus model assumes Internet users act as rational agents weighing up 

their perceived benefits and privacy risks. Herding literature, however, suggests that people 

discount their own information and rather imitate others’ behavior. We test these competing 

concepts with a longitudinal survey among 253 actual users of a mobile tracing app at the pre-

adoption and post-adoption stage across two countries. We exhibit that individuals perform 

risk-benefit calculus in the pre-adoption phase and simultaneously heavily rely on social 

factors like imitating others. As for continuous use, perceived benefits primarily drive consumer 

retention; herding magnitude is much lower while privacy risks are neglected. Implications are 

discussed. 

 

Keywords: COVID-19, Adoption, Privacy Calculus, Contact Tracing, Herding, Longitudinal 

Study. 
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5.1 Introduction 

Apart from vaccines and ubiquitous testing, contact tracing apps promise to make a significant 

contribution to combatting COVID-19 (Ågerfalk et al. 2020). Mobile contact tracing is 

conducted by a smartphone app, which gathers all contacts (users who also downloaded the 

app) that are in close proximity (within 2 meters) and stores each encounter for 14 days. Based 

on this information, every user gets notified in case a previous contact is tested positive (Ferretti 

et al. 2020). Thus, a prerequisite for contact tracing apps to offer an efficient pandemic response 

is large-scale use (Morley et al. 2020; Trang et al. 2020). As such, early, rapid, and sustainable 

adoption for the sake of public health is essential. Therefore, understanding how to achieve 

substantial mobile contact tracing adoption receives close attention from governments and app 

providers. 

Research offers an extensive body of knowledge on usage decision models (e.g., Angst and 

Agarwal 2009; Dinev and Hart 2006; Xu et al. 2009). What they all have in common is the 

assumption that individuals engage in high-effort information processing before usage or 

disclosure choices (Smith et al. 2011). While contact tracing apps offer the benefits of a 

convenient notification tool, they simultaneously require the collection of personal information 

like contacts and disclosure of sensitive health information (i.e., positive test results) to public 

authorities, which raises privacy concerns among the population (Urbaczewski and Lee 2020). 

Theoretically, stemming from the rational assumption of the privacy calculus model (Culnan 

and Armstrong 1999; Dinev and Hart 2006), the lower the privacy risks, the higher people’s 

likelihood of use. Against this background, governments and contact tracing app providers 

understandably invested a lot of effort in reducing its perceived privacy risks by applying a 

decentralized digital contact tracing design (Amnesty International 2020). This approach is 

based on software jointly crafted by Apple and Google (i.e., the “Exposure Notification 

Framework”), storing the gathered contacts only on users’ smartphones and in an anonymized 

way (Apple Inc. 2020). Nevertheless, the adoption rate of decentralized contact tracing apps is 

still low (Rowe et al. 2020; Zastrow 2020), raising the need to identify other determinants of 

peoples’ decision-making regarding such privacy-invasive contact tracing apps. 

To complement studies building on the privacy calculus, scholars predominantly apply a 

behavioral economics lens (e.g., Acquisti 2004; Acquisti et al. 2009; Brakemeier et al. 2017). 

Against this background, they argue that users do not always engage in high-effort information 

processing. Instead, their decisions are subject to cognitive biases and heuristics (e.g., Gerlach 

et al. 2019). While information systems (IS) are complex, novel apps for contact tracing come 
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with a high degree of informational uncertainty because people cannot build on existing 

knowledge or experience regarding its usefulness or privacy-related consequences. Herding 

literature (Banerjee 1992) suggests that under ambiguity, people shift their perspective from 

their own information to observing others, namely the “herd,” and behave accordingly (Sun 

2013; Walden and Browne 2009). Thereby, they discount their own information, perceptions, 

and beliefs and instead imitate others’ behavior (Banerjee 1992; Sun 2013). 

Imagine you see an app at the app store that has been downloaded by many people. The app’s 

benefits and costs are hard to evaluate until you actually use it. It seems plausible to give the 

app a try because you expect other users to have good reasons for it. Given this phenomenon 

of herding, attracting a critical and observable mass of users in an early stage is crucial. 

Otherwise, herding strikes with its dark side: potential users mainly observe other non-users 

taking them as a paragon until, finally, the dissemination of contact tracing apps fails (Kapur 

1995). Apart from rapid dissemination alone, contact tracing apps should be consistently used 

throughout the crisis to be effective. However, herding literature suggests that adoption lacks 

conscious reasoning and, in turn, is often fragile (Banerjee 1992). This should be another 

concern for policymakers and contact tracing app providers. Thus, we call for a better 

understanding of the dynamics of herding over time. 

All in all, research about social influences in the adoption of ISs is limited, with the empirical 

findings predominantly coming from the SNS domain (e.g., Min and Kim 2015; Trepte et al. 

2020; Wirth et al. 2019). To close this research gap and investigate the herding heuristic 

presence in usage and continuance intention of privacy-invasive technologies, our research 

questions (RQ) are the following: 

RQ: Do individuals herd when confronted with the decision to adopt a privacy-invasive 

information system? And if so, how stable is this decision over time? 

To investigate both research questions, we set up a longitudinal study (Kehr and Kowatsch 

2015) – before and after the adoption of real contact tracing apps – among 253 users from 

Switzerland and Germany. Specifically, we focus on individuals’ perceptions of benefits, risks, 

and imitating others as competing influences of usage decisions. We show that the privacy 

calculus is valid for usage intention formation; so does herding, and its magnitude is higher. 

Surprisingly, a continuance intention is jointly driven by one’s own benefits and imitating 

others, while privacy risks play no significant role on this stage. From a broader perspective, 

our findings inform stakeholders who target adopting a novel IS (e.g., providers, organizations, 

policymakers) that privacy concerns may impede the initial usage. Still, their negative effect is 
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outperformed by a more substantial positive impact of social influences like herding and 

personal benefits. Later, when continuance use is in the sights, the own perceived merits retain 

consumers most; imitating others play a small role, while privacy concerns are negligible. These 

insights are counterintuitive for privacy-invasive ISs. Thus, promoting privacy friendliness is 

rather a short-trip ticket than a transit pass to achieve long-term success in approaching 

collective threats like pandemics through information technology. 

Beyond practical implications, we contribute to research in several ways. First, IS research 

started to explore mobile contact tracing and its technical affordances along with peoples’ 

perceptions (Rowe et al. 2020; Trang et al. 2020; Urbaczewski and Lee 2020) to offer a list of 

potential app specifications. We add to this academic debate by investigating individuals’ usage 

and continuance intentions, along with contextual factors over time. Second, we respond to the 

call from Dinev et al. (2015) to conduct more nuanced investigations of the privacy calculus 

accounting for behavioral economics insights. In previous tests of mental shortcuts like 

overconfidence (Wagner and Mesbah 2019), stereotypical thinking (Gerlach et al. 2019), as 

well as immediate gratification (Acquisti 2004), and its influence on privacy decision-making, 

the focal point was users’ biased internal information processing. Contrary, we combine social 

influences (i.e., herding) with the privacy calculus to gauge which of these competing concepts 

better explains adoption and continuance use. Whereas scholars verified the effect of herding 

in an organizational context (Walden and Browne 2009), applying the cognition-change-model 

(Sun 2013), or with the help of scenario-based studies in the SNS setting (Mattke et al. 2020), 

we investigate the herding heuristic against privacy calculus and validate the model based on a 

sample of actual users who voluntarily adopted a COVID-19 contact tracing app during our 

study. 

5.2 Theoretical Background and Hypotheses Development 

5.2.1 Privacy Calculus and Herding Heuristic 

Since contact tracing apps gather, store, and process personal information like contacts over 

time, location check-ins, test cases, or test results, we categorize them as privacy-invasive 

information systems according to the definition of Brakemeier et al. (2017). For privacy-

invasive ISs, privacy calculus is particularly relevant (for review, see Dinev and Hart 2006; Li 

2012; Smith et al. 2011). Referred to as a normative theory, it goes back to social exchange 

theory (Homans 1958) and premises that users deliberately process all information to maximize 

their net outcome (benefits minus costs). 
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In contrast, behavioral economists challenge this assumption and argue that individuals’ 

decisions are subject to mental shortcuts and heuristics (Kahneman et al. 1982; Simon 1955). 

Heuristics “reduce the complex tasks of assessing probabilities and predicting values to simpler 

judgmental operations” (Kahneman et al. 1982, p. 1124). Even though heuristics help overcome 

the complexity of decision-making, they may lead to unstable choices across contexts due to 

systematic errors (Acquisti et al. 2017). So far, privacy research is limited with regard to users’ 

applied heuristics (Acquisti and Grossklags 2005; Dinev et al. 2015). Moreover, this research 

stream has focused on internal influences like users’ affect (Kehr et al. 2015), privacy 

knowledge (Wagner and Mesbah 2019), judgmental confidence (Brakemeier et al. 2017), or 

mood (Alashoor et al. 2016; Brakemeier et al. 2016). Concerning external influences, privacy 

seals (Lowry et al. 2012) or policies (Gerlach et al. 2015) are anchors for privacy-related 

heuristics. 

Opening up an area of heuristics that has received less attention from privacy researchers, social 

factors can also matter in usage decisions because usage is visible for others. For example, 

Trepte et al. (2020) exhibit SNS users disclose more when a feature displays that it is popular 

among peers. Wirth et al. (2019) show peoples’ tendency to comply with others’ expectations 

(i.e., subjective norm) is a significant predictor of self-disclosure on SNS. Conversely, Min and 

Kim (2015) evidence social support does not lead to self-disclosure on Facebook. To further 

account for social influences and illustrate the dichotomy between real and theoretically rational 

choices, our manuscript revolves around a specific heuristic termed herding. Contrary to the 

subjective norm and perceived social support, imitating others is not about social pressure and 

receiving benefits from other users; it is the act of blindly following others. 

The herding heuristic and its underlying concept of imitating others’ behavior describe “the 

degree to which a person will follow others’ decisions when adopting a technology” (Sun 2013, 

p. 1017). In our context, herding specifically means individuals’ tendency to discount their own 

information and thus imitate others’ contact tracing app usage – or continuance intention. Own 

information comprises all information or knowledge an individual possesses over the 

technology, such as the expected own benefits or the expected risks for one’s privacy 

(Brakemeier et al. 2017). Moving beyond own information, herding is a form of social learning 

whereby technology adoption is an outcome of observing others’ successful adoption at a 

certain time (Baddeley et al. 2012). 

Observing others has become very common and convenient in today’s digitized world. As such, 

“Likes” on SNS (Mattke et al. 2020), online reviews (Shen et al. 2014), and sales volume 
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(Huang and Chen 2006) are clearly observable in interconnected settings. Applying the herding 

heuristic can lead to a beneficial or disadvantageous outcome from an individual perspective. 

On the one hand, observing others reduces information search costs to infer the apps’ usefulness 

(Rao et al. 2001). On the other hand, such a strategy might hurt, especially if the IS does not fit 

one’s individual needs (Sun, 2013) or raises a high amount of privacy issues. For instance, 

following a privacy-unconcerned herd of predecessors counter to one’s true preferences might 

result in a detrimental outcome for a privacy-sensitive person since, in the end, the technology 

will be perceived as extremely intrusive. 

As depicted in Figure 7, by considering both herding and privacy calculus, two routes become 

salient: (1) processing of own information (benefits and privacy risks) and (2) imitating others’ 

behavior. It remains unknown to what extent people lean on their own information or others’ 

information (i.e., perform herding) when it comes to using a privacy-invasive IS to combat a 

pandemic. Both ways seem plausible as own perceptions are always necessary on the individual 

level while others’ adoption behavior helps to overcome uncertainty about the app’s usefulness. 

Therefore, we develop arguments that initial usage intention and continuance intention are 

influenced by a combination of a risk-benefit analysis and herding. 

 

Figure 7. Overview of Internal and Social Influences on Intention Formation. 

5.2.2 Predictors for Intention to Use 

Much research has been devoted to the predictors of IS usage intention (e.g., Aggarwal et al. 

2015; Angst and Agarwal 2009; Li et al. 2014). In our context, using an IS refers to the act of 

having the contact tracing app installed on a smartphone along with the setup of its infection 

risk assessment. The privacy calculus assumes that when confronted with a usage decision, 

individuals weigh benefits versus costs. Since internet users disclose their personal information 

to an IS provider, privacy risks are conceptualized as the predominant costs arising for the user 

her-/himself (Krasnova et al. 2010; Smith et al. 2011). Defined as users’ worry about losing 

control over their personal information due to, e.g., errors or secondary data use (Malhotra et 

al. 2004), privacy risks are usually negatively linked to usage intention (Li et al. 2010; Xu et al. 

2009). At the same time, ISs’ benefits like usefulness drive usage intentions (Kim et al. 2009; 
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Krasnova et al. 2010). Thus, against the background of the privacy calculus, we hypothesize 

the following: 

H1a: Perceived privacy risks are negatively linked to the intention to use. 

H2a: Perceived benefits are positively linked to the intention to use. 

Behavioral economics studies indicate that herding drives behavior in a variety of contexts, 

including investment decisions (Lin et al. 2013), product evaluations (Huang and Chen 2006), 

fertility choices (Banerjee 1992), website visits (Mattke et al. 2020), as well as security behavior 

(Vedadi and Warkentin 2020). In the context of IS, new technology is often accompanied by a 

high level of complexity and uncertainty about its functionalities (Sun 2013; Vedadi and 

Warkentin 2020), requiring extensive IT knowledge to assess all features, peculiarities, and 

long-term consequences (Aggarwal et al. 2015). As a result, people are overloaded by 

innovative IS and its new functionalities (Lee et al. 2016). In this vein, it seems plausible to 

surmise that individuals lean on others’ behavior (Walden and Browne 2009). Thus, it is a valid 

strategy to discount one’s own information and follow the herd’s publicly expressed opinion 

(Cote and Sanders 1997). Broadly, the herd can be anyone ranging from strangers (Sun 2013; 

Walden and Browne 2009) to opinion leaders to friends (Mattke et al. 2020). For instance, 

managers often imitate other managers’ decisions (Lin et al. 2013; Rao et al. 2001), even though 

their own information tells them the opposite. It happens for two reasons: First, if the decision 

is wrong, the responsibility can be shared with the herd. Second, people rarely want to take the 

risk of being the black sheep. Hence, we postulate: 
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Figure 8. Conceptual Research Model. 

5.2.3 Predictors for Continuance Intention 

Once tried, a new IS enjoys no guarantee for long-term success and is challenged on holding 

its niche. In that sense, continuance intention serves as a good indicator of current users’ 

perceptions and thus as a predictor of the product’s future. For instance, after the Cambridge 

Analytica scandal, Facebook suffered when users publicly stated to leave the network due to 

privacy breaches (Brown 2020). With experience, users gain additional knowledge about its 

potential privacy risks, which, in turn, leads to updated perceptions about their own privacy 

risks compared to their post-usage decision. In this vein, privacy research exemplified that 

privacy risks are negatively linked to continuance intention (e.g., Zhou 2013). Thus, we 

presume the following: 

H1b: Updated privacy risks are negatively linked to continuance intention. 

Contrary, IS benefits drive continuance intention (McKnight et al. 2011; Zhou 2013). If the 

expectations of merits are met or exceeded, the likelihood of using the system in the future 

increases. Initially attracted through herding, users later assess whether an IS suits their personal 

needs (Banerjee 1992; Rao et al. 2001; Sun 2013). Thus, we hypothesize the following: 

H2b: Updated benefits are positively linked to continuance intention. 

Even though herding literature suggests that imitating others leads to fragile decisions (Banerjee 

1992; Bikhchandani et al. 1992), prior IS literature has shown that imitating the herd is robust 
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over time (Vedadi and Warkentin 2020; Walden and Browne 2009), even despite discrepancies 

with the own experience. This is accompanied by regret aversion (Sun 2013), defined as a 

“degree to which a user feels unpleasant regarding the chosen technology” (Zou et al. 2015, p. 

3). In this vein, people seek to ease their regret of making a poor decision by discounting their 

updated perceptions and continuously imitate the herd (Xu 2017). Thus, we postulate that: 

H3b: Imitating others will be positively linked to continuance intention. 

As we investigate beliefs and perceptions over time, we also add to the literature by testing the 

link between initial intention formation and continuance intention. IS adoption studies show 

that intention to use is positively linked to continuance intention (Cho et al. 2018; Sun 2013; 

Sun and Fang 2010). This implies that people stick to previous decisions, as all new aspects no 

longer have to be taken into account, and proven choice-making strategies can be used (Brehm 

1956). Therefore, we hypothesize that:  

H4: Intention to use is positively linked to continuance intention. 

5.3 Methodology 

In order to investigate the (continued) usage decision before and after the market entry of a 

privacy-invasive IS, we decided to lean on contact tracing apps because they address certain 

characteristics. First, contact tracing apps’ usage is voluntary, which is a prerequisite to measure 

how perceptions transform into intentions and actual behavior. This means that they are 

available to everyone and the decision to actually use them is not obligatory. Second, contact 

tracing apps gather and store personal information, which raises potential privacy risks. Third, 

the adoption of such apps is observable in media, e.g., by their download rates. Lastly, as a 

subordinate characteristic, contact tracing apps have not been market-ready in most European 

countries by the time we started to roll out our first survey. This helps us to have only non-users 

in the early stage who are still in the phase of forming their usage intention. Altogether, contact 

tracing apps are the proper site to investigate our research questions while surpassing a crucial 

and timely topic. 

To test our research model, we conducted a longitudinal online survey across two countries – 

Germany and Switzerland. The sample selection is driven by the fact that both countries 

designed their apps with similar functionalities and implemented the Exposure Notification 

Framework by Google and Apple. With the help of a market research agency, we distributed 

the survey to a smartphone user panel. Commissioning an agency helped us to recruit a 

representative sample with regard to gender and age for Swiss and German smartphone users 
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(Eurostat 2016) and which is free from prior involvement in our studies (Lowry et al. 2016). 

During the first admission of our survey in t1 (June 4th - 14th June 2020), participants assessed 

their pre-adoption beliefs regarding the upcoming app for mobile contact tracing 

(approximately two weeks in advance before national app launch), see Figure 9. To introduce 

mobile contact tracing, we explained its basic functionality via a pre-tested visual comic, 

inspired by the technical documentation already available for the apps. After successful 

completion of the understandability check (two of three multiple-choice questions answered 

correctly), participants answered our questionnaire regarding the research model. 

 

Figure 9 Timeline of Our Longitudinal Survey Study. 

For the second stage in t2, we launched our follow-up survey on the post-adoption of contact 

tracing apps among the same panel four weeks after the national apps were available in the app 

store. We report the constructs along with their items in Table 6. 
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Variables Items measured on a 7-point Likert scale ranging from 

(adapted from) “strongly disagree” to “strongly agree.” 

pre-adoption variables (t1) 

Privacy Risks 

(Malhotra et al. 2004) 

▪ In general, it would be risky to disclose my personal information to this 

contact tracing app.  
▪ There would be a high potential for loss associated with providing my 

personal information to this app.  
▪ There would be too much uncertainty associated with having my personal 

information gathered by this app.  
▪ Providing the provider of the app with my personal information would 

involve many unexpected problems.  
▪ I would feel safe giving my personal information to the provider of this app. 

Benefits ▪ I think using the contact tracing app is convenient. 

(Kim et al. 2009) ▪ I can save time by using this app. 

  ▪ I believe the app is practical. 

Imitating Others ▪ If this contact tracing app becomes established, I would use it as well. 

(Sun 2013) ▪ As soon as others are using this app, I would join and use it too. 
 

▪ I would download this app when many other people are already using it. 

Intention to Use ▪ I would download the contact tracing app. 

(Sun 2013) ▪ I intend to download the app. 
 

▪ It is very likely that I will try the app in the near future. 

post-adoption variables (t2) 

Updated Privacy Risks 

(Malhotra et al. 2004) 

▪ In general, it is risky to disclose my personal information to this contact 

tracing app.  
▪ There is a high potential for loss associated with providing my personal 

information to this app.  
▪ There is too much uncertainty associated with having my personal 

information gathered by this app.  
▪ Disclosing my personal information to this app provider will involve many 

unexpected problems.  
▪ I feel safe giving my personal information to the provider of this app. 

(reversed) 

Updated Benefits ▪ I think using the contact tracing app is convenient. 

(Kim et al. 2009) ▪ I can save time by using this app. 
 

▪ I believe the app is practical. 

Imitating Others 

(Sun 2013) 

▪ It seems that the contact tracing app is established; therefore, I would 

continue to use it as well.  
▪ I follow others who continue to use this app. 

 
▪ I would continue to use this app because many other people are already 

using it. 

Continuance Intention ▪ I intend to continue using the app rather than discontinue its use. 

(Bhattacherjee 2001) ▪ My intentions are to continue using the app at least for the next two months. 
 

▪ I predict that I will continue my use of the app in the next few months. 

Table 6: Constructs and Items. 

As we are interested in actual app users only, we excluded all participants who indicated non-

usage. Besides, we designed an actual-usage check, inspired by Vedadi and Warkentin (2020). 

We made screenshots from the actual contact tracing app and created two fake images 

manipulating the texts without changing the visual design (successful pre-test among 22 
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students). All participants who self-reported using the app needed to select the “true” 

screenshot. Ten participants failed this quality test and were hence excluded from further 

analysis. Consequently, we deem our actual users’ sample as reliable. Apart from the primary 

constructs listed above, we also controlled for age, gender, residence, personal innovativeness 

(Sun 2013), privacy experience (Xu et al. 2009), and social desirability bias (Reynolds 1982) – 

all captured in t1. To screen out inattentive participants (Meade and Craig 2012), we included 

an attention check item (“Please check the box ‘strongly agree’ here”). Additionally, we 

measured the blue color appeal with three items like “I like the color blue” as a marker variable 

(Simmering et al. 2015) to be able to control for common method bias (Podsakoff et al. 2003). 

5.4 Results 

After excluding all respondents who did not download the app in t2 or failed in answering the 

attention check correctly, the final net sample included 253 observations. 69% were from 

Germany, and 31% were from Switzerland. 55% were male. The average age was 44.5 years, 

ranging from 18 to 69 years. The majority of our respondents (n = 152) are employed. 

Before testing the hypotheses, we assessed the measurement model. As depicted in Table 7, all 

requirements were met for convergent validity, with Cronbach’s alpha, composite reliability, 

and average variance extracted (AVE) well above the established thresholds of 0.7, 0.7, and 0.5 

(Bagozzi and Yi 2012; Hair et al. 2011; Hair et al. 2013). 

Variable Cronbach’s alpha Composite Reliability AVE 

Privacy risks 0.944 0.960 0.857 

Updated privacy risks 0.959 0.970 0.889 

Benefits 0.900 0.931 0.772 

Updated benefits 0.902 0.931 0.773 

Imitating others (t1) 0.969 0.980 0.942 

Imitating others (t2) 0.857 0.912 0.777 

Intention to use 0.978 0.985 0.958 

Intention to continue 0.881 0.926 0.808 

Table 7: Convergent Validity of the Measurement Model. 

Further, we controlled for discriminant validity via the Fornell-Larcker criterion – the square 

root of the AVE of all variables (Fornell and Larcker 1981). As shown in Table 8, the variance 

shared between all items within a variable is higher than the variance of all other variables in 

our main model. 
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Variable BEN UB IC IO1 IO2 IU PR UPR 

Benefits (BEN) 0.844        

Updated benefits (UB) 0.256 0.788       

Intention to continue (IC) 0.201 0.512 0.908      

Imitating others 1 (IO1) 0.457 0.030 0.091 0.916     

Imitating others 2 (IO2) 0.198 0.420 0.401 0.095 0.881    

Intention to use (IU) 0.521 0.095 0.166 0.539 0.148 0.956   

Privacy risks (PR) -0.572 -0.177 -0.112 -0.542 -0.093 -0.554 0.873  

Updated privacy risks (UPR) -0.226 -0.412 -0.190 -0.190 -0.221 -0.231 0.487 0.866 

Table 8: Discriminant Validity of the Measurement Model Based on Fornell-Larcker Criterion. 

Even though it is not reported here due to space limitations, cross-loadings between constructs 

are also not an issue in our data set. Hence, all requirements for discriminant validity are met. 

We proceeded with the structural model evaluation to test the hypothesized relationships 

between constructs (Bagozzi and Yi 2012; Gefen et al. 2000). The standardized root mean 

square residual (SRMR) of 0.061 indicates a good model fit as it is well below the threshold of 

0.08 (Hu and Bentler 1999). Predictive power is assessed in terms of variance explained in the 

endogenous variables by the model in PLS analyses (Hair et al. 2013). The R² values of our 

dependent variables show that our model explains 75.6% of the variance in usage intention and 

40.8% in continuance intention. 

Next, we performed a bootstrapping with 5,000 resamples to investigate the significance of path 

estimates. Apart from H1b and H4, all path coefficients in our model turned out to be significant 

at the 5% level (p < 0.05), supporting the hypotheses H1a, H2a, H3a, H2b, and H3b (see Figure 

10). The link between control variables and both intentions in t1 and t2 was insignificant, with 

age being the only exception. Even though this effect is marginal, the higher the age, the higher 

the intention to use the app in t1 (β = 0.097; p = 0.004). Effect sizes (f²) for the impact of privacy 

risks on usage intention were small (f²(Privacy Risks) = 0.03). Benefits exhibit medium effects 

(f²(Benefits) = 0.15) and herding (f²(Imitating Others) = 0.88) large effects on usage intention. 

For continuance intention, we detected no effect of privacy risks (f²(Updated Privacy 

Risks) = 0.00), large effect size of benefits (f²(Updated Benefits) = 0.33), and small effects of 

herding (f²(Imitating Others) = 0.12) (for effect size range see Henseler et al. 2009). 
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Figure 10: Research model including bootstrapping results. 

We applied several strategies to reduce the potential common method bias in our study 

(Podsakoff et al. 2003). We randomized the items within blocks for each construct. Moreover, 

we measured the dependent variables first, independent variables thereafter, and disabled the 

browser function to move back to previous survey pages to prevent participants from changing 

their answers retrospectively. Also, an “attention trap” item was inserted throughout the survey. 

Finally, we included the unrelated “blue appeal” construct as a marker variable (Simmering et 

al. 2015). Neither a path changed significantly, nor was the marker variable significantly related 

to both outcome variables, suggesting that common method bias is not salient in our data. 

Furthermore, Spearman’s correlations between all model constructs and each respondent’s 

social desirability score were insignificant. Thus, and in line with Turel et al. (2011), we can 

deem that social desirability is not an issue in our data set. 

5.5 Discussion 

The aim of this study was to understand better the adoption of privacy-invasive information 

systems for public good on the example of the COVID-19 contact tracing apps by testing two 

possible rationales: privacy calculus and herding. In the light of the privacy calculus, extant 

research assumes that individuals adopt a privacy-invasive information system if benefits 

outweigh costs (Dinev and Hart 2006; Smith et al. 2011). Building on behavioral economics, 

we challenge this approach and investigate whether doing “what everyone else is doing” 

(Banerjee 1992, p. 798) tactics is a plausible explanation of the product’s initial and long-term 

acceptance. 
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Based on a longitudinal research design, we test whether imitating others influences intention 

to use (pre-adoption stage) and continuance intention (post-adoption stage). We assess our 

propositions in the context of a timely information system – namely, contact tracing apps to 

combat the spread of COVID-19 building on a sample of two countries. Our results show that 

imitating others is positively associated with usage and continuance intentions. Imitating others 

is even the strongest predictor for intention to use in our model. At the same time, our results 

confirm the privacy calculus related to intention to use, thus supporting prior research in this 

field (Min and Kim 2015; Xu et al. 2009). Users take their perceived privacy risks, benefits, 

and others’ behavior into account when confronted with a usage decision. However, privacy 

risks are not significantly linked to continuance intention. Hence, users do not rationally weigh 

up the benefits and risks of mobile contact tracing during the post-adoption stage. Additionally, 

contrary to our hypothesis (H4), our results evidence that respondents’ initial usage intention is 

not significantly related to the later continuance intention. Interestingly, by controlling for 

participants’ residence, we find no significant differences between both samples. In the 

following, we discuss the theoretical and practical contributions of these insights. 

5.5.1 Theoretical Contribution 

Our results add to research in several ways. First, aligned with the advice from Dinev et al. 

(2015) on a greater appreciation of low-effort processes in privacy studies, we introduce 

herding as a plausible addition to privacy calculus in understanding technology choices. 

Responding to our first research question, we see that individuals incorporate others’ behavior 

in the pre-adoption and post-adoption phases. Hence, we show that it is essential to account for 

social influences on privacy decisions. Digging deeper into this phenomenon, our results 

evidence that observing others and imitating their behavior is even more important than 

perceived privacy risks, implying that users attribute less value to their own information. So 

far, prior privacy studies have primarily focused on internal factors of privacy decisions, 

including stereotypical beliefs (Gerlach et al. 2019), overconfidence (Wagner and Mesbah 

2019), optimism bias (Baek et al. 2014), or providers’ influences like privacy seals (Lowry et 

al. 2012), but devoted insufficient attention to social circumstances. Against this background, 

we offer a new, broader perspective exhibiting that privacy decisions are not made in isolation 

but instead embedded in a social structure, with users relying on others’ behavior.  

Addressing our second research question, we show that the interplay between herding and the 

privacy calculus differs between the initial intention to use and the later continuance intention. 

Concerning usage intentions, smartphone users weigh up their internal information such as 
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benefits and privacy risks which supports a rational privacy calculus during the pre-adoption 

stage. They can indeed balance their own perceptions with others’ behavior as an additional 

source of information. As a result, we see that users rather herd rationally in the pre-adoption 

stage (Rao et al. 2001). This means that the social influence is admittedly relevant; however, 

users do not discount the information related to the privacy calculus at this stage. In contrast, 

during the post-adoption phase, users herd not fully rationally (Bikhchandani et al. 1992; Lin 

et al. 2013): They incorporate their own benefits and the peers’ behavior, downplaying and 

ultimately disregarding privacy risks. Prior research on the privacy calculus indicates that 

neglecting privacy risks after adoption could be caused by certain risk-mitigation strategies, 

like partial or dishonest personal information disclosure (Lankton et al. 2012; McKnight et al. 

2011). 

Next, our findings that herding is present on both stages, but its effect is much lower at the post-

adoption stage, corroborate earlier paper by Vedadi and Warkentin (2020), who discovered the 

same pattern for security technologies. At the same time, herding in continuance intention hints 

at users’ uncertainty about internal information. Leaning on others’ behavior, even after trying 

the system themselves, is problematic for two reasons. First, users do not gain enough 

confidence in their own experience. Second, moving along behind the crowd can also lead to a 

backlash in sudden discontinuance (Rao et al. 2001). 

Finally, unlike previous IS adoption studies (e.g., Kim et al. 2009; Sun 2013; Vedadi and 

Warkentin 2020), the intention to use is not significantly linked to continuance intention. In line 

with McKnight et al. (2011), we provide evidence that initial intention formation is not a 

reliable predictor for continuance use. Thereby, we add to the debate in privacy research on 

situation-specific decisions (Brakemeier et al. 2016; Brakemeier et al. 2017; Kehr et al. 2015), 

which postulates that non-users deliberately process their privacy risks while users do not 

incorporate those at all. Reinforced by different factors, initial trial and sustained use are 

conceptually distinct. This implies that conveying the intention to use antecedents to an IS’s 

continuance use remains problematic. 

5.5.2 Practical Contribution 

As for practitioners, our results offer valuable insights for smartphone users, contact tracing 

app providers, and policymakers. We show that smartphone users are prone to a herding 

heuristic in the mobile contact tracing choices. Since herding alone does not necessarily lead to 

an adverse outcome, we would recommend smartphone users to follow a crowd they trust to 
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make the right decision on an individual level and for the sake of the whole society. Switching 

perspectives, we also advise users of mobile contact tracing apps to be careful when 

discontinuing as this might trigger a herding effect in the other direction. 

For contact tracing app providers, we deliver insights on how to attract new customers and 

foster a long-term user-provider relationship. Because of a slow ramp-up, we presume that 

people largely observe non-users, who, in turn, either perceive high privacy risks and/or 

insufficient benefits or rely on social information and consequently follow the herd of non-

users. For mobile contact tracing app providers, multiple strategies are advisable. First, it is 

suggested to raise and present the app’s usefulness in small but dense communities to cluster 

users. These communities could be addressed at the scale of cities, schools, colleges, or 

companies, exemplified by Facebook starting off at Harvard College and iteratively convinced 

billions of people worldwide to follow their predecessors. It allows to overcome the low 

informativeness of potential consumers and ultimately increases the digital solution’s 

effectiveness. Second, prominent opinion leaders, such as celebrities, teachers, or team leaders 

(depending on the type of community) could stimulate herding and act as “shepherds” (Choi 

and Berger 2010). A third strategy to increase the visibility of already engaged customers would 

be the software features implementation. They should explicitly display the current downloads, 

activities, and the number of those who were already warned through the app in local areas. 

Such statistics can be further broadcasted via media channels to pipe non-users (Trepte et al. 

2020). This way, the herd size would be more tangible, and the connectedness between users 

would be more transparent. 

However, app providers need to be aware of the lurking reversed herding effect driving 

discontinuance. This is the case when people quit using the IS by imitating others who 

abandoned it beforehand. The underlying rationale is that users discount their own internal 

information regarding privacy risks, despite their firsthand experience, and imitate others who 

discontinued using digital contact tracing. Since direction matters, to circumvent the customer 

churn, app providers should be sensitive to the public mood and motivate “positive” imitation. 

For instance, policymakers could incentivize permanent users with easier registration at public 

places (e.g., pursuing leisure activities). 

We acknowledge the complexity of the governmental course of action during health crises; still, 

our results may inform policymakers to navigate people’s choices. Since the herding heuristic 

has caused several negative economic outcomes like asset bubbles (Xu 2017), it can be aimed 

at easing its effect. Educating society about the pandemic’s potential aftermath and remedies 
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yields higher information transparency and wiser, independent decisions. In this case, people 

do not need to wait for others to explore contact tracing apps but can judge based on a rational 

risk-benefit analysis. For the same reason, simultaneously, the reversed herding effect (i.e., 

mobile contact tracing discontinuance) might be mitigated. Finally, policymakers and 

regulating institutions should be aware that app providers might deceive users by implementing 

privacy-intrusive functionalities later on (e.g., by collecting and sharing more personal data 

with third parties). As users do not take their perceived privacy risks into account for 

continuance intentions, they might not be sufficiently sensitized against such changes. 

5.5.3 Limitations and Future Research Suggestions 

As with every research project, several limitations should be taken into account. First, 

participants from two countries, which rolled out a decentralized contact tracing app approach, 

have been invited to participate in our study. Therefore, future research could investigate 

whether our results hold for the centralized solutions, with personal information transferred to 

other parties, offered, e.g., in Australia, France, or Singapore. Second, we recruited respondents 

with a market research agency's help, limiting the sample to people who regularly answer 

surveys for a small compensation. Third, we measured privacy risks, benefits, and imitating 

others before the launch and 4 weeks after the app took off. To elicit long-term perceptions of 

the product, a third wave of the study could be added. Finally, the antecedents of imitating 

others are worth examination to identify detailed leveraging factors of the herding effect. 

5.6 Conclusion 

A new, voluntary IS usually starts small in the hope of convincing with its high benefits and 

relatively low costs to attract a critical mass in the future. Contact tracing apps deliver 

significant merits in combating a crisis only if most population uses it, thus suffering from a 

chicken and egg problem. Overcoming privacy fears and believing in peers’ reciprocity in 

striving for social good, early adopters do not get enough value from technology, expecting 

other users to join. However, the latter wait for substantial popularity of the IS to imitate actual 

users in return. Thus, promoting the app’s benefits to the crowd and nudging can be promising 

dissemination strategies from a policy, provider, and public health perspective. For theory, we 

show that individuals perform risk-benefit calculus in the pre-adoption phase and 

simultaneously heavily rely on social factors like imitating others. As for continuous use, IS’s 

benefits are evidenced to be a primary driver; herding magnitude is much lower while privacy 

risks are insignificant.  
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Abstract 

Within organizations, senior executives bear a great responsibility regarding an effective IS 

security risk management and related activities. Although prior research recognizes that senior 

executives are only successful in their management tasks when they are fully aware of potential 

IS security risks and effective countermeasures, empirical studies with this regard have largely 

been omitted. We propose a research model that studies senior executives’ information security 

awareness, their attitudes and intentions towards security-related activities. We tested this 

model within two complementary studies among 112 business executives and 167 IT executives. 

Findings show that information security awareness positively affects senior executives’ 

intention to pursue security-enhancing activities. Comparing both groups, attitude mediates the 

relationship between information security awareness and intention to enhance security only for 

business executives. Our results are useful for IS research on promoting security-related 

activities of senior executives and practitioners interested in the benefits of information security 

awareness for managers. 

 

Keywords: Information Security, Security Awareness, Risk Management. 
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6.1 Introduction 

Organizations worldwide suffer from damage, espionage, and financial losses caused by 

cybercrime (FBI 2017; ITRC 2018). Sadly, there are plenty examples of data breaches that 

occurred in the recent years and that led to sensitive data (e.g., stolen account credentials) being 

misused by cyber criminals (Verizon 2018). In this light, practice and research fiercely develop 

countermeasures to deal with these threats, not only because of unceasingly emerging risks 

(HPI 2018), but also because the volume of valuable and sensitive information within 

organizations grows (EY 2018). We contribute to these efforts by examining senior executives’ 

(including business and IT executives) awareness of information systems (IS) security. 

Senior executives, who are responsible for a healthy business, must protect their organizations 

against damage caused by cybercrime. Therefore, managers make strategic decisions regarding 

the overall level of IS security, adhering to technological and organizational measures and 

regulations (Kotulic and Clark 2004). This implies that managerial decisions and activities are 

necessary to overcome prevalent IS security risks for organizations. A major challenge in this 

regard is that senior executives need to actually recognize the security risks which their 

organizations face. In other words: executives need to be constantly aware that IS security is a 

relevant challenge (Rhee et al. 2012; Straub and Welke 1998). 

Awareness of IS security among managers is a concept whose importance to organizational IS 

security risk management has been highlighted by Straub and Welke (1998). Managers’ 

security awareness is hereby understood as the knowledge of IS security risks on the one hand, 

and the knowledge of appropriate IS security controls to deal with these risks on the other hand 

(Goodhue and Straub 1991; Straub and Welke 1998). Straub and Welke (1998) propose that IS 

security risks can only be successfully mitigated when managers are fully aware of potential 

risks and the most effective countermeasures. Recent qualitative studies confirm that security-

enhancing activities are a considerable challenge for managers and this challenge may be 

ascribed to a lack of security awareness (Dor and Elovici 2016). Within the literature, the term 

information security awareness is also regularly used. For the sake of brevity, we will refer to 

the term security awareness. 

As we will show in the theoretical background section, theories on the security awareness 

among senior executives lack empirical validation. Until now, theories on how security 

awareness affects intentions and behaviors have only been developed and tested in the context 

of consumers’ (Dinev and Hu 2007) as well as employees’ security-related behaviors (Bulgurcu 

et al. 2010). However, it is so far unknown if these theories also apply to security-related 
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managing activities of senior executives. This implies two knowledge gaps that we address in 

our paper: First, extant research does not offer empirical support which shows that security 

awareness indeed relates to managers’ IS security-enhancing activities. And second, as a result 

of the first gap, it is unknown why security awareness should lead managers to increase the 

overall level of IS security. Understanding the cognitive mechanisms underlying security 

awareness among senior executives aids researchers to address the challenge of protecting 

organizations against cyber threats more specifically. 

To address these two gaps, our work’s aim is to complement research on organizational IS 

security from the perspective of senior executives, drawing on related theories of behavioral IS 

security research. For this purpose, we build on Bulgurcu et al. (2010) as well as Dinev and Hu 

(2007), who theorize that security awareness is the key attribute to foster both a positive attitude 

towards and an individual’s behavioral intention to establish security measures. We thus extend 

the current boundary of these theories on security awareness from the context of end-users’ to 

senior executives’ security related activities. In doing so, we present theoretical reasons 

together with empirical support to broaden the implications of security-awareness research on 

the attitudes and intentions towards IS security-enhancing activities of senior executives. 

To this end, we conducted two surveys among different groups of senior executives. On the one 

hand, we approached business executives (i.e., CEOs and managing directors) from a variety 

of industries. On the other hand, we also conducted the survey among IT (security) executives 

(i.e., CIOs, CISOs, heads of IT function). This allows us to examine the effect of security 

awareness on managers’ security-related activities within two different groups of individuals 

who share responsibility for their organization’s overall level of IS security. Drawing on the 

results of both surveys, we discuss our findings and present our implications for research as 

well as for practitioners. 

6.2 Theoretical Background 

Organizational IS security risk management comprises different tasks. According to Fenz et al. 

(2014), who conducted a comprehensive literature review on methods of managing IS security 

risks, the following tasks are central to all of them and, thus, among the responsibilities of senior 

executives who need to ensure their firm’s IS security. The identification of security threats as 

well as valuable assets and already established countermeasures is regularly understood as the 

first task of IS security risk management. The second task is the analysis of identified risks, 

whereby likelihood and magnitude of each identified threat are assessed. Based on this threat 
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analysis, the third task of IS security risk management is concerned with the selection of 

countermeasures to counteract these threats (Fenz et al. 2014). These essential tasks should 

ensure that managers gain a holistic view of the organizational IS security environment and aim 

at reducing present risks and thus enhance IS security. 

6.2.1 The Role of Mangers’ Security Awareness in Managing IS Security Risks 

Straub and Welke (1998) introduced a normative model for IS security risk management in 

order to aid managers with their responsibility of establishing organizational IS security. 

According to this model, security awareness of managers plays an important role in fulfilling 

all three abovementioned tasks (i.e., identification, analysis, selection) to overcome IS security 

risks (Fenz et al. 2014; Straub and Welke 1998). Below, we will first define the concept of 

security awareness in the context of senior executives. Thereon, we will explain why security 

awareness aids senior executives in their responsibility of protecting their organizations’ 

information assets and the tasks of raising IS security. 

Security awareness is commonly understood as knowledge with regard to the objectives of IS 

security (Siponen 2001) and represents the vigilance in understanding IS security risks and 

vulnerabilities (Rhee et al. 2012). According to Straub and Welke (1998), security awareness 

for managers encompasses two dimensions of knowledge. First, managers need to know about 

security risks – that is, the potential threats to security and the consequences of such incidents 

(Goodhue and Straub 1991). In this regard, the senior executives’ perception of security risks 

comprises the knowledge of industry risks that are a threat to every organization within the 

industry. Additionally, security-aware managers are also well informed about local 

susceptibilities and incidents that concern their own firm (Goodhue and Straub 1991; Rhee et 

al. 2012; Straub and Welke 1998). The second knowledge dimension of managers’ security 

awareness pertains to knowledge of countermeasures: security controls that are either readily 

available or already implemented in the organization (Straub and Welke 1998). In the IS 

security literature, countermeasures or security controls depict technological (e.g., intrusion 

detection systems, backup strategies) or procedural (e.g., security policies, deterrent measures) 

solutions on how to protect someone/something against IS security threats. As such, managers 

need to be aware of and understand the security control landscape, available security controls, 

how these controls function, and how they can be adopted within the organization (Goodhue 

and Straub 1991). 
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Straub and Welke (1998) deem that security awareness plays an important role within all three 

tasks when executives manage IS security risks. To begin with, raising the security awareness 

of senior executives can help them with identifying problems with organizational security and 

stimulate the discussion about threats with professionals (Straub and Welke 1998). Since the 

identification of threats is the first step of IS security risk management, security-aware senior 

executives are presumed to be more effective in this task (Sonnenschein et al. 2017; Straub and 

Welke 1998). This knowledge of identified threats consequentially aids managers to critically 

analyze the known threats in the context of their organizational local IS environment and firm-

specific IS security needs (Straub and Welke 1998). Finally, the firm-specific knowledge of 

certain vulnerabilities and security needs aids managers to select the necessary security controls 

that need to be established in order to increase the overall organization’s security (Straub and 

Welke 1998). Overall, this shows that executives’ security awareness plays a key role in 

establishing appropriate levels of IS security within organizations. 

However, until this point, Straub and Welke (1998) theory about IS security risk management 

and security awareness is of a normative nature (Straub and Welke 1998). This means that their 

model describes a process of ‘how managers should engage’ in the challenge of IS security 

management. However, the model does not describe the cognitive aspects of security-related 

perceptions that senior executives have and the activities they pursue. As such, this normative 

model on managing IS security risks does not depict how senior executives actually think and 

act with regard to IS security (Heidt et al. 2019). Hence, to complement this normative 

perspective on security awareness leveraging the management of IS security, we are interested 

in the cognitive mechanisms that connect senior executives’ security awareness and their 

activities for enhancing the organization’s level of IS security. 

Further research related to senior executives’ security awareness differentiate between two 

different levels of responsibilities with regard to organizational IS security. Within 

organizations, different management roles share the responsibility for the overall level of IS 

security and participate in fostering a secure IS environment. In particular, both business 

executives (i.e., CEOs and managing directors) as well as IT executives (i.e., CIOs, CISOs, and 

heads of IT functions) play an important role regarding the management of IS security risks and 

protecting the organization against the damage caused by security threats (Sonnenschein et al. 

2017). IT executives are directly responsible to establish a security strategy, security regulations 

(e.g., policies) and plan for security safeguards (Rhee et al. 2012). In addition, business 

managers without a particular expertise in IS (security) management have a responsibility 
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regarding the organization’s health. Therefore, they indirectly share the responsibility for their 

organization’s overall level of IS security with IT executives. As has been shown in an 

explorative survey among IT executives, the IT executives’ scope for action heavily depends 

on the support of business executives (Sonnenschein et al. 2017). This business executive’s 

support especially comprises the allocation of financial resource that will be available for IT 

executives. Thus, business managers make decisions that eventually determine the extent to 

which IT executives and other employees whose main responsibility is the protection of IS 

security are able to fulfill their task. 

6.2.2 Empirical Research on Security Awareness 

In this section, we present literature that provides empirical support for the relationship between 

senior executives’ security awareness and their activities in order to enhance the organization’s 

IS security. We begin with presenting relevant research on security awareness of senior 

executives. Secondly, we consider studies on the topic of security awareness that have been 

conducted in the context of end-users or consumers. 

A recent review on managerial security awareness shows that research on this topic is extremely 

limited (Sonnenschein et al. 2017). In particular, two prior studies exist which have studied 

security awareness at the level of senior executives. The first study offers first evidence for IT 

executives’ security awareness as key determinant for IT executives’ actions raising their 

organization’s level of security (Choi et al. 2008). This finding gives a valuable indication that 

security awareness has a positive effect on the amount of security controls that are implemented 

within the organization. However, the authors did not account for any cognitive mechanisms 

that could explain why managers’ security awareness would lead to a greater amount of adopted 

countermeasures. As such, there is no indication whether senior executives act differently when 

they are security-aware. Furthermore, the authors adopted a measurement instrument for 

security awareness that has not been developed based on prior theory. At the same time, the 

instrument focusses on executives’ security related concerns as well as their participation in 

security investments. Consequently, we must presume some degree of uncertainty if their 

operationalized measurement instrument actually represents the theoretical concept of security 

awareness. 

In the second study, Kankanhalli et al. (2003) suggest that the level of organizational IS security 

effectiveness increases when senior executives are more security-aware. They argue that senior 

executives’ security awareness should positively influence security-related activities as for 
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example senior executives’ attendance in meetings related to IS security decision making. 

Therefore, the authors presume that security awareness raises the senior executives’ support for 

IS security. However, Kankanhalli et al. (2003) empirically investigate the executive’s support 

– e.g., the extent to which managers participate in security meetings and its effect on the 

organization’s IS security effectiveness. This did not include a measurement for actual security 

awareness and knowledge of IS security risks or countermeasures. Hence, we can only assume 

that security-aware managers are more willingly to pursue further IS security-increasing 

activities. 

Given the lack of research on managerial security awareness, we now relax the contextual 

restriction on research that considers managers as units of analysis. Instead, we now consider 

prior research on security awareness of individuals in general. Most empirical research that 

addresses individuals’ security awareness explores the consequences of introducing SETA 

(security education training and awareness) programs for employees (e.g., Lowry et al. 2015; 

Posey et al. 2015). These studies find that such educational programs have a supporting effect 

for organization’s IS security. For example, employees who participated in SETA programs are 

less likely to willingly undermine implemented security controls (Lowry et al. 2015) or can 

more easily appraise IS security risks and appropriate countermeasures (Posey et al. 2015). 

Since these studies did not actually measure security awareness as independent variable, it 

remains uncertain if SETA programs actually lead to higher levels of security awareness which 

would affect individuals’ security-related activities. 

Three empirical studies address security awareness as an independent variable. They stem from 

behavioral IS security research on the security awareness of IS end-users (i.e., consumers and 

employees). One study on consumers’ security awareness investigates the effect on the adoption 

intention of a technological countermeasures as well as the underlying cognitive mechanism 

(Dinev and Hu 2007). The authors define security awareness as the consciousness of problems 

with IS security and the understanding of strategies on how to deal with these issues (Dinev 

and Hu 2007). They theorize that security awareness affects consumers’ adoption of 

countermeasures (i.e., anti-spyware) through the persons’ attitude towards such an adoption. 

Dinev and Hu (2007) find that security-aware consumers indeed show a more positive attitude 

towards the adoption of a security technology. As conclusion, security awareness is a “central 

determinant to the formation of a user’s behavioral intention to use” a security controlling 

technology (Dinev and Hu 2007, p. 402). 
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Studying security awareness in the organizational context of end-users, two studies focus on 

employees’ secure behavior regarding organizational security policy compliance in the 

workplace (Bulgurcu et al. 2010; Haeussinger and Kranz 2013). Similar to the above mentioned 

study among consumers, Bulgurcu et al. (2010) suggest that security awareness of employees 

leads to a favorable attitude towards complying with the firm’s IS security policies. This finding 

has furthermore been confirmed by a second study that explores possible antecedents of 

employees’ security awareness (Haeussinger and Kranz 2013). In contrast to consumers’ 

security awareness and knowledge of general IS security issues, employees need to have firm-

specific knowledge in order to become security-aware. Thus, in the organizational environment, 

employees’ security awareness also encompasses the knowledge dimension of information 

security policy awareness (Bulgurcu et al. 2010). 

In conclusion, empirical research that could explain whether and how executives’ security 

awareness relates to their attitudes and intentions towards enhancing the organization’s IS 

security level is highly limited. Empirical support based on consumer or employee samples may 

suggest that security awareness and attitude towards security-related activities could also affect 

senior executives’ intention to increase IS security. But findings based on data from consumer 

and employee cannot simply be generalized to a senior executive context as the knowledge 

included in employees’ security awareness differs from the knowledge that senior executives 

need to protect their organization (Siponen 2001). In particular, Bulgurcu et al. (2010) 

formulate the awareness dimension of information security policy awareness as employee’s 

understanding of their organizations IS security policies that are to be followed. Hence, the 

employee’s knowledge of his/her own organization’s policies is about solving issues of insecure 

end-user IS usage (e.g., forwarding sensitive information by email). In contrast to that, senior 

executives share the responsibility for their organization’s overall level of IS security. Hence, 

they are challenged with the current state of IS risks, countermeasures and the future 

development of IS security strategies (Dor and Elovici 2016). Generally speaking, solution-

orientated knowledge on how to effectively deal with the security issues depends on the 

individual’s tasks and his/her responsibility regarding the organization’s security level (Siponen 

2001). 

6.3 Research Model Development 

In the following, we present our research model of the effects of senior executives’ security 

awareness on their attitude towards security-related activities and their subsequent intention to 

increase the organization’s IS security level (Figure 11). As our review of the literature has 
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shown, security-awareness theory from end-users’ contexts provides us with theoretical 

explanations as to whether and why security-awareness leads to higher security levels (Dinev 

and Hu 2007). Hence, our research model builds on these existing end-user theories. Applying 

these theories to the context of senior executives should be appropriate because, as we will 

argue below, the core concept of interest (i.e., security awareness) should play a similar role in 

both contexts. 

In particular, the concept of security awareness among end-users (Bulgurcu et al. 2010; Dinev 

and Hu 2007) and senior executives (Goodhue and Straub 1991; Straub and Welke 1998) are 

considerably similar with regard to the underlying dimensions. The end-user literature 

explicates that security awareness entails two different knowledge dimensions. The first 

dimension is the personal understanding as well as knowledge of general issues and problems 

which are related to the ramification of IS security risks (Bulgurcu et al. 2010; Dinev and Hu 

2007). This closely resembles senior executives’ understanding of the IS security risks that 

organizations in their industry are faced with (Straub and Welke 1998). Consequently, the first 

dimension of security awareness in both contexts encompasses the knowledge of IS security 

risks. 

The second knowledge dimension of security awareness pertains to knowledge of 

countermeasures to mitigate IS security risks. From the perspective of senior executives, a 

comprehensive understanding of the organization’s capabilities to control present IS security 

risks is needed (Goodhue and Straub 1991). This includes the managers’ firm-specific 

knowledge and a deep understanding which information assets are vulnerable to threats and 

how to mitigate these risks (Goodhue and Straub 1991; Straub and Welke 1998). Turning to 

employee-level research (Bulgurcu et al. 2010), the second awareness dimension comprises 

firm-specific knowledge on what employees are expected to do to avert security risks (i.e., 

employees need to understand the security policies in place). Similar to the managerial context, 

‘knowing what to do’ entails an understanding what information systems are vulnerable and 

how to act according to the applicable security policy (Bulgurcu et al. 2010). Thus, in both 

contexts, the second dimension of security awareness comprises knowledge of countermeasures 

to control and mitigate the IS security risks. 

Overall, the construct of senior executives’ security awareness consists of two knowledge 

dimensions (Straub and Welke 1998): knowledge of security risks and knowledge of 

countermeasures. Following Bulgurcu et al. (2010), we conceptualize security awareness as 

second-order construct comprising both knowledge dimensions. Knowledge of security risks 
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and knowledge of countermeasures are thus two first-order dimensions of the second-order 

construct of security awareness. As we have argued above, this conceptualization of security 

awareness is in line with the management literature (Goodhue and Straub 1991; Straub and 

Welke 1998). 

Nevertheless, the context of our study are senior executives and their behavioral intentions 

towards security related management activities. Even though we argue that the concept of 

security awareness is similar compared to the end-user context, we cannot directly derive the 

outcomes of security awareness from findings among end-user adoption of one specific 

technology (Dinev and Hu 2007). Instead, senior executives make strategic decisions related to 

IS security (Siponen 2001) rather than distinct technology-specific decisions. For the same 

reason, we further may not include further variables introduced by Dinev and Hu (2007) since 

they apply only for the adoption intention of one specific technology. 

 

Figure 11. Research Model on Senior Executives’ Security Awareness and its Effects. 

To develop the first hypothesis, we now argue why senior executives’ security awareness 

should be positively related to their attitude towards enhancing the organizational security level. 

As we explicated above, security awareness is a two-dimensional concept which is determined 

by the senior executives’ knowledge of organizational IS security risks as well as of currently 

applied countermeasures and appropriate enhancements (Goodhue and Straub 1991; Straub and 

Welke 1998). Therefore, senior executives who are better informed regarding industry-related 

security risks, firm-specific vulnerabilities, and available countermeasures to enhance the 

overall IS security level are consequently more security-aware. 

Based on this information and knowledge, security-aware senior executives can more easily 

grasp the negative consequences of security risks. To give an example: they know that hackers 

try to attack organizations, intrude into the firm’s network to steal sensitive information, or 

otherwise cause severe damage. At the same time, security-aware senior executives understand 

that the mitigation of such risks is essential because the ramifications would otherwise provoke 

damage to the organization. At last, they have an idea of available IS security controls to 

counteract these risks and have an understanding why the countermeasures are effective. In line 
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with Bulgurcu et al. (2010) and Dinev and Hu (2007), we suggest that all these different 

knowledge elements together lead to the formation of beliefs with regard to the vulnerability of 

organizational information assets, the risks of potential misuse and consequently the benefits 

of enhancing IS security and mitigation of these risks. Based on the theory of planned behavior 

(TPB), an individual forms a positive or negative attitude based on his/her beliefs regarding a 

behavior in question (Ajzen 1991). As a result, senior executives who have security related 

knowledge are security-aware and – as they have more accurate beliefs regarding the 

organization’s vulnerability and necessary protection of IS – should form a favorable attitude 

towards activities increasing the level of IS security. 

H1: The senior executive’s security awareness leads to a positive attitude towards enhancing 

the organization’s IS security. 

We now suggest that senior executives, who have a positive attitude towards increasing the 

level of IS security, are convinced that IS security is an important issue for their company. 

When senior executives are about to make IT related management decisions, their attitudinal 

appraisal influences their intention (Benlian and Hess 2011). This reasoning is based on the 

relationship between the concepts of attitude and intention towards a behavior, described in the 

TPB (Ajzen 1991). Thus, they are more likely to intend to increase the organizational IS 

security level. In addition, the empirical studies on end-users’ security awareness and its effects 

on security-related activities also follow the arguments of TPB and confirmed the relationship 

between a positive attitude and users’ intentions to act in a more secure manner (Bulgurcu et 

al. 2010; Dinev and Hu 2007). Therefore, we adopt the well-established arguments that a 

favorable attitude towards organizational security enhancements consequently determines the 

intention to act accordingly (Ajzen 1991). For senior executives, the according behavior is 

depicted by management activities in favor of IS security enhancements. These managing 

activities encompass in particular prioritization and allocation of resources necessary to 

implement more effective countermeasures (Kotulic and Clark 2004; Solms 2001; 

Sonnenschein et al. 2017). 

H2: A positive attitude towards enhancing the organization’s IS security raises senior 

executives’ intentions to take action in order to enhance IS security. 

In order to pursue our research objective in terms of why security-aware senior executives 

should be more inclined to take security enhancing actions, we further extend the previous 

reasoning. Shedding light on to the cognitive mechanisms underlying security awareness 

among senior executives, we suggest a positive effect of security awareness on the subsequent 
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intention to take necessary steps for enhancing IS security which is mediated by the executive’s 

attitude. Hence: 

H3: Higher levels of security awareness raises intentions to enhance the organization’s IS 

security because of a more favorable attitude towards such enhancements. 

As a forth hypothesis, we furthermore suggest a direct relationship between senior executives’ 

security awareness and their intention to take actions in order to enhance IS security. We follow 

the reasoning from Dinev and Hu (2007) and presume that this direct effect could also be 

present in the organizational IS security risk management context. Security-aware senior 

executives may not only know of certain IS security risk, but they might also know that some 

risks would have even devastating consequences when they occur. For example, firms that 

protect their intellectual property by trade secrets heavily rely on strong IS security defenses 

because otherwise, a data breach would reveal confidential business- and technical information. 

Such an incident would be fatal. 

Knowing that IS security must be a top priority (at least for some information assets), senior 

executives in this case do not have the freedom to decide against measures enhancing IS 

security regardless of their personal attitude. Instead, security awareness can directly lead to 

behavioral intentions (Dinev and Hu 2007). To give a second example of senior executives 

‘having no choice’: regulations require organizations to conform with certain security standards 

(e.g., Art. 32 of GDPR requires organizations in the EU to implement appropriate technical and 

organizational measures to ensure a certain level of security). In these cases, it is of no relevance 

if the senior executive has a favorable attitude towards increasing IS security because he/she 

has no choice of enacting certain security enhancements. This logic leads us to presume that 

security awareness can directly form the intention to establish higher levels of security. 

H4: Higher levels of security awareness directly increase senior executives’ intentions to take 

action in order to enhance IS security. 

6.4 Survey and Analysis 

In order to investigate the cognitive mechanisms associated with managerial security awareness 

and to test our research model, we conducted an empirical study among senior executives from 

different companies and industries in Germany. As depicted in the theoretical background, there 

are mainly two distinct roles of senior executives whose responsibilities relate to the 

organization’s level of IS security. Based on these different responsibilities as well as the IT 

related personal background of business executives and IT executives, we deem that the 
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presumed relationships of our research model could be differently reflected as well. Hence, we 

apply our research model to both business executives’ and IT executives’ security awareness 

and subsequent behavioral attitudes and intentions towards IS security-enhancing activities. 

Thus, to collect data for our empirical study, we conducted two field surveys and prepared 

questionnaires that we sent with letters via mail. Since personal e-mail addresses from senior 

executives are often not publicly available, we addressed all letters with the executives’ names 

and work addresses that we received from a market research institute. Each mailing contained 

a one-page cover letter in which we explained the purpose of our study and that we will ensure 

the anonymity of all respondents. This is an especially important message since the focus of 

our survey is the IS security within organizations, and information provided here might be 

especially sensitive (Crossler et al. 2013). 

To actually protect the identity of our invitees, we implemented the individual cover letter and 

the anonymous questionnaire as two distinct documents. This way, the questionnaire did not 

contain any individual information such as the participants’ names or organizational 

associations. We furthermore included a return envelope in order to minimize the effort 

necessary to return the completed questionnaires. Using this ‘offline approach’, we were also 

unable to collect any electronic metadata that could identify our respondents (i.e., IP addresses). 

Thus, we were able to create a higher level of trust that information provided to us would not 

be misused against the organization. In addition to responding with a return letter, we offered 

all invitees a second option to participate in this survey online. Hence, for respondents who 

nevertheless favored to participate via a web-based questionnaire, we implemented the very 

same questionnaire as online survey and included the web-address as QR-code in the cover 

letter. This way, every invitee had two options to choose from in participating in our survey. 

6.4.1 Operationalization of Survey Instruments 

All constructs of our research model were measured based on existing scales that we adopted 

to fit our context (see Appendix C). Given that these scales have already been developed, tested, 

and validated within field surveys, we do not expect major issues with content validity and 

reliability within the variables. Operationalizing the concept of security awareness, we fully 

adopted the second-order construct composed of two first-order constructs that has been 

developed and validated by Bulgurcu et al. (2010). Thereon, we adapted the items’ wording for 

both security awareness dimensions to the context of senior executives’ security awareness. 

During the process of adapting the items to the new context, we consulted three researchers 

from the field of IS security in order to fine-tune the wording. This was done to avoid 
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unintended changes in the scales that would impair content validity, as suggested by Rhee et al. 

(2012). As for the operationalization of the attitude and intention constructs, we continued 

following the example of Bulgurcu et al. (2010) who already adapted items based on field 

studies employing TPB (Ajzen 1991). Since the validity and reliability of these items has been 

tested in various different contexts and scenarios (e.g., Chau and Hu 2001), we deem the 

adaption to our managerial context as straight forward. We operationalized all items as a 7-

point Likert scale. 

Based on the approach of Bulgurcu et al. (2010), we operationalized security awareness as first-

order reflective, second-order formative construct (Petter et al. 2007). Therefore, the two 

knowledge dimensions together form a more general construct, namely security awareness 

(Hair 2018). We estimated security awareness using the repeated indicator approach. In doing 

so, all items used for the two reflective first-order knowledge dimensions are used a second 

time as indicators for second-order construct security awareness (Hair 2018). As a consequence, 

the discriminant validity between the first-order dimensions and the second-order construct is 

not of a concern because conceptual redundancies must be expected (Hair 2018). 

Additionally to the research model’s constructs, we surveyed for various control variables that 

we identified during our literature research on IS management field surveys. Consequently, we 

controlled for firm characteristics (annual revenue, IT budget, number of employees) as well as 

senior executives’ personal characteristics (years active in the current job domain, previous 

experience of security breaches in the organization during the last 12 months [yes; no], and 

personal responsibility for IS security [not responsible; partly responsible; largely responsible; 

fully responsible]). 

6.4.2 Responses and Methodical Considerations 

We collected all data in 2018 and received answers within a time period of five weeks after the 

initial submission of mailings. In total, we invited 6,000 senior executives to participate in our 

survey and addressed 3,000 business executives (bu) as well as 3,000 IT executives. During the 

period of five weeks, we received answers from 306 respondents overall. From these, we had 

to drop 27 because the responses were missing answers or the questionnaire was returned 

incomplete. Therefore, the final sample size was 279 and entailed 112 answers from business 

executives and 167 answers from IT executives, yielding a total response rate of 4.7%. In order 

to ensure that respondents resemble our intended sample (senior executives), we included a 

control question for the current job position of the respondent. We present our samples’ profile 
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containing industry type, number of employees, annual revenue, IT budget and the respondents 

personal experience in their current job domain in in Table 9. 

  business ex. IT ex.      business ex. IT ex. 

  resp. freq. resp. freq.       resp. freq. resp. freq. 
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  1 - 10 37  33.0%  39 23.4%   
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]   0 -     1 15 13.4% 29 17.4% 

11 - 20 41  36.6%  65 38.9%     1 -     2 18 16.1% 18 10.8% 

21 - 30 27  24.1%  50 29.9%     2 -   10 19 17.0% 62 37.1% 

31 - 50   6    5.4%    9   5.4%   10 - 100 10   8.9% 21 12.6% 

Missing   1    0.9%    4   2.4%   Missing 50 44.6% 37 22.2% 

n
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       1 -    500 17  15.2%  25 15.0%   
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ry
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e
 

Automotive   6   5.4% 20 12.0% 

   501 - 1,000 41  36.6%  59 35.3%   Commerce   8   7.1%   9   5.4% 

1,001 - 2,000 31  27.7%  35 21.0%   Energy provider 10   8.9%   4   2.4% 

2,001 - 5,000 12  10.7%  27 16.2%   Engineering 10   8.9% 15   9.0% 

         > 5,000   9    8.0%  17 10.2%   Healthcare 17 15.2% 27 16.2% 

Missing   2    1.8%    4   2.4%   Industry 13 11.6% 32 19.2% 

a
n

n
u

a
l 

r
ev

en
u

e
 

[M
il
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n
 E

u
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]   0 -   5   2    1.8%  3   1.8%   IT & Comm.   6   5.4% 10   6.0% 

  6 - 19   5    4.5%  9   5.4%   Public Services   5   4.5% 14   8.4% 

20 - 99 23  20.5%  32 19.2%   Services 23 20.5% 20 12.0% 

    > 99 78  69.6%  119 71.3%   Transportation   8   7.1%   9   5.4% 

Missing   4    3.6%    4   2.4%   Other   6   5.4%   7   4.2% 

Table 9. Sample Profiles. 

Although our response rate can be deemed adequate for a study that involves senior managers 

at the executive level (Kotulic and Clark 2004; Rhee et al. 2012), a possible non-response bias 

might limit the interpretation of our results. Since there is agreement that the comparison of 

early and late respondents is an appropriate approach to test for a non-response bias, we tested 

whether the first 25% and last 25% of respondents would differ regarding all models variables 

(Armstrong and Overton 1977). T-tests showed that no significant differences existed between 

early and late respondents. Hence, we conclude that a non-response bias is not likely to be an 

issue in both of our samples. 

Since the collected data stems from self-reports through a questionnaire, common method 

variance (CMV) within our samples could be a further concern. Consequently, we need to 

control and check for this particular bias. As explicated above, we employed several methods 

to protect the respondents’ anonymity what is a common approach to control common method 

bias (Podsakoff et al. 2003), especially when surveying sensitive information. As a common 

procedure to later test for CMV, we conducted a Harman’s single-factor test for both surveys 

(e.g., D'Arcy et al. 2009). The exploratory factor analysis based on an unrotated principal 

component factor analysis showed that neither one single factor emerged from the factor 

analysis, nor one general factor would explain the majority of covariance among the variables 
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(Podsakoff et al. 2003). Adhering to a second test involving the addition of an unmeasured 

common method variable, we employed the testing procedure appropriate for PLS as introduced 

by Liang et al. (2007). Following this procedure as presented in Majchrzak et al. (2013), we 

compare the path coefficients between the single-indicator constructs and the theoretically 

justified constructs, and between the single-indicator constructs and the common method 

variable. As results, we find that all path coefficients on respective constructs are high 

(|βbu|≥0.72; |βit|≥0.72) and highly significant in both data groups. At the same time, the path 

coefficients on the common method variable are low (|βbu|≤0.26; |βit|≤0.17) and in almost all 

cases insignificant. Hence, we conclude for both samples that no single factor accounts for the 

variance in the data set and a common method variance should not be an issue. 

In addition to the comparison between early and late respondents, we tested for differences 

between responses we received via return mailings and those via the identical online survey. 

For the group of business executives, we received 61 (54.5%) responses via mailings and 51 

(45.5%) responses online. For the group of IT executives, we received 87 (52.1%) mailings and 

80 (47.9%) answers online. T-tests showed no concern that the results are biased based on the 

response type. 

6.4.3 Data Analysis and Validation of the Measurement Model 

Analyzing the measurements of our research model, we conducted a factor analysis for both 

surveys (business and IT executives) based on PLS. The approach of using PLS is especially 

appropriate to handle smaller sample sizes (in our cases n=112; n=167). Based on Cohen (1992) 

calculation of necessary sample size, and following the procedures conducted by Liang et al. 

(2007), we identified a minimum sample size of n = 67 under the conditions of two independent 

variables, 5% significance, power of 0.8 and medium expected effect size. Hence, both of our 

samples meet the criteria necessary to apply PLS to analyze the research model. As PLS is 

additionally suited for a mediation analysis (Preacher and Hayes 2008), we followed the 

approach as implemented in SmartPLS (Hair et al. 2013; Ringle et al. 2015). As the constructs 

have to be reliable, we analyze Cronbach’s Alpha (Cr.α), composite reliability (CR) and the 

average variance extracted (AVE) for both groups which should succeed 0.7, 0.7 (Bagozzi and 

Yi 2012) and 0.5 respectively (Hair et al. 2013). All constructs have a CR≥0.83 and AVE≥0.61 

in the group of business executives. Regarding Cr.α, knowledge of risks has a value of 0.69. 

Since the value of 0.7 for Cr.α is recognized as no strict cut-off (Bagozzi and Yi 2012), we 

accept this construct as reliable. For IT executives, all constructs exceed the criteria for 

reliability (Cr.α≥0.77, CR≥0.87 and AVE≥0.69). Furthermore, all items except one have 



6 Paper D: Senior Executives’ Information Security Awareness 

 

85 

loadings of at least 0.7. Within the group of business executives, one exception is one out of 

three items of the knowledge of countermeasures scale which has a loading of 0.65. Since this 

is still close to the criterion of 0.7, our measurement model demonstrates convergent validity 

(Bagozzi and Yi 2012). We assessed discriminant validity based on the square root of AVE 

which, for each construct, has to be greater than the correlation to all other constructs (Fornell 

and Larcker 1981) what we report in Table 10. Additionally, we checked for all the items’ 

cross-loadings which need to be lower than the loadings on their respective construct (Henseler 

et al. 2015). Since, this criterion has been fulfilled in both groups of senior executives, we deem 

that our measurement model is of a good reliability. 

    Construct   Cr.α CR AVE 1 2 3 4 
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e
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s
 Security- 

Awareness 

Knowledge of Risks 1 0.69 0.83 0.61 0.79       

Knowledge of Countermeasures 2 0.75 0.86 0.67 0.55 0.82    

  
Attitude towards Enhancing 
Security 

3 0.94 0.96 0.90 0.34 0.20 0.95   

  Intention to Enhance Security 4 0.90 0.93 0.83 0.46 0.27 0.53 0.91 

                   

IT
 e

x
e

c
u

ti
v

e
s

 

Security- 
Awareness 

Knowledge of Risks 1 0.77 0.87 0.69 0.83       

Knowledge of Countermeasures 2 0.87 0.92 0.79 0.68 0.89    

  
Attitude towards Enhancing 
Security 

3 0.90 0.93 0.83 0.23 0.08 0.91   

  Intention to Enhance Security 4 0.85 0.91 0.77 0.40 0.35 0.40 0.88 

Table 10. Reliability of the Measurements. 

To address the possible issue of multicollinearity, we calculated the variance inflation factors 

(VIF) for all possible combinations of our model’s variables. Within both groups of senior 

executives, all pairs of variables showed VIF values between [1.17; 1.44] for business 

executives and between [1.06; 1.84] for IT executives. Since all values are well below the 

threshold of 5 (Hair et al. 2013), we conclude for both groups that multicollinearity should not 

be an issue. 

6.4.4 Results for the Structural Research Model 

We estimated our research model for the two distinct groups of senior executives (business 

executives and IT executives) and estimated all path coefficients using a bootstrapping 

procedure with 5,000 sub-samples as implemented in SmartPLS (Hair et al. 2013). In the 

following, we will begin by reporting the results of the complete research model direct paths 

for both of our survey groups (H1, H2, H4). Finally, we conduct a mediation analysis to relate 

to the cognitive mechanism of security awareness (H3). 



6 Paper D: Senior Executives’ Information Security Awareness 

 

86 

We present the results of our structural equation model test in Figure 12. For the context of 

business executives, our model predicts 36.7% of variance in intention to enhance security and 

16.3% in attitude towards enhancing security. All our direct paths are estimated with 

coefficients of significant levels. Therefore, we have empirical support for hypotheses H1, H2, 

and H4. Business executives’ security awareness has a positive effect on attitude (β=0.244) 

which has in turn an even stronger positive effect on intention (β=0.454). The expected direct 

effect of security awareness on intention is supported at the same time (β=0.272). The weights 

of the second-order construct security-awareness are significant as well. This indicates that both 

dimensions contribute to business executives’ security awareness. 

 

Figure 12. Results of Structural Model Testing. 

Turning to the results for IT executives, our model predicts 34.0% of variance in intention to 

enhance security and 5.9% of variance in attitude towards enhancing security. In the same vein, 

the path representing H1 shows no empirical support (β=0.134, p=0.138). This might explain 

the low R² for IT executives’ attitude towards enhancing security. However, H2 and H4 are 

supported. Therefore, attitude towards enhancing security has a significant positive effect on 

the IT executive’s intention to enhance security (β=0.297). Similarly to the business executive 

context, security awareness among IT executives directly influences their intention to enhance 

security (β=0.329). As for the second-order construct, both weights are significant, indicating 

the contribution to IT executives’ security awareness. 

We furthermore included all our control variables in this analysis and tested for effects related 

on the senior executive’s attitude as well as their intention to engage in activities to enhance 

IT Executives

Business Executives

Information Security 
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Countermeasures
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0.556***
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Enhancing Security

Intention to Enhance 

Security

Control Variables:

annual revenue, IT budget, number of employees, 

experience in the current job, prior security breaches, 

personal responsibility for IT security

R²=0.163 R²=0.367

Information Security 

Awareness

Knowledge of 

Security Risks

Knowledge of 

Countermeasures

0.134 0.297***

0.329***

0.576***
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*** p<0.001, ** p<0.01, * p<0.05

Attitude towards 

Enhancing Security

Intention to Enhance 

Security

R²=0.059 R²=0.340

Control Variables:

annual revenue, IT budget, number of employees, 

experience in the current job, prior security breaches, 

personal responsibility for IT security
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their organization’s IS security. Doing so, all control variables except one had no significant 

influence, neither on attitude nor on intention to enhance security for both groups. In the group 

of IT executives, the personal responsibility for IS security positively influences the intention 

to enhance security (β=0.187, p=0.040). 

In order to further analyze the mechanism underlying the effect of security awareness on senior 

executives’ intention to enhance security, we ran a mediation analysis to test our hypothesis 

H3. Doing so, we first analyzed the significance of the indirect path between security awareness 

– attitude – intention. Based on the bootstrapping approach explained above, we examined 

whether the indirect effect of security awareness on the senior executive’s intention transmitted 

through the executive’s attitude towards security enhancements (Table 11). A significant 

indirect effect exists if the confidence interval does not include the value of zero (Hair 2017). 

Thus, the results for the group of business executives shows a significant indirect effect 

[0.035; 0.224]. In contrast, this indirect effect is not supported for the group of IT executives 

[-0.004; 0.123]. 

 
  confidence interval 

indirect path group indirect effect 2.5% 97.5% 

awareness - attitude - intention 
business executives 0.111 0.035 0.224 

IT executives 0.040 -0.004 0.123 

Table 11. Results of Mediation Analysis. 

To draw a conclusion of our mediation analysis, our two samples show that the mediation effect 

of the senior executive’s attitude is only prevalent in the group of business executives. Since 

the positive direct effect of security awareness on the executive’s intention (H4) is present in 

both groups, we find a complementary partial mediation in the group of business executives 

and a non-mediated direct only effect in the group of IT executives. 

6.5 Discussion 

Security awareness is an important personal characteristic of senior executives who are 

responsible for the overall IS security level of their organization (Dor and Elovici 2016; 

Sonnenschein et al. 2017; Straub and Welke 1998). However, studies which empirically 

investigate the presumed positive effect of security awareness on managers’ IS security risk 

managing activities are not sufficiently available – as demonstrated in the theoretical 

background section. IS research on end-users’ security behavior has already developed 

frameworks on security awareness and found that security awareness affects consumers’ and 
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employees’ security-related behaviors (Bulgurcu et al. 2010; Dinev and Hu 2007). Even though 

the concept of security awareness is similar across the context of end-users and senior 

executives, this is not the case for the effected outcomes that previous research focused on (see 

theoretical background section). With this study, we extend the theoretical boundaries of 

existing security-awareness research and present empirical support that security awareness 

should by no means be restricted to employees and consumers. Since senior executives are 

responsible to pursue different tasks for IS security management (Straub and Welke 1998), they 

make decisive choices that determine the level of IS security for the whole organization (Rhee 

et al. 2012). Therefore, senior executives’ security awareness has an even greater impact on 

organizational capabilities to mitigate IS security risks compared to end-users. In the following, 

we will discuss our empirical findings and explicate three implications for research and three 

practical implications. 

6.5.1 Implications for Research 

First of all, we contribute to research that investigates senior executives’ security awareness 

and its consequences for effectively managing IS security (Choi et al. 2008; Dor and Elovici 

2016; Straub and Welke 1998). As stated above, empirical research on this topic is currently 

lacking — the first gap that our study has addressed. In particular, we provide empirical support 

for the theoretically-presumed positive effect of senior executives’ security awareness on their 

intentions to enhance their organization’s level of security (Straub and Welke 1998). As our 

findings show, the effect of business executives’ security awareness on their subsequent 

intentions to enhance the organizations IS security is partially mediated by their attitude towards 

IS security enhancements. Security awareness of IT executives on the other hand directly 

increases their intention to increase IS security measures. Their behavioral attitude does not 

mediate this relationship. Thus, our findings substantiate initial evidence that security-aware 

senior executives will more likely pursue activities for the improvement of the organization’s 

level of IS security (Choi et al. 2008) and depict a clearer image of the cognitive mechanisms 

that lead to this positive effect. 

As our second contribution, we extend the basic understanding of the positive effect of security 

awareness on senior executives’ security-related activities and investigate the underlying 

cognitive mechanism, thus addressing the second identified gap. We find that senior executives’ 

security awareness affects both their attitude and intention towards enhancing security. Based 

on data we obtained from business executives, we understand that behavioral attitude mediates 

the effect of security awareness on intention towards security enhancements (H1 - H3 
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supported). This highlights that business executives’ attitude is an important precondition for 

their intention to enhance the organization’s IS security level. Additionally, their security 

awareness directly fosters higher intentions, conforming to H4. We interpret these findings in 

the way that business managers – who are in control of allocating resources for security 

enhancing activities – are heavily depending on their personal beliefs (attitude formation). This 

is critical because the level of organizational IS security hence depends on the subjective 

opinion of very few executives whose beliefs my very well be biased. Hence, adding to 

literature on i.e., optimistic biases in the context of senior executives’ security related IS 

security risk perceptions (e.g., Fenz et al. 2014; Rhee et al. 2012), we find that especially 

business executives with no personal IT focus may come to subjective and potentially flaw 

decisions on further IS security investments. 

In contrast to these findings, we cannot confirm a mediating effect of behavioral attitude in our 

sample obtained from IT executives (H1 + H3 rejected). Thus, even though IT executives’ 

behavioral intentions to enhance the organization’s IS security are influenced by their attitude 

towards security enhancements as well, the level of knowledge related to security risks or 

countermeasures does not form a favorable attitude. To explain these findings as well as the 

supported direct effect of security awareness on intention to enhance security (H4), we adhere 

to the security related expertise and responsibility that IT executives have. Compared to 

business executives, IT executives have a more detailed knowledge of firm-specific 

vulnerabilities, available security controls and how these controls function (Kearns and Lederer 

2003). Therefore, they do not only see the IS security risks and promising solutions in form of 

effective countermeasures. As hypothesized in H1, we expected this understanding would form 

a favorable attitude. However, this effect (H1) does not exist for IT executives. We suggest that 

instead, they are also very well aware of the effort necessary to overcome organizational 

obstacles in order to increase the level of IS security (Hu et al. 2007). These obstacles may be 

that resources, which are necessary to realize a plan for the countermeasure’s deployment, need 

to be justified to business executives (Ashenden 2008). 

Our third contribution is to offer a measurement of security awareness that is not restricted to 

end-users but can be applied to a senior-executive context. Previous empirical studies stem 

from the context of consumers’ security behavior (Dinev and Hu 2007) and employees’ security 

policy compliance (Bulgurcu et al. 2010). Adhering to our theoretical background, we explicate 

that the two-dimensional conceptualization of security awareness can be adopted for the context 

of decision makers such as business- and IT executives. As both of our samples show, the two 
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scales to measure knowledge of security risks and knowledge of countermeasures together 

comprise security awareness. As we investigated a new context of security related activities 

compared to previous studies (Bulgurcu et al. 2010; Dinev and Hu 2007; Haeussinger and 

Kranz 2013), future research on security awareness can now leap forward in the organizational 

IS security setting. Based on the opportunity to measure the senior executives’ as well as 

employees’ security awareness, our work can serve as stepping stone for future studies to 

investigate individuals’ willingness to protect IS security, especially across different 

organizational roles. To give an example, senior executives are able to convey a higher level of 

security awareness on employees by enacting a transformational leadership style (Choi 2016). 

Having a measurement instrument for both – managerial versus employee roles available, it 

would be interesting to assess how security-aware senior executives might inspire employees 

to adhere to more secure behaviors such as policy compliance. 

6.5.2 Practical Implications 

Our findings have further important implications for organizations who are confronted with IS 

security risks and senior executives who do not sufficiently recognize the importance of present 

risks. In our study among business executives, we show that security-aware decision makers 

are more likely to have a positive attitude towards enhancing the organizations IS security 

which in turn would lead them to have stronger intentions to act accordingly. Hence, security-

aware CEOs and managing directors are more convinced that IS security brings a firm’s 

advantage. Contrary to this, business executives who are not aware of the importance of their 

firm’s IS security, are more likely to appraise security as unnecessary or less important. This is 

quite problematic since business executives who are missing the necessary understanding with 

regard to threats and countermeasures have a negative attitude towards managing activities 

increasing the IS security level. This consequently leads to lower intentions to enhance security 

– and for example less resources being allocated for IS security purposes. Thus, it is of utter 

importance that business executives are well educated and understand the ramifications of 

security risks and cyber-attacks. As a consequence, they will gain a higher level of awareness 

for the importance of IS security countermeasures and engage with a favorable attitude in IS 

security-enhancing management activities. 

Secondly, our study has implications for IT executives. With regard to the cognitive process 

how security awareness influences the decision maker’s intention to enhance IS security, we 

see a different picture for IT executives compared to business executives. Even though IT 

executives’ intention to enhance IS security is determined by their security awareness, their 
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attitude does not mediate this relationship (H1+H3 rejected). These distinct results show that 

the cognitive mechanisms underlying security awareness depend on the person’s role and 

responsibility within the organization. So, why is security awareness raising the security-related 

attitude of business executives but not of IT executives? We suggest that especially for 

individuals who are directly responsible for the organizational IS security, being security-aware 

may not only entail the knowledge of security risks and the benefits of knowing how to deal 

with these risks. This indicates that IT executives undergo a more complex cognitive decision 

making process. After realizing the necessity and opportunity of adopting a security enhancing 

strategy, IT executives also consider the struggle for resources and the need to overcome 

organizational hurdles. Thus, we suggest that IT executives pursue further security 

enhancements rather because they are obliged to prevent the worst. 

Third, our research model suggests that IT executives’ intention to increase the level of IS 

security would further profit from security awareness if their attitude would increase as well 

(H1). However, this relationship does not yet exist. In order to strengthen the IT executives’ 

cognitive mechanism that increases their intentions, IT executives need to be less confronted 

with organizational hurdles that regularly hinder the enhancement of security measures. 

Therefore, business managers have the chance to support those who are directly responsible for 

IS security management. 

6.6 Limitations and Concluding Remarks for Future Work 

As for most research, our study has limitations that need to be taken into account. The first 

limitation is that our data was obtained through a single method of data collection for both 

dependent variables as well as independent variables. Consequently, a common method bias 

could possibly limit the size of our contribution. As we explicated in our results report, we 

conducted a formal test for a common method bias that revealed no substantial concern. Even 

though our approach is in line with related behavior IS security research (e.g., D'Arcy et al. 

2009), future studies may respond to such concerns adhering to a longitudinal research design 

and collect data for dependent and independent variables separately (e.g., Podsakoff et al. 

2003). 

The second limitation is that our study was conducted among senior executives in one country 

in Western Europe (Germany). Therefore, our results may be limited in their generalizability 

only to similar cultural contexts. As Thong et al. (1996) suggest for cross-sectional studies that 

have been conducted in one cultural context, future research could replicate the study among 
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senior executives in other environments. Those could contribute to the generalizability of the 

effect of senior executives’ security awareness on their subsequent IS risk management 

activities. 

As third limitation, our study addresses the behavioral intention of senior executives to enhance 

their organizations’ IS security instead of actual behavior. Even though, behavioral intentions 

are regularly assessed in order to draw conclusions on individuals’ actual behavior among 

behavioral IS security research (Johnston et al. 2015; Siponen and Vance 2010), we recognize 

that this is a limitation of our study. However, as previous studies have demonstrated a clear 

relationship between intentions and actual behavior (Ajzen 1991), we assert that behavioral 

intention is a good approximation of behavior. 

To draw a conclusion of our work, the aim of this paper was to expand the theoretical 

boundaries of the cognitive mechanisms underlying individuals’ security awareness with regard 

to activities related to IS security risk management. Until now, empirical research within this 

domain was limited to the context of end-users’ security behavior. Although prior research on 

senior executives’ security awareness reasoned that the effectiveness of managing IS security 

risks depends on security awareness as well, we now understand that attitude plays a distinct 

role in fostering IS security enhancing activities. Thus, we present evidence that security 

awareness significantly influences security-related behaviors of different individual roles 

within organizations. Future work can build on this extended boundary of security-awareness 

research and conduct further studies in this under-studied domain. 
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6.7 Appendix 

All items (except attitude) have been measured on a 7-point Likert scale 

ranging from "strongly disagree" to "strongly agree". 

    Items have been adapted from Bulgurcu et al. (2010). 

Knowledge of 

Risks 

1 
Overall, I am aware of the potential data security risks and their negative 

consequences. 

2 I have extensive knowledge of the costs of potential security problems. 

3 I understand the concerns about data security and the risks they pose in general. 

Knowledge of 

Countermeasures 

1 I know the countermeasures available for the IT systems in our organization. 

2 
I understand the effectiveness of the countermeasures available for the IT systems in 

our organization. 

3 I know my responsibility when it comes to protecting sensitive data in our company. 

Attitude towards 

Enhancing 

Security 

The realization of further countermeasures in our organization is in my opinion... 

1 unnecessary … necessary 

2 unbeneficial … beneficial 

3 unimportant … important 

Intention to 

Enhance Security 

1 
We intend to implement further measures to protect sensitive data from IT security 

incidents. 

2 We plan to (further) protect the sensitive data with appropriate countermeasures. 

3 
I predict we would (further) increase investments in data security to protect sensitive 

data. 

Appendix C. Item Operationalization. 
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Abstract 

The ever rising rates of data generation entail new opportunities for business and society but 

also an increasing risk of data breaches. Apart from technical measures, approaches like 

password authentication to ensure data protection revolve around the end-user as the human 

element in information security. Drawing on organizational research which argues that the 

sole feeling of ownership towards an intangible target like data can lead to heightened levels 

of the individual’s responsibility, we investigate whether and to what extent this ownership 

feeling differs between personal files and data accessed in the work context. To this end, we 

draw on data derived through a two-phase questionnaire among a representative group of 209 

employees. Consequently, we find evidence that psychological ownership shows stronger 

effects on protection motivation among participants in a private context. Furthermore, results 

indicate that employees partly relinquish their responsibility regarding security responses to 

protect data in their work context. 

 

Keywords: Password Security, Psychological Ownership, Employee, Home User, Protection 

Motivation Theory. 
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7.1 Introduction 

According to the latest estimations in 2012, 2.7 million terabytes existed in the digital universe 

with roughly 35 zettabytes of data generated annually by 2020 (IBM). Data generation is further 

fueled through the acceleration of the Internet of Things and the growth of worldwide internet 

users to 4 billion in 2018 (Statista 2019).  

Unsurprisingly, the age of big data promises new opportunities for business and everyday life 

but entails new flip sides as evidenced by the ever increasing frequency and amount of damage 

of data breaches committed by cyber criminals. Verizon’s annual report estimates that 81 

percent of data breaches that occurred since 2014 were caused by stolen or weak passwords 

(Verizon 2017). An estimation particularly striking given that the most prevalent approach to 

both access and protect private and business data remains through password authentication. 

Passwords can thus be considered a particular vulnerability as they are especially intertwined 

with the human element in information systems – the end-user. Since end-users have been 

continuously identified as the “weakest link” within the security chain, behavioral information 

security research emerged as an important subfield of information systems (IS) (Crossler et al. 

2013; Schneier 2000). 

Research on human behavior in IS security has been drawing on psychology, criminology, or 

health science and various adapted frameworks and models have been applied within the end-

user context, examining either employee or individual private user behavior (Crossler et al. 

2013; Lebek et al. 2014; Mayer et al. 2017). These models show that factors such as the 

certainty of sanctions, the risk appraisal of a cyber-threat or perceived behavioral control are 

strong indicators leading to the behavioral intention to perform certain protective actions (Boss 

et al. 2015; Bulgurcu et al. 2010). However, extant studies have only identified and analyzed 

the effectiveness of these factors on security in either a work environment or in the context of 

private use (Mou et al. 2017). Thus, it remains unclear if certain factors affect the intention to 

behave in a more secure way in order to protect – one’s own or the company’s – data even 

though the context-sensitivity of findings has recently received increased attention among IS 

scholars (Davison and Martinsons 2016). 

In this regard, existing studies (e.g., Anderson and Agarwal 2010; Menard et al. 2018) have 

suggested that the sole feeling of possession or “being psychologically tied to an object” (Pierce 

et al. 2001, p. 299) might lead to heightened levels of individual responsibility and engagement 

in IS security behavior. This feeling is referred to as “psychological ownership”, a concept that 

describes the self-derived perception of ownership opposed to the actual legal ownership which 
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is backed by the perception of others and the legal system. Psychological ownership (PO) is 

rooted within the innate human need to experience possession of either tangible or intangible 

targets (Duncan 1981) and the sense of regarding this target as extension of one’s self (Dittmar 

1992). In turn, human desire to experience control and accountability over the target differs 

according to the level of PO an individual experiences (Furby 1991; Pierce et al. 2001). 

However, IS studies thus far have either focused on feelings of ownership towards the targets 

‘internet’ and ‘one’s computer’ among home-users (Anderson and Agarwal 2010) or towards 

the target ‘information’ in a generic work-based scenario (Menard et al. 2018). Whereas the 

first study argues for a direct influence of PO on intention to protect the target of ownership, 

the latter theorizes how PO affects the protection motivation, i.e., antecedents of intention to 

protect information. Due to the dearth of research on the influence of PO on security behavior, 

both aforementioned studies call for future research with Anderson and Agarwal specifically 

recommending additional studies that “explore the differences in behavior between employees 

and home users” (Anderson and Agarwal 2010, p. A15). Nevertheless, other IS studies that 

integrated PO into the privacy calculus (Cichy et al. 2014) or explored PO of IT (Klesel et al. 

2016) have only  examined the role of PO in one single context and have not questioned yet 

how levels of PO might differ according to situational differences in contexts. But do 

individuals really experience the same degree of PO regarding, for example, their own 

electronic device or one provided through their company? Or do individuals experience higher 

levels of PO regarding their personal data as opposed to PO regarding the data they work with 

– and are supposed to protect through appropriate security measures – in their professional 

environment? 

Against this backdrop, we seek to (1) extend prior IS research on individuals’ protection 

motivation of data by highlighting the distinct role of PO both in a work and a private context. 

Furthermore, our study is the first to our knowledge that actually (2) compares protection 

motivation based on a repeated measures study design and one distinct sample in both contexts. 

The remainder of this article is structured as follows: the theoretical background of both 

Protection Motivation Theory and psychological ownership is presented and serves as the 

foundation of our hypotheses which are integrated into a research model and tested in both a 

work and private setting. Subsequently, the results of our study are demonstrated and discussed 

before implications for theory and practice are derived. 
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7.2 Theoretical Background and Hypotheses Development 

The following section provides an overview of the current state of behavioral IS security 

research in both work and private contexts along with the basics of the aforementioned concept 

of psychological ownership and how it has been accounted for thus far in IS security literature. 

Based on the theoretical background, hypotheses are developed and integrated into our research 

model which draws on Protection Motivation Theory (PMT). 

7.2.1 Information Security Research 

IS research has a long-standing tradition of analyzing security-related issues on an 

organizational and individual level (Liang and Xue 2010; Straub and Welke 1998). In an 

organizational context, researchers continue to advance technical approaches to prevent 

intrusion or to detect attacks (Cavusoglu et al. 2009; Hansen et al. 2007), however behavioral 

information security research has gained considerable momentum during the last two decades 

by focusing on human, and in particular, end-user behavior in work and private use contexts. 

Within behavioral information security research, users in a work context can generally be 

divided into two subgroups: users that exhibit deviant behavior, i.e., compromising information 

security through espionage, theft, or sabotage, and those users who misbehave without the 

intent to cause damage (Willison and Warkentin 2013). By means of example, the latter group’s 

misbehavior can manifest itself through defiance of security policy aspects such as using 

corporate devices to access non-work related websites or utilizing weak, repetitive and thus 

easy-to-compromise passwords for important work accounts (Herath and Rao 2009). In order 

to understand the driving factors of such “unintended” misbehavior or to identify aspects that 

encourage the use of safeguarding practices, IS researchers have heavily relied on behavioral 

theories that originate in behavioral psychology, organizational science, criminology, or health 

research (Anderson and Agarwal 2010; Boss et al. 2015; Bulgurcu et al. 2010; Lebek et al. 

2014; Mayer et al. 2017). 

Protection Motivation Theory has been widely used to analyze “any threat for which there is an 

effective recommended response that can be carried out by the individual” (Floyd et al. 2000, 

p. 409) and thus serves as a widespread theory in IS security research due to its applicability to 

security threats such as violating security compliances (Pahnila et al. 2007) or losing data due 

to irregular backups or weak passwords (Crossler 2010). At the core of PMT, attitudes of 

individuals are assessed through two cognitive processes which lead to an increased intention 

to protect oneself against a potential threat: namely, threat and coping appraisal. 
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Threat appraisal comprises the perception and assessment of threat severity as well as the 

personal vulnerability to a threat. In our security context, perceived severity of a data breach 

and one’s own vulnerability to fall prey to such an event will affect the protection motivation 

regarding data. As both perceived severity and vulnerability are positively correlated with the 

response behavior to protect one’s data, which in our case will be through strong passwords, 

we hypothesize: 

H1a: Perceived vulnerability will have a positive effect on an end-user’s intention to protect 

(work and private) data. 

H1b: Perceived severity will have a positive effect on an end-user’s intention to protect (work 

and private) data. 

Once the threat is assessed, e.g., the potential severity of data loss or theft and one’s 

susceptibility or likeliness to experience such an incident, individuals will evaluate a potential 

behavioral response to the threat during the so-called coping appraisal. 

Coping appraisal includes the concepts response efficacy and the associated response costs of 

the planned coping response necessary to protect oneself from the specific threat, as well as 

one’s perceived self-efficacy in performing the response. If self-efficacy and response efficacy 

outweigh response costs, an individual yields a positive coping appraisal, i.e., individuals will 

install anti-virus software despite the associated costs in terms of purchase price or time to 

install because they feel capable of performing the installation and also deem the software to 

be effective in averting viruses and malware (Anderson and Agarwal 2010; Cichy et al. 2014). 

More precisely, response efficacy in PMT refers to the belief that a certain response performed 

by the individual actually leads to a reduction or elimination of the considered threat. 

Regarding IS security, end-users might wonder if strong passwords actually increase the 

security of their own or their company’s data. If this specific response is considered effective 

in actually decreasing the threat (such as potential misuse of data caused by unauthorized 

access) an individual will be more inclined towards actually using strong passwords. However, 

this response also entails the cognitive effort of remembering several complex passwords. The 

concept of response costs thus assesses all efforts and expenditures associated with the coping 

behavior which will have a negative impact on the intention of actually performing the response 

in question. We thus hypothesize: 

H1c: Response efficacy will have a positive effect on an end-user’s intention to protect (work 

and private) data. 
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H1d: Response costs will have a negative effect on an end-user’s intention to protect (work and 

private) data. 

The core nomology of PMT additionally includes the concept of self-efficacy which has also 

been applied in various other theories to assess IS security behavior, often as part of the 

construct perceived behavioral control (PBC) (Ajzen 1991, 2002; Boss et al. 2015). On the one 

hand, self-efficacy relates to the confidence of individuals in their own skill, knowledge and 

ability to perform the response. On the other hand, controllability, as the second aspect of PBC, 

describes how much of the performance is actually up to the individual (Ajzen 2002; Bandura 

1977). One example would be that employees might be hindered to implement a security 

measure due to missing administrator rights on their work computers. Similar to other PMT-

based studies which extended their research model with elements of the models originating 

from Theory of Planned Behavior, we also integrate the complete concept of PBC into our 

model as it could serve as a differentiator between the work and private context (Anderson and 

Agarwal 2010; Workman et al. 2008). 

In an IS security context, end-users who are confident in their ability to perform an appropriate 

security measure like backing up data at home or at their workplace, will be more inclined to 

progress with that chosen coping mechanism. However, controllability might differ across 

contexts, because employees might not express the same extent of assumed controllability 

regarding their actions if they cannot implement a security measure due to missing 

administrator rights – even if they had the skill and knowledge in doing so. As a result, they 

might shift the responsibility to their IT department or employer. Nevertheless, if employees 

just like private end-user ascribe responsibility to themselves, i.e., perceive higher degrees of 

controllability regarding the coping mechanism, they will be more proactive in taking 

appropriate security measures (Workman et al. 2008). Hence, we expect that: 

H1e: Self-efficacy will have a positive effect on an end-user’s intention to protect (work and 

private) data. 

H1f: Controllability will have a positive effect on an end-user’s intention to protect (work and 

private) data. 

7.2.2 Psychological Ownership 

The following examples serve as an introduction to the general concept of PO: 1) Alice and 

Bob, both three-year-old toddlers, erupt in a fight over a doll in a physician’s practice: both 

children claim the doll belongs to them and attempt to protect it from the other claimant by 
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shouting “It is MINE!” – Although, technically, the doll is legally owned by the physician. 2) 

Alice’s mother is a project manager. She lovingly calls one of her recent projects her ‘baby’ 

and takes many project-related tasks home to continue working after hours instead of delegating 

tasks because she feels a high sense of commitment and ownership towards this particular 

project. These scenarios depict how individuals behave when they feel that they possess an 

ownership stake in a physical or intangible object – a phenomenon called psychological 

ownership. 

The term PO stems from psychology and describes the sense of ownership of a target like the 

aforementioned doll or project, but can also be felt towards a concept, another person, or an 

entire organization or community. The target is seen as an extension of the self (Webb and 

Sheeran 2006), i.e., the owners regard the target as an expression of themselves or feel a strong 

sense of belongingness towards the target – as evidenced for example by football supporters 

who feel strong ownership towards their football club (Dittmar 1992; Pierce et al. 2001). 

Although related, PO is distinct from legal ownership which is recognized by society and 

protected by legislation – whereas PO is a “condition of which one is aware through intellectual 

perception […] coupled with an emotional or affective sensation” (Pierce et al. 2003, p. 86). 

The resulting effects of PO have been analyzed and categorized into positive outcomes – such 

as citizenship, personal sacrifice and assumption of risk, or experienced responsibility and 

stewardship – and negative effects like territoriality and other defiant behavior, or personal 

maladies like stress or frustration if the target is subject to any form of alteration (Pierce et al. 

2003; Vandewalle et al. 1995). 

The roots of PO or the reason why this cognitive-affective state exists is best explained by an 

innate need of having a place or belongingness to the target (Duncan 1981), a sense of symbolic 

expression though the target or self-identity (Dittmar 1992), and the desire to experience causal 

efficacy through control and accountability over the target (Furby 1991; Pierce et al. 2001). 

Due to the versatility of the PO concept, it has found extensive application especially in 

management and organizational research. More recently, studies in an IS context have started 

to introduce PO and demonstrated its impact on system usage and appreciation of IT (Klesel et 

al. 2016; Lee and Chen 2011), willingness to disclose data (Cichy et al. 2014), or intentions to 

perform security-related behavior (Anderson and Agarwal 2010; Menard et al. 2018). However, 

only the latter two studies examine the role of PO as antecedent of the threat and coping 

appraisal or its direct effect on intention in a behavioral security context (Anderson and 

Agarwal 2010; Menard et al. 2018). In line with their reasoning and to further explicate how 
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PO possibly affects the coping and threat appraisal, we present a third example: 3) Bob’s father 

uses a CRM application on a daily basis at work which is accessed through password 

authentication. He is fully aware of the criticality of customer and business data stored in the 

application and has an intimate knowledge of many entries since he found and recorded a lot 

of the information himself. The data is not simply his company’s data but also his own in his 

perception and a loss thereof would hurt him personally. Thus, threats to the target can be 

regarded as threats to oneself because the target represents an extension of one’s self-concept 

or identity. In our context, higher levels of PO will lead to heightened perceptions of severity 

and vulnerability when faced with the prospect of losing one’s data. This will more likely occur 

in the context of private data as opposed to data in a work context. Hence, we assume that risk 

appraisal will be influenced through psychological ownership as follows: 

H2a: PO of (work and private) data will increase perceptions of threat vulnerability. This effect 

will be more pronounced in a private context. 

H2b: PO of (work and private) data will increase perceptions of threat severity. This effect will 

be more pronounced in a private context. 

Intimate knowledge or a deep understanding and familiarity of an object will lead to higher 

degrees of association with the object (Rudmin and Berry 1987). This is evidenced by 

individuals’ statements of preferring own targets to comparable others, simply because one 

knows them better, e.g., the favorite spot in the canteen. Acquiring knowledge about a target is 

also linked to investment of the self into the target which represents the third route to PO. 

Investing time, effort, or energy into the creation or development of a target, e.g., in a mentor-

mentee relationship or into do-it-yourself-projects, facilitates feelings of PO by seeing one’s 

own reflection in the target (Pierce et al. 2003). In organizational studies, employees who feel 

PO toward their company are shown to express higher levels of organizational commitment, 

organizational-based self-esteem, and job performance (Avey et al. 2009; van Dyne and Pierce 

2004; Vandewalle et al. 1995). Subsequently, van Dyne and Pierce (2004) argue that 

pronounced feelings of PO will influence the degree of its effects – both positive and negative. 

In line with Menard and colleagues, we also expect that PO will exert influence on the coping 

appraisal considering the use of diverse and strong passwords in both the private and work 

context (Menard et al. 2018), and thus hypothesize: 

H2c: PO of (work and private) data will increase perceptions of response efficacy. This effect 

will be more pronounced in a private context. 
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H2d: PO of (work and private) data will decrease perceptions of response costs. This effect 

will be more pronounced in a private context. 

Apart from intimate knowledge of the target, and investment of the self, Pierce et al. (2001) 

also argue that perceived control is closely tied to feelings of PO. Numerous studies prove that 

control is a core feature of ownership as objects that are habitually used or can even be 

manipulated by an individual become more assimilated into the user’s self-concept (Furby 

1991). According to Avey et al. (2012), individuals will be “feeling more efficacious about 

working with the target, feeling more accountable for what happens with respect to the target” 

(Avey et al. 2012, p. 24) when they feel psychologically tied to the target. In our context, PO 

regarding their data will thus facilitate feelings of responsibility and as a result lead to 

heightened levels of willingness and confidence in their ability to carry out a protective 

response against the IS security threat (Dipboye 1977). 

H2e: PO of (work and private) data will increase perceptions of self-efficacy. This effect will 

be more pronounced in a private context. 

H2f: PO of (work and private) data will increase perceptions of controllability. This effect will 

be more pronounced in a private context. 

7.3 Research Model and Methodology 

Our research model draws primarily on the approach of Menard et al. (2018) which examines 

how psychological ownership affects the protection motivation based on PMT. We further 

extend the model with the additional construct of controllability in order to include and examine 

another important but yet often overlooked aspect of perceived behavioral control. In both 

contexts, we examine how the behavioral intention to use strong passwords in order to protect 

data is influenced by both the classic determinants of PMT and how these are in turn influenced 

by PO in our two contexts. 

7.3.1 Data Collection Procedure 

In order to investigate our research questions, we conducted an online survey among employees 

in Germany who use electronic devices to access software applications or websites and are 

interacting with company data in their professional environment on an everyday basis. Since 

comparing work and private contexts involves repeated measures for our research model, 

certain biases have to be considered and countered. In order to avoid that participants remember 

their answers from the first context (i.e., work) and aspire to repeat the same answer in the 
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second context (i.e., private) to ensure self-consistency (Kehr and Kowatsch 2015), we decided 

not to survey both contexts (work vs. private) in one single questionnaire. Furthermore, we 

chose to survey the same panel of respondents (cohorts) for both contexts. This enables us to 

investigate differences in an individual’s perception handling work-related data as well as 

private data. 

As threat scenario we chose the misuse of data caused by insecure passwords. Consequently, 

the coping strategy depicted the usage of strong passwords which are distinct between different 

user accounts. Both questionnaires were distributed online in August 2018 in two waves with 

the help of a market research institute. Seven days upon completion, the same cohort was 

invited to participate in a second survey assessing their password behavior within their private 

context. This timespan was chosen in order to avoid manipulating risk appraisal and coping 

appraisal between both conditions through unforeseen incidents or factors (work vs. private 

context) and is comparable to other IS studies using a repeated measures design (Kehr and 

Kowatsch 2015; Milne et al. 2002). Using an even longer time-span entails the risk of external 

influences (security incidents and other message cues) to bias the respondents’ perceptions 

compared to the first wave. Both surveys commenced with a welcome page which ensured the 

participants’ anonymity and that there are no “wrong” answers in order to counteract common 

method and social desirability biases (Menard et al. 2018; Podsakoff et al. 2003). 

Only those participants who completed both survey questionnaires were included in the data 

analyses (N = 217). Since eight participants failed our attention check during the second wave, 

their answers were deemed unreliable resulting in a final sample size of 209. The effective 

response rate after the second wave – and the elimination of unreliable responses and attention 

checks – amounted to 70.37 percent, an acceptable rate for questionnaires considering security-

related behavior (e.g., Crossler 2010; Sonnenschein et al. 2016). 

The sample was evenly distributed in terms of gender (51.2 % female; 48.8 % male) and age 

(mean = 44.9; min = 19; max = 65) through quotas mirroring the percentage of the overall 

population in Germany and thus providing an adequate snapshot of reality of German 

employees. We report a more detailed sample statistic in Table 12. 
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Category Item Freq. % Category Item Freq. % 

Gender Female 102 51.2 Education High school   72 34.4 

Male 107 48.8 College   65 31.1 

Age 18-29   30 14.4 Bachelor   22 10.5 

30-39   46 22.0 Master   36 17.2 

40-49   49 23.4 other   14   6.7 

50-59   56 26.8 Work Position Entry-level   77 36.8 

60-65   28 13.4 Mid-level 128 61.2 

     High-level     4   1.9 

     Work 

Experience 

(years) 

  1 -  5   17   8.1 

       6 - 15   51 24.4 

     16 - 25   52 24.9 

        26 - 50   89 42.6 

Table 12. Sample Statistics. 

7.3.2 Operationalization of Research Variables and Instruments 

All measurements to operationalize our research variables are based on previously validated 

operationalization and have been adapted to the context of our study as we report in Appendix 

D. The items for all threat related PMT constructs (vulnerability [VULN], severity [SEV]) were 

adopted from Johnston and Warkentin (2010). Items for response efficacy [RE] have been 

extracted from Witte (1996) whereas response costs [RC] as well as self-efficacy [SE] were 

adapted from Milne et al. (2002). Controllability [CON] was measured using the scale from 

Kraft et al. (2005). Our dependent variable behavioral intention [INT] has been operationalized 

using items from Herath and Rao (2009) whereas psychological ownership [PO] has been 

adopted from van Dyne and Pierce (2004). 

7.4 Data Analysis and Results 

Our data set contains 209 responses for each context based on the same respondent cohort. 

Therefore, we distinguish between two contexts: the work versus the private context. In the 

following, the hypothesized relationships between variables are analyzed relying on the PLS 

algorithm as implemented in SmartPLS in order to simultaneously validate the measurement 

model and the conceptual path model (Bagozzi and Yi 1989). 

Measurement Model Testing. We begin by assessing convergent validity of all our variables 

for each condition (work and private). Internal consistency can be assumed for constructs if 

Cronbach’s alpha (Cr α) as well as composite reliability (CR) are at least 0.7 (Bagozzi and Yi 
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2012). To establish convergent validity, the average variance extracted (AVE) should exceed 

0.5 (Hair et al. 2013). In addition, item loadings are assessed against a threshold of 0.65 or 

higher (Falk and Miller 1992). We find minimum loadings of 0.707 / 0.840 in the work and 

private context respectively. Therefore, we conclude that convergent validity is ensured. 

  work 

  Cr α CR AVE CON INT PO RE RC SE SEV VULN 

CON .915 .937 .790 .889               

INT .948 .967 .906 .383 .952             

PO .906 .941 .843 .167 .095 .918           

RC .940 .957 .848 .252 .403 -.054 .896         

RE .879 .924 .803 -.248 -.399 -.047 -.223 .921       

SE .854 .912 .775 .236 .469 .015 .387 -.662 .880     

SEV .927 .948 .821 .273 .355 .060 .361 -.126 .315 .906   

VULN .794 .859 .606 .004 .001 .192 -.061 .237 -.116 .102 .778 

  private 

  Cr α CR AVE CON INT PO RE RC SE SEV VULN 

CON .937 .954 .840 .916               

INT .930 .955 .876 .366 .936             

PO .888 .931 .818 .437 .297 .904           

RC .949 .963 .867 .582 .364 .446 .898         

RE .881 .926 .807 -.354 -.446 -.199 -.070 .931       

SE .881 .927 .810 .399 .514 .333 .189 -.746 .900     

SEV .929 .950 .825 .252 .260 .306 .364 -.080 .137 .909   

VULN .898 .928 .762 -.235 -.102 -.067 -.171 .356 -.209 .095 .873 

Table 13. Measurement Model Validation. 

For acceptable discriminant validity, we rely on the criteria suggested by Fornell and Larcker 

(1981). Accordingly, the square-root of AVE (bold numbers in Table 13) needs to be greater 

than the correlations to all other constructs. Since this holds true for all constructs within both 

conditions, we assume our measurement model to be accurate as further evidenced by cross 

loadings. 

Structural Model Testing. Continuing with the validated measurement model, we assess the 

overall model fit of our conceptual models. The standardized root mean square residual 

(SRMR) is 0.066 resp. 0.046 (work resp. private) which is well below the cutoff-point of 0.08 

recommended by Hu and Bentler (1998), indicating a good model fit. The amount of variance 

explained within our dependent variables (R2) are presented in Figure 13. We use a 

bootstrapping procedure with 5,000 subsamples to test for statistical significance of path 

coefficient estimates which results are also reported. 
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Figure 13. Results of the PLS Model Estimation 

Work context. In the work context, all hypotheses based on PMT (H1c, d, e, f) except for risk 

perception, i.e., perceived vulnerability and severity, are supported. Furthermore, psychological 

ownership of data shows only significant influences on the variables perceived vulnerability 

(H2a) and controllability (H2f). 

Private context. The results show that risk perception has no significant influence on 

behavioral intention to use strong passwords in the private context. Nevertheless, response 

efficacy, response costs and self-efficacy significantly influence behavioral intention to use 

strong passwords and thus support H1c, d, e. The expected effect of controllability on 

behavioral intention is not supported. However, PO has a strong influence on the majority of 

PMT related constructs (H2b, c, d, e, f supported) whereas the effect on perceived vulnerability 

could not be supported in the private context (H2a rejected). 

Multi Group Analysis. As an extended analysis of the differences between the two contexts, 

we conducted a multi group analysis. We report hypotheses which ultimately show significant 

differences in their path-coefficients in Table 14. Hereby, the context shows a mediating effect 

on H1f and H2a as the effects are stronger in the work context compared to the private context. 

The context furthermore mediates all other relations from psychological ownership. Hence, the 

effect of psychological ownership is stronger in the private context compared to the work 

context for H2b, c, d, e, f. 
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   path-coefficients PLS-MGA 

  Hypotheses work private p-value 
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H2a PO → VULN 0.192* -0.067 0.034 

H2b PO → SEV 0.060 0.306*** 0.995 

H2c PO → RE -0.054 0.446*** 1.000 

H2d PO → RC -0.047 -0.199*** 0.062 

H2e PO → CON 0.167** 0.437*** 0.998 

H2f PO → SE 0.015 0.333*** 1.000 

B
eh

a
v

io
ra

l 
In

te
n

ti
o

n
 

H1a VULN → INT 0.061 0.078 0.552 

H1b SEV → INT 0.140† 0.094 0.322 

H1c RE → INT 0.189** 0.268*** 0.773 

H1d RC → INT -0.173* -0.223*** 0.332 

H1e CON → INT 0.208* 0.007 0.044 

H1f SE → INT 0.195* 0.298*** 0.786 

† p<0.1; * p<0.05; ** p<0.01; *** p<0.001 (bold: supported MGA results) 

Table 14. Multi-Group Analysis. 

7.5 Discussion and Contributions 

With this study, we contribute to a better understanding of PMT according to the situational 

context and via an extension through PO. By using a repeated measures design, we are able to 

demonstrate varying mechanisms leading to the intention to protect either private or work data 

through strong passwords. Specifically, our results demonstrate that risk appraisal through 

perceived severity and vulnerability does not significantly affect the intention to use a security 

measures such as strong passwords which is in line with some recent findings of other 

researchers (Boss et al. 2015; Menard et al. 2018). 

Furthermore, we find significant differences regarding the effect of controllability across 

contexts: whereas a significant effect of controllability on the intention to use strong passwords 

indicates that employees feel accountable for their choice, this effect could not be shown among 

private end-users. This might indicate that they do not even perceive an opportunity to shift 

control, and thus accountability, to some third party such as the employer. Therefore, we find 

evidence that individuals in the private context are aware of their sole accountability when 

responding to security threats. Otherwise, we found the influence of coping appraisal to be 

generally stronger in a private context. 

Similarly, but opposed to the study of Menard and colleagues, we could demonstrate lesser and 

mostly insignificant effects of PO on PMT antecedents in a work context (Menard et al. 2018). 

PO effects are mostly only significant in a private context apart from the hypothesized influence 
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on perceived vulnerability – which, in turn, is only evident in a work context – and with 

controllability which is significant in both contexts. Additionally, a post-hoc performed paired 

t-test (t(208) = -20.36; p < 0.001) of PO according to the condition work (M = 3.07; SD = 2.77) 

or private context (M = 5.89; SD = 1.34) showed significant differences. Accordingly, we can 

subsume that PO is more pronounced considering the protection of private data and, as 

individuals tend to evaluate a target more favorably when they own it, feelings of 

accountability, responsibility, and investment of the self in the target are stronger (Avey et al. 

2009; Pierce et al. 2003; van Dyne and Pierce 2004). This leads to several potential implications 

for both theory and practice. 

7.5.1 Theoretical Contributions 

From a research point of view, our approach is the first to our knowledge that is based on a 

repeated measures design which enables the comparison of PMT’s explanatory power in a work 

and private context based on the same safeguarding behavior, i.e., the use of strong passwords. 

Our study contributes to an improved understanding of the relationships within the theory and 

shows varying support of the general concepts of risk and coping appraisal. Risk perception in 

isolation does not promote safeguarding measures in any context, whereas the inclusion of 

controllability could contribute to more thorough understanding of employee intention 

regarding the use of strong passwords. Additionally, our findings contribute to the still scarce 

literature on psychological ownership in IS security. IS research and studies on information 

security in particular, have incorporated PO very rarely and diversely in terms of context and 

the mode of influence which calls for replication studies as called for by Menard et al. (2018) 

or Anderson and Agarwal (2010). In this regard, we could demonstrate that PO significantly 

influences several PMT antecedents only in a private context and barely affects the protection 

motivation among employees. 

7.5.2 Practical Implications 

As such, our study informs IS scholars but also practitioners about how a sense of ownership 

can regulate protection motivation and thus lead to the actual use of safeguarding mechanisms 

like strong passwords. Practitioners in particular should stimulate feelings of PO regarding 

company data in order to increase protection motivation. PO can, for example, be increased and 

stimulated by tapping into its antecedents, e.g., through more intimate knowledge of the target, 

in our case data. Also if employees invest more time and effort into understanding how data 

can be protected, employees will develop a feeling of freedom of choice and more 
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accountability which in turn increases PO and thus exert a positive effect on safeguarding 

mechanisms (Klesel et al. 2016). 

7.6 Conclusion, Limitations, and Future Research 

Despite taking all necessary measures to ensure qualitative results, our study is not without 

limitations. In this regard, a typical limitation of behavioral IS theories is the measurement of 

intention rather than actual behavior. Although intention is widely regarded to be a very robust 

predictor of actual behavior (Ajzen 1991; Fishbein and Ajzen 1975), future research could build 

onto our findings with an experimental design that observes the influence of PO on actual 

behavior. Similarly, previous research has identified several other influencing factors like 

culture or personal characteristics which had to be omitted due to duration constrains but could 

enhance our understanding about the modes of action of PO in an organizational and individual 

security context. Especially, since culture has been shown to have an effect of the level of PO 

expressed, our results could be culturally constrained to Western, more individualistic, cultures 

(Menard et al. 2018). From a methodological point of view, the rather short timeframe of our 

two surveys might add to the general finding that humans strive for a consistent manner of self-

representation which might result in memory effects or so-called experimenter demand effects 

(Kehr and Kowatsch 2015; Podsakoff et al. 2003). However, an extension of the time frame 

might be affected by unidentifiable external influences due to unforeseen incidents or other 

biases that arise during the survey period. 

An avenue for future research could be the analysis of PO antecedents through an action 

research design measuring whether increased feelings of PO also lead to improved actual 

security behavior in both a work and a private context. Our study thus serves as an important 

stepping stone which first compared the behavior of individuals in these contexts in a repeated 

measures design revealing varying degrees of effect sizes in well-established PMT and newly 

hypothesized PO relationships. Furthermore, future research could develop a new 

operationalization of PO for the IS context, as current measures are often based on physical, 

tangible targets. A different approach could be the use of an Implicit Association Test which 

can detect underlying attitudes of users or consumers particularly when subjects are unaware 

or unwilling to identify sources of influence – like PO in our context (Brunel et al. 2004). This 

could prove to be particularly interesting since an additional estimated PLS model including a 

path from PO to intention showed that no direct influence on intention was found in both 

contexts as opposed to the previous studies. This could be related to the differences in targets 

as one’s own device might elicit more pronounced feelings of PO compared to intangible data 
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or the operationalization of PO through scenario manipulation and represents another possible 

avenue for future research (Davison and Martinsons 2016). 

7.7 Appendix 

C
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y

 

CON1 Whether I use different complex passwords is my sole responsibility. 

CON2 It is primarily up to me whether I use a different complex password. 

CON3 I have full control over the use of different complex passwords. 

CON4 The choice of different complex passwords is completely in my control. 

B
eh

. 
In

t.
 INT1 I plan to choose different complex passwords for different accounts. 

INT2 I intend to use a unique complex password for each important account. 

INT3 I plan to protect different accounts with different complex passwords. 

P
sy

. 
O

w
n

. 

PO1 Data and files I work with professionally/privately are my own. 

PO2 I feel that data I work with professionally/privately is my property. 

PO3 I have a feeling that this data belongs to me. 

R
es

p
o

n
se

 C
o

st
 RC1 It would cause me too many problems to assign different complex passwords. 

RC2 
I would be discouraged to use different complex passwords because it would be 

difficult for me to remember them. 

RC3 It would be very tiring for me to use different complex passwords. 

RC4 It would be too time-consuming for me to use different complex passwords. 

R
es

p
. 

E
ff

ic
ac

y
 

RE1 
When I use different complex passwords, I protect professional/private data 

from theft. 

RE2 The use of different complex passwords reduces the probability of data theft. 

RE3 
If I use different complex passwords, it is less likely that professional/private 

data will be misused. 

S
el

f-
E

ff
ic

ac
y
 

SE1 I am sure I have the ability to use different complex passwords. 

SE2 I find it easy to use different complex passwords for different accounts. 

SE3 
Using different complex passwords for each important account would be an 

easy task for me. 

P
er

c.
 S

ev
er

it
y

 

SEV1 
If someone guessed my passwords successfully, I would find it a serious 

problem. 

SEV2 If someone hacked my important email accounts, it would be serious. 

SEV3 If someone got hold of my passwords, it would be serious. 

SEV4 If someone steals my passwords, there could be serious consequences. 

P
er

c.
 V

u
ln

. VULN1 I believe that the probability of password theft is high. 

VULN2 I believe that there is a high probability that my password will be guessed. 

VULN3 I think the chances of my password being hacked are high. 

VULN4 I have a feeling that I am at risk from password theft. 

All items were measured on a 7 point Likert scale from "strongly disagree" to "strongly agree". 

Appendix D. Measurement Items. 
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8 Contributions and Conclusion of the Dissertation 

The objective of this dissertation was to unravel the human challenges involved in achieving 

and maintaining information security and privacy. In pursuit of this objective, five studies 

(papers A – E) cover and extend different theories to shed light on previously unknown or 

unverified affective and cognitive mechanisms of human behavior related to information 

security and privacy. The contributions of the five papers advance research through the 

development of measurement instruments (paper A), promotion of new cognitive mechanisms 

that determine human behavior (paper B and paper C), and validation of theories in challenging 

contexts (paper D and paper E). The following sections cover the overall contributions the 

dissertation makes to theory, particularly for other scholars but also for practitioners, especially 

end-users, decision makers in organizations, and policymakers. 

8.1 Theoretical Contributions 

This dissertation contributes to the theory on security-related human behavior in several ways 

that align the overarching two settings: self-reliant information security and privacy and 

organizational challenges of information security. Papers A, B, and C advance theory regarding 

the first setting by implementing a measurement instrument for security fatigue and adopting 

two cognitive mechanisms (goal setting and herding) to reveal individuals’ security- and 

privacy-related behaviors in complex situations. 

The major contributions of paper A concern the development and initial empirical validation of 

a measurement instrument for conducting empirical research on security fatigue (Furnell and 

Thomson 2009; Stanton et al. 2016). To achieve this, a scale of 11 items quantifies a person’s 

self-control capacity. As for the theory of ego depletion (Baumeister et al. 1998; Muraven and 

Baumeister 2000), self-control capacity is an appropriate proxy for measuring the remaining 

ability to reasonably process information on information security and privacy risks and to make 

an informed response. The second contribution lies in the empirical evaluation of the effect size 

of security fatigue on end-users’ security- and privacy-related response behavior. The empirical 

evidence confirms that security fatigue is a strong predictor of the absence of responsive 

behavior. Security fatigue even adumbrates the cognition of threat appraisal – an important part 

of PMT – because individuals are overwhelmed by security- and privacy-related decisions. 

Third, the antecedents of security fatigue were confirmed: perceived information overload 

caused by the amount and ambiguity of messages and insufficient locus of control. This 

suggests that the causes of security fatigue are at least twofold. First, the frequency and 
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ambiguity of messages cause mental overload. Second, the minimal effectiveness of a single 

security response related to absolute information security and privacy (i.e., low locus of control) 

engenders a feeling of “hopelessness.” 

Paper B contributes to the divergence of information security and privacy-related goals for 

which individuals strive when using software or online services (Carver and Scheier 2000; 

Liang and Xue 2009). Following this approach of goal-striving, people experience a tension 

between two goals: first, to maintain the security of their own information, and second, to avoid 

privacy incidents regarding information disclosure to service-providing firms. This study 

connects two research streams – behavioral information security (e.g., Boss et al. 2015; Liang 

and Xue 2010) and information privacy (Malhotra et al. 2004; e.g., Smith et al. 2011). By doing 

so, the study finds that both are strongly related but can create a strong tension in terms of goal 

conflict. The empirical findings suggest that this conflict builds up tension by increasing the 

level of privacy concerns while the threat to information security remains stable. The behavioral 

consequence is that individuals are reluctant to use a security-enhancing software and 

ultimately stop striving for the goal of information security (Wrosch et al. 2003). 

The third study covered in paper C uncovers the effect of group behavior – that is, herding (Sun 

2013) – with regard to information security or privacy-sensitive software and online services. 

Based on a longitudinal study, the results confirm that the fundamental privacy calculus, which 

presumes that individuals make well-informed and rational decisions (e.g., Dinev and Hart 

2006), reaches its limits in situations of great uncertainty (e.g., when new technologies push 

into the market). These circumstances leverage the effect of social influence on individuals’ 

decisions, namely adoption intention and long-term continuance of privacy-sensitive software. 

Individuals value their own information in terms of expected benefits and privacy concerns less 

and follow other users, or non-users, more (Sun 2013; Xu 2017). Adding to this main theoretical 

contribution, the dissertation uncovers that this social influence persists after adoption, meaning 

that individuals felt more uncertain regarding their own experiences and their own information. 

Nevertheless, during the study period, people remained cautious and continued to observe other 

users. This means that herding, as an aspect of decision-making, remains salient even after first 

adoption and can thus be a determinant of later discontinuance as well. 

Moving beyond individuals and self-reliant information security and privacy as the study 

context, papers D and E explore individuals’ decisions and behavior in organizations. Paper D 

contributes to the theories on individuals’ security awareness and its effect on subsequent 

security decisions and behavior (Rhee et al. 2012; Siponen 2001). As empirical studies among 
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management personal are rare (Sonnenschein et al. 2017), these results broaden the boundaries 

of these theories (Bulgurcu et al. 2010; Dinev and Hu 2007; Haeussinger and Kranz 2013) to 

encompass managing information security in organizations. Building on this contribution, this 

study also revealed the cognitive mechanism of managers’ security awareness. Security 

awareness increases managers’ behavioral intentions through their attitude toward security 

enhancements. This highlights the importance of managers’ attitudes as a precondition for their 

intentions and eventually their decisions. This is a critical finding because resource allocation 

for security enhancements depends on the personal beliefs (i.e., attitude formation) of 

responsible managers, such as CIOs or CISOs. Lastly, this study enables scholars to measure 

the security awareness of management personnel in future studies. 

Paper E, the fifth research paper in this dissertation, contributes to a better understanding of 

PMT (Anderson and Agarwal 2010; Liang and Xue 2010), one of the fundamental theories in 

this dissertation, through a repeated-measures study design comparing end-users’ security 

behavior in self-reliant and organizational settings. In addition, psychological ownership of 

information (Dittmar 1992; Pierce et al. 2001) – a seldomly adopted concept in information 

security research – determines the levels of antecedents for security behavior (i.e., threat 

appraisal and coping appraisal). This shapes the final contribution regarding the importance of 

PMT regarding end-users’ security behavior across contexts.  

8.2 Practical Contributions 

This dissertation offers further valuable insights regarding the human challenges of information 

privacy and information security for decision makers in organizations (i.e., managers with 

different responsibilities), software developers who aim to protect information security (i.e., 

software and service providers), and policymakers or public institutions. This section provides 

a synopsis of the dissertation’ important contributions, while each paper contains a more 

detailed section on practical contributions. 

Beginning with the implications for management activities related to information security and 

privacy, paper D offers valuable implications for business and IT executives. Business 

executives (e.g., CEOs and other managers with no IT focus) should be sure not to disregard 

the importance of information security in protecting their organization’s health and 

competitiveness. As information security is regularly regarded solely from the perspective of 

cost, cutting costs in this domain seems to be a quick solution. However, this is only the case if 

the consequences of apparent threats are not well anticipated. The empirical results in this 
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dissertation reveal that business executives, in particular, lack security awareness. This is an 

important reason for insufficient security-enhancing activities, such as financial or human 

resource allocation. Thus, business executives’ education regarding the ramifications of 

security risks is an important step for organizations in order to gain an advantage. Adding to 

this, IT executives (e.g., CIOs and other managers with a background in IT) take on different 

roles and responsibilities within their organizations. They are concerned with more details of 

information security, such as compliance with important standards (e.g., ISO 27001), but at the 

same time depend on allocated resources such as IT budgets and personnel in order to succeed. 

The empirical results of paper D suggest that the role of (business or IT) managers determines 

whether people’s attitudes toward security enhancements depend on their security awareness. 

As this is not the case for IT executives, this finding informs organizations that IT executives 

do not only consider security risks and countermeasures but also the personal effort that is 

necessary to overcome organizational obstacles. Examples include the struggle to convince 

superior managers to agree to new investments in information security or the intolerance of 

end-users in light of updated information security policies. Thus, business executives are well-

advised to better support IT executives by reducing those obstacles – for example, by shifting 

the organizational culture to take more responsibility for information security and privacy. 

With this is mind, the results of paper E advance implications for managers in organizations 

regarding employees’ security-related behavior. The empirical results support that 

psychological ownership is an important factor that determines how employees handle sensitive 

information and data. Psychological ownership relates to perceived accountability. Managers 

can stimulate this perception by creating knowledge about data and its relevance to the 

organization. In addition, managers should allow employees to undergo more security- and 

privacy-related education, as this enhances their understanding of how they can protect digital 

organizational assets and hence participate in fostering a healthy climate for information 

security. 

Firms developing software and online services can benefit from three main findings of this 

dissertation. These benefits encompass overall customer satisfaction, either through enhanced 

communication, security and privacy risk mitigation, or by improving customer loyalty through 

continuance use of software and services. First, paper A highlights the importance of 

communicating security recommendations more precisely in order to avoid negative emotions 

that lead to security fatigue. Providers of security-enhancing technologies (e.g., firewalls, 

password vaults, online storage) could make the positive outcomes more visible to their 
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customers. If end-users were to be more aware of the concrete positive outcomes of security-

enhancing behavior and usage of protective software, this would reduce their feelings of 

hopelessness and increase their perception of control over security and privacy threats. 

Additionally, security- and privacy-related messages on websites or software notifications 

should be formulated to be as unambiguous as possible, particularly over time. This means that 

recommendations should be carefully crafted to avoid confusion and frequent updates that 

strain end-users’ cognitive resources. Developers who do not consider the cognitive effort that 

their users invest in understanding and following security recommendations face the risk of 

incurring frustration and subsequent non-usage or discontinuance. 

Second, paper B presents empirical evidence that developers and providers of security-

enhancing technologies need to consider the information privacy of their customers. This is a 

pitfall that is easy to overlook, as enhancing security as a service often comes at the cost of 

privacy concerns if the latter are not well addressed. Firms can benefit from a privacy-friendly 

strategy as a competitive advantage – for example, when they operate their servers in a privacy-

friendly environment (e.g., the European Union). 

Third, paper C of this dissertation gives insights into how developers of privacy-sensitive 

software and services can mindfully consider group behavior (i.e., herding). The effect of 

herding can slow down the ramp-up of new software or services. Learning from these findings, 

providers could offer their solutions to local groups of end-users – for example, in companies, 

colleges, or cities. This would overcome the low informativeness of potential users because 

early adopters are located more densely and herding proceeds more quickly. In addition, 

developers could implement software features that make the herd of users more visible 

onscreen. This is particularly relevant if usage is not visible in the real world. 

Policymakers are the third group who can use the implications in this dissertation to aid the 

community in making well-informed usage decisions about information privacy. As the 

empirical study presented in paper C reveals, end-users follow the herd when choosing to use 

a privacy-sensitive online service. The findings show that end-users are not sufficiently 

informed about the benefits and remedies of such usage and the available information is marked 

by a high degree of uncertainty. Hence, policymakers should recognize that better informing 

society might decrease the likelihood that end-users will proceed with herding and thus discount 

their own information. In addition, policymakers should be aware that malicious firms could 

deceive end-users by first offering apparently privacy-friendly services or software and later 

adjusting their functionality and data acquisition practices. This might also be the case after a 
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company is acquired and hence changes ownership. The empirical findings in paper C indicate 

that, if users do not have privacy concerns later, they would not consider such changes. 

8.3 Conclusion 

This dissertation supports research on behavioral information security and privacy among end-

users and within organizations through theoretical advancement and methodology development 

and aids practitioners in overcoming various human challenges related to information security 

and privacy. The contributions of the five research papers cover two overarching perspectives: 

(1) self-reliant tasks regarding consumers’ security and privacy, and (2) organizational 

challenges of decision makers and employees. 
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