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Veröffentlicht unter CC BY-SA 4.0 International
https://creativecommons.org/licenses/

Abstract

Lattice-based cryptography is a prominent class of cryptographic systems that has been
emerged as one of the main candidates replacing classical cryptography in future computing environments such as quantum computing. Quantum computers exploit quantum
mechanical phenomena to solve computational problems, on which the security of currently
deployed (classical) cryptographic systems is based. While these computational problems,
e.g., factoring integers and computing discrete logarithms, are intractable for conventional
(classical) computers, it is meanwhile known that they can be easily solved on quantum
computers (Shor 1997). However, lattice problems, such as finding short non-zero vectors,
seem to withstand attacks having quantum computing power.
In the last two decades we have seen many cryptographic proposals based on lattices. In
particular, lattice-based (ordinary) signature schemes were greatly improved with respect
to efficiency and security. This can be observed from the post-quantum standardization
process initiated by the National Institute of Standards and Technology (NIST). In fact,
from the five signature schemes that have been submitted to this process, there are currently three finalists, where two of them are lattice-based submissions. In this thesis, we
are specifically interested in lattice-based signature schemes with advanced functionalities. In addition to the basic security goals that an ordinary signature scheme ensures,
i.e., authentication, non-repudiation, and integrity, these schemes provide features that are
application-specific. While ordinary signature schemes based on lattices are ready to be
deployed in practice, this statement cannot be made for lattice-based signature schemes
with advanced functionalities. This thesis makes a significant progress towards deploying
the aforementioned type of signature schemes in practice.
With focus on privacy-preserving applications in future computing environments, we
particularly facilitate the protection of secret keys in cryptocurrencies such as Bitcoin and
Ethereum. We provide practical solutions to anonymous e-cash, anonymous credentials,
smart contracts, and e-voting. We believe that our techniques can be used to develop further
advanced signature schemes to be deployed in other application scenarios. For instance,
in information security systems that perform critical operations such as distributed key
generation, anonymization of medical data, and updating reliable routing information.
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Krämer, Siavash Riahi, and Patrick Struck. Deterministic wallets in a quantum world.
In Jay Ligatti, Xinming Ou, Jonathan Katz, and Giovanni Vigna, editors, ACM CCS
20: 27th Conference on Computer and Communications Security, pages 1017–1031,
Virtual Event, USA, November 9–13, 2020. ACM Press. (cited on pages 23, 33, and 35.)
[A2] Nabil Alkeilani Alkadri, Rachid El Bansarkhani, and Johannes Buchmann. BLAZE:
Practical lattice-based blind signatures for privacy-preserving applications. In Joseph
Bonneau and Nadia Heninger, editors, FC 20: 24th International Conference on Financial Cryptography and Data Security, volume 12059 of Lecture Notes in Computer
Science, pages 484–502, Kota Kinabalu, Malaysia, February 10–14, 2020. Springer,
Cham. (cited on page 56.)
[A3] Nabil Alkeilani Alkadri, Rachid El Bansarkhani, and Johannes Buchmann. On latticebased interactive protocols: An approach with less or no aborts. In Joseph K. Liu and
Hui Cui, editors, ACISP 20: 25th Australasian Conference on Information Security
and Privacy, volume 12248 of Lecture Notes in Computer Science, pages 41–61, Perth,
WA, Australia, November 30 – December 2, 2020. Springer, Cham. (cited on pages 41
and 56.)

[A4] Nabil Alkeilani Alkadri, Patrick Harasser, and Christian Janson. BlindOR: An efficient
lattice-based blind signature scheme from OR-proofs. In Mauro Conti, Marc Stevens,
and Stephan Krenn, editors, CANS 21: 20th International Conference on Cryptology
and Network Security, Lecture Notes in Computer Science, pages 95–115 , Vienna,
Austria, December 13–15, 2021. Springer, Cham. (cited on page 56.)
[A5] Nabil Alkeilani Alkadri, Michael Burger, and Giang Nam Nguyen. Optimized implementations of lattice-based blind signature schemes. Work in progress. (cited on
page 102.)

v

List of Publications
[A6] Nabil Alkeilani Alkadri, Johannes Buchmann, Rachid El Bansarkhani, and Juliane
Krämer. A framework to select parameters for lattice-based cryptography. Cryptology
ePrint Archive, Report 2017/615, 2017. http://eprint.iacr.org/2017/615.
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1
Introduction
Digital signatures are a fundamental cryptographic ingredient and one of the most critical
cryptographic primitives recognized everywhere in our daily digital activities such as online banking, software updates, web authentication, and many others. Basically, a digital
signature scheme replaces a hand-written signature to ensure the authenticity of a signer.
It allows to generate signatures on documents by using a secret (signing) key, which is only
known to the signer. The correctness of these signatures can be verified by any entity using
a public (verification) key that corresponds to the secret key. The problem of public key
authentication, i.e., the assertion to which entity a public key belongs, is usually solved
using certification authorities. In addition to authenticity, digital signatures even ensure
non-repudiation and integrity of signed documents. For instance, when using digital signatures to establish a secure connection between two parties, the communication partners
can be aware with whom they communicate (authentication). They also know that sending
and receiving data cannot be denied (non-repudiation), and the exchanged data has not
been altered during interaction (integrity). Specific applications, such as cryptocurrencies,
anonymous credentials, smart contracts, anonymous membership authentication, electronic
cash, and electronic voting, require digital signature schemes to be endowed with advanced
functionalities (additional features).
There is a numerous number of (advanced) signature schemes built from different classes
of cryptographic systems. The currently deployed class is called classical cryptography.
Its security is based on the hardness of number-theoretic assumptions such as the integer
factorization and the discrete logarithm problem. While we are convinced that classical cryptography is secure under conventional (classical) computer attacks, it is meanwhile
known that alternative classes of secure cryptographic systems must be used in future computing environments such as quantum computing. Quantum computers exploit quantum
mechanical phenomena to solve computational problems that are intractable for classical
computers. In particular, factoring integers and computing discrete logarithms can be efficiently carried out on large-scale quantum computers via Shor’s algorithm [Sho97]. In
fact, the enormous efforts that both research and industry are currently making, e.g., by
IBM [Gam20], indicate that in the near future sufficiently large quantum computers will be
constructed. Mosca [Mos18] estimated that quantum computers having the capability of
breaking the security of classical cryptographic schemes could exist within the next decade.
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In an effort to prepare our information security systems to resist future attacks having
quantum computing power, the National Institute of Standards and Technology (NIST) has
initiated a process to develop and standardize post-quantum (quantum-resistant) cryptographic systems including digital signature schemes, public-key encryption, and key encapsulation mechanisms [Nat17]. Lattice-based cryptography is a prominent class of cryptographic systems that has been emerged as one of the main candidates providing postquantum security1 . In fact, among the 64 proposals submitted to the first round of the
post-quantum standardization process initiated by the NIST, there were 26 (over 40%)
lattice-based submissions. From the 26 candidates left in the second round, there were 12
proposals based on lattices. The finalists of the third round are seven submissions, where
five of them are lattice-based schemes.
Lattice-based signature schemes were greatly improved in the last two decades with
respect to efficiency and security. This can be observed from the most recent proposals,
e.g. [DKL+ 18, ABB+ 20], which have been submitted to the NIST standardization process.
However, the focus has been mainly made on ordinary schemes, i.e., without advanced
functionalities. This thesis makes a significant step towards adding application-specific
functionalities to lattice-based signature schemes. In other words, the focus of this thesis
is on lattice-based signature schemes with advanced functionalities that can be deployed in
practice as a future replacement to the (currently used) classical schemes.

1.1 Summary of Results
In the following we give a description of the main contributions and structure of this thesis,
in addition to a summary of related work.

Chapter 2: Background
This chapter fixes some notation and presents the basic definitions and tools for this thesis.
This includes basic background on lattices and the relevant lattice problems, digital signature schemes and their security notion, and the fundamental tools used in our security
proofs including the (quantum) random oracle model and the forking lemma.

Chapter 3: Signature Schemes with Re-Randomizable Keys
A signature scheme with re-randomizable keys is a signature scheme that allows both the
public and secret key to be re-randomized in a separate but consistent way. It was first
introduced by Fleischhacker et al. [FKM+ 16] in order to construct unlinkable sanitizable
signatures [ACdMT05, BFLS10], which can be used, for example, to anonymize medical
data and update reliable routing information. Furthermore, signature schemes with rerandomizable keys constitute the main building block for constructing deterministic wallets [DFL19], which are used in cryptocurrencies, such as Bitcoin and Ethereum, to protect
secret keys against theft, i.e., to keep the funds of users safe.
1

2

The remaining classes of cryptographic systems that are known to provide post-quantum security are
hash-based, code-based, isogeny-based, and multivariate cryptography.

1.1 Summary of Results
We present the first post-quantum signature scheme with re-randomizable keys, which is
based on lattices over modules. We propose concrete parameters for our scheme targeting
128 bits of post-quantum security2 . We show that our construction can be used to build
post-quantum deterministic wallets, and further show how it can be instantiated with the
ordinary signature scheme qTESLA [ABB+ 20], which progressed to the second round of the
NIST post-quantum standardization process. Moreover, we present further lattice-based
approaches for re-randomizing keys including a scheme that has other potential applications
such as sanitizable signatures.
In addition to the standard algorithms of an ordinary signature scheme, a signature
scheme with re-randomizable keys has two algorithms for re-randomizing the public and
secret key. Fleischhacker et al. [FKM+ 16] showed that the secret key of Schnorr’s signature scheme [Sch91] can be re-randomized additively. More concretely, the secret key
re-randomization algorithm adds some randomness to the secret key, while the public key
re-randomization algorithm computes the related re-randomized public key using the same
randomness, but without access to any secret key. We show how to realize this approach
in the lattice setting using different techniques. This is attained by considering the typical
distributions of the secret key used in lattice-based schemes, i.e., the Gaussian distribution
and the uniform distribution over some small set.

Chapter 4: Reducing Restarts in Interactive Protocols
Most constructions of lattice-based signatures, including those with advanced functionalities, follow either the hash-and-sign [DH76] or the Fiat-Shamir (with aborts) [FS87,Lyu09]
paradigm. All schemes following the latter approach share a crucial procedure when signing messages, i.e., the so-called rejection sampling procedure. In general, this procedure
is a common tool from statistics that was introduced by von Neumann [vN51]. It allows
to sample from an arbitrary target distribution given a bound to some different starting
distribution. In the context of Fiat-Shamir signatures based on lattices, rejection sampling
is used as a security check. Using a so-called masking term, it allows to verify that a secret
(or secret-related) term is concealed and independently distributed from a public term that
is computed using both the masking and secret term. For example, it makes sure that computed signatures are distributed independently from the secret key. If this check fails, i.e.,
if rejection sampling does not accept, the signing protocol is restarted in order to sample a
fresh masking term. This is because all computations carried out up to and including the
rejection sampling procedure are related to a certain masking term.
While the aforementioned security check does not affect the efficiency of constructions
with one rejection sampling procedure, like (non-interactive) ordinary signatures, it has a
significant negative impact on the efficiency of interactive protocols with multiple rejection
sampling procedures, such as multi-signatures [ES16] and blind signatures [Rüc10]. This
is because the number of restarts becomes multiplicative in the number of procedures.
We present a new technique that we call tree of commitments. It allows to reduce the
number of restarts, or even remove the restarts, inherent in lattice-based protocols. A tree of
commitments is a binary hash tree whose leaves are constructed from many masking terms.
2

Nowadays, 128 bits is a commonly accepted level of security.
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This allows a lattice-based protocol to iteratively apply rejection sampling using different
masking terms in one execution. In this way, the number of restarts is reduced. Moreover,
a large enough number of masking terms even allows to completely eliminate restarts. We
present further optimizations that can be exploited when using trees of commitments. This
includes saving complete subtrees to use it in the next execution of the protocol.
Using our tree of commitments technique, we construct a lattice-based canonical identification scheme, which is built on top of the scheme by Lyubashevsky [Lyu09]. We
show that our protocol has a reduced amount of communication complexity compared
to the one by [Lyu09]. Canonical identification schemes [AABN02] constitute the main
building block of various types of signature schemes following the Fiat-Shamir approach,
e.g. [Lyu09, Rüc10, Lyu12, BG14, ES16, DKL+ 18, BLO18, ABB+ 20]. In the next chapter we
demonstrate the practical relevance of our tree of commitments technique in the context
of blind signatures.
We remark that it is possible to sample a masking term from a distribution that outputs
large enough elements such that rejection sampling succeeds after a small fixed number
of restarts. This approach is already established in previous works as a trade-off between
performance and sizes (see, e.g. [Lyu12,BG14,DKL+ 18]), but it does not solve the problem
for protocols with multiple rejection sampling procedures. Other works, e.g., the one by
Goldwasser et al. [GKPV10], suggest to use the so-called noise flooding technique. It uses
masking terms that are sampled from distributions of a very large size such that rejection
sampling accepts with very high probability. However, the negative impact on the efficiency
is tremendous as the sizes of the parameters become very large. Furthermore, the concept
of binary hash trees has been already suggested, e.g., by Katz et al. [KKW18], in order
to reduce the communication complexity of (zero-knowledge) proof systems, but not the
number of restarts inherent in lattice-based protocols.

Chapter 5: Blind Signature Schemes
A blind signature scheme is an interactive protocol between a signer and a user. It allows
the user to generate signatures on messages in a way that prevents the signer from gaining
any information about the messages during the interaction. On the other hand, it ensures
that the user cannot generate any valid blind signature without interacting with the signer.
Blind signatures, first introduced by Chaum [Cha82], are a fundamental building block in
privacy-preserving cryptographic applications such anonymous credentials [BL13a], electronic voting [KKS17], and blockchain protocols [HBG16].
We present three new blind signature schemes that we call BLAZE, BLAZE+ , and BlindOR.
We propose concrete parameters for our schemes targeting 128 bits of security, and provide
the corresponding sizes of keys and signatures as well as the communication cost required
to generate blind signatures. Furthermore, we show the insecurity of the lattice-based
blind signature schemes given in [CCT+ 11, ZM14, ZH16, GHWX16, GHW+ 17, ZTZ+ 17],
which follow the hash-and-sign approach and are based on preimage sampleable trapdoor
functions [GPV08].
Our first proposal BLAZE improves upon the first lattice-based scheme introduced by
Rückert [Rüc10], which follows the Fiat-Shamir approach and involves three security checks
(rejection sampling procedures). We identified the main source of its inefficiency and in-
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1.1 Summary of Results
ability to adapt it in practical applications, i.e., the first security check that is carried out at
the first user stage. BLAZE removes this check via a new technique that we call partitioning
and permutation, which may be of independent interest. It allows to hide specific elements
so that blindness is satisfied at the first user stage without carrying out any security check.
Furthermore, it speeds up the signing process and reduces the sizes of keys and signatures.
Unlike the Fiat-Shamir approach, the signing protocol of BLAZE (and Rückert’s scheme)
consists of four moves between the signer and user. That is, an extra move is required to
confirm the validity of blind signatures. More concretely, this additional move allows the
user to request a protocol restart from the signer in case the security check carried out at
the second user stage fails. Built upon BLAZE, our second construction BLAZE+ reduces
the sizes of keys and signatures as well as the communication complexity of the signing
protocol by utilizing the tree of commitments technique presented in Chapter 4. At the
first user stage many masking terms are generated at once in order to blind the signature
part that will be output from the second user stage without the need to request a protocol
restart from the signer. We obtain a three-move scheme similar to the basic structure of
the Fiat-Shamir approach.
Using OR-proofs introduced by Cramer et al. [CDS94], our third scheme BlindOR makes a
significant progress towards a three-move lattice-based construction of blind signatures that
is simultaneously practical and provably secure. An OR-proof allows to prove the possession
of a witness for one of two (or more) statements, without revealing which one. The design
of BlindOR also involves the partitioning and permutation technique as well as the trees
of commitments technique in order to reduce/remove the number of restarts induced by
applying the rejection sampling procedure. More importantly, using OR-proofs allows to
sidestep a subtle security argument, which is pointed out by Hauck et al. [HKLN20] and
is missing in the security proof of all prior lattice-based blind signature schemes starting
from the first one [Rüc10]. We refer to Section 5.5 for more details.
The design of BlindOR is inspired by Abe and Okamoto [AO00], who used OR-proofs
to build a partially blind signature scheme [AF96] with security based on the hardness of
the discrete logarithm problem. We remark that it is not worthwhile to convert their construction to the lattice setting, as this would result in an inefficient scheme, since we must
consider the additional requirements on the parameters that are given in [HKLN20] to obtain a gap-free security reduction. Hauck et al. [HKLN20] extended the modular framework
for blind signatures from linear functions given in [HKL19] to the lattice setting. However,
this framework is mostly of theoretical interest as it entails parameters of huge size, which
render the scheme impractical. A further related work is due to Agrawal et al. [ASY21], who
made a step towards practical two-round lattice-based blind signatures. They improved the
construction of Garg et al. [GRS+ 11] which is based on general complexity assumptions.
As pointed out by the authors, there are some challenges left before this approach becomes
practical. For instance, the scheme requires the homomorphic evaluation of a specific signing algorithm that relies on the random oracle model [BR93]. In practice, this must be
instantiated with a cryptographic hash function that can be evaluated homomorphically.
Finding such a function is still an open problem, which has not been studied sufficiently.
Another challenge that has to be tackled is how to handle the compatibility issue induced
by the various formats of the quantities involved in the homomorphic signing.

5
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Chapter 6: Conclusion
This chapter concludes this thesis and discusses possible research directions for future work.
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2
Background
In this chapter we recall the mathematical and cryptographic background required throughout this thesis. In Sections 2.1 and 2.2 we define all required notations, basic tools, and
relevant rings. Afterwards, we give in Section 2.2 the definition of lattices and the relevant
lattice problems. Then, we provide in Section 2.4 a formal definition of digital signature
schemes including their security. Finally, we recall the (quantum) random oracle model
in Section 2.5, and then the forking lemma in Section 2.6.

2.1 Basic Notation
In this section we fix the notation and define the basic tools that are required throughout
this thesis.
We denote by N, Z, and R the sets of natural numbers, integers, and real numbers,
respectively. If k ∈ N>0 , we let [k] denote the set {1, . . . , k}. All logarithms appear in this
thesis are to base two.
We denote the security parameter by λ ∈ N>0 , and abbreviate probabilistic polynomialtime by PPT and deterministic polynomial-time by DPT. For a probabilistic algorithm A,
we write y ←$ AO (x) to denote that A returns y when run on input x and with access to
an oracle O. We also write y ∈ AO (x) if y is a possible output of AO (x). To make the
randomness r ∈ R on which A is run explicit, we use the notation y ← AO (x; r), where R
is some randomness space.
We write x ←$ D to denote that x is sampled randomly according to a distribution D. If
S is a finite set, we also write x ←$ S if x is chosen randomly from the uniform distribution
over S. The statistical distance
P between two distributions X and Y over a countable set S
1
is defined by ∆(X, Y ) := 2 s∈S |Pr[X = s] − Pr[Y = s]|. For ε > 0, we say that X and Y
are ε-statistically close if ∆(X, Y ) ≤ ε.
We denote by Expand a DPT algorithm that, on input x ∈ {0, 1}∗ , expands x to an
element y belonging to any desired set, e.g., y ∈ {0, 1}λ ← Expand(x). This algorithm is
used to save space as it is deterministic. In practice, Expand can be realized by using any
extendable output function (XOF) such as SHAKE.
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2.2 Rings
In this section we define the required rings and recall their relevant properties.
Let
 q ∈ Z>0 . We write Zq to denote the ring of integers modulo q with representatives
in − 2q , 2q ∩ Z. Let n be a fixed power of two and consider the polynomial ring Z[X]
in a variable X. We define the rings R := Z[X]/hX n + 1i and Rq := Zq [X]/hX n + 1i,
i.e., elements in R and Rq are residue classes of polynomials of degree less than n with
coefficients in Z and Zq , respectively. Elements in R and Rq are denoted by regular font
letters. Column vectors and matrices with coefficients in R or Rq are denoted by bold lowercase letters and bold upper-case letters, respectively. The identity matrix of dimension k
is denoted P
by Ik . Note that Z ⊂ R and Zq ⊂ Rq .
i
Let a = n−1
i=0 ai X ∈ R. The rotation matrix of a is defined by

Rot(a) := a, rot(a), rot2 (a), . . . , rotn−1 (a) ∈ Zn×n ,

where a = (a0 , . . . , an−1 )> , rot(a) := (−an−1 , a0 , . . . , an−2 )> , and rotk (a) := rot rotk−1 (a)
P
Pn−1
i
i
for all k ∈ {2, . . . , n − 1}. If a = n−1
i=0 ai X , b =
i=0 bi X ∈ Rq , then the polynomial
multiplication ab ∈ Rq corresponds to the matrix-vector product Rot(a) · b in Zq , where b
is the vector representation of the polynomial b, i.e., b = (b0 , . . . , bn−1 )> .
Let p ∈ N>0 ∪ {∞}. The `p norm of any a ∈ R is defined by the function
( P
1/p
n−1
n−1
X
|ai |p
if p < ∞
i
i=0
k·kp : R → R, a =
ai X 7→
max{|a0 |, . . . , |an−1 |} if p = ∞
i=0
Similarly, the `p norm of any b ∈ Rk is defined by

1/p
 Pk kb kp
if p < ∞
i
p
i=1
n
o
k·kp : Rk → R, b = (b1 , . . . , bk )> 7→
max kb k , . . . , kb k
if p = ∞
1 p
k p
In this thesis, we will mostly use the Euclidean norm k·k2 and the infinity norm k·k∞ . To
simplify notations, we abbreviate the Euclidean norm by k·k.
For any x ∈ Z>0 , we define by Sx the subset of Rq that consists of all polynomials
whose infinity norm is bounded by x, i.e., Sx := {f ∈ Rq | kf k∞ ≤ x}. Furthermore, we
let Tnκ denote the subset of Rq containing all polynomials with coefficients in {−1, 0, 1}
and Hamming weight κ, i.e., Tnκ := {f ∈ Rq | (kf k∞ = 1) ∧ (kf k1 = κ)}. We will use the
following result due to Lyubashevsky and Seiler [LS18, Corollary 1.2], which shows that for
a suitable choice of the modulus q, all polynomials in Rq with bounded norms are invertible
in Rq .
Lemma 2.1. Let n ≥ p > 1 be powers of two and q = 2p + 1 (mod 4p) be a prime. Then,
the polynomial X n + 1 factors as
n

X +1≡

p
Y


X n/p − rj (mod q)

j=1

for distinct rj ∈ Z∗q , where X n/p − rj are irreducible in Zq [X]. Furthermore, any y ∈ Rq
√
that satisfies either 0 < kyk∞ < q 1/p / p or 0 < kyk < q 1/p has an inverse in Rq .
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2.3 Lattices and Cryptography
In this section we first define lattices and their basic properties (Section 2.3.1). After
that, we recall the discrete Gaussian distribution and the required results related to it
(Section 2.3.2). Finally, we review the definition of the relevant hardness assumptions based
on lattices, and describe the hardness estimation of these assumptions (Section 2.3.3).

2.3.1 Basic Definitions
Definition 2.2. Let m ∈ N>0 . An m-dimensional lattice is any subset L of Rm that
satisfies the following properties:
• L is discrete: Every vector v ∈ L has a neighborhood in Rm , in which v is the only
lattice point.
• L is an additive subgroup: 0 ∈ L, and for all v, w ∈ L we have −v ∈ L and v+w ∈ L.
Any lattice L can be defined as the integer linear combinations of some k linearly independent vectors from Rm , where k ≤ m. The integer k is called the rank of L.
Definition 2.3. Let k, m ∈ N>0 with k ≤ m, and let B ∈ Rm×k be a matrix of rank
k. The m-dimensional
lattice of rank k that is generated by the matrix B is defined by

L(B) := Bx x ∈ Zk ⊂ Rm .
Any matrix B ∈ Rm×k that generates a lattice in Rm is called a lattice basis. Since B is
not unique for m ≥ 1, we will leave the matrix B implied and write L instead of L(B). A
lattice L ⊂ Rm of rank k is called full-rank if k = m. An integer lattice is a lattice whose
vectors have integer coefficients.
m×k
Definition 2.4. Let L ⊂ Rm be a lattice of rank
is a lattice basis of L.
p k, and B ∈ R
>
The determinant of L is defined by det(L) := det(B · B).

A q-ary lattice is an m-dimensional integer lattice L satisfying qZm ⊆ L ⊆ Zm for some
q ∈ Z>0 . In the following we define the most common q-ary lattices used in lattice-based
cryptography. Given k, m, q ∈ Z>0 , where m ≥ k, and A ∈ Zk×m
, we define the two
q
full-rank lattices

Lk,m,q (A) := x ∈ Zm x = A> s (mod q) for some s ∈ Zk ,
m
L⊥
k,m,q (A) := {x ∈ Z | 0 = Ax (mod q)}.

Note that the lattice Lk,m,q (A) is generated by the rows of the matrix A modulo q, while
the lattice L⊥
k,m,q (A) contains all vectors that are orthogonal modulo q to the rows of A.
A random instance of both lattices is obtained by choosing the matrix A according to the
uniform distribution over Zk×m
. Furthermore, if q is prime and A ←$ Zqk×m , then we have
q





k
≥1−
Pr det(Lk,m,q (A)) = q m−k = Pr det L⊥
k,m,q (A) = q

1
q m−k

(see, e.g. [Mic11]).
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2.3.2 Gaussian Measures
Definition 2.5. Let L ⊂ Rm be a lattice, σ ∈ R>0 , and c ∈ Rm . The discrete Gaussian
distribution over L with standard deviation σ and center c is the probability distribution DL,σ,c , which assigns to every vector x ∈ Lthe probability
of occurrence given by

P
kx−ck2
DL,σ,c (x) := ρσ,c (x)/ρσ,c (L), where ρσ,c (x) := exp − 2σ2
and ρσ,c (L) := x∈L ρσ,c (x).
We will omit the subscript c when c = 0.
To make the randomness r that is used when sampling x from DL,σ,c explicit, we write
x ← DL,σ,c (r). In other words, specifying the randomness r makes a discrete Gaussian
sampler a DPT algorithm.
The next two lemmas describe the basic properties of the discrete Gaussian distribution
that are required in this thesis. The first one, due to Lyubashevsky [Lyu12, Lemma 4.4],
gives a tail bound on Gaussian distributed random variables. The second lemma, given
by Boneh and Freeman [BF11, Theorem 9], shows that the sum of Gaussian distributed
random variables is also Gaussian distributed.
Lemma 2.6. Let σ, t, η ∈ R>0 and m ∈ N>0 . Then we have:
1. Prx← DZ,σ [|x| > tσ] ≤ 2 exp(−t2 /2), and Prx← DZm ,σ [kxk∞ > tσ] ≤ 2m exp(−t2 /2).
$

√
2. Prx← DZm ,σ [kxk > ησ m] ≤ η m exp
$

$

m
(1
2


− η2) .

Lemma 2.7. Let L ⊆ Zm be a lattice and σ ∈ R>0 . For every i ∈ [n], let ti ∈ Zm , and let
Xi be mutually independent random variables, where
Xi is sampled from DL+ti ,σ . Let
Peach
n
n
c = (c1 , . . . , cn ) ∈ Z , g = gcd(c1 , . . . , cn ), and t = i=1 ci ti . Suppose that σ > kck
P · η(L),
where η(L) is a lattice parameter called the smoothing parameter [MR04]. Then, ni=1 ci Xi
is ε-statistically close to DgL+t,kckσ , where ε ≈ 0.
Gentry et al. [GPV08, Lemma√5.3] showed that the smoothing
√ parameter of the lattice

⊥
L⊥
(A)
can
be
bounded
by
ω(
ln
m),
i.e.,
η
L
(A)
≤
ω(
ln m).
k,m,q
k,m,q
The next lemma [Lyu12, Theorem 4.6] is a version of the rejection sampling lemma that
is specified for the discrete Gaussian distribution.
Lemma 2.8. Let T ∈ R>0 , and define the set V := {v ∈ Zm | kvk ≤ T }. Let σ = αT
for some α ∈ R>0 , and h : V → R be a probability distribution. Then, there exists a
constant M ∈ R>0 such that exp 12
+ 2α1 2 ≤ M , and the following two algorithms are
α
within statistical distance of at most 2−100 /M :
1. v ←$ h, z ←$ DZm ,σ,v , output (z, v) with probability

DZm ,σ (z)
,
M ·DZm ,σ,v (z)

and ⊥ otherwise.

2. v ←$ h, z ←$ DZm ,σ , output (z, v) with probability 1/M , and ⊥ otherwise.
Moreover, the probability that the first algorithm returns a value different from ⊥ is at least
1−2−100
.
M
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Rej(pp, z, v):
1:
2:

3:

4:
5:

parse pp = (m, σ, M )
η ←$ [0, 1)
1
−2hz, vi + kvk2
if η >
· exp
M
2σ 2

!
then

return 0
return 1

Figure 2.1: An implementation of the rejection sampling algorithm Rej.

We let Rej denote an algorithm that carries out rejection sampling on a vector z, where
z ←$ DZm ,σ,v , v is an m-dimensional integer vector such that kvk ≤ T , and σ = αT . That
is, on input (pp, z, v), where pp is a set of parameters that includes m, σ, M , Rej returns 1 if
z is accepted and 0 if rejected. By Lemma 2.8, the output 1 indicates that the distribution
of z is within statistical
distance of at most 2−100 /M from the Gaussian distribution DZm ,σ ,

where exp 12
+ 2α1 2 ≤ M . The algorithm Rej returns 1 with probability ≈ 1/M , and hence
α
the expected number of restarts necessary to return 1 is M . A possible implementation of
Rej can be found in [DLL+ 17a], which we recall in Figure 2.1.

2.3.3 Hardness Assumptions
We define the main hard problems underlying the signature schemes considered in this
thesis, i.e., the Module Learning With Errors (MLWE) problem, the Module Short Integer
Solution (MSIS) problem, and the SelfTargetMSIS problem. For each problem, we assume
that there exists an algorithm that, on input 1λ , generates a set of public parameters pp.
Definition 2.9. Let pp = (n, k1 , k2 , q, χ, A), where n, k1 , k2 , q ∈ Z>0 , χ is a probability
distribution over R (typically DZn ,σ for some σ > 0, or the uniform distribution over
a small subset of R), and A ←$ Rqk1 ×k2 . We say that the module learning with errors
(MLWE) problem is (t, ε)-hard w.r.t. pp if, for every algorithm D∗ running in time at most
t, we have

 1
AdvMLWE
(pp) := 2 · Pr ExpMLWE
(pp) = 1 −
≤ ε,
D∗
D∗
2
is depicted in Figure 2.2.
where the experiment ExpMLWE
D∗
Definition 2.10. Let pp = (n, k1 , k2 , q, β), where n, k1 , k2 , q ∈ Z>0 and β ∈ R>0 . We
say that the Hermite normal form of the module short integer solution (MSIS) problem is
(t, ε)-hard w.r.t. pp if, for every algorithm A∗ running in time at most t, we have


MSIS
AdvMSIS
A∗ (pp) := Pr ExpA∗ (pp) = 1 ≤ ε,
where the experiment ExpMSIS
is depicted in Figure 2.2.
A∗
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ExpMLWE
(pp):
D∗
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:

parse pp = (n, k1 , k2 , q, χ, A)
b ←$ {0, 1}
if b = 0 then
b ←$ Rqk1
else
s ←$ χk1 +k2
b ← [Ik1 | A] · s (mod q)
∗
b ←$ D∗ (pp, b)
if b = b∗ then
return 1
return 0

ExpMSIS
A∗ (pp):
11:
12:
13:
14:

15:
16:

parse pp = (n, k1 , k2 , q, β)
A ←$ Rqk1 ×k2
x ←$ A∗ (pp, A)

if x ∈ Rk1 +k2 \{0} ∧ (kxkp ≤ β) ∧
(0 = [Ik1 | A] · x (mod q)) then
return 1
return 0

and ExpMSIS
Figure 2.2: Definition of the experiments ExpMLWE
A∗ .
D∗

The MLWE problem, defined by Langlois and Stehlé [LS15], generalizes the Learning
With Errors (LWE) problem [Reg05] and its ring variant RLWE [LPR10]. More precisely,
by setting k1 = 1 in Definition 2.9 we obtain the ring variant RLWE, while setting k1 > 1
and Rq = Zq yields a definition of the LWE problem. The same applies for MSIS [LS15]
(Definition 2.10) and its special variants SIS [Ajt96] and RSIS [Mic02].
We remark that MLWE has two versions called the Decision and the Search version. In
this thesis, we will use the decision version, which is given in Definition 2.9. Informally,
the search version of MLWE asks to find the vector s, given the pair (pp, b). Being able
given in Figure 2.2,
to find s obviously implies the ability to win the experiment ExpMLWE
D∗
i.e., there is a reduction from the hardness of the decision version of MLWE to the hardness
of the search version. The opposite direction of this reduction has been established, e.g.,
by Regev [Reg05], so that the hardness of both versions are equivalent.
Langlois and Stehlé [LS15] showed that both MLWE and MSIS are as hard as the module variant of the Shortest Independent Vectors Problem (SIVP) in the worst-case. This
lattice problem is defined as follows: Given a basis B ∈ Rm×k of a lattice L and an approximation factor γ ∈ R>0 , the SIVP
 problem asks to find m linearly independent lattice
vectors x1 , . . . , xm such that max kx1 kp , . . . , kxm kp is within a factor γ of its optimal
value. For any γ ∈ O(1), SIVP is NP-hard [BS99], and it is conjectured that there is no
polynomial-time (quantum) algorithm that achieves an approximation factor γ bounded
by any polynomial in m (see, e.g. [LS15]).
In the following we give a further relation of MLWE and MSIS to lattices. We show that
both lattices Lk,m,q (A) and L⊥
k,m,q (A) appear implicitly in MLWE and MSIS, respectively.
More concretely, both MLWE and MSIS are connected to the following well-known (averagecase) lattice problems in the q-ary lattices Lk,m,q (A) and L⊥
k,m,q (A), respectively:
• MLWE and Lk,m,q (A): Solving MLWE w.r.t. pp = (n, k1 , k2 , q, χ, A) amounts to solving the module variant of the Bounded Distance Decoding (BDD) problem in the
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ExpSelfTargetMSIS
(pp):
A∗
1:
2:
3:
4:
5:
6:

parse pp = (n, k1 , k2 , q, κ, β, H)
A ←$ Rqk1 ×k2
(x = [z | c]> , m) ←$ A∗ H (pp, A) // (x, m) ∈ Rk1 +k2 +1 × {0, 1}∗
if (kxkp ≤ β) ∧ (c = H([Ik1 | A] · x (mod q), m)) then
return 1
return 0
Figure 2.3: Definition of the experiment ExpSelfTargetMSIS
.
A∗



q-ary lattice Lk1 +k2 ,k1 ,q [Ik1 | A]> . Given a uniformly random matrix A ∈ Zk×m
q
m
and a vector b ∈ Zq , the BDD problem asks to distinguish between the case that b
is chosen uniformly from Zm
q and the case in which b is the result of perturbing each
coefficient of a random lattice vector in Lk,m,q (A) via the distribution χ.
• MSIS and L⊥
k,m,q (A): Solving MSIS w.r.t. pp = (n, k1 , k2 , q, β) amounts to solving the module variant of the Shortest Vector Problem (SVP) in the q-ary lattice
m×k
L⊥
of a lattice L and an approximation
k1 ,k1 +k2 ,q ([Ik1 | A]). Given a basis B ∈ R
factor γ ∈ R>0 , the SVP problem asks to find a non-zero vector x ∈ L such that kxkp
is within a factor γ of the length of a shortest lattice vector, i.e., within a factor γ of
the minimum distance between any two distinct lattice vectors.
Definition 2.11. Let H : {0, 1}∗ → Tnκ be a cryptographic hash function. Furthermore,
let pp = (n, k1 , k2 , q, κ, β, H), where n, k1 , k2 , q, κ ∈ Z>0 and β ∈ R>0 . We say that the
SelfTargetMSIS problem is (t, ε)-hard w.r.t. pp if, for every algorithm A∗ running in time
at most t, we have
h
i
SelfTargetMSIS
AdvSelfTargetMSIS
(pp)
:=
Pr
Exp
(pp)
=
1
≤ ε,
∗
∗
A
A
where the experiment ExpSelfTargetMSIS
is depicted in Figure 2.3.
A∗
The SelfTargetMSIS problem, defined by Kiltz et al. [KLS18], can be seen as a combination
of the function H and the MSIS problem. Indeed, the following lemma shows that there is a
reduction from the hardness of MSIS to the hardness of SelfTargetMSIS in the random oracle
model (ROM) (see Section 2.5). This reduction uses the forking lemma (see Section 2.6)
and it is implicit in the security proof of many lattice-based signature schemes.
Lemma 2.12. Let n, k1 , k2 , q, κ ∈ Z>0 and β ∈ R>0 . Let H : {0, 1}∗ → Tnκ be a cryptographic hash function modeled as a random oracle, and qH be the maximum number of hash
queries that are allowed to be made to this random oracle. The SelfTargetMSIS problem is
(t, ε)-hard w.r.t. pp = (n, k1 , k2 , q, κ, β, H) in the ROM if MSIS is (t0 , ε0 )-hard w.r.t. pp 0 ,
where
!


1
ε
−
n
1
1
|Tκ |
− n .
pp 0 = (n, k1 , k2 , q, 2β), t0 ≈ 2t, and ε0 ≈ ε − n ·
|Tκ |
qH
|Tκ |
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Moreover, Kiltz et al. [KLS18] gave reasonable arguments to assume that as long as H
is second-preimage resistant against quantum attackers and the algebraic structures of H
and the matrix A are completely independent, the hardness of SelfTargetMSIS and MSIS is
equivalent, i.e., ε0 ≈ ε, even if the adversary is given quantum access to H.
We remark that in the definitions of MSIS and SelfTargetMSIS, the solution is measured
in the `p norm. If necessary, we will write MSISp and SelfTargetMSISp to explicitly specify
the value of p, where p ∈ {2, ∞}. Otherwise, we write MSIS and SelfTargetMSIS to indicate
that the statement applies to any norm. Similarly, we write MLWE2 if the probability
distribution χ given in Definition 2.9 is set to χ = DZn ,σ for some σ > 0, and MLWE∞ if
χ = Sx for some x ∈ Z>0 . Furthermore, we write pp = (n, k1 , k2 , q, σ, A) if χ = DZn ,σ , and
pp = (n, k1 , k2 , q, x, A) if χ = Sx .
Next, we explain the methodology that we follow in this thesis to estimate the hardness of
MLWE, MSIS, and SelfTargetMSIS with respect to a given set of public parameters. First,
we remark that all known algorithms solving MLWE, MSIS, and SelfTargetMSIS do not
exploit their algebraic structure.
Estimating the hardness of MLWE w.r.t. pp = (n, k1 , k2 , q, χ, A) is carried out by using
the well-known and widely used LWE-Estimator presented by Albrecht et al. [APS15]. This
estimator is a Sage module, which determines an upper bound on the number of operations
required to be carried out by the currently fastest classical and quantum LWE solvers.
Given pp = (n, k1 , k2 , q, β) and A ←$ Rqk1 ×k2 , the hardness of solving MSIS w.r.t. pp is
equivalent to finding a non-trivial vector, whose `p norm is bounded by β, in the q-ary
0
0
lattice L⊥
k,m,q ([Ik | A ]), where k = k1 n, m = (k1 + k2 )n, and A is the matrix obtained by
computing the rotation matrix of each entry of A, i.e.,




Rot(a1,1 ) . . . Rot(a1,k2 )
a1,1 . . . a1,k2

 .

..
..
..  .
k n×k n
..
..
A0 = 
 ∈ Zq 1 2 , where A =  ..
.
.
.
.
. 
Rot(ak1 ,1 ) . . . Rot(ak1 ,k2 )
ak1 ,1 . . . ak1 ,k2
The best known (classical and quantum) algorithm for finding short non-trivial vectors is
due to Schnorr and Euchner [SE94]. It is called the Block-Korkine-Zolotarev algorithm
(BKZ), and was improved in practice by Chen and Nguyen [CN11]. As a subroutine,
BKZ uses an SVP solver in lattices of dimension b, where b is called the block size. The
best known classical algorithm for SVP with no memory restrictions is due to Becker et
al. [BDGL16], and it takes time ≈ 20.292 b , while the best known quantum SVP solver is due
to Laarhoven [Laa16, Section 14.2.10], and it takes time ≈ 20.265 b . The time required by
BKZ to run with block size b on an m-dimensional lattice L is given by (see, e.g. [BDGL16])
8m 2ξb+16.4 ,

(2.1)

where ξ ∈ {0.265, 0.292}. The output of BKZ is a vector of length δ m det(L)1/m , where δ
is called the Hermite delta and it is given by (see, e.g. [CN11, Che13])
1
 2(b−1)

1
.
(2.2)
δ = b (πb) b /(2πe)
Therefore, in order to compute the time required by BKZ to solve MSIS w.r.t. pp, we
first determine δ by setting β = δ m det(L)1/m , where m = (k1 + k2 )n. After that, we
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compute the minimum block size b required to achieve δ by using Equation (2.2). The
resulted b is put in Equation (2.1) to obtain the time required by BKZ to solve MSIS
w.r.t. pp = (n, k1 , k2 , q, β).
Finally, the hardness of solving SelfTargetMSIS w.r.t. pp = (n, k1 , k2 , q, κ, β, H) is estimated by following Lemma 2.12, i.e., by estimating the hardness of solving MSIS w.r.t. pp 0
as described above, where pp 0 = (n, k1 , k2 , q, 2β).

2.4 Digital Signature Schemes
In this section we recall the syntax and security of ordinary signature schemes.
Definition 2.13. An (ordinary) signature scheme is a tuple of polynomial-time algorithms
Sig = (Sig.PGen, Sig.KGen, Sig.Sign, Sig.Verify),
where:
Sig.PGen(1λ ) is a PPT parameter generation algorithm that, on input the security parameter λ, returns a set of public parameters pp, which implicitly contains λ in unary,
i.e., pp ←$ Sig.PGen(1λ ). We assume that pp identifies the message space M of Sig.
Sig.KGen(pp) is a PPT key generation algorithm that, on input a set of public parameters
pp, returns a key pair (pk , sk ), where pk is a public (verification) key and sk is a
secret (signing) key, i.e., (pk , sk ) ←$ Sig.KGen(pp).
Sig.Sign(pp, sk , m) is a PPT signing algorithm that, on input a set of public parameters
pp, a secret key sk , and a message m from the message space M, returns a signature
sig, i.e., sig ←$ Sig.Sign(pp, sk , m). We write sig = ⊥ to denote failure.
Sig.Verify(pp, pk , m, sig) is a DPT verification algorithm that, on input a set of public
parameters pp, a public key pk , a message m, and a signature sig, returns 1 if sig is
valid and 0 otherwise, i.e., b ← Sig.Verify(pp, pk , m, sig), where b ∈ {0, 1}.
Signature schemes are required to satisfy the correctness property given in the following
definition:
Definition 2.14. Let Sig be a signature scheme, and pp ∈ Sig.PGen(1λ ). We say that Sig
is corrSig -correct w.r.t. pp if, for every key pair (pk , sk ) ∈ Sig.KGen(pp) and every message
m ∈ M, we have
Pr

[Sig.Verify(pp, pk , m, sig) 6= 1] ≤ corrSig .

sig ←$Sig.Sign(pp,sk ,m)

The standard security of signature schemes, dates back to Goldwasser et al. [GMR88], is
captured by the security notion of existential unforgeability under adaptive chosen-message
attacks (EUF-CMA). In this notion, the adversary is given access to a signing oracle OSig ,
from which the adversary is allowed to obtain up to qSign signatures on messages of its own
choice. The adversary must return one valid signature on a message not queried to OSig .
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ExpEUF-CMA
(pp):
Sig,A∗
1:
2:
3:
4:
5:
6:

(pk , sk ) ←$ Sig.KGen(pp)
Lm ← ∅
(m ∗ , sig ∗ ) ←$ A∗ OSig (pp, pk )
if m ∗ ∈ Lm then
return 0
return Sig.Verify(pp, pk , m ∗ , sig ∗ )

OSig (m):
11:
12:
13:

Lm ← Lm ∪ {m}
sig ←$ Sig.Sign(pp, sk , m)
return sig

.
Figure 2.4: Definition of the experiment ExpEUF-CMA
Sig,A∗

Definition 2.15. Let Sig be a signature scheme, and pp ∈ Sig.PGen(1λ ). We say that Sig
is (t, qSign , ε)-EUF-CMA w.r.t. pp if, for every adversary A∗ running in time at most t and
making at most qSign signing queries to the oracle OSig , we have


EUF-CMA
(pp)
=
Pr
Exp
(pp)
=
1
≤ ε,
AdvEUF-CMA
∗
∗
Sig,A
Sig,A
where the experiment ExpEUF-CMA
is defined in Figure 2.4.
Sig,A∗

2.5 The (Quantum) Random Oracle Model
In this thesis we deal with (advanced) signature schemes that are secure in the classical
random oracle model or in the quantum random oracle model. This section gives a brief
description of both models.
The random oracle model (ROM) is a model of computation introduced by Bellare and
Rogaway [BR93]. It allows to prove the security of cryptographic schemes that are otherwise
hard or even impossible to prove in the standard (or plain) model. In the ROM, every
party has access to an oracle OH implementing a random function H, i.e., a function that is
randomly chosen from the set of all functions H : {0, 1}∗ → {0, 1}`H for some `H ∈ N>0 .
Upon being queried on some input x ∈ {0, 1}∗ , the oracle OH answers with a random
output y ∈ {0, 1}`H . Every further invocation on input x, even by other parties, results
in the same y. The oracle OH can be queried up to qH times. In the security proofs of
cryptographic schemes, hash functions are often modeled as random oracles. This allows
the reduction algorithm to (adaptively) program the input-output behavior of H outside of
the view of the remaining algorithms.
Since hash functions are public, Boneh et al. [BDF+ 11] observed that diverse techniques
to prove security in the ROM are generally not applicable in the post-quantum setting.
In the real world, an adversary equipped with a quantum computer is able to implement
the hash function and evaluate it in superposition. Therefore, Boneh et al. introduced the
quantum random oracle model (QROM). In this model, parties with quantum computing
power are allowed to query the oracle OH in superposition.
We remark that the QROM is nowadays considered the de facto standard for postquantum security proofs of cryptographic schemes relying on random oracles. This postquantum security model considers the adversary to be quantum while the challenger -
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representing the honest user in real-world applications - remains classical. Consequently,
every oracle provided by the challenger can be accessed only classically, while oracles that
can be accessed by the adversary directly can be accessed using quantum computing power,
i.e., in superposition. This describes a threat model where an adversary can use its quantum
power to locally access the random oracle, while it observes signatures created by a user
on a classical machine. This standard post-quantum security model is meaningful, since it
indicates that the cryptographic scheme can still be used on classical computers. This is in
contrast to the (fully) quantum setting, where the scheme itself is implemented on quantum
computers as well. While this is a stronger security model, it is more of theoretical interest
as it requires users to have access to quantum computers as well.

2.6 The Forking Lemma
In this section we recall the general forking lemma due to Bellare and Neven [BN06], which
constitutes a crucial tool for proving the security of cryptographic schemes, in particular
signature schemes, in the ROM.
Let C be some finite set and R be some randomness space. Let IGen be a PPT algorithm,
and consider an algorithm A that, on input an instance x ∈ IGen and random values
h1 , . . . , hq ∈ C, returns a pair (idx , out), where 0 ≤ idx ≤ q and out is a side output related
to hidx . The index idx = 0 indicates that A has failed to compute a side output out related
to any of the values h1 , . . . , hq . The general forking lemma gives a lower bound on the
probability of the forking experiment in which A, if run twice on the same instance x and
randomness r ∈ R, but partially different values from C, will return the same index idx and
two side outputs out and out 0 , which are related to the values hidx and h0idx , respectively.
The experiment fails if both runs of A return two different indices, or if hidx = h0idx .
In this thesis we will need a minor version of the general forking lemma [BN06]. We
consider an algorithm A that further returns a second index as part of the output, i.e.,
A returns a tuple (idx 1 , idx 2 , out), where idx 1 , out are as before, and 0 ≤ idx 2 < ` for
` ∈ N>0 . In this version, the forking experiment succeeds only if both runs of A return the
same pair of indices (idx 1 , idx 2 ) and hidx 6= h0idx . The proof of this version of the lemma is
almost identical to the proof given in [BN06]. In the following we state our minor version
of the general forking lemma and provide its proof for completeness. First, we recall two
supporting lemmas given in [BN06].
Lemma 2.16. Let X be a random variable with values from R. Then, we have
 
E X 2 ≥ E[X]2 ,
where E[X] is the expectation of X.
Lemma 2.17. Let q ∈ N>0 and x1 , . . . , xq ∈ R≥0 . Then, we have
q
X
i=1

1
x2i ≥ ·
q

q
X

!2
xi

.

i=1
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2 Background
ExpAcc
IGen,C,A :
1:
2:
3:
4:
5:
6:

FrkC,A (x):

x ←$ IGen
h1 , . . . , hq ←$ C
(idx 1 , idx 2 , out) ←$ A(x, h1 , . . . , hq )
if 1 ≤ idx 1 ≤ q then
return 1
return 0

21:
22:
23:
24:
25:
26:
27:

ExpFrk
IGen,C,A :
11:
12:
13:

x ←$ IGen
(b, out, out 0 ) ←$ FrkC,A (x)
return b

28:

29:
30:

r ←$ R
h1 , . . . , hq ←$ C
(idx 1 , idx 2 , out) ← A(x, h1 , . . . , hq ; r)
if idx 1 = 0 then
return (0, ⊥, ⊥)
0
hidx 1 , . . . , h0q ←$ C
(idx 01 , idx 02 , out 0 ) ← A(x, h1 , . . . , hidx 1 −1 ,
h0idx 1 , . . . , h0q ; r)
if (idx 1 = idx 01 ) ∧ (idx 2 = idx 02 ) ∧
(hidx 1 6= h0idx 1 ) then
return (1, out, out 0 )
return (0, ⊥, ⊥)

Frk
Figure 2.5: Definition of the experiments ExpAcc
IGen,C,A , ExpIGen,C,A and forking algorithm FrkC,A .

Lemma 2.18. Let q, ` ∈ N>0 , C be a finite set of size |C| ≥ 2, and R be a randomness
space. Let IGen be a PPT algorithm, and A be a PPT algorithm that, on input x ∈ IGen
and h1 , . . . , hq ∈ C, outputs a tuple (idx 1 , idx 2 , out), where 0 ≤ idx 1 ≤ q and 0 ≤ idx 2 < `.
Define the accepting probability and the forking probability of A by




acc = Pr ExpAcc
and frk = Pr ExpFrk
IGen,C,A = 1
IGen,C,A = 1 ,
Frk
where the experiments ExpAcc
IGen,C,A and ExpIGen,C,A are depicted in Figure 2.5. Then we have


frk ≥ acc ·


1
acc
−
.
q`
|C|

Proof. For any instance x ∈ IGen we define


acc(x) := Pr ExpAcc
and
IGen,C,A = 1 x ∈ IGen


frk (x) := Pr ExpFrk
IGen,C,A = 1 x ∈ IGen .
First, we show that

frk (x) ≥ acc(x) ·


acc(x)
1
−
.
q`
|C|

Observe that


frk (x) = Pr (idx 1 ≥ 1) ∧ (idx 1 = idx 01 ) ∧ (idx 2 = idx 02 ) ∧ hidx 1 6= h0idx 1


≥ Pr[(idx 1 ≥ 1) ∧ (idx 1 = idx 01 ) ∧ (idx 2 = idx 02 )] − Pr (idx 1 ≥ 1) ∧ hidx 1 = h0idx 1
Pr[idx 1 ≥ 1]
= Pr[(idx 1 ≥ 1) ∧ (idx 1 = idx 01 ) ∧ (idx 2 = idx 02 )] −
|C|
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=

q `−1
X
X
i=1 j=0

=

q `−1
X
X

X

i=1 j=0 r̄,h̄1 ,...,h̄i−1

=

q `−1
X
X

acc(x)
|C|
 

(idx 1 = i) ∧ (idx 01 = i)∧ (r = r̄) ∧ h1 = h̄1 ∧
Pr
(idx 2 = j) ∧ (idx 02 = j) · · · ∧ hi−1 = h̄i−1

Pr[(idx 1 = i) ∧ (idx 01 = i) ∧ (idx 2 = j) ∧ (idx 02 = j)] −



 acc(x)
· Pr (r = r̄) ∧ h1 = h̄1 ∧ · · · ∧ hi−1 = h̄i−1 −
|C|



2
X
(r = r̄) ∧ h1 = h̄1 ∧
Pr (idx 1 = i) ∧ (idx 2 = j)
· · · ∧ hi−1 = h̄i−1

i=1 j=0 r̄,h̄1 ,...,h̄i−1



 acc(x)
· Pr (r = r̄) ∧ h1 = h̄1 ∧ · · · ∧ hi−1 = h̄i−1 −
|C|
=

q `−1
X
X
i=1

≥


 acc(x)
Pr[(idx 1 = i) ∧ (idx 2 = j) | r ∧ h1 ∧ · · · ∧ hi−1 ]2 −
r,h1 ,...,hi−1
|C|
j=0

q `−1
X
X
i=1 j=0
q `−1
X
X

E

E

r,h1 ,...,hi−1

[Pr[(idx 1 = i) ∧ (idx 2 = j) | r ∧ h1 ∧ · · · ∧ hi−1 ]]2 −

acc(x)
|C|

acc(x)
|C|
i=1 j=0
!2
q `−1
acc(x)
1 XX
Pr[(idx 1 = i) ∧ (idx 2 = j)] −
≥
q` i=1 j=0
|C|
=

Pr[(idx 1 = i) ∧ (idx 2 = j)]2 −

acc(x)2 acc(x)
−
.
≥
q`
|C|
Note that the critical (in)equalities given above are obtained by the conditional independence given r, h1 , . . . , hi−1 and by applying Lemma 2.16 once and Lemma 2.17 twice.
Finally, by taking the expectation over x ∈ IGen and applying Lemma 2.16 in addition
to the fact that E[acc(x)] = acc, we conclude the proof as follows:
frk = E[frk (x)]



acc(x)
1
≥ E acc(x) ·
−
q`
|C|

2
E acc(x)
E[acc(x)]
=
−
q`
|C|
2
E[acc(x)]
E[acc(x)]
≥
−
q`
|C|


acc
1
= acc ·
−
.
q`
|C|
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3
Signature Schemes with ReRandomizable Keys
A signature scheme with re-randomizable keys is an advanced type of signature schemes
that allows both the public and secret key to be re-randomized in a separate but consistent
way. It was first introduced by Fleischhacker et al. [FKM+ 16] as the main building block
for constructing efficient unlinkable sanitizable signatures [ACdMT05,BFLS10], which have
various applications such as the anonymization of medical data and updating reliable routing information. As suggested in [FKM+ 16], signature schemes with re-randomizable keys
can also be used as a simple solution to the stealth addresses problem [Fra15] in cryptocurrencies such as Bitcoin and Ethereum. A further application of this cryptographic primitive
in cryptocurrencies was shown by Das et al. [DFL19]. More concretely, a generic construction of a deterministic wallet scheme from signature schemes with re-randomizable keys
was introduced, and an instantiation based on a concrete scheme presented in [FKM+ 16]
was analyzed. Deterministic wallets offer an elegant solution to protect secret keys, i.e.,
users’ funds, against theft. Therefore, it is crucial that they enjoy strong security guarantees, especially, when considering attacks by adversaries with quantum computing power.
The same also applies to signature schemes with re-randomizable keys. The constructions
introduced in [FKM+ 16] do not offer security under quantum computer attacks, since their
security is based on the hardness of assumptions that are known to be efficiently solvable
using quantum computers, e.g., the discrete logarithm problem. Hence, there is a lack of
efficient and post-quantum secure signature schemes with re-randomizable keys that can
be used within the above mentioned applications in the post-quantum era.

Contributions
In this chapter we present the first signature scheme with re-randomizable keys that provides security in the post-quantum setting. More concretely, we present a generic construction of signature schemes with re-randomizable keys that uses lattice-based Fiat-Shamir
signature schemes as a building block. We prove the security of our construction in the
QROM. Our design also considers security under related key attacks [MSM+ 16]. We pro-
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pose concrete parameters for the scheme targeting 128 bits of post-quantum security. Furthermore, we show how our construction can be instantiated with the ordinary signature
scheme qTESLA [ABB+ 20]. Since qTESLA is an optimized variant of the lattice-based
generic construction of Fiat-Shamir signatures, we prove that the resulted instantiation is
also secure in the QROM.
At a high level besides the standard algorithms of an ordinary signature scheme (parameter generation, key generation, signing, and verification), a signature scheme with rerandomizable keys, denoted by RSig, has two additional algorithms, namely RSig.RandSK
and RSig.RandPK. These algorithms take as input the secret key sk , respectively public
key pk and a randomness ρ, and return fresh (re-randomized) keys sk 0 , respectively pk 0 .
Fleischhacker et al. [FKM+ 16] showed that in Schnorr’s signature scheme [Sch91], a secret
key sk can be re-randomized by computing sk 0 = sk + ρ such that the sum is distributed
identically to sk , which is selected according to the uniform distribution over the underlying
group. Inspired by this work, we show how the secret key of Fiat-Shamir signatures based
on lattices can also be re-randomized additively by considering the typical distributions of
sk in the lattice setting, i.e., the discrete Gaussian distribution and the uniform distribution
over some small subset of the underlying ring. The re-randomized public key pk 0 related
to sk 0 is computed separately, i.e., without access to any secret key. We argue why the
Gaussian distribution is the most suitable distribution of sk in the context of lattice-based
deterministic wallets. Basically, this is because the sum of two Gaussian distributed variables is also Gaussian distributed (cf. Lemma 2.7), but with a slightly different standard
deviation. This is in contrast to the uniform distribution over some small integer set S,
where further checks must be carried out in order to ensure that sk 0 follows the uniform
distribution over a subset of S. In both cases we obtain a scheme, in which the distribution
of pk 0 is identical to the distribution of pk , while this does not hold for sk 0 and sk . We
formally define such relaxed notion and call it a signature scheme with re-randomizable
public keys. We then show that this notion is sufficient for at least the case of deterministic
wallets. Moreover, we describe alternative approaches for re-randomizing keys in the lattice setting. For instance, we describe a scheme that can use either Gaussian or uniformly
distributed secret keys, and allows RSig.RandSK and RSig.RandPK to synchronize on some
state. While this approach cannot be used in deterministic wallets, as we will show, it may
be utilized, for example, in the construction of sanitizable signatures given in [FKM+ 16].

Organization
We formally define signature schemes with re-randomizable (public) keys in addition to
their security properties in Section 3.1. We recall in Section 3.2 a generic construction
of Fiat-Shamir signatures based on lattice assumptions. In Section 3.3 we describe our
signature scheme with re-randomizable public keys including its security analysis in the
QROM, and propose concrete parameters for the scheme. We show in Section 3.4 how
our scheme can be used to build post-quantum deterministic wallets. In Section 3.5 we
provide the alternative approaches for building lattice-based signature schemes with rerandomizable keys and show potential applications. Finally, we show in Section 3.6 how to
instantiate our scheme with qTESLA while preserving its security in the QROM.
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Publications
The contributions of this chapter are part of the publication [A1], which was presented at
ACM CCS’20. This chapter extends these contributions to include concrete parameters of
our scheme with a description of their selection.

3.1 Signature Schemes with Re-Randomizable Keys
In this section we first recall the definition and security of signature schemes with rerandomizable keys [FKM+ 16]. Then, we define a relaxation of this cryptographic notion.
Definition 3.1. A signature scheme with perfectly re-randomizable keys is a tuple of
polynomial-time algorithms:
RSig = (RSig.PGen, RSig.KGen, RSig.RandSK, RSig.RandPK, RSig.Sign, RSig.Verify),
where:
RSig.PGen(1λ ) is a PPT parameter generation algorithm that, on input the security parameter λ, returns a set of public parameters pp, which implicitly contains λ in unary,
i.e., pp ←$ RSig.PGen(1λ ). We assume that pp identifies the message space M of the
scheme RSig.
RSig.KGen(pp) is a PPT key generation algorithm that, on input a set of public parameters
pp, returns a key pair (pk , sk ), where pk is a public key and sk is a secret key, i.e.,
(pk , sk ) ←$ RSig.KGen(pp).
RSig.RandSK(pp, sk , ρ) is a DPT secret key re-randomization algorithm that, on input a set
of public parameters pp, a secret key sk , and a randomness ρ, returns a randomized
secret key sk 0 , i.e., sk 0 ← RSig.RandSK(pp, sk , ρ). The randomness ρ is selected from
the randomness space R of RSig, where R is assumed to be identified by pp.
RSig.RandPK(pp, pk , ρ) is a DPT public key re-randomization algorithm that, on input a
set of public parameters pp, a public key pk , and a randomness ρ ∈ R, returns a
randomized public key pk 0 , i.e., pk 0 ← RSig.RandPK(pp, pk , ρ).
RSig.Sign(pp, sk , m) is a PPT signing algorithm that, on input a set of public parameters
pp, a secret key sk , and a message m from the message space M, returns a signature
sig, i.e., sig ←$ RSig.Sign(pp, sk , m). We write sig = ⊥ to denote failure.
RSig.Verify(pp, pk , m, sig) is a DPT verification algorithm that, on input a set of public
parameters pp, a public key pk , a message m, and a signature sig, returns 1 if sig is
valid and 0 otherwise, i.e., b ← RSig.Verify(pp, pk , m, sig), where b ∈ {0, 1}.
Signature schemes with perfectly re-randomizable keys are required to satisfy the correctness property defined as follows.
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Definition 3.2. Let RSig be a signature scheme with perfectly re-randomizable keys, and
pp ∈ RSig.PGen(1λ ). We say that RSig is corrRSig -correct w.r.t. pp if and only if the following
two conditions are satisfied:
1. For all randomness ρ ∈ R ∪ {null }, all messages m ∈ M, every (re-randomized) key
pair (pk , sk ), where (pk , sk ) ∈ RSig.KGen(pp) or pk ← RSig.RandPK(pp, pk , ρ) and
sk ← RSig.RandSK(pp, sk , ρ), we have
Pr

[RSig.Verify(pp, pk , m, sig) 6= 1] ≤ corrRSig .

sig ←$RSig.Sign(pp,sk ,m)

2. For all key pairs (pk , sk ) ∈ RSig.KGen(pp) and a randomness ρ ←$ R, the distribution
of the re-randomized key pair (pk 0 , sk 0 ) is identical to the distribution of the key pair
(pk 00 , sk 00 ), where pk 0 ← RSig.RandPK(pp, pk , ρ), sk 0 ← RSig.RandSK(pp, sk , ρ), and
(pk 00 , sk 00 ) ←$ RSig.KGen(pp).
In this thesis we consider a relaxed version of Definition 3.2, where its second condition
holds only for public keys, but not in case of secret keys. We call a scheme RSig that satisfies
this relaxation a signature scheme with perfectly re-randomizable public keys. More formally,
RSig is defined as in Definition 3.1, but it is required to satisfy the following correctness
definition:
Definition 3.3. Let RSig be a signature scheme with perfectly re-randomizable public
keys, and pp ∈ RSig.PGen(1λ ). We say that RSig is corrRSig -correct w.r.t. pp if and only if
the following two conditions are satisfied:
1. This condition is defined similar to the first one of Definition 3.2.
2. For all public keys (pk , ·) ∈ RSig.KGen(pp) and a randomness ρ ←$ R, the distribution
of public keys pk 0 and pk 00 is identical, where pk 0 ← RSig.RandPK(pp, pk , ρ) and
(pk 00 , ·) ←$ RSig.KGen(pp).
The security of signature schemes with re-randomizable (public) keys is defined by
the security notion EUF-CMA-RK given by Fleischhacker et al. [FKM+ 16]. This notion
captures the EUF-CMA security (cf. Definition 2.15) under re-randomized keys. In the
EUF-CMA-RK experiment, an adversary A∗ gets access to a signing oracle ORSig that, on
input a message m ∈ M and a randomness ρ ∈ R ∪ {null }, returns a signature on m either
under the original key pair or under the re-randomized key pair that is derived from ρ.
Observe that the randomness can be chosen by A∗ . The adversary A∗ wins the experiment
if A∗ is able to produce a valid forgery either under the original key, i.e., ρ = null , or under
a re-randomized key of its choice.
In the following we recall the security notion EUF-CMA-HRK due to Das et al. [DFL19],
which captures the EUF-CMA security under honestly re-randomized keys. It is similar
to the notion EUF-CMA-RK, but restricts the capabilities of A∗ in the following way: In
addition to the signing oracle ORSig , in the EUF-CMA-HRK experiment A∗ is given access
to the oracle Oρ , which returns a fresh randomness ρ. This randomness can be used to
query ORSig and obtain a signature under the re-randomized key that is derived from ρ.
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ExpEUF-CMA-HRK
(pp):
RSig,A∗
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:

(pk , sk ) ←$ RSig.KGen(pp)
Lm ← ∅
Lρ ← ∅
(m ∗ , sig ∗ , ρ∗ ) ←$ A∗ Oρ ,ORSig (pp, pk )
if m ∗ ∈ Lm then
return 0
if ρ∗ 6= null then
if ρ∗ ∈
/ Lρ then
return 0
pk ← RSig.RandPK(pp, pk , ρ∗ )
return RSig.Verify(pp, pk , m ∗ , sig ∗ )

Oρ ():
21:
22:
23:

ρ ←$ R
Lρ ← Lρ ∪ {ρ}
return ρ

ORSig (m, ρ):
31:
32:
33:
34:
35:
36:
37:

Lm ← Lm ∪ {m}
if ρ 6= null then
if ρ ∈
/ Lρ then
return ⊥
sk ← RSig.RandSK(pp, sk , ρ)
sig ←$ RSig.Sign(pp, sk , m)
return sig

Figure 3.1: Definition of the experiment ExpEUF-CMA-HRK
.
RSig,A∗

The adversary A∗ can only win the EUF-CMA-HRK experiment if A∗ is able to return a
valid forgery either under the original key or under a re-randomized key, where the related
randomness was obtained honestly by querying the oracle Oρ . We formally define the
EUF-CMA-HRK security.
Definition 3.4. Let RSig be a signature scheme with honestly re-randomizable (public)
keys, and pp ∈ RSig.PGen(1λ ). We say that RSig is (t, qSign , ε)-EUF-CMA-HRK w.r.t. pp if,
for every adversary A∗ running in time at most t and making at most qSign signing queries
to the oracle ORSig , we have


AdvEUF-CMA-HRK
(pp) = Pr ExpEUF-CMA-HRK
(pp) = 1 ≤ ε,
RSig,A∗
RSig,A∗
is depicted in Figure 3.1.
where the experiment ExpEUF-CMA-HRK
RSig,A∗

3.2 Lattice-Based Fiat-Shamir Signatures
In this section we review a generic construction of lattice-based Fiat-Shamir signatures,
which is EUF-CMA in the QROM. Fiat-Shamir signatures are obtained by converting any
canonical identification scheme [AABN02] together with a cryptographic hash function into
a signature scheme via the Fiat-Shamir transformation [FS87]. For further details about
canonical identification and the transformation we refer to Chapter 4.
Let H : {0, 1}∗ → Tnκ be a cryptographic hash function. The signature scheme is formally
described in Figure 3.2. The parameter generation algorithm Sig.PGen(1λ ) generates a set
of public parameters given by

pp = 1λ , n, k1 , k2 , q, χ, κ, y, z, `H , A ,
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Sig.KGen(pp):
1:
2:
3:
4:
5:

s ←$ χk1 +k2
b ← [Ik1 | A] · s (mod q)
pk ← b
sk ← s
return (pk , sk )

Sig.Sign(pp, sk , m):
11:
12:
13:
14:
15:
16:

Sig.Verify(pp, pk , m, sig):
21:
22:
23:
24:
25:
26:
27:
28:

parse sig = (c, z)
if z 6∈ Szk1 +k2 then
return 0
parse pk = b
w ← [Ik1 | A] · z − bc (mod q)
if c 6= H(w, m) then
return 0
return 1

17:
18:
19:

parse sk = s
y ←$ Syk1 +k2
v ← [Ik1 | A] · y (mod q)
c ← H(v, m)
z ← y + sc
if z 6∈ Szk1 +k2 then
restart Sig.Sign
sig ← (c, z)
return sig

Figure 3.2: A formal description of a generic (non-optimized) construction of lattice-based signatures following the Fiat-Shamir approach. The algorithm Sig.PGen is explained in the text.

where A is a matrix that is chosen randomly from the uniform distribution over Rqk1 ×k2 .
It can be shared among all users in a multi-user setting. In order to save bandwidth, A
can be generated in practice by expanding a random seed using the function Expand, and
including the seed in the public and secret key rather than storing the whole matrix. The
parameter `H defines the length of the hash values output by H, which are then encoded as
polynomials from Tnκ . The remaining parameters included in pp are explained below.
Basically, the key generation algorithm Sig.KGen generates an instance of MLWE (or a
special variant of it such as RLWE) with respect to the parameters (n, k1 , k2 , q, χ, A). The
secret vector s of this instance is chosen according to the distribution χ. In the state-ofthe-art lattice-based signature schemes, e.g., Dilithium [DKL+ 18] and qTESLA [ABB+ 20],
the distribution χ of s is either the Gaussian distribution DZn ,σ0 for some σ 0 > 0, or the
uniform distribution over the set Ss , where s ∈ Z≥1 . Note that the set of public parameters
pp includes the description of the distribution χ, but not the distribution itself. That is,
if χ = DZn ,σ0 , then pp will include σ 0 rather than DZn ,σ0 . Similarly, if χ = Ss , then pp will
include s rather than Ss .
A signature on a message m consists of the pair (c, z) ∈ Tnκ × Szk1 +k2 . The polynomial c is
the result of evaluating the hash function H on input (v, m), where v = [Ik1 | A]·y (mod q)
and y is a masking vector chosen randomly from the uniform distribution over Syk1 +k2 , for
some integer y chosen as specified below. The vector z is generated by adding y to the
secret-related vector sc, i.e., z = y + sc. The signature is only output after verifying that z
lies in the set Szk1 +k2 , where the integer bound z is defined depending on the distribution χ
of the secret key s. This check ensures that z follows the uniform distribution over Szk1 +k2 ,
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and that it does not leak any information about the secret key. If this is not the case, the
signing algorithm is restarted. The probability that z ∈ Szk1 +k2 is given by


2z + 1
2y + 1

(k1 +k2 )n
, where z < y.

The integer y is usually selected such that the above probability is at least 1/M , where
M ≥ 1 denotes the average number of restarts. We note that the vector y can also be
chosen from the Gaussian distribution DZn ,σ for some σ > 0. In this case, the rejection sampling procedure Rej is applied on (pp, z, sc) in order to ensure that z masks sc
and that it follows the Gaussian distribution DZn ,σ as well. We further remark that this
generic construction can be optimized by either following the technique due to Bai and
Galbraith [BG14] (adopted in qTESLA) or the approach used in Dilithium. The first one
optimizes the signature size, while the second one optimizes the total size of public key and
signature.
Finally, the EUF-CMA security of lattice-based Fiat-Shamir signatures in the QROM
was analyzed in several works, e.g., in [Unr17,DKL+ 18,KLS18,LZ19,DFMS19,ABB+ 20]. In
particular, when modeling the hash function H as a quantum random oracle, the EUF-CMA
security of the construction described above is based on the hardness of both MLWE
w.r.t. pp 0 = (n, k1 , k2 , q, χ, A) and MSIS∞ w.r.t. pp 00 = (n, k1 , k2 + 1, q, 2z).

3.3 A Signature Scheme with Honestly Re-Randomizable
Public Keys
In this section we propose a lattice-based construction of a signature scheme with honestly
re-randomizable public keys. In such a scheme, the distribution of honestly re-randomized
public keys is identical to the distribution of the original public key, while honestly rerandomized secret keys are allowed to be distributed differently from the original secret
key (cf. Definition 3.3). The scheme extends the generic construction of lattice-based FiatShamir signatures described in Section 3.2. The scheme is presented in Section 3.3.1. Its
EUF-CMA-HRK security in the QROM is analyzed in Section 3.3.2. We propose concrete
parameters of the scheme in Section 3.3.3.

3.3.1 Description of the Scheme
For the remainder of this section we let Sig = (Sig.PGen, Sig.KGen, Sig.Sign, Sig.Verify) be
the lattice-based signature scheme given in Figure 3.2. We define the following functions
and algorithms:
Maxj is a function that, on input a polynomial f ∈ R, returns the j th largest absolute
coefficient of f . This function is used for bounding the secret-related vectors of the
form sc ∈ Rk1 +k2 , and hence the vector z ∈ Szk1 +k2 included in the signatures that are
generated by the algorithm Sig.Sign (cf. Figure 3.2).
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GenGauss is a DPT algorithm that, on input a tuple (k, σ, ρ, s), returns the k-dimensional
integer vector e = (e1 , . . . , ek ) that is sampled from the Gaussian distribution DZk n ,σ
using the P
randomness ρ, and such that each Gaussian polynomial ei satisfies the
condition κj=1 Maxj (ei ) ≤ s for i ∈ [k], where s > κσ and κ specifies the set Tnκ .
The algorithm is given in Figure 3.3.
G is a collision resistant hash function of the form G : {0, 1}∗ → {0, 1}`G , where `G ≥ 2λ.
It is used to hash the public key in order to prevent related key attacks [MSM+ 16].
Our signature scheme with honestly re-randomizable public keys requires the distribution
χ of the secret key to be the Gaussian distribution DZn ,σ . More precisely, we assume that
the key generation algorithm Sig.KGen of the signature scheme depicted in Figure 3.2
samples a random string str from the uniform distribution over {0, 1}`str and returns a key
pair (pk , sk ) = (b, s), where
b ← [Ik1 | A] · s (mod q) and s ← GenGauss(k1 + k2 , σ, str , s/2).
The modified algorithm Sig.KGen is given in Figure 3.3. This changes the public parameters
generated by the algorithm Sig.PGen(1λ ) to the following set:

pp = 1λ , n, k1 , k2 , q, σ, s, κ, y, z, `str , `H , `G , A .
Setting χ = DZn ,σ is crucial for re-randomizing the secret key in our construction because
the sum of two Gaussian distributed random √
variables with standard deviation σ is also
Gaussian distributed with standard deviation 2σ (see Lemma 2.7).
Next, we describe our signature scheme with honestly re-randomizable public keys. The
respective algorithms are formalized in Figure 3.3.
Parameter generation. Given 1λ , RSig.PGen returns the set of pubic parameters obtained
by running Sig.PGen on input 1λ .
Key generation. On input a set of public parameters pp, RSig.KGen runs Sig.KGen on
input pp to obtain a key pair (pk , sk ) as described above, where pk = b ∈ Rqk1 and
2
sk = s ∈ DZk1n+k
,σ . Then, it computes hpk = G(pk ), prepends hpk to sk , and returns
the updated key pair (pk , sk ).
Secret key re-randomization. Given a set of public parameters pp, a secret key sk of
2
the form (hpk , s) ∈ {0, 1}`G × DZk1n+k
,σ , and an honestly generated randomness ρ, the
2
algorithm RSig.RandSK generates the Gaussian vector e ∈ DZk1n+k
,σ via the algorithm
GenGauss on input (k1 + k2 , σ, ρ, s/2). Then, it computes the vector s0 = s + e. Note
√2 . Finally,
that by Lemma 2.7, the vector s0 follows the Gaussian distribution DZk1n+k
, 2σ
the algorithm computes b0 = [Ik1 | A] · s0 (mod q), hpk 0 = G(b0 ), and returns the
honestly re-randomized secret key sk 0 = (hpk 0 , s0 ).
Public key re-randomization. Given a set of public parameters pp, a public key pk of the
form b ∈ Rqk1 , and an honestly generated randomness ρ, the algorithm RSig.RandPK
2
runs GenGauss on input (k1 + k2 , σ, ρ, s/2) to obtain the Gaussian vector e ∈ DZk1n+k
,σ .
Then, it computes the vector b0 = b + [Ik1 | A] · e (mod q) and returns the honestly
re-randomized public key pk 0 = b0 .
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GenGauss(k, σ, ρ, s):
1:
2:
3:
4:
5:
6:

7:

for i = 1 to k do
ei ← ⊥
ctr ← 1
while ei = ⊥ do
ρi ← Expand(ρ, i, ctr )
ei ← DZn ,σ (ρi )
κ
X
if
Maxj (ei ) > s then

RSig.RandSK(pp, sk , ρ):
51:
52:
53:
54:
55:
56:
57:

parse sk = (hpk , s)
e ← GenGauss(k1 + k2 , σ, ρ, s/2)
√2 ← s + e
s0 ∈ DZk1n+k
, 2σ
b0 ← [Ik1 | A] · s0 (mod q)
hpk 0 ← G(b0 )
sk 0 ← (hpk 0 , s0 )
return sk 0

j=1
8:
9:
10:
11:

ctr ← ctr + 1
ei ← ⊥
e ← (e1 , . . . , ek )
return e

RSig.RandPK(pp, pk , ρ):
61:
62:
63:
64:

Sig.KGen(pp):
21:
22:
23:
24:
25:
26:

str ←$ {0, 1}`str // `str ≥ 2λ
s ← GenGauss(k1 + k2 , σ, str , s/2)
b ← [Ik1 | A] · s (mod q)
pk ← b
sk ← s
return (pk , sk )

RSig.PGen(1λ ):
31:
32:

pp ←$ Sig.PGen(1λ )
return pp

65:

parse pk = b
e ← GenGauss(k1 + k2 , σ, ρ, s/2)
b0 ← b + [Ik1 | A] · e (mod q)
pk 0 ← b0
return pk 0

RSig.Sign(pp, sk , m):
71:
72:
73:
74:

parse sk = (hpk , s)
µ ← (m, hpk )
sig ←$ Sig.Sign(pp, sk , µ)
return sig

RSig.Verify(pp, pk , m, sig):
81:
82:

µ ← (m, G(pk ))
return Sig.Verify(pp, pk , µ, sig)

RSig.KGen(pp):
41:
42:
43:
44:

(pk , sk ) ←$ Sig.KGen(pp)
hpk ← G(pk )
sk ← (hpk , sk )
return (pk , sk )

Figure 3.3: Description of our signature scheme with honestly re-randomizable public keys.

Signing. Given a set of public parameters pp, a secret key sk = (hpk , s), and a message
m, the algorithm RSig.Sign returns the signature obtained by calling the algorithm
Sig.Sign on input (pp, sk , µ), where the message µ is given by µ = (m, hpk ). Signing
messages together with the hash value of (honestly re-randomized) public keys ensures
security under related key attacks [MSM+ 16].
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Verification. On input (pp, pk , m, sig), the verification algorithm RSig.Verify returns the
bit obtained by running Sig.Verify on input (pp, pk , µ, sig), where the message µ is
given by µ = (m, G(pk )).
We remark that re-randomizing the secret key must be carried out only with the original
secret key sk , i.e., the secret key generated by the algorithm RSig.KGen. This means
that a re-randomized secret key sk 0 cannot be used to generate a new re-randomized one.
This ensures that all honestly re-randomized secret keys have identical distribution, i.e.,
√2 . Furthermore, signatures generated using honestly rethe Gaussian distribution DZk1n+k
, 2σ
randomized secret keys have different distribution from signatures generated using the
original secret key. More precisely, the vector z included in the signature follows the
uniform distribution over Szk1 +k2 , where
(
y − s/2 if (·, sk ) ←$ RSig.KGen(·)
z=
y−s
if sk ← RSig.RandSK(·)
The integer bound y is chosen such that the probability of generating valid signatures for
both forms of z is at least 1/M , i.e.,


2z + 1
2y + 1

(k1 +k2 )n
≥ 1/M,

(3.1)

where M ≥ 1 is the expected number of restarting the algorithm Sig.Sign (see Section 3.2).
Finally, we observe that the scheme RSig described above satisfies both correctness conditions given in Definition 3.3. In particular, the first condition of Definition 3.3 follows
from the correctness of the underlying Fiat-Shamir signature scheme Sig, while the second
condition follows from the MLWE assumption. That is, for any public key b and any honestly re-randomized public key b0 , both pairs (A, b), (A, b0 ) are indistinguishable from the
uniform distribution over Rqk1 ×k2 × Rqk1 .

3.3.2 Security Analysis
In this section we analyze the EUF-CMA-HRK security of the construction introduced
in Section 3.3.1 in the post-quantum setting. More precisely, we give a reduction in the
QROM from the EUF-CMA security of the underlying Fiat-Shamir signature scheme to
the EUF-CMA-HRK security of our signature scheme with honestly re-randomized public
keys.
Theorem 3.5. Let H : {0, 1}∗ → Tnκ be a cryptographic hash function modeled as a quantum random oracle. Furthermore, let Sig be the Fiat-Shamir signature scheme described
in Figure 3.2. The signature scheme with honestly re-randomizable public keys RSig depicted in Figure 3.3 is (t, qSign , qH , ε)-EUF-CMA-HRK w.r.t. pp ∈ RSig.PGen(1λ ) in the
QROM if Sig is (t0 , M · qSign , qH , ε0 )-EUF-CMA w.r.t. pp ∈ Sig.PGen(1λ ) in the QROM,
where t0 ≈ t and ε0 = ε.
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Proof. Let A∗ be an adversary that is able to forge signatures under the signature scheme
with honestly re-randomizable public keys RSig, i.e., A∗ runs in time t and wins the experiment ExpEUF-CMA-HRK
given in Definition 3.4 with probability ε. We construct a reduction
RSig,A∗
algorithm R that runs in time t0 ≈ t and uses A∗ in a black-box manner to win the experiment ExpEUF-CMA
(see Definition 2.15) against the scheme Sig with probability ε0 = ε.
Sig,A∗
Recall that since we consider the post-quantum security model, the oracles provided by
the challenger are run on a classical computer. Hence, even if the adversary has quantum
computing power, it gets only classical access to these oracles. However, the adversary has
quantum access to the random oracle that implements the hash function H, i.e., it can query
this oracle in superposition. More precisely, A∗ has classical access to the random oracle Oρ
to obtain randomness for re-randomizing keys, classical access to the signing oracle ORSig to
get signatures that are generated by the scheme RSig, and quantum access to the random
oracle O0H that implements the hash function H. The reduction R has quantum access to the
random oracle OH that implements H and classical access to the signing oracle OSig , which
returns to R signatures that are generated by the scheme Sig. Furthermore, R initializes
two empty lists Lm , Lρ in order to store queries to ORSig , Oρ , respectively.
The description of the algorithm R including the simulation of the oracles Oρ , O0H , ORSig
is given in Figure 3.4.
Let (m, sig, ρ) be a valid forgery output by A∗ , where sig = (c, z). This means that
m 6∈ Lm and RSig.Verify(pp, pk , m, sig) = 1. Moreover, ρ ∈ Lρ in case ρ 6= null .
We first analyze the case that ρ = null . In this case we have
k1 +k2
z ∈ Sy−s/2
and c = O0H (w, m, G(pk )) = OH (w, m, G(pk )),

where w = [Ik1 | A]·z−bc (mod q). Hence, this forgery constitutes a valid signature under
the scheme Sig on message µ = (m, G(pk )). Note that if c was not queried by some input,
n
then A∗ produces such c only with probability 1/|Tnκ |. Thus, with probability
 1− 1/|Tκ |,
n
and κ is
c must be a random oracle answer to a query made by A∗ , where |Tnκ | = 2κ
κ
chosen such that |Tnκ | ≥ 22λ . This ensures that the probability of mapping two different
hash values to the same output of H is at most 2−2λ .
Next, we assume that ρ 6= null , i.e., A∗ returns a valid forgery under honestly rek1 +k2
randomized public key pk 0 = b0 . This means that z ∈ Sy−s
. In this case, R transforms
this signature into a forgery under the original public key pk = b. This is carried out as
follows: R runs the algorithm GenGauss on input (k1 + k2 , σ, ρ, s/2) to obtain the vector e
0
2
that follows the Gaussian distribution DZk1n+k
,σ . Then, R computes the vector z = z − ec,
which satisfies
kz0 k∞ ≤ kzk∞ + keck∞ ≤ y − s + s/2 = y − s/2.
Furthermore, we have
w = [Ik1 | A] · z0 − bc = [Ik1 | A] · (z − ec) − bc = [Ik1 | A] · z − b0 c (mod q).
Hence, it holds that
k1 +k2
z0 ∈ Sy−s/2
and c = O0H (w, m, G(pk 0 )) = OH (w, m, G(pk 0 )).
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O0H (·):

R(pp, pk ):
1:
2:

Lm ← ∅
Lρ ← ∅

31:

0

3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:

(m, sig, ρ) ←$ A∗ Oρ ,OH ,ORSig (pp, pk )
if m ∈ Lm then
return 0
if ρ = null then
µ ← (m, G(pk ))
return Sig.Verify(pp, pk , µ, sig)
if ρ 6= null then
if ρ ∈
/ Lρ then
return 0
pk 0 ← RSig.RandPK(pp, pk , ρ)
µ0 ← (m, G(pk 0 ))
e ← GenGauss(k1 + k2 , σ, ρ, s/2)
parse sig = (c, z)
z0 ← z − ec
sig 0 ← (c, z0 )
return Sig.Verify(pp, pk 0 , µ0 , sig 0 )

RSig.Sim(pp, pk , m, ρ):
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:

Oρ ():
21:
22:
23:

ρ ←$ R
Lρ ← Lρ ∪ {ρ}
return ρ

return OH (·)

57:
58:
59:
60:
61:

if ρ = null then
Lm ← Lm ∪ {m}
µ ← (m, G(pk ))
sig ←$ OSig (µ)
return sig
if ρ 6= null then
if ρ ∈
/ Lρ then
return ⊥
Lm ← Lm ∪ {m}
pk 0 ← RSig.RandPK(pp, pk , ρ)
µ0 ← (m, G(pk 0 ))
e ← GenGauss(k1 + k2 , σ, ρ, s/2)
sig ← ⊥
while sig = ⊥ do
sig 0 ←$ OSig (µ0 )
parse sig 0 = (c, z0 )
z ← z0 + ec
k1 +k2
if z 6∈ Sy−s
then
sig ← ⊥
sig ← (c, z)
return sig

Figure 3.4: Reduction from the EUF-CMA security of the Fiat-Shamir signature scheme Sig
given in Figure 3.2 to the EUF-CMA-HRK security of our signature scheme with honestly rerandomizable public keys (cf. Figure 3.3). Queries to O0H made by A∗ are redirected to the oracle
OH , to which R has access. Queries to Oρ are answered locally by R.

Therefore, the forgery output by A∗ can be turned into a valid forgery sig 0 under the original
public key pk = b for message µ0 = (m, G(pk 0 )), i.e., the signature sig 0 is a valid forgery
under the scheme Sig.
We observe that the environment of A∗ is perfectly simulated, and whenever A∗ wins the
experiment ExpEUF-CMA-HRK
, R wins the experiment ExpEUF-CMA
, i.e., ε0 = ε.
RSig,A∗
Sig,A∗
Finally, we show that the number of signing queries made by R to the signing oracle OSig is
at most M qSign , where M is the average number of restarting the signing algorithm Sig.Sign
and qSign is the maximum number of signing queries made by A∗ to the signing oracle ORSig .
Let (m, ρ) be a signing query made by A∗ to the oracle ORSig . We assume that A∗ sends
q1 queries to ORSig of the form (m, ρ = null ) and q2 queries of the form (m, ρ 6= null ) so
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that we have q1 + q2 ≤ qSign . If ρ = null , then R queries its signing oracle OSig only
once. However, in case ρ 6= null , R queries OSig at most M times (see Line 54 to Line 59
k1 +k2
into
in Figure 3.4). This is because R transforms the signature sig 0 = (c, z0 ) ∈ Tnκ × Sy−s/2
k1 +k2
0
n
a signature sig = (c, z) ∈ Tκ × Sy−s by computing z = z + ec, where e is obtained by
k1 +k2
k1 +k2
is
when z0 ∈ Sy−s/2
running GenGauss(k1 + k2 , σ, ρ, s/2). The probability that z ∈ Sy−s
given by

(k1 +k2 )n 
(k +k )n
2(y − s) + 1
2(y − s) + 1 1 2
>
≥ 1/M,
2(y − s/2) + 1
2y + 1
where Equation (3.1) is used to obtain the bound 1/M . Therefore, after at most M queries
to OSig , R obtains a valid signature sig, and hence can answer the query of A∗ . Hence, the
total queries made by R to the signing oracle OSig is given by q1 + M q2 ≤ M qSign .

3.3.3 Concrete Parameters
In this section we propose concrete parameters for our signature scheme with honestly rerandomizable public keys introduced in Section 3.3.1. The parameters target 128 bits of
post-quantum security.
We review the parameter description of the scheme in Table 3.1. The table also gives
the theoretical sizes of (re-randomized) keys and signatures. Our concrete parameters are
summarized in Table 3.2.
In the following we highlight some key points that we considered when selecting these
parameters. For simplicity, we assume that the original key pair created by the algorithm
RSig.KGen is only used for re-randomization, and signatures are generated and verified
using honestly re-randomized key pairs. This means, we set z = y − s. We remark that this
assumption is already the case in the setting of deterministic wallet schemes [DFL19, A1].
The modulus q can be any 25-bit prime number that satisfies q = 1 (mod 2n) and q > 2y.
The first condition is for efficient polynomial multiplication, while the latter is for security.
We set κ = 60 so that |Tnκ | ≥ 2256 , and hence the probability of mapping two different hash
values to the same output of H is at most 2−256 . For the parameter σ = 4, the instance of
MLWE2 with respect to the parameters (n, k1 , k2 , q, σ, A), which underlies the public key,
is hard enough for the target security level. According to the LWE-Estimator [APS15], the
number of operations required to solve this instance is approximately 2280 .
The parameter y is chosen as follows: We fix the average number of restarting the signing
algorithm RSig.Sign to M = 4. Then, we choose y satisfying Equation (3.1). Furthermore,
y is chosen to be a power of two in order to facilitate the uniform sampling over Syk1 +k2 .
By following the methodology described in Section 2.3.3, the algorithm BKZ requires at
least 2131 operations in order to solve the instance of MSIS∞ with respect to the parameters
(n, k1 , k2 + 1, q, 2z), which underlies our scheme.
Finally, we note that the size of the vector s0 included in a re-randomized secret key
is computed according
to Lemma 2.6. More concretely, we set t = 11.3 so that ks0 k∞ is
√
bounded by t 2σ with probability at least 1 − 2−80 , i.e.,
h
√ i
Pr ks0 k∞ > t 2σ ≤ 2−80 .
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Table 3.1: A review of the parameters and sizes of keys and signatures of the signature scheme
with honestly re-randomizable public keys presented in Section 3.3.1. We note that in practice,
the public matrix A is deterministically generated by expanding a uniformly random seed from
{0, 1}`seed via the function Expand. This seed is then included in the public and secret key.
Therefore, the sizes of keys are given accordingly. Furthermore, we assume that the function H
outputs hash values of length `H , which are then encoded as polynomials from Tnκ .

Parameter

Description

Bounds

n, k1 , k2
q
σ
s

Dimension
Modulus
Standard deviation of s
Bound of ksck∞

κ

Specifies the set Tnκ

M

No. restarts of RSig.Sign

y

Bound of kyk∞

z

Bound of kzk∞

n = 2n , n0 , k1 , k2 ∈ N>0
prime, q = 1 (mod 2n), q > 2y
σ>0
s=
 2dη
 s κσe, ηs > 0
n
2κ
≥ 22λ
κ
M ≥1

2z+1 (k1 +k2 )n
≥ 1/M
2y+1
(
y − s/2 if (·, sk ) ←$ RSig.KGen(·)
z=
y−s
if sk ← RSig.RandSK(·)

`str , `H , `G , `seed

length of randomness and
in-/output of H, G, Expand

(Re-randomized) public key size (bit)
Secret key size (bit)
Re-randomized secret key size (bit)
Signature size (bit)

0

`str , `H , `G , `seed ≥ 2λ
`seed + k1 ndlog qe
`seed + (k1 + k2 )ndlog(tσ + 1)e,
t > 0 (see Lemma 2.6)
√


`seed + (k1 + k2 )n log t 2σ + 1
`H + (k1 + k2 )ndlog(2z + 1)e

3.4 Application to Post-Quantum Deterministic Wallets
In Section 3.1 we defined the notions of signature schemes with re-randomizable public keys
and EUF-CMA-HRK security. While these definitions deviate from the notions given in
previous works [FKM+ 16, DFL19], it turns out that they are sufficient for at least building
post-quantum deterministic wallets as we explain below. In other words, we show in this
section that our signature scheme with honestly re-randomizable public keys presented
in Section 3.3 can be used to construct post-quantum deterministic wallets. To this end,
we first give a brief description of deterministic wallet schemes.
Deterministic wallets are used in many cryptocurrencies, such as Bitcoin and Ethereum,
in order to protect secret keys against theft. A deterministic wallet scheme consists of two
components called hot wallet and cold wallet. The hot wallet is permanently connected to
the Internet, while the cold wallet only comes online when a specified amount of money has
to be transferred. In other words, it is crucial for security to keep both components disconnected from each other. At a high level, a deterministic wallet scheme works as follows. In
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Table 3.2: Concrete parameters of the scheme RSig depicted in Figure 3.3, and corresponding
sizes (in bytes) of re-randomized keys and signatures. The parameters target 128 bits of postquantum security. We set `str = `H = `G = `seed = 256 (see Table 3.1).

n k1
256 5

k2
4

q
≈ 225

σ
4

s
1200

κ
60

M
4

y
221

z
2095952

pk 0
4032

sk 0
2048

sig
6368

an initialization phase, a pair of master keys (mpk , msk ) is generated. The master public
key mpk is stored on the hot wallet, while the cold wallet keeps the master secret key msk .
The main building block of the scheme is a deterministic key derivation procedure, which
is realized by a signature scheme with re-randomizable keys. It allows both the hot and
cold wallet to derive matching public and secret session keys without interacting with each
other. To this end, they share a state, which allows to derive the corresponding session key
by combining the master key with a randomness that can be deterministically derived via
this state. The (post-quantum) security of deterministic wallets due to [DFL19, A1] considers two properties. The first one is called wallet unforgeability, which states that funds
sent to the cold wallet must remain secure even if the hot wallet is corrupted. The second
property is called wallet unlinkability. It guarantees that individual transactions that are
sent to the same wallet are unlinkable despite being publicly available on the blockchain.
Next, we explain the relevance of our relaxed notions of signature schemes with rerandomizable public keys and EUF-CMA-HRK security. These are the notions satisfied
by our construction depicted in Figure 3.3, and considered in [A1, Section 3] to build
post-quantum deterministic wallets.
Re-randomizable public keys. One of the main benefits of using deterministic wallets is
that individual payments to the wallet are unlinkable. In order to satisfy unlinkability, Das et al. [DFL19] required that the underlying signature scheme must have
re-randomizable public and secret keys. However, the adversary, playing the unlinkability experiment, gets access only to the public key, while the secret key is never
revealed to the adversary (as revealing it would trivially break the security of the
scheme). Hence, it is sufficient to use our relaxed notion of re-randomizable public
keys in order to achieve the unlinkability property.
EUF-CMA-HRK security. Similar to Das et al. [DFL19], we use the security notion of
EUF-CMA under honestly re-randomizable keys, where unforgeability only holds if
the randomness used to derive the keys is honestly generated. This is in contrast
to the stronger notion of EUF-CMA security under re-randomizable keys defined by
Fleischhacker et al. [FKM+ 16], where unforgeability must hold even if the randomness
is chosen by the adversary. However, deterministic wallets derive the randomness
deterministically from a state, which is initially generated during a trusted setup
when the master keys are created. Therefore, the adversary has no influence on
the randomness used during the re-randomization procedures. Hence, the security
notion of EUF-CMA-HRK is not only suitable but also sufficient in the context of
deterministic wallets.
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3.5 Alternative Methods for Re-Randomizing Keys
In this section we describe alternative approaches for re-randomizing keys in the lattice setting and show why the construction introduced in Section 3.3 is the most suitable approach,
particularly, in the context of deterministic wallets.
First, we recall that the scheme given in Section 3.3 assumes that the distribution χ of
the secret key that is generated by the algorithm RSig.KGen is the Gaussian distribution
DZn ,σ . This allows to use Lemma 2.7 in order to obtain re-randomized secret keys that are
also Gaussian distributed, but with a slightly different standard deviation, i.e., DZn ,√2σ .
Our scheme cannot use secret keys that are sampled from the uniform distribution over
a set Ss ⊂ Rq , for some integer s. This is due to the fact that the sum of two random
polynomials chosen from the uniform distribution over Ss does not yield a polynomial that
follows the uniform distribution over some subset S ⊆ Ss . Therefore, using a uniformly random secret key for re-randomization would yield re-randomized secret keys with unknown
distribution. This raises, at least, security issues as the hardness assumption underlying
the re-randomized key pairs may be unclear.
Let us now discuss the alternative approaches.
Re-randomizing Gaussian distributed secret keys. In theory, we can re-randomize key
pairs such that the re-randomized secret keys have the same distribution as the original secret key. More precisely, assume that the secret key sk is sampled from the
Gaussian distribution DZn ,σ . Given a randomness ρ, a re-randomized secret key is
computed as sk 0 = sk + ρ. Goldwasser et al. [GKPV10] showed that the statistical
kρk∞
. Therefore,
distance between the distribution of sk and sk 0 is given by ∆ = √2πσ
0
choosing σ large enough such that ∆ ≈ 0, ensures that sk follows the Gaussian distribution DZn ,σ as well. For instance, if kρk∞ = 1, then we have to set σ ≈ 279 in order
to obtain a statistical distance ∆ ≈ 2−80 . This value of σ yields secret keys and signatures of huge size. This makes the aforementioned method of theoretical interest only
and rules out using the resulting scheme in practice, although it achieves the original
(not relaxed) correctness definition of signature schemes with re-randomizable keys
due to Fleischhacker et al. [FKM+ 16] (cf. Definition 3.2).
Re-randomizing uniformly distributed secret keys. Let s ∈ Z>1 . It is theoretically possible to sample the secret key from the uniform distribution over Ss rather than the
Gaussian distribution DZn ,σ , but still under the relaxed correctness definition of signature schemes with re-randomizable keys (cf. Definition 3.3). This can be realized
as follows: Assume without loss of generality that sk ∈ Ssk1 +k2 and ρ ∈ S1k1 +k2 . Then,
k1 +k2
the re-randomized secret key sk 0 = sk + ρ follows the uniform distribution over Ss−1
with probability
(k +k )n 
(k +k )n

2s − 1 1 2
2(s − 1) + 1 1 2
=
.
(3.2)
2s + 1
2s + 1
For a very large value of s, this probability would be approximately one. For example,
by considering the recommended set of parameters proposed for the signature scheme
Dilithium [DKL+ 18], we have k1 = 5, k2 = 4, and n = 256. Hence, we have to set
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s ≈ 292 in order to make the probability stated in Equation (3.2) at least 1 − 2−80 .
This example shows that this approach is merely of theoretical interest only, and it
is not suitable for practical applications as it requires huge sizes of secret keys, and
hence signatures.
Allowing re-randomization algorithms to communicate. Consider a cryptographic application, in which the algorithms RSig.RandSK and RSig.RandPK synchronize after
each invocation of RSig.RandSK. In this case, we can re-randomize key pairs as follows: Given a secret key sk and a randomness ρ, the algorithm RSig.RandSK uses ρ
together with a counter ctr , initialized by one, in order to deterministically generate
a randomness ρ0 , e.g., by using the function Expand on input (ρ, ctr ). Then, it computes sk 0 = sk + ρ0 and returns the re-randomized secret key sk 0 only after verifying
that it has the correct distribution. If this is not the case, the algorithm RSig.RandSK
increases ctr by one and repeats the process until sk 0 follows the target distribution.
More precisely, if sk is chosen from the uniform distribution over Ssk1 +k2 for some
k1 +k2
, where we assume without loss
s ∈ Z>1 , then RSig.RandSK verifies that sk 0 ∈ Ss−1
0
2
of generality that kρ k∞ = 1. If sk is sampled from the Gaussian distribution DZk1n+k
,σ ,
0 0
then RSig.RandSK runs the rejection sampling algorithm Rej on input (pp, sk , ρ )
2
to verify that sk 0 follows the Gaussian distribution DZk1n+k
,σ as well. The algorithm
RSig.RandPK needs to receive the corresponding ctr from RSig.RandSK in order to
generate the re-randomized public key related to sk 0 . Note that if sk is Gaussian distributed, then we even obtain a scheme with re-randomizable public and secret keys as
defined by Fleischhacker et al. [FKM+ 16], i.e., the original (not relaxed) correctness
definition of signature schemes with re-randomizable keys (cf. Definition 3.2).
Observe that this method is practical and may be applicable, e.g., in the construction
of sanitizable signatures proposed in [FKM+ 16]. However, we note that it cannot be
used in the setting of deterministic wallets due to the fact that in each signing process,
the algorithm RSig.RandPK must obtain the correct ctr that were used to generate
sk 0 . This synchronization requirement undermines the main concept of deterministic
wallets, namely the fact that hot and cold wallets do not communicate with each
other after the initialization process.

3.6 An Instantiation with the Signature Scheme qTESLA
In this section we show how our signature scheme with honestly re-randomizable public
keys introduced in Section 3.3 can be instantiated with the ordinary signature scheme
qTESLA [ABB+ 20].
First, we remark that the most recent lattice-based signature schemes following the FiatShamir approach are Dilithium [DKL+ 18] and qTESLA. We consider the latter scheme, since
its secret key follows the Gaussian distribution. This is crucial for re-randomizing the secret
key in our setting, and hence sufficient for our scheme with honestly re-randomizable public
keys presented in Section 3.3. On the other hand, the secret key of Dilithium follows the
uniform distribution over a small subset of Rq , which is not suitable in our setting. Using
the Gaussian distribution in the key generation algorithm of Dilithium requires to adjust its
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parameters and security analysis. The resulting scheme would be similar to qTESLA, with
slight differences in how signatures are compressed. We choose not to modify Dilithium’s
original design but stick to qTESLA, which does not need any modification for our setting
and is well-studied in comparison to a modified version of Dilithium.
The design of our signature scheme with honestly re-randomizable public keys is based
on lattices over modules. In order to employ qTESLA in our construction we set k2 = 1 to
obtain a variant based on lattices over ideals and security based on the hardness of RLWE.
The original secret key created by the key generation algorithm RSig.KGen is the vector
s, which is sampled from the Gaussian distribution DZk1n+1
,σ . The corresponding public key
is given by the vector b = [Ik1 | a] · s (mod q), where a = (a1 , . . . , ak1 ) ←$ Rqk1 . For the
remainder of this section we write s = (s1 , s2 ) ∈ DZk1n ,σ × DZn ,σ and s1 = (s1,1 , . . . , sk1 ,1 ).
The vector s satisfies
Maxj (si,1 ) ≤ s/2 for all i ∈ [k1 ], and Maxj (s2 ) ≤ s/2,
where Maxj is defined in Section 3.3.
In comparison to the generic construction of Fiat-Shamir signatures given in Section 3.2,
qTESLA compresses signatures by employing the technique introduced by Bai and Galbraith [BG14]. When using this technique, the signature (c, z) ∈ Tnκ × Szk1 +1 is compressed
to (c, z2 ) ∈ Tnκ × Sz , where the polynomial z2 is given by z2 = y + s2 c, and y is a masking
polynomial chosen by the signer from the uniform distribution over Sy .
Finally, we observe that the compression technique due to [BG14] does not affect the
EUF-CMA-HRK security of our signature scheme with honestly re-randomizable public
keys. More precisely, the security reduction depicted in Figure 3.4 remains the same, and
only the simulation of the signing oracle ORSig requires to include an additional check to
ensure the correctness of simulated signatures. More concretely, we extend the while-loop
(cf. Line 54) of the algorithm RSig.Sim to include the last for-loop of qTESLA’s signature
generation algorithm (see [ABB+ 20, Algorithm 4]).
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A canonical identification (CID) scheme [AABN02] is an interactive protocol that allows
to prove the possession of some secret key in three moves. These moves are called the commitment (initiated by the prover), challenge (generated by the verifier), and response. The
response allows, together with the commitment, to verify the authenticity of the prover
while not leaking any information about the secret key (zero-knowledge). Lattice-based
CID is a fundamental building block of many cryptographic constructions, e.g., ordinary
signature schemes [Lyu12, BG14, DKL+ 18, ABB+ 20], and even signature schemes with advanced functionalities such as ring signatures [BLO18, TSS+ 18], blind signatures [Rüc10],
and multi-signatures [ES16].
In number-theoretic constructions like Schnorr’s CID scheme [Sch91], the response already hides the secret key, since it is uniformly distributed over the underlying group. In
the lattice setting however, the prover must carry out a security check before sending the
response to the verifier. This security check is realized by the so-called rejection sampling
procedure, which allows to make sure that the response does not leak any information about
the secret key, and that it follows a target distribution. If this is not the case, the prover
aborts and repeats the identification protocol until the response becomes independently
distributed from the secret key. While this does not affect the efficiency of constructions
with one rejection sampling procedure like (non-interactive) ordinary signatures, it has a
significant negative impact on the efficiency of interactive protocols with multiple rejection
sampling procedures. Consider a lattice-based protocol with N > 1 rejection sampling
procedures, where each one is repeated xi times on average, for
Q i = 1, . . . , N . Then, the
total average number of restarts in such a protocol is given by N
i=1 xi . For instance, in the
blind signature scheme introduced in [Rüc10] not only signers have to carry out rejection
sampling and repeat the signing process, say x1 times, until the secret key is concealed,
but for maintaining the blindness property of the scheme even users have to apply rejection
sampling, say x2 times, and request a protocol restart in case of failure. This imposes a
multiplicative number of restarts, i.e., x1 · x2 , and an additional communication step due
to the possibility of failures, i.e., the user sends a proof of failure to the signer. This proof
allows the signer to verify that the user was not able to obtain a valid blind signature.
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This additional step increases the communication complexity required to generate blind
signatures and forces the use of commitment schemes to retain security (see Chapter 5).
Another example is the multi-signature scheme proposed in [ES16], which entails a number
of restarts that grows in the number of users participating in the signing protocol.
Therefore, it is of great importance for lattice-based protocols with multiple rejection
sampling procedures to mask secrets (or secret-related terms) such that restarts occur as
little as possible while maintaining efficiency and security. This reduces the total amount
of communication required to successfully complete the protocol, and can even improve its
overall performance.

Contributions
In this chapter we show how to reduce the number of restarts, or even remove the restarts,
inherent in lattice-based protocols by means of a tool that we call tree of commitments. A
tree of commitments is an (unbalanced) binary hash tree, whose leaves are the hash values
of ` commitments. These commitments are generated by the prover all at once, and then
aggregated in one tree whose root represents the new commitment of the CID protocol.
The new response consists of two elements. The first one is the response rp k for which the
rejection sampling procedure succeeds for the first time after k unsuccessful trials, and the
second element is the authentication path of the leaf that has the index k in the tree, where
0 ≤ k < `. This leaf is the hash value of the commitment related to the response rp k . More
precisely, the rejection sampling procedure is iteratively applied on each potential response
related to the ` commitments and on the secret-related term until it succeeds on some
response rp k . The number ` can be selected such that rejection sampling succeeds at least
once with a probability that is chosen as desired. Hence, a large enough value of ` allows to
completely remove the protocol restarts. Interestingly, even trees with small heights can be
used so that restarts are triggered with a very small probability. For instance, when using a
tree of commitments of height 3, a restart can occur with a probability of at most 2−10 . We
also present further optimizations that can be exploited when using trees of commitments.
This includes saving complete subtrees to use it in the next execution of the protocol.
We demonstrate the effectiveness of using our method in interactive protocols. More
concretely, we construct in this chapter a new CID scheme using trees of commitments.
It is based on a lattice-based CID scheme originally introduced by Lyubashevsky [Lyu09].
We show that the new scheme has a reduced communication complexity. In Chapter 5, we
show the practical relevance of the tree of commitments technique by employing it in the
design of two blind signature schemes called BLAZE+ and BlindOR. In both schemes a user,
interacting with the signer, constructs a tree of commitments such that with a probability
very close to 1, e.g., 1 − 2−80 , the blindness property of the scheme is achieved without
the need to request a protocol restart from the signer. This allows to safely remove the
additional communication step of the signing protocol that is required to trigger protocol
restarts, and hence to remove the proof of failures and the use of commitment schemes.
We obtain a three-move protocol with reduced sizes of keys and signatures as well as
communication complexity.
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Organization
In Section 4.1 we recall the definition of canonical identification schemes. Afterwards, we
describe in Section 4.2 the tree of commitments technique. Then, we present in Section 4.3
the canonical identification scheme that uses trees of commitments together with a proof of
its security. Finally, we introduce in Section 4.4 further optimizations that can be exploited
when using trees of commitments.

Publications
The contributions of this chapter are based on the publication [A3], which was presented
at ACISP’20. This chapter extends the published contributions by providing an improvement and simplification of the security proof of our canonical identification scheme, which
employs the tree of commitment technique.

4.1 Canonical Identification Schemes
In this section we review the definition and security of canonical identification schemes.
A canonical identification (CID) scheme [AABN02] is a three-move interactive protocol
of the following form: A prover P initiates the protocol by sending a commitment cm to
a verifier V. Upon receiving cm, V sends a random challenge ch to P. Afterwards, P
computes a response rp and sends it to V. Together with cm, this response allows V to
make a deterministic decision about P’s authenticity. The tuple (cm, ch, rp) represents a
protocol transcript. A formal definition follows.
Definition 4.1. A canonical identification scheme is a tuple of polynomial-time algorithms
CID = (CID.PGen, CID.KGen, CID.P, CID.V, CID.Rec),
where:
CID.PGen(1λ ) is a PPT parameter generation algorithm that, on input the security parameter λ, returns a set of public parameters pp, which implicitly contains λ in unary,
i.e., pp ←$ CID.PGen(1λ ).
CID.KGen(pp) is a PPT key generation algorithm that, on input a set of public parameters
pp, returns a key pair (pk , sk ), where pk is a public key and sk is a secret key, i.e.,
(pk , sk ) ←$ CID.KGen(pp).
CID.P(pp, sk ) is an interactive algorithm that is called prover and consists of two algorithms
CID.P = (CID.P1 , CID.P2 ), where:
• CID.P1 is a PPT algorithm that, on input a set of public parameters pp and a
secret key sk , returns a message cm, called the commitment, and a state st P ,
i.e., (cm, st P ) ←$ CID.P1 (pp, sk ).
• CID.P2 is a DPT algorithm that, on input a set of public parameters pp, a secret
key sk , a state st P , and a verifier message ch, returns a message rp, called the
response, i.e., rp ← CID.P2 (pp, sk , st P , ch). We write rp = ⊥ to denote failure.
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CID.V(pp, pk ) is an interactive algorithm that is called verifier and consists of two algorithms CID.V = (CID.V1 , CID.V2 ), where:
• CID.V1 is a PPT algorithm that, on input a set of public parameters pp, a public
key pk , and a commitment cm, returns a message ch, called the challenge, and
a state st V = (cm, ch), i.e., (ch, st V ) ←$ CID.V1 (pp, pk , cm). The challenge ch
is sampled from the uniform distribution over a finite set C called the challenge
space. We assume that pp implicitly defines C.
• CID.V2 is a DPT algorithm that, on input a set of public parameters pp, a public
key pk , a state st V = (cm, ch), and a response rp, returns a decision b ∈ {0, 1},
where b = 1 indicates that the transcript (cm, ch, rp) is accepted and b = 0
means it is rejected, i.e., b ← CID.V2 (pp, pk , st V , rp).
CID.Rec(pp, pk , ch, rp) is a DPT algorithm called the commitment recovering algorithm.
On input a set of public parameters pp, a public key pk , a challenge ch, and a response
rp, the algorithm returns a commitment cm, i.e., cm ← CID.Rec(pp, pk , ch, rp). We
write cm = ⊥ to denote failure.
Any CID scheme is required to satisfy the correctness property. It states that the algorithm CID.V2 validates honestly generated transcripts (cm, ch, rp) with probability at least
1 − corrCID , where corrCID ≥ 0 is called the correctness error. If rp = ⊥, then the prover
restarts the identification protocol. This case occurs with some probability bound, which
depends on the set of the public parameters pp. Furthermore, if the algorithm CID.Rec returns a commitment cm 6= ⊥ on input (pp, pk , ch, rp), then it is required that the transcript
(cm, ch, rp) can be correctly verified with some probability that depends on pp.
The standard security notion of CID schemes is called impersonation under the active or
passive attack model. In the active attack model, any adversary interacting with a prover
as a verifier must not be able to extract any useful information (zero-knowledge). Passive
attacks correspond to eavesdropping, i.e., the adversary is in possession of transcripts
generated by interactions between the real prover and the verifier. According to Abdalla
et al. [AABN02], impersonation under active attacks is the model that is usually desired
in practice for the purpose of identification. However, impersonation under passive attacks
is the model that is tightly connected to the EUF-CMA security of the signature scheme
that is derived from a CID scheme (see below).
Since our focus in this thesis is on advanced signature schemes, we omit the formal
definitions of correctness and security of CID schemes as well as other properties such
as honest-verifier zero-knowledge. For further details and formal definitions, we refer, for
example, to [AABN02, KMP16, KLS18].
Finally, we recall how to build a signature scheme with security in the ROM from a CID
scheme and a cryptographic hash function via the Fiat-Shamir transformation [FS87]. Let
CID be a CID scheme and H : {0, 1}∗ → C be a cryptographic hash function modeled as a
random oracle. In order to sign a message m, the signer acts as a prover of the CID scheme
CID. Moreover, rather than obtaining the challenge ch from a verifier, ch is also generated
by the signer. This is performed by calling the function H on input (cm, m). The signature
is given by sig = (ch, rp), which can be verified by first recovering a commitment cm
via the algorithm CID.Rec on input (pp, pk , ch, rp), and then checking if ch = H(cm, m).
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Sig.PGen(1λ ):
1:
2:

pp ←$ CID.PGen(1λ )
return pp

Sig.Sign(pp, sk , m):
21:
22:
23:
24:
25:
26:
27:

(cm, st P ) ←$ CID.P1 (pp, sk )
ch ← H(cm, m)
rp ← CID.P2 (pp, sk , st P , ch)
if rp = ⊥ then
restart Sig.Sign
sig ← (ch, rp)
return sig

Sig.KGen(pp):
11:
12:

(pk , sk ) ←$ CID.KGen(pp)
return (pk , sk )

Sig.Verify(pp, pk , m, sig):
31:
32:
33:
34:
35:
36:
37:

parse sig = (ch, rp)
cm ← CID.Rec(pp, pk , ch, rp)
if cm = ⊥ then
return 0
if ch 6= H(cm, m) then
return 0
return 1

Figure 4.1: A formal description of the Fiat-Shamir transformation. It converts a canonical
identification scheme CID into a signature scheme Sig = [CID, H] using a cryptographic hash
function H : {0, 1}∗ → C, where C is the challenge space of CID.

We denote this signature scheme by Sig = [CID, H] and formally describe its respective
algorithms in Figure 4.1.

4.2 Trees of Commitments
In this section we show how the number of restarts inherent in lattice-based protocols can
be reduced or even be removed at all.
First, we give a brief description of the CID scheme introduced in [Lyu09], which underlies
many lattice-based constructions, in particular different types of signature schemes. Let
A be a public matrix that is chosen randomly from the uniform distribution over Rqk1 ×k2 .
Given the public key pk = b ∈ Rqk1 , the goal of the prover is to prove to a verifier the
possession of a secret key sk = s ∈ Rk1 +k2 , where s has small entries in R and satisfies
b = [Ik1 | A] · s (mod q). The commitment message is a vector v = [Ik1 | A] · y (mod q),
where y ∈ Rk1 +k2 is sampled from some distribution on R that outputs elements with small
2
entries. Typically, this distribution is the Gaussian distribution DZk1n+k
,σ for some σ > 0, or
the uniform distribution over a subset Syk1 +k2 for some y ∈ Z>0 . For a challenge c chosen
randomly by the verifier from the uniform distribution over the challenge space Tnκ , the
response is given by z = y + sc, which is only sent to the verifier after checking that it
follows a target distribution on R, which depends on the distribution of the vector y. This
check is performed by using the rejection sampling procedure, which makes sure that y
masks the secret-related term sc. If z does not follow the desired distribution, then the
prover restarts the protocol. The verifier accepts if and only if kzkp is bounded by some
predefined value, and if v = [Ik1 | A] · z − bc (mod q), where p and the bound of kzkp
depends on the distribution of z.
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Consider a lattice-based protocol with N > 1 rejection sampling procedures. Furthermore, assume that each procedure is repeated xi ≥ 1 times on average, where i = 1, . . . , N .
In this case, it is easy to deduce that the total average
number of the restarts induced by
Q
these rejection sampling procedures is given by N
x
,
i=1 i and a large amount of communication is required to successfully complete the protocol. The main goal of this chapter is
to reduce this number.
We first remark that one can sample the masking vectors y from a distribution that
outputs elements with large enough entries such that rejection sampling succeeds after a
fixed number of restarts M , e.g., M ≤ 2. This approach is already established in previous
works as a trade-off between performance and sizes (see, e.g. [Lyu12, BG14, DKL+ 18]), but
it does not solve the problem for protocols with multiple rejection sampling procedures.
Some works, e.g., the one due to Goldwasser et al. [GKPV10], suggest the so-called “noise
flooding” technique, which uses masking terms sampled from distributions of a very large
size such that rejection sampling always succeeds. However, the negative impact on the
efficiency is tremendous as the sizes of the parameters become very large.
Our first attempt towards solving the aforementioned problem is the following: Rather
than sampling one masking vector and repeating this process until rejection sampling accepts, the prover generates ` masking vectors y0 , . . . , y`−1 all at once, and then sends their
related commitments v0 , . . . , v`−1 to the verifier, where vj = [Ik1 | A] · yj (mod q) for all
j ∈ {0, . . . , ` − 1}. The response is then the vector zk for which the rejection sampling
procedure accepts for the first time after k unsuccessful trials, where 0 ≤ k < `. That
is, the rejection sampling procedure is iteratively applied on the pairs (z0 , sc), . . . , (zk , sc),
where zj = yj + sc, until it accepts for the first time at index k. If all masking vectors
are consumed without success, then the protocol is restarted. Observe that this approach
reduces the number of restarts, or even removes restarts for a suitable choice of the parameter `. However, the amount of exchanged data grows in `, because the first prover message
consists of ` commitments. We can improve the communication complexity by using a
cryptographic hash function F, and instead of sending the commitments v0 , . . . , v`−1 , we
simply send their hash values F(v0 ), . . . , F(v`−1 ). But this is still not satisfactory, and in
fact, we can do better to solve this issue as we explain next.
Our final solution is to use a new technique that we call tree of commitments. A tree of
commitments is an (unbalanced) binary hash tree of height h = dlog(`)e. The leaves of this
tree are the hash values F(vj ), for all j ∈ {0, . . . , ` − 1}. The commitment message that
the prover sends is simply the root root of this tree, and the response is the pair (zk , auth),
where zk is as in the first attempt and auth is the authentication path of the leaf with
index k. Verifying the transcript (root, c, (zk , auth)) is carried out by checking that kzk kp
has a specified bound, and that root is equal to the root of the tree associated to the leaf
F([Ik1 | A] · z − bc (mod q)) and its given authentication path auth.
Note that trees of commitments realize the concept of allowing different commitments to
belong to one challenge in an aggregated form and only the valid response and its related
commitment will be revealed. The masking vectors for which rejection sampling rejects,
i.e., y0 , . . . , yk−1 , together with the vectors that were not consumed, i.e., yk+1 , . . . , y`−1 ,
remain hidden and will never be revealed. Using a tree of commitments not only reduces the
number of restarts, it also reduces the communication complexity. Moreover, it can improve
the performance of interactive protocols with multiple rejection sampling procedures.
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In the following we formally define trees of commitments.
Definition 4.2. Let cm 0 , . . . , cm `−1 be commitments to ` masking terms msk 0 , . . . , msk `−1 .
Furthermore, let F : {0, 1}∗ → {0, 1}`F be a cryptographic hash function, where `F ≥ 2λ.
A tree of commitments is a tuple of algorithms
ToC = (HashTree, BuildAuth, RootCalc),
where:
HashTree(cm 0 , . . . , cm `−1 ) is a DPT algorithm that, on input cm 0 , . . . , cm `−1 , returns a
pair (root, tree), where root is the root of the (unbalanced) binary hash tree of height
h = dlog(`)e whose leaves are the hash values F(cm j ), for all j ∈ {0 . . . , ` − 1},
and tree is the sequence that consists of all leaves and inner nodes of the tree, i.e.,
(root, tree) ← HashTree(cm 0 , . . . , cm `−1 ).
BuildAuth(k, tree, h) is a DPT algorithm that, on input an index k, a sequence of nodes tree,
and a height h, returns the authentication path auth = (k, a0 , . . . , ah−1 ) of the index
k, where 0 ≤ k < `, ai ∈ {0, 1}`F , and 0 ≤ i < h, i.e., auth ← BuildAuth(k, tree, h).
This output represents the authentication path of the response rp k for which the
rejection sampling procedure accepts using the masking term msk k .
RootCalc(cm, auth) is a DPT algorithm that, on input a commitment cm and its authentication path auth, where cm ∈ {cm 0 , . . . , cm `−1 } and auth = (k, a0 , . . . , ah−1 ), returns
the root of the hash tree that includes the leaf F(cm) at index k and the inner nodes
a0 , . . . , ah−1 , i.e., root ← RootCalc(cm, auth).
In Figure 4.2 we formally give one possible implementation of the algorithms that build
a tree of commitments ToC, i.e., HashTree, BuildAuth, and RootCalc. This implementation
uses the following notation: The leaves of the tree are the hash values of commitments
cm 0 , . . . , cm `−1 , i.e., v0 [j] = F(cm j ) for 0 ≤ j < `. The inner nodes of height i are
denoted by vi [j], where 0 < i < h and 0 ≤ j < 2h−i . They are typically computed as
vi [j] = F(vi−1 [2j], vi−1 [2j + 1]). The root is the only node of height h, i.e., vh [0] = root. It
constitutes an aggregated commitment to the ` masking terms msk j . Figure 4.3 illustrates
a tree of commitments of height h = 3.

4.3 Canonical Identification Using Trees of Commitments
In this section we formally present a canonical identification scheme that employs the tree
of commitments technique in order to reduce the number of protocol restarts or even remove
the restarts induced by applying the rejection sampling procedure.
The scheme was briefly explained in Section 4.2. It is a variant of the one given in [Lyu09].
The parameter generation algorithm CID.PGen(1λ ) generates a set of public parameters
given by

pp = 1λ , n, k1 , k2 , q, κ, σ 0 , `, σ, M, h, Bz , `F , A ,
(4.1)
where A is a matrix chosen randomly from the uniform distribution over Rqk1 ×k2 . The
description of the remaining parameters is given in Table 4.1. In the following we give a
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HashTree(cm 0 , . . . , cm `−1 ):
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:

RootCalc(cm, auth):

h ← dlog(`)e
tree ← ∅
for j = 0 to ` − 1 do
v0 [j] ← F(cm j )
tree ← tree ∪ {v0 [j]}
for j = ` to 2h − 1 do // fill remaining leaves
v0 [j] ← F(j)
tree ← tree ∪ {v0 [j]}
for i = 1 to h − 1 do
for j = 0 to 2h−1−i − 1 do
vi [j] = F(vi−1 [2j], vi−1 [2j + 1])
tree ← tree ∪ {vi [j]}
root ← F(vh−1 [0], vh−1 [1])
return (root, tree)

31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:

parse auth = (k, a0 , . . . , ah−1 )
b0 ← F(cm)
for i = 1 to h do


s ← k/2i−1
b ← s mod 2
if b = 1 then
bi ← F(ai−1 , bi−1 )
else
bi ← F(bi−1 , ai−1 )
root ← bh
return root

BuildAuth(k, tree, h):
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

parse tree = (vi [j])i,j //
for i = 0 to h − 1 do


s ← k/2i
b ← s mod 2
if b = 1 then
ai ← vi [s − 1]
else
ai ← vi [s + 1]
auth ← (k, a0 , . . . , ah−1 )
return auth

0 ≤ i < h ∧ 0 ≤ j < 2h−i

Figure 4.2: A description of the algorithms HashTree, BuildAuth, and RootCalc, which define a
tree of commitments ToC (cf. Definition 4.2).

description of the remaining algorithms CID.KGen, CID.P, CID.V, and CID.Rec, which are
formalized in Figure 4.4. The secret key sk = s is chosen from the Gaussian distribution
(0)
(`−1)
2
DZk1n+k
that are sampled by the prover to hide
,σ 0 , while the masking vectors y , . . . , y
n
2
the secret-related term sc are distributed according to DZk1n+k
,σ , where c ∈ Tκ is the challenge
generated by the verifier. If Rej accepts on input (pp, z, sc) for some masking vector y(k) ,
2
then z follows the Gaussian distribution DZk1n+k
,σ . We point out that the index k of the
masking vectors is selected from the uniform distribution over the set T ⊆ {0, . . . , ` − 1}
(see the algorithm IterateRej in Figure 4.4). The random choice of the index k is for
security purposes. It ensures that when simulating the prover, the simulator returns a
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root
v3 [0]
a2
v2 [0]

v2 [1]

a1
v1 [0]

v1 [1]

v1 [2]

v1 [3]

a0
v0 [0]

v0 [1]

v0 [2]

v0 [3]

v0 [4]

v0 [5]

v0 [6]

v0 [7]

cm 0

cm 1

cm 2

cm 3

cm 4

cm 5

cm 6

cm 7

Figure 4.3: A tree of commitments of height h = 3 and ` = 8 commitments. Assume that the
rejection sampling procedure accepts for the first time after 3 unsuccessful trials, i.e., at index
k = 3, where 0 ≤ k < `. Then, the gray colored nodes together with the integer 3 represent the
authentication path of index k = 3, i.e., auth = (3, a0 , a1 , a2 ). This authentication path together
with the commitment cm 3 are required to compute the root of the tree root.

response with the same probability as the real prover. We note that it is also possible
to use other distributions for the secret key and the masking vectors in both algorithms
CID.KGen and CID.P, e.g., the uniform distribution over a small subset of Rk1 +k2 .
The correctness of the CID scheme depicted in Figure 4.4 is standard and directly follows
from the base CID scheme introduced in [Lyu09] together with the correctness of the
algorithms HashTree, BuildAuth, and RootCalc. A possible approach to establish its security
is to rely on the equivalence result shown by Abdalla et al. [AABN02]. It states that a
CID scheme CID is secure against impersonation under passive attacks if and only if the
signature scheme Sig = [CID, H] is existentially unforgeable under adaptive chosen-message
attacks (EUF-CMA) in the ROM, where Sig is obtained by applying the Fiat-Shamir
transformation (cf. Figure 4.1) on the scheme CID and the cryptographic hash function H.
We follow this approach, since it is related to signature schemes.
Theorem 4.3. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash
functions modeled as random oracles. Let Sig = [CID, H], where CID is the CID scheme
depicted in Figure 4.4. Then, Sig is (t, qSign , qF , qH , ε)-EUF-CMA w.r.t. pp ∈ Sig.PGen(1λ )
in the ROM if MLWE2 is (t0 , ε0 )-hard w.r.t. pp 0 =p
(n, k1 , k2 , q, σ 0 , A) and MSIS2 is (t00 , ε00 )hard w.r.t. pp 00 = (n, k1 , k2 + 1, q, β), where β = 2 Bz2 + κ and


qF2 +qF


1
2
ε − 2`F − |Tn |
q + qF
1
1
κ
t0 ≈ t ∧ ε0 ≈ ε ∧ t00 ≈ 2t ∧ ε00 ≈ ε − F `
− n ·
− n .
2F
|Tκ |
qH `
|Tκ |
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Table 4.1: A review of the parameters of the canonical identification scheme given in Figure 4.4.

Parameter

Description

Bounds

n, k1 , k2
q
σ0

Dimension
Modulus
Standard deviation of s

κ

Specifies the set Tnκ

σ
`
h
M
Bs
Bz
`F

Standard deviation of z
No. masking vectors y(k)
Tree height
No. restarts of CID.P
Bound of ksk
Bound of kzk
Output length of F

n = 2n , n0 , k1 , k2 ∈ N>0
prime, q = 1 (mod 2n)
σ0 
> 0
n
2κ
≥ 2λ
κ
√
σ = αksck = α κBs , α > 0 (Lemma 2.8)
` ∈ N>1
h = dlog(`)e

1
+
(Lemma 2.8)
M = exp 12
2
2α
pα
0
Bs = ησ (k1 + k2 )n, η > 0 (Lemma 2.6)
p
Bz = ησ (k1 + k2 )n (Lemma 2.6)
`F ≥ 2λ

0

Proof. Let A∗ be an adversary that is able to forge signatures under the signature scheme
Sig = [CID, H]. That is, A∗ runs in time t and is able to win the experiment ExpEUF-CMA
Sig,A∗
given in Definition 2.15 with probability ε. We first remark that the hardness of MLWE2
w.r.t. pp 0 = (n, k1 , k2 , q, σ 0 , A) is required to protect against key recovery attacks, whose
success directly allows to forge signatures. Therefore, in what follows we assume the
hardness of MLWE2 w.r.t. pp 0 and constructpa reduction algorithm R that solves MSIS2
w.r.t. pp 00 = (n, k1 , k2 + 1, q, β), where β = 2 Bz2 + κ.
k ×(k +1)
Given pp 00 and a uniformly random matrix A0 ∈ Rq 1 2 , the reduction R writes
A0 = [A | b] ∈ Rqk1 ×k2 × Rqk1 . Afterwards, R generates the remaining public parameters of
Sig = [CID, H] as described in Table 4.1 to obtain a set of public parameters pp of the form
given in Equation (4.1). Then, R sets pk = b, and runs A∗ on input (pp, pk ). The random
oracle queries and signing queries that are made by A∗ are answered by R as follows:
Random oracle query. The reduction algorithm R maintains a list LH , which is initialized
by the empty set. It stores pairs of queries to the random oracle OH and their answers.
If OH was previously queried by A∗ on some input, then R looks up its entry in LH
and returns its answer c ∈ Tnκ . Otherwise, R selects a new polynomial c according to
the uniform distribution over Tnκ and updates the list LH . Furthermore, R initializes
an empty list LF in order to store pairs of queries to the random oracle OF and their
answers. The queries to OF are answered by R in a way that excludes collisions and
chains. Excluding collisions rules out queries x 6= x0 such that OF (x) = OF (x0 ), while
excluding chains guarantees that the query OF (OF (x)) will not be made before the
query OF (x). This ensures that each node output by the algorithm HashTree has
a unique preimage, and prevents spanning hash trees with cycles. Simulating OF
q 2 +q
this way is within statistical distance of at most F2`F F from an oracle that allows the
existence of collisions and chains. The description of OH and OF is given in Figure 4.5.
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CID.KGen(pp):
1:
2:
3:
4:
5:

2
s ←$ DZk1n+k
,σ 0
b ← [Ik1 | A] · s (mod q)
pk ← b
sk ← s
return (pk , sk )

IterateRej(pp, y, sc):
41:
42:
43:
44:
45:
46:

CID.P1 (pp, sk ):
11:
12:
13:
14:
15:
16:
17:

for k = 0 to ` − 1 do
2
y(k) ←$ DZk1n+k
,σ
v(k) ← [Ik1 | A] · y(k) (mod q)
(root, tree) ← HashTree(v(0) , . . . , v(`−1) )
y ← (y(0) , . . . , y(`−1) )
st P ← (y, tree)
return (root, st P )

CID.V1 (pp, pk , root):
21:
22:
23:

c ←$ Tnκ
st V ← (root, c)
return (c, st V )

CID.P2 (pp, sk , st P , c):

47:
48:
49:

CID.V2 (pp, pk , st V , (z, auth)):
51:
52:
53:
54:
55:

32:
33:
34:
35:
36:
37:

parse sk = s
parse st P = (y, tree)
(z, k) ← IterateRej(pp, y, sc)
if (z, k) = (⊥, ⊥) then
return (⊥, ⊥)
auth ← BuildAuth(k, tree, h)
return (z, auth)

parse st V = (root, c)
root 0 ← CID.Rec(pp, pk , c, (z, auth))
if root 0 6= root then
return 0
return 1

CID.Rec(pp, pk , c, (z, auth)):
61:
62:
63:
64:

31:

parse y = (y(0) , . . . , y(`−1) )
T ← {0, . . . , ` − 1}
while T 6= ∅ do
k ←$ T
z ← y(k) + sc
if Rej(pp, z, sc) = 1 then
return (z, k)
T ← T \ {k}
return (⊥, ⊥)

65:
66:

if kzk > Bz then
return ⊥
parse pk = b
w ← [Ik1 | A] · z − bc (mod q)
root ← RootCalc(w, auth)
return root

Figure 4.4: A formal description of a canonical identification scheme CID that uses a tree of commitments ToC = (HashTree, BuildAuth, RootCalc). The parameter generation algorithm CID.PGen
is explained in the text. The prover restarts the protocol if CID.P2 returns (⊥, ⊥).

Signature query. Upon receiving a signature query from A∗ , R runs the algorithm Sig.Sim
depicted in Figure 4.5 in order to generate a signature and sends it back to A∗ . Furthermore, R updates both lists LF and LH accordingly. By Lemma 2.8, simulating the
computation of the vector z, i.e., without a secret key, is statistically indistinguishable
from generating it as in a real execution of the signing algorithm.
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OF (x):

Sig.Sim(pp, b, m):
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

return ⊥ with probability 1 − 1/M
Lm ← Lm ∪ {m}
c ←$ Tnκ
k ←$ {0, . . . , ` − 1}
2
z ←$ DZk1n+k
,σ
v(k) ← [Ik1 | A] · z − bc (mod q)
for i = 0 to ` − 1 do
if i = k then
continue
(i)
2
y ←$ DZk1n+k
,σ

21:
22:
23:
24:

25:
26:
27:
28:
29:

if ∃(x, OF (x)) ∈ LF then
return OF (x)
OF (x) ←$ {0, 1}`F
if ∃(x0 , OF (x0 )) ∈ LF :
(x 6= x0 ) ∧ (OF (x) = OF (x0 )) then
return ⊥
if ∃(y, OF (y)) ∈ LF : y = OF (x) then
return ⊥
LF ← LF ∪ {(x, OF (x))}
return OF (x)

v(i) ← [Ik1 | A] · y(i) (mod q)
OH (root, m):
(root, tree) ← HashTree(v(0) , . . . , v(`−1) )
31:
if ∃((root, m), OH (root, m)) ∈ LH then
OH (root, m) ← c
return OH (root, m)
LH ← LH ∪ {((root, m), OH (root, m))} 32:
33:
OH (root, m) ←$ Tnκ
auth ← BuildAuth(k, tree, h)
34:
LH ← LH ∪ {((root, m), OH (root, m))}
sig ← (c, z, auth)
35:
return OH (root, m)
return sig with probability 1/M

Figure 4.5: The algorithms that are used in the proof of Theorem 4.3. The algorithm Sig.Sim
simulates the signing queries that are made by the adversary A∗ . Random oracle queries made
by A∗ are answered as described in OF and OH .

By the hardness of MLWE2 w.r.t. pp 0 , both the matrix A and any public key generated by the algorithm Sig.KGen are indistinguishable from the uniform distribution over
Rqk1 ×k2 × Rqk1 . Therefore, A∗ returns a valid signature sig = (c, z, auth) on a message m
with probability ε. If OH was not programmed or queried during the invocation of A∗ ,
then A∗ produces a c ∈ Tnκ that validates correctly with probability 1/|Tnκ |. Therefore, the
probability that A∗ succeeds in a forgery sig = (c, z, auth), where c corresponds to one of
the random oracle queries made by A∗ is at least ε − 1/|Tnκ |. Then, one of the following
two cases applies: c was programmed during a signing query or it was an answer to a hash
query to OH . Suppose that c was programmed during a signing query made by A∗ to sign
a message m 0 , i.e., c = OH (root 0 , m 0 ). Then, we have
OH (root, m) = c = OH (root 0 , m 0 ).
If m 6= m 0 or root 6= root 0 , then a second preimage of c has been found by A∗ . This
occurs with probability at most 1/|Tnκ |. Therefore, we may assume that m = m 0 and
root = root 0 . In this case, A∗ was not able to produce a forgery because m = m 0
(cf. Definition 2.15). Hence, we may assume in the following that c was an answer to
a hash query to OH that was not part of a signing query. In this case, R records the pair
(m, sig = (c, z, auth)) and invokes A∗ again with the same random tape and the random
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oracle queries c1 , . . . , cj−1 , c0j , . . . , c0qH , where c0j , . . . , c0qH ∈ Tnκ are freshly generated by R.
By the forking lemma (Lemma 2.18), the forger A∗ returns a signature sig 0 = (c0 , z0 , auth 0 )
on a message m 0 with the probability ε00 that is given in the theorem statement such that
(c 6= c0 ) ∧ (root = root 0 ) ∧ (m = m 0 ) ∧ (k = k 0 ),
where k, k 0 ∈ {0, . . . , ` − 1} are the indices included in auth, auth 0 , respectively. Furthermore, answering the hash queries to the random oracle OF as described in Figure 4.5
ensures that both auth, auth 0 include the same sequence of hash values. Therefore, we have
auth = auth 0 and w = w0 , where
w = [Ik1 | A] · z − bc (mod q) and w0 = [Ik1 | A] · z0 − bc0 (mod q).
This implies that
[Ik1 | A0 ] · x = 0 (mod q),
p
where x = [z − z0 , c0 − c]> . Since c 6= c0 , we have x 6= 0 and kxk ≤ 2 Bz2 + κ = β. Hence,
R returns x as a non-zero solution to MSIS2 w.r.t. pp 00 = (n, k1 , k2 + 1, q, β).

4.4 Further Optimizations
In this section we present further optimizations that can be exploited when using the tree
of commitments technique.
The first optimization addresses the question of how to select the number of masking
vectors `. Assume that the rejection sampling procedure accepts with probability 1/M when
using only one masking vector, where M ≥ 1 is the expected number of restarts. Then,
when sampling ` masking vectors at once, a restart occurs with probability (1 − 1/M )` .
Therefore, we fix some desired aborting probability δ. This is the probability that the
rejection sampling procedure does not accept using all chosen making vectors. Then, we
choose ` such that the rejection sampling procedure accepts using at least one of the `
masking vectors, i.e., we select the parameter ` such that
(1 − 1/M )` ≤ δ.
Note that in order to completely eliminate restarts, ` has to be selected large enough such
that the above probability is approximately zero, e.g., (1 − 1/M )` ≤ 2−80 .
Let us consider an illustrative example. Let v be the secret (or secret-related) vector that
has to be masked, and kvk ≤ T for some T > 0. Suppose that we use masking vectors with
entries sampled from the Gaussian distribution DZn ,σ , where σ = αT and α = 11. Then,
when sampling only one masking vector in a protocol run, Lemma 2.8 implies that the
success probability of the rejection sampling procedure is given by (1 − 2−100 )/M ≈ 0.33,
+ 2α1 2 ≤ M , and the expected number of restarts that is required to return
where exp 12
α
a response rp 6= ⊥ is given by M ≈ 3. The total amount of communication includes
three commitments and a response, i.e., three vectors from Rqk1 and a Gaussian vector with
standard deviation σ = 11T . However, by setting α = 22 we need only ` = 8 masking
vectors in order to hide v with probability at least 1 − 2−10 ≈ 0.999. This means we need a
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tree of commitments of height h = 3, which is a very small tree. Regarding communication
complexity, both the commitment and response consist of only four hash values, a positive
integer k < 3, and a Gaussian vector z with standard deviation σ = 22T , i.e., cm = root
and rp = (z, auth = (k, a0 , a1 , a2 )). This is much better compared to the case where only
one masking vector is used and α = 11. Note that in order to hide v with probability
1 − 2−10 using a single masking vector, i.e., without using trees of commitments, we need
to set α = 246, which induces a much larger response and requires larger modulus q to
retain security, and hence increases the size of the commitments.
In addition to the selection of the parameter `, we can improve the performance of
protocols employing the tree of commitments technique as follows: We can save the masking
vectors that were sampled, but not consumed in a protocol run, and use them later in a
subsequent execution of the protocol. This reduces the number of new masking vectors
to be sampled as well as the number of hash computations and multiplications modulo
q, which are required to compute the commitments. For instance, consider the tree of
commitments depicted in Figure 4.3, where the rejection sampling procedure accepts for
the first time at index k = 3, i.e., after three unsuccessful trials. For the next protocol run
we can simply reuse the whole right subtree of height 2, whose root is the node v2 [1]. In
this case, we only need to compute a new left subtree of height 2 and combine both subtrees
to obtain a new tree of height h = 3. This saves seven hash computations in addition to
sampling four new masking vectors and computing their commitments.
Finally, by following the standard of the hash-based signature scheme XMSS [HBG+ 18],
we can generate trees of commitments using the so-called randomized hashing technique.
This technique allows to reduce the security requirement of the hash function F, i.e., it requires F to be only second preimage resistant rather than collision resistant. Consequently,
we can set the output length of F to `F ≥ λ rather than `F ≥ 2λ, assuming that λ bits of
classical security is desired. This allows to save space and further reduce the communication complexity, since the root and the authentication path are reduced to one half of their
original sizes.
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A blind signature scheme is an interactive protocol that allows a user, holding a message m,
to generate a blind signature on m under the signer’s secret key. The scheme is required to
satisfy two security properties called blindness and one-more unforgeability. Informally, the
first property indicates that the signer gets no information about m during the interaction
with the user, while the second one ensures that the user cannot generate any valid blind
signature without interacting with the signer. Blind signatures were first introduced by
Chaum [Cha82] in the context of an anonymous e-cash system. They have since become a
fundamental building block in privacy-preserving cryptography, and have been standardized as ISO/IEC 18370. One of the main applications of blind signatures is anonymous
credentials [BL13a], which allow users to privately obtain and prove possession of credentials while revealing as little about themselves as possible. This complies, for example, with
the European privacy standards [PotEU09] and the National Strategy for Trusted Identities
in Cyberspace [Coo10]. An established real-life use case of blind signatures in the context of
anonymous credentials is the U-Prove technology [Paq13] designed by Microsoft. U-Prove
is one of the technologies, to which the Microsoft’s Open Specification Promise [Cor07]
applies. It is deployed, for example, in smart card devices produced by Gemalto [Com11]
– a leading digital security company – in order to enhance privacy. Further applications of
blind signatures include e-voting [KKS17] and blockchain protocols [HBG16].
Currently, the real-world applications employing blind signatures rely on classical blind
signature schemes, where the security is based on the hardness of number-theoretic assumptions. For instance, the U-Prove protocol utilizes blind signature schemes that are
secure as long as computing discrete logarithms in certain cyclic groups is hard [Paq13]. As
it is meanwhile known, number-theoretic assumptions are not secure for the long-term, especially when taking into account the recent developments of quantum computers. Therefore, classical blind signature schemes have to be replaced with constructions that are
secure, or at least conjectured to be secure, under quantum computer attacks. More concretely, we need post-quantum candidates of blind signature schemes in order to further
preserve privacy standards and anonymity considerations. While such proposals do exist,
e.g. [Rüc10, PSM17, HKLN20], they cannot be deployed in practical applications due to
their poor performance as well as large sizes of keys and signatures.

53

5 Blind Signature Schemes

Contributions
In this chapter we present three new blind signature schemes called BLAZE, BLAZE+ ,
and BlindOR. They provide statistical blindness and computational one-more unforgeability in the ROM assuming the hardness of both MLWE and MSIS. We show that our
schemes are efficient and can be used in practical applications. In particular, we propose concrete parameters targeting 128 bits of security, and provide the corresponding
sizes of keys and signatures as well as the communication cost required to generate valid
blind signatures. Furthermore, we prove that almost all two-round lattice-based constructions of blind signatures found in the literature are insecure. More precisely, we show for
the proposal given in [ZTZ+ 17] how the secret key can simply be recovered already after two executions of its signing protocol. Moreover, we show for the schemes proposed
in [CCT+ 11,ZM14,ZH16,GHWX16,GHW+ 17] that any user is able to solve the underlying
lattice problem in just one execution of the signing protocol.
Our first scheme BLAZE improves upon the first lattice-based scheme introduced by
Rückert [Rüc10], which is based on the canonical identification scheme given in [Lyu08].
We observed that the main reason for its inefficiency is the first security check (rejection sampling procedure) that is carried out at the first user stage. Our scheme removes this check via a new technique that we call partitioning and permutation, which
may be of independent interest. More precisely, the signing protocol of BLAZE consists of four moves between the signer and user, and it involves two security checks as
opposed to the scheme given in [Rüc10], which involves three security checks. At the
first user stage, BLAZE utilizes the partitioning and permutation technique so that there
is no need to carry out any security check and any potential restart in order to blind
the hash value that is output by the underlying cryptographic hash function. Moreover, this technique allows to use hash functions that output hash values from the set
Tnκ = {c ∈ Rq = Zq [X]/hX n + 1i | (kf k∞ = 1) ∧ (kf k1 = κ)} instead of polynomials in Rq
with unspecified Hamming weight. At a high level, this technique works as follows: Let
c ∈ Tnκ be the hash value that has to be blinded. Rather than adding a large enough random masking term to c, we split c into partitions of the form ±xi , where 0 ≤ i < n. Then,
we permute each partition by multiplying it with a random masking monomial of the same
form. We prove that the resulting elements are independently distributed from c so that
there is no need to apply any security check to ensure blindness. This significantly reduces
the sizes of the parameters that have to be selected for the scheme, since blinding c does
not require the selection of large masking elements anymore. This in turn reduces the size
of keys and signatures and speeds up the signing process, but at the cost of increasing the
communication complexity. This is because the signer must send a commitment message
for each partition of c instead of only one commitment message for c.
Our second construction BLAZE+ is built upon BLAZE. It reduces the keys/signature
sizes and communication complexity of the signing protocol by utilizing the tree of commitments technique introduced in Chapter 4. More precisely, at the first user stage many
masking terms are generated at once in order to blind the signature part that will be output
from the second user stage. The number of these masking terms is chosen large enough such
that a valid blind signature is always generated with probability approximately 1. Hence,
and unlike BLAZE, there is no need to request a protocol restart from the signer anymore.
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This allows to safely eliminate the last move of the signing protocol, which includes either
an ok message or a proof of failure that allows the signer to verify the invalidity of the blind
signature computed by the user. We obtain a three-move scheme similar to the basic structure of the underlying canonical identification scheme. As opposed to BLAZE, BLAZE+
uses the Gaussian distribution for masking instead of the uniform distribution over small
sets. The latter distribution is known to produce signatures of larger size.
While the one-more unforgeability property of both BLAZE and BLAZE+ is currently not
supported with a security reduction from lattice problems (see below), our third scheme
BlindOR makes a significant progress towards a three-move lattice-based construction of
blind signatures that is simultaneously practical and provably secure. BlindOR uses the
OR-technique introduced by Cramer et al. [CDS94]. At a high level, an OR-proof is a Sigma
protocol that proves the knowledge of a witness for one of two (or more) statements, without
revealing which one. The design of BlindOR also involves the partitioning and permutation
technique as well as the tree of commitments technique in order to reduce/remove the
number of restarts induced by applying the rejection sampling procedure. For the first time,
we are able to prove the one-more unforgeability property of lattice-based blind signatures
assuming the hardness of both MLWE and MSIS rather than only MSIS. This results in a
much more efficient construction. More importantly, using the OR-technique allows us to
sidestep a subtle security argument, which is pointed out by Hauck et al. [HKLN20] and
is missing in the proof of the one-more unforgeability property of all prior lattice-based
schemes starting from the first one [Rüc10]. This missing argument guarantees that the
security reduction returns a non-trivial solution to MSIS with high probability. We refer
to Section 5.5 for more details.
We remark that it is possible to provide the parameters of BLAZE and BLAZE+ with
further security requirements in order to cover the missing security argument mentioned
above. However, the resulting schemes would look similar to the one proposed by Hauck
et al. [HKLN20], which is of theoretical interest only. This is due to the huge sizes of
parameters that must be used so that their solution applies and yields a correct proof. In
particular, the scheme given in [HKLN20] has a public and secret key of size 443.75 KB and
4275 KB, respectively, and generates blind signatures of size 7915.52 KB. While BLAZE
and BLAZE+ currently lack a security reduction from lattice problems, we believe that
they are still one-more unforgeable as long as both MLWE and MSIS are hard to solve.
This argument is based on the fact that there is no attack known yet that is able to
forge blind signatures generated by BLAZE and BLAZE+ other than solving MLWE and/or
MSIS. Moreover, a similar argument has already been taken many times for cryptographic
schemes lacking provable security. For instance, the blind signature scheme underlying
the U-Prove protocol [Paq13] is not provably secure, and it was even shown by Baldimtsi
and Lysyanskaya [BL13b] that no security proof can be established in the ROM using the
currently known approaches under any hardness assumption. Despite this fact, the protocol
is used in practice and considered to be secure for a suitable choice of parameters.

Organization
In Section 5.1 we give a formal definition of blind signature schemes in addition to their
security properties. We describe our partitioning and permutation technique in Section 5.2.
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In Sections 5.3 to 5.5 we present our schemes BLAZE, BLAZE+ , and BlindOR, respectively.
We propose concrete parameters for our schemes and a practical comparison in Section 5.6.
Finally, we describe in Section 5.7 two attacks on previous two-round lattice-based blind
signature schemes.

Publications
This chapter is based on the publications [A2,A3], and [A4], which were presented at FC’20,
ACISP’20, and CANS’21, respectively. This chapter extends these contributions as follows:
We upgrade the structure of both blind signature schemes BLAZE and BLAZE+ so that it
is based on lattices over modules rather than lattices over rings, and improve their proofs
of both correctness and statistical blindness accordingly. The generalized module structure
allows for more flexibility when choosing concrete parameters. We also provide plausible
security arguments about their one-more unforgeability property assuming the hardness of
both MLWE and MSIS. Furthermore, we select new parameters for all our schemes and
provide a practical comparison.

5.1 Blind Signature Schemes
In this section we define the syntax of blind signature schemes in addition to their security
properties.
A blind signature scheme is an interactive protocol between two parties called the signer
and user. It allows the user to generate a blind signature on a message of his choice. In the
following definition we assume that the protocol is always initiated by the signer, which is
the case in the schemes we deal with in this thesis.
Definition 5.1. A blind signature scheme is a tuple of polynomial-time algorithms
BS = (BS.PGen, BS.KGen, BS.S, BS.U, BS.Verify),
where:
BS.PGen(1λ ) is a PPT parameter generation algorithm that, on input the security parameter λ, returns a set of public parameters pp, which implicitly contains λ in unary,
i.e., pp ←$ BS.PGen(1λ ). We assume that pp identifies the message space M of BS.
BS.KGen(pp) is a PPT key generation algorithm that, on input a set of public parameters
pp, returns a key pair (pk , sk ), where pk is a public key and sk is a secret key, i.e.,
(pk , sk ) ←$ BS.KGen(pp).
BS.S(pp, pk , sk ) is an interactive algorithm that is called signer and consists of algorithms
BS.S = (BS.S1 , . . . , BS.Sk ), where:
• BS.S1 is a PPT algorithm that, on input a set of public parameters pp, a public
key pk , and a secret key sk , returns a signer message s1 and a state st S , i.e.,
(s1 , st S ) ←$ BS.S1 (pp, pk , sk ).
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• For all i ∈ {2, . . . , k}, BS.Si is a DPT algorithm that, on input a set of public
parameters pp, a public key pk , a secret key sk , a state st S , and the (i − 1)th
user message ui−1 , returns the ith signer message si and an updated state st S ,
i.e., (si , st S ) ← BS.Si (pp, pk , sk , st S , ui−1 ). The state output by the algorithm
BS.Sk is set to st S = view , where view is possibly an empty string null , or a
status message, e.g., ok .
BS.U(pp, pk , m) is an interactive algorithm that is called user and consists of algorithms
BS.U = (BS.U1 , . . . , BS.Ut ), where:
• BS.U1 is a PPT algorithm that, on input a set of public parameters pp, a public
key pk , a message m from the message space M, and the first signer message s1 ,
returns a user message u1 and a state st U , i.e., (u1 , st U ) ←$ BS.U1 (pp, pk , m, s1 ).
• For all j ∈ {2, . . . , t}, BS.Uj is a DPT algorithm that, on input a set of public
parameters pp, a public key pk , a message m, a state st U , and the j th signer
message sj , returns the j th user message uj and an updated state st U , i.e.,
(uj , st U ) ← BS.Uj (pp, pk , m, st U , sj ). The state output by the algorithm BS.Ut
is set to st U = null , and the last user message ut includes a blind signature sig
on the message m. We let sig = ⊥ denote failure.
BS.Verify(pp, pk , m, sig) is a DPT verification algorithm that, on input a set of public
parameters pp, a public key pk , a message m, and a signature sig, returns 1 if sig is
valid and 0 otherwise, i.e., b ← BS.Verify(pp, pk , m, sig), where b ∈ {0, 1}.
Let BS = (BS.PGen, BS.KGen, BS.S, BS.U, BS.Verify) be a blind signature scheme. We
write (view , sig) ←$ hBS.S(pp, pk , sk ), BS.U(pp, pk , m)i to denote the joint execution of
BS.S and BS.U in the signing protocol of BS with private inputs (pp, pk , sk ) for BS.S and
(pp, pk , m) for BS.U, as well as private outputs view for BS.S and sig for BS.U. Accordingly,
k
we write BS.Sh·,BS.U(pp,pk ,m)i (pp, pk , sk ) if BS.S can invoke up to k executions of the signing
k
protocol with BS.U. Similarly, we write BS.UhBS.S(pp,pk ,sk ),·i (pp, pk , m) if BS.U can invoke
up to k executions of the signing protocol with BS.S.
Blind signature schemes are required to satisfy the correctness property given in the
following definition:
Definition 5.2. Let BS be a blind signature scheme, and pp ∈ BS.PGen(1λ ). We say
that BS is corrBS -correct w.r.t. pp if, for every key pair (pk , sk ) ∈ BS.KGen(pp) and every
message m ∈ M, we have
Pr

[BS.Verify(pp, pk , m, sig) 6= 1] ≤ corrBS .

(view ,sig)←$hBS.S(pp,pk ,sk ),BS.U(pp,pk ,m)i

The security of blind signature schemes is defined by two security notions called blindness
and one-more unforgeability [JLO97, PS00]. We start with the blindness property, which
prevents the (malicious) signer to learn information about signed messages.
Definition 5.3. Let BS be a blind signature scheme, and pp ∈ BS.PGen(1λ ). We say that
BS is (t, ε)-blind w.r.t. pp if, for every adversarial signer S∗ running in time at most t and
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ExpBlind
BS,S∗ (pp):
1:
2:
3:

b ←$ {0, 1}
(pk , sk ) ←$ BS.KGen(pp)
(m0 , m1 , st find ) ←$ S∗ (find, pp, pk , sk )
1

4:
5:
6:
7:
8:
9:
10:
11:

1

st issue ←$ S∗ h·,BS.U(pp,pk ,mb )i ,h·,BS.U(pp,pk ,m1−b )i (issue, st find )
Let sig b , sig 1−b denote the local output of BS.U(pp, pk , mb ), BS.U(pp, pk , m1−b ).
if (sig 0 = ⊥) ∨ (sig 1 = ⊥) then
(sig 0 , sig 1 ) ← (⊥, ⊥)
∗
b ←$ S∗ (guess, sig 0 , sig 1 , st issue )
if b = b∗ then
return 1
return 0

ExpOMUF
BS,U∗ (pp):
21:
22:
23:
24:
25:
26:

(pk , sk ) ←$ BS.KGen(pp)
∞
((m1 , sig 1 ), . . . , (m` , sig ` )) ←$ U∗ hBS.S(pp,pk ,sk ),·i (pp, pk , ·)
Let k denote the number of successful interactions between BS.S and U∗ .
if (mi 6= mj ) ∧ (BS.Verify(pp, pk , mi , sig i ) = 1) ∧ (k + 1 = `) then // ∀i, j ∈ [`], i 6= j
return 1
return 0
OMUF
Figure 5.1: Definition of the experiments ExpBlind
BS,S∗ and ExpBS,U∗ .

working in modes find, issue, and guess, we have
 1

Blind
AdvBlind
≤ ε,
BS,S∗ (pp) = 2 · Pr ExpBS,S∗ (pp) = 1 −
2
where the experiment ExpBlind
BS,S∗ is depicted in Figure 5.1. We say that BS is ε-statistically
blind if it is (t, ε)-blind for every t.
∗
In the experiment ExpBlind
BS,S∗ , the adversarial signer S chooses two messages m0 and m1
∗
in mode find. Then, S executes two interactions with the honest user BS.U in mode issue.
Depending on the random bit b, BS.U computes blind signatures sig b and sig 1−b in the first
and second interaction with S∗ , respectively. In mode guess, S∗ obtains sig 0 and sig 1 in the
original order, and has to decide which of the two messages has been signed first. If BS.U
returns ⊥ in at least one of the two executions, then S∗ is informed about the failure and
does not get any signature.
Next, we define the one-more unforgeability property of blind signature schemes. It
ensures that each successful execution of the signing protocol yields at most one valid blind
signature.
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Definition 5.4. Let BS be a blind signature scheme, and pp ∈ BS.PGen(1λ ). We say that
BS is (t, qSign , ε)-one-more unforgeable w.r.t. pp if, for every adversarial user U∗ running in
time at most t and making at most qSign interactions with BS.S, we have


OMUF
AdvOMUF
BS,U∗ (pp) = Pr ExpBS,U∗ (pp) = 1 ≤ ε,
where the experiment ExpOMUF
BS,U∗ is depicted in Figure 5.1.
∗
In the experiment ExpOMUF
BS,U∗ , the goal of the adversarial user U is to return k + 1 valid
pairs (m1 , sig 1 ), . . . , (mk+1 , sig k+1 ) after k successful interactions with the honest signer
BS.S, where k ≤ qSign .

5.1.1 Further Security Properties
In this section we consider further attacks and extensions to the standard security notions
of blindness and one-more unforgeability of blind signature schemes.
Schröder and Unruh [SU17] introduced a stronger security notion called honest-user
unforgeability. They showed that this notion is more convenient for the security of blind
signature schemes as it removes certain types of attacks not captured in the traditional
security model of one-more unforgeability due to Pointcheval and Stern [PS00]. Assuming
that the one-more unforgeability property holds, we can establish honest-user unforgeability
by signing a commitment to the message instead of the message itself via any commitment
scheme [Blu81] that is statistically hiding but computationally binding (see, e.g. [DPP94]).
Camenisch et al. [CNs07] introduced the strengthened security notion of selective failure
blindness. It prevents a malicious signer in the blindness experiment to choose a message
from a distribution that makes the signing protocol fail. Fischlin and Schröder [FS09]
showed that the blindness property of any blind signature scheme can easily be extended
to cover such kind of attacks. This can also be established by signing a commitment to the
message instead of the message itself, and the commitment scheme has to be statistically
hiding but computationally binding.
Fischlin [Fis06] considered a blindness experiment under maliciously generated keys.
More concretely, instead of letting the experiment generates a key pair, the signer further
outputs a public key pk , i.e., (pk , m0 , m1 , st find ) ←$ S∗ (find, pp) (cf. Figure 5.1). Blindness
under this setting is harder to achieve, and it is still unclear how to prove the blindness
property of our schemes under maliciously generated keys. The same is true for previous
schemes, e.g., for the scheme by Hauck et al. [HKLN20].
Fischlin and Schröder [FS10] showed that it is infeasible to find a black-box reduction
from some non-interactive cryptographic assumption to the one-more unforgeability property in the standard model for blind signature schemes that satisfy some specific properties.
This impossibility result does not apply to our blind signature schemes, since we consider
security in the ROM.
In the context of blind signatures, Schnorr [Sch01] defined a computational problem called
Random inhomogenities in an Overdetermined, Solvable system of linear equations (ROS).
He showed that solving the ROS problem implies the forgeability of number-theoretic blind
signature schemes such as [PS00, AO00]. This attack was significantly improved, e.g., by
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Wagner [Wag02] and most recently by Benhamouda et al. [BLL+ 21]. However, Hauck
et al. [HKLN20] showed that the ROS attack cannot be applied to lattice-based schemes
due to their algebraic structure. They defined a lattice variant of this problem called the
Generalized ROS problem, and leave solving this variant in sub-exponential time as an
open problem.

5.2 The Partitioning and Permutation Technique
In this section we introduce the partitioning and permutation technique. It allows a user
in a blind signature scheme to mask the hash value that is output by some cryptographic
hash function, so that blindness is satisfied at the first user stage without the need to
apply any security check (rejection sampling procedure) or restart the algorithm BS.U1
(cf. Definition 5.1). As a result, smaller parameters can be selected for the scheme, which
reduces the size of signatures and speeds up the signing process. It also allows to use
cryptographic hash functions that output polynomials from Tnκ instead of polynomials with
unspecified Hamming weight.
o
n
b
i
Definition 5.5. We define by T := (−1) · X b ∈ {0, 1}, i ∈ Z the set of signed permutation polynomials that represent a rotation multiplied by a sign.
Lemma 5.6. The set T defines a group with respect to multiplication in R. The inverse
of any p = (−1)b · X i ∈ T is given by p−1 = (−1)1−b · X n−i ∈ T.
Proof. Let p1 = (−1)b1 · X i1 , p2 = (−1)b2 · X i2 ∈ T. Then, p1 · p2 = (−1)b1 +b2 · X i1 +i2 ∈ T,
and p · p−1 = (−1)b · X i · (−1)1−b · X n−i = −X n ≡ 1 mod hX n + 1i. Thus, every p ∈ T has
an inverse p−1 ∈ T and the neutral element is given by the polynomial 1.
The partitioning and permutation technique works as follows: Let c be a polynomial
from Tnκ . The goal is to mask c to obtain a blinded element, and then send this element
to the signer in order to compute a signature.
To this end, the polynomial c is split into
Pκ
partitions c1 , . . . , cκ ∈ T such that c = j=1 cj and each partition cj is the j th non-zero
entry of c at exactly the same position. Then, each partition cj is masked by computing
c∗j = p−1
j · cj for all j ∈ [κ], where pj are chosen from the uniform distribution over T. The
masked element that is sent to the signer is given by the vector c∗ = (c∗1 , . . . , c∗κ ) ∈ Tκ . The
following lemma shows that the vector c∗ is independently distributed from the polynomial
c. It is a crucial result that will be used to prove the statistical blindness of our blind
signature schemes.
P
Lemma 5.7. Let c ∈ Tnκ , and c1 , . . . , cκ be a partition of c such that c = κj=1 cj and each
cj consists of the j th non-zero entry of c at the j th position. Furthermore, let c∗j = p−1
j cj for
random signed rotations p1 , . . . , pκ ∈ T. Then, c∗j , cj ∈ T and we have:
 
−1
(c∗1 , . . . , c∗κ ) = p−1
c =
1 c1 , . . . , p κ cκ
p1 ,...,pκ ← T
 ∗

−1
Pr
(c1 , . . . , c∗κ ) = p−1
= (2n)−κ .
1 c1 , . . . , p κ cκ


Pr

$

p1 ,...,pκ ←$T
c←$Tn
κ
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Proof. For any partitioning we have cj ∈ T, since it contains only one ±1 at exactly the
same position as c. Furthermore, each cj ∈ T can be transformed into any element of T
via a signed rotation p ∈ T, hence c∗j ∈ T.
Let c ∈ Tnκ , and c1 , . . . , cκ be a partition of c. Then, for any fixed c∗j ∈ T there exists
−1
−1
∗
∗
−1
exactly one set of elements p−1
1 , . . . , pκ ∈ T such that c1 = p1 c1 , . . . , cκ = pκ cκ . Thus,
we have
 ∗
 
−1
Pr
(c1 , . . . , c∗κ ) = p−1
c = (2n)−κ .
1 c1 , . . . , p κ cκ
p1 ,...,pκ ←$T

Next, we recall that for any fixed c∗j , cj ∈ T, there exists exactly one pj ∈ T for each j ∈ [κ]
such that c∗j = p−1
j cj . Thus, we have
 ∗

−1
(c1 , . . . , c∗κ ) = p−1
=
Pr
1 c1 , . . . , p κ cκ
p1 ,...,pκ ←$T
c←$Tn
κ

X
c∈Tn
κ

Pr



p1 ,...,pκ ←$T

−1
(c∗1 , . . . , c∗κ ) = p−1
1 c1 , . . . , p κ cκ




c · Pr[c] = (2n)−κ .

5.3 The Blind Signature Scheme BLAZE
In this section we introduce our first blind signature scheme BLAZE. Its signing protocol
consists of four moves between the signer and user. As opposed to the first lattice-based
construction of blind signatures [Rüc10], any blind signature generated by BLAZE has
to pass two security checks (rejection sampling procedures) rather than three. The first
one is carried out by the signer in order to conceal the secret key, and the second one is
performed by the user to ensure blindness. If the first check fails, the signer simply restarts
the signing protocol. However, the user requests a protocol restart from the signer in case
the computed blind signature does not pass the security check. This is why the fourth
move is required. That is, this move allows the signer to check if the user was not able
to compute a blind signature, and to restart the interaction. In Section 5.3.1, we give a
detailed description of BLAZE and prove its correctness. Then, we analyze its statistical
blindness and computational one-more unforgeability in Section 5.3.2.

5.3.1 Description of the Scheme
We let H : {0, 1}∗ → Tnκ be a cryptographic hash function. In order to ensure security
over restarts, BLAZE uses a commitment scheme [Blu81] that is statistically hiding but
computationally binding (see, e.g. [DPP94]). This kind of schemes allows to commit to a
message while keeping it secret and unmodified. It defines a commitment function
Com : {0, 1}∗ × {0, 1}`str → {0, 1}`τ , (m; str ) 7→ τ,
where `str , `τ ≥ λ. The input of Com is a message m of arbitrary length and a randomness
str of length `str , and the output is a commitment τ of length `τ . This function provides
two basic security properties called the statistical hiding and computational binding. The
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BS.KGen(pp):
1:
2:
3:
4:
5:

BS.Verify(pp, pk , m, sig):

s ←$ Ssk1 +k2
b ← [Ik1 | A] · s (mod q)
pk ← b
sk ← s
return (pk , sk )

111:
112:
113:
114:
115:
116:
117:
118:

BS.S(pp, pk , sk )

parse sig = (str , c, z)
if z 6∈ Szk1 +k2 then
return 0
parse pk = b
w ← [Ik1 | A] · z − bc (mod q)
if c 6= H(w, Com(m; str )) then
return 0
return 1
BS.U(pp, pk , m)

(v∗ , st S ) ←$ BS.S1 (pp, pk , sk )

v∗
c∗

(z∗ , st S ) ← BS.S2 (pp, pk , sk , st S , c∗ )

(c∗ , st U ) ←$ BS.U1 (pp, pk , m, v∗ )

z∗
result

(m, sig, result) ← BS.U2 (pp, pk , m, st U , z∗ )

ok ← BS.S3 (pp, pk , sk , st S , result)
Figure 5.2: Overview of the blind signature scheme BLAZE. The algorithm BS.PGen is explained
in the text, and the algorithms BS.S, BS.U are described in Figure 5.3.

first one indicates that the commitment τ does not reveal any statistical information about
the message m so that the distributions of τ and any other commitment τ 0 to a message m 0
are ε-statistically close, where ε ≈ 0. The latter property ensures that it is computationally
infeasible to find a message m 0 6= m and a randomness str 0 satisfying
Com(m 0 ; str 0 ) = τ = Com(m; str ).
Furthermore, any commitment scheme requires the correctness property, which ensures
that any honestly created commitment can be correctly verified. For further details about
commitment schemes and formal definitions we refer, for example, to [Alk15].
Next, we describe our blind signature scheme BLAZE. Its respective algorithms are
formalized in Figures 5.2 to 5.4.
Parameter generation. Given 1λ , BS.PGen generates a set of public parameters subject
to the constraints given in Table 5.1. This set is given by

pp = 1λ , n, k1 , k2 , q, s, κ, y, z ∗ , e, z, `seed , `str , `τ , A ,
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BS.S2 (pp, pk , sk , st S , c∗ ):

BS.S1 (pp, pk , sk ):
11:
12:
13:
14:
15:
16:
17:

for j = 1 to κ do
yj ←$ Syk1 +k2
vj ← [Ik1 | A] · yj (mod q)
y ← (y1 , . . . , yκ )
v∗ ← (v1 , . . . , vκ )
st S ← (y, v∗ )
return (v∗ , st S )

41:
42:
43:
44:
45:
46:
47:
48:

∗

BS.U1 (pp, pk , m, v ):
21:
22:
23:
24:
25:
26:

27:

49:

parse v∗ = (v1 , . . . , vκ )
str ←$ {0, 1}`str
τ ← Com(m; str )
ρ ←$ {0, 1}`seed
e ∈ Sek1 +k2 ← Expand(ρ)
p = (p1 , . . . , pκ ) ←$ Tκ
κ
X
v ← [Ik1 | A] · e +
vj pj (mod q)
j=1

28:

c=

κ
X

cj ← H(v, τ ) //

29:
30:
31:

51:

cj ∈ T

−1
(c1 p−1
1 , . . . , c κ pκ )
∗

c ←
st U ← (v , str , τ, ρ, p, e, c, c∗ )
return (c∗ , st U )

61:
62:
63:
64:

66:
67:
68:
69:
70:
71:

BS.S3 (pp, pk , sk , st S , result):
81:
82:
83:
84:

if result 6= ok then
if Proof(pp, pk , st S , result) = 1 then
restart BS
return ok

c∗j ∈ T

BS.U2 (pp, pk , m, st U , z∗ ):

65:

j=1
∗

50:

parse sk = s
parse st S = (y, v∗ )
parse y = (y1 , . . . , yκ )
parse c∗ = (c∗1 , . . . , c∗κ ) //
for j = 1 to κ do
zj ← yj + sc∗j
∗
z ← (z1 , . . . , zκ )
(k +k )κ
if z∗ 6∈ Sz∗1 2 then
return ⊥
st S ← (y, v∗ , c∗ , z∗ )
return (z∗ , st S )

72:

73:

74:
75:
76:
77:
78:
79:

(k +k )κ

if z∗ 6∈ Sz∗1 2 then
return (⊥, ⊥, ⊥)
parse st U = (v∗ , str , τ, ρ, p, e, c, c∗ )
parse pk = b
parse v∗ = (v1 , . . . , vκ )
parse p = (p1 , . . . , pκ )
parse c∗ = (c∗1 , . . . , c∗κ )
parse z∗ = (z1 , . . . , zκ )
for j = 1 to κ do
wj ← [Ik1 | A] · zj − bc∗j (mod q)
if vj 6= wj then
return (⊥, ⊥, ⊥)
κ
X
z←e+
z j pj
j=1
k1 +k2
Sz

if z 6∈
then
result ← (τ, ρ, p, c)
return (⊥, ⊥, result)
result ← ok
sig ← (str , c, z)
return (m, sig, result)

Figure 5.3: A formal description of the algorithms BS.S and BS.U of BLAZE (cf. Figure 5.2).
The signer restarts the protocol if BS.S2 returns ⊥. The algorithm Proof is given in Figure 5.4.
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Proof(pp, pk , st S , result):
91:
92:
93:
94:
95:
96:
97:
98:

99:

parse pk = b
parse st S = (y, v∗ , c∗ , z∗ )
parse y = (y1 , . . . , yκ )
parse v∗ = (v1 , . . . , vκ )
parse c∗ = (c∗1 , . . . , c∗κ )
parse z∗ = (z1 , . . . , zκ )
parse result = (τ, ρ, p, c)
e ∈ Sek1 +k2 ← Expand(ρ)
κ
X
z←e+
zj pj
j=1

100:

v ← [Ik1 | A] · e +

κ
X

vj pj (mod q)

j=1
101:

102:

w ← [Ik1 | A] · z − bc (mod q)
κ
X


if
c∗j pj = c = H(v, τ ) ∧ (c = H(w, τ )) ∧ z 6∈ Szk1 +k2 then
j=1

103:
104:

return 1
return 0

Figure 5.4: The algorithm carried out by the signer in order to verify the proof of failure that
is sent by the user (see Figure 5.3).

where A is a matrix chosen randomly from the uniform distribution over Rqk1 ×k2 . The
remaining parameters are described below.
Key generation. Given a set of public parameters pp, BS.KGen samples a vector s from
the uniform distribution over Ssk1 +k2 , and computes b = [Ik1 | A] · s (mod q). The
public key is given by pk = b, while the secret key is set to sk = s.
Signing. The signing protocol consists of four moves between the signer BS.S and the user
BS.U, and it is initiated by the signer.
Given (pp, pk , sk ), BS.S1 selects masking vectors y1 , . . . , yκ from the uniform distribution over Syk1 +k2 . Then, it sets v∗ = (v1 , . . . , vκ ), and sends the vector v∗ to BS.U,
where vj = [Ik1 | A] · yj (mod q) for all j ∈ [κ].
Let m be the message being blindly signed by BS.S. On input (pp, pk , m, v∗ ), BS.U1
computes the commitment τ = Com(m; str ), where str is chosen randomly from the
uniform distribution over {0, 1}`str . Afterwards, it samples a random string ρ from
the uniform distribution over {0, 1}`seed , and expands it via the function Expand to
obtain the vector e ∈ Sek1 +k2 . Note that e is not directly sampled from the uniform
distribution over Sek1 +k2 . This reduces the communication complexity of the signing
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protocol because a proof of failure sent by BS.U2 (see below) will include only ρ rather
than the whole vector e. After that, BS.U1 selects a vector p = (p
P1 ,κ. . . , pκ ) from the
κ
uniform distribution over T . Then, it computes v = [Ik1 | A]·e+ j=1 vj pj (mod q),
and generates the hash value c =
τ ), where c is split into the partitions cj ∈ T
PH(v,
κ
th
for all j ∈ [κ] such that c =
partition cj consists of the j th
j=1 cj and the j
non-zero entry of c at the j th position. Subsequently, BS.U1 masks the partitions
cj by computing c∗ = (c∗1 , . . . , c∗κ ), where c∗j = cj p−1
for all j ∈ [κ]. Thanks to
j
the partitioning and permutation technique introduced in Section 5.2, the vector c∗
already blinds the hash value c without the need to carry out any security check
(rejection sampling procedure) and any potential restart. Then, BS.U1 sends the
vector c∗ to BS.S2 .
Using the partitions c∗1 , . . . , c∗κ , BS.S2 computes z∗ = (z1 , . . . , zκ ), where zj = yj + sc∗j
(k +k )κ
for all j ∈ [κ]. Then, it checks if z∗ ∈ Sz∗1 2 . This check ensures that the vector
(k +k )κ
z∗ follows the uniform distribution over Sz∗1 2 , and that it does not leak any
information about the secret key. If this is the case, then BS.S2 sends z∗ to BS.U2 .
Otherwise, BS.S2 restarts the protocol.
(k +k )κ

Upon receiving the vector z∗ , BS.U2 verifies that z∗ ∈ Sz∗1 2 , and that the commitments v1 , . . . , vκ received from BS.S in the first move correspond to both vectors
c∗ and z∗ , i.e., vj = [Ik1 | A] · zj − bc∗j (mod q) for all j ∈ [κ]. These checks detect malicious signers and ensure that the generated signatures are valid and blind.
However, they can be skipped
Afterwards,
Pκ in applications with trustworthy signers.
0
BS.U2 computes z = e + j=1 zj pj . This brings z into the form z = y + sc for some
y0 , and hence allows the verification
algorithm to succeed. In fact, we must have
Pκ
0
[Ik1 | A] · y = [Ik1 | A] · e + j=1 vj pj (mod q). Therefore, BS.U2 computes z that
way, and then checks if z ∈ Szk1 +k2 in order ensure that z is uniformly distributed
over Szk1 +k2 , and that all zj are concealed within z. Finally, BS.U2 sends result = ok
to BS.S3 indicating that it has obtained a valid blind signature. The blind signature
is given by sig = (str , c, z). If z 6∈ Szk1 +k2 , then BS.U2 sends BS.S3 a proof of failure
by setting result = (τ, p, ρ, c). This tuple allows BS.S3 to verify if BS.U was indeed
not able to obtain a valid blind signature (see Line 102 in Figure 5.4). If this proof
of failure is valid, then BS.S3 restarts the protocol. Otherwise, it assumes that BS.U
was already successful and terminates the protocol.
Verification. On input (pp, pk , m, sig), BS.Verify first makes sure that z ∈ Szk1 +k2 . If this
is not the case, then the signature sig is rejected. Then, it computes the vector
w = [Ik1 | A] · z − bc (mod q), and accepts if and only if the output of the hash
function H on input (w, Com(m; str )) is equal to c, i.e., c = H(w, Com(m; str )).
The following theorem states the correctness of BLAZE.
Theorem 5.8. Let H : {0, 1}∗ → Tnκ be a cryptographic hash function, and Com be the
commitment function of a commitment scheme that is statistically hiding but computationally binding. The blind signature scheme BLAZE is corrBS -correct w.r.t. pp ∈ BS.PGen(1λ ),
where
1
1
corrBS = 2 −
−
.
MS MU
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Table 5.1: A review of the parameters of BLAZE.

Parameter

Description

Bounds

n, k1 , k2
q
s

Dimension
Modulus
Bound of ksk∞

κ

Specifies the set Tnκ

MS
MU
M

No. restarts induced by BS.S
No. restarts induced by BS.U
Total No. restarts of BS

y

Bound of kyk∞

n = 2n , n0 , k1 , k2 ∈ N>0
prime, q = 1 (mod 2n)
s ∈Z
≥1
n
2κ
≥ 2λ
κ
MS ≥ 1
MU ≥ 1
M=
 MS MU 

z∗

Bound of kz∗ k∞

e

Bound of kek∞

z

Bound of kzk∞
z = e − κz ∗
In-/output length of functions
`str , `τ , `seed ≥ λ
Com and Expand

`str , `τ , `seed

0

exp

−(k1 +k2 )κns
y

≥ 1/MS

z ∗ = y − s

∗
exp −(k1 +ke2 )nκz ≥ 1/MU

Proof. Let sig = (str , c, z) be a valid blind signature that is generated by the signing
protocol of BLAZE on a message m. Then, we have z ∈ Szk1 +k2 . Moreover, the condition
c = H(w, Com(m; str ))
in the verification algorithm (cf. Figure 5.2) is satisfied due to the correctness property of
the commitment scheme3 , i.e., Com(m; str ) = τ , and due to the following:
w = [Ik1 | A] · z − bc
!
κ
X
= [Ik1 | A] · e +
zj pj − bc
j=1

= [Ik1 | A] ·

e+

= [Ik1 | A] · e +
= [Ik1 | A] · e +

κ
X

yj +

j=1
κ
X



pj

− bc

([Ik1 | A] · yj )pj +

j=1
κ
X
j=1

3

!
sc∗j

κ
X

([Ik1 | A] · s)c∗j pj − bc

j=1

vj pj +

κ
X

bcj − bc

j=1

We remark that Theorem 5.8 requires that the commitment scheme is perfectly correct. This means
that its related commitment function Com always generates commitments that can be verified correctly,
i.e., with probability 1.
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= [Ik1 | A] · e +

κ
X

vj pj

j=1

= v (mod q).
Next, we observe that a protocol restart is first triggered by the algorithm BS.S2 . This
(k +k )κ
(k +k )κ
occurs if z∗ 6∈ Sz∗1 2 (see Line 48 in Figure 5.3). The probability that z∗ ∈ Sz∗1 2 is
given by
 ∗
(k +k )κn 
(k +k )κn 
(k1 +k2 )κn
2z + 1 1 2
s
2y − 2s + 1 1 2
=
= 1−
2y + 1
2y + 1
y + 12
(k1 +k2 )κn



−(k1 + k2 )κns
s
≈ exp
,
≈ 1−
y
y
where we used the fact that the parameter selection always require a value of y that is very
large compared to 1/2. Therefore, we select y such that the above probability is at least
1/MS , where MS ≥ 1 is a fixed number of the restarts induced by BS.S. Thus, the signer
returns ⊥ with probability at most 1 − M1S . A protocol restart is also induced by BS.U2 if
z 6∈ Szk1 +k2 (see Line 74 in Figure 5.3). The probability that z ∈ Szk1 +k2 is given by
(k +k )n 
(k1 +k2 )n



κz ∗
−(k1 + k2 )nκz ∗
2z + 1 1 2
≈ 1−
≈ exp
,
2e + 1
e
e
where we also used the fact that e is very large compared to 1/2. Similarly, e is chosen
such that the latter probability is at least 1/MU , where MU ≥ 1 is a fixed number of the
restarts induced by BS.U. Thus, the user returns (⊥, ⊥, result) with probability at most
1 − M1U . Hence, the correctness error of BLAZE is at most corrBS = 2 − M1S − M1U , and the
total number of protocol restarts that is required to obtain a valid blind signature is given
by MS MU = M .

5.3.2 Security Analysis
In this section we prove the statistical blindness of BLAZE and provide our security argument about its computational one-more unforgeability.
Theorem 5.9. Let H : {0, 1}∗ → Tnκ be a cryptographic hash function modeled as a random
oracle, and Com be the commitment function of a commitment scheme that is statistically
hiding but computationally binding. Furthermore, let ε0 > 0 be the statistical distance
between the distributions of any two commitments generated by the function Com. The
blind signature scheme BLAZE is ε-statistically blind w.r.t. pp ∈ BS.PGen(1λ ) in the ROM,
where ε = max ε0 , (2n)−κ .
∗
Proof. In the blindness experiment ExpBlind
BS,S∗ (cf. Definition 5.3) the adversarial signer S
selects two messages m0 , m1 , and interacts with the honest user BS.U twice. We show that
after both interactions, the messages output by the user (interpreted as random variables)
are independently distributed and do not leak any information about the signed messages
and the respective interactions.
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The vector c∗ and the blind signature sig = (str , c, z) are both uniformly distributed over
Tκ and {0, 1}`str × Tnκ × Szk1 +k2 , respectively, and hence they do not leak any information.
Moreover, Lemma 5.7 ensures that the vector c∗ is independently distributed from the
polynomial c, and S∗ can link both elements only with probability (2n)−κ over guessing.
If the signing protocol needs to be restarted, then BS.U generates fresh random elements
str , ρ, p. Therefore, the protocol executions are independent of each other, and hence S∗
does not get any information about the message being signed. Furthermore, the string
τ included in the proof of failure also maintains blindness due to the statistical hiding
property of Com.
Conjecture 5.10. Let H : {0, 1}∗ → Tnκ be a cryptographic hash function modeled as
a random oracle, and Com be the commitment function of a commitment scheme that
is statistically hiding but computationally binding. The blind signature scheme BLAZE is
one-more unforgeable w.r.t. pp ∈ BS.PGen(1λ ) in the ROM as long as MLWE∞ is hard
w.r.t. pp 0 = (n, k1 , k2 , q, s, A) and MSIS∞ is hard w.r.t. pp 00 = (n, k1 , k2 + 1, q, 2e).
In order to forge blind signatures, an attacker can attempt to recover the secret key
from the public parameters and public key. This is based on the hardness of MLWE∞
w.r.t. pp 0 = (n, k1 , k2 , q, s, A).
An attacker can also succeed in forging blind signatures if he can break the binding
property of the commitment scheme underlying BLAZE. In this case, he can simply interact
with the signer to obtain a blind signature sig = (str , c, z) on a message m, and then find
another message m 0 6= m and a randomness str 0 satisfying Com(m 0 ; str 0 ) = Com(m; str ).
This allows to obtain the forgery (str 0 , c, z) on the message m 0 .
Assuming that the attacker does not know the secret key and that the binding property
of the underlying commitment scheme holds, we argue in the following that forging a
signature implies solving MSIS∞ w.r.t. pp 00 = (n, k1 , k2 + 1, q, 2e). Let sig = (str , c, z) be a
valid forgery on a message m. Then, we have z ∈ Szk1 +k2 and
c = H([Ik1 | A] · z − bc (mod q), Com(m; str )).
By setting
τ = Com(m; str ), A0 = [A | −b] ∈ Rqk1 ×(k2 +1) , and x = [z | c]> ∈ Rk1 +k2 +1 ,
we can write
c = H([Ik1 | A0 ] · x (mod q), τ ),
where kxk∞ ≤ z < e. Therefore, the pair (x, τ ) ∈ Rk1 +k2 +1 × {0, 1}`τ constitutes
a solution to SelfTargetMSIS∞ with respect to the public parameters given by the set
(n, k1 , k2 + 1, q, κ, e, H) and the matrix A0 . By Lemma 2.12, this implies solving MSIS∞
w.r.t. pp 00 = (n, k1 , k2 + 1, q, 2e) and the matrix A0 .
Finally, we analyze the case that a user is able to generate a valid blind signature after
an aborted interaction with the signer. From the aborted interaction we obtain a proof of
failure result = (τ, ρ, p, c). It satisfies the following conditions (see Line 102 in Figure 5.4):
κ
X
j=1
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c∗j pj = c = H(v, τ )

(5.1)
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c = H(w, τ )

(5.2)

Szk1 +k2

(5.3)

z 6∈

Now, assume that the user obtains a valid blind signature sig 0 = (str 0 , c0 , z0 ) after an aborted
interaction. If c0 = c, then by Equation (5.2) together with the verification algorithm and
the binding property of Com we obtain
[Ik1 | A] · (z − z0 ) = [Ik1 | A0 ] · x = 0 (mod q),
where x = [z − z0 | 0]> . In addition, we have z 6= z0 , because the case z = z0 contradicts Equation (5.3). Note that kzk∞ ≤ e + κz ∗ , and hence kz − z0 k∞ ≤ z + e + κz ∗ = 2e.
Therefore, the vector x constitutes a solution to MSIS∞ w.r.t. pp 00 = (n, k1 , k2 + 1, q, 2e)
0 −1 0
and the matrix A0 . If c0 6= c, then by Equation (5.1) we must have c∗j = p−1
j cj = p j cj ,
where p0 j 6= pj for all j ∈ [κ]. Otherwise, sig 0 was not obtained from the aborted interac0 −1 0 −1
tion. Thus, we have p−1
j = p j cj cj . Hence, the user must have predicted the output of H
in order to determine p−1
j , which is assumed to be computationally infeasible.

5.4 The Blind Signature Scheme BLAZE+
In this section we introduce our second blind signature scheme BLAZE+ . We recall that the
signing protocol of BLAZE consists of four moves between the signer BS.S and the user BS.U.
Protocol restarts are triggered due to two security checks. The first check is carried out by
BS.S in order to hide the secret key, and the second check by BS.U to maintain blindness. In
case the latter check fails, BS.U requests a protocol restart by sending BS.S a proof of failure.
This is why the last move is needed in the protocol, as opposed to the standard three-move
structure of the canonical identification scheme underlying BLAZE. Furthermore, BS.U
must also use a statistically hiding but computationally binding commitment scheme in
order to keep the message hidden from BS.S when a protocol restart is required.
BLAZE+ is basically developed by applying our tree of commitments technique introduced
in Chapter 4 to BLAZE. In particular, protocol restarts induced by BS.U are completely
removed. This is accomplished by generating a large enough number of masking vectors all
at once such that blinding the signature created by BS.S can be achieved with a probability
very close to 1, e.g., 1 − 2−80 . This allows to safely eliminate the last move of the signing
protocol including the proof of failure, and obtain a three-move protocol. Consequently,
the statistically hiding but computationally binding commitment scheme that is used to
keep the message hidden over restarts is not required anymore.
Furthermore and unlike BLAZE, the secret key of BLAZE+ is Gaussian distributed, and
both BS.S and BS.U sample the masking vectors from the Gaussian distribution rather than
the uniform distribution over different subsets of Rq . Using the Gaussian distribution for
masking allows to generate blind signatures with smaller size. We remark that exploiting
this fact in BLAZE may lead the verification algorithm to accept even if the security check
carried out by BS.U fails. This allows a (malicious) user to request a protocol restart in
order to obtain another signature.
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BS.KGen(pp):
1:
2:
3:
4:
5:

BS.Verify(pp, pk , m, sig):

2
repeat s ←$ DZk1n+k
,σ 0 until ksk ≤ Bs
b ← [Ik1 | A] · s (mod q)
pk ← b
sk ← s
return (pk , sk )

81:
82:
83:
84:
85:
86:
87:
88:
89:

BS.S(pp, pk , sk )
(v∗ , st S ) ←$ BS.S1 (pp, pk , sk )

BS.U(pp, pk , m)
v∗
c∗

z∗ ← BS.S2 (pp, pk , sk , st S , c∗ )

parse sig = (c, z, auth)
if kzk > Bz then
return 0
parse pk = b
w ← [Ik1 | A] · z − bc (mod q)
root ← RootCalc(w, auth)
if c 6= H(root, m) then
return 0
return 1

(c∗ , st U ) ←$ BS.U1 (pp, pk , m, v∗ )

z∗
(m, sig) ← BS.U2 (pp, pk , m, st U , z∗ )

Figure 5.5: Overview of the blind signature scheme BLAZE+ . The parameter generation algorithm BS.PGen is explained in the text. The algorithms BS.S, BS.U are formalized in Figure 5.6.

We give a detailed description of BLAZE+ in Section 5.4.1 including a proof of its correctness. Then, we analyze its statistical blindness and computational one-more unforgeability
in Section 5.4.2.

5.4.1 Description of the Scheme
We let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash functions.
The first one is used to construct trees of commitments (see Section 4.2), and the second
one computes the hash values that are part of blind signatures. In the following we give
a detailed description of BLAZE+ . The respective algorithms of the scheme are formally
given in Figures 5.5 and 5.6.
Parameter generation. Given 1λ , BS.PGen generates a set of public parameters given by

pp = 1λ , n, k1 , k2 , q, σ 0 , Bs , κ, σ ∗ , `, σ, M, Bz∗ , U, h, Bz , `F , A ,
where the matrix A is chosen randomly from the uniform distribution over Rqk1 ×k2 .
The remaining parameters are generated as specified in Table 5.2 and in the following.
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Key generation. Given a set of public parameters pp, BS.KGen keeps sampling a vector s
2
from the Gaussian distribution DZk1n+k
,σ 0 until it satisfies ksk ≤ Bs , where the bound
p
Bs is set to Bs = η 0 σ 0 (k1 + k2 )n for η 0 > 0 (see Lemma 2.6). Then, it computes
the vector b = [Ik1 | A] · s (mod q). The public and secret keys are given by the
pair (pk = b, sk = s). The condition ksk ≤ Bs represents a trade-off between the
speed of generating keys and the size of signatures. A closer look at Table 5.2 reveals
that a smaller value of η 0 decreases σ, where σ is the standard deviation of the
vector z included in a blind signature. However, a small value of η 0 reduces the
success probability of passing the condition ksk ≤ Bs , which may require to repeat
sampling the vector s. Note that the secret key can also be sampled from the uniform
distribution over the set Ssk1 +k2 as specified in BLAZE.
Signing. The signing protocol of BLAZE+ is initiated by the signer BS.S, and it consists
of three moves.
Given (pp, pk , sk ), BS.S1 computes vj = [Ik1 | A] · yj (mod q) for all j ∈ [κ], and
sends the vector v∗ = (v1 , . . . , vκ ) to BS.U1 , where yj are masking vectors sampled
2
from the Gaussian distribution DZk1n+k
,σ ∗ .
Let m be the message being blindly signed by BS.S. On input (pp, pk , m, v∗ ), BS.U1
κ
selects a random vector p = (p
1 , . . . , pκ ) from the uniform distribution over T . Then,
P
κ
it computes the vector v0 = j=1 vj pj (mod q), and subsequently the commitments
v(k) = [Ik1 | A] · e(k) + v0 (mod q) for all k ∈ {0, . . . , ` − 1}, where e(k) are masking
2
vectors sampled from the Gaussian distribution DZk1n+k
,σ . These commitments are
then used to generate a tree of commitments of height h = dlog(`)e via the algorithm
HashTree. This algorithm outputs (root, tree), where root is the root of the tree and
tree is the sequence of all other nodes of the tree. This root together with the message
m are used as input to compute the hash value c via the function H. Similar to BLAZE,
the partitioning and permutation technique (cf. Section 5.2) is then employed in order
to blind c without the need to carry out any security check or P
trigger any restart.
That is, BS.U1 splits c into the partitions cj ∈ T such that c = κj=1 cj and the j th
partition cj consists of the j th non-zero entry of c at exactly the same position. After
that, BS.U1 masks the partitions cj by computing c∗ = (c∗1 , . . . , c∗κ ), where c∗j = cj p−1
j
for all j ∈ [κ]. Then, it sends the vector c∗ to BS.S2 . Note that the generation
of all e(k) as well as performing the multiplications [Ik1 | A] · e(k) (mod q) can be
precomputed by the user before starting the protocol with the signer. We further
note that all e(k) can be reused in case a protocol restart is triggered by BS.S2 (see
below), because only the blind vector c∗ is revealed, which will be different in each
restart. This saves sampling a large number of Gaussian vectors over restarts.
Upon receiving c∗ = (c∗1 , . . . , c∗κ ), BS.S2 uses the partitions c∗j to compute the vector
z∗ = (z1 , . . . , zκ ), where zj = yj + sc∗j for all j ∈ [κ]. Then, it checks if z∗ does not
leak any information about sk . This is established by applying the rejection sampling
procedure Rej on input (pp, z∗ , s∗ ), where s∗ = (sc∗1 , . . . , sc∗κ ), and verifying that z∗
(k +k )κ
follows the Gaussian distribution DZn1,σ 2 . If rejection sampling does not accept,
then BS.S2 restarts the signing protocol. Otherwise, BS.S2 sends z∗ to BS.U2 .
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BS.S2 (pp, pk , sk , st S , c∗ ):

BS.S1 (pp, pk , sk ):
11:
12:
13:
14:
15:
16:
17:

for j = 1 to κ do
2
yj ←$ DZk1n+k
,σ ∗
vj ← [Ik1 | A] · yj (mod q)
y ← (y1 , . . . , yκ )
v∗ ← (v1 , . . . , vκ )
st S ← y
return (v∗ , st S )

41:
42:
43:
44:
45:
46:
47:
48:

∗

BS.U1 (pp, pk , m, v ):
21:
22:

23:

parse v∗ = (v1 , . . . , vκ )
p = (p1 , . . . , pκ ) ←$ Tκ
κ
X
v0 ←
vj pj (mod q)
j=1

24:
25:
26:
27:

28:

for k = 0 to ` − 1 do
2
e(k) ←$ DZk1n+k
,σ
v(k) ← [Ik1 | A] · e(k) + v0 (mod q)
(root, tree) ← HashTree(v(0) , . . . , v(`−1) )
κ
X
c=
cj ← H(root, m) // cj ∈ T
j=1

29:
30:
31:
32:

∗

−1
(c1 p−1
1 , . . . , c κ pκ )
(0)
(`−1)

c ←
e ← (e , . . . , e
)
∗
st U ← (v , p, e, tree, c, c∗ )
return (c∗ , st U )

IterateRej(pp, e, z0 ):

49:
50:

parse sk = s
parse st S = y = (y1 , . . . , yκ )
parse c∗ = (c∗1 , . . . , c∗κ ) // c∗j ∈ T
for j = 1 to κ do
zj ← yj + sc∗j
z∗ ← (z1 , . . . , zκ )
s∗ ← (sc∗1 , . . . , sc∗κ )
if Rej(pp, z∗ , s∗ ) = 0 then
return ⊥
return z∗

BS.U2 (pp, pk , m, st U , z∗ ):
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:

63:

if kz∗ k > Bz∗ then
return (⊥, ⊥)
parse st U = (v∗ , p, e, tree, c, c∗ )
parse pk = b
parse v∗ = (v1 , . . . , vκ )
parse p = (p1 , . . . , pκ )
parse c∗ = (c∗1 , . . . , c∗κ )
parse z∗ = (z1 , . . . , zκ )
for j = 1 to κ do
wj ← [Ik1 | A] · zj − bc∗j (mod q)
if vj 6= wj then
return (⊥, ⊥)
κ
X
0
z ←
zj pj
j=1

71:
72:
73:
74:
75:
76:

parse e = (e(0) , . . . , e(`−1) )
for k = 0 to ` − 1 do
z ← e(k) + z0
if Rej(pp, z, z0 ) = 1 then
return (z, k)
return (⊥, ⊥)

64:
65:
66:
67:
68:
69:

(z, k) ← IterateRej(pp, e, z0 )
if (z, k) = (⊥, ⊥) then
return (⊥, ⊥)
auth ← BuildAuth(k, tree, h)
sig ← (c, z, auth)
return (m, sig)

Figure 5.6: A formal description of the algorithms BS.S and BS.U of BLAZE+ (cf. Figure 5.5).
The signer restarts the protocol if BS.S2 returns ⊥.
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Table 5.2: A review of the parameters of BLAZE+ .

Parameter

Description

Bounds

n, k1 , k2
q
σ0

Dimension
Modulus
Standard deviation of s

κ

Specifies the set Tnκ

σ∗

Standard deviation of z∗

σ

Standard deviation of z

`
h
M
Bs
Bz∗
Bz
`F

No. masking vectors e(k)
Tree height
No. restarts of BS
Bound of ksk
Bound of kz∗ k
Bound of kzk
Output length of F

n = 2n , n0 , k1 , k2 ∈ N>0
prime, q = 1 (mod 2n)
σ0 
> 0
n
2κ
≥ 2λ
κ
√
σ ∗ = α∗ κBs , α∗ > 0

1
+
, α > 0,
σ = αη Bηz∗∗ , U = exp 12
2
α
2α

1−2−100 `
1− U
≤ δ, δ > 0
` ∈ N>1
h = dlog(`)e

M = exp α12∗ + 2α1∗2
p
Bs = η 0 σ 0 (k1 + k2 )n, η 0 > 0
p
Bz∗ = η ∗ σ ∗ (k1 + k2 )κn, η ∗ > 0
p
Bz = ησ (k1 + k2 )n, η > 0
`F ≥ 2λ

0

Given z∗ , BS.U2 verifies that kz∗ k ≤ Bz∗ , and thatPvj = [Ik1 | A] · zj − bc∗j (mod q)
for all j ∈ [κ]. Then, it computes the vector z0 = κj=1 zj pj and runs the algorithm
IterateRej on input (pp, e, z0 ), where e = (e(0) , . . . , e(`−1) ). This
algorithm repeatedly

(k)
0 0
keeps applying rejection sampling on input pp, e + z , z until it accepts for some
masking vector e(k) , where k ∈ {0, . . . , ` − 1}. The algorithm IterateRej outputs (z, k),
where z = e(k) + z0 and k corresponds to the index of the masking vector e(k) , for
which Rej(pp, z, z0 ) = 1. After that, BS.U2 computes the authentication path auth
associated to the index k by using the algorithm BuildAuth on input (k, tree, h). This
allows to compute the root of the corresponding tree of commitments, and hence
verifying the blind signature. Finally, BS.U2 returns the message m and its blind
signature sig = (c, z, auth). Note that the number ` of masking vectors is chosen
large enough such that the algorithm IterateRej returns (⊥, ⊥) with a probability
very close to zero, e.g., 2−80 .
Verification. On input (pp, pk , m, sig), BS.Verify first checks that kzk ≤ Bz and rejects
if this is not the case. Otherwise, it computes w = [Ik1 | A] · z − bc (mod q), and
runs the algorithm RootCalc on input (w, auth) to compute the root of the tree of
commitments that includes the leaf F(w) and its authentication path auth. The
algorithm accepts if and only if c = H(root, m).
The following theorem states the correctness of BLAZE+ .
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Theorem 5.11. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash
functions. The blind signature scheme BLAZE+ is corrBS -correct w.r.t. pp ∈ BS.PGen(1λ ),
where
1
+ ε∗ + δ + ε.
corrBS = 1 −
M
The term 1 − 1/M defines the probability that BS.S2 returns ⊥, ε∗ is the probability that
kz∗ k > Bz∗ , δ is the probability that IterateRej returns (⊥, ⊥), and ε is the probability that
kzk > Bz , i.e., the probability that BS.Verify rejects a valid blind signature.
Proof. Let sig = (c, z, auth) be a valid blind signature that is generated by the signing
protocol of BLAZE+ on a message m. Then, the vector z is p
distributed according to the
k1 +k2
Gaussian distribution DZn ,σ . By Lemma 2.6, kzk > Bz = ησ (k1 + k2 )n with probability



(k1 + k2 )n
(k1 +k2 )n
2
,
ε=η
exp
1−η
2
where η > 0. By a suitable choice of η we obtain kzk ≤ Bz with probability at least 1 − ε,
e.g., 1 − 2−80 .
Similarly, after receiving the vector z∗ , the algorithm BS.U2 verifies that kz∗ k ≤ Bz∗ .
By Lemma 2.6, the probability that this condition does not hold is given by



(k1 + k2 )κn
∗
∗ (k1 +k2 )κn
∗2
ε =η
exp
1−η
,
2
where η ∗ > 0 can be chosen such that kz∗ k > Bz∗ with probability at most ε∗ .
Next, we show that the condition c = H(root, m) in the verification algorithm is also
satisfied. To this end, we first show that the vector w computed in BS.Verify matches
the commitment v that is used in BS.U1 to build the related tree of commitments with
authentication path auth, i.e.,
w = [Ik1 | A] · z − bc
= [Ik1 | A] ·

e(k) +

κ
X

!
z j pj

− bc

j=1

= [Ik1 | A] ·

e(k) +

κ
X

!

∗

yj + scj pj

− bc

j=1
κ
κ
X
X
= [Ik1 | A] · e(k) +
([Ik1 | A] · yj )pj +
([Ik1 | A] · s)c∗j pj − bc
j=1

= [Ik1 | A] · e(k) +

κ
X
j=1

= [Ik1 | A] · e

(k)

+v

j=1

vj pj +

κ
X

bcj − bc

j=1

0

= v(k) (mod q).
Therefore, given the commitment w and its correct authentication path auth, the algorithm
RootCalc returns the correct root of the related tree of commitments.
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Furthermore, observe that BS.S2 returns ⊥, i.e., it restarts the signing protocol, if
Rej(pp, z∗ , s∗ ) = 0 (see Line 48 in Figure 5.6). By Lemma 2.8, this occurs with probability 1 − 1/M , where M = √
exp α12∗ + 2α1∗2 is the expected
number of protocol restarts and
√
∗
∗ ∗
∗
σ = α ks k. Since ks k ≤ κBs , we set σ ∗ = α∗ κBs .
Finally, BS.U2 returns (⊥, ⊥) if IterateRej returns (⊥, ⊥). This event occurs with probability at most δ. More concretely, Lemma 2.8 states that when using only one masking
vector, say e(0) , we have Rej(pp,
z, z0 ) = 1 with probability (1 − 2−100 )/U after an average

+ 2α1 2 restarts, where z = e(0) + z0 and σ = αkz0 k. By Lemma 2.7,
number of U = exp 12
α
P
√2 , since the vectors zj
the vector z0 = κj=1 zj pj follows the Gaussian distribution DZk1n+k
, κσ ∗
Bz∗
0
2
are distributed according to DZk1n+k
,σ ∗ . This means we have kz k ≤ η η ∗ , and hence we set
σ = αη Bηz∗∗ . When using ` masking vectors, the algorithm IterateRej returns (z, k) 6= (⊥, ⊥)
`

1−2−100
with probability 1 − 1 − U
after at most 1/(1 − δ) ≈ 1 restarts, where ` and δ are


`
−100
≤ δ and δ ≈ 0, e.g., 2−80 . Hence, the correctness error of
chosen such that 1 − 1−2U

BLAZE+ is at most corrBS = 1 − M1 + ε∗ + δ + ε, and the total number of protocol restarts
that is required to obtain a valid blind signature is given by M .

5.4.2 Security Analysis
In this section we prove the statistical blindness of BLAZE+ and provide our security argument about its computational one-more unforgeability.
Theorem 5.12. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash
functions modeled as random oracles. The blind signature scheme
BLAZE+ is ε-statistically

blind w.r.t. pp ∈ BS.PGen(1λ ) in the ROM, where ε = max 2−100 /U, (2n)−κ .
∗
Proof. In the blindness experiment ExpBlind
BS,S∗ the adversarial signer S selects two messages
m0 , m1 and interacts with the honest user BS.U twice. We show that after both interactions,
the messages output by the user, i.e., two blind vectors of the form c∗ ∈ Tκ and two
signatures of the form sig = (c, z, auth), are independently distributed and do not leak any
information about the signed messages and the respective interaction.
The vector c∗ and the polynomial c are uniformly distributed over Tκ and Tnκ , respectively.
Hence, they do not leak any information. Moreover, Lemma 5.7 ensures that the vector
c∗ is independently distributed from the hash value c, and S∗ can link both elements only
with probability (2n)−κ over guessing. Furthermore, the authentication path auth includes
hash values that are uniformly distributed
over {0, 1}`F . By Lemma 2.8, the vector z is
P
κ
0
∗
independently distributed from z0 =
j=1 zj pj and completely masks z , and hence z .
By the same lemma, z is also within statistical distance of 2−100 /U from the Gaussian
2
distribution DZk1n+k
,σ .
Finally, if a protocol restart is triggered by S∗ , then BS.U generates fresh random elements. Therefore, the protocol executions are independent of each other, and hence S∗
does not get any information about the message being signed.
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ExpTree-SelfTargetMSIS
(pp):
A∗
1:
2:
3:
4:
5:
6:

parse pp = (n, k1 , k2 , q, κ, `, β, F, H)
A ←$ Rqk1 ×k2
(x = [z | c]> , auth, m) ←$ A∗ F,H (pp, A) // (x, auth, m) ∈ Rk1 +k2 +1 × ({0, 1}`F )dlog(`)e × {0, 1}∗
if (kxkp ≤ β) ∧ (c = H(RootCalc([Ik1 | A] · x (mod q), auth), m)) then
return 1
return 0

Tree-SelfTargetMSIS
Figure 5.7: Definition of the experiment ExpA
. The algorithm RootCalc is given
∗
in Definition 4.2.

Conjecture 5.13. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic
hash functions modeled as random oracles. The blind signature scheme BLAZE+ is onemore unforgeable w.r.t. pp ∈ BS.PGen(1λ ) in the ROMas long as MLWE2 is hard w.r.t.
p
pp 0 = (n, k1 , k2 , q, σ 0 , A) and MSIS2 is hard w.r.t. pp 00 = n, k1 , k2 + 1, q, 2 Bz2 + κ .
Similar to our first blind signature scheme BLAZE, an attacker can attempt to recover
the secret key sk , given the set of public parameters pp and public key pk , in order to
forge blind signatures under BLAZE+ . This is based on the hardness of MLWE2 w.r.t.
pp 0 = (n, k1 , k2 , q, σ 0 , A).
In the following we showthat forging a signature without
knowing the secret key implies

p
2
00
2
solving MSIS w.r.t. pp = n, k1 , k2 + 1, q, 2 Bz + κ . To this end, we define an extended
version of the problem SelfTargetMSIS (see Definition 2.11). We denote this extended
version by Tree-SelfTargetMSIS.
Definition 5.14. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash
functions. Furthermore, let pp = (n, k1 , k2 , q, κ, `, β, F, H), where n, k1 , k2 , q, κ, ` ∈ N>0 and
β ∈ R>0 . We say that the Tree-SelfTargetMSIS problem is (t, ε)-hard w.r.t. pp if, for every
algorithm A∗ running in time at most t, we have
h
i
Tree-SelfTargetMSIS
AdvTree-SelfTargetMSIS
(pp)
:=
Pr
Exp
(pp)
=
1
≤ ε,
A∗
A∗
where the experiment ExpTree-SelfTargetMSIS
is depicted in Figure 5.7.
A∗
Unlike SelfTargetMSIS, the problem Tree-SelfTargetMSIS does not define the “commitment” vector [Ik1 | A] · x (mod q) as the left part of the input to the hash function H.
Rather, its hash value under the hash function F represents a leaf of a tree of commitments, and the root of this tree is the left part of the input to H. Therefore, a solution
to Tree-SelfTargetMSIS w.r.t. pp = (n, k1 , k2 , q, κ, `, β, F, H) further includes an authentication path auth of this leaf, which together with the commitment allows to compute
the root of the tree via the algorithm RootCalc. In the following lemma we show that
Tree-SelfTargetMSIS is at least as hard as MSIS, when modeling the functions F and H as
random oracles.
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Lemma 5.15. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tnκ be two cryptographic hash
functions modeled
as random oracles. Furthermore, let n, k1 , k2 , q, κ, ` ∈ N>0 , β ∈ R>0 ,
 
n
`F ≥ 2λ, and 2κ
≥ 2λ . Define by qF and qH the maximum number of hash queries that
κ
can be made to the oracles OF and OH , respectively. The problem Tree-SelfTargetMSIS is
(t, ε)-hard w.r.t. pp = (n, k1 , k2 , q, κ, `, β, F, H) in the ROM if the problem MSIS is (t0 , ε0 )hard w.r.t. pp 0 = (n, k1 , k2 , q, 2β), where


qF2 +qF


1
2
ε − 2`F − |Tn |
1
1
q + qF
κ
t0 ≈ 2t ∧ ε0 ≈ ε − F `
− n ·
− n .
2F
|Tκ |
qH `
|Tκ |
Proof. Let A∗ be an algorithm that runs in time t and solves Tree-SelfTargetMSIS w.r.t.
pp = (n, k1 , k2 , q, κ, `, β, F, H) with probability ε. We construct a reduction algorithm R
that runs A∗ as a subroutine, and answers the hash queries made by A∗ to the oracles OF
and OH in order to solve MSIS w.r.t. pp 0 = (n, k1 , k2 , q, 2β).
Given a uniformly random matrix A ∈ Rqk1 ×k2 , R runs A∗ on input A as well. Queries to
the oracles OF and OH are answered similar to the way explained in the proof of Theorem 4.3.
Whenever A∗ queries the oracle OH on some input (root, m), R answers with a uniformly
random c ∈ Tnκ . However, queries to the oracle OF are answered in a way that excludes
q 2 +q
collisions and chains (see Figure 4.5). This is within statistical distance of at most F2`F F
from an oracle that allows the existence of collisions and chains.
Note that the probability that A∗ succeeds in finding a solution (x = [z | c]> , auth, m),
where c corresponds to one of the random oracle queries made by A∗ is at least ε − 1/|Tnκ |.
When A∗ returns a solution (x = [z | c]> , auth, m) to Tree-SelfTargetMSIS w.r.t. pp, R
invokes A∗ again with the same random tape, but reprograms the query OH (root, m) to a
different random answer c0 6= c, where (root, m) corresponds to the solution (x, auth, m).
By the forking lemma (Lemma 2.18), A∗ returns a solution (x0 = [z0 | c0 ]> , auth 0 , m 0 ) using
the hash query (root 0 , m 0 ) and with the probability ε0 that is given in the statement of this
lemma, such that
(c 6= c0 ) ∧ (root = root 0 ) ∧ (m = m 0 ) ∧ (k = k 0 ),
where k, k 0 ∈ {0, . . . , ` − 1} are the indices included in auth, auth 0 , respectively. Furthermore, answering queries to the oracle OF as described in Figure 4.5 ensures that both
auth, auth 0 include the same sequence of hash values. Therefore, we have auth = auth 0 and
[Ik1 | A] · x = [Ik1 | A] · x0 (mod q)

⇒

[Ik1 | A] · (x − x0 ) = 0 (mod q).

Since c 6= c0 , we have x 6= x0 and 0 < kx − x0 kp ≤ 2β. Therefore, R returns the non-zero
solution x − x0 to MSIS w.r.t pp 0 .
Finally, we complete
for
 our security argument
 Conjecture 5.13, i.e., we show how to solve
p
2
00
2
MSIS w.r.t. pp = n, k1 , k2 + 1, q, 2 Bz + κ , given a valid forgery sig = (c, z, auth) on
a message m. From the verification algorithm we have
kzk ≤ Bz and c = H(RootCalc([Ik1 | A] · z − bc (mod q), auth), m).
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k ×(k +1)

By setting A0 = [A | −b] ∈ Rq 1 2
and x = [z | c]> ∈ Rk1 +k2 +1 , where kxk ≤
we can write
c = H(RootCalc([Ik1 | A0 ] · x (mod q), auth), m).

p
Bz2 + κ,

2
Therefore, the tuple (x, auth, m) constitutes
a solution to Tree-SelfTargetMSIS
with respect


p
to the set of parameters given by n, k1 , k2 + 1, q, κ, `, Bz2 + κ, F, H . By Lemma 5.15,


p
this implies solving MSIS2 w.r.t. pp 00 = n, k1 , k2 + 1, q, 2 Bz2 + κ .

5.5 The Blind Signature Scheme BlindOR
In this section we present our third blind signature scheme BlindOR. Recently, Hauck
et al. [HKLN20] pointed out that the proof of the one-more unforgeability property that
originally turns back to Pointcheval and Stern [PS00] and later adapted by Rückert to the
lattice setting [Rüc10], has not been transformed correctly to a valid security reduction that
replaces the discrete logarithm assumption with lattice assumptions. Indeed, the main idea
of the reduction given in [PS00] is to select a secret key sk and then run the forger with the
related public key pk , which represents an instance of a computationally hard problem that
admits more than one solution. In other words, pk is related to more than one sk , and the
forger cannot distinguish which sk is used by the reduction. Note that it is crucial for the
reduction to know a secret key because, unlike standard Fiat-Shamir signature schemes, the
signer cannot be simulated without knowledge of a secret key (otherwise the scheme would
be universally forgeable [PS00]). After running the forger and obtaining an element x, the
reduction rewinds the forger with the same random tape and partially different random
oracle answers to obtain an element x0 . Then, the proof in [PS00] uses a subtle argument
to ensure that x 6= x0 with noticeable probability. This allows the reduction to compute a
solution to the underlying instance of the discrete logarithm problem.
In lattice-based schemes so far, the security proof is a reduction from the SIS problem
(or its ring variant RSIS) to the one-more unforgeability property. In this context, after
obtaining x and x0 from the forger, the reduction returns x − x0 as a non-zero solution
to SIS (or RSIS). The problem, as discussed in [HKLN20], is that Rückert’s argument is
not sufficient to ensure that x 6= x0 with high probability, and further assumptions are
required to guarantee that a transcript of the scheme with a given secret key sk can be
preserved with high probability when switching to a different valid secret key. Based on this
observation, Hauck et al. [HKLN20] extended the modular framework for blind signatures
from linear functions given in [HKL19] to the lattice setting, and provide a proof that
covers the missing argument.
Unfortunately, and as stated by the authors themselves, their framework is mostly of theoretical interest. Indeed, the solution presented in [HKLN20] to cover the missing argument
in the security proof entails parameters of huge size and renders the scheme impractical. In
particular, the RSIS-based instantiation given in [HKLN20] has public and secret keys of size
443.75 KB and 4275 KB, respectively, and generates blind signatures of size 7915.52 KB.
This classifies all known (three-move and four-move) lattice-based constructions of blind
signatures so far to schemes that either are not backed by a correct security proof, or need
impractically huge parameters to obtain a provably secure instantiation.

78

5.5 The Blind Signature Scheme BlindOR
As stated at the beginning of this chapter, our scheme BlindOR, which is simultaneously
practical and provably secure, makes use of OR-proofs introduced by Cramer et al. [CDS94].
An OR-proof is a Sigma protocol that allows to prove the knowledge of a witness for
one of two (or more) statements, without revealing which one. BlindOR shows how to
construct provably secure blind signatures from lattice-based OR-proofs in a way that
allows to sidestep the missing security argument pointed out in [HKLN20]. The public
key of BlindOR consists of two statements (two instances of a hard lattice problem), and
the secret key includes a witness for one of them. Consequently, the hardness assumption
underlying the public key does not have to “natively” admit multiple solutions because
the OR-proof already takes care of this. In particular, the public key of BlindOR consists
of two instances of MLWE, which results in a much more efficient construction. Signing is
carried out by proving the possession of the witness for one of the two instances of MLWE.
This is the witness included in the secret key. A user interacting with the signer blinds
the two transcripts generated by the signer without being able to distinguish for which
instance the signer holds a witness. We capture these blinding steps in a set of algorithms
and show that BlindOR is statistically blind. The one-more unforgeability property of our
scheme is proven in the ROM assuming the hardness of both MLWE and MSIS. The security
reduction creates one instance of the hard problem with a witness in order to simulate the
signing oracle, and tries to solve the other instance, which is given to the reduction as
input. That is, the reduction does not know a witness for its input. This is analogous to
the security proof of ordinary signature schemes based on both MLWE and MSIS, and hence
no further conditions on the parameters are required to ensure the correctness and success
of the reduction with high probability. This is in contrast to all previous three-move and
four-move lattice-based constructions of blind signatures, as observed in [HKLN20].
Similar to BLAZE and BLAZE+ , BlindOR also uses the partitioning and permutation
technique, which allows to remove a rejection sampling procedure in the first user stage.
Another advantage of using this technique is that it can be used to construct OR-proofs
based on lattice assumptions, because it allows to use the set Tκ as a challenge space. In
contrast to the typical challenge space Tnκ that is used in current lattice-based schemes, the
set Tκ defines an abelian group, which is a crucial requirement for OR-proofs. Furthermore
and similar to BLAZE+ , the tree of commitments technique is used in BlindOR in order
to remove the restarts induced by the user when blinding the signature generated by the
signer. We extend the employment of this technique in BlindOR to further reduce (remove)
the potential restarts induced by the signer when computing signatures, which must be
distributed independently from the secret key.
In summary, although BlindOR requires twice as many public key and signature parts,
which is inherent in OR-proofs, it yields much smaller sizes compared to the provably secure
construction due to [HKLN20], resulting in a practical scheme overall.
Finally, we remark that the design of BlindOR is inspired by Abe and Okamoto [AO00],
who used OR-proofs to build partially blind signatures with security based on the hardness
of the discrete logarithm problem. Informally, a partially blind signature scheme, first
introduced by Abe and Fujisaki [AF96], allows to include common information info, e.g.,
the date of issue, to the blind signature under some agreement between the signer and user.
Unlike our construction, the public key of their scheme consists of only one instance of the
hard problem. The second instance is created within the signing protocol by embedding
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info into a cryptographic hash function that transforms info into a random public key
whose secret key in unknown to anybody. Therefore, the second problem instance depends
on info, and hence the user knows for which instance the signer holds a witness. Observe
that we cannot simply convert their scheme to the lattice setting because this would force
us to use MSIS (instead of MLWE) and result in an inefficient scheme, as we must consider
the additional requirements on the parameters that are given in [HKLN20] to obtain a
gap-free security reduction. The change to MLWE is possible because there is no common
information to consider in our case.
In Section 5.5.1 we recall the syntax of Sigma protocols and OR-proofs. In Section 5.5.2
we present the Sigma protocol underlying our scheme BlindOR. The description of BlindOR
is given Section 5.5.3, and its security analysis in Section 5.5.4.

5.5.1 Sigma Protocols and OR-Proofs
In this section we give a formal definition of Sigma protocols and OR-proofs. We first
define the synatx of the relations, for which Sigma protocols and OR-proofs are defined.
Definition 5.16. A relation is a tuple
R = (R.PGen, R.RSet, R.IGen),
where:
R.PGen(1λ ) is a PPT parameter generation algorithm that, on input the security parameter
λ, returns a set of public parameters pp, which implicitly contains λ in unary.
R.RSet(pp) is a set called the relation set. It is indexed by a set of public parameters
pp ∈ R.PGen(1λ ), and defines a collection of sets.
R.IGen(pp, b) is a PPT instance generator algorithm that, on input a set of public parameters pp ∈ R.PGen(1λ ) and b ∈ {0, 1}, returns a pair (x, w) ∈ R.RSet(pp) if b = 1,
and x if b = 0. If b = 1, then x is called a yes-instance for R w.r.t. pp, and w a
corresponding witness. Otherwise, x is called a no-instance for R w.r.t. pp.
Next, we define the OR-relation ROR on a relation R. For a set of public parameters
pp ∈ R.PGen(1λ ), a yes-instance for ROR w.r.t. pp is a pair (x0 , x1 ), where both x0 and
x1 are yes-instances for R w.r.t. pp. A witness for such an instance is a witness for one of
the two coordinates, i.e., a pair (d, w), where d ∈ {0, 1} and w is a witness for xd . On the
other hand, a no-instance for ROR w.r.t. pp consists of a pair (x0 , x1 ), where at least one
coordinate is a no-instance for R w.r.t. pp.
Definition 5.17. Let R = (R.PGen, R.RSet, R.IGen) be a relation. The OR-relation on
R is a tuple
ROR = (ROR .PGen, ROR .RSet, ROR .IGen),
where its parameter generation algorithm is defined by ROR .PGen := R.PGen, its relation
set is given by
ROR .RSet(pp) := {((x0 , x1 ), (d, w)) | (xd , w), (x1−d , ·) ∈ R.IGen(pp, 1)},
where pp ∈ ROR .PGen(1λ ), and its instance generator algorithm is depicted in Figure 5.8.
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ROR .IGen(pp, b):
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:

if b = 0 then
d, d0 ←$ {0, 1}
xd ←$ R.IGen(pp, 0)
x1−d ←$ R.IGen(pp, d0 )
return (x0 , x1 )
else
d ←$ {0, 1}
(x0 , w0 ) ←$ R.IGen(pp, 1)
(x1 , w1 ) ←$ R.IGen(pp, 1)
w ← wd
return ((x0 , x1 ), (d, w))

Figure 5.8: Definition of the instance generator algorithm ROR .IGen of the relation ROR . Note
that in Line 4 we slightly abuse notation. That is, if d0 = 1 (i.e., the instance generator creates
a yes-instance), we only consider the first component of the output and ignore the witness in the
second coordinate.

We now proceed to the definition of a Sigma protocol for a relation R, first introduced
by Cramer [Cra96].
Definition 5.18. Let R = (R.PGen, R.RSet, R.IGen) be a relation and pp ∈ R.PGen(1λ ).
A Sigma protocol for R is a tuple of polynomial-time algorithms
Σ = (Σ.P, Σ.V, Σ.Sim, Σ.Ext, Σ.Rec),
where:
Σ.P(pp, x, w) is an interactive algorithm that is called prover and consists of two algorithms
Σ.P = (Σ.P1 , Σ.P2 ), where:
• Σ.P1 is a PPT algorithm that, on input the set of public parameters pp, a yesinstance x for R w.r.t. pp, and a corresponding witness w, returns a message
cm, called the commitment, and a state st Σ.P , i.e., (cm, st Σ.P ) ←$ Σ.P1 (pp, x, w).
• Σ.P2 is a DPT algorithm that, on input the set of public parameters pp, an
instance-witness pair (x, w) for R w.r.t. pp, a state st Σ.P , and a verifier message
ch, returns a message rp, called the response, i.e., rp ← Σ.P2 (pp, x, w, st Σ.P , ch).
We write rp = ⊥ to denote failure.
Σ.V(pp, x) is an interactive algorithm that is called verifier and consists of two algorithms
Σ.V = (Σ.V1 , Σ.V2 ), where:
• Σ.V1 is a PPT algorithm that, on input the set of public parameters pp, an
instance x for R w.r.t. pp, and a commitment cm, returns a message ch, called
the challenge, and a state st Σ.V = (cm, ch), i.e., (ch, st Σ.V ) ←$ Σ.V1 (pp, x, cm),
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where st Σ.V = (cm, ch). The challenge ch is sampled from the uniform distribution over a finite abelian group C, called the challenge space. We assume that
pp implicitly defines C.
• Σ.V2 is a DPT algorithm that, on input the set of public parameters pp, an
instance x for R w.r.t. pp, a state st Σ.V = (cm, ch), and a response rp, returns a
pair (b, int), where b ∈ {0, 1} and int ∈ Z, i.e., (b, int) ← Σ.V2 (pp, x, st Σ.V , rp).
We say that the verifier accepts the transcript (cm, ch, rp) if b = 1, and that it
rejects if b = 0.
Σ.Sim(pp, x, ch) is a PPT algorithm called simulator. On input the set of public parameters
pp, an instance x for R w.r.t. pp, and a challenge ch ∈ C, returns a commitment cm
and a response rp, i.e., (cm, rp) ←$ Σ.Sim(pp, x, ch). We write (cm, rp) = (⊥, ⊥) to
denote failure.
Σ.Ext(pp, x, (cm, ch, rp), (cm, ch 0 , rp 0 )) is a DPT algorithm called extractor. On input the
set of public parameters pp, an instance x for R w.r.t. pp, and two transcripts
(cm, ch, rp) and (cm, ch 0 , rp 0 ) such that ch 6= ch 0 and Σ.V2 returns the same output
(1, int) for both transcripts, Σ.Ext returns a witness w such that (x, w) ∈ R.RSet(pp).
Σ.Rec(pp, x, ch, rp) is a DPT algorithm called the commitment recovering algorithm. On
input the set of public parameters pp, an instance x for R w.r.t. pp, a challenge ch
from the challenge space C, and a response rp, the algorithm returns a commitment
cm, i.e., cm ← Σ.Rec(pp, x, ch, rp). We write cm = ⊥ to denote failure.
Let R = (R.PGen, R.RSet, R.IGen) be a relation and pp ∈ R.PGen(1λ ) be a set of public
parameters. Let Σ = (Σ.P, Σ.V, Σ.Sim, Σ.Ext, Σ.Rec) be a Sigma protocol for R. We write
(view , (b, int)) ←$ hΣ.P(pp, x, w), Σ.V(pp, x)i to denote the joint execution of Σ.P and Σ.V
in the Sigma protocol Σ with private inputs (pp, x, w) for Σ.P and (pp, x) for Σ.V, as well
as private outputs view for Σ.P and (b, int) for Σ.V, where view is possibly an empty string
null , or a status message, e.g., ok .
The Sigma protocols we consider must satisfy a few properties, which we collect in the
following definition:
Definition 5.19. Let R = (R.PGen, R.RSet, R.IGen) be a relation, pp ∈ R.PGen(1λ ), and
Σ = (Σ.P, Σ.V, Σ.Sim, Σ.Ext, Σ.Rec) be a Sigma protocol for R.
1. We say that Σ is corrΣ -correct w.r.t. pp if, for every (x, w) ∈ R.IGen(pp, 1), we have
Pr[(view , (0, int)) ←$ hΣ.P(pp, x, w), Σ.V(pp, x)i] ≤ corrΣ .
2. We say that Σ.Rec is corrΣ.Rec -correct w.r.t. pp if, for every (x, w) ∈ R.IGen(pp, 1),
we have


Pr ExpRec
Σ (pp, x, w) = 0 ≤ corrΣ.Rec ,
where the experiment ExpRec
is depicted in Figure 5.9.
Σ
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ExpRec
Σ (pp, x, w):
1:
2:
3:
4:
5:
6:
7:

ExpSHVZK
Σ,D∗ (pp, x, w, ch):

(cm, st Σ.P ) ←$ Σ.P1 (pp, x, w)
(ch, st Σ.V ) ←$ Σ.V1 (pp, x, cm)
rp ← Σ.P2 (pp, x, w, st Σ.P , ch)
cm 0 ← Σ.Rec(pp, x, ch, rp)
st Σ.V ← (cm 0 , ch)
(b, int) ← Σ.V2 (pp, x, st Σ.V , rp)
return b

21:
22:
23:
24:
25:
26:
27:
28:

ExpWI
Σ,D∗ (pp, x, w0 , w1 ):
11:

29:
30:

b ←$ {0, 1}
∞

12:
13:
14:
15:

b∗ ←$ D∗ hΣ.P(pp,x,wb ),·i (pp, x, w0 , w1 )
if b = b∗ then
return 1
return 0

31:
32:

b ←$ {0, 1}
if b = 0 then
(cm, st Σ.P ) ←$ Σ.P1 (pp, x, w)
rp ← Σ.P2 (pp, x, w, st Σ.P , ch)
if rp = ⊥ then
cm ← ⊥
else
(cm, rp) ←$ Σ.Sim(pp, x, ch)
∗
b ←$ D∗ (pp, x, cm, ch, rp)
if b = b∗ then
return 1
return 0

WI
SHVZK
Figure 5.9: Definition of the experiments ExpRec
Σ , ExpΣ,D∗ , and ExpΣ,D∗ .

3. We say that Σ is (t, qWI , ε)-witness indistinguishable w.r.t. pp if, for every yes-instance
x for R w.r.t. pp with two corresponding witnesses w0 , w1 and every distinguisher D∗
running in time at most t and making at most qWI interactions with the honest prover
Σ.P, we have
 1

WI
(pp,
x,
w
,
w
)
=
1
−
≤ ε,
AdvWI
(pp,
x,
w
,
w
)
=
2
·
Pr
Exp
∗
∗
0
1
0
1
Σ,D
Σ,D
2
where the experiment ExpWI
Σ,D∗ is depicted in Figure 5.9. We remark that witness
indistinguishability is already satisfied if x has only one witness [FS90].
4. We say that Σ is (t, ε)-special honest-verifier zero-knowledge w.r.t. pp if, for every
(x, w) ∈ R.IGen(pp, 1), every challenge ch ∈ C, and every distinguisher D∗ running
in time at most t, we have

 1
SHVZK
AdvSHVZK
≤ ε,
Σ,D∗ (pp, x, w, ch) = 2 · Pr ExpΣ,D∗ (pp, x, w, ch) = 1 −
2
where the experiment ExpSHVZK
is depicted in Figure 5.9.
Σ,D∗
Next, we give a formal description of OR-proofs. An OR-proof is a Sigma protocol that
is obtained by combining several Sigma protocols. It allows to prove the possession of a
witness for one of several statements, or to prove that one out of many statements is true.
This problem was first considered by Cramer et al. [CDS94] under the assumption that
the underlying Sigma protocols are special honest-verifier zero-knowledge. An important
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ΣOR .P1 (pp, (x0 , x1 ), (d, w)):
1:
2:
3:
4:
5:
6:
7:
8:

ΣOR .Sim(pp, (x0 , x1 ), ch):

(cm d , st Σd .P ) ←$ Σd .P1 (pp, xd , w)
ch 1−d ←$ C

cm 1−d , rp 1−d ←$ Σ1−d .Sim(pp, x1−d , ch 1−d )

if cm 1−d , rp 1−d = (⊥, ⊥) then
restart Σ1−d .Sim
cm ← (cm 0 , cm 1 )

st ΣOR .P ← st Σd .P , ch 1−d , rp 1−d
return (cm, st ΣOR .P )

51:
52:
53:
54:
55:

56:
57:
58:

ΣOR .V1 (pp, (x0 , x1 ), cm):
11:
12:
13:

59:

ch ←$ C
st ΣOR .V ← (cm, ch)
return (ch, st ΣOR .V )

ΣOR .Ext(pp, (x0 , x1 ), T, T 0 ):
61:
62:

ΣOR .P2 (pp, (x0 , x1 ), (d, w), st ΣOR .P , ch):
21:
22:
23:
24:
25:
26:
27:

parse st ΣOR .P = st Σd .P , ch 1−d , rp 1−d
ch d ← ch − ch 1−d
rp d ← Σd .P2 (pp, xd , w, st Σd .P , ch d )
if rp d = ⊥ then
return ⊥
rp ← (ch 0 , ch 1 , rp 0 , rp 1 )
return rp

63:



ΣOR .V2 (pp, (x0 , x1 ), st ΣOR .V , rp):
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:

ch 0 ←$ C
ch 1 ← ch − ch 0
(cm 0 , rp 0 ) ←$ Σ0 .Sim(pp, x0 , ch 0 )
(cm 1 , rp 1 ) ←$ Σ1 .Sim(pp, x1 , ch 1 )
if ((cm 0 , rp 0 ) = (⊥, ⊥)) ∨
((cm 1 , rp 1 ) = (⊥, ⊥)) then
return (⊥, ⊥)
cm ← (cm 0 , cm 1 )
rp ← (ch 0 , ch 1 , rp 0 , rp 1 )
return (cm, rp)

parse st ΣOR .V = (cm 0 , cm 1 , ch)
parse rp = (ch 0 , ch 1 , rp 0 , rp 1 )
if ch 6= ch 0 + ch 1 then
return (0, (−1, −1))
st Σ0 .V ← (cm 0 , ch 0 )
st Σ1 .V ← (cm 1 , ch 1 )
(b0 , int 0 ) ← Σ0 .V2 (pp, x0 , st Σ0 .V , rp 0 )
(b1 , int 1 ) ← Σ1 .V2 (pp, x1 , st Σ1 .V , rp 1 )
if (b0 = 0) ∨ (b1 = 0) then
return (0, (−1, −1))
return (1, (int 0 , int 1 ))

64:
65:
66:
67:
68:
69:
70:
71:
72:
73:
74:
75:

parse T = (cm, ch, rp)
parse T 0 = (cm, ch 0 , rp 0 )
parse cm = (cm 0 , cm 1 )
parse rp = (ch 0 , ch 1 , rp 0 , rp 1 )
parse rp 0 = (ch 00 , ch 01 , rp 00 , rp 01 )
if ch 0 6= ch 00 then
T0 ← (cm 0 , ch 0 , rp 0 )
T00 ← (cm 0 , ch 00 , rp 00 )
w ← Σ0 .Ext(pp, x0 , T0 , T00 )
return (0, w)
else
T1 ← (cm 1 , ch 1 , rp 1 )
T10 ← (cm 1 , ch 01 , rp 01 )
w ← Σ1 .Ext(pp, x1 , T1 , T10 )
return (1, w)

ΣOR .Rec(pp, (x0 , x1 ), ch, rp):
81:
82:
83:
84:
85:
86:
87:
88:
89:

parse rp = (ch 0 , ch 1 , rp 0 , rp 1 )
if ch 6= ch 0 + ch 1 then
return ⊥
cm 0 ← Σ0 .Rec(pp, x0 , ch 0 , rp 0 )
cm 1 ← Σ1 .Rec(pp, x1 , ch 1 , rp 1 )
if (cm 0 = ⊥) ∨ (cm 1 = ⊥) then
return ⊥
cm ← (cm 0 , cm 1 )
return cm

Figure 5.10: A formal description of the Sigma protocol ΣOR = OR[Σ0 , Σ1 ] given in [CDS94].
We assume that + is the group operation defined on the challenge space C, and − is its inverse.
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property of their solution is that the resulting Sigma protocol is witness indistinguishable,
i.e., the verifier does not learn which particular witness was used to generate the proof.
In the following we recall the construction introduced in [CDS94]. Our focus is on provers
holding only two statements (x0 , x1 ) and a witness w for xd , where d ∈ {0, 1}. The goal of
such a prover is to convince a verifier that it holds a witness for one of the two statements,
without revealing which one. More formally, let Σ0 and Σ1 be two Sigma protocols for a
relation R. Given a set of public parameters pp ∈ R.PGen(1λ ) and an instance-witness pair
((x0 , x1 ), (d, w)) ∈ ROR .IGen(pp, 1), the construction given in [CDS94] allows to combine
Σ0 and Σ1 into a new Sigma protocol ΣOR = OR[Σ0 , Σ1 ] for the relation ROR . The key idea
of the construction is that the prover ΣOR .P splits the challenge ch received from ΣOR .V
into two random shares ch = ch 0 + ch 1 ∈ C, where + is the group operation defined on the
challenge space C. Using the challenge parts ch 0 and ch 1 , ΣOR .P provides two accepting
transcripts (cm 0 , ch 0 , rp 0 ) and (cm 1 , ch 1 , rp 1 ) for both statements x0 and x1 , respectively. If
ΣOR .P knows the witness w for statement xd , then the
 transcript (cm d , ch d , rp d ) is generated
using w, while the transcript cm 1−d , ch 1−d , rp 1−d is created using the simulator of Σ1−d .
The protocol is formally described in Figure 5.10.
For the remainder of this chapter, we are interested in the situation where a Sigma
protocol is combined with itself. That is, given a Sigma protocol Σ for a relation R,
we obtain a Sigma protocol ΣOR = OR[Σ, Σ] for the relation ROR . In addition to the
witness indistinguishability property, the protocol ΣOR inherits many properties of Σ, e.g.,
correctness and special honest-verifier zero-knowledge.

5.5.2 The Underlying Sigma Protocol
In this section we present the Sigma protocol that constitutes the main building block of
BlindOR.
In lattice-based cryptography, it is common to prove in zero-knowledge the possession
of a witness s with small entries such that b = As, given a matrix A and a vector b over
some ring, typically Zq or Rq . One approach to perform this kind of proofs is the so-called
Fiat-Shamir with Aborts technique [Lyu09]. However, rather than proving knowledge of the
vector s itself, this method allows to prove knowledge of a pair (s̄, c̄) satisfying bc̄ = As̄,
where the entries of s̄ are still small but slightly larger than those of s, and c̄ is small as well.
More precisely, the Fiat-Shamir with Aborts approach allows to prove the possession of a
witness of the form (s̄, c̄) ∈ B1 ×B2 , where B1 and B2 are some predefined sets, even though
the prover actually holds a witness of the form (s, 1) ∈ B10 × B2 , where B10 ⊆ B1 . It was
shown that this relaxation is sufficient for many cryptographic applications such as digital
signatures [Lyu12], commitment schemes [BCK+ 14], and verifiable encryption [LN17]. We
extend this line of applications to blind signatures, i.e., we show how this kind of proofs
can be used to build blind signatures.
Our blind signature scheme BlindOR is built on a variant of the Sigma protocol introduced
in [Lyu09]. Therefore, we briefly recall this construction before presenting our modified
Sigma protocol. Given a public matrix A ∈ Rqk1 ×k2 and a yes-instance of the form b ∈ Rqk1 ,
the prover holds a corresponding witness of the form (s, 1) ∈ B10 × B2 ⊆ Rk1 +k2 × Rq such
that b = [Ik1 | A] · s (mod q). A successful execution of the Sigma protocol allows to prove
knowledge of a witness of the form (s̄, c̄) ∈ B1 × B2 satisfying bc̄ = [Ik1 | A] · s̄ (mod q),
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R.IGen(pp, b):
1:
2:
3:
4:
5:
6:
7:

if b = 0 then
b ←$ Rqk1
return b
else
2
repeat s ←$ DZk1n+k
,σ 0 until ksk ≤ Bs
b ← [Ik1 | A] · s (mod q)
return (b, s)

Figure 5.11: The instance generator algorithm of the Sigma protocol underlying BlindOR.

where B10 ⊆ B1 ⊆ Rk1 +k2 . The commitment message is given by v = [Ik1 | A] · y (mod q),
where y is a masking vector with small entries. Upon receiving a random challenge c chosen
uniformly from the challenge space Tnκ , the response is computed as z = y + sc, and is sent
to the verifier only if it follows a specified distribution, typically the Gaussian distribution
k1 +k2
2
DZk1n+k
. This
,σ , for some σ > 0, or the uniform distribution over a small subset of R
ensures that y masks the secret-related term sc, and that z is independently distributed
from s. If z does not follow the target distribution, the prover restarts the protocol with
a fresh y. The verifier accepts if v = [Ik1 | A] · z − bc (mod q), and if kzkp is bounded by
some predefined value, where p ∈ {2, ∞}, depending on the distribution of z.
Next, we describe our modified Sigma protocol Σ, which is built on top of the Sigma
protocol briefly described in the previous paragraph. We start by introducing the relation
R = (R.PGen, R.RSet, R.IGen) for which our Sigma protocol Σ is defined. On input 1λ ,
the parameter generation algorithm R.PGen generates a set of public parameters of the
following form:
pp = (1λ , n, k1 , k2 , q, σ 0 , Bs , ω, κ, σ ∗ , S, Bz∗ , δ ∗ , A),
(5.4)
where the matrix A is chosen randomly from the uniform distribution over the set Rqk1 ×k2 .
The remaining parameters are generated according to the constraints given in Table 5.3.
The relation set associated to R is given by
(

¯ (bc̄ = [Ik1 | A] · s̄ (mod q)) ∧
R.RSet(pp) :=
b, (s̄, c̄) ∈ Rqk1 × (Rk1 +k2 × C)
)
(ks̄k ≤ 2Bz∗ ) ∧

C¯ = c − c0 | c, c0 ∈ T, c 6= c0




.

(5.5)

The instance generator algorithm R.IGen is provided in Figure 5.11.
The actual witness the prover possesses is of the form (s, 1), where ksk ≤ Bs < Bz∗ and
b = [Ik1 | A] · s (mod q). In order to construct an OR-proof from the Sigma protocol Σ as
shown in Section 5.5.1, we will directly use the abelian group Tκ as a challenge space rather
than the set Tnκ , since Tnκ does not define a group structure. The respective algorithms of
Σ are formalized in Figures 5.12 and 5.13.
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Σ.P1 (pp, b, s):
1:
2:
3:
4:
5:
6:
7:
8:
9:

for i = 0 to ω − 1 do
for j = 1 to κ do
2
yj ←$ DZk1n+k
,σ ∗
vj ← [Ik1 | A] · yj (mod q)
(i)
y ← (y1 , . . . , yκ )
v(i) ← (v1 , . . . , vκ )
v ← (v(0) , . . . , v(ω−1) )
st Σ.P ← (y(0) , . . . , y(ω−1) )
return (v, st Σ.P )

Σ.V1 (pp, b, v):
11:
12:
13:

Σ.V2 (pp, b, st Σ.V , z):
41:
42:
43:
44:
45:

Σ.P2 (pp, b, s, st Σ.P , c):
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

parse st Σ.P = (y(0) , . . . , y(ω−1) )
parse c = (c1 , . . . , cκ )
T ← {0, . . . , ω − 1}
while T 6= ∅ do
i ←$ T
T ← T \ {i}
parse y(i) = (y1 , . . . , yκ )
for j = 1 to κ do
zj ← yj + scj
z ← (z1 , . . . , zκ )
s∗ ← (sc1 , . . . , scκ )
if Rej(pp, z, s∗ ) = 1 then
return z
return ⊥

c = (c1 , . . . , cκ ) ←$ Tκ
st Σ.V ← (v, c)
return (c, st Σ.V )

46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:

if kzk > Bz∗ then
return (0, −1)
parse st Σ.V = (v, c)
parse v = (v(0) , . . . , v(ω−1) )
parse c = (c1 , . . . , cκ )
parse z = (z1 , . . . , zκ )
for j = 1 to κ do
wj ← [Ik1 | A] · zj − bcj (mod q)
for i = 0 to ω − 1 do
int ← 0
parse v(i) = (v1 , . . . , vκ )
for j = 1 to κ do
if wj = vj then
int = int + 1
if int = κ then
return (1, i)
return (0, −1)

Figure 5.12: The Sigma protocol underlying BlindOR. The remaining algorithms Σ.Sim, Σ.Ext,
and Σ.Rec are provided in Figure 5.13. Note that Σ.P restarts the protocol if Σ.P2 returns ⊥.

At a high level, the protocol can be seen as a generalized version of the one given
in [Lyu09] and explained above. In particular, it is optimized to work for BlindOR. Rather
than computing only one commitment to a masking vector in Σ.P1 , the prover computes
commitments to ω ≥ 1 such vectors and sends them to the verifier all at once. The
choice of ω > 1 allows to reduce the number of protocol restarts induced by applying
the rejection sampling procedure Rej in Σ.P2 . That is, the probability of masking the
secret-related vector s∗ = (sc1 , . . . , scκ ) without restarting the protocol is increased when
2
ω > 1. The masking vectors are chosen according to the Gaussian distribution DZk1n+k
,σ ∗ .
Upon receiving the challenge c ∈ Tκ , the prover sends the first response z for which
rejection sampling accepts, i.e., for the masking vector y(i) such that Rej(pp, z, s∗ ) = 1,
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Σ.Sim(pp, b, c):
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:
72:
73:
74:
75:
76:
77:

return (⊥, ⊥) with probability δ ∗
parse c = (c1 , . . . , cκ )
i ←$ {0, . . . , ω − 1}
for j = 1 to κ do
2
zj ←$ DZk1n+k
,σ ∗
vj ← [Ik1 | A] · zj − bcj (mod q)
z ← (z1 , . . . , zκ )
v(i) ← (v1 , . . . , vκ )
for k = 0 to ω − 1 do
if k = i then
continue
for j = 1 to κ do
2
yj ←$ DZk1n+k
,σ ∗
vj ← [Ik1 | A] · yj (mod q)
(k)
v ← (v1 , . . . , vκ )
v ← (v(0) , . . . , v(ω−1) )
return (v, z) with probability 1 − δ ∗

Σ.Ext(pp, b, (v, c, z), (v, c0 , z0 )):
81:
82:
83:
84:
85:
86:
87:
88:

parse c = (c1 , . . . , cκ )
parse z = (z1 , . . . , zκ )
parse c0 = (c01 , . . . , c0κ )
parse z0 = (z01 , . . . , z0κ )
Pick j ∈ [κ] such that cj 6= c0j
s̄ ← zj − z0j
c̄ ← cj − c0j
return (s̄, c̄)

Σ.Rec(pp, b, c, z):
91:
92:
93:
94:
95:
96:
97:
98:
99:
100:
101:

if kzk > Bz∗ then
return ⊥
parse c = (c1 , . . . , cκ )
parse z = (z1 , . . . , zκ )
for j = 1 to κ do
vj ← [Ik1 | A] · zj − bcj (mod q)
(0)
v ← (v1 , . . . , vκ )
for i = 1 to ω − 1 do
κ
v(i) ← (0, . . . , 0) ∈ Rqk1
v ← (v(0) , . . . , v(ω−1) )
return v

Figure 5.13: The Sigma protocol underlying BlindOR. The algorithms Σ.P and Σ.V are given
in Figure 5.12.

and i is chosen from the uniform distribution over the set T ⊆ {0, . . . , ω − 1} (see Σ.P2
in Figure 5.12). The random choice of the index i ensures that the simulator Σ.Sim returns
(v, z) 6= (⊥, ⊥) with the same probability as the prover (cf. Figure 5.13). Note that each of
the ω commitments consists of κ components, where κ defines the challenge space Tκ . This
allows to use the partitioning and permutation technique in BlindOR. In order to verify
a transcript (v, c, z), where v = (v(0) , . . . , v(ω−1) ), the verifier first finds out which of the
commitments v(0) , . . . , v(ω−1) is related to the response z. The index i ∈ {0, . . . , ω − 1} of
the corresponding commitment v(i) is part of the verifier’s output, i.e., Σ.V2 returns (1, i)
if the transcript is accepted. Otherwise, Σ.V2 returns (0, −1).
Theorem 5.20. Let R = (R.PGen, R.RSet, R.IGen) be the relation described above, and
pp ∈ R.PGen(1λ ), i.e., pp has the form given in Equation (5.4), while R.RSet and R.IGen
are the relation set and instance generator that are given in Equation (5.5) and Figure 5.11,
respectively. The protocol depicted in Figures 5.12 and 5.13 is a Sigma protocol for R.
Proof. First, we note that the prover computes ω commitments in one execution of the
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protocol and sends them to the verifier all at once. By Lemma 2.8, Σ.P2 returns z 6= ⊥ with
probability (1 − 2−100 )/S after an average number of S restarts, where S = exp α12∗ + 2α1∗2
and ω = 1. Therefore,
when ω ≥ 1, the prover sends a response z 6= ⊥ with probability
ω
1−2−100
after at most M = 1/(1 − δ ∗ ) restarts, where ω is chosen such that
1− 1− S

ω
1 − 2−100
1−
≤ δ∗.
S
This means that the prover returns a response z = ⊥ with probability at most δ ∗ , and after
M = 1/(1 − δ ∗ ) restarts, the prover returns a response z 6= ⊥.
Let (v, c, z) be an honestly created transcript. Then, its response z = p
(z1 , . . . , zκ ) follows
(k1 +k2 )κ
∗
∗
the Gaussian distribution DZn ,σ∗ . By Lemma 2.6, kzk > Bz∗ = η σ (k1 + k2 )κn with
probability at most


(k1 + k2 )κn
∗2
∗
∗ (k1 +k2 )κn
(1 − η ) ,
ε =η
exp
2
where η ∗ > 0 can be chosen such that kzk ≤ Bz∗ with probability almost 1, e.g., 1 − 2−80 ,
where ε∗ = 2−80 . Moreover, given the correct index i ∈ {0, . . . , ω − 1} we have
wj = [Ik1 | A] · zj − bcj = [Ik1 | A] · (yj + scj ) − bcj = vj (mod q), for all j ∈ [κ].
Thus, Σ.V2 returns (0, −1) with probability ε∗ , and hence the protocol is corrΣ -correct,
where corrΣ = δ ∗ + ε∗ . The same argument shows that Σ.Rec is corrΣ.Rec -correct, where
corrΣ.Rec = corrΣ .
Next, we remark that the witness indistinguishability property directly follows from
the base Sigma protocol given in [Lyu09]. We further observe that the special honestverifier zero-knowledge property is satisfied as well. By Lemma 2.8, the distribution of the
response z does not depend on the witness. Furthermore, real and simulated transcripts
are statistically indistinguishable and within statistical distance of at most 2−100 /M .
Finally, we show that the extractor Σ.Ext returns a witness in R. Assume we have two
correctly verified transcripts (v, c, z) and (v, c0 , z0 ), where c 6= c0 and Σ.V2 returns the same
output (1, i) when given both inputs (pp, b, st Σ.V = (v, c), z) and (pp, b, st Σ.V = (v, c0 ), z0 ),
where i ∈ {0, . . . , ω − 1}. This means that
(kzk ≤ Bz∗ ) ∧ (kz0 k ≤ Bz∗ ),
and for all j ∈ [κ], we have
[Ik1 | A] · zj − bcj = [Ik1 | A] · z0j − bc0j (mod q).
For all j ∈ [κ], this implies


b cj − c0j = [Ik1 | A] · zj − z0j (mod q).
Since c 6= c0 , where c = (c1 , . . . , cκ ) and c0 = (c01 , . . . , c0κ ), then cj 6= c0j for at least one index
j, where j ∈ [κ]. We set s̄ = zj − z0j and c̄ = cj − c0j to obtain bc̄ = [Ik1 | A] · s̄ (mod q).
¯ Moreover, by Lemma 2.1, the polynomial c̄ is invertible
Note that ks̄k ≤ 2Bz∗ and c̄ ∈ C.
1/p
in Rq if q satisfies kc̄k = 2 < q , where q = 2p + 1 (mod 4p) and p is a power of two such
that n ≥ p > 1. This implies that bc̄ 6= 0 (mod q), and we can extract a witness (s̄, c̄) in
R as given in Figure 5.13.

89

5 Blind Signature Schemes
Observe that being able to extract a witness (s̄, c̄) as shown in the proof of Theorem
5.20
p
implies a solution to MSIS2 with respect to the parameters (n, k1 , k2 + 1, q, 2 Bz2∗ + 1).
We further remark that when constructing the Sigma protocol ΣOR = OR[Σ, Σ] as depicted
in Figure 5.10, where Σ is the protocol introduced above, we have to consider the group
operation defined on the challenge space Tκ . More precisely, ΣOR .P1 samples a challenge
share c1−d = (c1,1−d , . . . , cκ,1−d ) uniformly from Tκ , and then runs the simulator Σ1−d .Sim
on input (pp, b1−d , c1−d ). Upon receiving a challenge c = (c1 , . . . , cκ ) ∈ Tκ from ΣOR .V1 ,
−1
ΣOR .P2 computes the challenge share cd = (c1 c−1
1,1−d , . . . , cκ cκ,1−d ), and then runs Σd .P2 on
input (pp, bd , s, st Σd .P , cd ). Therefore, we have
c = cd · c1−d = (c1,d c1,1−d , . . . , cκ,d cκ,1−d ).

5.5.3 Description of the Scheme
Let BS be a three-move blind signature scheme following the Fiat-Shamir approach, e.g.,
BLAZE+ . We recall how signing and verification of such a scheme works. The signer
computes and sends a commitment cm ∗ to the user. The user blinds cm ∗ to obtain a blind
commitment cm, and then computes a blind challenge ch, which is usually generated by
evaluating a cryptographic hash function H on input (cm, m), i.e., ch = H(cm, m), where
m is the message being signed. After that, the user unblinds ch to obtain a challenge ch ∗
and sends it to the signer. Using ch ∗ , the signer computes a response rp ∗ and sends it
back to the user. Finally, the user blinds rp ∗ to obtain a blind response rp, and outputs
the blind signature sig = (ch, rp). Note that we call ch a blind challenge, since it is a
part of the blind signature sig. Verifying the validity of sig is established by computing a
commitment cm corresponding to ch and rp, and then checking if ch matches H(cm, m).
Observe that while the steps carried out by the signer are actually what a prover in a
Sigma protocol does when proving the possession of a witness for a statement, the steps
performed by the user consist of blinding the transcript (cm ∗ , ch ∗ , rp ∗ ) while interacting
with the prover. In BlindOR, we capture these blinding steps by algorithms Com, Cha, Rsp,
and Rec, which we describe next.
For the remainder of this section we let Σ = (Σ.P, Σ.V, Σ.Sim, Σ.Ext, Σ.Rec) be the Sigma
protocol depicted in Figures 5.12 and 5.13 for the relation R = (R.PGen, R.RSet, R.IGen),
whose relation set and instance generator are described in Equation (5.5) and Figure 5.11,
respectively. Let b ∈ Rqk1 be an instance for R w.r.t. pp 0 , where pp 0 ∈ R.PGen(1λ ) is a set
of public parameters having the form given in Equation (5.4). For ω ∈ N>0 and ` ∈ N>1 ,
we define the following bijective mapping:
IntIndex : {0, . . . , ω − 1} × {0, . . . , ` − 1} → {0, . . . , ω` − 1}, (i, k) 7→ k + i`.
The function IntIndex converts the pair (i, k) into a unique positive integer. It will be
used to build authentication paths via the algorithm BuildAuth. These authentication
paths are associated to trees of commitments with height h = dlog(ω`)e (see Chapter 4).
Let pp ∈ BS.PGen(1λ ) be a set of public parameters, where pp 0 ⊂ pp and BS.PGen is the
parameter generation algorithm of BlindOR (see below). We define the following algorithms,
which are formally described in Figure 5.14:
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Com(pp, v∗ ):
1:
2:
3:
4:
5:
6:

Cha(pp, p, c∗ , b):

parse v∗ = (v∗ (0) , . . . , v∗ (ω−1) )
p = (p1 , . . . , pκ ) ←$ Tκ
for i = 0 to ω − 1 do
∗ (i)

(v1∗ , . . . , vκ∗ )

parse v
=
for k = 0 to ` − 1 do
for j = 1 to κ do
2
ej ←$ DZk1n+k
,σ

8:

vj

9:
10:
11:
12:
13:
14:

(i,k)

22:
23:
24:
25:
26:

(k)

7:

21:

27:

(k)

← [Ik1 | A] · ej + vj∗ pj (mod q)

(k)
e ← (e1 , . . . , e(k)
κ )
(i,k)
(i,k)
v
← (v1 , . . . , vκ(i,k) )
(0,0)
(k)

(root, tree) ← HashTree(v
e ← (e(0) , . . . , e(`−1) )
st Com ← (p, e, tree)
return (root, st Com )

Rsp(pp, st Com , z∗ , i):
31:

, . . . , v(ω−1,`−1) )

32:
33:
34:
35:
36:
37:

IterateRej(pp, e, z0 ):
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:

parse p = (p1 , . . . , pκ )
parse c∗ = (c∗1 , . . . , c∗κ )
if b = 0 then
∗ −1
c ← (c∗1 p−1
1 , . . . , c κ pκ )
else
c ← (c∗1 p1 , . . . , c∗κ pκ )
return c

38:

(0)

(`−1)

parse e = (e , . . . , e
parse z0 = (z01 , . . . , z0κ )
for k = 0 to ` − 1 do

)

(k)

parse e(k) = (e1 , . . . , e(k)
κ )
for j = 1 to κ do
(k)
ej

+ z0j
zj ←
z ← (z1 , . . . , zκ )
if Rej(pp, z, z0 ) = 1 then
return (z, k)
return (⊥, ⊥)

39:
40:

parse st Com = (p, e, tree)
parse p = (p1 , . . . , pκ )
parse z∗ = (z∗1 , . . . , z∗κ )
z0 ← (z∗1 p1 , . . . , z∗κ pκ )
(z, k) ← IterateRej(pp, e, z0 )
if (z, k) = (⊥, ⊥) then
return (⊥, ⊥)
int ← IntIndex(i, k)
auth ← BuildAuth(int, tree, h)
return (z, auth)

Rec(pp, b, c, (z, auth)):
51:
52:
53:
54:
55:
56:
57:
58:
59:

if kzk > Bz then
return ⊥
parse c = (c1 , . . . , cκ )
parse z = (z1 , . . . , zκ )
for j = 1 to κ do
wj ← [Ik1 | A]·zj −bcj (mod q)
w ← (w1 , . . . , wκ )
root ← RootCalc(w, auth)
return root

Figure 5.14: A formal description of the blinding algorithms Com, Cha, Rsp, and Rec.

Com(pp, v∗ ) is a PPT algorithm that, on input the set of public parameters pp and a
commitment cm ∗ = v∗ , which is generated by Σ.P1 , returns a blind commitment
cm = root and a state st Com = (p, e, tree), i.e., (root, st Com ) ←$ Com(pp, v∗ ), where
st Com = (p, e, tree).
Cha(pp, p, c∗ , b) is a DPT algorithm that, on input the set of public parameters pp, a
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randomness p = (p1 , . . . , pκ ) ∈ Tκ , a challenge ch ∗ = c∗ ∈ Tκ , and an auxiliary bit
b ∈ {0, 1}, returns a challenge ch = c ∈ Tκ , i.e., c ← Cha(pp, p, c∗ , b). Observe that
the bit b determines if the challenge
c∗ will be blinded using the randomness p or

−1
−1
−1
its inverse p = p1 , . . . , pκ with respect to the group operation defined on the
challenge space Tκ .
Rsp(pp, st Com , z∗ , i) is a DPT algorithm that, on input the set of public parameters pp, a
state st Com = (p, e, tree), a response rp ∗ = z∗ , which is generated by the algorithm
Σ.P2 , and an integer i ∈ {0, . . . , ω − 1}, returns a blind response rp = (z, auth), i.e.,
(z, auth) ← Rsp(pp, st Com , z∗ , i), where st Com = (p, e, tree). We write rp = (⊥, ⊥) to
denote failure.
Rec(pp, b, c, (z, auth)) is a DPT algorithm that, on input the set of public parameters
pp, the instance b, a challenge ch = c, and a response rp = (z, auth), returns a
commitment cm = root, i.e., root ← Rec(pp, b, c, (z, auth)). We write cm = ⊥ to
denote failure.
The blinding algorithms depicted in Figure 5.14 capture the steps that are implicitly
carried out by the user and verifier of our blind signature scheme BLAZE+ (see Section 5.4).
Additionally, the algorithm Com blinds commitments v∗ (0) , . . . , v∗ (ω−1) rather than only one
commitment generated by the algorithm Σ.P1 . That is, the tree of commitments technique
used in BLAZE+ is extended to further include ω commitments created by the prover. These
ω commitments are then combined with ` commitments generated within the algorithm
Com to compute the root related to a tree of ω` commitments with height h = dlog(ω`)e.
Similar to BLAZE+ , we require ` to be chosen large enough such that the algorithm Rsp
returns a blind response (z, auth) 6= (⊥, ⊥) with probability very close to 1, e.g., 1 − 2−80 .
This is crucial for BlindOR (and BLAZE+ ) since otherwise, we would need an extra move
between the signer and user as in our blind signature scheme BLAZE (cf. Section 5.3).
This additional move would allow the user to request a restart of the signing protocol
in case the algorithm IterateRej returns (⊥, ⊥). This would increase the communication
complexity and force the signer to carry out almost all computations performed by the
user before triggering a protocol restart. Moreover, this extra move would not allow the
use of Gaussian distributed masking vectors e. This is because a blind signature could be
correctly verified even if rejection sampling does not accept. This would enable the user to
request a protocol restart and obtain two different signatures on the same message. The
advantage of using the Gaussian distribution for masking is that it allows to generate blind
signatures with a size smaller than signatures generated using masking vectors that are
uniformly distributed over a small subset of Rq .
We are now ready to give a detailed description of BlindOR. Its respective algorithms are
formalized in Figure 5.15. Let ΣOR = OR[Σ, Σ] and F : {0, 1}∗ → {0, 1}`F , H : {0, 1}∗ → Tκ
be two cryptographic hash functions, where `F ≥ 2λ and Tκ is the challenge space of Σ.
The first function is used to build trees of commitments, while the second one hashes the
blind commitments together with the message being signed to obtain a blind challenge.
Parameter generation. Given 1λ , BS.PGen generates and returns a set of public parame-
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BS.U2 (pp, pk , m, st U , rp ∗ ):

BS.KGen(pp):
1:
2:
3:
4:

((b0 , b1 ), (d, s)) ←$ ROR .IGen(pp, 1)
pk ← (b0 , b1 )
sk ← (d, s)
return (pk , sk )

51:
52:
53:

54:

BS.S1 (pp, pk , sk ):
11:
12:
13:
14:

parse pk = (b0 , b1 )
parse sk = (d, s)
(cm ∗ , st S ) ←$ ΣOR .P1 (pp, (b0 , b1 ), (d, s))
return (cm ∗ , st S )

55:
56:
57:
58:
59:
60:

BS.U1 (pp, pk , m, cm ∗ ):
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

parse cm ∗ = (v0∗ , v1∗ )

root 0 , st 0Com ←$ Com(pp, v0∗ )

root 1 , st 1Com ←$ Com(pp, v1∗ )
c ← H(root 0 , root 1 , m)
parse st 0Com = (p0 , e0 , tree 0 )
parse st 1Com = (p1 , e1 , tree 1 )
ch ∗ ← Cha(pp, p0 · p1 , c, 0)
st ΣOR .V ← (cm ∗ , ch ∗ )
st U ← (st 0Com , st 1Com , st ΣOR .V )
return (ch ∗ , st U )

BS.S2 (pp, pk , sk , st S , ch ∗ ):

61:
62:
63:

64:
65:
66:

BS.Verify(pp, pk , m, sig):
71:
72:
73:
74:
75:

41:
42:
43:
44:
45:
46:

parse pk = (b0 , b1 )
parse sk = (d, s)
rp ∗ ← ΣOR .P2 (pp, (b0 , b1 ), (d, s), st S , ch ∗ )
if rp ∗ = ⊥ then
return ⊥
return rp ∗

parse pk = (b0 , b1 )
parse st U = (st 0Com , st 1Com , st ΣOR .V )
(b, (i0 , i1 )) ← ΣOR .V2 (pp, (b0 , b1 ),
st ΣOR .V , rp ∗ )
if b = 0 then
return (⊥, ⊥)
parse st 0Com = (p0 , e0 , tree 0 )
parse st 1Com = (p1 , e1 , tree 1 )
parse rp ∗ = (c∗0 , c∗1 , z∗0 , z∗1 )
c0 ← Cha(pp, p0 , c∗0 , 1)
c1 ← Cha(pp, p1 , c∗1 , 1)
(z0 , auth 0 ) ← Rsp(pp, st 0Com , z∗0 , i0 )
(z1 , auth 1 ) ← Rsp(pp, st 1Com , z∗1 , i1 )
if ((z0 , auth 0 ) = (⊥, ⊥)) ∨
((z1 , auth 1 ) = (⊥, ⊥)) then
return (⊥, ⊥)
sig ← (c0 , c1 , z0 , z1 , auth 0 , auth 1 )
return (m, sig)

76:
77:
78:
79:
80:

parse pk = (b0 , b1 )
parse sig=(c0 , c1 , z0 , z1 , auth 0 , auth 1 )
root 0 ← Rec(pp, b0 , c0 , (z0 , auth 0 ))
root 1 ← Rec(pp, b1 , c1 , (z1 , auth 1 ))
if (root 0 = ⊥) ∨ (root 1 = ⊥) then
return 0
c ← H(root 0 , root 1 , m)
if c 6= c0 · c1 then
return 0
return 1

Figure 5.15: A formal description of the blind signature scheme BlindOR. The description of
BS.PGen is given in the text. The signer restarts the signing protocol if rp ∗ = ⊥.

ters of the following form:
pp = (1λ , n, k1 , k2 , q, σ 0 , Bs , ω, κ, σ ∗ , `, σ, S, Bz∗ , U, h, Bz , `F , A).

(5.6)

The matrix A is chosen randomly from the uniform distribution over Rqk1 ×k2 . The
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description of the remaining parameters is summarized in Table 5.3. We remark that
pp includes the set of public parameters pp 0 associated to the relation R for which the
Sigma protocol Σ is defined, i.e., pp 0 ⊂ pp. In other words, BS.PGen may first run the
algorithm R.PGen(1λ ) to obtain pp 0 , and then proceed by generating the remaining
parameters of BlindOR. For simplicity, we include the larger set pp in the input of
the algorithms related to Σ.
Key generation. Given a set of public parameters pp, BS.KGen runs the instance generator
algorithm ROR .IGen on input (pp, 1) to obtain a yes-instance (b0 , b1 ) ∈ Rqk1 × Rqk1 for
2
the relation ROR on R together with a witness (d, s), where d ∈ {0, 1} and s ∈ DZk1n+k
,σ 0
is a witness for bd . The algorithm returns the public key pk = (b0 , b1 ) and the secret
key sk = (d, s).
Signing. Let m be the message being blindly signed by BS.S. The signing protocol of
BlindOR is initiated by the signer, which plays the role of the prover of the Sigma
protocol ΣOR = OR[Σ, Σ]. The user acts as the verifier of ΣOR , and further blinds
both transcripts created by the signer via the blinding algorithms Com, Cha, and Rsp.
In the following we describe the interaction between the signer and user.
Given (pp, pk , sk ), BS.S1 runs the first prover algorithm ΣOR .P1 to obtain the commitment cm ∗ = (v0∗ , v1∗ ), which is sent to the user.
On input (pp, pk , m, cm ∗ ), BS.U1 computes two blind commitments root 0 and root 1
by running the algorithm Com twice. Afterwards, the hash function H is evaluated
on input (root 0 , root 1 , m) to obtain the blind challenge c. The challenge c is then
“unblinded” to a challenge c∗ via the algorithm Cha, which uses the randomness
p0 · p1 = (p1,0 p1,1 , . . . , pκ,0 pκ,1 ). The unblinded challenge c∗ is then sent to the signer.
Upon receiving c∗ , BS.S2 runs the second prover algorithm ΣOR .P2 to obtain the response rp ∗ = (c∗0 , c∗1 , z∗0 , z∗1 ). The signing protocol is restarted if rp ∗ = ⊥. Otherwise,
rp ∗ is sent to the user.
Given rp ∗ , BS.U2 verifies the validity of the both transcripts (v0∗ , c∗0 , z∗0 ) and (v1∗ , c∗1 , z∗1 )
by running ΣOR .V2 . Then, it blinds both challenge shares c∗0 , c∗1 using the algorithm
Cha to obtain the blind challenge parts c0 , c1 . Finally, two blind responses (z0 , auth 0 )
and (z1 , auth 1 ) are computed by running the algorithm Rsp twice. The blind signature
is given by sig = (c0 , c1 , z0 , z1 , auth 0 , auth 1 ).
Verification. Given (pp, pk , m, sig), BS.Verify computes two commitments root 0 , root 1 by
running the algorithm Rec twice. The signature is rejected if at least one execution
of Rec returns ⊥. Otherwise, sig is accepted if and only if c0 · c1 = H(root 0 , root 1 , m).
The following theorem shows the correctness of BlindOR.
Theorem 5.21. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tκ be two cryptographic hash
functions. The blind signature scheme BlindOR is corrBS -correct w.r.t. pp ∈ BS.PGen(1λ ),
where
corrBS = δ ∗ + 2ε∗ + 2δ + 2ε.
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Table 5.3: A review of the parameters of BlindOR.

Parameter

Description

Bounds

n, k1 , k2

Dimension

q

Modulus

σ0
κ
ω, `

Standard deviation of s
Specifies the set Tκ
No. masking vectors y(i) , e(k)

σ∗

Standard deviation in Σ

n = 2n , n0 , k1 , k2 ∈ N>0
prime, q = 2p + 1 (mod 4p),
0
n ≥ p > 1, p = 2p , p0 ∈ N>0 , q 1/p > 2
σ0 > 0
|Tκ | = (2n)κ ≥ 2λ
ω ∈ N>0 , ` ∈ N>1

√
12
1
,
σ ∗ = α∗  κBs , S = exp
+
∗
∗2
2α
 α

0

α∗ > 0, 1 −

1−2−100
S

ω

≤ δ∗, δ∗ > 0

+ 2α1 2 ,

σ

Standard deviation in BS.U

σ = αBz∗ , U = exp 12

`α
1−2−100
α > 0, 1 − U
≤ δ, δ > 0

h
M
Bs
Bz∗
Bz
`F

Tree height
No. restarts of BS
Bound of ksk in sk
Bound of kzk in Σ
Bound of kzk in BS.U
Output length of function F

h = dlog(ω`)e
M = 1/(1 − δ ∗ )
p
Bs = η 0 σ 0 (k1 + k2 )n, η 0 > 0
p
Bz∗ = η ∗ σ ∗ (k1 + k2 )κn, η ∗ > 0
p
Bz = ησ (k1 + k2 )κn, η > 0
`F ≥ 2λ

The term δ ∗ defines the probability that ΣOR .P2 returns a response rp ∗ = ⊥, ε∗ is the
probability that Σ.V2 returns (0, i), δ is the probability that IterateRej returns (⊥, ⊥), and ε
is the probability that Rec returns ⊥.
Proof. By the correctness property of the underlying Sigma protocol Σ, the signer returns a
response rp ∗ = ⊥ with probability at most δ ∗ , and the algorithm ΣOR .V2 returns (0, (i0 , i1 ))
with probability at most 2ε∗ (see the proof of Theorem 5.20). Furthermore, the user returns
sig = ⊥ if at least one of both executions of the algorithm Rsp within BS.U2 returns a
blind response (z, auth) = (⊥, ⊥). This event occurs with probability at most 2δ because
of the following: For each b ∈ {0, 1}, the algorithm Com generates ` masking vectors
(k +k )κ
from DZn1,σ 2 . By Lemma 2.8, Rej(pp, zb , z0b ) = 1 with probability (1 − 2−100 )/U , where

+ 2α1 2 and ` = 1. Therefore, when ` ≥ 1, IterateRej returns (zb , kb ) = (⊥, ⊥)
U = exp 12
α

`

`
−100
−100
, where ` is chosen such that 1 − 1−2U
≤ δ.
with probability 1 − 1−2U
Let sig = (c0 , c1 , z0 , z1 , auth 0 , auth 1 ) be a blind signature generated by BlindOR on some
(k +k )κ
message. Then, both vectors z0 and z1 follow the Gaussian distribution DZn1,σ 2 , and
by Lemma 2.6, each of the norms kz0 k and kz1 k is greater than Bz with probability


(k1 + k2 )κn
(k1 +k2 )κn
2
ε=η
exp
(1 − η ) .
2
By a suitable choice of η > 0, we obtain kz0 k ≤ Bz and kz1 k ≤ Bz each with probability
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at least 1 − ε. Moreover, for each b ∈ {0, 1} we have root b = RootCalc(wb , auth b ), where
wb = (w1,b , . . . , wκ,b ) and for all j ∈ [κ] we have
(k )

wj,b = [Ik1 | A] · zj,b − bb cj,b = [Ik1 | A] · (ej,bb + z∗j,b pj,b ) − bb cj,b
(k )

(i ,kb )

∗ (ib )
= [Ik1 | A] · ej,bb + vj,b
pj,b = vj,bb

(mod q).

Therefore, BS.Verify rejects sig if at least one of both executions of Rec within BS.Verify
returns ⊥, i.e., if root 0 = ⊥ or root 1 = ⊥. This event occurs with probability at most 2ε.
Hence, the correctness error of BlindOR is given by corrBS = δ ∗ + 2ε∗ + 2δ + 2ε.

5.5.4 Security Analysis
In this section we prove that BlindOR satisfies both the statistical blindness and computational one-more unforgeability in the ROM.
Theorem 5.22. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tκ be two cryptographic hash
functions modeled as random oracles. The blind signature scheme
 −100 BlindOR−κis ε-statistically
λ
/U, (2n)
blind w.r.t. pp ∈ BS.PGen(1 ) in the ROM, where ε = max 2
.
Proof. The proof is carried out in a similar way to the proof of Theorem 5.12. For completeness, we provide the proof in the following. Let S∗ be an adversarial signer in the
∗
blindness experiment ExpBlind
BS,S∗ . Then, S selects two messages m0 , m1 and interacts with
the honest user BS.U twice. We show that after both interactions, the messages output
by the user, i.e., two blind vectors of the form c∗ ∈ Tκ and two blind signatures of the
form sig = (c0 , c1 , z0 , z1 , auth 0 , auth 1 ), are independently distributed and do not leak any
information about the signed messages and the respective interaction.
The vectors c∗ , c0 , c1 are uniformly distributed over Tκ . Hence, they do not leak any
information. Moreover, Lemma 5.7 ensures that the vector c∗ is independently distributed
from c = c0 · c1 , and S∗ can link both elements only with probability (2n)−κ over guessing.
Furthermore, the authentication paths auth 0 , auth 1 include hash values that are uniformly
distributed over {0, 1}`F . By Lemma 2.8, the blind vectors z0 and z1 are independently
distributed from z00 and z01 , respectively. Therefore, both vectors z0 and z1 completely mask
z00 and z01 , and hence z∗0 and z∗1 , respectively. By the same lemma, z0 and z1 are within
(k +k )κ
statistical distance of 2−100 /U from the Gaussian distribution DZn1,σ 2 .
Finally, if a protocol restart is triggered by S∗ , then BS.U generates fresh random elements. Therefore, the protocol restarts are independent of each other, and hence S∗ does
not get any information about the message being signed.
Theorem 5.23. Let F : {0, 1}∗ → {0, 1}`F and H : {0, 1}∗ → Tκ be cryptographic hash functions modeled as random oracles. The blind signature scheme BlindOR is (t, qSign , qF , qH , ε)one-more unforgeable w.r.t. pp ∈ BS.PGen(1λ ) in the ROM if MLWE2 is (t0 , ε0 )-hard
p w.r.t.
2
0
0
00 00
00
pp = (n, k1 , k2 , q, σ , A) and MSIS is (t , ε )-hard w.r.t. pp = (n, k1 , k2 + 1, q, 2 Bz2 + 1),
where

 



1
1
acc
1
0
0
00
00
0
t ≈ t ∧ ε ≈ ε ∧ t ≈ 2t ∧ ε ≈
· acc ·
,
−ε ·
−
2
qSign + 1
(qSign + 1)ω` |Tκ |

.
q
+1
q 2 +q
q
+1
and acc = ε − F2`F F − Sign
qHSign .
κ
|T |
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OF (x):
1:
2:
3:
4:
5:
6:
7:
8:
9:

if ∃(x, OF (x)) ∈ LF then
return OF (x)
OF (x) ←$ {0, 1}`F
if ∃(x0 , OF (x0 )) ∈ LF : (x 6= x0 ) ∧ (OF (x) = OF (x0 )) then
return ⊥
if ∃(y, OF (y)) ∈ LF : y = OF (x) then
return ⊥
LF ← LF ∪ {(x, OF (x))}
return OF (x)

OH (root 0 , root 1 , m):
11:
12:
13:
14:
15:

if ∃((root 0 , root 1 , m), OH (root 0 , root 1 , m)) ∈ LH then
return OH (root 0 , root 1 , m)
OH (root 0 , root 1 , m) ←- C // picks the first unused answer from C
LH ← LH ∪ {((root 0 , root 1 , m), OH (root 0 , root 1 , m))}
return OH (root 0 , root 1 , m)

Figure 5.16: A description of the random oracles OF and OH .

Proof. Let A∗ be a forger against BlindOR, i.e., A∗ runs in time t and can win the experiment
ExpOMUF
BS,A∗ given in Definition 5.4 with probability ε. First, we observe that the hardness
of MLWE2 w.r.t. pp 0 is required to protect against key recovery attacks, i.e., being able to
determine the yes-instance of MLWE2 included in the public key pk = (b0 , b1 ) allows A∗
to compute the secret key, and hence forgeries. Therefore, in what follows we assume the
hardness of MLWE2 w.r.t. pp 0 , and construct a reduction algorithm R that solves MSIS2
w.r.t. pp 00 .
k ×(k +1)
Given pp 00 and a uniformly random matrix A0 ∈ Rq 1 2 , the reduction R chooses a
bit d ∈ {0, 1} uniformly at random, and writes A0 = [A | b1−d ] ∈ Rqk1 ×k2 × Rqk1 . After
that, R generates the remaining public parameters of BlindOR as specified in Table 5.3 to
obtain the set of public parameters pp given in Equation (5.6). Then, R selects c1 , . . . , cqH
according to the uniform distribution over Tκ , and sets C = {c1 , . . . , cqH }. Afterwards, R
runs the instance generator algorithm R.IGen(pp, 1) depicted in Figure 5.11 to obtain the
yes-instance and its corresponding witness (bd , s). Then, R sets pk = (b0 , b1 ), sk = (d, s),
and runs the adversary A∗ on input (pp, pk ). The random oracle and signing queries that
A∗ make are answered by R as follows:
Random oracle query. The reduction R maintains a list LH initialized by the empty set.
It stores pairs of queries to the oracle OH and their answers. If OH was previously
queried on some input, then R looks up its entry in LH and returns its answer c ∈ Tκ .
Otherwise, it picks the first unused c ∈ C and updates the list. Furthermore, R
initializes an empty list LF in order to store pairs of queries to the oracle OF and
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their answers. The queries to OF are answered by R in a way that excludes collisions
and chains. Excluding collisions rules out queries x 6= x0 such that OF (x) = OF (x0 ),
while excluding chains guarantees that the query OF (OF (x)) will not be made before
the query OF (x). This ensures that each node output by the algorithm HashTree
has a unique preimage, and prevents spanning hash trees with cycles. Simulating OF
q 2 +q
this way is within statistical distance of at most F2`F F from an oracle that allows the
existence of collisions and chains. The description of OH and OF is given in Figure 5.16.
Signature query. Upon receiving a signature query from A∗ , R runs the signing protocol
of BlindOR acting as the signer. During interaction, R updates both lists LF and LH
accordingly. Note that the environment of A∗ is perfectly simulated and signatures are
generated with the same probability as in the real execution of the signing protocol.
After qSign successful interactions, A∗ returns qSign + 1 pairs of distinct messages and their
valid blind signatures, i.e., (m1 , sig 1 ), . . . , (mqSign +1 , sig qSign +1 ), where one of these pairs is
not generated during the interaction between R and A∗ . If OH was not programmed or
queried during invocation of A∗ , then A∗ produces a valid blind signature that includes a
vector c ∈ Tκ with probability 1/|Tκ |. Therefore, the probability that A∗ succeeds in a
forgery such that all qSign + 1 blind signatures correspond to random oracle queries made
q
+1
.
by A∗ is at least ε − Sign
|Tκ |
Suppose that the output of A∗ includes two pairs (m, sig) and (m 0 , sig 0 ) with the same random oracle answer c ∈ Tκ . This means we have OH (root 0 , root 1 , m) = OH (root 00 , root 01 , m 0 ).
If (m 6= m 0 ) ∨ (root 0 6= root 00 ) ∨ (root 1 6= root 01 ), then a second preimage of c has been found
by A∗ . This occurs with probability at most 1/|Tκ |. On the other hand, the qSign + 1
messages are not pairwise distinct if (m = m 0 ) ∧ (root 0 = root 00 ) ∧ (root 1 = root 01 ). Hence,
we may assume for the remainder of the proof that all qSign + 1 blind signatures output by
A∗ include distinct random oracle answers of the form c ∈ Tκ .
Afterwards, R guesses an index i∗ ∈ [qSign + 1] such that ci∗ = cj ∗ for some j ∗ ∈ [qH ],
i.e., ci∗ is related to one of the qSign + 1 signatures output by A∗ and cj ∗ ∈ C. Then,
R records the pair (mi∗ , sig i∗ = (c0 , c1 , z0 , z1 , auth 0 , auth 1 )) and invokes A∗ again with the
same random tape and the set of random oracle answers C 0 = c1 , . . . , cj ∗ −1 , c0j ∗ , . . . , c0qH ,
where c0j ∗ , . . . , c0qH ∈ Tκ are freshly generated by R. After rewinding, A∗ returns qSign + 1
pairs of distinct messages and their valid blind signatures. The potential two valid forgeries
(before and after rewinding) output by A∗ at index i∗ have the form
(m, (c0 , c1 , z0 , z1 , auth 0 , auth 1 )) and (m 0 , (c00 , c01 , z00 , z01 , auth 00 , auth 01 )),
where ci = (c1,i , . . . , cκ,i ), c0i = (c01,i , . . . , c0κ,i ), and i ∈ {0, 1}. By the verification algorithm
of BlindOR we obtain
wj,1−d = [Ik1 | A] · zj,1−d − b1−d cj,1−d (mod q), for all j ∈ [κ]
0
wj,1−d
= [Ik1 | A] · z0j,1−d − b1−d c0j,1−d (mod q), for all j ∈ [κ]

0
0
0
w1−d = (w1,1−d , . . . , wκ,1−d ), w1−d
= w1,1−d
, . . . , wκ,1−d
,

0
, auth 01−d ,
root 1−d = RootCalc(w1−d , auth 1−d ), root 01−d = RootCalc w1−d
c0 · c1 = c = OH (root 0 , root 1 , m), c00 · c01 = c0 = OH (root 00 , root 01 , m 0 ).
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5.5 The Blind Signature Scheme BlindOR
By the forking lemma (Lemma 2.18) we have

0
(c 6= c0 ) ∧ (root 0 = root 00 ) ∧ (root 1 = root 01 ) ∧ (m = m 0 ) ∧ k1−d = k1−d
,
0
∈ {0, . . . , ω` − 1} are the indices included in auth 1−d , auth 01−d , respectively.
where k1−d , k1−d
Furthermore, answering the hash queries to the oracle OF as described in Figure 5.16 ensures
that both auth 1−d , auth 01−d include the same sequence of hash values, and hence we have


0
.
auth 1−d = auth 01−d ∧ w1−d = w1−d

If c1−d 6= c01−d , then for at least one index j ∈ [κ] we have cj,1−d 6= c0j,1−d . Thus, we obtain
[Ik1 | A] · zj,1−d − b1−d cj,1−d = [Ik1 | A] · z0j,1−d − b1−d c0j,1−d (mod q).
>

This gives the non-trivial solution zj,1−d − z0j,1−d c0j,1−d − cj,1−d to MSIS w.r.t. pp 00 and
the matrix [Ik1 | A | b1−d ] = [Ik1 | A0 ].
Finally, we analyze the success probability of the reduction R. The probability that R
answers the correct sequence of qSign + 1 random oracle queries to OH that are used by
q
+1
A∗ in the forgery is at least 1/qHSign . Since one of the qSign + 1 pairs output by A∗ is
by assumption not generated during the interaction with R, the probability of correctly
guessing the index i∗ corresponding to this pair is 1/(qSign + 1). The success probability of
the forking (cf. Lemma 2.18) is given by




acc
1
qF2 + qF qSign + 1 . qSign +1
frk ≥ acc ·
−
, where acc = ε −
−
qH
.
(qSign + 1)ω` |Tκ |
2`F
|Tκ |
By Lemma 5.24, the probability that c1−d 6= c01−d is given by
probability ε00 that is given in the theorem statement.

1
2

− ε0 . This deduces the

Lemma 5.24. Assume that after rewinding the forger A∗ as done by the reduction algorithm
R given in the proof of Theorem 5.23, the two forgeries output by A∗ satisfy c1−d = c01−d
with probability 1/2 + ε0 , where d ∈ {0, 1} corresponds to the yes-instance included in the
public key and ε0 is noticeably greater than 0. Then, there exists a distinguisher D∗ that runs
A∗ in a black-box manner in order to win the experiment ExpMLWE
depicted in Figure 2.2
D∗
with advantage ε0 .
Proof. The input of D∗ is the set of public parameters pp 0 = (n, k1 , k2 , q, σ 0 , A) and a vector
b0 ∈ Rqk1 . As indicated in the experiment ExpMLWE
, the goal of D∗ is to decide if the instance
D∗
b0 is either uniformly random (no-instance), or it has the form b0 = [Ik1 | A] · s0 (mod q),
i.e., if b0 is a yes-instance with witness s0 . Similar to the reduction R, D∗ sets b1−d = b0
and creates the yes-instance bd with the corresponding witness s. Then, D∗ runs the forger
on input (pp, pk = (b0 , b1 )). The signing and random oracle queries are answered by D∗
as performed by R. After rewinding, we have c 6= c0 due to the forking lemma, where
c = c0 · c1 and c0 = c00 · c01 . If c1−d = c01−d , then D∗ returns b∗ = 0 indicating that its input
is a no-instance. Otherwise, D∗ returns a randomly chosen bit b∗ .
If the input b1−d of D∗ is a no-instance, then by assumption we have c1−d = c01−d with
probability 1/2 + ε0 . Thus, D∗ returns b∗ = 0. However, if the input of D∗ is a yes-instance,
then the forger has obtained a public key consisting of two yes-instances. By the witness
indistinguishability property of the underlying OR-protocol, the forger A∗ cannot guess
which coordinate D∗ is using to sign. Therefore, D∗ returns a randomly chosen bit b∗ in
case c1−d 6= c01−d .
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Table 5.4: Overview of the sizes (in bits) of keys and signatures as well as the communication
cost of each move of our schemes BLAZE, BLAZE+ , and BlindOR. We set m = (k1 + k2 )n.

BLAZE

BLAZE+

BlindOR

Public key
Secret key

`seed + k1 ndlog qe
mdlog(2s + 1)e

Signature

`str + κ(1 + dlog ne)+
mdlog(2z + 1)e

`seed + k1 ndlog qe
mdlog(tσ 0 + 1)e
κ(1 + dlog ne)+
mdlog(tσ + 1)e+
h(`F + 1)

`seed + 2k1 ndlog qe
1 + mdlog(tσ 0 + 1)e
2κ(1 + dlog ne)+
2κmdlog(tσ + 1)e+
2h(`F + 1)

1th move
2th move

κk1 ndlog qe
κ(1 + dlog ne)

κk1 ndlog qe
κ(1 + dlog ne)

3th move

κmdlog(2z ∗ + 1)e

κmdlog(tσ ∗ + 1)e

4th move

`τ +`seed +2κ(1 + dlog ne)

-

ωκk1 ndlog qe
κ(1 + dlog ne)
2κ(1 + dlog ne)+
2κmdlog(tσ ∗ + 1)e
-

5.6 Concrete Parameters
In this section we propose concrete parameters for our blind signature schemes BLAZE,
BLAZE+ , and BlindOR. The parameters target 128 bits of security. We provide a practical
comparison between the schemes, and show which of them is the most suitable one in terms
of sizes of keys/signatures, communication cost, performance, and security.
First, we provide in Table 5.4 the theoretical sizes of keys/signatures and the communication cost of each move of our schemes. In the following we explain how these sizes were
obtained. To this end, we let k, x ∈ Z>0 , σ, t ∈ R>0 , ` ∈ N>1 , and h = dlog(`)e. Obviously,
the size of any k-dimensional vector from Rq is given by kndlog qe bits. By the definition
of the set Sx (cf. Section 2.2), any element belonging to Sxk occupies kdlog(2x + 1)e bits.
The size of any k-dimensional vector v following the Gaussian distribution DZk n ,σ can be
computed according to Lemma 2.6. We fixed the probability 2−80 and obtained t = 11.3
so that Pr[kvk∞ > tσ] ≤ 2−80 . Any vector c = (c1 , . . . , cκ ) ∈ Tκ can be described with
κ(1 + dlog ne) bits, where each coefficient of c is of the form ±X i for i ∈ {0, . . . , n − 1},
i.e., we need one bit for the sign and dlog ne bits for the degree i. An authentication
path auth = (k 0 , a0 , . . . , a`−1 ) requires h(`F + 1) bits, where the index k 0 lies in the set
{0, . . . , ` − 1} and the remaining elements are hash values under the hash function F. Thus,
the bit length of k 0 is at most h, and each hash value has a length of `F bits. For using our
schemes in practice, we assume that the implementation of the key generation algorithm
BS.KGen includes the selection of a uniformly random seed from {0, 1}`seed . This seed is
used to generate the public matrix A in a deterministic way via the function Expand, which
allows to save space by storing the seed instead of A. Therefore, the seed is included in the
public key pk , and hence we extend the size of pk to `seed bits (cf. Table 5.4). The signature size of BLAZE+ and BlindOR is computed without compression. In practice however,
a Gaussian integer z ∈ DZ,σ is optimally compressed via Huffman encoding, which requires
approximately τ + 2.25 bits on average [DLL+ 17b], where σ ≈ 2τ .
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Table 5.5: Concrete parameters for BLAZE, BLAZE+ , and BlindOR. The parameters target 128
bits of security. The description of the parameters is summarized in Table 5.1, Tables 5.2 and 5.3.
We set `seed = `str = `τ = 128, and `F = 256. The table also gives the corresponding sizes (in
kilobytes) of keys/signatures and communication cost required to obtain a valid blind signature.

Parameter
(n, k1 , k2 )
q
κ
s
σ0
(y, z ∗ )
(α∗ , σ ∗ )
(e, z)
(α, σ)
(ω, `, h)
(MS , MU , M )
(η 0 , η ∗ , η)
Public key size (KB)
Secret key size (KB)
Signature size (KB)
Communication cost (KB)

BLAZE

BLAZE+

(256, 8, 7)
(256, 5, 4)
45
9
32
2 −2 +1
2 − 220 + 1
23
23
4
4
19
(2 , 524284)
(13.5, 12680)
42
(2 , 4398034452572)
(11.5, 37931560)
(1, 126, 7)
(2, 1.02, 2.04)
(2.4, 1, 2.4)
(1.02, 1.03, 1.16)
11.27
1.88
20.20
967.86

5.02
1.69
8.40
392.50

BlindOR
(256, 5, 4)
≈ 234
15
4
(8.3, 6296)
(21.5, 26171185)
(2, 63, 7)
(2.4, 1, 2.4)
(1.02, 1.04, 1.04)
10.64
1.69
245.16
526.01

We present our concrete parameters in Table 5.5 including the corresponding sizes of
keys and signatures as well as the total amount of communication cost that is required
to generate valid blind signatures. In the following we give some insights of how these
parameters were selected.
• In BLAZE and BLAZE+ , the modulus q is a prime such that q = 1 (mod 2n). This
allows for efficient polynomial multiplication. In BlindOR, the modulus is given by the
prime q = 17179868353, which satisfies q = 2p + 1 (mod 4p) so that the polynomial
X n + 1 underlying the ring Rq has p = 32 irreducible factors (cf. Lemma 2.1) and
each polynomial c̄ ∈ C¯ having the form given in Equation (5.5) is invertible in Rq .
This guarantees that the reduction algorithm given in the proof of Theorem 5.23 is
able to compute a non-zero solution to MSIS w.r.t. pp 00 .
• The values of the parameters y and e are computed by fixing the average number of
restarts MS and MU , respectively. In order to facilitate sampling elements from the
uniform distribution over Sxk1 +k2 , where x ∈ {s, y, e}, the parameters s, y, e are set to
power of two.
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Table 5.6: Performance of an implementation of BLAZE+ on an Intel Core i7-9750H processor
operating at 2.6 GHz.

Performance
Average milliseconds
Average cycles

Key generation

Signing

Verification

0.8
2, 117, 012

117
303, 906, 073

0.8
2, 058, 038

• The parameters ω, α∗ , and σ ∗ ensure that the rejection sampling procedure carried
out by the signer accepts with probability 1/M . However, the choice of the parameters
`, α, and σ allows the user to compute a valid blind signature with probability at
least 1 − 2−80 , i.e., the algorithm IterateRej returns (⊥, ⊥) with probability at most
2−80 . Assuming that the signing algorithm will generate at most 264 signatures, the
latter probability is sufficient and we believe that it is not worthwhile to increase the
parameter ` in order to obtain a probability greater than 1 − 2−80 . This is because
increasing ` significantly affects the performance of the signing protocol of BLAZE+
and BlindOR.
• The values of the parameters η 0 , η ∗ , and η are computed according to Lemma 2.6.
More concretely, with the given value of η 0 the key generation algorithm succeeds
in sampling a Gaussian vector s satisfying ksk ≤ Bs with probability 0.75. This
probability reduces Bs , and hence the size of blind signatures. The values of η ∗ and η
ensure that kz∗ k ≤ Bz∗ and kzk ≤ Bz with probability at least 1 − 2−80 , respectively.
We remark that the communication cost provided in Table 5.5 gives the total amount
of communication including the number of restarts that is required to obtain valid blind
signatures. In BLAZE, this amount is computed as
M · (|Move1 | + |Move2 | + |Move3 |) + (M − 1) · |Move4 |,
while in BLAZE+ and BlindOR it is computed as
M · (|Move1 | + |Move2 |) + |Move3 |,
where for i ∈ {1, 2, 3, 4}, the term |Movei | denotes the length of the bit string related to
the ith move of the signing protocol.
At the time of writing this thesis, we are working on optimized implementations of our
schemes [A5], where only a working implementation of BLAZE+ is ready, so that it can be
used to evaluate the performance of the parameters given in Table 5.5. We provide these
performance measures in Table 5.6. We expect the performance evaluation of BlindOR to
be twice as large as the evaluation given for BLAZE+ . Observe that due to using ORproofs, the operations carried out in BlindOR are twice the operations involved in BLAZE+ .
In particular, the values of the parameters n, k1 , k2 , σ 0 are identical, and the number of
restarts induced by the signer is the same, and hence both schemes have the same total
number of restarts.
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5.7 Cryptanalysis of Two-Round Blind Signature Schemes
Finally, we provide a practical comparison between our schemes. As Table 5.5 shows,
BLAZE+ reduces the sizes of public key and signatures in addition to the communication
complexity to a factor of at least 1/2, when comparing with BLAZE. In addition to the
performance, using OR-proofs in BlindOR requires a public key and signatures of sizes that
are at least twice as large as those required for BLAZE+ . Hence, if provable security is the
top priority, then BlindOR is the right option to use at the cost of larger sizes of public key
and signatures as well as lower performance. Otherwise, BLAZE+ seems to be the most
suitable choice for applications, where smaller sizes and reduced communication complexity
are in the first place. We expect BLAZE+ to be even faster than BLAZE. This is due to
the larger dimension and modulus, i.e., larger values for k1 , k2 , and q, that are required for
BLAZE to achieve the desired security level. We note that we can choose parameters for
BLAZE having a dimension identical to BLAZE+ , i.e., we can reduce the value of the pair
(k1 , k2 ) in BLAZE from (8, 7) to (5, 4). However, this would require to use a prime modulus
of length at least 61 bits. This modulus would significantly affect the performance of the
scheme, and in particular, the polynomial multiplication and modular reduction algorithm.

5.7 Cryptanalysis of Two-Round Blind Signature Schemes
In this section we present two attacks on previous two-round lattice-based constructions of
blind signatures. More concretely, we show that after two interactions with the signer, any
user can simply compute the secret key of the lattice-based blind signature scheme given
in [ZTZ+ 17]. Then, we explain how the instance of the SIS problem underlying the earlier
identity-based blind signature schemes [CCT+ 11,ZM14,ZH16,GHWX16,GHW+ 17] can be
solved by any user after only one execution of the signing protocol.

5.7.1 Key Recovery of a Blind Signature Proposal
In this section we describe a key recovery attack on the blind signature scheme proposed
in [ZTZ+ 17]. We sketch its key generation and signing protocol, and only explain the
elements required for our analysis.
The secret key is an (n × n)-matrix S with coefficients from {−1, 0, 1}, and the public
key consists of two (n × n)-matrices (P, H), where P = b2ρ(S) + 1c·In , ρ(S) is the spectral
radius of S, and H is the Hermite normal form of P − S. Signing is performed as follows:
1. The user sends an n-dimensional vector u to the signer, where u is computed using
some random elements and the message being signed.
2. The signer sends z0 = u − buP−1 e(P − S) back to the user.
3. The user outputs z = z0 T−1 − e as a part of the signature, where T, e are included
in the vector u.
The secret key S can be computed as follows: The user selects two random vectors u1 , u2
such that x = bu1 P−1 e − bu2 P−1 e is invertible. Then, it initiates the signing protocol twice
by sending u1 and u2 in the first and second invocation, respectively. After receiving z01 , z02 ,
the secret key can be computed as S = (z01 − z02 − u1 + u2 + xP)x−1 .
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5.7.2 Forgeability of Two-Round ID-Based Blind Signature Schemes
In this section we show a design flaw in the previous two-round lattice-based identity-based
blind signature schemes proposed in [CCT+ 11, ZM14, ZH16, GHWX16, GHW+ 17]. They
all follow a specified framework that employs the preimage sampleable trapdoor function
introduced by Gentry et al. [GPV08]. More concretely, the framework defines a public
together with a secret trapdoor. This trapdoor is a short basis
random matrix A ∈ Zn×m
q
for the lattice whose vectors are given by the set {e ∈ Zm | 0 = Ae (mod q)}. Signing is
carried out as follows:
1. The user sends an n-dimensional vector y = Ax + ct (mod q) to the signer, where
x is an m-dimensional Gaussian vector, c ∈ Znq is a hash value of the message being
signed, and t is a small integer.
2. The signer samples a preimage vector e such that y = Ae (mod q) and sends it back
to the user.
3. The user outputs the signature z = (e − x)t−1 (mod q). We note that two of the proposals we analyze here consider t as an invertible Gaussian (n × n)-matrix, although
the signature z cannot be obtained by multiplying an m-dimensional vector with an
(n × n)-matrix.
Verification is carried out by checking that c = Az (mod q). Apparently, it is assumed
that the signing protocol is stateful in order to prevent re-querying attacks. That is, the
signer has a local storage to return the same preimage of previous signing queries. Nevertheless, any user can simply send y = Ax (mod q) and let the signer return a preimage x0
of y. Thus, we obtain 0 = A(x − x0 ) (mod q), where x − x0 is a short and non-zero vector
with high probability, since collisions always exist.
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6
Conclusion
In this chapter we conclude this thesis and discuss possible research directions for future
work.
We started by presenting the first post-quantum construction of signature schemes with
re-randomizable public keys. The construction uses lattice-based Fiat-Shamir signature
schemes as a building block and provides security in the quantum random oracle model
(QROM). We showed that our scheme can be used to build post-quantum deterministic wallets, and described how it can be instantiated with the ordinary signature scheme
qTESLA [ABB+ 20]; a second-round candidate of the NIST post-quantum standardization
process. We further presented alternative approaches for re-randomizing keys in the lattice
setting including a scheme that can use either Gaussian or uniformly distributed secret keys,
and allows the re-randomization algorithms RSig.RandSK and RSig.RandPK to synchronize
on some state.
With focus on signature schemes with advanced functionalities, we went on to analyze
lattice-based (interactive) protocols with multiple rejection sampling procedures. We observed that such protocols require a number of restarts that is multiplicative in the number
of the involved rejection sampling procedures. To solve this problem, we presented the
tree of commitments technique, which allows to reduce the number of restarts, or even remove the restarts, inherent in lattice-based schemes. Using this technique we constructed
a canonical identification scheme that is a variant of the one given in [Lyu09] and has a reduced amount of communication complexity. We also demonstrated the practical relevance
of our technique by utilizing it in blind signature schemes.
Finally, we studied lattice-based blind signatures, and presented the new schemes BLAZE,
BLAZE+ , and BlindOR. We demonstrated the efficiency of our proposals and the ability
to use them in real-life privacy-preserving applications. For applications where provable
security is critical, we argued that BlindOR is the right scheme to use. Otherwise, BLAZE+
is the most suitable choice for applications where smaller sizes and reduced communication
complexity are in the first place. Furthermore, our argumentation shows that BLAZE+
seems to outperform BLAZE, so that BLAZE+ is also the best choice for applications having
performance as the top priority. We showed that the existing lattice-based constructions
of blind signatures following the hash-and-sign approach and using preimage sampleable
trapdoor functions [GPV08] are insecure.
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6 Conclusion
Future research. In this thesis we focused on designing practical lattice-based constructions of two advanced signature schemes, i.e., signature schemes with re-randomizable keys
and blind signature schemes. However, there is still various types of lattice-based signatures
that have to be pushed towards practice. For instance, multi-signatures [IN83], aggregate
signatures [BGLS03], threshold signatures [DF90], and threshold ring signatures [BSS02].
We believe that our tree of commitments technique can be a crucial tool in the design of
at least multi-, threshold, and threshold ring signature schemes based on lattices.
Similar to previous works on blind signatures, e.g. [PS00,HKLN20], the security reduction
to the one-more unforgeability property of our blind signature scheme BlindOR allows to
generate a small number of signatures per public key. This restriction is inherited from the
proof technique due to Pointcheval and Stern [PS00] as well as Abe and Okamoto [AO00].
Pointcheval [Poi98] studied the Okamoto-Schnorr blind signature scheme [Oka93,PS00] and
showed how to increase the number of signatures to a polynomial amount per public key at
the cost of increasing the communication complexity of the signing protocol and generating
signatures in a sequential manner. His work was recently extended and generalized by Katz
et al. [KLR21] to include number-theoretic schemes based on RSA, factoring, and discrete
logarithm assumptions in the random oracle model (ROM). It would be interesting to
investigate the ability to extend these works to the lattice setting.
While the security of our signature scheme with re-randomizable public keys is proven
in the QROM, the blind signature scheme BlindOR is proven secure in the ROM only.
Therefore, a further important extension is to prove the security of BlindOR in the QROM.
This may be established by proving the one-more unforgeability property via a security
reduction in the QROM from both lattice problems MLWE and SelfTargetMSIS rather than
MLWE and MSIS. As mentioned in Chapter 2, Kiltz et al. [KLS18] gave reasonable arguments to assume that the hardness of SelfTargetMSIS is equivalent to the hardness of MSIS
in the QROM.
Finally, instead of parallel OR-proofs due to Cramer et al. [CDS94], one could alternatively investigate building lattice-based blind signatures with security in the QROM based
on sequential OR-proofs due to Abe et al. [AOS02]. Sequential OR-proofs were studied,
for example, by Fischlin et al. [FHJ20] and shown to provide ordinary signatures that are
secure in the QROM.
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Schwabe, Gregor Seiler, and Damien Stehlé. CRYSTALS-Dilithium: A latticebased digital signature scheme. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2018(1):238–268, 2018. https://tches.iacr.
org/index.php/TCHES/article/view/839. (cited on pages 2, 4, 26, 27, 36, 37, 39,
and 44.)
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