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Frank’s friend is right!

Cybersecurity Human-computer interaction

PsychologyInformation systems

Research goal: Systematization of knowledge

RQ1: How does current research on user-oriented phishing interventions tackle the aim 

of guiding users towards secure online behavior?

RQ2: Which avenues for future research emerge from the existing phishing intervention 

literature?
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Methodology: Systematic literature review

2,124 articles

Peer-reviewed studies in English available as of June 2020

phish* AND (interven* OR prevent* OR educat* OR detect* 

OR train* OR nudg* OR appeal)

• ACM Digital Library

• IEEE Explore

• Web of Science

• A* and A CORE-ranked 

security conferences and journals

Final literature sample: 64 articles
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How can phishing interventions be taxonomized?

NoPhish, Canova et al. 2015

PhishGuru,

Kumaraguru et al. 2007

Torpedo, Volkamer et al. 2017

Domain highlighting, Lin et al. 2019
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How can phishing interventions be taxonomized?
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Which phishing attack vector is addressed?

Caputo et al. 2014

Torpedo, Volkamer et al. 2017
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When does which intervention take place?
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Avenues for future research

Minimize user effort and intrusiveness Help users shift their cognitive frame 

Explore the potential of (enriched) digital 

nudging, e.g., facilitate / reinforce / fear

Protect users from malware attacks
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Thank you!
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