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Kurzzusammenfassung 

XIV 

Kurzzusammenfassung 

Die Sicherheitsvalidierung von automatisierten Fahrzeugen ist derzeit eine große Herausfor-

derung, auch wenn bereits viele Erfolge erzielt wurden. Die Glaubwürdigkeit der Ergebnisse 

konventioneller Ansätze wie reale oder simulationsbasierte Tests wird trotz enormem Test-

aufwand in Frage gestellt. Daher werden neue Ansätze zur Absicherung mit einem hohen 

Maß an Glaubwürdigkeit, Anpassungsfähigkeit und Anwendbarkeit angestrebt. 

Vor diesem Hintergrund ist der Ansatz „Virtual Assessment of Automation in Field Opera-

tion“ (VAAFO) zum Testen von automatisierten Fahrzeuge motiviert. Die Kernidee dieses 

Ansatzes ist, dass eine Instanz das Führen eines realen Fahrzeugs übernimmt, während ein 

virtuelles automatisiertes Fahrzeug parallel in einer virtuellen Welt fährt und reale Sensor-

eingaben erhält, aber von den realen Aktoren getrennt ist. Die reale Führungsinstanz kann 

entweder ein menschlicher Fahrer oder ein automatisiertes Vorläufer- oder Stellvertretersys-

tem sein. So treffen das virtuelle automatisierte Fahrzeug und die Führungsinstanz Entschei-

dungen gleichzeitig, aber unabhängig voneinander. Auf Basis dieses Arbeitsprinzips kann 

die automatisierte Fahrzeugführungsfunktion unter realen Bedingungen getestet werden, 

ohne zusätzliche Risiken zu bringen. Ziel der Arbeit ist die Entwickelung und Implementie-

rung dieses Ansatzes sowie die Bestimmung seines Beitrags zur Sicherheitsvalidierung von 

automatisierten Fahrzeugen. 

Bei der Entwicklung und Umsetzung des Ansatzes werden vier Forschungsfragen unter-

sucht. Wie eine gültige Umgebungsrepräsentation für das virtuelle Fahrzeug zu garantieren 

ist, ist der erste Forschungsschwerpunkt. Da die von Sensoren erfassten Objekte auf die Füh-

rungsinstanz bezogen sind, können sie bei Zustandsabweichungen zwischen Führungs-

instanz und virtuellem Fahrzeug nicht direkt für das virtuelle Fahrzeug genutzt werden. Da-

her wird die Abbildung der Umgebungsrepräsentation in der virtuellen Welt untersucht. Zur 

Beantwortung dieser Forschungsfrage wird eine Koordinatentransformation durchgeführt 

und es werden die Lebensdauer und der Geburtszyklus der virtuellen Fahrzeuge als zwei 

Schlüsselparameter eingeführt. Wie die Sicherheit des virtuellen Fahrzeugs bewertet und 

kritische Szenarien identifiziert werden können, ist die zweite Forschungsfrage. Zur Adres-

sierung der zweiten Forschungsfrage werden Trigger abgeleitet und durch einen entwickel-

ten Kritikalitätsindex konkretisiert. Der dritte Forschungsschwerpunkt ist die Entwicklung 

eines geeigneten Ringpuffers sowie eines modularen Frameworks für diesen Ansatz. Die 

Bestimmung des Abdeckungsgrades des Ansatzes ist der letzte Forschungsschwerpunkt. Um 

den Anwendungsbereich des Ansatzes abzuleiten, werden Simulation und reale Tests durch-

geführt. Schließlich wird unter Berücksichtigung des Abdeckungsgrades und der Grenzen 

der Anwendbarkeit die Rolle vom VAAFO-Ansatz in der gesamten Familie der Ansätze zur 

Sicherheitsvalidierung von automatisierten Fahrzeugen bestimmt. Abschließend wird auf 

weitere Studien für die Zukunft hingewiesen.  
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Summary 

The safety validation of automated vehicles is currently a major challenge, even though sub-

stantial achievements have been made. The credibility of the results of conventional ap-

proaches such as the real-world testing or the simulation-based testing is questioned despite 

enormous testing effort. Therefore, new approaches for safety assurance with a high degree 

of credibility, adaptability and applicability are thus pursued. 

Under this circumstance, the approach “Virtual Assessment of Automation in Field Opera-

tion” (VAAFO) for testing automated vehicles is motivated. The key idea of this approach is 

that an instance is in charge of driving a vehicle, while a virtual automated vehicle runs in 

parallel in a virtual world, receiving real sensor inputs but separated from the real actuators. 

The instance in charge in the real world can be either a human driver or an automated pre-

cursor or representative system. Thus, the virtual automated vehicle and the instance in 

charge make decisions simultaneously but independently. Based on this working principle, 

the driving function of an automated vehicle can be tested under real conditions without 

bringing any additional risks. The goal of the work is to develop and implement the approach 

and finally to determine its contribution to the safety validation of automated vehicles. 

During the development and implementation of the approach, four research questions are 

studied. How to guarantee a valid environmental representation for the virtual vehicle is the 

first research focus. Since the objects detected by sensors are related to the instance in charge, 

they cannot be directly used for the virtual vehicle in the case of state deviations between 

the instance in charge and the virtual vehicle. Therefore, the mapping of the environmental 

representation in the virtual world is investigated. To answer this research question, a coor-

dinate transformation is performed, and the lifetime and the birth cycle of virtual vehicles as 

two key parameters are introduced. How to evaluate the safety of the virtual vehicle and 

identify critical scenarios is the second research focus. To address the second research ques-

tion, triggers are derived and substantiated by a developed criticality index. The third re-

search focus is the development of a suitable ring buffer and a modular framework for the 

approach. The determination of the coverage degree of the approach is the last research fo-

cus. In order to derive the application scope of the approach, simulations and real-world tests 

are performed. Finally, considering the coverage degree and the limits of applicability, the 

role of the VAAFO approach in the whole family of approaches for the safety validation of 

automated vehicles is determined. Lastly, further studies for the future are pointed out. 
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1 Introduction 

1.1 Research Background 

Automated vehicles (AVs) are a very hot research topic in many different branches. Tradi-

tional car manufacturers and suppliers are currently not the only players involved in this 

innovation. Customer experience is regarded as the focus when shifting from internal com-

bustion engine vehicles to AVs, since the provided services and IT platforms may become 

even more important to a company.1  Therefore, many internet giants such as Waymo2 , 

Baidu3, etc. have joined in this area. Through a long-term development, substantial achieve-

ments ranging from functional development to system verification have been made. Proto-

types of AVs are already available and partially implemented under predefined conditions 

and in the field, e.g., with the Lyft4 app, an automated driving (AD) ride can be called. How-

ever, there are still many challenges to overcome when bringing AVs to the market. The 

safety verification and validation of AVs is exactly one of the challenges. The existing 

knowledge gap in proving the safety of AVs are also highlighted by Winner et al.5 using the 

Swiss cheese model.  

To prove the safety of AVs, the real-world testing is a commonly used method. Since AVs 

are tested in a real-world environment, the test results are valid for verifying their perfor-

mance. Nevertheless, hundreds of millions of kilometers and even hundreds of billions of 

kilometers for testing AVs would be required to achieve human-comparable safety in USA.6 

Billions of test kilometers would be necessary as well according to the traffic accidents on 

German motorways.7 With such a large number of test kilometers, this method is infeasible 

for economic and time reasons. As a result, the statistical validation prior to the market 

launch is impossible. In contrast, simulation is an effective method to identify possible ob-

vious problems at an early stage. In the verification and validation stage, a lot of different 

types of scenarios can be created in the simulation to test AVs. However, the simulation may 

result in invalid results, since every simulation technology need to be first validated. Under 

                                                 

1 Jiang, H.; Lu, F.: A Story Different from Tesla Driving the Chinese Automobile Industry (2018). 

2 Waymo LLC: Waymo-Homepage (2021). 

3 Baidu: Apollo-Homepage (2021). 

4 Lyft: Lyft-Homepage (2021). 

5 Winner, H. et al.: Validation and Introduction of Automated Driving (2018). 

6 Kalra, N.; Paddock, S. M.: Driving to safety (2016). 

7 Wachenfeld, W.; Winner, H.: The new role of road testing for the safety validation, pp. 419–435. 
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these circumstances, the approach named virtual assessment of automation in field operation 

(VAAFO)8 is proposed. In VAAFO, an instance is in charge of driving a real vehicle, while 

a virtual AV (vAV) runs in parallel and has no connection with the actuators of the real ve-

hicle. The instance in charge (IiC) is the physical instance that drives a real vehicle. It can 

either be a human driver or a driving automation system. According to the definition from 

SAE9, six levels of driving automation are introduced: 

 Level 0 – “No driving automation. A driver performs the entire dynamic driving 

task” (DDT).  

 Level 1 – “Driver assistance. An engaged driving automation system performs part 

of the DDT by executing either the longitudinal or the lateral vehicle motion control 

subtask.” For example, the adaptive cruise control (ACC) or the lane keeping assist 

(LKA) is a level 1 system.  

 Level 2 – “Partial Driving Automation. An engaged driving automation system per-

forms part of the DDT by executing both the longitudinal and the lateral vehicle mo-

tion control subtasks.” The ACC in combination with the LKA is an example of such 

a level 2 system. The current AVs on the market have reached this level of automa-

tion.  

 Level 3 – “Conditional Driving Automation. An engaged automated driving system 

(ADS) performs the entire DDT within its operation design domain (ODD). The ADS 

determines whether ODD limits are about to be exceeded or there is a DDT perfor-

mance-relevant system failure of the ADS and, if so, issues a timely request to inter-

vene to the DDT fallback-ready user.”  

 Level 4 – “High Driving Automation. An engaged ADS performs the entire DDT 

within its ODD. The ADS performs DDT fallback and transitions automatically to a 

minimal risk condition when a DDT performance-relevant system failure occurs or 

a user requests that it achieves a minimal risk condition.”  

 Level 5 – “Full Driving Automation. An engaged ADS performs the entire DDT, 

DDT fallback and transitions automatically to a minimal risk condition when a DDT 

performance-relevant system failure occurs or a user requests that it achieves a min-

imal risk condition.” An ODD is no longer necessary. 

Any system or feature capable of level 1-5 driving automation is described as a driving au-

tomation system, while an ADS is defined as a driving automation system with at least level 

3. The IiC could be any levels of driving automation. Currently, the IiC is mostly a driver 

assisted by a level 2 driving automation system. Whether there are specific requirements for 

the level of a vAV in the background will be studied in this dissertation. Based on the work-

ing principle of the VAAFO approach, the advantages of real-world testing and simulation 

are combined. 

                                                 

8 Wachenfeld, W.; Winner, H.: Virtual Assessment of Automation in Field Operation (2015). 

9 SAE J3016: Taxonomy and Definitions for Terms Related to Automation Systems (2021), pp. 28-29. 
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1.2 Terms Definition 

In this subchapter, the important terms that have been used through the dissertation are in-

troduced and defined. 

1.2.1 Online and Post-processing 

The term “Online” is gradually utilized in the technical area to describe for “ at runtime” or 

“ during operation”.10 In VAAFO, a vAV runs in real-time in the background during the driv-

ing of a test vehicle. This meaning matches with the definition of Wikipedia. Therefore, 

online is used to depict the working status of the vAV. During the online operation, some 

data may be recorded. There are no time requirements for data processing if the data is al-

ready recorded. The processing of the recorded data is described as post-processing.  

1.2.2 Scene, Scenario, Scenery and Situation 

Since one of the goals of the VAAFO approach is to identify critical scenarios, it is necessary 

to give a clear impression what a scenario is and how the criticality of a scenario is defined. 

Ulbrich et al.11 define the scene, scenario, scenery and situation as: 

“A scene describes a snapshot of the environment including the scenery and dynamic el-

ements, as well as all actors’ and observers’ self-representations, and the relationships 

among those entities. Only a scene representation in a simulated world can be all-encom-

passing (objective scene, ground truth). In the real world it is incomplete, incorrect, un-

certain, and from one or several observers’ points of view (subjective scene).” 

“A scenario describes the temporal development between several scenes in a sequence of 

scenes. Every scenario starts with an initial scene. Actions &events as well as goals &val-

ues may be specified to characterize this temporal development in a scenario. Other than 

a scene, a scenario spans a certain amount of time.” 

“A scenery subsumes all geo-spatially stationary aspects of the scene. This entails metric, 

semantic, and topological information about roads and all their components like lanes, 

lane markings, road surfaces, or the roads’ domain types. Moreover, this subsumes infor-

mation about conflict areas between lanes as well as information about their interconnec-

tions, e.g., at intersections. Apart from the before mentioned environment conditions, the 

scenery also includes stationary elements like houses, fences, curbs, trees, traffic lights, or 

traffic signs.” 

                                                 

10 Wikipedia: Online (2021). 

11 Ulbrich, S. et al.: Defining and Substantiating the Terms Scene, Situation, and Scenario (2015), p. 983. 
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“A situation is the entirety of circumstances, which are to be considered for the selection 

of an appropriate behavior pattern at a particular point of time. It entails all relevant con-

ditions, options and determinants for behavior. A situation is derived from the scene by an 

information selection and augmentation process based on transient (e.g. mission-specific) 

as well as permanent goals and values. Hence, a situation is always subjective by repre-

senting an element’s point of view.” 

For the definition of a critical scenario, Ponn et al.12 use criticality metrics to quantify whether a 

scenario is critical or not, while the criticality is defined as the closeness to an accident. In this 

thesis, criticality metrics are also utilized to identify critical scenarios. Relevant scenarios are 

defined as any scenarios that could contribute to the approval of AVs, e.g., the speed limit is 

relevant for the certification, since an AV should comply with traffic regulations.12 

1.2.3 Abstract Level of Scenarios 

It is essential to define the level of detail of a scenario to describe what information should 

be included in a scenario when discussing the generation of scenarios. At this point, the def-

inition from Menzel et al.13 is applied. He introduced three different levels of detail of sce-

narios, which are functional scenarios, logical scenarios and concrete scenarios, respectively.   

“Functional scenarios include operating scenarios on a semantic level. The entities 

of the domain and the relations of those entities are described via a linguistic scenario 

notation. The scenarios are consistent. The vocabulary used for the description of func-

tional scenarios is specific for the use case and the domain and can feature different 

levels of detail.” 

“Logical scenarios include operating scenarios on a state space level. Logical scenar-

ios represent the entities and the relations of those entities with the help of parameter 

ranges in the state space. The parameter ranges can optionally be specified with prob-

ability distributions. Additionally, the relations of the parameter ranges can optionally 

be specified with the help of correlations or numeric conditions. A logical scenario 

includes a formal notation of the scenario.” 

“Concrete scenarios distinctly depict operating scenarios on a state space level. Con-

crete scenarios represent entities and the relations of those entities with the help of 

concrete values for each parameter in the state space.” 

The scenario is more and more specific from functional scenarios to concrete scenarios. 

However, only concrete scenarios can be created and executed. Therefore, the scenario 

should be a concrete scenario when it is performed to test AVs. Conversely, the functional 

                                                 

12 Ponn, T. et al.: An Optimization-based Method to Identify Relevant Scenarios (2019), p. 3. 

13 Menzel, T. et al.: Scenarios for development, test and validation (2018), pp. 1824–1826. 
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scenarios are more convenient for the description of scenarios, e.g., an overtaking scenario 

can be simply considered as a functional scenario.  

1.2.4 Perception Uncertainties 

There are mainly three different types of uncertainties in the perception according to the 

definition of Dietmayer14. They are explained by 

“Existence uncertainty describes the uncertainty as to whether an object detected by 

the sensors and transferred to the representation of the surroundings actually exists at 

all. Errors of this kind can occur due to deficiencies in the signal processing algorithms 

or incorrect measurements by the sensors themselves.” This concerns false positive 

(FP) and false negative (FN) objects. A FP object means that a nonexistent object is 

detected and responded to by the sensors, while a FN object means that the sensors 

miss to detect a relevant real existing object, thus rendering AV unable to react to it. 

“State uncertainty describes the uncertainty in the physical measured variables, such 

as size, position and speed, and is a direct consequence of measuring errors in the 

sensors and sensor signal processing that cannot always be avoided.” 

“Class uncertainty refers to uncertainty with regard to the correct semantic assign-

ment, which can be caused by deficiencies in the classification procedure or insuffi-

ciently accurate measured data.” 

1.3 Methodology and Architecture 

The overall methodology of the VAAFO approach is illustrate in Figure 1-1. The structure 

of this dissertation is also organized according to this figure. An IiC perceives its surround-

ings and makes decisions accordingly. The perceived environment is based on the coordinate 

system of the IiC. Due to the probable state deviations between the IiC and the vAV, the 

environmental representation can be invalid for the vAV. Thus, a strategy should be intro-

duced in order to provide a valid environmental representation for the vAV, so that it can be 

tested in the virtual world. The projection of the environmental representation from the IiC 

to the vAV is marked with dotted line in Figure 1-1, and is one of the research focusses in 

this dissertation. After generating a valid environmental representation for the vAV, suitable 

triggers should be defined to assess the safety of the vAV as well as the safety of the IiC. 

Chapter 3 deals with the online safety assessment of vAVs, including the creation a valid 

environmental representation and the definition of triggers. 

                                                 

14 Dietmayer, K.: Predicting of Machine Perception for Automated Driving (2016), pp. 412–413. 
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Figure 1-1: The whole architecture of the VAAFO approach. 

In order to evaluate the triggers and find the reasons why the triggers are activated, the un-

certainties in the environmental representation should be eliminated. Then, the behavior of 

the IiC and the vAV in the corrected environment is evaluated again using criticality metrics. 

As a result, whether the activation of the triggers caused by the uncertainties in perception 

or the unsafe decision in planning is clear. The possible approaches to eliminate the uncer-

tainties and the suitable criticality metrics to assess the safety of IiC and vAV are elaborated 

in chapter 4. To evaluate the performance of the triggers and demonstrate the ability of the 

VAAFO approach, simulations and real-world tests are performed. The implementation of 
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the VAAFO approach in the simulations and in reality are presented in chapter 5 and 6, re-

spectively. By analyzing the simulation results and the real test results, the triggers are eval-

uated, and the performance of the VAAFO approach is revealed. Based on the evaluation, 

the coverage and the limitations of the VAAFO approach are analyzed. Thus, the final appli-

cation scope is derived and discussed in chapter 7. Chapter 8 focuses on the conclusions and 

the gained knowledge. The possible open researches in the future are also presented in the 

last chapter. 

1.4 Research Focuses 

As a new approach to test AVs, it is unclear which components are required for the VAAFO 

approach and how the approach actually works in reality. Therefore, the necessary steps to 

realize this concept should be first defined. As mentioned in section 1.3, the perception of 

the IiC cannot be used directly for the vAV due to the state deviations between them. Addi-

tionally, it is worth discussing whether multiple vAV instances are essential in the virtual 

world instead of just one vAV to enlarge the search area of critical scenarios. Therefore, the 

first research question is:  

Q1: How to generate a valid environmental representation in the virtual world and whether 

multiple vAV instances are essential in order to test a driving automation system? 

Only after having a valid environmental representation, the vAV can then make correspond-

ing decisions. As a result, the safety evaluation of the vAV is feasible in the projected envi-

ronmental representation. Additionally, the performance of the VAAFO approach to test AVs 

should be determined as well. However, the performance of the approach depends on the 

triggers to be applied. Therefore, the requirements on the triggers should be first explored. 

Based on the requirements, the triggers should be specified and concretized. Thus, the sec-

ond question is: 

Q2: What kind of metrics could be utilized to assess the safety of vAV instances and how 

good are the proposed triggers?  

The third research question is to design an appropriate ring buffer and establish a modular 

framework for the approach. If the triggers are activated, the identified scenarios should be 

saved. A ring buffer specifically for the VAAFO approach is essential. Furthermore, the 

framework of the approach should be studied. It is desired that the framework utilizes the 

current standard interfaces to make sure its compatible with other existing approaches. Con-

sequently, the data exchange with other approaches is seamless, and the replacement of the 

system under test (SuT) can be conducted without changing the framework. Thus, different 

algorithms can be replaced easily and tested. Additionally, the framework should be scalable 

so that a certain automated driving function can also be tested. Therefore, the third research 

question is: 

Q3: How to design an appropriate ring buffer and what does the framework look like? 
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Finally, the application scope of the approach should be studied so that the proposed ap-

proach can be used in appropriate cases. The role of the VAAFO approach in existing ap-

proaches for safety verification and validation of AVs should be determined. The contribu-

tions of the VAAFO approach for the approval of AVs should be specified. The potential 

shortcomings of the approach should also be analyzed. In addition, further study aspects of 

the approach should be presented. This research question can thus be summarized as: 

Q4: What is the application scope of the VAAFO approach and to what extent can it be used 

to verify and validate the safety of vAV instances? 

Certainly, there are other aspects that should be addressed as well, e.g., suitable criticality 

metrics are required to compare the criticality metrics with the defined triggers. As a result, 

the performance of the defined triggers can be revealed. A driving automation system is also 

essential, which is regarded as the test object to demonstrate the VAAFO approach. Moreo-

ver, whether there are special requirements for the driving automation system should be de-

termined. 
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2 State of the Art 

In this chapter, the current state of the art is classified and summarized. In addition, pros and 

cons of different approaches are outlined. The differences and benefits of the VAAFO ap-

proach are highlighted. Generally, the relevant work regarding to the safety of AVs can be 

divided into two categories: approaches for safety by design, and approaches for safety ver-

ification and validation. These two categories will be introduced in detail in this chapter. 

2.1 Approaches for Safety by Design 

Waymo15  has described five aspects of safety regarding AVs, which are behavior safety, 

functional safety, crash safety, operational safety and non-collision safety. The behavior 

safety and functional safety for level 2 AVs have been addressed in existing standards. Those 

standards are usually used to derive requirements, which then guide the design of AVs at 

their development stages. Operational safety refers to how AVs should interact with its pas-

sengers in order to create a safe and comfortable ambience. Crash safety means passive 

measures to mitigate injury or prevent death. A lot of reliable and robust techniques are al-

ready implemented to ensure crash safety. Other hazards from electrical systems or sensors 

belong to the non-collision safety. The existing standards relating to behavior safety and 

functional safety are discussed below, respectively. 

2.1.1 ISO 26262 

The standard ISO 2626216 is applied to guide the design and development of automotive 

safety-related electrical or electronic (E/E) systems. Functional safety is considered and im-

plemented during the entire development process of safety-related E/E systems. It provides 

guidelines for identifying and classifying hazards and risks arising from malfunctions. Sub-

sequently, the automotive safety integrity level (ASIL) can be determined by considering the 

exposure, severity and controllability of each hazardous event. Safety requirements are then 

derived according to the ASIL to achieve an ultimately acceptable level of risk. 

When the derived safety requirements are implemented, an intended function would still 

have residual risks that could stem from technical failures due to unexpected hardware or 

software problems. However, the residual risks are acceptable. Therefore, this standard is 

                                                 

15 Waymo: On the Road to Fully Self-Driving: Waymo Safety Report (2017). 

16 ISO: ISO 26262: Road Vehicles—Functional Safety—Part 1: Vocabulary (2011). 
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widely used for functional safety. Nevertheless, the ISO 26262 is no longer applicable any 

more for highly AVs (HAVs), since a driver is not responsible for driving. A HAV refer to an 

AV with a driving automation system of at least level 3. Koopman and Wagner17 think that 

the “controllability” parameter can be set to zero, but doubt that the ISO 26262 will still 

work for AVs, since safety requirements will increase dramatically. 

2.1.2 SOTIF 

Whether a driving automation system behaves safely, assuming it has no malfunctions, be-

longs to the behavior safety, which is outside the scope of ISO 26262. Therefore, the standard 

safety of the intended functionality (SOTIF)18 is proposed as a supplement of the standard 

ISO 26262. It provides a guidance for addressing issues arising from the faults of sensors 

and algorithms, incorrectly understanding of a situation and improper operation of the in-

tended functions. Hence, a function is robust against uncertainties from sensors and able to 

behave safely if the SOTIF is well implemented. The SOTIF standard is supposed to be 

applicable for HAVs19, since the following three aspects are included: 

 Situations, in which a driver is out of the loop. 

 Non-deterministic algorithms like machine learning-based functions. 

 Fail-operational systems, different from ISO 26262 which is designed for fail-safe 

systems. 

Therefore, the SOTIF standard seems to be very proposing, but is still under development.  

2.1.3 UL4600 

The standard UL460020 is proposed for the safety of general autonomous products by defin-

ing three components: goal, argument and evidence. A goal could be intuitive like the colli-

sion avoidance with an object. Arguments are the facts to explain how the safety goal is 

achieved, while evidences support the arguments by using simulation, real-world tests etc. 

Therefore, a goal-based process is introduced in this standard. The aim of this standard is 

that an AV could be proved to have an acceptable level of safety by documenting the results 

from both arguments and evidences. By using safety performance indices (SPI), the safety 

of the system is evaluated during its lifecycle. The system can thus be continuously improved 

                                                 

17 Koopman, P.; Wagner, M.: Challenges in Autonomous Vehicle Testing and Validation (2016), p. 17. 

18 ISO, I. S.; PAS, A. W.: 21448: Road vehicles—Safety of the intended functionality (2019). 

19 Takács, Á. et al.: Assessment and standardization of autonomous vehicles (2018). 

20 Koopman, P. et al.: A safety standard approach for fully autonomous vehicles (2019). 
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based on the evaluation results. However, no benchmarks for real-world tests, no criteria for 

evaluating safety performance or no overall design process are explicit in this standard.21 

2.2 Safety Verification and Validation Approaches 

The safety verification and validation approaches play an important role when a prototype 

of an AV is finished. It determines whether the predefined requirements are fulfilled and 

whether the AV will behave as desired. Since the proposed VAAFO approach belongs to the 

safety verification and validation approaches, different existing approaches are introduced. 

As a result, it would be possible to determine the role of the VAAFO approach in the entire 

family. 

2.2.1 Real-World Testing 

The real-world testing as a direct and valid test approach has been widely utilized for testing 

driving automation systems. The test results are very valuable to evaluate and improve AVs 

since AVs are exposed to the real-world scenarios with different complexity and diversity. 

Hence, the actual performance of AVs is examined. Additionally, the reality is the final place 

where AVs are applied to. Therefore, the real-world testing is an inseparable step. Figure 2-1 

shows an example of testing perception algorithms of an AV in the real world. Object class 

and depth are acquired during the fusion of camera and lidar. However, hundreds of millions 

of kilometers and even hundreds of billions of kilometers are required to demonstrate the 

safety of AVs when considering the fatalities and injuries in 2015 in USA.22 Similar statisti-

cal analysis has been conducted by Wachenfeld and Winner23 as well according to the Ger-

man fatal accidents on motorways in 2017. 6.6 billion kilometers are concluded by assuming 

independent occurrence and Poisson distribution of the traffic accidents. Even though 

Waymo24 has tested their AVs over 32 million kilometers on public roads until 2020, it is 

still far behind the required statistical distance. Moreover, a safety driver must take over an 

AV in time in case of any kind of failures during the test, which poses additional risks to the 

persons on board as well as other traffic participants in the vicinity of the AV. Lastly, the 

hardware and software of an AV are rapidly updated, since new functions or features are 

added according to newly derived requirements, or the algorithms are changed to increase 

correctness and robustness. Consequently, an AV has to be tested again if the modular safe-

guarding of the AV is not yet implemented. As a result, the test effort would be multiplied 

                                                 

21 Concas, F. et al.: Validation Frameworks for Self-Driving Vehicles: A Survey (2021). 

22 Kalra, N.; Paddock, S. M.: Driving to safety (2016). 

23 Wachenfeld, W.; Winner, H.: The Release of Autonomous Vehicles (2016). 

24 Waymo: Waymo Safety Report (2020). 
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several times. Thus, the real-world testing is unbearable at the economical level. As a result, 

the real-world testing is meaningful and valuable, but impractical. 

 

Figure 2-1: The real-world testing of perception algorithms for automated vehicles25. (G. Ajay Kumar 

et al., 2020). CC-BY 4.0 

2.2.2 Simulation-based Testing  

Simulation as an important way to test AVs can be used not only to discover problems of 

algorithms in the development phase, but also to simulate critical scenarios or the scenarios 

that are difficult to control in reality in the verification phase. Furthermore, the scenarios in 

the simulation can be repeated easier than those in reality. By using a cluster of computers 

and tools for automatic execution, the testing process of AVs could be accelerated. Due to 

such great advantages of the simulation-based testing, it is regarded as an indispensable com-

plement to the real-world testing. Many simulation platforms such as VTD26, CarMaker27, 

etc. are thus arisen. Figure 2-2 shows an example of the environment in CarMaker. Some of 

them such as SUMO28 include even a traffic simulator, so that it is possible to generate more 

general scenarios. Co-simulation between macroscopic platforms and microscopic platforms 

                                                 

25 Kumar, G. A. et al.: LiDAR and camera fusion approach for object distance estimation (2020). 

26 Neumann-Cosel, K. von: Virtual Test Drive: Simulation umfeldbasierter Fahrzeugfunktionen (2014). 

27 IPG Automotive GmbH: CarMaker (2020). 

28 Behrisch, M. et al.: SUMO‐simulation of urban mobility: an overview (2011). 
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(e.g. VISSIM29) are thus performed to test and validate of AVs30,31. Meanwhile, scenarios in 

which AVs fail to operate properly can also be obtained. Among the simulation platforms, 

there are several open-source tools. The CARLA32 and LGSVL33 are the two representative 

ones. With respect to the application of the simulation-based approach, Hallerbach et al.34 

use it to identify critical scenarios. A similar research is conducted by Weber et al.35 for the 

derivation of concrete scenarios to test AVs. 

 

Figure 2-2: One example of the simulation environment in CarMaker. 

Nevertheless, the validity of simulation models are the key challenges. The traffic objects 

models should be calibrated and validated by real traffic measurements to ensure their cred-

ibility. Since the calibration depends on the parameters that affect the driver behavior (as-

suming the traffic objects are vehicles) and is mostly case-specific36, some kinds of assump-

tions have to be made. As a result, the fidelity of simulation is reduced. In addition to the 

models of traffic objects, vehicle models and environment should be carefully parametrized 

as well in the simulation. Koopman and Wagner37 point out that the assumptions made by 

the various-fidelity models should be considered to build an effective simulation. Low-fi-

delity simulations require typically less execution time by simplifying the systems, while 

                                                 

29 PTV, AG: PTV Vissim 10 user manual (2018). 

30 Nalic, D. et al.: Development of a co-simulation framework for systematic generation of scenarios (2019). 

31 Sippl, C. et al.: Distributed real-time traffic simulation for autonomous vehicle testing (2018). 

32 Dosovitskiy, A. et al.: CARLA: An open urban driving simulator (2017). 

33 Rong, G. et al.: Lgsvl simulator: A high fidelity simulator for autonomous driving (2020). 

34 Hallerbach, S. et al.: Simulation-based identification of critical scenarios for automated vehicles (2018). 

35 Weber, N. et al.: A simulation-based, statistical approach for the derivation of concrete scenarios (2020). 

36 Aparow, V. R. et al.: A Comprehensive Simulation Platform for Testing Autonomous Vehicles (2019). 

37 Koopman, P.; Wagner, M.: Toward a Framework for Highly Automated Vehicle Safety Validation (2018). 
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high-fidelity typically needs more time but has fewer assumptions. These two different types 

of models are both valuable and can be used in different applications. Furthermore, valid 

sensor models38,39 as a necessary part for simulation-based testing are also obstacles. The 

validation of sensor models are prerequisites for testing tracking and sensor fusion algo-

rithms of AVs. Therefore, the simulation-based approach is useful, but not powerful to test 

and validate AVs.   

2.2.3 Function-based Testing 

The function-based testing describes that a function is tested under some predefined specific 

procedures or scenarios. This approach has been widely used for functions like adaptive 

cruise control (ACC) in standard ISO 15622 and advanced emergency braking (AEB) sys-

tems in UN ECE R131. However, this approach is not applicable any more for AVs since it 

is difficult to define clearly what functionality an AV has. Different situations require that an 

AV has different abilities. Moreover, the functionalities of an AV are integrated together in 

one system, which could be rather difficult to test each functionality individually. However, 

the tests in function-based testing are usually performed separately and independently.  

Moreover, an AV may be designed specifically for the predefined test scenarios according to 

the function-based testing in order to gain e.g. a release or a license, which poses very high 

requirements on the representative and completeness of the test scenarios. It may even be 

impossible to determine these test scenarios for the release of AVs. Additionally, a lot of 

benchmark data is required to evaluate the performance of AVs. 

2.2.4 Formal Verification 

In the formal verification, a system will be designed to obey some predefined rules, which 

can be explicitly expressed by mathematical formulas. As a result, the safety of the system 

is guaranteed if the rules that the system follows are valid. One of the well-known formal 

verification approaches is the Responsibility-Sensitive Safety (RSS)40. The RSS model pro-

vides an interpretation of human judgement under comprehensive traffic situations by means 

of formulas, and ensures that AVs would not lead to an accident initiatively. Traffic accidents 

could still happen, but the responsibility of the accident is clear when analyzing the actions 

of those involved in the accidents. The safety validation of AVs can thus be simplified by 

proving the actions of the systems are in line with the predefined set of mathematical rules. 

In RSS, five rules are defined41: 

                                                 

38 Holder, M. et al.: Measurements revealing challenges in radar sensor modeling for virtual validation (2018). 

39 Rosenberger, P. et al.: Benchmarking and Functional Decomposition of Lidar Sensor Models (2019). 

40 Shalev-Shwartz, S. et al.: On a formal model of safe and scalable self-driving cars (2017). 

41 Mobileye: Responsibility-Sensitive Safety (RSS) A Model for Safe Autonomous Driving (2021). 
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 A safe longitudinal distance is defined in order to not hit the car in front. 

 A safe lateral distance is defined in order to not cut in recklessly. 

 AVs should avoid a crash if other drivers violate the right of way principles. 

 AVs should be cautious in areas with limited visibility. 

 AVs must avoid a crash if it can do so without causing another.  

These five rules can then be utilized to guide the design of a planning module. For instance, 

Gassmann et al.42 integrate the RSS safety checker into the Apollo software stack. The RSS 

safety checker define additional constraints for the planning module of Apollo by under-

standing the environment data. Therefore, it is obviously that the RSS focuses solely on 

providing a safe planning and decision-making strategy of an AV. However, the perception 

as a vital part needs a safety checker as well.43 Additionally, it is unrealistic to assume that 

all vehicles will follow these rules exactly at all times. The motion control is not included as 

well since they argue that many researches are conducted from the last decades. Thus, the 

feasibility and applicable of the approach should be further studied. 

2.2.5 Scenario-based Testing 

The scenario-based testing has been studied in several research projects, e.g. PEGASUS44, 

ENABLE S345. There is a growing interest in this approach. The main idea of this approach 

is to identify relevant scenarios and then generalize them to generate more test scenarios. 

These scenarios are utilized to test AVs. The test scope is reduced by abandoning irrelevant 

scenarios. In order to summary the process of this approach, Riedmaier et al.46 propose a 

taxonomy for the scenario-based testing, which includes mainly the scenario generation, 

scenario selection, scenario execution and AV assessment. In this dissertation, the taxonomy 

is extended by considering the possible scenario sources and other newly proposed ap-

proaches. In addition, the scenario execution is not introduced in detail since the ways to 

execute scenarios are limited and well known. As a result, the implementation process of the 

scenario-based testing is shown in Figure 2-3. Each main part is introduced in the following 

subchapters. 

                                                 

42 Gassmann, B. et al.: Towards standardization of av safety: a library for responsibility sensitive safety (2019). 

43 Buerkle, C. et al.: Towards Online Environment Model Verification (2020). 

44 German Aerospace Center: PEGASUS-Project (2019). 

45 Leitner, A.: ENABLE-S3: Project Introduction (2020). 

46 Riedmaier, S. et al.: Survey on Scenario-Based Safety Assessment of Automated Vehicles (2020). 
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Figure 2-3: The implementation process of the scenario-based testing. Own illustration according to 

Riedmaier et al.46  

2.2.5.1 Scenario Source 

There are many different ways to obtain scenarios that can be used as a source for the sce-

nario-based testing. Generally, the source of the scenario can come from the simulation data, 

real-world data and expert knowledge. In the simulation, both the data from a traffic simu-

lation and a driving simulator are useful. As aforementioned, the traffic simulation can help 

to verify and validate AVs. Thus, critical scenarios or relevant scenarios could be gained. 

The risks from a human-machine interaction can be studied with a driving simulator. The 

field operation data is collected during the implementation of AVs on public roads. In this 

process, two types of data are typically recorded. Only the perception data is online recorded 

and the decision is performed in the post-processing phase based on the perception data. A 
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human driver drives the vehicle in this case. This type of test method is defined as open-loop 

recording. The second option is that data from the entire AV, including perception and deci-

sion data, are all recorded online. So, the test is a closed loop. With respect to the recorded 

data, Waymo47 publishes its automated driving dataset that is recorded in urban scenarios 

with lidars and cameras. Scenarios from motorways, country roads, urban and even parking 

spaces are included in the dataset from Lyft48 by using four lidars with different layers and 

seven cameras. The naturalistic driving data from a bird’s eye perceptive rather than the view 

of the subject vehicle is collected by a drone in HighD49, InD50 and rounD51a datasets. HighD 

records the data on a motorway section, while InD focuses on an intersection. The trajecto-

ries and velocities of each object in a roundabout are available in the rounD, as shown in 

Figure 2-4. Kang et al.52 summarize the currently available datasets including the KITTI 

dataset53, the cityscapes dataset54 for semantic urban scenes, etc. The traffic accidents are a 

useful source as well to test AVs since those scenarios pose challenges for human drivers. It 

is interesting to study whether the AVs would also behave unsafely in those scenarios. Lastly, 

an experienced engineer knows the limitations of a function or a system, it is thus possible 

to extract functional scenarios from the expert knowledge. 

 

Figure 2-4: A time step of the recorded data to illustrate of the rounD dataset51b. ©2020 IEEE 

                                                 

47 Sun, P. et al.: Scalability in perception for autonomous driving: Waymo open dataset (2020). 

48 Lyft: Data - Lyft (2019). 

49 Krajewski, R. et al.: The highd dataset (2018). 

50 Bock, J. et al.: The ind dataset: A drone dataset of road user trajectories at german intersections (2019). 

51 Krajewski, R. et al.: The round dataset: A dataset of road user trajectories at roundabouts (2020).a: -; b: p. 1. 

52 Kang, Y. et al.: Test your self-driving algorithm: An overview of publicly available driving datasets (2019). 

53 Geiger, A. et al.: Vision meets robotics (2013). 

54 Cordts, M. et al.: The cityscapes dataset for semantic urban scene understanding (2016). 
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2.2.5.2 Scenario Generation 

With respect to the scenario generation, the knowledge-driven and data-driven are regarded 

as two ways. In the data-driven approach, the scenarios coming from the collected data are 

either classified or filtered to acquire concrete scenarios.  

2.2.5.2.1 Data-driven Approach 

In order to extract relevant concrete scenarios from the massive amount of data, indicators 

are typically essential. Althoff and Lutz55 take the drivable area as an indicator to quantify 

the criticality of the subject vehicle. The drivable area infers the solution space in which the 

subject vehicle can drive safely without collision. Klischat and Althoff56 optimize subse-

quently the indicator for more complex and diverse scenarios e.g. crossroads. Langner et 

al.57 define the reproduction error as an indicator to identify anomalies in the real measure-

ment data by applying an autoencoder neural network. A neural network is applied by Kra-

jewski et al.58 as well to generate many new realistic trajectories by varying the input param-

eters of the model. With the inverse mapping from trajectories to the parameters of the 

model, the parameter representation of a rare or critical maneuver is obtained. However, the 

definition of a rare or a critical maneuver is unclear in the paper. 

In contrast to filter the collected data directly, some studies about classifying the vehicle 

behavior are conducted. According to the results of the classification, the exposure of each 

classified vehicle behavior can be acquired from the measurement data. A scenario is con-

sidered valuable if the exposure of the vehicle behavior in the scenario reaches a certain 

percentage of the overall collected data, since unsafe behavior in more frequently occurring 

scenarios is regard to be of greater risk than in infrequent scenarios.59 Erdogan et al.60 com-

pare rule-based, supervised and unsupervised machine learning to classify maneuvers from 

the measurement data, which are used subsequently to generate logical scenarios by speci-

fying parameter ranges or distributions. 

The stress testing61 can be categorized as identifying relevant scenarios using indicators as 

well, since possible failure scenarios in which an AV violates the safety requirements, can 

be determined by the stress testing. The indicators could be for example a proper designed 

reward function. The motivation of stress testing is that most of work for simulation and road 

                                                 

55 Althoff, M.; Lutz, S.: Automatic generation of safety-critical test scenarios for collision avoidance (2018). 

56 Klischat, M.; Althoff, M.: Generating critical test scenarios with evolutionary algorithms (2019). 

57 Langner, J. et al.: Estimating the uniqueness of test scenarios derived from real-world-driving-data (2018). 

58 Krajewski, R. et al.: Data-driven maneuver modeling for safety validation of automated vehicles (2018). 

59 Hartjen, L. et al.: Classification of driving maneuvers in urban traffic for parametrization of scenarios (2019). 

60 Erdogan, A. et al.: Real-world maneuver extraction for validation: A comparative study (2019). 

61 Corso, A. et al.: Adaptive stress testing with reward augmentation for autonomous vehicle validatio (2019). 
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tests is uneventful, only those critical scenarios are useful to test AVs. Nalic et al.62 use the 

same concept (stress testing), but the principle is totally different. They manipulate the traffic 

participants in the vicinity of an AV to provoke critical scenarios resulting from statistical 

accidents on motorways in Austria. As a result, the occurred frequency of critical scenarios 

in the simulation is increased. Finally, the critical and eventually critical scenarios increase 

significantly when comparing the results without using stress testing. The stress testing as 

an optimization-based searching approach requires constraints for the searching space. The 

constraints should be properly designed. Otherwise, some uninteresting scenarios would ap-

pear, e.g., an oncoming vehicle changes suddenly to the lane of the subject vehicle, this kind 

of scenarios could be gained during the optimization. However, they are typically uninter-

esting since the behavior of the traffic participant is unreasonable. Thus, the search tech-

niques, which do not have to parameterize the search space, are applied. For example, Tun-

cali and Fainekos63 utilize the rapidly-exploring random tree (RRT) to discover boundary 

case scenarios. 

Currently, boundary case, edge case and corner case are mentioned in some researches64,65,66. 

They are potentially critical for AVs but have different definitions than the critical scenarios. 

The different definitions of these three terms from the literatures are summarized here. 

 Edge case: unknown unsafe scenarios, which are difficult to predict using existing 

deterministic testing methodologies but could lead to accidents.67  

 Corner case: a transition from a safe scenario to an unsafe one, where the individual 

scenario parameters are within the capability of the system, but the combination chal-

lenges the system.68,69 However, Bolte et al.70 define corner cases as non-predictive 

relevant objects/classes in the relevant locations to evaluate of the perception of an 

AV. Breitenstein et al.71 consider unexpected and unknown situations that occur dur-

ing the driving as corner cases, which is more general than the definition from Bolte. 

                                                 

62 Nalic, D. et al.: Stress Testing Method for Scenario-Based Testing of Automated Driving Systems (2020). 

63 Tuncali, C. E.; Fainekos, G.: Rapidly-exploring random trees for testing automated vehicles (2019). 

64 Koopman, P. et al.: Autonomous vehicles meet the physical world (2019). 

65 Mullins, G. E. et al.: Adaptive generation of challenging scenarios for testing of autonomous vehicles (2018). 

66 Tuncali, C. E. et al.: Simulation-based adversarial test generation with machine learning components (2018). 

67 Karunakaran, D. et al.: Efficient statistical validation with edge cases to evaluate Automated Vehicles (2020). 

68 ISO: ISO/TR 4804: Road Vehicles – Safety and security for automated driving systems (2020). 

69 Batsch, F. et al.: Performance boundary identification using Gaussian process classification (2019). 

70 Bolte, J. A. et al.: Towards corner case detection for autonomous driving (2019). 

71 Breitenstein, J. et al.: Corner Cases for Visual Perception in Automated Driving (2021). 
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 Boundary case: boundaries between barely avoided collisions and collisions that 

could have been avoided with minor changes in the control or perception.72 

Batsch et al.73 summarize that the three terms describe generally a scenario, whose outcome 

lies on the boundary between safe and unsafe, and a small change of one parameter might 

result in an unsafe scenario. They agree more that the terms represent the function limit of a 

deployed AV. However, even though there is no standard terminology about these three items, 

they have the same aim. By focusing the cases toward an unsafe situation, an AV could be 

tested efficiently since a lot of irrelevant scenarios are abandoned.  

2.2.5.2.2 Knowledge-driven Approach 

Since the collected data may not include all aspects of a scenario due to the limitations of 

sensors, and some relevant scenarios in the data are still not included, the knowledge-driven 

approach is studied, and can be regarded as a complement of the data-driven approach. For 

example, a person who has in-depth knowledge of different components of an AV, could help 

to identify challenging scenarios. Ontology is typically used in the knowledge-driven ap-

proach. Guarino et al.74 define ontology as a formal and explicit specification of a shared 

conceptualization. Bases on this definition, Geyer et al.75 propose a unified and fundamental 

ontology for generation of test and use-cases for AVs guidance, which has been then widely 

adopted in the field of AVs.  

The knowledge should be structured and varied on a semantic level and described linguisti-

cally in order to generate functional scenarios. Bagschik et al.76  use ontologies as the 

knowledge-based approach to generate traffic scenes in natural language. These traffic 

scenes can then be taken as the basis for creating scenario. In order to structure the 

knowledge, a 5-layer model is applied by extending the 4-layer model proposed by Schuldt 

et al.77 Compared to the 4-layer model, the situation-specific adaptations of the base road 

network are split into traffic infrastructure (including traffic signs, structural boundaries and 

markings), and temporary manipulation of road-level and traffic infrastructure. In 

PEGASUS project, Bock et al.78 add the sixth layer namely digital information to the 5-layer 

model for motorway scenarios, as illustrated in Figure 2-5 (left). The 6-layer model is then 

refined and extended by Scholtes et al.79a for urban traffic and environment, as shown in 

Figure 2-5 (right). The differences between the 6-layer model for motorways and 6-layer 

                                                 

72 Tuncali, C. E.; Fainekos, G.: Rapidly-exploring random trees for testing automated vehicles (2019). 

73 Batsch, F. et al.: A taxonomy of validation strategies to ensure safety of automated vehicles (2020). 

74 Guarino, N. et al.: What Is an Ontology? (2009). 

75 Geyer, S. et al.: Concept and development of a unified ontology for test and use-case catalogues (2013). 

76 Bagschik, G. et al.: Ontology based scene creation for the development of automated vehicles (2018). 

77 Schuldt, F. et al.: Effiziente systematische Testgenerierung in virtuellen Umgebungen (2013). 

78 Bock, J. et al.: Data basis for scenario-based validation of HAD on highways (2018). 

79 Scholtes, M. et al.: 6-Layer Model of Urban Traffic and Environment (2020).a: -; b: p. 6. 
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model for urban are that roadside structures, such as buildings, guardrails in urban environ-

ment, are separately considered and defined in level 2. Additionally, the level 1 (road net-

work) and 2 (traffic infrastructure) from the 6-layer model for motorways are merged into 

one layer in the 6-layer model for urban. With the defined 6-layer model for urban, the en-

vironment is structurally categorized, which can be served as a foundation for the ontology. 

 

Figure 2-5: The 6-layer model for describing motorway scenarios (left) and urban scenarios (right). 

Own illustration according to Bock et al.78 (left) and Scholtes et al.79b (right). 

2.2.5.3 Scenario Selection 

Once the functional scenarios are derived, logical scenarios can be created by defining pa-

rameter ranges or parameter distributions. In order to finally generate concrete scenarios, 
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several sampling techniques are applied. In the N-wise sampling, all possible combinations 

of all interesting values of N parameters are performed. If there are many parameters and 

each parameter is discretized with a small interval, a huge amount of combination will be 

available. Amersbach and Winner80 point out that the number of possible combinations in a 

following scenario on motorways is 4 ∙ 1018 when using the N-wise sampling. Therefore, t-

wise is a possible way to reduce the combinations, which demands every possible combina-

tion of interesting values of t parameters be included to form the test category.81 The dis-

cretization of parameters and the combination of discretized values of parameters are the 

two key challenges in this type of sampling. Consequently, Amersbach and Winner82 decom-

pose the HAV into six layers, which are information access, information reception, infor-

mation processing, situational understanding, behavioral decision and action, as shown in 

Figure 2-6. The aim of functional decomposition is that a test case can be decomposed into 

several particular cases to test only one or more functional layers. Consequently, the test 

effort is reduced, since repeated tests of the same functions and requirements are avoided.  

 

Figure 2-6: The functional decomposition of a HAV83. (Christian Amersbach, 2020). CC-BY-SA 4.0 

Conversely, the discretization is no longer necessary in the sampling technique such as 

Monte Carlo. Gelder and Paardekooper84 use Monte Carlo to generate concrete scenarios by 

                                                 

80 Amersbach, C.; Winner, H.: A contribution to overcome the parameter space explosion (2019). 

81 Grindal, M. et al.: Combination testing strategies: a survey (2005). 

82 Amersbach, C.; Winner, H.: Functional Decomposition (2017). 

83 Amersbach, C. T.: Diss., Functional Decomposition Approach (2020), p. 59. 

84 Gelder, E. de; Paardekooper, J.-P.: Assessment of automated driving systems using real-life scenarios (2017). 
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fitting the parameter distribution with kernel density estimation. However, Monte Carlo is 

inefficient due to its random sampling, which then results in the occurrence of many non-

safety-critical cases. Therefore, acceleration sampling is studied. Zhang et al.85 propose the 

subset sampling to search the failure zone of a system iteratively. As a result, fewer testes 

are required to estimate the performance of a system. They compare the subset sampling 

with the important sampling86, and prove that the acceleration rate of these two sampling 

methods are in the same level. In addition, they indicate that the subset sampling can handle 

black-box systems. Due to the inefficiency of Monte Carlo, Markov Chain Monte Carlo 

(MCMC) is proposed for sampling based on probabilistic models. Akagi et al.87  use the 

MCMC method to generate scenarios predominantly having high risks by considering risk 

index in the probabilistic model. Thus, scenarios containing safe driving situations are less 

generated, and the efficiency of sampling is improved. 

2.2.5.4 AV Assessment 

When concrete scenarios are available, suitable test environment should be selected. Gener-

ally, X-in-the-Loop (XiL) is a typical way to perform concrete scenarios. By using a part of 

virtual components until pure virtual components in the whole system, XiL can be generally 

divided into Model-in-the-Loop (MiL), Software-in-the-Loop (SiL), Hardware-in-the-Loop 

(HiL), Driver-in-the-Loop (DiL) and Vehicle-in-the-Loop (ViL). Applications of various 

forms of XiL can be found in the field of AVs, especially in the verification and validation 

phase of a function or a system. Fayazi et al.88 utilize a ViL to verify their proposed traffic 

management scheme for AVs in an intersection. A HiL platform is used for developing and 

testing automated driving functions with level 2 by Gelbal et al.89  Scenario-in-the-Loop 

(SciL)90 is thought to be the next generation of XiL validation methodology. In this frame-

work, the boundary between reality and virtual is blurry. As a result, whether the signals are 

from the real world or simulated can be determined by the demand. Compared to ViL, the 

perception module can also be tested since the input signals required by the perception can 

be provided by the SciL. Consequently, it is more flexible to decide which part should be 

real and which part should be simulated during the test.91  

                                                 

85 Zhang, S. et al.: Accelerated evaluation of autonomous vehicles in the lane change scenario (2018). 

86 Zhao, D. et al.: Accelerated evaluation of automated vehicles in car-following maneuvers (2017). 

87 Akagi, Y. et al.: A risk-index based sampling method to generate scenarios for automated vehicle (2019). 

88 Fayazi, S. A.; Vahidi, A.: Vehicle-in-the-loop verification of a smart city intersection control scheme (2017). 
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90 Horváth, M. T. et al.: The Scenario-in-the-Loop (SciL) automotive simulation concept (2019). 

91 Szalay, Z.: Next Generation X-in-the-Loop Validation Methodology for Automated Vehicle Systems (2021). 
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Different XiL methodologies for testing AVs are summarized in Figure 2-7 with a V-model. 

From left to right, the level of abstraction of methodology decreases, while its validity in-

creases. For instance, all components are modelled as virtual in a SiL, which strengthens the 

reproducible and observable of the test, but requires validated models. In contrast, SciL and 

ViL bring high valid results, but suffer from high economical and time cost. Hence, different 

methodologies should be utilized in different phases during the development of AVs. MiL 

and SiL could discover potential problems quickly and conveniently in the early stages of 

vehicle development. ViL is more suitable in the integration stage of sub-functions. The 

proving ground is an alternative way to execute concrete scenarios with high validity as well. 

However, not all components can be controlled, e.g. the surface of the road, the weather, etc. 

Mixed virtual and real environment92 might be a solution as introduced in the SciL.  

 

Figure 2-7: Different XiL methodologies to execute concrete scenarios. Own illustration according 

to Batsch et al.93  

Generally, the assessment of AVs includes microscopic assessment and macroscopic assess-

ment. Junietz94 defines the macroscopic assessment in his dissertation as the average risk of 

a system, e.g. the occurrence rate of fatal accidents, while the risk of a system in a scene is 

called microscopic assessment. By using a vast amount of data or extrapolation such as the 

Extreme Value Theory (EVT)95,96, the macroscopic assessment could be derived. To evaluate 

the safety of AVs in a scene, the indicators mentioned in the scenario generation are typically 

applied, i.e., the indicators can be used not only to identify relevant scenarios from the sim-

ulated data or the real-world data, but can also be considered as surrogate safety measures 

to evaluate the safety performance of AVs. The indicators can be generally classified as tem-

                                                 

92 Németh, H. et al.: Proving Ground Test Scenarios in Mixed Virtual and Real Environment (2019). 

93 Batsch, F. et al.: A taxonomy of validation strategies to ensure safety of automated vehicles (2020), p. 3. 

94 Junietz, P. M.: Diss., Microscopic and Macroscopic Risk Metrics (2019), p. 8. 

95 Åsljung, D. et al.: Comparing collision threat measures for verification of autonomous vehicles (2016). 

96 Åsljung, D. et al.: Using extreme value theory for vehicle level safety validation and implications (2017). 
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poral proximal indicators, distance proximal indicators and intensity based indicators. Inten-

sity based indicators are used here instead of deceleration based indicators from Mahmud et 

al.97 to be more general, e.g., the lateral acceleration required to evade a preceding object is 

also an indicator. 

2.2.5.4.1 Temporal Proximal Indicators 

The most commonly used temporal proximal indicator is the Time-to-X (TTX). In particular, 

Time-to-Collision (TTC) is well known, which describes the expected time that two vehicles 

with constant velocity will collide with each other. When considering extra the relative ac-

celeration of the vehicles, TTC is extended as enhanced TTC (ETTC)98. A greater degree of 

safety could be concluded if the value of TTC is large. Nevertheless, it is not always the 

case, e.g., TTC is infinite when the two observed vehicles have the same speed but with a 

small distance gap, if the lead vehicle brakes suddenly, the situation is thus quite critical and 

a collision could possibly happen. Additionally, identical TTC in different situations does 

not mean the same level of safety if the driving speed is different. In order to quantify the 

severity of near-crash scenarios, minimum TTC (TTCmin) is often applied, which depicts the 

minimum value of TTC during the approach of two vehicles on the collision course. More-

over, Winner et al.99 recommended inverse TTC instead of TTC, since the inverse TTC in-

creases with the criticality of a situation monotonically, and infinite TTC can be avoided 

when the relative speed of two vehicles is zero. Time exposed TTC (TET) and Time inte-

grated TTC (TIT) are two derivatives of TTC, which could give a more complete and com-

prehensive indication of the safety-level on a particular section of road during a particular 

period of time.100   

Due to the limitations of TTC, other criticality metrics like Time-to-React (TTR)101 includ-

ing Time-to-Brake (TTB), Time-to-Steer (TTS) and Time-to-Kickdown (TTK) are moti-

vated. The TTB denotes the remaining time until an emergency braking with maximum de-

celeration must be applied to avoid a collision. If a driver or an AV selects the steering to 

avoid a collision, the TTS is applied and defined as the remaining time that the vehicle’s 

front just passes by the object’s facing edge by steering along a circular arc. The principle 

behind TTK is that the subject vehicle could pass by an object by acceleration before a col-

lision that occurs, when the object enters the driving lane of the subject vehicle. Compared 

to TTC, the TTR metrics take the driver’s possible actions into account and indicate how 

difficulty the prevention of an accident would be. 
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One popular metric for un-signalized intersection scenarios is the post-encroachment time 

(PET)102, which means the time difference between the departure of a vehicle from an area 

of a potential collision and the entry of another vehicle into this area. PET requires less 

information than TTC as the relative distance and relative speed are not involved. It is pos-

sible to use solely video images to obtain the PET. However, PET may not measure the 

conflict severity objectively, e.g., a pedestrian in the front of or at the side of the subject 

vehicle may have the same PET; the situation in which the pedestrian is at the side of the 

subject vehicle, is definitively less critical since no lateral velocity but high longitudinal 

velocity of the subject vehicle exists.  

Based on the above analysis, it can be found that the metrics have their own suitable appli-

cation situations. The Worst-Time-to-Collision (WTTC)103 as a metric that can be applied in 

different situations is thus motivated. The criticality of a situation is calculated by assuming 

the worst behavior of vehicles. A situation can be abandoned if it is regarded as uncritical 

even under the worst possible maneuvers. Based on this definition, the criticality of some 

situations is overestimated, e.g., the vehicles at adjacent lanes travelling at opposite direction 

would invade the driving lane of the subject vehicle directly under the worst case assump-

tion. Other work focuses on the combination of several surrogate safety measures together. 

Nadimi et al.104 propose a new mixed index (MI), which combines the properties of TTC 

and PET. The application of MI in real car-following scenarios shows that the MI would be 

more suitable for measuring the rear-end collision risks. In SAE J2944105, the guidance to 

compute different surrogate safety measures are provided. Their distributions in naturalistic 

driving and safety-relevant thresholds are studied. 

2.2.5.4.2 Distance Proximal Indicators 

There are fewer distance proximal indicators than temporal proximal indicators. Among the 

distance proximal indicators, the difference of space distance and stopping distance (DSS) 

is well-known, which describes the difference of the space and stopping distance. The space 

distance is the sum of the current relative distance and the braking distance of the preceding 

vehicle, while the stopping distance is the sum of the brake reaction distance and the braking 

distance of the subject vehicle. Hence, negative DSS values mean a collision, since the sub-

ject vehicle cannot avoid the collision when the preceding vehicle stops suddenly. Neverthe-

less, the severity and the duration of danger is not represented by DSS. Time integrated DSS 

(TIDSS) is thus motivated. By comparing the traffic accidents, Okamura et al.106 proves that 

TIDSS correlates strongly with traffic accidents. 
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Proportion of stopping distance (PSD) is defined as the ratio between the remaining distance 

to the point of collision and its minimum acceptable stopping distance, whereby the mini-

mum acceptable stopping distance is related to the maximum acceptable deceleration. Guido 

et al.107 find that PSD tends to be generally more sensitive to higher risk scenarios by ana-

lyzing the traffic in a roundabout.  

2.2.5.4.3 Intensity Based Indicators 

In contrast to aforementioned two types of indicators, the intensity based indicators reflect 

how difficult it is for a driver or an AV to respond in order to avoid a collision. The severity 

is thus expressed intuitively. Jansson uses the required longitudinal acceleration108a  𝑎𝑥,req 

to quantify the acceleration required to bring the relative velocity of two objects to zero at 

the potential time of collision. He also applies the required lateral acceleration108b 𝑎𝑦,req to 

measure the severity to avoid a collision when taking an evasion action. The 𝑎𝑥,req and the 

𝑎𝑦,req can be aggregated as 𝑎req, which is quantified as:108c  

𝑎req = min(𝑎𝑥,req, 𝑎𝑦,req). (2.1) 

The 𝑎𝑥,req is also known as deceleration rate to avoid the crash (DRAC)109. Many researches 

prove that the DRAC correlates with the safety-level of a scenarios, since it explicitly con-

siders relative speed of two vehicles and even the deceleration of the preceding vehicle. 

Nevertheless, conventional DRAC fails to represent traffic conflict accurately since the 

available vehicle braking capability is not considered. For instance, the same values of 

DRAC represent different levels of severity if the vehicle is driving on dry or wet roads. 

Thus, the steering threat number (STN) and the brake threat number (BTN) are studied by 

Brämmström et al.110 They are expressed as: 

STN =
𝑎𝑦,req

𝑎𝑦,max
 (2.2) 

BTN =
𝑎𝑥,req

𝑎𝑥,max
 (2.3) 

As is obvious in equation (2.2) and (2.3), the maximum available lateral acceleration 𝑎𝑦,max 

and maximum available longitudinal acceleration 𝑎𝑥,max are explicitly included in the STN 

and the BTN. Similarly, a deceleration-based surrogate safety measure under consideration 

of the vehicle performance is also studied by Tak et al.111 The current deceleration based 

indicators are mainly applicable for rear-end collisions. Even though the 𝑎req consider the 
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braking maneuver as well as the steering maneuver, only front objects are taken into account 

and lateral objects are ignored.  

2.2.5.4.4 Other Indicators 

There are other types of surrogate safety measures that do not fall into any of the three cate-

gories listed above, e.g., Junietz et al.112 propose a metric by optimizing the criticality of a 

scene based on the model predictive control (MPC) technique. They use the MPC to find the 

minimized cost of all possible trajectories, and the minimized value is regarded as the criti-

cality of the situation, since the trajectory planning of an AV is typically an optimization 

problem. In addition to the acceleration based indicators, the jerk as the rate of change in 

acceleration is useful to measure the comfort of a maneuver. Broadhurst et al.113 calculate 

the probability of a collision by predicting future motion of all objects using the Monte Carlo 

path planning. If two objects have intersection in the predicted horizon, a collision is deter-

mined. Generally, the different indicators should be combined for a more general application 

since different indicators are suitable for different types of collisions. Huber et al.114 consider 

11 published criticality metrics and combine them to obtain a final multidimensional criti-

cality evaluation. Three simulated scenarios are used to prove the concept. The simulation 

results are in accordance with the theory. However, the calculated critical values fluctuate 

and underestimate the criticality of situations with many objects. 

2.2.6 Operation Design Domain  

Based on the above mentioned existing approaches to test AVs, it can be concluded that there 

is currently no satisfying method that can be applied solely to overcome the challenge of the 

safety validation of AVs, although the scenario-based approach is a promising one. There-

fore, it is worthy to try to introduce AVs with certain but acceptable risks, which should be 

handled carefully. This does not mean that an AV is unsafe when being released but with an 

acceptable safety level required by stakeholders. Due to some unknown unknowns, a safe 

AV in all different kinds of scenarios cannot be guaranteed. Four generic approaches are 

provided in Systems Engineering115 with respect to the risk, which are accept risk, avoid 

risk, transfer risk and control risk, respectively. ODD is exactly one way to avoid risk when 

deploying AVs on public roads. In SAE J3016116, the ODD is defined as  
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“Operation conditions under which a given driving automation system or feature 

thereof is specifically designed to function, including, but not limited to, environmen-

tal, geographical, and time-of-day restrictions, and/or the requisite presence or absence 

of certain traffic or roadway characteristics.” 

The taxonomy of basic terms for description of an ODD is further specified by Czamecki117. 

The purpose of ODD is to guarantee the safety of AVs in a specific domain. An example of 

an ODD would be a certain road section, a deployment only under good weather conditions. 

Therefore, it is completely possible to validate the safety of AVs using existing approaches 

if the ODD is well-limited. Once AVs are proven to be safe within the ODD, ODD can be 

gradually extended by adding corresponding functionalities. For instance, an AV is safe in 

an ODD without traffic signals, if the ODD is prepared to include traffic signals, a detection 

system for traffic signals should be integrated into the AV. Therefore, the definition of ODD 

should be considered with the functional requirements cooperatively. In order to keep the 

safety of AVs always in the ODD, an ODD monitoring is essential. The aim of ODD moni-

toring is to determine whether the AV is still in a situation that is taken into account by the 

design. Colwell et al.118 introduce a concept to restrict the runtime of ODD if subsystems 

degrade, which allows the AV to still keep operating within a safe domain. Gyllenhammar et 

al.119 propose a framework to category the operation conditions of a use case and suggest the 

ODD to be described by operation conditions, which can facilitate the mapping between 

different use cases toward the ODD. 

2.2.7 Summary of Current Common Approaches  

The state-of-the-art safety verification and validation methods are summarized in this sub-

chapter to provide a clear overview of pros and cons of different methods. 

ISO 26262 provides guidelines for the functional safety of AVs under level 3, but is not 

applicable for HAVs. SOTIF is supposed to be useful for HAVs but should be further devel-

oped and more details should be studied. UL 4600 aims for the safety of HAVs by documen-

tation of results from both arguments and evidences. However, no benchmarks are given for 

field testing or no a general design process. 

Even though the real-world testing has the highest validity to test AVs, this approach is not 

feasible due to high economical and time costs. Simulation-based testing is a useful supple-

ment to the real-world testing, but verified and validated simulation models are always pre-

conditions. Function-based testing is not suitable for HAVs any more since it is very chal-

lenging to define test scenarios for the release of HAVs. The scenario-based testing is a 
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promising approach to reduce the test effort of AVs by identifying relevant scenarios. Nev-

ertheless, Junietz et al.120 emphasize that the determination of relevant scenarios, the defini-

tion of an appropriate parameter space within a scenario and the combination of parameters 

are great challenges. ODD as a transition solution makes the deployment of AVs possible by 

limiting them to a specific domain. However, the description of an ODD is unclear and a 

viable solution to monitor the ODD is missing. 

2.3 Approaches with Silent Testing Concept 

Due to the cons of current existing approaches, new approaches should be studied to com-

plement existing approaches and find new ways to help validate the safety of AVs. The ap-

proach virtual assessment of automation in field operation (VAAFO) 121 a, the shadow 

model122 approach from Tesla and the later appeared “silent testing” approach have basically 

the same principle. They combine real-world testing and simulation-based testing, and are 

considered as an innovative and useful way to test AVs. They are introduced in detail in the 

following subchapters. In particular, the development and implementation of the VAAFO 

approach is the focus of the dissertation. 

2.3.1 VAAFO Approach  

Winner123 developed a device with an associated method to test a function without having to 

fear unexpected and unwanted function reactions that affect the vehicle dynamics with the 

form of a patent in 2003. Ten years later, the patent was instantiated for the first time for the 

safety validation of automated driving with a new name called „Trojan horse”124, which aims 

to test automated driving functions in series production vehicles, but without hazardous ef-

fects. At that time, the concept was a posteriori safety assessment method as described by 

Wachenfeld and Winner in the paper121a, in which the VAAFO approach was officially arisen.  

Figure 2-8 illustrates the original working principle of the VAAFO approach. There is an 

obstacle in reality. However, it is not perceived by the sensors until the vehicle passes by in 

the perceived world. Hence, the driver has to take over the control in time to avoid a colli-

sion. However, the driving automation system goes through the obstacle in the parallel world 

and is not aware of the collision. In the retrospective world, the obstacle is there as it should 
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be. As a result, a virtual collision can be observed and recognized. The driving automation 

system can then be assessed in the retrospective world, while the retrospective world is only 

available when a scenario is in the past. Therefore, a method to correct the perceived world 

is essential according to the original working principle of VAAFO. Junietz et al.125 present a 

way to reduce the uncertainties in the perceived world. They use the human behavior as an 

extra information source to derive FP and FN indicators for the purpose of correcting the 

environmental representation. 

 

Figure 2-8: The original working principle of the VAAFO approach. Own illustration according to 

Wachenfeld and Winner121b.  

Since the correction of the environmental representation is a challenging or a time-consum-

ing task such as by labeling, the working principle is updated by Wang and Winner126. The 

trajectory of a driver with or without advanced driver assistance systems (ADAS) is com-

pared with the trajectory of a driving automation system online, while the driving automation 

system runs in the background and has no access to the actuators of the real vehicle. Conse-

quently, the VAAFO approach is online feasible. Meanwhile, the correction of the environ-

ment perception is not essential, but can be utilized to verify the defined triggers in the 

VAAFO approach. The triggers are the metrics used to evaluate the safety of the driving 

automation system in the background. Finally, the approach is no longer a posteriori safety 

assessment method. Even though the working principle of the VAAFO approach changes, 

the basic idea remains unchanged and can be defined as:  

A human driver or a driving automation system is in charge of driving a vehicle, while 

the System under Test (SuT) or Function under Test (FuT) receives sensor input and 

makes decision accordingly but does not interfere with the driving of the real vehicle.  
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Since a SuT does not exist in reality, and road users have no interaction with the SuT, some 

problems could occur with this type of open-loop simulation, e.g., a real vehicle drives 

through a virtual AV (vAV) instantiated by the SuT, which cannot indicate that the SuT is 

unsafe. With respect to the open-loop problem in the VAAFO approach, Koenig et al.127,128a 

use the Wiedemann following model and a neural network-based lane change model to sim-

ulate the surrounding vehicles, once the intended lane of a HAV differs from that of a human 

driver, as described in the scenario construction part in Figure 2-9. Afterwards, the HAD 

function is assessed by criticality metrics in the constructed scenario in the PELOPS simu-

lation. However, the reconstructed scenario cannot be fully represented in the simulation 

using sensor data, and the driver behavior model may deviate from the reality as well. Due 

to the introduction of the simulation models, the advantages of the approach are weakened. 

Additionally, few details are given about the implementation of the framework. 

In this dissertation, the VAAFO approach is further developed, the complete framework of 

VAAFO is presented, and its each essential component is introduced in detail. The defined 

triggers to evaluate the safety of AVs online are concretized and verified. Whether it is nec-

essary to simulate the behavior of the surrounding road users is also discussed. A human 

driver or a driving automation system that controls the real vehicle is defined as instance in 

charge (IiC), which is used throughout this dissertation.    

 

Figure 2-9: A solution to close the loop of the VAAFO approach by simulating the behavior of the 

surrounding vehicles. Own illustration according to Koenig et al.128b 

2.3.2 Silent Testing  

The “Silent Testing” technique is similar to the working principle of the VAAFO approach, 

and has been researching in OEMs and suppliers. Since the method can be used not only to 
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test a SuT, but also to test a FuT, Tribelhorn129a applied the silent testing technique to assess 

an algorithm for lane markings recognition, as shown in Figure 2-10. The recognized fea-

tures of the algorithm for lane markings are compared with the ground truth. The FuT at this 

point is an algorithm for recognition of the lane markings, while the ground truth is acquired 

by GPS. By calculation of the position deviations between them, an evaluation of the algo-

rithm is conducted, i.e., the scenes in which the algorithm does not work well are saved 

during the driving. 

Figure 2-10: An example of using the silent testing technique to assess the algorithm for lane 

marking recognition129b. (Wadim Tribelhorn, 2018), reprinted with permission 

Another example130 is the discovery of corner cases by comparing the predicted image and 

the actual image. However, not each unpredictable element belongs to the relevant class. 

Thus, They use a semantic segmentation to differentiate relevant and irrelevant classes. Fur-

thermore, a detection system is applied to determine whether the unpredictable relevant class 

is in a relevant location. Finally, an evaluation of a video-based detection system is per-

formed. 

2.3.3 Shadow Mode  

The concept of shadow mode is proposed by Tesla and reported by several media131,132. The 

idea is very similar to the VAAFO approach. In shadow mode, the ADS receives data from 

sensors but does not take control of a vehicle. It will record how the ADS would have avoided 

the accident, if a real Tesla car driven by a human driver or an autopilot is in an accident. Or 

the other way around, a virtual accident caused by an ADS will also be recorded. Based on 

this technique, shortcomings in the system could be identified, and the collected data can in 

turn be used to improve their camera-based machine learning significantly. Due to the large 
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fleet from its customers, a huge amount of data has been collected. Fridman133 estimates that 

Tesla vehicles have driven over 2.56 billion kilometers in shadow mode until the mid-year 

of 2018. In 2020, Tesla registers a patent134 to obtain training data for an implemented neural 

network in a vehicle using trigger classifiers, while the trigger classifiers are trained before-

hand to recognize images with specific image features or objects. Then, the trigger classifiers 

are deployed in a fleet of vehicles without influence on the core software for automated 

driving. As a result, the deployed neural network has an improved ability to detect the par-

ticular use cases targeted by the trigger classifiers. Those deployed trigger classifiers have 

shadow mode characteristics. 

2.3.4 Other Similar Approaches 

Other similar approaches focus mainly on online verification of AVs. For example, Pek et 

al.135,136,137 propose a method to generate a fail-safe trajectory when the intended trajectory 

is not available or not safe. They claim that the proposed method works with any provided 

motion planning framework, and can verify the motion planning online. However, the tran-

sition criterion from the intended trajectory to the fail-safe trajectory is not clear formulized, 

i.e., the safety-critical situation is not defined. Stahl et al.138 develop an online verification 

module to monitor a non-ASIL-capable system, while the online verification module can be 

approved by standard principles e.g. ISO 26262. As a result, the monitored system can be 

verified. They point out that online verification is helpful for complex driving functions, 

frequent updated functions, machine learning methods and online machine learning systems. 

Apart from the verification of motion planning, Buerkle et al.139 utilize dynamic occupancy 

grid to verify the perception system of an autonomous system online. The object information 

will be corrected if necessary, and thus can be combined with RSS to ensure a comprehensive 

safety of AVs, since RSS addresses only the decision system of an AV.  

2.3.5 Summary of Approaches with Silent Testing Concept 

From the above analysis, it could be concluded that the VAAFO approach as a new approach 

has attracted a lot of interest, and is considered as a very promising approach to facilitate the 
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safety validation of AVs. The role of the VAAFO approach among other existing approaches 

for the safety verification and validation of AVs can be seen in Table 2-1. A driving automa-

tion system can be typically divided into sense, plan and act. Based on the principle of the 

approach, all of them can be either virtual or real. In the real-world testing, sense, plan and 

act are real. Thus, it has the highest validity, but the highest test effort as well due to the 

necessity of safety drivers. Conversely, the simulation-based approach has the lowest valid-

ity as well as the lowest test effort, since the models are virtual in the simulation. During the 

open-loop recording, only the perception data is recorded, and a driver drives a test vehicle 

through different scenarios. Its test effort is higher than the silent testing technique, since a 

trained driver is still required to record and manage the data. In the VAAFO approach, since 

sense and plan are all real and no safety driver is essential, it has the highest validity. Mean-

while, its test effort is less than the real-world testing. Based on the table, the benefits of the 

VAAFO approach are apparent and its pros are clear. 

With respect to the pros of the VAAFO approach, the approach does not interfere with the 

driving of a driver or an ADS, thus no additional risk will be involved. By implementation 

of the approach in a fleet, a lot of data could thus be gathered for the improvement of a 

driving automation system. On the other hand, the machine learning-based algorithms can 

be evaluated either direct online or by the acquired data, whereby the current existing meth-

ods for regulatory approval are not applicable for deep neural networks (DNNs)140. The new 

gained knowledge by the VAAFO approach can be utilized to train the machine learning-

based algorithms again. Furthermore, it can be applied to test either automated driving func-

tions or driving automation systems. Due to the commercial business, Tesla has released 

little studies about shadow mode. The silent testing technique is actually a derivative of the 

VAAFO approach. Therefore, the development and implementation of the VAAFO approach 

is the main research topics in this dissertation, and the necessary steps to realize this approach 

will be introduced in detail in order to explore more hints about the practical application of 

this approach.  

Table 2-1: The comparison with other existing approaches. The more black dots means higher values. 

n.a. represents not applicable. 

 Test object 
Validity Test effort 

Sense  Plan Act 

Real-world testing real real real        

VAAFO real real n.a        

Open-loop recording real n.a n.a       

Simulation-based testing virtual virtual virtual    
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3 Determination of VAAFO Components 

In the previous chapter, the basic idea of the VAAFO approach is introduced. Since the work-

ing principle is updated during the development of the approach, it will be presented elabo-

rately in this chapter. According to the new working principle, the necessary components are 

introduced and the important parameters are studied in this chapter. Figure 3-1 shows the 

architecture of the VAAFO approach. The IiC makes decisions based on what it perceives in 

the real world. Similarly, multiple virtual AV (vAV) instances use the perceived but trans-

formed information from the real sensors in the virtual world. The perception for IiC and 

vAV instances can be identical if only the planning modules of the vAV instances differ from 

that of the IiC. So, an updated planning module can be tested in parallel. Nevertheless, the 

perception can also be different if, for example, the IiC is a human driver whose perception 

is independent of the perception sensors. Regardless of whether the perception is identical 

or not, the perception for vAV instances rely on the real sensors. Since those sensors are 

installed on the IiC, if state deviations between the IiC and a vAV instance exist, the infor-

mation of the sensors cannot be directly utilized for the vAV instances. This problem is 

solved by applying a coordinate transformation. The tracked objects by sensors are first 

transformed to a local coordinate system. Importantly, the map in the real world and in the 

virtual world are identical. Thus, a common local coordinate system in the two worlds is 

ensured. After the coordinate transformation, the vAV instances know the states of the 

tracked objects in the virtual world. Afterwards, the behaviors of the IiC and the vAV in-

stances flow into the defined triggers to evaluate their safety. Meanwhile, critical scenarios 

are identified if the triggers are activated. The number of the vAV instances depends on two 

key parameters, which are explained in the subchapter 3.2. 

Figure 3-1: The architecture the VAAFO approach. 
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3.1 Coordinate Transformation 

The coordinate transformation is essential for the projection of the tracked objects from the 

real world into the virtual world if there are state deviations between the IiC and the vAV 

instances. The tracked objects by a sensor are typically based on a sensor coordinate system 

or a vehicle coordinate system, i.e., the tracked objects are merely valid for the IiC and not 

directly applicable for the vAV instances. Therefore, they are transformed to a local coordi-

nate system namely an earth-fixed coordinate system. The information of the tracked objects 

is now available in the virtual world, since the same map is loaded in the virtual and real 

world. Additionally, the state of each vAV instance in the virtual world is also known, using 

the information about the desired planned trajectory as well as the interpolation technique. 

As a result, the vAV instances know the relative information to the real tracked objects in 

the virtual world and can make decisions accordingly.   

3.1.1 Theoretical Analysis  

Before the theory of the transformation is introduced, the notations of three coordinate sys-

tems are given. 

 E denotes the values in an earth fixed coordinate system. 

 V denotes the values in a vehicle coordinate system. 

 S denotes the values in a sensor coordinate system. 

 

Figure 3-2: The coordinate transformation of a tracked object to an earth-fixed coordinate system. 

A sensor at the bumper of a vehicle is taken as an example to depict the process of the coor-

dinate transformation as illustrated in Figure 3-2. A similar process can be conducted for 

sensors at other positions as well. Basically, all the state variables of an object should be 

transformed to an earth-fixed coordinate system. The variables to be transformed could be 

determined in a targeted manner by analyzing the planner’s requirements and the input of 

the triggers. In the studied case, the transformation of position, velocity, orientation and ac-

celeration of an object are essential. 
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The variables in Figure 3-2 are used to describe the equations for the transformation. Using 

the equations (3.1) - (3.4), the state of a tracked object in the earth-fixed coordinate system 

is generally available. The estimated dimension of a tracked object can be directly utilized, 

since it is not changed during the coordinate transformation.  

 Position 

𝒓obj = 𝒓VE + 𝒓SV + 𝒓objSE  (3.1) 

 Velocity 

𝒗objE = 𝒗VE + �̇� × ( 𝒓objS + 𝒓SV )  +  𝒗objS  (3.2) 

 Yaw angle 

𝝍obj = 𝝍VE + 𝝍SV + 𝝍objSE  (3.3) 

 Acceleration 

𝒂objE = 𝒂VE + 𝒂objS + 2(�̇� × 𝒗objS ) 

                  +�̈� × 𝒓objS + �̇� × (�̇� × 𝒓objS ) 
(3.4) 

The 𝒓, 𝒗, 𝒂, 𝝍 in the equations represent position, velocity, acceleration and yaw angle, re-

spectively. The right subscript obj denotes a tracked object. For instance, 𝒂objS  describes 

the acceleration of a tracked object in the sensor coordinate system. �̇�, �̈� are the yaw rate 

and yaw acceleration of the subject vehicle, respectively.  

3.1.2 Yaw Acceleration Estimation 

The position, velocity and the yaw angle could be transformed to the earth-fixed coordinate 

system without problems, since the required variables for the transformation can be meas-

ured or obtained directly. Nevertheless, the yaw acceleration is needed for the transformation 

of the acceleration and cannot be acquired directly. If a large 𝒓objS  and a large �̈� exist sim-

ultaneously, the term �̈� × 𝒓objS  could not be ignored. To estimate the yaw acceleration, the 

algorithm for differentiating noisy functions from Chartrand141  is helpful. However, the 

method is only suitable for post-processing, which does not meet the real-time requirement. 

A further research about estimating the yaw acceleration online, Kim et al.142  derive the 

transfer function between the yaw rate and the steer wheel angle. A Kalman filter (KF) is 

then designed using the transfer function to estimate the yaw acceleration in real-time. How-

ever, the estimated yaw acceleration deviates from the offline derived yaw acceleration when 
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142 Kim, W. et al.: Vehicle Path Prediction Using Yaw Acceleration for Adaptive Cruise Control (2018). 
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the yaw rate rises and falls. Therefore, other methods are studied. The Savitzky-Golay fil-

ter143 fits successive adjacent data points in a window length by polynomial least squares 

regression, so that the features of the distribution, such as relative maxima, are well pre-

served. Furthermore, it is suitable for calculating derivative of noisy signals. Thus, the Sa-

vitzky-Golay filter is applied to acquire the yaw acceleration in real-time. However, the 

standard Savitzky-Golay filter belongs to the linear phase finite impulse response (FIR) fil-

ters, which has principally a delay of half a window length. In order to avoid the delay, two 

strategies are introduced: 

 Method 1 - The derived yaw acceleration at the latest time step rather than the value 

in the middle of window is regarded as the estimated yaw acceleration.  

 Method 2 - Data points are predicted for a half window length based on the polyno-

mial from the Savitzky-Golay filter so that the middle value of the window locates 

exactly at the latest time step.  

In method 1, a certain accuracy is sacrificed, since the value at the latest value is used instead 

of the value in the middle of the window of the filter. In method 2, a prediction is performed, 

which may bring certain uncertainties. The detailed implementation of these two methods is 

described in A.1. As a result, the comparison of these two methods should be performed to 

find the method with less delay and higher accuracy.  

3.1.3 Validation of the Coordinate Transformation 

To validate the coordinate transformation especially the transformed acceleration, a suitable 

scenario should be designed. Figure 3-3 shows the scenario that is carried out on a proving 

ground. Due to the continuous large change in the yaw rate, the designed scenario is quite 

appropriate to validate the transformation of acceleration. In this scenario, the target object 

accelerates from still to 30 km/h and then maintains this speed, while the subject vehicle 

equipped with sensors drives from 0~30 km/h and performs a slalom driving. Both vehicles 

are equipped with an automotive dynamic motion analyzer (ADMA).  

Figure 3-3: The scenario description for validation of the coordinate transformation. 

                                                 

143 Schafer, R. W.: What is a Savitzky-Golay filter?[lecture notes] (2011). 
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The ADMA includes a highly precise inertial measurement unit (IMU) corrected by a 

differential global navigation satellite system (DGNSS), and can measure the position, speed 

and acceleration etc. in all three directions of a vehicle. Through a WiFi-Kit, the two ADMAs 

can communicate with each other. As a result, the relative information between the subject 

vehicle and target vehicle is available, which is regarded as the ground truth to validate the 

transformed results. Additionally, the subject vehicle has a long range radar in the front 

bumper. The state of a tracked object by the radar 𝑥S = ( 𝑝𝑥S , 𝑝𝑦S , 𝑣𝑥S , 𝑣𝑦S , 𝑎𝑥S )  is 

known. Using the equations (3.1), (3.2) and (3.4), the transformed position, velocity and 

acceleration of the target vehicle on the earth-fixed coordinate system are obtained. In par-

ticular, the yaw accelerations estimated by the two different online methods are compared 

with the yaw acceleration obtained by an offline method, i.e. a Savitzky-Golay filter. Due to 

all available data in the offline phase, the delay does not exist in the offline method. The 

results of the comparison are presented in Figure 3-4. As is obvious in this figure, both the 

method one and the method two have little delay when compared to the offline method. 

Additionally, the online method two matches better to the offline method especially at peaks 

than the online method one. Therefore, the online method two is suggested to estimate the 

yaw acceleration. 

 

Figure 3-4: The yaw acceleration comparison between the offline and online methods. 

Subsequently, the transformed position, velocity and acceleration are compared with the 

ground truth. The root mean square error (RMSE) is utilized to quantify how large the error 

is. The RMSE values of the transformed positions in x direction and y direction on the earth-
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fixed coordinate system are about 0.21 m and 0.67 m, respectively. Due to the unclear track-

ing point of the radar and the uncertainties of the tracking algorithm, small position devia-

tions are observed. Apart from the position, the velocity and the acceleration are important 

state variables as well. Figure 3-5 shows the results of the comparison. Generally, the trans-

formed velocity and acceleration are very accurate compared to the ground truth. The RMSE 

of the transformed velocity is 0.16 m/s, and the transformed acceleration is approximately 

0.45 m/s2 when using the online method two to estimate the yaw acceleration.  

 

Figure 3-5: The comparison of the transformed velocity and acceleration with the ground truth. 

Through this experiment, the process of the coordinate transformation is demonstrated. Its 

results prove that the transformed values are highly accurate. Since the yaw angle cannot be 

obtained by the tracking algorithm of the built-in radar, the transformation of the yaw angle 

is not illustrated. Nevertheless, the equation for transforming the yaw angle is identical to 

the transformation of position, since the yaw angle can be regarded as a scalar quantity as 

well. Using the aforementioned introduced theory, the state of a tracked object can thus be 

transformed to the earth-fixed coordinate system. The tracked objects after coordinate trans-

formation are then projected into the virtual world, which creates an environmental repre-

sentation for the vAV instances. 
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3.2 Parameter Study 

In order to build a valid environmental representation in the virtual world, the coordinate 

transformation is necessary but not sufficient. It can be imaged that all projected objects 

could be irrelevant for the vAV if large state deviations between the IiC and the vAV emerge, 

i.e., the decision module of the vAV knows the states of the objects but will not respond to 

them due to the large distance. As a result, the vAV cannot be tested. This situation would 

happen frequently if no strategy is introduced, since it is highly likely that the IiC and a vAV 

would have different decisions even under the same scenario. The generated state deviations 

between them could get increasingly larger with time passing by. Consequently, the projected 

environmental representation would be meaningless for the decision module of a vAV. 

Therefore, a lifetime parameter 𝑇L is introduced. The definition of the lifetime parameter is: 

The state of a vAV instance is reset to the state of an IiC after a certain period of time. 

The time interval between two temporally adjacent resets is defined as the lifetime.  

With the lifetime parameter, large state deviations between the vAV instance and the IiC are 

avoided. By defining a suitable value for the lifetime parameter, a valid environmental rep-

resentation is guaranteed after the coordinate transformation. As a result, the vAV can be 

tested in the virtual world. However, a critical situation would be missed when it could hap-

pen in the time steps after a reset when the reset were not performed, i.e., if the vAV instance 

would not be reset, a critical situation could appear. The critical situation provides useful 

evidence for the safety of a vAV and should not be overlooked. Therefore, the second pa-

rameter is introduced to solve this problem, and defined as the birth cycle parameter: 

A new instance is born after the birth of the previous one. The time interval between 

the births of two temporally adjacent instances is defined as birth cycle. 

With the 𝑇B, the coverage of critical situations is enlarged. If one instance is reset, and a 

critical situation is missed, the other instances still have the chance to meet this critical situ-

ation. Consequently, there is hardly any gap in the situation regarding the vAV testing. The 

two key parameters are illustrated in Figure 3-6. The solid line represents the entire life of a 

vAV instance. There would be multiple vAV instances in parallel depending on the ratio of 

𝑇L and 𝑇B. These two parameters affect the performance of the VAAFO approach signifi-

cantly, and are one of the research questions in this dissertation. 

 

Figure 3-6: The description of the lifetime parameter and the birth cycle parameter. 
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3.2.1 Parameter Analysis 

In the aforementioned chapter, the two parameters are explained. Further studies are essential 

to finally determine the parameters. Since both parameters can be either constant or dynamic, 

there are a total of four combinations. These four combinations are discussed and compared 

in order to derive the best combination.   

Combination one: the lifetime is constant and the birth cycle is constant. 

In the combination one, a vAV instance is reset, and a new vAV instance is born after constant 

time. Therefore, the number of vAV instances that are running in parallel is predetermined. 

The shorter the birth cycle 𝑇B is, the more instances exist, and consequently the higher the 

probability to cover critical scenarios. However, the corresponding computational cost is 

also increasing due to the numerous parallel running instances. Furthermore, the vAV in-

stances behave similarly if 𝑇B is too short, so that some of them are useless. Considering the 

computational cost and the ability to cover critical scenarios, suitable constant lifetime and 

birth cycle should be determined for ensuring a large search area of critical scenarios, while 

keeping the computational cost acceptable. 

Combination two: the lifetime is constant and the birth cycle is dynamic. 

This combination is shown in Figure 3-7. The birth cycle is changed with the time. Constant 

𝑇L and dynamic 𝑇B have the potential to lower the computational cost. A new vAV instance 

will be initialized at the right moment when possible critical scenarios will occur. For in-

stance, a new vAV instance is initialized when the state deviation emerges because the vAV 

has an increased probability to have an unsafe trajectory in the next few time steps. A thresh-

old for the state deviation that decides when a new vAV instance should be initialized is 

essential in this case. Compared to the constant lifetime and birth cycle, this combination 

could have a smaller number of vAV instances, resulting in a lower computational burden as 

a vAV instance is born on demand. However, the worst case should be considered. In the 

worst case, even more vAV instances are born since the state deviation exceeds the threshold 

for several times. As a result, the potential benefit of this combination could become a draw-

back due to the undeterminable threshold. Since this combination is subject to large uncer-

tainties, the combination two is abandoned.  

 

Figure 3-7: The description of the constant lifetime parameter and the dynamic birth cycle.  

Combination three and four: the lifetime is dynamic. 
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If lifetime 𝑇L is dynamic, the birth cycle 𝑇B is no longer necessary. A vAV instance will not 

be reset until the environmental representation in the virtual world is invalid or a critical 

scenario is discovered before reaching the invalidity of the environmental representation. 

Figure 3-8 illustrates this process. In the case of no critical scenarios, lifetime 𝑇L should have 

an upper limit. Otherwise, the state deviations between a vAV and the IiC will probably 

continuously increase as time goes on, which will result in an invalid environmental repre-

sentation in the virtual world. If the upper limit of the lifetime is too short, the vAV instance 

may not have enough time to make its own decisions before a reset. As a result, a critical 

scenario cannot be covered, i.e., it is hardly to test the vAV in the virtual world. In this case, 

determining a suitable upper limit for the lifetime in different situations is the main problem. 

In addition, some critical scenarios, which occur when a vAV is reset upon reaching the 

upper limit, are neglected. Consequently, the birth cycle parameter is needed again, which 

violates the prerequisite of this combination. Therefore, these two combinations are not fur-

ther studied.  

 

Figure 3-8: The description of the dynamic lifetime parameter.  

Table 3-1: A summary of the comparison of different combinations. 

The summary of the four combinations is shown in Table 3-1. The combination one is intu-

itive. The suitable lifetime and birth cycle should be studied. Regarding the combination 

two, unnecessary instances could be potentially avoided. Nevertheless, the determination of 

a threshold to start a new instance is challenging. For dynamic lifetime, birth cycle is no 

  Lifetime 𝑻𝐋 

  Constant Dynamic 

Birth cy-

cle 𝑻𝐁 

Constant 

+ Intuitive, the number of in-

stances is predetermined 

- Values should be designed 

carefully 

+ 𝑇B is not necessary 

- An upper limit of 𝑇B  is  re-

quired, critical situations can 

be neglected falsely 

Dynamic 

+ Unnecessary instances could 

be avoided 

- The determination of a thresh-

old to start a new instance is 

challenging 

+ 𝑇B is not necessary 

- An upper limit of 𝑇B  is re-

quired, critical situations can 

be neglected falsely 
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longer necessary. However, an upper limit of the lifetime should be defined to avoid large 

state deviations between the IiC and a vAV instance in the cased of no critical situations 

occur. Due to the introduction of the upper limit of the lifetime, critical situations can be 

neglected falsely. Considering the pros and cons of all four combinations, the combination 

one is finally chosen.  

3.2.2 Parameter Determination 

The determination of suitable constant lifetime and birth cycle are studied in this subchapter. 

In order to define the lifetime parameter, its maximum and minimum values are first ana-

lyzed. As the aim of the lifetime parameter is to cover any possible critical scenarios online, 

so that a vAV can be tested in those scenarios before its reset, i.e., the lifetime should be at 

least as long as the maximum duration 𝜏cs from the beginning of critical scenarios until their 

discovery. However, if 𝑇L equals to 𝜏cs, a critical scenario will probably missed by one vAV 

instance, since it is unknown when a critical scenario will occur, i.e., if a critical scenario 

occurs during the life of a vAV instance, the vAV instance cannot live through the entire 

critical scenario. The other AV instances would also miss this critical scenario due to the 

different decisions made in different states. Therefore, the minimum lifetime is defined as 

𝑇L  ≥ 𝑇B + 𝜏cs (3.5) 

By using the condition, whenever a critical scenario occurs, its entire duration can always 

be covered by one vAV instance. The total number of instances 𝑁 is decided by 

𝑁 = ⌈
𝑇L
𝑇B
⌉ (3.6) 

𝑁 is the round up result of 𝑇L divided by 𝑇B. Thus, the equation (3.5) can be reformulated as 

𝑁

𝑁 − 1
𝜏cs ≤ 𝑇L (3.7) 

The equation (3.7) describes the minimum value of the lifetime parameter. 𝑁 and 𝜏cs are two 

factors that affect the minimum lifetime, and are studied, respectively.  In order to determine 

the 𝜏cs, critical scenarios should be firstly acquired. Junietz144a proposes a trajectory criticality 

index (TCI) in his dissertation to evaluate the criticality of the scenarios in the highD145 da-

taset. The evaluated results can be taken as the basis for estimating 𝜏cs. The overall computa-

tion process of the TCI is illustrated in Figure 3-9. The basic idea is to consider the cost of 

the optimal trajectory as the TCI value, while the optimal trajectory is obtained using a model 

                                                 

144 Junietz, P. M.: Diss., Microscopic and Macroscopic Risk Metrics (2019).a: pp. 76-93; b: p. 78. 

145 Krajewski, R. et al.: The highd dataset (2018). 
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predictive approach by considering the criticality of reaction 𝐶R, precision 𝐶P and accelera-

tion 𝐶a. 𝑎𝑥 and 𝑎𝑦 are the control variables that are passed to a vehicle model to update the 

state of the subject vehicle.   

 

Figure 3-9: The overview of the TCI computation process144b. (Philipp Junietz, 2019). CC-BY-SA 

4.0 

By setting a relatively low threshold for TCI, all possible critical scenarios are preserved. 

The identified possible critical scenarios are summarized in his dissertation, and depicted in 

Figure 3-10. The hollow points represent those identified scenarios, in which their minimum 

TTC values and the corresponding relative velocities are shown. In addition, a warning TTC 

line is drawn. The warning distance 𝑑warn(𝑣diff)  for two non-accelerated objects is ex-

pressed by  

𝑑warn(𝑣diff,𝑥) = 𝑣diff,𝑥 ∙ (𝜏B + 𝜏R) +
𝑣diff,𝑥
2

2𝐷max
 (3.8) 

The 𝑣diff,𝑥 is the relative velocity, 𝜏B is the brake loss time and 𝜏R denotes the reaction time 

of a driver. 𝐷max is the maximum available deceleration. Considering the formula of TTC in 

equation (3.9) with relative clearance between two objects 𝑑𝑥. 

𝑡tc =
𝑑𝑥
𝑣diff,𝑥

 (3.9) 

The equation (3.8) can thus be reformulated as  

𝑡warn = 𝜏R + 𝜏B +
𝑣diff,𝑥
2𝐷max

 (3.10) 

Using the equation (3.10), the relationship between the warning TTC and relative velocity 

is obtained, and illustrated as a solid black line in Figure 3-10. 𝜏R and 𝜏B in equation (3.10) 

are defined as 1 s and 0.1 s, respectively. 𝐷max is 10 m/s2. 𝑡warn is proportional to the rela-

tive velocity, i.e., a warning moment comes earlier with a larger relative velocity. As is ob-

vious in Figure 3-10, some scenarios are probably critical, since the minimum TTC values 
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are even lower than 1 s, which is almost the limit for drivers to avoid a collision.146 Mean-

while, some scenarios identified by TCI may not critical, since their minimum TTC values 

are relative large. 

 

Figure 3-10: The distribution (hollow points) of the possible critical scenarios identified by TCI in 

the HighD dataset, and the illustration of the warning TTC line. 

The scenarios, in which the minimum TTC values exceed the warning TTC, are further an-

alyzed since the duration of those scenarios is of interest. Because almost all possible critical 

scenarios occur during the lane changing maneuvers, the start time to calculate the duration 

is the time step when the lane changing begins. It is determined by whether the lateral dis-

tance of a vehicle on an earth-fixed coordinate system is continuously increasing or decreas-

ing over several time steps compared to the lateral distance at current time step. Similarly, if 

the lateral distance of the vehicle stops changing after continuous increasing or decreasing, 

the time step is regarded as the end of the lane changing maneuver. Figure 3-11 shows the 

cumulative distribution (CD) function of the duration of the studied scenarios. The solid line 

represents the CD of the duration of a whole lane changing process, while the dotted line 

describes the CD of the duration from the beginning of a lane changing maneuver until the 

warning TTC threshold is reached. It can be seen from this figure that the duration to reach 

the warning TTC threshold is less than 4 s, while the duration of the entire lane changing 

processes in all critical scenarios lasts less than 7 s. As it is not necessary to cover the entire 

lane changing process since a critical scenario is already found earlier, the duration of a 

                                                 

146 Winner, H.: Grundlagen von Frontkollisionsschutzsystemen (2015), p. 905. 
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critical scenario 𝜏cs until its discovery is therefore defined as 4 s. Thus, the number of in-

stances 𝑁 is the only remaining factor to be determined according to equation (3.7). 

 

Figure 3-11: The cumulative distribution function of the duration of the entire lane changing (solid 

line) process and the cumulative distribution function of the duration from beginning of the lane 

changing until warning TTC line is reached (dotted line) in the potential critical scenarios. 

If 𝑁 is too large, a new instance will be born frequently as required. It will thus burden the 

on-board computation unit. Furthermore, some of the vAV instances are useless due to a 

small time interval between two adjacent vAV instances. As is obvious in Figure 3-11, there 

are little scenarios whose duration is less than 1 s. Therefore, the number of instances 𝑁 

should not be too large. Conversely, small 𝑁 will lead to large 𝑇L, which will likely result in 

large position deviations between the vAV instance and the IiC in one lifetime. 

According to the above analysis, the minimum value of the lifetime parameter is determined. 

To define the maximum value of the lifetime parameter, the projected environmental repre-

sentation in the virtual world is discussed. If there is a large deviation between the IiC and 

the vAV instance, the projected environmental representation could be invalid for the vAV. 

Invalid in this context means that there is a blind area in front of the vAV, i.e., the vAV is 

outside the perception range of real sensors. As a result, the vAV cannot be tested. Therefore, 

the lifetime 𝑇L can be maximum so long that the projected environmental representation co-

vers exactly the front view of the vAV. For simulating this situation, the worst case is con-

ducted. In the worst case, the IiC accelerates, while the vAV keeps speed. Due to the large 

relative acceleration 𝑎rel and the short rear perception range 𝑑r compared to the front per-

ception range, a large deviation will appear soon, and thus the above mentioned situation 
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will occur soon. The vAV has no motivation to decelerate if the IiC accelerates in the case 

of no perception errors. Thus, the upper limit of the lifetime parameter is expressed by 

𝑇L ≤ √
2𝑑r
𝑎rel

 (3.11) 

The relationship between the rear detection range of sensors after fusion, the acceleration of 

the IiC and the remaining time of the vAV out of the rear detection range of sensors can be 

found in Figure 3-12. It is apparent that the rear detection range has a positive influence on 

the lifetime parameter. Conversely, the lifetime 𝑇L has an inverse relation to the acceleration 

𝑎rel of the IiC. Short range radars or cameras are usually used for the rear side of an AV, 

which have about 100 m range147, i.e., 𝑑r is consider to be 100 m. The time to reach this 

range is 6.32 s with an acceleration of 5 m/s2. With an acceleration less than 5 m/s2, the 

corresponding time is thus even longer. However, less lifetime is better for the validity of 

the environmental presentation for a vAV. With a larger acceleration, the lifetime will be 

lower. Nevertheless, such large acceleration would be rather rare on public roads. An accel-

eration with 5 m/s2 could be already a rare case. This value is thus used in the worst case. 

Therefore, the upper limit of lifetime is defined as 6.32 s considering the equation (3.11).  

 

Figure 3-12: The remaining time of a vAV outside the rear detection range of sensors is denoted by 

contour lines at different detection ranges and accelerations. The remaining time is highlighted when 

the rear detection range is 100 m and the acceleration is 5 m/s2.  

                                                 

147 Ponn, T. et al.: Systematic Analysis of the Sensor Coverage of Automated Vehicles (2019). 
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Combining the derived upper limit and the 𝜏cs, the limitation of the lifetime parameter is 

summarized as: 

𝑁

𝑁 − 1
∙ 4 s ≤ 𝑇L ≤ 6.32 s (3.12) 

Since the number of the vAV instance must be an integer and a small number of instances 

reduces the computational load, 𝑁 is defined as the minimum number that satisfies the equa-

tion (3.12). As a result, the number of instances 𝑁 is 3. Subsequently, the lifetime 𝑇L is 6 s 

when considering the lower limit in equation (3.12), since a lower 𝑇L is better for the validity 

of the projected environmental representation. Then, the birth cycle 𝑇B is 2 s. Finally, three 

vAV instances exist in the virtual world. After every 2 s a new vAV instance is born, and 

after every 6 s the vAV instance is reset. However, every vAV instance shares the same per-

ception from the on-board sensors regardless of whether it is reset or not, i.e., sensor meas-

urements will not be reset and are always continuously performed during the driving. Each 

vAV instance is independent of the others. Additionally, the increased load from multiple 

planners, including the behavior planner and trajectory planner for on-board computer, is 

nearly none, since the perception, such as convolution neural networks (CNNs), requires the 

most computation power according to the research from Liu148. 

3.3 Triggers Definition 

Using lifetime and birth cycle parameters, a valid environmental representation is ensured 

in the virtual world, and there are a total of three vAV instances. Each vAV instance makes 

its own decision based on the projected environmental representation. In order to evaluate 

the safety of vAV instances, triggers should be defined. When the trigger is activated, the 

scenario is saved both before activation and after activation. On the one hand, the identified 

scenarios can be served as the basis for the scenario-based testing method. With the help of 

a large fleet, previous unknown scenarios could be discovered. On the other hand, those 

identified scenarios indicate that the tested driving automation system is unsafe in certain 

situations. Once the driving automation system is updated or improved, it can be tested again 

in the identified scenarios to determine if the previous unsafe behavior no longer exists. 

3.3.1 Requirements for Triggers 

Before defining the triggers, the necessary requirements for them should be investigated. 

The aim is to discover critical scenarios with the defined triggers. To describe the require-

ments clearly, several terms are defined. An actual critical scenario that is neglected falsely 

is a false negative (FN) scenario. In contrast, an uncritical scenario that is saved by mistake 

                                                 

148 Liu, S. et al.: Computer Architectures for Autonomous Driving (2017). 
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is a false positive (FP) scenario. A true positive (TP) scenario means that an actual critical 

scenario is assessed as critical as well. A true negative (TN) scenario is an actual uncritical 

scenario, and is classified as uncritical equally based on the defined triggers. Using the de-

fined terms, the requirements on the triggers are described as: 

 FN scenarios shall not emerge. 

 FP scenarios shall be as few as possible.  

The first requirement defines that critical scenarios should not be missed. Ideally, all critical 

scenarios should be found, since they are meaningful for the safety validation of AVs. In 

order to only save necessary data, identification of non-critical scenarios through triggers 

should be avoided. However, saving critical scenarios and discarding uncritical scenarios are 

often rather difficult to meet simultaneously. As a result, a compromise is usually essential. 

Therefore, the saved uncritical scenarios shall be as few as possible.  

3.3.2 Triggers Definition 

Thus, the following four triggers are designed according to the aforementioned derived two 

requirements. It is worth to mention that the defined triggers are based on a criticality metric 

rather than the position deviations between the IiC and a vAV instance, since the position 

deviations between them cannot indicate that a vAV is unsafe. Both the IiC and vAV in-

stances can have different decisions even under a same scenario. 

 Criticality change 

|∆𝐶vAV(𝑡)| > ∆𝐶crit (3.13) 

|∆𝐶IiC(𝑡)| > ∆𝐶crit (3.14) 

 Maximum criticality 

( Max
𝑡=𝑡0…𝑡0+𝑇L

𝐶vAV(𝑡)) >  𝐶crit (3.15) 

( Max
𝑡=𝑡0…𝑡0+𝑇L

𝐶IiC(𝑡)) >  𝐶crit (3.16) 

𝐶vAV(𝑡) is the criticality of a vAV instance, while 𝐶IiC(𝑡) is the criticality of the IiC at time 

𝑡. ∆𝐶IiC(𝑡) and ∆𝐶vAV(𝑡) denote the change in the criticality with respect to the previous 

time step. Ccrit  and ∆Ccrit define the thresholds of maximum criticality and maximum crit-

icality change.  

Table 3-2 describes the triggers in detail and explains the reason why they are defined. Trig-

ger (3.13) and trigger (3.14) are derived from perception errors. The objects discussed here 

are in front of a vAV instance or an IiC. When an IiC approaches an object, the acquired 

information by on-board sensors about the object becomes more accurate with decreasing 

distance and increasing perception time. Therefore, the calculated criticality changes 

strongly when an object suddenly appears or disappears. Trigger (3.13) will be activated by 
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FN objects, since the vAV instances do not react to the FN objects, their criticality changes 

suddenly when the FN objects become TP objects. Similarly, trigger (3.14) is designed for 

FP objects. An IiC keeps driving without considering the FP objects if the IiC is a human 

driver. When the IiC comes closer to the FP objects, FP objects turn into TN objects. As a 

result, the criticality of the IiC has large change. Behavior errors will be covered in trigger 

(3.15) and (3.16), which quantify whether the behavior of a vAV instance or even an IiC is 

appropriate. It is worthy to mention that trigger (3.15) and (3.16) may be activated by per-

ception errors as well, since perception errors may result in an unsafe behavior of a vAV 

instance. Trigger (3.13) - (3.16) are thus error-based. If several triggers are activated almost 

simultaneously, a special ring buffer should be designed for saving the same critical scenar-

ios only once. 

Table 3-2: The explanations of the triggers. 

Triggers Designed for Comments 

(3.13) FN objects The criticality of a vAV instance changes strongly in the case 

of a FN object 

(3.14) FP objects The criticality of an IiC changes strongly in the case of a FP 

object 

(3.15) Behavior errors The behavior of an IiC is assessed by a criticality metric 

(3.16) Behavior errors The behavior of a vAV is assessed by a criticality metric 

Finally, perception errors and behavior errors are observed by the defined triggers, so that 

the first requirement on the triggers is fulfilled. Since the criticality is utilized in the triggers, 

it cannot reflect all different types of errors. Some error classes, such as map errors or clas-

sification errors of objects, may not be discovered. Therefore, it depends on what kind of 

error that is to be discovered in an AV, i.e., which part of an AV is the focus to be tested. The 

triggers could be adapted accordingly within the framework. In principle, any other type of 

trigger, such as a machine-learning based trigger, can also be applied in the VAAFO ap-

proach. For instance, the provided framework can be utilized to collect required data from 

the perception, such as an image with specific features, if the level of perception is of interest. 

In order to meet the second requirement, the thresholds in triggers (3.13) - (3.16) should be 

calibrated to avoid saving uncritical scenarios as many as possible and meanwhile identify-

ing critical scenarios. Further determination and verification of the thresholds could be real-

ized by analyzing the receiver operation characteristic (ROC) curve if datasets of critical 

scenarios are available.  

3.3.3 Triggers Specification 

Since criticality metrics are mentioned in the defined triggers, it is essential to concrete the 

criticality metrics for the application of the VAAFO approach in both simulations and real 
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world. As discussed in the chapter 2.2.5.4, there are mainly three types of indicators. Among 

the temporal proximal indicators, the TTC, THW and PET criticality metrics are frequently 

applied. However, their usability is limited to certain situations. For example, PET is quite 

suitable for the criticality analysis in an intersection, but not appropriate for a straight sec-

tion. In addition, not all of them are applicable online. Minimum TTC can be utilized to 

assess the safety of an AV in the longitudinal direction. However, it becomes zero when two 

vehicles are travelling in opposite directions in different lanes, and this situation is actually 

non-critical. Therefore, a new criticality metric is proposed in this context. It belongs to the 

category of intensity-based indicators. Consequently, the severity of a scenario is directly 

reflected by the possible driving maneuvers. Compared to the minimum TTC, a critical sce-

nario could be recognized earlier, since the relative acceleration is applied rather than the 

relative velocity. This point is further proved by analyzing the data from the tests of the 

VAAFO approach in reality. 

 

Figure 3-13: An illustration to explain the required longitudinal deceleration and the required lateral 

acceleration. 

The proposed criticality index 𝐶a consists of the required longitudinal deceleration 𝐷req,D, 

the required lateral acceleration 𝑎req,eva for evasion, and the required lateral acceleration for 

steering 𝑎req,ste. Longitudinal deceleration rather than acceleration is used in order to be 

consistent with the meaning of required, since the deceleration is a positive value. So, re-

quired means in any case as greater than or equal to. For an object with deceleration 𝐷obj in 

front, the required longitudinal deceleration 𝐷req,D is expressed by 

𝐷req,D(𝑡) =  𝐷obj(𝑡) + 
𝑣diff,𝑥
2 (𝑡)

2𝑑𝑥(𝑡)
 (3.17) 

The 𝑣diff,𝑥 is the differential speed and 𝑑𝑥 is the clearance in the longitudinal direction be-

tween the subject vehicle and the preceding object. However, a vAV instance can not only 

brake and then keep current lane, but also take evasive action, as illustrated in Figure 3-13.  

If an evasive maneuver is possible, the lateral required acceleration 𝑎req,eva for evasion can 

be described by 

𝑎req,eva(𝑡) =  2(𝑦eva(𝑡) − 𝑣y(𝑡)𝑡tc,e(𝑡))𝑡tc,e
−2 (𝑡) (3.18) 
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𝑣y(𝑡) is the lateral velocity toward the evasion direction. 𝑦eva(𝑡) is the necessary offset for 

evasive action and defined as  

𝑦eva(𝑡) =
𝑤sub + 𝑤obj

2
− ∆ 𝑑F (𝑡) (3.19) 

∆ 𝑑F (𝑡) (∆ 𝑑F (𝑡) = 𝑑objF (𝑡) − 𝑑subF (𝑡)) is the lateral relative distance between the center 

of the subject vehicle and the preceding object in a Frenet coordinate system (F). 𝑑objF (𝑡) 

and 𝑑subF (𝑡) are the lateral displacement with respect to the reference path. 𝑤sub and 𝑤obj 

are the width of the subject vehicle and the preceding object, respectively. Notably, only the 

evasion to the left is taken into account, analog to the overtaking maneuver. 𝑡tc,e(𝑡) is the 

enhanced TTC value in the longitudinal direction by considering the relative deceleration 

𝐷rel(𝑡) (𝐷rel(𝑡) = 𝐷obj(𝑡) − 𝐷sub(𝑡)). 𝐷obj(𝑡) is the deceleration of the preceding object, 

while 𝐷sub(𝑡) denotes the deceleration of the subject vehicle.  

𝑡tc,e(𝑡) =  

√𝑣diff,𝑥
2 (𝑡) + 2𝐷rel(𝑡)𝑑𝑥(𝑡) − 𝑣diff,𝑥(𝑡)

𝐷rel(𝑡)
 

(3.20) 

With 𝑣diff,𝑥
2 (𝑡) + 2𝐷rel(𝑡)𝑑𝑥(𝑡) > 0 

If the evasion maneuver is feasible, the maneuver with minimum risk with respect to the 

preceding object is defined as the final critical index 𝐶a (𝐶a = min (𝐷req,D, |𝑎req,eva|)). As a 

result, the safety of a vAV instance in the longitudinal direction can be assessed. The criti-

cality of such situation can be assessed by many other criticality metrics as well. In order to 

transfer the proposed criticality index to other situations, such as a lane-changing maneuver 

considering the rear left vehicle, the extension of the proposed criticality index should be 

conducted.  

  

Figure 3-14: An extension of the proposed criticality index by considering the objects in an adjacent 

lane. 

Figure 3-14 shows the process to consider an extra object in an adjacent lane. In this case, 

there is another object in the left lane of the subject vehicle. Due to the preceding slow object 

1, the subject vehicle is motivated to change the lane. Meanwhile, the object 2 goes forward 

in the lane where the ego vehicle wants to change. If the remaining time that the subject 
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vehicle needs to change the lane 𝑡tc,𝑦 is approximate to the remaining time that the object 2 

catches the subject vehicle 𝑡tc,𝑥, it will be rather critical if the subject vehicle keeps changing 

the lane. As a result, the subject vehicle should steer and brake simultaneously.  

∆𝑡tc(𝑡) = |𝑡tc,𝑦(𝑡) − 𝑡tc,𝑥(𝑡)| (3.21) 

𝑡tc,𝑥(𝑡) = 𝑑𝑥(𝑡) 𝑣diff,𝑥(𝑡)⁄   and 𝑡tc,𝑦(𝑡) = 𝑑𝑦(𝑡) 𝑣diff,𝑦(𝑡)⁄  . 𝑑𝑦(𝑡)  is the clearance and 

𝑣diff,𝑦(𝑡) is the differential speed in the lateral direction between the subject vehicle and the 

adjacent object, respectively. If ∆𝑡tc(𝑡) is too low, then the subject vehicle will collide with 

object 2. Considering the length of vehicle and a safe gap, a threshold ∆𝑡crit for ∆𝑡tc(𝑡) is 

defined. In other words, if ∆𝑡tc(𝑡)  is lower than the threshold ∆𝑡crit , the subject vehicle 

should stop changing lane and steer back to the previous lane. The required lateral accelera-

tion for steering 𝑎ste,req to the previous lane is expressed by 

𝑎req,ste(𝑡) = 2(𝑑𝑦(𝑡) + |𝑣diff,𝑦(𝑡)|𝑡tc,𝑦(𝑡))/𝑡tc,𝑦
2 (𝑡) (3.22) 

𝑎req,ste(𝑡)  is the required lateral acceleration to move back to the previous lane with 

𝑡tc,𝑦(𝑡) > 0. Finally, the criticality index 𝐶a of a situation is thus summarized as  

𝐶a = {

min(𝐷req,D, |𝑎req,eva|) , if ∆𝑡tc(𝑡) ≥ ∆𝑡crit or no approaching objects

√𝐷req,D
2 + 𝑎req,ste

2 , if ∆𝑡tc(𝑡)  < ∆𝑡crit
 (3.23) 

The equation (3.23) summarizes the calculation process of the proposed criticality index. If 

there is only a risk posed by an object in front of a vAV instance, the criticality of the vAV 

instance is the smaller of the required longitudinal deceleration and the required lateral ac-

celeration for evasion. If, in addition to the longitudinal risk, there is an additional risk from 

the lateral direction, the vector of required lateral acceleration for steering 𝑎req,ste to avoid 

a collision with objects in adjacent lanes is added with the vector of required longitudinal 

deceleration 𝐷req,D to determine the final criticality index. The proposed criticality index 𝐶a 

is then utilized in the triggers. As a result, the defined triggers are concretized. The proposed 

criticality index is more general. It can be not only utilized to assess the safety in the longi-

tudinal direction as most other criticality metrics do, but also applicable in the lateral direc-

tion. Moreover, it can be utilized online, which is a very important factor when performing 

the VAAFO approach in real vehicles. 

𝐷req,D is positive according to its definition. To be able to determine the maneuver with min-

imal risks from the sign of the criticality index, a sign function is added to 𝐶a, i.e., if a braking 

maneuver has lower risks, 𝐶𝑎
∗ is negative. However, if 𝐶𝑎

∗ is positive, it can either be the re-

quired lateral acceleration for evasion 𝑎req,eva or the vector result of 𝑎req,ste and 𝐷req,D. 

𝐶𝑎
∗

= {

min(𝐷req,D, |𝑎req,eva|) ∙ sgn, if ∆𝑡tc(𝑡) ≥ ∆𝑡crit or no approaching objects

√𝐷req,D
2 + 𝑎req,ste

2 , if ∆𝑡tc(𝑡)  < ∆𝑡crit
 

(3.24) 
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3.4 Ring Buffer Design 

When a trigger is activated, the identified scenario should be saved. Therefore, a ring buffer 

is essential to save both the data before and after the activation of the trigger. Typically, there 

are two different architectures for the ring buffer when considering the multiple vAV in-

stances, as shown in Figure 3-15. In the distributed ring buffer, each vAV instance is assigned 

with a ring buffer. If one trigger of one vAV instance is activated, the data including but not 

limited to the environmental representation and the states of the vAV instances are saved. 

The process is repeated if a trigger is activated by the second vAV instance. As a result, when 

several triggers are activated simultaneously or in close proximity in time, the identified 

same scenario is saved for multiple times, which poses a high requirement on the on-board 

storage capacity. Meanwhile, the real-time ability of the ring buffer can be violated if multi-

ple writing processes for saving the data are running simultaneously. As a result, the working 

principle of the ring buffer should be designed carefully. The possible problems that come 

from the ring buffer can be avoided by using a central ring buffer. The triggers of all three 

vAV instances are observed centrally, and the data is managed centrally as well. If a trigger 

is activated by one vAV instance, its activation will be ignored for a while in the next time 

steps. As a result, the data will not be saved if the trigger is activated again by other vAV 

instances during the period of ignoring. However, the data keeps flowing into the ring buffer 

during the ignoring period. Consequently, the same critical scenario is saved only once. The 

real-time requirement on the ring buffer is also fulfilled. In addition to the architecture design 

of the ring buffer, a suitable time length of the ring buffer should be studied as well. The ring 

buffer should be long enough, so that the saved scenario can be utilized to test AVs in the 

post-processing phase. Additionally, a suitable format to save a scenario should be chosen. 

Thus, the scenario can be further visualized and analyzed conveniently by most of the sim-

ulation platforms in the field of AD.   

 

Figure 3-15: The two different architectures for the design of the ring buffer. 

3.4.1 Length Study of the Ring Buffer 

With respect to the length of the ring buffer, one important requirement is that the length 

should cover an entire critical scenario. As can be seen from Figure 3-11, the entire lane-

changing maneuvers in all critical scenarios last less than 7 s. Therefore, the total time length 

of the ring buffer 𝜏b should be longer than this value in order to record the entire maneuver 
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completely. To determine the time length more accurate, two sub-time lengths are defined: 

the time before triggering 𝜏b,bef and the time after triggering 𝜏b,aft. The lower limit of 𝜏b,bef 

can be defined as  

𝜏b,bef ≥ 𝑇L + 2 ∙ 𝑇B (3.25) 

With this equation, the full lifetimes of the three vAV instances are all buffered. Thus, the 

different decisions of the three vAV instances are obvious, and the reason for the triggering 

is clear. With respect to the lower limit of 𝜏b,aft, the data from triggering to collision should 

be recorded in the period of 𝜏b,aft if the vAV instance does not take any action or the action 

is not strong enough. Taking the warning TTC as an example, with a rather high relative 

velocity 135 km/h the remaining time until a collision is approximate 3 s according to equa-

tion (3.10). With a lower relative velocity, the remaining time will be less. However, the 

longer remaining time should be considered when defining the length of the 𝜏b,aft in order 

to cover more situations. In this case, the 𝜏b,aft should be longer than 3 s.  

The data size from all sensors on-board determines the upper limit of the total time length. 

It is not difficult to image that the data size to be saved increases with the time length of the 

ring buffer. As we know, there are many sensors on an AV. They generate a lot of data per 

second. In particular, the cameras and lidars occupy the largest proportion. According to the 

estimation of Heinrich149, the total sensor bandwidth could be at least 3 Gbit/s. The large 

amount of data poses a huge challenge to the storage capacity on-board. Therefore, the upper 

limit should be as low as possible. In conclusion, the time length of the ring buffer is defined 

as 15 s by considering some margin. Generally, the time length of the ring buffer is designed 

to be adjustable. In the real tests, the time length could be further optimized. 

3.4.2 Working Modes 

In the subchapter 3.3, the triggers are defined. Since more than one triggers could be acti-

vated almost simultaneously, and even the same trigger could be activated by more than one 

vAV instance, a special ring buffer is required to record the same identified scenario for only 

once. Based on this requirement, a ring buffer with three working modes is designed, as 

illustrated in Figure 3-16.  

 Idle mode; if none triggers are activated, the ring buffer is in an idle mode. The data 

flows into the ring buffer and too old data is deleted. 

 Trigger mode; if one trigger is activated by one of the vAV instances, the activations 

of other triggers caused by any other vAV instances are ignored for a certain period 

of time, so that the same scenario will not be saved for multiple times. 

                                                 

149 Heinrich, S.: Flash memory in the emerging age of autonomy (2017). 
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 Save mode; if the 𝜏b,aft is reached, the data in the ring buffer will be saved. A new 

process in the on-board computer is responsible for the writing process to ensure 

that the real-time requirement is met. In parallel, the ring buffer turns into the idle 

mode again and prepare for the next activation of the triggers.  

As aforementioned, the other triggers should be ignored for a while once one trigger has 

been activated. As a result, the triggers will not be activated any more by other vAV in-

stances, and the same environmental representation is avoided being recorded for multiple 

times. If the ignored time is too long, a new critical situation would be lost because the 

activation of triggers are still ignored since the last activation. Conversely, the same envi-

ronmental representation would be probably recorded for multiple times with a too short 

time of ignoring. Meanwhile, multiple simultaneously writing processes violate probably the 

real-time requirement of the ring buffer. Since a critical situation is likely to end by resetting 

the vAV instance if the behavior of the IiC is safe, the ignored time is identical to the lifetime 

and defined as 6 s.  

 

Figure 3-16: The ring buffer changes from idle mode to trigger mode if one trigger is activated. The 

data keeps flowing into the trigger to save a scenario before and after the activation. The ring buffer 

switches back to idle mode when the defined time length after triggering is reached.   
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3.4.3 Data Format Specification 

When the data in the ring buffer is ready to be saved, a suitable format should be selected. 

The aim of recording the identified scenarios is that the scenarios can be further utilized to 

test AVs. Therefore, the format is desired to be universal, and can be supported by many 

simulation platforms. Furthermore, the language used to describe scenarios should be ma-

chine readable so that the parameters of a scenario can be changed and new scenarios can be 

created. Therefore, the OpenX format is utilized to save the data in the ring buffer. Since it 

is more convenient to record the data online by using the rosbag format, a converter is de-

veloped to converter the rosbag format to the OpenSCENARIO150 format. With respect to 

the OpenSCENARIO, it is a publicly developed standard format, which allows the inter-

changeability and usage of scenarios in various applications such as esmini 151  and 

OpenPASS152. The attributes of a scenario and their relations are constructed with a hierar-

chical schema. Unlike OpenSCENARIO that describes the dynamic content of a scenario, 

OpenDRIVE153 focuses on the description of a static environment, including road networks 

and traffic signs, using the XML-based syntax (Extensible Markup Language). Many appli-

cations such as CarMaker154, VTD155, CARLA156 etc. can support the OpenDRIVE format. 

As a result, the identified scenarios by the VAAFO approach can be further utilized for the 

scenario-based testing. With respect to the data that should be saved, different abstract levels 

can be selected. For example, the point clouds of a lidar are of interest when testing percep-

tion algorithms, while the tracked objects are more crucial for testing the decision module 

of an AV. For each abstract level, the variables to be saved can be determined according to 

the requirements.  

3.5 Framework Introduction 

Since the necessary components to realize the VAAFO approach are already introduced, how 

to connect them together to establish the framework of the approach is the next step. Figure 

3-17 illustrates the entire framework of the VAAFO approach and the connection between 

the necessary components. 

                                                 

150 ASAM: OpenSCENARIO (2021). 

151 Knabe, E.: Environment Simulator Minimalistic (esmini) (2021). 

152 Dobberstein, J. et al.: The openPASS-an approach to safety impact assessment via simulation (2017). 

153 ASAM: OpenDRIVE (2021). 

154 IPG Automotive GmbH: CarMaker (2020). 

155 Neumann-Cosel, K. von: Virtual Test Drive: Simulation umfeldbasierter Fahrzeugfunktionen (2014). 

156 Dosovitskiy, A. et al.: CARLA: An open urban driving simulator (2017). 
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As aforementioned, a System under Test (SuT), including sense and plan, receives sensor 

data from the perception sensors on a vehicle, while the vehicle can be driven by either a 

human driver or an engaged driving automation system. The sensor data is processed by the 

sense module of the SuT. The perceived environment by the sense module is then trans-

formed and given to the plan module. Due to the lifetime and birth cycle parameter, the plan 

module are duplicated for three times. Thus, three vAV instances exist in the virtual world 

that share the same perceived environment and have the same plan module. The safety of 

their decisions are evaluated by the trigger system in real-time. Meanwhile, the three vAV 

instances also receive the vehicle data, so that they can be reset to the state of the real vehicle 

after every lifetime. Once one trigger is activated, the trigger system sends a trigger signal 

to the ring buffer. As a result, the data both before and after the activation in the ring buffer 

is recorded. The VAAFO user or organization can configure which variables to save, and can 

adjust the time length of the ring buffer as needed through a data recording interface. The 

recorded data is temporarily stored in the vehicle with a suitable format such as the rosbag 

format if robot operation system (ROS) for the SuT is used.  

 

Figure 3-17: The elaborated working process of the VAAFO approach. 

The data recorded on-board can be transmitted to a database via communication infrastruc-

tures such as WiFi or 5G, depending on how far and how fast the data should be transmitted. 

The communication infrastructures are not a focus in this dissertation, and will not be further 

discussed. Consequently, a lot of identified scenarios are saved during the driving. Finally, 

the collected data infers how safe the SuT is, and can be in turn used to improve the SuT if 

the SuT is not safe enough. By applying the illustrated framework, the VAAFO approach is 

online capable. Additionally, the sense and plan module of the SuT can be replaced easily to 

test different perception and planning algorithms. The VAAFO user or organization can ap-

ply this framework to their existing vehicles to collect relevant data. The application is easy 

to perform, since the framework is modular designed and only a few changes to their systems 

are required. They can also change the triggers in the trigger system according to their de-

mands. 
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3.6 Summary 

In this chapter, all the essential components of the VAAFO approach have been introduced. 

The aim and the process of the coordinate transformation are presented. In particular, two 

methods to estimate the yaw acceleration are compared. The transformed results are demon-

strated and validated. Importantly, the map, where the IiC controls a vehicle, is also imported 

into the virtual world. The map bridges the gap to between the real world and the virtual 

world, and paves the way for the coordinate transformation. The coordinate transformation 

is responsible for projecting the tracked objects into the virtual world in order to generate 

the environment. The two key parameters are studied and determined. As a result, a valid 

environmental representation in the virtual world is guaranteed. Due to the ratio between the 

lifetime and the birth cycle parameters, three vAV instances are determined. The triggers are 

defined and concreted by a new proposed criticality index. Thus, the safety of the vAVs can 

be evaluated online. A special ring buffer for the VAAFO approach is designed. Finally, the 

framework of the VAAFO approach is established to introduce the entire working process. 

The interface between different components are also defined.   

Due to the silent testing concept of the VAAFO approach, the objects have no interaction 

with a vAV instance, but a vAV instance can react to the objects. Because of the short lifetime 

parameter, this kind of open-loop problem is mitigated, since an IiC builds a closed loop 

with its surroundings. Additionally, this problem only matters for the objects behind a vAV 

instance, and it becomes worse only if a vAV instance and an IiC have very obvious position 

deviations, e.g., they are running in different lanes. However, if this situation happens, the 

vAV instance will be reset soon, since a lane changing maneuver has been executed since 

the last reset. Therefore, the open-loop problem exists, but is mitigated and is not a major 

problem. Therefore, a simulation of the behavior of objects behind a vAV instance to close 

the loop is not necessary in the approach. 
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4 Verification Procedures 

In order to verify the VAAFO approach, either simulations or tests under real conditions can 

be performed. No matter which method is utilized, the goal is the same, i.e., the performance 

of the defined triggers should be identified, and the verification of the framework should be 

performed. In order to realize this goal, a database with critical scenarios is desired, since 

one of the aim of the VAAFO approach is to identify critical scenarios. Thus, another existing 

criticality metric is applied to evaluate the safety of the IiC and the vAV instances again. By 

comparing the identified scenarios using a different criticality metric, the pros and cons of 

the proposed 𝐶𝑎 can be determined. The verification procedures are illustrated in Figure 4-1. 

The uncertainties in the scenarios are reduced to obtain an environmental representation with 

few uncertainties. The behavior of the IiC and vAV instances is then evaluated again by 

another existing criticality metric in the environmental representation with few uncertainties. 

By comparing the scenarios identified online with those identified in the post-processing 

phase, the performance of the defined triggers is inferred. Meanwhile, it is clear whether the 

errors come from the perception or the planning. Consequently, the application scope of the 

VAAFO approach can be determined. 

 

Figure 4-1: The aim of the uncertainties reduction. 

4.1 Uncertainties Analysis 

There are three types of uncertainties in the environmental representation. They are existence 

uncertainties, state uncertainties and class uncertainties. According to the summary of Di-

etmayer157, the existence uncertainties result from the detection uncertainties of individual 

sensors, such as cameras or radars. The state uncertainties come from the stochastic, bias 

and scale measurement errors of the used sensors, as well as model errors, such as the large 

dispersion of the focus in the modeling of point clouds. The limitations of the sensors or the 

class uncertainties of the algorithms are the reason for the class uncertainties. Taking the 

lidar sensor for example, reflections of non-relevant objects could result in FP objects, and 

                                                 

157 Dietmayer, K.: Prädiktion von maschineller Wahrnehmungsleistung (2015), p. 432. 
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objects with planar surfaces that do not reflect the light rays back to the sensor lead to FN 

objects. In addition to the sensor level, the fusion level can also occur existence uncertainties. 

The existence of an object is estimated either by the heuristic quality criterion of the object 

hypothesis or by the existence probability.158 In the first estimation method, the object is 

considered to be existent if the quality criterion of an object exceeds its threshold. For ex-

ample, the object is successfully associated for several time steps since its initialization. In 

the probabilistic approach, the existence of an object is represented by the likelihood. The 

likelihood is a decision factor in this method. If the likelihood is high enough, an object is 

added to the object list. From the above analysis, it can be inferred that an environmental 

representation without any uncertainties is rather difficult to obtain. The uncertainties occur 

even very often during the tracking. Figure 4-2 shows an example with existence and class 

uncertainties. The object 1 in Figure 4-2 has two ghost objects. Moreover, no class is as-

signed to the object 2 and 3. UB denotes unknown big and US means unknown small. Due 

to the uncertainties, unsafe decisions could be made by the planning module of an AV.  

 

Figure 4-2: An example with existence uncertainties159. (Kai Domhardt, 2016), reprinted with per-

mission 

4.2 Uncertainties Reduction 

As aforementioned, the reduction of the uncertainties is a necessary step in the post-pro-

cessing analysis. Since the proposed criticality index evaluates the safety of AVs at the deci-

sion level, it is unclear where an error comes from when a critical scenario is identified. 

However, the derivation of the coverage degree of the VAAFO approach depends on the type 

of errors it can discover. Therefore, possible approaches should be studied to reduce the 

uncertainties in the environmental representation in the post-processing phase. 

4.2.1 Possible Approaches 

In order to eliminate uncertainties in the environmental representation, possible methods are 

discussed and compared. Generally, the uncertainties can be reduced online, for example, by 

providing additional available information, adapting more advanced algorithms or labeling. 

                                                 

158 Dietmayer, K. et al.: Repräsentation fusionierter Umfelddaten (2015), p. 457. 

159 Domhardt, K.: Retrospektive Korrektur von Objektexistenzfehlern (2016), pp. 26–27. 
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The C2X-Communication is considered as a sensor with an extended field of view (FoV) 

beyond the range of conventional sensors such as lidars and radars. As a result, the uncer-

tainties can be reduced, e.g., the information of an occluded object can be acquired by this 

technology. Rauch et al.160 use the C2X-Communication as an extra sensor for a high-level 

sensor data fusion. The experiment results prove the accuracy and consistency of this 

method. The behavior prediction of vulnerable road users (VRUs) is a particular challenging 

problem, which could be mitigated by the C2X-Communication. Engel et al.161 demonstrate 

that the positions of pedestrians can be significantly improved by using C2X-Communica-

tion, especially in the scenarios with turning or sudden changes in motion. However, the 

C2X-Communication is currently limited to small applications because of the insufficient 

infrastructures and the unrefined technique. The second option is to use reference sensors. 

In this case, reference sensors such as GNSSs with real-time kinematic (RTK) are installed 

on the traffic participants, so that their states can be acquired accurately. Thus, this approach 

is only suitable for the tests on a proving ground, since it is impracticable to implement 

reference sensors on all traffic participants on public roads. The idea from Krajewski et al.162a 

is a new way to reduce uncertainties by using a drone above a road, as illustrated in Figure 

4-3. Thus, the occlusion is avoided and the FoV is extended. After image processing, the 

accuracy of the positions of the recorded traffic participants are thought to be smaller than 

10 cm.  

 

Figure 4-3: Uncertainties reduction by using a drone above the road162b. © 2018 IEEE 

                                                 

160 Rauch, A. et al.: Car2x-based perception in a high-level fusion architecture for perception systems (2012). 

161 Engel, S. et al.: Car2pedestrian positioning: Methods for improving gps positioning (2013). 

162 Krajewski, R. et al.: The highd dataset (2018).a: -; b: p. 2119. 
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Nuss et al.163 utilize grid maps to differentiate dynamic and static objects. Then, a joint inte-

grated probabilistic data association (JIPDA) filter is applied to reduce the number of FP 

objects. The FP objects are greatly reduced compared to the ground truth. It demonstrates 

that the approach is capable of reducing existence uncertainties. Notably, this method brings 

high computational cost if the JIPDA filter is utilized to track all detected objects, since a 

soft data association is applied in this filter.   

Due to the high computational cost of the original JIPDA filter, a new method164a is proposed, 

which combines the retrospective post-processing165 and the JIPDA filter to reduce existence 

uncertainties. The working process of this method is illustrated in Figure 4-4. The retrospec-

tive post-processing means that the present information can be used to supplement or correct 

the information in the past. Thus, it is particularly useful for static variables of an object such 

as the dimension. With respect to the dynamic variables of the object, such as velocity, the 

missing information could be supplemented by interpolation in the retrospective post-pro-

cessing. In the method described in Figure 4-4, not only the tracked objects but also the 

detected objects of a NN-UKF tracker (Nearest Neighbor-Unscented Kalman Filter) are 

saved. Each detected object is assigned an ID that comes from the tracked results. Subse-

quently, the tracked objects are retrospectively analyzed to obtain only dynamic objects by 

defining a speed threshold. Afterwards, the detected objects, which have identical IDs with 

the dynamic objects, are given to the JIPDA-UKF tracker. Finally, the tracking performance 

of the JIPDA-UKF tracker is fully utilized, while the tracking effort is reduced below an 

acceptable level. Detailed information on this approach can be found in the published paper 

listed at the end of this dissertation. 

 

Figure 4-4: The working flow of the retrospective post-processing combined with JIPDA-UKF164b. 

© 2020 IEEE 

                                                 

163 Nuss, D. et al.: Using grid maps to reduce the number of false positive measurements (2012). 

164 Wang, C. et al.: Reduction of Uncertainties for Safety Assessment of Automation (2020).a: -; b: p. 155. 
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With respect to the state uncertainties, the Unscented Rauch-Tung-Striebel smoother166 

(URTSS) can provide a satisfying result. It filters the posteriori states and covariance in the 

backward pass. The forward pass is identical to the UKF. Nevertheless, it is not measure-

ments but the filtered values from UKF are applied to update state and covariance in the past 

in the backward pass. This process has exactly the same principle as the retrospective post-

processing. Basically, the environmental representation is more accurate if an AV has more 

time to interact with the objects. When the AV approaches the near vicinity of the objects, 

the information about them becomes even better. Based on these sensing characteristics, the 

URTSS would be a solution to reduce state uncertainties.  

Lastly, the labeling as an intuitive method to achieve an environmental representation with 

fewest uncertainties is the most commonly used method. The annotation of the image and 

point clouds are the two research focuses if typical automotive sensors for perception are 

used. Several tools such as LabelMe167  for image annotation, SAnE168  and LATTE169  for 

point clouds are developed and even open-source. Despite of the relative huge effort, this 

approach provides the most accurate environmental representation, which is called “ground 

truth”. In addition, some tools have intergraded the annotation of image and point clouds 

together, such as the Ground Truth Labeler toolbox from MATLAB. Even if the other meth-

ods can indeed reduce the uncertainties, some uncertainties still remain. Furthermore, they 

are usually limited to reduce certain type of uncertainties. However, it is desired that all the 

three types of uncertainties can be reduced at the same time. The labeling provides exactly 

the possibility to achieve this goal. Meanwhile, the labeled results are usually very accurate. 

Therefore, the labeling is chosen to correct the environmental representation for verifying 

the defined triggers in the VAAFO approach. 

4.2.2 Trigger Evaluation 

After the perceived environmental representation is labeled, the behavior of the IiC and the 

vAV instances can be evaluated again in the corrected environment. In order to evaluate the 

performance of the proposed criticality index 𝐶𝑎, it is necessary to compare it with another 

criticality metric. If a labeled scenario that is rated critical by another criticality metric is 

also classified as critical by the 𝐶𝑎, the performance of the proposed criticality index can 

thus be evaluated. Moreover, the threshold of 𝐶𝑎 can be optimized according to the actual 

critical scenarios. In the chapter 2.2.5.4, different criticality metrics are discussed. Even if 

some of them can represent the severity level, and can be utilized in more complex situations, 

few of them have a clear definition of the threshold. TTC has been studied for a long time 
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169 Wang, B. et al.: LATTE: point cloud annotation via sensor fusion, one-click annotation and tracking (2019). 
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and defined as170 “the  time  required  for  two vehicles  to  collide  if  they  continue  at  their  

present  speed  and  on  the  same  path.” A great deal of data and experience about TTC has 

been gained in triggering collision avoidance systems (CASs). It is recommended to take a 

soft brake engagement when the TTC value is between 1.5 and 2.0 s, while 1.0 s is suggested 

for a strong brake intervention.171 Since the goal at this point is to distinguish critical and 

uncritical scenarios, TTC is not applicable any more. Instead, the minimum TTC (𝑡tc,min) is 

the appropriate metric. Archer172 considers the 𝑡tc,min as a critical measurement in estimat-

ing conflict severity. A similar definition is drawn by Van der Horst and Hogema173. Further-

more, they state that the 𝑡tc,min indicates how imminent an actual collision has been. There-

fore, the criticality of a scenario can be quantified by the 𝑡tc,min. However, the 𝑡tc,min is only 

obtained after all TTC values are available, i.e., the 𝑡tc,min is hardly obtained online, but is 

suitable for the criticality analysis of a scenario in the post-processing phase. TTC reaches 

its minimum value if 

𝑓′(𝑡) = (
𝑑𝑥(𝑡)

𝑣diff,𝑥(𝑡)
)′ = 0, i.e., 𝑣diff,x

2 (𝑡) = 𝑑𝑥(𝑡)𝐷rel(𝑡) (4.1) 

Thus, the current relative deceleration 𝐷rel(𝑡) is twice the relative deceleration required to 

avoid a collision if a linear motion with constant deceleration is assumed. 

With respect to the threshold of 𝑡tc,min, Mahmud et al.174 have summarized the thresholds 

from different literatures, and 1 s is recommended by some of them. Hence, if the 𝑡tc,min is 

large than 1 s, the scenario is considered as uncritical, since an AV still has an enough large 

time gap before a collision. However, it is difficult to distinguish critical and uncritical sce-

narios by a single threshold, since different drivers have different feelings and evaluations 

in different situations. The same conclusion is also drawn by Das and Maurya175. They sug-

gest to use different 𝑡tc,min thresholds for different situations. Moreover, there is little agree-

ment on which threshold should be applied, and many publications including 𝑡tc,min discuss 

the interactions in the analysis instead of using a predefined threshold.176 As a result, when 

classifying a scenario as critical, the threshold should be low enough so that the covered 

situations are actual critical. Based on equation (4.1), 𝑡tc,min can be expressed as 

𝑑𝑥(𝑡)

𝑣diff,𝑥(𝑡)
|𝑣diff,x
2 (𝑡)=𝑑𝑥(𝑡)𝐷rel(𝑡)

= 𝑡tc,min (4.2) 
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Therefore, 𝑑𝑥(𝑡) = 𝑡tc,min
2 𝐷rel(𝑡) , i.e., when 𝑡tc,min  decreases, 𝑑𝑥(𝑡)  decreases even more 

due to the square relationship if 𝐷rel(𝑡) does not change. 

 If 𝑡tc,min = 0.2 s and 𝐷rel(𝑡) = 10 m/s
2, 𝑑𝑥(𝑡) is 0.4 m. This means that even if the rela-

tive deceleration is so large, the remaining relative distance is rather small if 𝑡tc,min = 0.2 s. 

Similarly, if 𝑡tc,min = 0.4 s and 𝐷rel(𝑡) = 10 m/s
2, 𝑑𝑥(𝑡) is 1.6 m. With the same large rel-

ative deceleration, the remaining relative distance is 1.6 m when 𝑡tc,min doubles.  Therefore, 

a scenario is regarded as critical in this dissertation if the 𝑡tc,min is lower than 0.2 s since an 

AV is so close to a collision. In the area between 0.2 and 1 s, the criticality of a scenario is 

unknown. Through these criteria, the recorded scenarios can be classified by 𝑡tc,min. The 

classified results can then be compared with the online identified scenarios in order to eval-

uate the 𝐶𝑎. Since the 𝑡tc,min is only applicable in the longitudinal direction, the performance 

of the 𝐶𝑎 cannot be verified completely. According to equation (3.22), the 𝐶𝑎 can also be 

used to assess the safety of AVs in the lateral direction. Therefore, some extra effort must be 

made when a scenario is assessed as critical by 𝐶𝑎 but not by 𝑡tc,min.  

4.2.3 Coverage Identification 

Another reason why 𝑡tc,min is calculated in the corrected environment is to determine the 

sources of error. The determination of the sources of error is a key element for the derivation 

of the coverage of critical scenarios of the VAAFO approach. If a scenario is classified as 

critical by 𝑡tc,min in the corrected environment, there are then decision errors in vAV in-

stances, since few perception errors exist after labeling. Additionally, if the IiC and one of 

the vAV instances have a large 𝐶𝑎 simultaneously, this large 𝐶𝑎 is caused probably by a per-

ception error, since the same environmental representation is utilized for the calculation of 

𝐶𝑎 of IiC and vAV instances. A critical situation caused by other objects can also lead to this 

result. Thus, further observation should be performed to determine whether it is the fault of 

other objects or the perception module. With respect to large 𝐶𝑎 values in other cases, the 

scenarios should be analyzed in detail in order to explore the reasons. By analyzing what 

type of errors in an AV can be discovered by the triggers, and what the limitations of the 

VAAFO framework have, the application scope of the VAAFO approach can be finally de-

rived. As a result, the role of the VAAFO approach for the safety verification and validation 

of AVs is determined. 

4.3 Summary 

The aim of this chapter is to introduce the procedures to verify the defined triggers and the 

VAAFO framework. The existence uncertainties, state uncertainties and class uncertainties 

are analyzed. Possible approaches to reduce the uncertainties are compared. In particular, 

the JIPDA filter combined with the retrospective post-processing to reduce the existence 
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uncertainties is described. URTSS as an option to reduce state uncertainties is presented. The 

labeling approach is finally chosen due to its high accuracy. Finally, the process to verify the 

triggers is introduced. The above described process can be also applied to the open-loop 

recording. However, all the sensor data has to be recorded and saved on-board in the open-

loop recording. In contrast, only relevant scenarios are saved online by the VAAFO ap-

proach. Furthermore, the process described in this chapter is used to verify the VAAFO ap-

proach, and is not essential when the approach is already verified. The performance of the 

𝐶𝑎 is determined by comparing it with 𝑡tc,min. In the scenarios in which the 𝐶𝑎 cannot be 

evaluated by the 𝑡tc,min, extra effort should be paid. The coverage degree of the VAAFO 

approach is derived by analyzing the sources of error, which can be determined by imple-

mentation of 𝑡tc,min in the corrected environment and by the detailed analysis of the scenar-

ios. The detail implementation of the procedures described in this chapter will be introduced 

through the real-world testing of the VAAFO approach in chapter 6.  
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5 Verification in the Simulation  

Before the VAAFO approach is applied in reality, simulations are first performed to quickly 

identify potential problems of the approach. The simulation platforms should be first deter-

mined. The interface between different simulation platforms should be developed. Addition-

ally, an automated driving system (ADS) is essential for the vAV instances. Test scenarios 

for evaluating the approach should also be designed. Based on the simulation results, the 

performance and characteristics of the VAAFO approach could be preliminarily derived. Fi-

nally, its working flow is also demonstrated. 

5.1 Simulation Components 

In order to perform the simulation, two platforms are selected. The IPG Driver in CarMaker 

is utilized to simulate the behavior of an IiC. Notably, only an independent instance in charge 

of driving a vehicle is required. The vAV instances can thus be reset to the state of the IiC at 

the beginning of every lifetime. Therefore, there is no special requirement for the accuracy 

of the driver model, and the driver model form CarMaker is sufficient for demonstrating the 

approach. Additionally, CarMaker provides also different sensor models. They are ideal sen-

sor models, high fidelity sensor models and raw signal interface sensor models, respectively.  

 Ideal sensor models: physical effects are not considered and ground truth information 

is provided. 

 High fidelity sensor models: several basic and prominent physical effects are taken 

into account, e.g. object occlusion. 

 Raw signal interface sensor models: little processed sensor data is provided. The data 

should be handled and interpreted to acquire the object list. 

In the simulation, ideal sensor model is chosen, since the different sensor effects are not 

important if the aim is to evaluate the VAAFO approach rather than an ADS. Besides, traffic 

participants can be configured and predefined in CarMaker. Different types of roads can be 

created. Finally, it is able to simulate numerous concrete scenarios in the simulation. The 

second platform is ROS in which the three vAV instances will run. Due to the independent 

and interchangeable modules, ROS is a practical middleware to design algorithms for AVs.  

5.1.1 Simulation Architecture 

The simulation architecture for verifying the VAAFO approach is illustrated in Figure 5-1. 

Several sensors are installed on a vehicle, and the IiC drives the vehicle to perceive the en-
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vironment. Since the tracked objects from different sensors can be directly read from Car-

Maker, a tracking algorithm is not essential. Then, the tracked objects are transmitted to the 

ROS platform through a bridge between the CarMaker and ROS platforms. Subsequently, 

the tracked objects are fused in the ROS platform. The fused results are given to the behavior 

module. Based on the desired behavior and the information provided by the map, a desired 

trajectory is generated. Since the act module is not considered, the desired trajectory is used 

directly to update the state of a vAV instance. However, the update frequency of the state is 

higher than the trajectory planning, an interpolation is thus necessary to update the state of 

a vAV instance at each time step using the available desired trajectory. Then, the current state 

of the vAV instance is fed back to the behavior planner and the trajectory planner for the 

next cycle. Based on the current state of the vAV instance and the surrounding objects, the 

criticality index of the vAV instance can be calculated. Since the behavior planner and the 

trajectory planner are essential for the simulation, they are introduced in this chapter as well. 

 

Figure 5-1: The simulation architecture of a vAV instance. 

5.1.2 Sensor Configuration 

As aforementioned, several sensors from CarMaker are utilized. Since each sensor provide 

the ground truth of the environment in its field of view (FoV), the fusion strategy in the 

simulation is intuitive. If one object is detected by different sensors simultaneously, the 

tracked results of this object from one sensor are taken, since the results from different sen-

sors are identical. If two sensors have totally different object lists, the object lists are added 

directly together. Afterwards, the fused objects are transformed to the earth-fixed coordinate 

system. Due to the same map in CarMaker and in ROS, the transformed results can be pro-
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jected into the virtual world in which the three vAV instances run. As a result, the environ-

mental representation in the virtual world is established. Figure 5-2 shows an example of 

three tracked objects in CarMaker. The FoV of the sensors at the rear of the IiC are not shown 

in the left image for a better visualization. The fused and projected results in the ROS are 

illustrated in the right image.  

 

Figure 5-2: The description of the sensor set-up and the detected objects in CarMaker (left); the fused 

and transformed objects in the ROS platform (right). 

5.1.3 Behavior Planner 

As mentioned in the last subchapter, a behavior planner is essential for the vAV instances. 

The developing of an excellent behavior planner is not the focus in this dissertation. There-

fore, a behavior planner limited for motorway scenarios is sufficient for demonstrating the 

VAAFO approach. With respect to the behavior planner, the rule-based approaches are fre-

quently applied. For example, Zhang et al.177 propose a finite state machine-based controller 

for AD on multi-lane motorways by considering adaptive cruise control mode, cruise control 

mode, lane change mode and lane change pause mode. Since the rule-based approach cannot 

handle unknown situations and uncertainties, some other approaches are studied. For exam-

ple, Brechtel et al.178 utilize a Markov decision process (MDP) to infer optimal behavior 

decisions by describing the evolution of traffic situations in a sophistical and probabilistic 

way. In order to deal with uncertain and incomplete perception, partially observable MDP 

(POMDP) is motivated. However, the solution of the POMDP problems is challenging. As 

a result, Brechtel et al.179 propose an approach that learns a suited representation of the spe-

cific situation instead of discretizing the state space. In addition, other new decision making 

                                                 

177 Zhang, M. et al.: A finite state machine based controller and its stochastic optimization (2017). 

178 Brechtel, S. et al.: Probabilistic MDP-behavior planning for cars (2011). 
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approaches such as machine learning-based methods180,181 have shown promising results in 

various domains.  

Even if the rule-based approach does not take the uncertainties into account, it can be clear 

structured. Due to the finite number of parameters, the calibration and optimization are rel-

ative simple compared to the MDP-based approach. Therefore, the rule-based approach is 

utilized for the behavior planner. Basically, lane change left, lane change right, adaptive 

cruise mode, cruise mode and stop are defined for the motorway scenarios. Table 5-1 de-

scribes the definition of each behavior. The connection and the transition conditions between 

different behaviors are given in appendix A.2.   

Table 5-1: The definition and description of each state. 

State Description 

Lane change left The subject vehicle changes to the left lane  

Lane change right The subject vehicle changes to the right lane  

Cruise mode No vehicle is ahead or the preceding vehicle is faster than the 

reference speed, and the subject vehicle maintains the reference 

speed 

Adaptive cruise mode The subject vehicle decelerates or accelerates to keep a same 

speed as the preceding vehicle if the preceding vehicle is slower 

than the reference speed 

Stop The subject vehicle stops when reaching the destination or en-

countering an emergency situation 

The basic principle of the designed behavior planner is that each behavior first has an initial 

cost according to the traffic rules, efficiency and driving comfort, e.g., stop has the highest 

cost due to low efficiency and comfort, while cruise mode has the lowest cost to reduce 

maneuvers that need to be performed. Lane change left is more preferred than lane change 

right if both maneuvers are feasible. During the driving, the initial cost of each behavior is 

updated online by considering the safety. If one behavior is critical, the cost of that behavior 

is increased to a collision cost, which is the highest among the other costs. Whether a behav-

ior has the collision cost is determined by the predefined criteria such as relative distance, 

TTC, etc. Similarly, when the subject vehicle is quite close to a static object, the cost of stop 

is decreased to make sure the stop maneuver is the optimal one. Finally, each enumerated 

behavior has an up-to-date cost at each cycle of the behavior planner. Subsequently, the total 

cost of each behavior, which has a transition with the current behavior, is compared. The 

behavior with minimum cost is handed over to the trajectory planer module. It should be 
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noted that the thresholds in the criteria should be further calibrated. More data would be 

helpful to improve the designed behavior planner.  

5.1.4 Trajectory Planner 

The trajectory planner as a sublevel of the behavior planner receives the desired behavior 

and generates a corresponding trajectory. The trajectory planner is one of core components 

in an AV. Different approaches are studied to solve this problem. Basically, there are mainly 

four categories for the trajectory planning: graph search-based, sampling-based, curve inter-

polation-based and optimization-based trajectory planning. A*182 and Dijkstra183 are well-

known approaches to generate shortest paths on a graph by discretization of the environment. 

Since the resolution of the graph has a strong impact on the planned path and it is difficult 

to take into account the constraints of vehicle dynamics, they are not appropriate for AVs. 

Rapidly-exploring Random Trees (RRTs)184, which belongs the sampling-based category, 

has being studied in recent years. Compared to the search-based method, discretization of 

the environment is no longer necessary. Instead, feasible trajectories can be generated over 

high-dimensional spaces. By increasing the number of samples, the asymptotic optimality 

can even be achieved by the RRT*185. However, the high computational complexity brought 

by the increased sampling is a tough problem that hinders its practical application. Figure 

5-3 illustrates the process of generating a path through the graph search-based and the sam-

pling-based approach. As is obvious in the figure, fewer states are explored in A* than in 

Dijkstra. 

The interpolation-based approaches, including polynomial curves186 , clothoid curves187 , 

spline curves188  and Bezier curves189 , gain much interest as well. By setting several key 

points or parameters, a trajectory with continuity of curvature can be generated. Therefore, 

the computational cost is low. Nevertheless, the optimality of the generated trajectory cannot 

be guaranteed. Additionally, some vehicle dynamic constraints are not considered. As a re-

sult, the generated trajectories must be compared with each other in order to find the one that 

meets all constraints. A well-known example is the trajectory generation method proposed 
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by Werling et al.190 By using the Frenet frame, a trajectory is decoupled by a longitudinal 

and a lateral trajectory, each represented by a quintic polynomial. Afterwards, the move-

ments in two directions are combined to determine the points in the final trajectory.  

 

Figure 5-3: Description of the process of (a) Dijkstra, (b)A*, and (c) RRT.191 © 2020 IEEE 

The last category is the optimization-based approach. The basic idea is to formulize the tra-

jectory planning as an optimization problem, taking into account obstacle constrains, vehicle 

dynamic constraints, etc. The advantages of this approach are that different kinds of require-

ments can be implemented flexibly and easily. Moreover, several solvers such as Ipot192 and 

Hpipm193 are able to solve non-linear optimization problems online. The model predictive 

control (MPC) approach is exactly an optimization-based approach, and has been widely 

used in the trajectory planning for AVs. The MPC solves the optimal trajectory in a recursive 

manner, and takes the dynamic and stochastic of the environment into account. Therefore, 

the MPC approach is utilized for the trajectory planning.  

5.1.4.1 MPC Trajectory Planner 

In the MPC trajectory planner, the generation of the trajectory is regarded as an optimization 

problem by considering some constraints.  The problem can be formulized as194 
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minimize − 𝑥𝑁 +∑(𝜉lin,𝑥𝑥𝑛 + 𝑥𝑛
T𝜉qua,𝑥𝑥𝑛 + 𝜉lin,𝑢𝑢𝑛 + 𝑢𝑛

T𝜉qua,𝑢𝑢𝑛)

𝑁

𝑛=0

 (5.1) 

             Subject to                  𝑥𝑛+1 = 𝐴𝑛𝑥𝑛 + 𝐵𝑛𝑢𝑛 (5.2) 

𝑥l,𝑛 ≤ 𝐶str,𝑛𝑥𝑛 + 𝑠𝑛𝑥𝑛 ≤ 𝑥u,𝑛 (5.3) 

𝑛 ∈ [0, 𝑁] (5.4) 

𝜉lin,x and 𝜉qua,x are linear and quadratic cost terms for the state 𝑥𝑛, which is the state of a 

point on the planned trajectory.  

𝑥𝑛 = { 𝑝E 𝑥,𝑛, 𝑝E 𝑦,𝑛, 𝑣E 𝑥,𝑛, 𝑣E 𝑦,𝑛, 𝑎E 𝑥,𝑛, 𝑎E 𝑦,𝑛} (5.5) 

𝑢𝑛 = [ 𝐽𝑥,𝑛E , 𝐽𝑦,𝑛E ]
𝑇
 denotes the control variable (jerk) on an earth-fixed coordinate system. 

Thus, 𝜉lin,𝑢 and 𝜉qua,𝑢 are the linear and quadratic cost terms of the jerk. 𝑁 is the total pre-

diction steps, while 𝑛 is one step of 𝑁. 𝑥𝑁 is selected as the goal to make the vehicle always 

go forward since no global planner is designed. The constraints are described by the equation 

(5.3). 𝑥l,𝑛 is the lower limit of the state at step 𝑛. 𝑥u,𝑛 denotes the upper limit of the state at 

step 𝑛. 𝐶str,𝑛 represents the constraints including reference line, speed, acceleration and jerk. 

Slack vector 𝑠𝑛 is defined to determine the priority of the constraints. The vehicle model is 

simplified as a point mass model as shown in equation (5.2). The reference point of the mode 

locates in the middle of a vehicle. The model parameters 𝐴 and 𝐵 are expressed by 

𝐴 =

[
 
 
 
 
 
 
 1 0 𝔡𝑡 0

1

2
𝔡𝑡2 0

0 1 0 𝔡𝑡 0
1

2
𝔡𝑡2

0 0 1 0 𝔡𝑡 0
0 0 0 1 0 𝔡𝑡
0 0 0 0 1 0
0 0 0 0 0 1 ]

 
 
 
 
 
 
 

 (5.6) 

𝐵 =

[
 
 
 
 
 
0 0
0 0
0 0
0 0
𝔡𝑡 0
0 𝔡𝑡]

 
 
 
 
 

 (5.7) 

𝔡𝑡 is the time interval between two adjacent points on the trajectory. The different constraints 

are summarized in appendix A.3. By solving such problem, the desired state at every time 

step of a planned trajectory is finally available.  

In the designed MPC trajectory planner, spatial constraint, speed constraint and acceleration 

constraint are considered. With respect to the spatial constraint, the middle line of a lane is 

regarded as the reference line. Thus, if the subject vehicle deviates from the reference line, 
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this action is penalized.  A reference line is switched to that of an intended lane if lane chang-

ing is motivated from the behavior planner. The optimization process is illustrated in Figure 

5-4. 𝑘 denotes the current time step and 𝑁 is the total number of predicted points.  

 

Figure 5-4: The optimization process of a MPC planner toward the reference line. Own illustration 

according to Wikipedia195.  

If a lane changing maneuver is motivated, the reference path is changed to the middle line 

of the intended lane decided by the behavior planer. Otherwise, the middle line of current 

lane is regarded as the reference line. By adjusting the control output, the current position 

approaches gradually to the reference path. Additionally, the intended velocity from behavior 

planer is also regarded as a constraint to realize cruise and adaptive cruise modes. As a result, 

the subject vehicle keeps a constant speed if there is no object in front. The speed will be 

adapted accordingly in case of a slow preceding obstacle. The last constraint is the acceler-

ation constraint to ensure the output acceleration is physically realizable. Typically, the ac-

celeration constraint can be modelled as two ellipses. In order to linearize the ellipse of fric-

tion, an inscribed polygon is utilized. The more constraints are used, the more sides the 

inscribed polygon will have and the closer the planner can achieve the border of the ellipse. 

The detailed descriptions about the constraints can be found in appendix A.3. The Hpipm 

solver196 is utilized to optimize the goal function in equation (5.1) due to its efficiency and 

reliability. 

5.2 Simulation Scenarios 

The above subchapters has introduced the simulation platforms and the ADS for the vAV 

instances. The test scenarios are the last task that should be determined in order to start the 

simulation. With respect to the scenarios, Menzel et al.197 propose three different types of 

                                                 

195 Wikipedia: Model predictive control - Wikipedia (2021). 

196 Frison, G.; Diehl, M.: HPIPM: a quadratic programming framework for model predictive control (2020). 

197 Menzel, T. et al.: Scenarios for development, test and validation (2018). 
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scenarios based on the abstract level of a scenario. They are functional scenario, logical sce-

nario and concrete scenario, respectively. The functional scenario describes a scenario at the 

most abstract level, e.g. a cut-in scenario. All parameters are specified in a concrete scenario. 

In logical scenario, the parameter distribution or parameter range is given. Therefore, only 

concrete scenarios can be utilized directly to test the proposed approach. However, there are 

many parameters in one scenario, such as object parameters, road parameters and even 

weather parameters, it is thus rather difficult to enumerate all scenarios. Hence, certain meth-

ods should be applied to derive specific test scenarios for testing the VAAFO approach. 

5.2.1 Scenarios Derivation  

Generally, the top-down and bottom-up methods are useful to derive test scenarios. In the 

top-down method, an overview of the system is formulated. Any first-level subsystems are 

specified but not elaborated. Then, each subsystem is refined in yet greater detail, sometimes 

in many additional subsystem levels, until the entire specification is reduced to base ele-

ments.198 Typical application of the top-down method is the functional decomposition of an 

ADS proposed by Amersbach and Winner199. They define six functional layers to describe 

an ADS. They are information access, information reception, information processing, situa-

tional understanding, behavioral decision, and action layers, respectively. The aim of func-

tional decomposition is that if only one layer is changed, the other layers are not necessary 

to test again. As a result, the test effort is reduced. Instead of deriving test scenarios from the 

entire ADS, the six functional layers can be separately studied.  

In the bottom-up method, the individual base elements of a system are first specified elabo-

rately. These elements are then linked together to form larger subsystems, which in turn are 

connected again. Such connection can be repeated for several times sometimes. Finally, a 

complete top-level system is formed after the linking. Based on this method, the individual 

base elements should be first defined. Therefore, the derived scenarios from the top-down 

method are theoretically complete but difficult to be specified. Conversely, the bottom-up 

method provides an intuitive way to derive test scenarios starting from a specific situation 

but the completeness is hardly guaranteed.  

Additionally, the test scenarios could come from other sources including but not limited to200: 

 Challenging scenarios during the operation of an ADS in the real world 

 Scenarios result from the human traffic accidents in the real world 

 Systematic variation of generic human scenarios known to result in accidents 

 Systematic variation of the parameters in the ODD 

                                                 

198 Wikipedia: Top-down and bottom-up design - Wikipedia (2021). 

199 Amersbach, C.; Winner, H.: Defining Required and Feasible Test Coverage for Validation of HAV (2019). 

200 ISO: ISO/TR 4804: Road Vehicles – Safety and security for automated driving systems (2020), p. 61. 
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 Scenarios from brainstorming of experts 

 Currently unknown scenarios explored by artificial intelligent or other optimization 

algorithms 

Table 5-2: The possible errors from three different methods to derive test scenarios. 

Method 
Scenario description 

error 
Functional layer Layer description 

Top-down 

Information ac-

cess 

Whether the information is 

generally accessible Map errors 

Localization errors 

Existence uncertain-

ties 

State uncertainties 

Class uncertainties 

Information re-

ception 

Whether the accessible infor-

mation is receivable 

Information pro-

cessing 

Whether objects are de-

tected/classified/tracked suc-

cessfully  

Situational under-

standing 

Goal and value-specific in-

formation, selection and aug-

mentation 

Motion prediction 

errors 

Behavior decision A decision is made based on 

the situation model 

Behavior- and Tra-

jectory planner er-

rors 

Crash scenar-

ios from hu-

man drivers 

The crash scenarios of human drivers occur in the 

real world  

Improper operation 

of human drivers 

Challenging 

scenarios of 

an ADS 

The challenging scenarios that an ADS encounters 

during the real-world testing 

Errors of an ADS 

After analyzing possible methods to derive the test scenarios, the top-down method, a crash 

scenario from human accidents and a challenging scenario previously encountered by an 

ADS are selected to demonstrate the VAAFO approach. Since the aim of the VAAFO ap-

proach is to evaluate the safety of AD and identify critical scenarios during the driving, the 

scenarios that are utilized to verify the VAAFO approach are previously known critical or 

challenging scenarios. If the scenarios can be covered and identified successfully by the 

VAAFO approach, the performance of the VAAFO approach could be proved. The possible 

errors from the functional layers, the crash scenarios from human drivers and the challenging 

scenarios from an ADS are summarized in Table 5-2. From the information access, infor-

mation reception and information processing, map errors, localization errors and perception 

errors can be derived. In the situational understanding layer, motion prediction errors can be 

a cause for a misunderstanding of the situation. Behavior- and trajectory planner errors could 
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occur in the behavior decision layer. From each type of error, corresponding functional sce-

narios can be derived. For instance, a scenario with a relevant FP object can be simulated to 

generate existence uncertainties. 

5.2.2 Simulation Cases 

Based on the Table 5-2, only functional scenarios can be derived, which are not concrete 

enough to build them in the simulations. In order to obtain concrete scenarios, the parameters 

in functional scenarios should be first specified either by a distribution or a range. The pa-

rameters are further determined in the concrete scenarios. As a result, numerous concrete 

scenarios can be derived. For this reason, some representative scenarios to show the results 

of the approach have to be chosen.   

With respect to the crash scenarios of human drivers, cut-in, following scenarios are the most 

common critical scenarios on motorways. In particular, cut-in and following scenarios ac-

count for 27.1 % and 43.6 % of all critical scenarios caused by human drivers, respectively, 

according to the researches by Zhou et al.201. Feng et al.202 consider the cut-in, highway exit 

and car-following scenarios as basic scenarios as well when generating the scenario library. 

Even if the critical scenarios occur more frequently in following scenarios than in cut-in 

scenarios, cut-in scenarios are more challenging for AVs. Therefore, the first study case is a 

cut-in scenario.   

Case 1: A cut-in scenario from statistical traffic accident analysis of human drivers 

 

Figure 5-5: A cut-in scenario to test the VAAFO approach. 

Case 1 describes a cut-in scenario as illustrated in Figure 5-5. Object 1 has a high initial 

velocity with 30 m/s, and is in the adjacent lane of the subject vehicle. Due to the high speed, 

it is approaching the subject vehicle. In order to simulate a critical scenario, object 1 even 

brakes for a short time to reach a lower velocity with 20 m/s after cutting in. As a result, this 

                                                 

201 Zhou, J.; Re, L. d.: Reduced Complexity Safety Testing for ADAS & ADF (2017). 

202 Feng, S. et al.: Testing scenario library generation for connected and automated vehicles (2020). 
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scenario would be rather critical. It is interesting to see whether the safety of the vAVs can 

be evaluated by the designed criticality index 𝐶𝑎 and whether this critical scenario can be 

successfully discovered. 

After defining the scenario, the scenario is built in CarMaker, and the designed ADS runs in 

ROS. Figure 5-6 illustrates three important variables 𝑣diff,𝑥, 𝑑𝑥 and 𝑦eva for the calculation 

of 𝑎req,eva and 𝐷req,D in the cut-in scenario.  

 

Figure 5-6: The three important variables are displayed in the cut-in scenario. The reset time steps 

are represented by vertical dotted lines. 

As can be seen in Figure 5-6, the longitudinal relative velocity 𝑣diff,𝑥 of the three vAV in-

stances increase, while the IiC has already reduced its velocity. The vAV1 is reset at 14 s and 

then accelerates to finally achieve the same velocity as the preceding object. The IiC is con-

servative since its velocity is always lower than the preceding object. As a result, its longi-

tudinal clearance 𝑑𝑥 increases continuously. In contrast, vAV2 and vAV3 have a smaller dis-

tance gap to the preceding object. The evasion offset 𝑦eva stays approximately at 2 m after 

object 1 cuts in, since the preceding objects and the vAV instances are in the same lane. 

Based on the available values of the above variables, the criticality index 𝐶𝑎 of the three vAV 

instances in this scenario can be obtained over time, as shown in Figure 5-7. Negative values 

of the required lateral acceleration for evasion 𝑎req,eva are ignored, since they represent that 

a situation is uncritical. In order to differentiate 𝑎req,eva and 𝐷req,D clearly in the figure, the 

−𝐷req,D is drawn, i.e., negative values of the required longitudinal deceleration for braking 
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𝐷req,D are not considered, since 𝐷req,D itself is positive if the subject vehicle should brake. 

Therefore, the curves above zero show the 𝑎req,eva of three vAV instances. The −𝐷req,D is 

shown below the zero line. The 𝑎req,eva and −𝐷req,D of the three vAV instances are marked 

with different colors. In addition, their respective reset time steps are marked by vertical 

dotted lines with corresponding colors. 

 

Figure 5-7: The required longitudinal decelerations below the zero line and the required lateral ac-

celeration for evasion above the zero line of the three vAV instances in the cut-in scenario. 

In this scenario, 𝑎req,eva and 𝐷req,D are first zero, since there is no object in front of vAV 

instances. They do not have to take any actions. Nevertheless, when object 1 finishes cutting 

in, all vAV instances brake hard to avoid collision with object 1. The IPG driver also brakes 

in the current lane. As can be seen from Figure 5-7, the 𝐷req,D values of all vAV instances 

increase abruptly to 5 m/s2 and then rise slowly. Meanwhile, the 𝑎req,eva values of vAV in-

stances grow as well but are much lower than the corresponding 𝐷req,D, since the relative 

deceleration is considered in equation (3.20) instead of the absolute deceleration of object 1 

in equation (3.17). Additionally, the necessary evasion offset 𝑦eva is at the beginning lower 

than 𝑑𝑥. Nevertheless, if the vAV instance is too close to the object 1, the evasion maneuver 

is rather difficult, and 𝑎req,eva is thus too large. This phenomenon can be found at time step 

14.6 s. At this time step, the deceleration is a better choice for vAV2, since the 𝐷req,D is lower 

than the 𝑎req,eva. Before this time step, the evasion maneuvers for all vAV instances are 

superior, since the 𝑎req,eva values are lower than 𝐷req,D. 
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The vAV2 does not decelerate until it changes from the cruise mode to the adaptive cruise 

mode, i.e., it will keep its cruise speed until the transition condition between these two modes 

is fulfilled. This transition condition is applied for other vAV instances as well. However, 

the other two vAV instances are either reset or have different states, their 𝐶𝑎  values are 

smaller than that of vAV2. The maximum 𝐶𝑎 of the vAV1 during this period is 3.02 m/s2. 

Then, it is reset at 14 s to the state of the IiC and has afterwards a very low 𝑎req,eva, since 

the IiC takes braking action earlier than the vAV instances. The maximum 𝐶𝑎 of the vAV3 is 

even lower, i.e., the critical situation cannot be discovered by vAV3. By means of the 𝐶a of 

vAV2 is this critical situation identified, since both its maximum 𝑎req,eva  and maximum 

𝐷req,D are rather large. In this case, the maximum 𝐶a of vAV2 is the required longitudinal 

deceleration 𝐷req,D at time step 14.6 s when considering the equation (3.23), and its value is 

6.21 m/s2 in the studied scenario. That required deceleration would be rather critical if the 

suggested value of 3.35 m/s2 from Archer203 is taken as the reference value. The American 

Association of State Highway and Transportation Officials204 suggests a threshold of a little 

higher than 3.40 m/s2 for most drivers. Guido et al.205 utilized the recommended value by 

Archer as well to evaluate vehicle interactions with high risks. In other words, the designed 

behavior planner should take the acceleration of the detected objects into account to make 

less aggressive decisions. A well designed motion prediction could also be helpful to take 

corresponding actions earlier.  

From this scenario, it can be concluded that a critical situation can be discovered by the 

multiple vAV instances. Even if one or two vAV instances miss the opportunity to discover 

their defects due to the different states caused by the birth cycle parameter, the other in-

stances still have chance to encounter the critical situations in which their actions are critical. 

Thus, the action space is enlarged by using three vAV instances. Additionally, every action 

is tested so that the test scope is large. In addition, the 𝑎req,eva and the 𝐷req,D are able to 

quantify the criticality of a scenario. However, only objects which are located in the same 

lane as the subject vehicle can be assessed when using solely 𝑎req,eva and 𝐷req,D. Therefore, 

other scenarios are essential to demonstrate the criticality index completely. 

Case 2: A scenario with a motion prediction error derived from the top-down method 

The case 2 describes a scenario with a motion prediction error, and is derived from the top-

down method based on the Table 5-2. In contrast to the case 1, another object exists in the 

left lane of the subject vehicle at a speed of 30 m/s. The initial velocity of the IiC and vAV 

instances are 25 m/s, which are higher than the velocity of the preceding object (20 m/s) but 

lower than the speed of the adjacent object. Hence, vAV instances are motivated to change 

the lane if the adjacent object is not predicted correctly. Meanwhile, the adjacent object is 

                                                 

203 Archer, J.: Methods for the assessment and prediction of traffic safety at urban intersections (2004). 

204 Bars, C.-R. C.: American Association of State Highway and Transportation Officials (2000). 

205 Guido, G. et al.: Comparing safety performance measures obtained from video capture data (2011). 
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approaching the vAV instances. The scenarios is illustrated in Figure 5-8. Since, a motion 

prediction error is simulated, the vAV instances make lane changing decisions. After certain 

time steps, the adjacent object is predicted well again. Thus, the vAV instances would stop 

the lane changing maneuver and steer back to the previous lane. Whether the proposed crit-

icality index 𝐶a is also appropriate for assessing the criticality in the lateral direction can be 

proved by this scenario.   

 

Figure 5-8: A scenario derived from the top-down method to show the performance of the triggers. 

Figure 5-9: The change in the three important variables in case 2. The reset time steps are represented 

by vertical dotted lines with the corresponding colors of the vAV instances. 

In this scenario, the important variables relative to the preceding object are shown in Figure 

5-9. At the beginning, higher velocity of vAV instances than the preceding object can be 

found. vAV3 and vAV1 are reset at 6 s and 8 s, respectively. Afterwards, they accelerate until 
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they enter the adaptive cruise mode and then decelerate. The longitudinal clearance 𝑑𝑥 de-

creases due to the positive 𝑣diff,𝑥, and stays almost at a constant value at the end. Obviously, 

a large variation of 𝑦eva of vAV2 is shown. It indicates that vAV2 changes the lane, and then 

interrupts the lane changing since 𝑦eva decreases and increases again. As a result, the 𝑎req,eva 

and 𝐷req,D regarding the preceding object are obtained, as illustrated in Figure 5-10. 

 

Figure 5-10: The required longitudinal decelerations below the zero line and the required lateral ac-

celeration for evasion above the zero line of three vAV instances in a scenario with a motion predic-

tion error. 

As is obvious in Figure 5-10. both the 𝑎req,eva and the 𝐷req,D are quite low. Even though 

they increase for a while before their respective resets, their maximum values are still lower 

than 1.5 m/s2. This is because the vAV instances always know the preceding object, and can 

thus make decisions in time. As a result, this critical scenario cannot be identified when 

overserving only the 𝑎req,eva and the 𝐷req,D. However, the vAV instances could collide with 

the adjacent object if the time to change the lane is approximately identical to the time that 

the adjacent object catches the vAV instances. This condition is quantified by equation 

(3.21). Consequently, the vAV instances have to steer back to the previous lane to avoid 

collision with the adjacent object. Meanwhile, they have to brake simultaneously due to the 

preceding slow object.  
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With respect to the variables 𝑣diff,𝑦 , 𝑑𝑦  and 𝑡tc,𝑦 , they are essential for the calculation of 

𝑎req,ste. How these variables are changed in this case are described in appendix A.4. Based 

on these variables, the 𝑎req,ste is obtained in this scenario. 

 

Figure 5-11: The required decelerations below the zero line, the required acceleration for steering 

above the zero line of vAV instances in the scenario with a motion prediction error. 

The required lateral accelerations for steering 𝑎req,ste of vAV instances are shown in Figure 

5-11. As is obvious in this figure, the 𝑎req,ste values of the vAV1 and vAV3 are low in this 

period, since the time difference ∆𝑡 is so large that they will not collide with the adjacent 

object. The 𝐷req,D of all vAV instances are low, which has been discussed in Figure 5-10. 

Nevertheless, the maximum 𝑎req,ste of vAV2 is relative large, which means that it will col-

lide with the adjacent object if it keeps changing the lane. Therefore, the 𝑎req,ste and the 

𝐷req,D should be added in vector in the gray area according to the equation (3.23). The vAV2 

should brake and steer to the previous lane simultaneously in order to avoid falling into a 

critical situation. In this case, the maximum criticality of the vAV2 is thus 6.28 m/s2, which 

already exceeds the accepted acceleration.  

The scenario indicates that the proposed criticality index 𝐶a can be utilized to assess the 

safety of AVs in the lateral direction as well. Combining with results from case 1, the 𝐶a is 

capable of evaluating the safety both in the longitudinal and lateral direction. Thus, it is quite 

suitable to apply it as a trigger for the VAAFO approach. Additionally, both cases demon-

strate that the coverage of critical scenarios is enlarged by multiple vAV instances. 
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Case 3: A crash scenario during the operation of a driving automation system in the real 

world 

Figure 5-12: A study case of a real traffic accident to demonstrate the performance of the VAAFO 

approach. 

 

Figure 5-13: A snapshot of the critical scenario results from a level 2 AV. Own illustration according 

to the video from Thomann206. 

As mentioned in the Table 5-2, crash scenarios during the operation of a driving automation 

system in the real world are also an important source to generate test scenarios. If an AV is 

updated, it is worth to test it again in the scenarios in which the previous version has an 

unsafe behavior. Compared to the case 1 and case 2, the case 3 describes a real traffic acci-

dent caused by a level 2 AV. This real traffic accident is the well-known accident from a 

Tesla Model S on autopilot, which collides with a broken down van. Figure 5-12 describes 

this accident in detail. The broken down van (an obstacle) is still. Consequently, the preced-

ing object of the subject vehicle cuts into the adjacent lane. As a result, a little space is left 

for the subject vehicle to react. Since the data of this accident is not free available, several 

                                                 

206 Thomann, C.: Tesla Model S adaptive cruise control crashes into Van (2016). 
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key parameters have to be assumed. It is assumed that the moving objects and the subject 

vehicle have the same speed v. The distance between the subject vehicle and the van is d 

when the preceding object finishes cutting out. By defining the v as 20 m/s and d as 30 m, 

the scenario is concreted and can be simulated in CarMaker. Figure 5-13 shows an actual 

scene of the critical scenario, in which the preceding vehicle is changing the lane.  

 

Figure 5-14: The calculated criticality indexes of the three vAV instances in the simulation case 3. 

Since the working principle of the proposed criticality index 𝐶a has been demonstrated in 

case 1 and case 2, only the final calculated criticality index 𝐶a is shown, and the intermediate 

calculation process of 𝐶a is ignored in case 3. Moreover, 𝐶𝑎
∗ is used instead of 𝐶a, so that the 

optimal maneuver could be recognized by its sign. The results are illustrated in Figure 5-14. 

Initially, the 𝐶𝑎
∗ values of the three vAV instances are zero, since their velocities are identical 

to the velocity of the preceding object. When the preceding object leaves the current lane, 

large negative 𝐶𝑎
∗ values are found in all vAV instances. The deceleration maneuver is more 

favorably than the evasion maneuver in this scenario as the lane changing maneuver is im-

possible due to the occupation of the adjacent lane. Due to the relative high speed and short 

distance, the large required deceleration the vAV instances as well as the IiC are shown. The 

vAV1 is reset at 12 s so that it has the same value of  𝐶𝑎
∗  as the IiC (black line) at that time 

step. Afterwards, it has a smaller 𝐶a than that of the IiC, since it brakes stronger. The maxi-

mum 𝐶a of the vAV1 has achieved 9.3 m/s2, which indicates that the situation is rather criti-

cal. Therefore, if such situation occurs, it can be discovered by the VAAFO approach. In this 
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case, specific parameters are assigned to the objects. Nevertheless, the parameters can be 

changed easily to generate more similar test scenarios.  

5.3 Summary 

In this chapter, two different simulation platforms are presented and introduced. Ideal sensor 

models from CarMaker are selected, and the corresponding fusion strategy of sensors is de-

scribed and implemented. The necessary interfaces between the two different platforms are 

defined. The tracked objects are then transmitted into ROS and fused. As a result, a co-sim-

ulation platform is established. In the developed co-simulation platform, it is possible to 

demonstrate and verify the VAAFO approach preliminarily. A rule-based behavior planner 

and a MPC-based trajectory planner are developed to establish a driving automation system 

for the vAV instances. The necessary technical steps and the implemented algorithms are 

presented. Since it is impossible to simulate traffic flow due to the limitation of the simula-

tion platform, several representative scenarios are chosen. They are derived from the top-

down method, a real traffic accident of human drivers and a real traffic accident of a level 2 

AV, respectively. Based on the results from the three studied cases, the performance of the 

trigger is demonstrated. The characteristic of the VAAFO approach is illustrated. It can be 

inferred that the coverage of critical scenarios are enlarged by multiple vAV instances. The 

defined criticality index can be utilized in both the longitudinal and the lateral direction of 

AVs. Since the generated scenarios are limited and artificial, more tests should be performed 

to further prove the performance of the VAAFO approach. The implementation of the 

VAAFO approach in a real test vehicle is introduced in the next chapter. Finally, the actual 

performance of the VAAFO concept in reality is addressed.  
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6 Verification in Reality 

Since limited scenarios are generated in the simulation, a general conclusion about the per-

formance of the VAAFO approach would be difficult to draw. Additionally, the proposed 

approach is not aimed to be applied in the simulation rather in reality, since one of the moti-

vations is that AVs can be tested under real conditions silently. Therefore, the final applica-

tion of the VAAFO approach must be in a real vehicle. Moreover, the results from the reality 

would be more instructive and conclusive. As a result, it is essential to implement the pro-

posed approach in a real vehicle and test it on public roads. Due to the real traffic flow on 

public roads, the performance can be further revealed. The test vehicle and the sensors are 

first introduced. The sensor fusion strategy is presented briefly. In order to evaluate the trig-

gers, one another criticality metric is calculated and compared with the defined criticality 

index. The uncertainties in the perceived environment are reduced, so that the errors in the 

environmental representation can be determined. Afterwards, the coverage degree of the ap-

proach is analyzed according to the discovered errors. The limitations of the application of 

the approach is also discussed. Finally, the application scope of the VAAFO approach can 

be derived. 

6.1 Test Components Design 

6.1.1 Test Platform 

The test platform of the VAAFO approach is a S450 Mercedes-Benz that comes from the 

Automated Driving Darmstadt for Students (aDDa) project207. The sensor setup is shown in 

Figure 6-1: 

 A continental ARS 408 long-range radar is in the front of the vehicle with a range of 

approximately 200m.  

 A Velodyne 32-layers lidar is on the roof of the vehicle with a rotation frequency of 

10 Hz.  

 An automotive dynamic motion analyzer (ADMA) from GeneSys with real-time kin-

ematic (RTK) is installed in the trunk of the vehicle and enables localization with 

centimeter accuracy. Meanwhile, velocity, acceleration, yaw angle, etc. can also be 

obtained by this equipment.    

 A stereo camera and a mono camera from IDS are located under the windshield.  

                                                 

207 aDDa: Automated Driving Darmstadt for Students (2021). 
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There are in total of two PCs in the trunk. One PC with dual CPU and GTX 1080Ti GPU is 

responsible for the perception. The planning runs on the other PC with a configuration of 

dual CPU. Since the planner needs a surrounding environment to make reasonable decisions, 

the lidar, which provides a 360 field of view, is essential. However, the objects that can be 

tracked by the lidar is limited by the available point clouds. Less point clouds exist at higher 

range. Thus, the actual effective detection range from lidar is narrowed. Furthermore, the 

accuracy of the velocity estimated by the lidar tracking has a low confidence, while the radial 

velocity can be measured directly by the radar using Doppler-Effect. However, the angular 

resolution of the radar is typically very low. Thus, the lidar and radar are fused in order to 

provide a satisfying result. The fusion of radar and lidar has been studied by many research-

ers208,209. Due to their respective advantages, this combination of sensors has generated some 

interest. As the development of an ADS is not the focus, localization is directly realized by 

the ADMA-RTK. The images from the cameras are taken as references in the post-processing 

phase.  

 

Figure 6-1: Illustration of the sensor set-up and the test vehicle. 

6.1.2 Map Creation 

The map as a very important part for AD is essential for trajectory planning. A coarse map 

such as OpenStreetMap (OSM)210 represents the roads as an imaginary center line. Some 

attributes are added to the center line in order to include more information about the roads, 

                                                 

208 Göhring, D. et al.: Radar/lidar sensor fusion for car-following on highways (2011). 

209 Hajri, H.; Rahal, M.-C.: Lidar and radar high-level fusion for obstacle detection and tracking (2018). 

210 Haklay, M.; Weber, P.: Openstreetmap: User-generated street maps (2008). 
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e.g. the width of the road. This kind of description of a road is appropriate for navigation. 

But for localization, it is far below the required accuracy. In addition, the position of each 

lane of a road is implicitly defined, which could be very inaccurate. The inaccurate lane 

information poses a great challenge for the local trajectory planning. Furthermore, the com-

plexity of OSM increases in an intersection since no clear center line is available. The Open-

DRIVE describes a road in similar schema and is mainly for simulation. Consequently, 

Poggenhans et al.211 propose the Lanelet2 framework to describe High Definition (HD) maps. 

The HD map defines different traffic elements explicitly, including the road topology net-

work, the lanes and the traffic signs. By using a HD map, the localization of an AV with high 

precision can be addressed regardless of the GPS signal. Additionally, certain objects that 

are beyond the range of on-board sensors can be obtained, e.g., the position of a traffic light 

around a corner is known beforehand. Moreover, some traffic regulations can be obtained 

from the HD map, e.g., it is clear on a HD map which lane is only reserved for a turn and 

which lane is only drivable for specific traffic participants. Therefore, a HD map provides a 

lot of useful information for AVs. The Lanelet2 format is intended for designing AD func-

tions especially for planning. For instance, Poggenhans et al.212 utilize an example of global 

planning to demonstrate the Lanelet2 map framework. Another example using the Lanelet2 

for planning comes from Narula et al.213  

The creation of a HD map can be generally divided into three steps.214 The first step is data 

acquisition. By using various sensors such as RTK-GNSS, an inertial measurement unit 

(IMU), cameras and lidars, the environment can be captured. The second step is data pro-

cessing. The collected data is processed to extract the HD map features, including but not 

limited to traffic signs, road topology. The third step is the database management, which 

handles with the map management and access. With respect to the HD map, a motorway 

section is selected to demonstrate of the VAAFO approach. In order to create the map of the 

section, the important features of the motorway are first studied, e.g. the lane markings. Typ-

ically, the lane markings are highly retro-reflective paintings, which are clearly visible from 

the point clouds. This special characteristics can then be applied to identify and extract lane 

markings215,216. The second way to extract lane markings is image processing algorithms. If 

a camera and a lidar are extrinsically calibrated, it is even possible to use both sensors to 

obtain the position of lane markings. In this dissertation, the lane marking is extracted by a 

camera system and an ADMA-RTK. As aforementioned, the ADMA-RTK can achieve cen-

timeter-level accuracy, i.e., the position of the test vehicle can be obtained accurately. From 

                                                 

211 Poggenhans, F. et al.: Lanelet2: A high-definition map framework for the automated driving (2018). 

212 Poggenhans, F.; Janosovits, J.: Pathfinding and Routing in the Lanelet2 Map Framework (2020). 

213 Narula, K. et al.: Two-Level Hierarchical Planning in a Known Semi-Structured Environment (2020). 

214 Jo, K. et al.: Simultaneous localization and map change update for the high definition map (2018). 

215 Jaakkola, A. et al.: Retrieval algorithms for road surface modelling using laser-based mapping (2008). 

216 Kumar, P. et al.: Automated road markings extraction from mobile laser scanning data (2014). 
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the camera system, the left and right lateral distances from the lane markings to the center 

of the test vehicle can be acquired. As a result, the positions of the lane markings are known. 

Since the calculated positions of the lane markings are discrete, and there are even some 

outliners or missing points, it is essential to further process the data points of the lane mark-

ings.   

 

Figure 6-2: A section of a motorway from Darmstadt to Langen to test the approach both in simula-

tion and in reality. 

Instead of the commonly used clothoid model to model a road, the B-spline curve is applied. 

The B-spline curve has the advantages of changing the position of a control point without 

globally affecting the shape of the entire curve.217 Loose and Franke218 show that the B-

spline curve outperforms the clothoid model on rural roads and in construction sites. By 

applying the B-spline, the lane markings can be thus obtained. With respect to the selection 

of the motorway section, the motorway A5 from Darmstadt to Langen is chosen. The motor-

way section is about 10 km long and has four lanes in each direction. The shape of this 

section is shown in Figure 6-2. The coordinate origin of the map is in the proving ground of 

Technical University of Darmstadt (TUDa). This section is a very busy way to Frankfurt. 

Moreover, different kinds of traffic objects e.g., trucks, motorcycles, and cars with a quite 

varied velocity from 80-200 km/h are available on this section. Since there is no intersection 

on this motorway section, and the road network is rather simple, the Lanelet2 format is not 

very necessary. A simple data format is developed, and a corresponding parser is imple-

mented to load the map into ROS for the trajectory planning. 

                                                 

217 Xu, H. et al.: A fast and stable lane detection method based on B-spline curve (2009). 

218 Loose, H.; Franke, U.: B-spline-based road model for 3d lane recognition (2010). 
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6.2 Sensor Fusion 

The sensor-up has been presented in subchapter 6.1.1. The radar and lidar are selected as the 

perception sensors for the vAV instances. Generally, the sensor fusion strategy can be divided 

into three categories219,220: 

 Low-level fusion; little processed sensor data is fused together. Thus, less infor-

mation is lost. Nevertheless, the accuracy of the extrinsic calibration affects the fused 

results a lot. The sensors should also be highly synchronized to ensure a successful 

association. 

 Middle-level fusion; the features in the sensor data are extracted and then fused. 

Therefore, the features are sensor specific. As a result, a general architecture is diffi-

cult to achieve if the number and the types of sensors increase.  

 High-level fusion; Objects are tracked by each sensor independently and fused after-

wards. However, the fusion can be a tough problem since different sensors have dif-

ferent capabilities and reliability. Due to its modularity and encapsulation of sensor 

data, various applications can be found.  

Since the capabilities of radar and lidar can be distinguished easily, the high-level fusion is 

chosen. In addition, the radar is encapsulated in the test vehicle, and there is no access to the 

unprocessed data. Instead, its tracking results are provided directly, which include object 

class, object ID, relative distance, relative speed and relative acceleration. Therefore, the 

development of a tracking algorithm for the lidar becomes the focus for the high-level sensor 

fusion. 

6.2.1 Lidar Tracking 

Typically, the multi-object tracking process can be described by “tracking by detection” as 

illustrated in Figure 6-3. In the detection part, the ground is removed by segmentation of the 

point clouds. The point clouds, which belong possibly to a same object, are clustered. Sub-

sequently, the pose of a segmented object is estimated either by model-based221 or feature-

based methods222. In addition to the analytical solution, the machine-learning based methods 

are studied recently. For instance, PointPillars223 is a very popular method for lidar detection. 

The results show that it outperforms the state of the art significantly. Additionally, the class 

of an object can also be obtained. The detection process provides the estimated pose of an 

                                                 

219 Aeberhard, M.; Kaempchen, N.: High-level sensor data fusion architecture for vehicle perception (2011). 

220 Banerjee, K. et al.: Online Camera LiDAR Fusion and Object Detection on Hybrid Data (2018). 

221 Morris, D. D. et al.: A view-dependent adaptive matched filter for ladar-based vehicle tracking (2017). 

222 Mertz, C. et al.: Moving object detection with laser scanners (2013). 

223 Lang, A. H. et al.: Pointpillars: Fast encoders for object detection from point clouds (2019). 
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object only for one time step. In order to track the objects continuously and estimate other 

variables such as velocity, a Kalman filter (KF) is usually applied in the tracking process. 

First, the state of an object is predicted based on a dynamic model, which could be constant 

velocity (CV), constant acceleration (CA), constant turn rate and velocity (CTRV) or con-

stant turn rate and acceleration (CTRA). Based on sensor data, the predicted state of the 

object is then updated if the predicted results and measured results are associated success-

fully. As a result, the objects are tracked, and the next cycle begins. Schubert et al.224 find 

that the dynamic model affects the tracking performance significantly. More sophisticated 

models provide better results than a simple one. However, this is not always true in different 

cases. Therefore, the interacting multiple model (IMM)225 is motivated, which weights the 

estimated states of the filters considering a set of dynamic models. In the case of a non-linear 

dynamic model, the extended Kalman filter (EKF) and unscented Kalman filter (UKF) are 

utilized.  

Figure 6-3: The tracking process of a lidar. 

In this dissertation, the PointPillars method and an analytical solution from Rachman226 are 

combined. Even though the Pointpillars provide better detection results than the analytical 

solution, the model in PointPillars is trained solely using the front cameras of the test vehicle. 

Thus, an analytical solution is applied to detect backward objects. Subsequently, a UKF with 

                                                 

224 Schubert, R. et al.: Comparison and evaluation of advanced motion models for vehicle tracking (2008). 

225 Mazor, E. et al.: Interacting multiple model methods in target tracking: a survey (1998). 

226 Rachman, A.: 3D-LIDAR multi object tracking for autonomous driving (2017). 
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IMM is utilized for the tracking. Regarding the tracking algorithm, the code from Auto-

ware227 is taken as the basis. As a result, the obtained state of a tracked object is described 

as 

𝑥 = ( 𝑝𝑥S , 𝑝𝑦S , 𝑣𝑥S , 𝑣𝑦S , 𝜓, 𝑙, 𝑤) (6.1) 

𝑝𝑥S  and 𝑝𝑦S  represent the position, which is obtained by updating the predicted position 

using the Kalmann gain. The measured position is the average of the coordinates of clustered 

point clouds. This method to acquire the measured position of an object could bring some 

uncertainties if the distribution of the clustered point clouds changes, e.g. during a turning. 

However, the uncertainties are small when the motorway scenario is the focus, since occlu-

sion and turning occurs more often in urban scenarios. 𝑣𝑥S  and 𝑣𝑦S  denote velocity, 𝜓 is 

the yaw angle of an object, 𝑙 and 𝑤 are the length and width of an object, respectively. 

6.2.2 Radar and Lidar Fusion 

As aforementioned, the high-level fusion strategy is chosen to fuse the radar and the lidar. 

The extrinsic calibration between them is an essential step to realize the spatial alignment. 

The temporal alignment assures that the states of an object tracked by two sensors, whose 

time steps are approximately the same, are fused. These two kinds of alignments are easier 

to handle than the low-level fusion due to the already filtered kinematic information of an 

object. Since the implemented radar and lidar have different FoVs, objects that are tracked 

only by the lidar, e.g. the objects behind the subject vehicle, are handed over directly to the 

global object management. Similarly, objects tracked only by the radar are also directly given 

to the global object management. Only the objects in the overlapping FoV of lidar and radar 

are fused. Since the state of a tracked object by the radar is different from the state of a 

tracked object by the lidar, only the common state variables are fused. With respect to the 

fusion, the Bayesian approach228 is applied, which takes data uncertainties into account. The 

detailed process of the fusion can be found in appendix A.5. In the object management, each 

tracked object is assigned with a unique identification number, so that the objects can be 

identified uniquely throughout their life when they go through the FoVs of different sensors. 

6.2.3 SuT Architecture 

In subchapter 5.1, the behavior planner and the trajectory planner are introduced. The track-

ing algorithm and the sensor fusion strategy are presented in this chapter. For the localiza-

tion, the ADMA-RTK equipment is used. As a result, the entire architecture of the SuT is 

illustrated in Figure 6-4. In particular, the information from the created map is utilized to 

                                                 

227 Kato, S. et al.: Autoware on board: Enabling autonomous vehicles with embedded systems (2018). 

228 Abdulhafiz, W. A.; Khamis, A.: Bayesian approach to multisensor data fusion (2013). 
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increase the tracking performance. The tracking and localization results are given to the be-

havior planner. The decision with minimum cost are then handed over to the MPC trajectory 

planner. Based on the VAAFO approach, there are in total of three planners. However, they 

use the same tracking results and the same map. By using the established SuT, the test of the 

VAAFO approach in reality can be carried out.  

Figure 6-4: The architecture of the SuT. 

6.3 Implementation 

During the execution of the experiment, several human-machine interfaces are developed in 

order to observe the system status. In addition to the camera images as shown in Figure 6-5, 

the trajectories of the IiC and the vAV instances are also observed during the driving, as 

illustrated in Figure 6-6. The red box denotes the IiC, while the three yellow boxes represent 

the three vAV instances. The tracked objects are illustrated by blue boxes. The blue lines are 

the lane markings of the motorways, which is the created map as described in 6.1.2. The 

planned trajectories of the vAVs are described by green lines. During the verification of the 

VAAFO approach in the real world, a human driver is the IiC. Additionally, the calculated 

criticality index 𝐶𝑎 of the IiC and vAVs are examined to decide whether the scenario should 

be saved. Subsequently, the identified scenarios are converted to the OpenSCENARIO for-

mat. Due to the great benefits of the VAAFO approach, the developed but unrefined ADS 

can be directly tested on public roads. Even if there are three planners required by the 

VAAFO approach, the approach runs fluently on the available hardware as the perception is 

not duplicated.  

Since the primary goal is to evaluate the proposed approach and optimize the defined thresh-

old of the proposed criticality index if necessary, the developed ring buffer is deactivated in 

order to record the necessary data online all the time, including the object list, trajectory of 

each vAV instance, etc. The recorded data lasts for several minutes with an average driving 

speed of 100 km/h on the motorway. Importantly, the ring buffer is not deactivated during a 



6 Verification in Reality 

98 

normal operation of the VAAFO approach. With respect to the validation of the functionality 

of the ring buffer, it can be done in the post-processing phase with the recorded data. After 

the test drive, the data is available and analyzed in the following subchapters. 

  

Figure 6-5: The camera images from a wide angle camera (left) and a stereo camera (right).  

 

Figure 6-6: The observation of the trajectories of the IiC and vAV instances during the driving. 

6.3.1 Triggers Demonstration 

In the subchapter 3.3, four triggers in equation (3.13) - (3.16) are defined. It is necessary to 

show how these triggers change during the running of the VAAFO approach in reality. A 

scenario with a truck, whose state is estimated falsely, is taken as an example to show the 

four triggers. The Figure 6-7 illustrates an example during the driving. As is obvious in the 

figure, an incorrect state is estimated for the preceding truck. The state with a wrong orien-

tation is then given to the decision module. Since the Frenet coordinate system is applied to 

describe the position of each object, it is easy to determine in which lane an object locates. 

As a result, the behavior planer considers the truck as a static object in the same lane as the 
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vAV instances, since there is no velocity in the driving direction even if the absolute esti-

mated velocity is correct. Hence, the vAV instances have to decelerate or evade. During the 

observed period, the truck has a wrong estimated orientation for three times. In the remaining 

time, the truck is always tracked correctly as shown in Figure 6-8.  

 

Figure 6-7: An example of an incorrect estimated dimension and orientation of the preceding truck.  

 

Figure 6-8: An example of a correct estimation of the state of the preceding truck. 

Since the working principle of the criticality index 𝐶𝑎 has been introduced elaborately in 

chapter 5, only the final calculated results of 𝐶𝑎 are presented. Figure 6-9 shows the chang-

ing of the triggers in equation (3.15) and (3.16) during the observed period. By observing 
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the tracking results, there are in total of three times that the truck has an incorrect estimated 

orientation in this period. Correspondingly, three jumps of 𝐶𝑎 are shown in Figure 6-9. In 

the observed period, the evasion maneuver is preferred to braking. In particular, each jump 

is reflected by different vAV instances, i.e., the perception errors can be discovered by dif-

ferent vAV instances. Even if one or two vAV instances miss the opportunity to find errors 

due to the different states result from the birth cycle parameter, the errors could still be found 

by other instances. Thus, the coverage of critical situations is enlarged by using three 

instances.  

Figure 6-9: The criticality indexes of the three vAV instances during the observed period. 

With respect to the triggers in equation (3.13) and (3.14), the Figure 6-10 is utilized to show 

the change in the criticality index. As is obvious in this figure, large ∆𝐶𝑎 are exhibited at the 

time steps, which correspond with the time steps of the jumps of 𝐶𝑎. Nevertheless, it does 

not indicate that the 𝐶𝑎 and the ∆𝐶𝑎 have the same performance in identifying the critical 

situations, and thus one of them is redundant. Conversely, they should work together since 

they have different strengths in different situations, e.g., the 𝐶𝑎 would be low in the case of 

a FP object, especially if the FP object exists for several time steps, since the vAV instances 

could react to it and take corresponding actions. Thus, the trigger may not be activated by 

𝐶𝑎 but by the ∆𝐶𝑎, since 𝐶𝑎 changes sharply when the FP object disappears suddenly. Even 

for a same critical scenario, which both 𝐶𝑎 and ∆𝐶𝑎 have detected, could be missed by one 

of them due to their predefined thresholds, i.e., the calculated 𝐶𝑎 or ∆𝐶𝑎 does not exceed its 
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own threshold. The possibility to save critical scenarios that both 𝐶𝑎 and ∆𝐶𝑎 are used cor-

porately is increased, since different thresholds for 𝐶𝑎 and ∆𝐶𝑎 can be defined. More discus-

sion about their differences can be found in the subchapter 3.3.3.  

Based on the above analysis, it can be found that the triggers could be activated approxi-

mately simultaneously in a scenario when overseeing the time period from 8 s – 13 s. There-

fore, a special ring buffer is necessary in order to save the same critical scenario for only 

once, e.g., the activation of other triggers is ignored for a specified period if one trigger is 

already activated. The designed ring buffer in the subchapter 3.4 has met exactly this re-

quirement. The triggers are ignored for 6 s if one trigger has been activated. The data in the 

ring buffer is saved when the time length of the data is fulfilled. From the analysis of the 

results, it can prove that the ring buffer is reasonable designed. 

Figure 6-10: The changes in the criticality indexes of the three vAV instances. 

6.4 Uncertainties Reduction 

In the simulation, critical scenarios are established intentionally. However, it is unclear 

whether a scenario is actually critical or not when verifying of the approach in reality. In 

order to evaluate the performance of the triggers, the comparison with one another existing 

criticality metric would be helpful. Additionally, the uncertainties in the environmental rep-

resentation should be eliminated, so that the sources of error can be distinguished, i.e., 
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whether an error comes from the perception or from the planning could be determined. Con-

sequently, the coverage degree of the VAAFO approach can be derived if the defined criti-

cality index 𝐶𝑎 is used. Notably, any other types of trigger, such as a machine-learning based 

trigger, can be applied in the VAAFO framework as well. For instance, an image with spe-

cific features can be identified by a trigger, which is trained beforehand and implemented in 

this framework afterwards. Therefore, the trigger could be replaced according to the demand, 

i.e., the trigger has great influences on the coverage of the VAAFO approach.  

6.4.1 Labeling 

To reduce of uncertainties in the environmental representation, the labeling method is se-

lected. By labeling the point clouds, the ground truth can be obtained. The position, the ori-

entation and the dimension of an object can be labeled manually at each time step, which is 

rather time consuming with 10 Hz from the lidar. Consequently, an interpolation is per-

formed to accelerate the labeling. During the annotation, the Region of Interest (RoI) of 

several key frames have to be labeled manually. The cuboid RoIs between the previous la-

beled frames are estimated by interpolating the labeled RoI across the time interval. The 

interpolated frames can be corrected manually if necessary. In particular, the retrospective 

post-processing is used to obtain a more accurate dimension. The dimension of an object is 

determined when more point clouds of an object are available, since more point clouds are 

better to estimate the dimension. By applying this method to other objects through the entire 

recorded data, the position, orientation and dimension of all objects are obtained. However, 

the velocity cannot be acquired by the labeling, but is essential to calculate one another crit-

icality metric such as TTC. Even though the radar can provide a very accurate velocity in-

formation, it does not completely cover the surrounding of the subject vehicle. Consequently, 

a differentiation method is applied to supplement the ground truth. With respect to the dif-

ferentiation, a Savitzky-Golay filter with polynomial 3 and window length of 11 is used. 

The estimated velocity by the differentiation and the velocity from the radar are compared 

in Figure 6-11. The dotted light gray line denotes the derivation of the position of a labeled 

object, which is selected randomly. Without filtering, the velocity varies very strongly and 

cannot be used directly. The filtered velocity and the velocity from the radar are illustrated 

with the solid black line and the dark gray line with star, respectively. As is obvious in Figure 

6-11(a), the filtered velocity of the object coincides with the velocity from the radar very 

well. It proves that the filtered velocity has a very high accuracy with a maximum deviation 

of 1 m/s compared to the radar measured velocity, as illustrated in Figure 6-11(b). The high 

accuracy of the filtered velocity is further proved when comparing it with the velocity from 

the lidar tracking, since the lidar cannot measure velocity directly, but the velocity is esti-

mated by tracking. Due to the high accuracy, the velocity estimated by filtering the derivative 

of the labeled position is finally applied to each object. Consequently, the velocities of the 

labeled objects are obtained. 
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Figure 6-11: (a) Comparison of the velocities of an object from different approaches. (b) Velocity 

deviations between the filtered velocity and the velocity from the radar tracking. 

Additionally, each object is assigned a unique ID during the labeling. The labeling process 

is illustrated in Figure 6-12. By observing the point clouds, a bounding box is created for 

each object. Different classes are marked with different colors. In the figure, the green de-

notes passenger cars, while the purple represents trucks. It is worth to mention that the di-

mension of a truck in Figure 6-12 is incorrect due to too few point clouds. However, a well 

estimated dimension of this truck is acquired by using the retrospective post-processing. The 

Figure 6-13 shows the corresponding labeled objects with known position, orientation and 

dimension. The velocity obtained by the Savitzky-Golay filter is drawn above each labeled 

object. As a result, all objects distributed on the four lanes from Darmstadt to Langen are 

accessible in the entire recorded data. This acquired information is then utilized for the cal-

culation of the one another criticality metric. 

 

Figure 6-12: An example to illustrate the labeling process of the point clouds. 
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Figure 6-13: The labeled results of the objects at one time step.  

6.5 Results Analysis 

There are mainly two goals in the data analysis. The first goal is to analyze how the criticality 

index 𝐶𝑎 changes online. The second goal is to compare the 𝐶𝑎 with one another existing 

criticality metric. In the studied cases, TTC is selected as mentioned in subchapter 4.2.2. In 

that subchapter, four terms to classify the scenarios are defined to express explicitly the per-

formance of 𝐶𝑎. They are FP scenarios, FN scenarios, TP scenarios and TN scenarios, re-

spectively. Since the four terms are utilized frequently in this chapter, their definitions are 

explained again.  

 A TP scenario; a critical scenario is identified by 𝐶𝑎 as well.  

 A FP scenario; an actual uncritical scenario is falsely rated as critical by 𝐶𝑎.  

 A FN scenario; a critical scenario is missed by 𝐶𝑎.  

 A TN scenario; an uncritical scenario is also not triggered by 𝐶𝑎.  

In the subchapter 6.3.1, the four triggers are demonstrated during the driving. Since all the 

four triggers use the same criticality index, the new criticality index is the focus and analyzed 

in detail in this subchapter. In addition, inverse TTC (iTTC) is utilized instead of TTC, since 

TTC reaches infinite when the relative velocity 𝑣diff,𝑥 is zero. 𝑑𝑥 is the relative distance in 

the driving direction. The iTTC is expressed by 

𝑖𝑡tc =
𝑣diff,𝑥
𝑑𝑥

 (6.2) 

6.5.1 Evaluation of the Criticality Index 

In the recorded data, the states of the vAV instances and IiC at each time step are available. 

In the post-processing phase, their decisions can be assessed again by iTTC in the ground 

truth environment in order to determine whether their decisions are safe in the driving direc-

tion. The results can then be used to assess the criticality index 𝐶𝑎, i.e., if an unsafe decision 

is found, it should also be discovered by 𝐶𝑎 if the new criticality index works. The calculated 
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iTTC values of the IiC and vAV instances are illustrated in Figure 6-14. The interval between 

two vertical dotted lines represents the lifetime of an instance. As is obvious in the figure, 

the iTTC of the IiC is rather low during the driving, since the driver is defensive and keeps 

a large time gap with the preceding vehicle. As a result, the iTTC values of the vAV instances 

decrease by each reset. The 𝑖𝑡tc,max values of all vAV instances are lower than 0.5 s-1. It 

infers that the decisions of the vAV instances are highly likely safe in the longitudinal direc-

tion, since no perception errors exist in the ground truth environment. However, small in-

creases in the iTTC values of the vAV instances can be found. The reason is that the vAV 

instances accelerate and try to achieve the predefined cruised speed after a reset, i.e., the 

vAV instances have not yet entered the adaptive cruise mode and the preceding object is first 

not considered. If the transition condition to the adaptive cruise mode is met, the preceding 

object affects the decisions of the vAV instances. As a result, the lane changing or the decel-

eration maneuver is motivated. Therefore, the iTTC value increases from a reset and then 

decreases if the lifetime is not yet over. In contrast, if the lane change mode is activated, the 

iTTC values increase further until a vAV enters the adjacent lane. Generally, the vAV in-

stances behave a little more dynamically than the human driver.    

 

Figure 6-14: The calculated iTTC values of the IiC and vAV instances in the labeled envi-

ronment.   

Different from the iTTC, which is calculated offline in the labeled environment, the 𝐶𝑎 is 

calculated online. The results of 𝐶𝑎 are shown in Figure 6-15. 𝐶𝑎
∗ is used in this figure under 

consideration of the sign. As is obvious in this figure, there are several jumps of 𝐶𝑎
∗ during 

the driving. Notably, the IiC and the vAV instances have jumps simultaneously at several 
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time steps, which are depicted by gray areas. This indicates that there are perception errors 

since the IiC and the vAV instances utilize the same environmental representation to calcu-

late their 𝐶𝑎
∗ values online, i.e., a FP object could result in large 𝐶𝑎

∗ values of the IiC and 

vAVs simultaneously, since the same state of the object is applied to calculate the 𝐶𝑎
∗ of the 

IiC and vAVs. Based on this characteristics, the reason of some jumps of 𝐶𝑎
∗ can be classified 

as the uncertainties in the perception. The scenarios, in which not all instances have jumps, 

should be further studied. These jumps are caused by the uncertainties in the perception or 

the unsafe lateral decisions, since the longitudinal decisions of vAV instances are uncritical 

based on the results of iTTC, and the proposed 𝐶𝑎 is able to theoretically also identify the 

unsafe lateral decisions. The unsafe lateral decisions could be, for example, a vAV changes 

the lane without considering the rear left object.  

 

Figure 6-15: The criticality indexes of the IiC and vAV instances in the field operation. Gray areas 

denote that the IiC and vAV instances have jumps simultaneously.  

The jumps of 𝐶𝑎
∗, which cannot be explained intuitively, are further analyzed by a close look 

of the perception results and camera images. The results are summarized in Table 6-1. The 

scenarios, in which the absolute values of 𝐶𝑎
∗ are lower than 3 m/s2, are not taken into account 

in the table, since they represent probably the normal maneuvers of vAV instances during 

the driving. The threshold of 𝐶𝑎 cannot be too low. Otherwise, many FP scenarios are trig-

gered to save, i.e., the scenarios are uncritical but saved by mistake. In addition, ±20 m/s2 

is defined as the limit of 𝐶𝑎
∗ for a better illustration, since values larger than that have nearly 
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the same meaning of a rather critical situation. If more than one vAV have jumps of 𝐶𝑎
∗ sim-

ultaneously, the maximum absolute value among them is selected because it is sufficient to 

activate the trigger only once for the same scenario. 

As can be seen in Table 6-1, those jumps are actually caused by perception errors. Due to 

the birth cycle parameter, vAV instances have different decisions and thus have different 

states. As a result, only some of the instances have discovered these scenarios with percep-

tion errors when observing their 𝐶𝑎 values, i.e., critical scenarios can be discovered by dif-

ferent vAV instances. For example, only the vAV2 has a large 𝐶𝑎 value at time step 32.16 s 

in Figure 6-15, other vAV instances have missed this critical situation. In other words, the 

coverage of critical scenarios is enlarged by using multiple instances. One or two vAV in-

stances have low 𝐶𝑎 in a critical scenario, the remaining vAV instances may have large 𝐶𝑎. 

As a result, the critical situation could still be discovered. In addition, vAV instances have 

different optimal maneuvers to avoid or mitigate a collision in different situations, e.g., the 

vAV2 has a large negative 𝐶𝑎
∗ at time step 32.16 s, which infers that a braking maneuver is 

better than an evasion in this situation, since the vAV is too close to a FP object.  

Table 6-1: The analysis of the scenarios in which not all instances have simultaneous jumps of the 

criticality index. 

Time (s) Extreme value of 𝑪𝒂
∗  (m/s2) Subject vehicle Reason 

27.88 3.33 vAV1 A static FP object 

32.16 -20 vAV2 A static FP object 

72.96 3.05 vAV1 A static FP object 

Additionally, it is necessary to calculate the 𝐶𝑎 values of the IiC, since it can be used to 

identify the perception errors. In the recorded data, if the IiC and vAVs have jumps of 𝐶𝑎 

simultaneously, a perception error can be concluded, since other objects behave safely and 

the same environmental representation is used to calculate 𝐶𝑎  of IiC and vAV instances. 

However, it is not difficult to image that the vAV instances may decelerate or change the 

lane in the case of a FP object, while the IiC keeps driving. Consequently, they do not have 

a jump of 𝐶𝑎 simultaneously, and the vAV instances would miss this perception error but the 

IiC catches it. Therefore, it is also meaningful to online evaluate the safety of the IiC using 

the criticality index 𝐶𝑎. 

Additionally, it demonstrates that the special designed ring buffer is appropriate, since a crit-

ical scenario can be discovered by more than one instances within a very short time period, 

e.g. the critical situation around 129 s. With the help of the designed ring buffer, this critical 

scenario is saved only once, so that the duplicate saving of the scenario could be avoided. 

Last but not least, the threshold of 𝐶𝑎 should be carefully designed. Even if the situations are 

proved to have perception errors with a maximum 𝐶𝑎 of around 3 m/s2, those errors are prob-

ably irrelevant for the vAV, e.g., a FP object is far away from a vAV. With a lower threshold, 
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some uncritical scenarios are saved, which are actually useless for the verification and vali-

dation of AD. Those low 𝐶𝑎 values could result from, e.g. a normal braking or an irrelevant 

error in the scenarios. More data would be helpful to find a better threshold.  

6.5.2 Evaluation of the Criticality Index against iTTC 

The above analysis demonstrates the online performance of the proposed criticality index 

𝐶𝑎. Several conclusions are made based on the recorded data. However, it is unclear whether 

the 𝐶𝑎 is actually better for the application of the VAAFO approach compared to other criti-

cality metrics. Therefore, it is necessary to evaluate its performance against other criticality 

metrics. With respect to the comparison object, iTTC is chosen. The reasons to determine 

the thresholds for maximum iTTC are discussed in subchapter 4.2.2.  

 A situation is not critical, when the maximum iTTC value is lower than 1 s-1.  

 A situation is critical, when the maximum iTTC value is larger than 5 s-1, as discussed 

in subchapter 4.2.2. 

 It is unclear whether a situation is critical or not when the maximum iTTC value is 

between 1 s-1 and 5 s-1, since different people may have different opinions if the value 

of the maximum iTTC value falls into this range.  

 

Figure 6-16: The maximum criticality index against the maximum iTTC of the four instances under 

the same scenarios in the recorded data. 
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Different from the subchapter 6.5.1, the iTTC is calculated online in this time. In order to 

compare the 𝐶𝑎 with the iTTC, the maximum 𝐶𝑎 and the maximum iTTC of the four in-

stances (three vAV instances plus IiC) under a same scenario are calculated. The calculated 

results in all scenarios in the recorded data are illustrated in Figure 6-16. The horizontal axis 

denotes the maximum iTTC values of an instance in the scenarios of the recorded data, while 

the vertical axis represents the corresponding maximum 𝐶𝑎. 6 m/s2 is drawn with horizontal 

dotted line in the figure. Three different areas are defined according to the thresholds of the 

maximum iTTC. The negative extreme values of 𝐶𝑎
∗ are illustrated with red points. 

As is obvious in Figure 6-16, Large maximum 𝐶𝑎 of vAV2 and vAV3 corresponds with large 

maximum iTTC apparently. It infers that a scenario, which is assessed as critical by maxi-

mum iTTC, is also categorized as critical by 𝐶𝑎. For example, the maximum iTTC of vAV2 

reaches 36.17 s−1 in a scenario. In the same scenario, an impossible required deceleration is 

also shown. It infers that this scenario is truly rather critical and discovered by both criticality 

metrics. By a close look at the perception results, a sudden appeared FP object is the reason. 

The 𝐶𝑎 value of the vAV2 at the time step 32.16 s in Figure 6-15 has reflected this perception 

error as well. Meanwhile, no scenarios, which have large maximum iTTC values, have low 

maximum 𝐶𝑎 values. Consequently, the TP scenarios are identified successfully, while no 

FN scenarios exist. Additionally, it is apparent that the maximum 𝐶𝑎 values are in line with 

maximum iTTC values in small value areas as well, e.g., the maximum iTTC of most sce-

narios are smaller than 1 s−1, which indicates that those scenarios are likely uncritical. The 

maximum 𝐶𝑎 in those scenarios are also small and distributed within the horizontal dotted 

lines. Therefore, TN scenarios are classified correctly by 𝐶𝑎.  

Table 6-2: Analysis of the outliers that belong to the unknown area of the maximum iTTC. 

Time (s) Max 𝑪𝒂 (m/s2) Max iTTC (s-1) Subject vehicle Reason 

27.88 3.33 1.05 vAV1 A static FP object 

53.55 6.62 1.31 vAV1 A static FP object 

75.76 5.56 1.26 vAV1 A static FP object 

98.13 5.67 1.25 vAV2 A static FP object 

129.22 20 3.22 vAV2 A static FP object 

However, there are some outliers, as shown in Figure 6-16, whose maximum iTTC values 

fall into the unknown area, i.e., it is difficult to judge whether they are actually critical or not 

according to their maximum iTTC values. Such outliers can be found obviously in vAV1 

and vAV2. Some of them have even very large 𝐶𝑎 but small maximum iTTC, e.g., the max-

imum 𝐶𝑎 of vAV2 has reached the defined limit at time step 129.22 s, while the maximum 

iTTC is 3.22 s-1. Hence, the question should be answered whether these scenarios in which 

the outliers appear, are FP scenarios or TP scenarios. To figure out the reasons, the recorded 

data are elaborately analyzed. The reasons of those outliers are presented in Table 6-2. From 

this table, it can be concluded that 𝐶𝑎 can identify perception errors better than the iTTC, 
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since those outliers with large maximum 𝐶𝑎 but low maximum iTTC are actually caused by 

perception errors, i.e., 𝐶𝑎 is more sensitive to the perception errors. Each error is reflected 

by a jump of 𝐶𝑎. It demonstrates that the defined trigger 𝐶𝑎 is more suitable for the safety 

evaluation of AVs online. Additionally, it indicates that the perception of the SuT should be 

improved due to too many FP objects. 

 

Figure 6-17: A scenario with a FP object during the driving. 

 

Figure 6-18: A snapshot of the scenario in which a FP object disappears. 

Figure 6-17 illustrates one example of the outliers, which describes a FP object in a scenario. 

Due to the front FP object that locates in the same lane as the vAVs, the vAVs receive lane 
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change mode from the behavior planner. Thus, the lane changing trajectories are planned in 

the current situation, as denoted by the green lines. This scenario with a FP object occurs at 

time step 129.22 s and is first discovered by the vAV2. After a while, the FP object disappears 

as illustrated in Figure 6-18. The criticality index 𝐶𝑎 and the iTTC in this scenario are ana-

lyzed in detail to investigate their common characteristics and the special aspects of the 𝐶𝑎. 

Subsequently, it is possible to derive the advantages of 𝐶𝑎 compared to iTTC, and obtain 

more knowledge about the application of 𝐶𝑎. 

 

Figure 6-19: Analysis of the criticality index and iTTC at time step around 129 s to illustrate the 

characteristic of the proposed criticality index. 

The maximum 𝐶𝑎 and maximum iTTC of a scenario are reached simultaneously in most 

cases. Nevertheless, when the 𝐶𝑎 and iTTC from time step 126 s to 132 s are studied in 

detail, the time offsets between the peak values of 𝐶𝑎 and iTTC are obvious in vAV2 and 

vAV3, as illustrated in Figure 6-19. Therefore, it should be discussed when the peak values 

of 𝐶𝑎 and iTTC arrive at the same time step and when their peak values have a time offset. 

If the preceding object does not accelerate or decelerate, e.g. a static FP object, thus the 

equation (3.17) and (3.18) can be simplified as 

𝐷req,D(𝑡) =
𝑣diff,𝑥
2 (𝑡)

2𝑑𝑥(𝑡)
 (6.3) 

𝑎req,eva(𝑡) = 2|𝑦eva(𝑡)/𝑡tc,e
2 (𝑡)| (6.4) 

With 𝐷obj = 0 and  𝑣𝑦 = 0 if a vAV is not ready to change the lane. 
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With respect to the 𝑡tc,e(𝑡), it is the enhanced TTC and the deceleration of the preceding 

object is taken into account. In order to compare the 𝑎req,eva(𝑡) with the 𝐷req,D(𝑡), the en-

hanced TTC and TTC are first discussed. The equation (3.20) can be reformulated as  

𝑡tc,e
2 (𝑡)𝐷rel(𝑡)

𝑣diff,𝑥(𝑡)
+ 2𝑡tc,e(𝑡) =

2𝑑𝑥(𝑡)

𝑣diff,𝑥(𝑡)
 (6.5) 

With 𝐷rel ≠ 0 and 𝑣diff,𝑥 ≠ 0. The right side of the equation (6.5) represent two times of 

𝑡tc(𝑡) = 𝑑𝑥(𝑡) 𝑣diff,𝑥(𝑡)⁄ . Negative values of TTC are ignored. Therefore, the following four 

conditions decide the numerical relationship between the enhanced TTC 𝑡tc,e and TTC 𝑡tc. 

𝑡tc,e(𝑡) < 𝑡tc(𝑡), if 𝐷rel  and 𝑣diff,𝑥 have the same sign. (6.6) 

𝑡tc,e(𝑡) > 𝑡tc(𝑡), if 𝐷rel  and 𝑣diff,𝑥 have the different signs. (6.7) 

𝑡tc,e(𝑡) = 𝑡tc(𝑡), if 𝐷rel = 0 (6.8) 

If a vAV has not yet began to decelerate, i.e. 𝐷rel = 0, thus the equation (6.4) can be rewrit-

ten as  

𝑎req,eva(𝑡) = 2|𝑦eva(𝑡)|𝑣diff,𝑥
2 (𝑡)/𝑑𝑥

2(𝑡) (6.9) 

Comparing the equation (6.3) and (6.9), it can be found that 

If 𝑑𝑥(𝑡) ≥ 4|𝑦eva(𝑡)|, then 𝐷req,D ≥ 𝑎req,eva, otherwise 𝐷req,D < 𝑎req,eva (6.10) 

Conversely, if the vAV decelerates stronger than the preceding object (𝐷rel(𝑡) < 0 ) and 

𝑣diff,𝑥(𝑡) > 0, the enhanced TTC 𝑡tc,e(𝑡) is thus larger than 𝑡tc(𝑡). Thus, 

𝑎req,eva(𝑡) ≤
2|𝑦eva(𝑡)|𝑣diff,𝑥

2 (𝑡)

𝑑𝑥2(𝑡)
= 4|𝑦eva(𝑡)|

𝐷req,D(𝑡)

𝑑𝑥(𝑡)
 (6.11) 

Therefore, if 𝑑𝑥(𝑡) ≥ 4|𝑦eva(𝑡)|,  𝑎req,eva(𝑡) is still lower than the value of 𝐷req,D(𝑡). Fi-

nally, it can be concluded that an evasion maneuver is always a better choice compared to 

the braking maneuver as long as the 𝑑𝑥(𝑡) ≥ 4|𝑦eva(𝑡)| and 𝐷rel ≤ 0. Thus, the 𝐶𝑎
∗ is always 

positive at the beginning with respect to a FP object, since the 𝐶𝑎
∗ equals to 𝑎req,eva accord-

ing to the equation (3.23). The following two situations are discussed to explain why the 𝐶𝑎
∗ 

reaches its peak earlier than iTTC and why the 𝐶𝑎
∗ is negative at some time steps. 

Situation one: 𝑑𝑥(𝑡)  ≥ 4|𝑦eva(𝑡)| and 𝐷rel = 0. Thus, the 𝑡tc,e(𝑡) equals to 𝑡tc(𝑡). As a re-

sult, when the iTTC reaches its peak, the enhanced TTC reaches its peak as well. According 

to equation (6.4), the 𝑎req,eva depends only on the enhanced TTC, since the 𝑦eva will not 

change if the vAV does not prepare to change the lane. Thus, it will reach the maximum 

value at the same time as the iTTC. Hence, it can be seen in Figure 6-19 that the 𝐶𝑎
∗ and 

iTTC of the IiC and vAV1 reach their peaks simultaneously.  

Situation two: when the vAVs approach further the FP object, the evasion maneuver is still 

preferred. Therefore, the vAV2 and vAV3 have initial positive 𝐶𝑎
∗. Afterwards, the FP object 

is too close to the vAV instances, thus 𝑑𝑥  ≥ 4|𝑦eva| is no longer fulfilled. The 𝑎req,eva is so 
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large that the braking maneuver is chosen. As a result, the better maneuver changes suddenly 

from evasion to braking according to the equation (6.10) since negative 𝐶𝑎
∗ can been seen in 

vAV2 and vAV3. Additionally, a small time offset can be found in vAV2 and vAV3 when 

comparing the positive maximum value of 𝐶𝑎
∗

 with the positive maximum value of iTTC. 

This is because the equation (6.4) takes the relative deceleration into account, while the iTTC 

considers no relative deceleration rather only the relative velocity. Due to an integral rela-

tionship, the deceleration-based criticality index could identify a critical situation earlier. 

Due to a reset of vAV2, it has then a second small peak at the same time step as the IiC. 

Based on the above analyzed results, some special characteristics of the 𝐶𝑎 are obtained. It 

can be conclude that the 𝐶𝑎 is superior to the maximum iTTC in identifying the errors in 

AVs. The maximum iTTC becomes large when a scenario is already rather critical, while the 

𝐶𝑎 can reflect the criticality of a situation earlier. Even though they could reach the peak 

values simultaneously at some situations, the 𝐶𝑎 has apparent large value. For example, the 

maximum value of iTTC of vAV1 in Figure 6-19 is about 3.2 s-1, which will be regarded as 

uncritical if the threshold 5 s-1 is taken. However, the maximum value of 𝐶𝑎 has already 

reached 20 m/s2, and the situation is classified as critical if a threshold 6 m/s2 is applied. 

Some critical situations are even missed by the maximum iTTC. Therefore, the maximum 

iTTC is not appropriate for identifying critical scenarios online. In contrast, the 𝐶𝑎 is capable 

of discovering more perception errors. Each FP object can be reflected by 𝐶𝑎. However, 

some perception errors are found with small values of 𝐶𝑎. In order to not save any uncritical 

scenarios, the threshold should not be too low. More data would bring benefit to determine 

a better threshold. In addition, the evasion maneuver is always a prior choice if the vAV is 

far away from the preceding object. When the relative distance is small, the braking maneu-

ver is better. Furthermore, the 𝐶𝑎 of all four instances are all rather large within a very short 

time interval, as can be seen in Figure 6-19, which infers that the designed ring buffer with 

an ignoring period of the triggers is rather reasonable. 

6.6 Summary 

In this chapter, the basic required components for the implementation of the VAAFO ap-

proach in reality are first presented. The test platform is introduced and the location of each 

sensor is illustrated. A long range radar and a 32-layer lidar are utilized for the perception. 

An ADMA-RTK is used for the localization. The lidar tracking algorithm is introduced and 

implemented. Afterwards, the radar and lidar are fused by the Bayesian approach based on 

a high-level fusion architecture. The map as an essential part for the trajectory planning is 

created by cameras and the ADMA. The B-spline curve is used to fit the collected discrete 

points due to some missing points and outliers. Finally, the map is obtained and stored as an 

OpenDRIVE format. Additionally, the map is loaded into the ROS platform for the trajectory 

planning. Then, the entire SuT for the vAV instances is introduced. Finally, the VAAFO ap-

proach is teste online, and the data is collected during the driving from Darmstadt to Langen. 
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To determine the sources of the error, the uncertainties in the perception are reduced to eval-

uate the decisions of the vAV instances again by one another criticality metric. Several pos-

sible approaches to reduce the uncertainties are presented and compared. The labeling ap-

proach is finally selected, since it provides the most accurate results. With respect to the 

evaluation of the triggers, the online calculated criticality index 𝐶𝑎 is analyzed. Its perfor-

mance is further demonstrated against the iTTC. Finally, several conclusions are obtained. 

The coverage of critical scenarios is enlarged by using multiple vAV instances. The calcula-

tion of the 𝐶𝑎 of the IiC is helpful to determine the source of errors. In addition, the 𝐶𝑎 can 

identify errors of AVs better than the maximum iTTC. Based on these derived conclusions, 

the coverage degree of the VAAFO approach is discussed in the next chapter.  
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7 Coverage Analysis and Discussion 

The technical details of the VAAFO approach are presented in the above chapters. Since the 

aim of the VAAFO approach is to support the safety validation of AD, it is necessary to 

discuss to what extent it can help address the current challenge of validating the safety of 

AD. In order to answer this question, three aspects are first analyzed. The first aspect is to 

study which part of an ADS can be tested and validated by the VAAFO approach. Only by 

figuring out this point, the application scope will be less ambiguous. The second aspect is to 

determine whether the approach is applicable to test all five levels of AVs. The third aspect 

deals with on the application timing of the VAAFO approach. The coverage can then be 

determined when the analysis of these three aspects are conducted. 

7.1 Coverage Analysis 

Aspect 1: which part of an ADS can be tested in the VAAFO framework? 

Normally, an ADS consists of sense, plan and act. The act is not included based on the work-

ing principle of the approach. According to the simulation results, the plan module of an 

ADS can be tested, since there is no perception error in the simulation. The different simu-

lation cases prove that the safety of a planning module in both longitudinal and lateral direc-

tion can be evaluated by the proposed criticality index. According to the test results in reality, 

the perception errors can also be identified. Moreover, the proposed criticality index can 

identify critical situations earlier than the maximum iTTC. Thus, it is more suitable for the 

online application. Additionally, it is more sensitive to errors. Therefore, both the perception 

and the plan modules of an ADS can be evaluated online by the criticality index. With the 

help of the framework, the probability of evaluating an ADS in different situations is in-

creased. Each instance has different states and may have different decisions under the same 

scenario. Thus, different actions of an ADS are assessed simultaneously, and a more inten-

sive testing compared to the conventional real-world testing is performed. Since the defined 

triggers focus on the decision level of an ADS, the perception and decision cannot be sepa-

rately evaluated. An error from the perception could also result in an unsafe decision. There-

fore, further analysis is required in order to determine the reasons.  

In addition, the SuT can be replaced by a FuT in the proposed framework if the test of a 

function is the task. By changing the triggers accordingly, a certain function can be evaluated 

silently in the real world. As a result, much real-world data regarding this function can be 

obtained. For instance, a motion prediction algorithm can be tested online by comparing the 

predicted trajectory with the actual trajectory of an object. A distance deviation-based trigger 

would be useful to evaluate the performance of the motion prediction algorithm. Another 
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example could be a machine learning-based algorithm for the image recognition. The esti-

mated class can be compared with the true class of an object, while the true class of an object 

can be obtained by online labeling. Thus, a judgment can be made whether the algorithm can 

recognize such object correctly. If a wrong estimation occurs, the data could be saved and 

utilized to train the algorithm again. Consequently, the machine learning-based algorithm 

could be improved gradually.  

Therefore, it depends on what should be tested. With respect to the function level, a ground 

truth is required to determine whether the FuT has the correct output. However, it may be 

difficult to obtain a ground truth at the system level. Thus, the criticality metrics would be 

an appropriate choice to evaluate the system. The proposed framework can be utilized to test 

both the perception and decision modules. Additionally, the machine learning-based algo-

rithms, which cannot be interpreted and are therefore difficult to approve, can also be tested 

safely online. 

Aspect 2: Which level of driving automation system can be tested using the VAAFO ap-

proach? 

The level 2 driving automation system has been released into the market, and the correspond-

ing test process for such level has been defined. The test and validation of ADS (at least level 

3) is a challenge currently as discussed in chapter 1. Therefore, the question to be discussed 

is whether an ADS can be tested using the VAAFO approach. Nowadays, a vehicle equipped 

with a level 2 driving automation system is not infrequently. With respect to a level 2 driving 

automation system, a driver performs the remaining dynamic driving task (DDT) that cannot 

be performed by the driving automation system. Thus, the IiC in this case is a driver assisted 

by a level 2 driving automation system. A level 3 driving automation system can be imple-

mented in the vehicle and tested silently if the on-board hardware supports for the operation 

of an ADS. Consequently, it can be proved whether the level 3 driving automation system 

can successfully monitor the operation design domain (ODD) limits or a system failure, and 

then issue a timely request to a driver. According to the announcement from Tesla, all Tesla 

cars are standard equipped with autopilot hardware since 2016.229  The autopilot is deac-

tivated if a customer does not purchase it. By using the already available hardware, the 

VAAFO approach provides the possibility to test an ADS in the real world without interven-

ing the normal driving of the IiC. As a result, much more experience about the performance 

of the ADS in the real world could be gained. The ADS can be tested and improved gradually 

based on the collected real data.  

If the IiC is a level 3 driving automation system, a level 4 driving automation system can be 

tested in the VAAFO framework. Since a driver has to overtake the vehicle completely if a 

DDT performance-relevant system failure occurs, it is rather meaningful to see whether the 

level 4 driving automation system can achieve a minimal risk condition by itself if it keeps 

going without the takeover of the driver. When it tries to achieve the minimal risk condition, 

                                                 

229 The Tesla Team: All Tesla Cars Being Produced Now Have Full Self-Driving Hardware (2021). 
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how it would do. These two questions could be answered with the help of the VAAFO ap-

proach, since the multiple vAV instances in the virtual world can continue to make decisions 

under the real conditions after a driver takes over the real vehicle. Thus, the decision results 

can be obtained, which are rather valuable for developing a level 4 driving automation sys-

tem, since it has to handle such DDT performance-relevant system failure by itself. Similarly, 

a level 5 driving automation system can be tested when the IiC is a level 4 driving automation 

system. With respect to a level 4 driving automation system, it is limited in an ODD, while 

there is no such restriction for a level 5 driving automation system. In the VAAFO frame-

work, the ODD does not have to be defined and monitored, since no additional risk is brought 

when a level 4 driving automation system is out of the ODD. Due to the principle of silent 

testing, the level 5 driving automation system is tested in the virtual world and can thus be 

tested outside of an ODD. Thus, the ODD can be gradually extended and there is no ODD 

any more at the end.  

Aspect 3: When is the right time to apply the VAAFO approach? 

In the development phase, an unrefined ADS or a porotype can be tested safely in the real 

world, as the developed ADS in this dissertation to demonstrate the VAAFO approach. The 

collected data in the real world would be more valuable to improve an ADS than the simu-

lation results. In the implementation phase, an updated or upgraded version can be tested in 

parallel. As a result, when any part of an ADS is modified, including but not limited to hard-

ware or software updates, the comparison with the current engaged version can be observed 

directly. Whether the updated or upgraded version outperforms the engaged version can thus 

be determined. Since it is possible to apply the VAAFO approach in each customer vehicle, 

it is not difficult to image that many benefits can be brought. For example, the test process 

is accelerated compared to the conventional real-world testing, since a safety driver is no 

longer necessary. The new relevant scenarios especially those previously unknown scenarios 

could be found, since different drivers experience different drive situations daily, so that the 

remaining unknown scenarios would be less and less with accumulated travel distances. As 

a result, the surprise indicated by Winner et al.230 can be gradually discovered, and the test 

catalog for safety certification of AVs can be supplemented. The inclusion of known critical 

scenarios in the test catalog makes the test catalog increase steadily, but the surprise per 

distance decreases, as shown in Figure 7-1. Subsequently, the remaining risk can be esti-

mated bases on certain critical assumptions. If the remaining risk is higher than an acceptable 

level, the VAAFO approach would be an effective way to reduce the remaining risk, since 

the required test kilometers is rather large in order to discover a surprise.  

In summary, an ADS that includes perception and planning can be tested and validated based 

on the VAAFO approach, regardless of which level of driving automation system the IiC is. 

                                                 

230 Winner, H. et al.: Validation and Introduction of Automated Driving (2018), p. 191. 
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Additionally, the VAAFO approach can play a major role in both the development and im-

plementation phase. Moreover, the surprises can be found by the accumulated travel dis-

tances to reduce the remaining risk. 

 

Figure 7-1: The number of surprises per distance covered.230  

Note: Reprinted by permission from [Springer Nature Customer Service Centre GmbH]: [Springer] 

[Automotive Systems Engineering II] [Validation and Introduction of Automated Driving, Hermann 

Winner, Walther Wachenfeld, Phillip Junietz] [Copyright] (2018) 

7.2 Limitations 

Despite the many advantages of the VAAFO approach, there are some shortcomings or lim-

itations that cannot be overlooked, which are discussed below. 

Limitation 1: An ADS cannot be tested in the action space that the IiC will not reach. 

Since the vAV instances do not exist in the real world, the interaction between the vAV in-

stances and the traffic participants is unidirectional, i.e., the vAV instances can react to the 

traffic participants, but the traffic participants do not react to the vAV instances. Thus, an 

open-loop problem exists in the virtual world. A complete elimination of such problem is 

impossible based on the current framework. Even though the behavior of the traffic partici-

pants behind a vAV can be simulated to close the loop, the meaning of the silent testing 

technique will lost to some extent, since an ADS is no longer tested in a real environmental 

representation. In the VAAFO approach, the open-loop problem is mitigated with the help 

of the short lifetime parameter, and only matters when a vAV has a considerable position 

deviation from the IiC, as discussed in subchapter 3.6.  However, the next reset will be con-

ducted soon if such a large position deviation occurs. As a result, the vAV can continue to be 

tested after a reset if it has the same action space as the IiC. Therefore, the open-loop itself 

is not a big problem. However, if a vAV has an action space that the IiC does not have, i.e., 

they have different reachable kinematic ranges. For instance, an ADS is designed in a very 

conservative way and always keeps a large time gap to a preceding vehicle. As a result, the 

vAV would be always behind the IiC, which would make the safety assessment of the vAV 
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unreliable in this case due to the permanent negative influences from the open-loop. There-

fore, the safety validation in the scenarios where the kinematics of a vAV are outside the 

range of the kinematics of an IiC should be performed using other approaches. The VAAFO 

approach is applicable in the scenarios where a vAV and an IiC have an overlapping action 

space. To mitigate this limitation, there are two possibilities. If an IiC is a human driver, the 

action space of IiC is enlarged when applying the approach in a fleet, since human drivers 

have different driving styles to some extent. If an IiC is a human driver assisted by a driving 

automation system, the overlapping action space is also enlarged as the action space of a 

driver is combined with that of a driving automation system. Another possible way is to limit 

the action space of an ADS that is out of the action space of an IiC. As a result, the overlapped 

action space can occur more frequently. This way is at least useful in the development phase 

to test certain functions of an ADS. 

Limitation 2: A new vAV instance is born without historical memory 

The historical memory, which denotes the information in the past, may be very crucial for 

some modules of an ADS. For instance, the long short-term memory (LSTM) is a very pop-

ular approach for motion prediction of tracked objects. In the LSTM, the historical infor-

mation of an object is essential in order to provide an accurate prediction. Luckily, the motion 

prediction belongs to the perception level, which will not be reset in the VAAFO approach. 

However, some planners may need the historical information as well. The Figure 7-2 shows 

an example. The subject vehicle wants to cut in the main road, while many traffic objects are 

driving on the main road. As a result, the subject vehicle must wait for an appropriate chance 

to cut in. With respect to a finite state machine (FSM)-based behavior planner, the subject 

vehicle will stuck in a state and has no chance to change to other states. However, with a 

more intelligent behavior planner, the parameters could be adjusted accordingly so that the 

subject vehicle would drive onto the main road. Regarding the parameters adjustment, the 

historical memory is essential since it is the basis for the optimization.  

 

Figure 7-2: An example to illustrate the essential of the historical memory. 



7 Coverage Analysis and Discussion 

120 

Limitation 3: not all errors can be identified by the proposed criticality index 

Since the information of the surrounding objects are required to calculate the proposed crit-

icality index, some other types of errors cannot be identified. For example, the subject vehi-

cle stops at the wrong stop line due to the inaccuracy of the map. Another example could be 

the cross of a red traffic light at an intersection without traffic participants. As a result, the 

subject vehicle violates the traffic rules. In these scenarios, there is no interaction with the 

surrounding moveable objects. Thus, the identification of such errors is impossible by the 

proposed criticality index. Even if the triggers can be adapted according to the FuT in the 

VAAFO framework, the triggers for some kinds of errors are rather difficult to design. The 

aforementioned two examples belong exactly to this category. 

7.3 Application Scope 

Considering the coverage analysis and the limitations, the application scope of the VAAFO 

approach can be derived. Generally, the current proposed framework can be utilized to test 

the perception and decision modules of an ADS. Thus, if the software is not well designed, 

i.e., unsafe decisions emerge even in some simple scenarios, such errors in the software can 

be discovered by the approach. Additionally, the VAAFO approach is the only currently 

available approach for online detection of FP-prone scenarios by observing the criticality 

index of IiC and vAV instances. Furthermore, a level higher driving automation system than 

the engaged version can always be tested under real conditions without any additional risks. 

However, it requires that the IiC and the SuT have an overlapping action space, and the 

decision module does not rely on the historical memory based on the current framework. In 

addition, the trigger can be adjusted easily according to the demand. Other approaches 

should be studied to identify the errors that cannot easily be formulized as triggers. 

 

Figure 7-3: The “dark matter” problem of scenarios232a. (Hermann Winner, Walther Wachenfeld, 

Phillip Junietz, 2016), reprinted with permission 
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With respect to the role of the VAAFO approach for the safety verification and validation of 

AD, it can be considered as an extension of the real-world testing. The ODD for testing AD 

is extended and the safety driver is replaced by a normal driver. In addition, it can be regarded 

as an augmented reality of the simulation-based approach, since the environmental represen-

tation comes from the reality. No modelling of the environment is necessary. The scenario-

based testing would be a promising approach for the verification and validation of AD.231  

However, the source of the scenarios is a problem. Winner et al.232b describe the source of 

the scenarios as a dark matter problem, since only the standard scenarios and the reported 

accident scenarios of AVs are known, as the red cycle illustrated in Figure 7-3. Other types 

of critical scenarios for AVs and their frequency stay in the dark area. Even though the real-

world testing is a possible way to figure out the dark matter problem, its application is limited 

due to the slow testing process. Some unknown scenarios still exist.  

 

Figure 7-4: The relationship between known safe, known unsafe, unknown safe and unknown unsafe 

scenarios. 

The dark matter can be further divided into unknown safe scenarios and unknown unsafe 

scenarios, as shown in Figure 7-4. Some of the unknown unsafe scenarios are already dis-

covered by the current real-world testing or proving ground testing, and turned into know 

unsafe scenarios. Based on the known unsafe scenarios and the known safe scenarios, the 

generation and variation of scenarios for the scenario-based testing can be performed, i.e., 

prior knowledge is essential for the creation of scenarios when using the scenario-based test-

ing. Therefore, the discovery of unknown unsafe scenarios serves as a very important source 

for the scenario-based testing. The unknown safe scenarios are of little interest, since an AV 

                                                 

231 Neurohr, C. et al.: Fundamental considerations around scenario-based testing for automated driving (2020). 

232 Winner, H. et al.: (How) Can safety of automated driving be validated? (2016).a: -; b: p. 15. 
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could handle with the scenarios safely even the scenarios are unknown. In contrast, the un-

known unsafe scenarios have a top priority. They include scenarios that have not been ac-

counted for and scenarios that have not been identified.233 They are the key scenarios that 

should be found and minimized. At this point, the VAAFO approach can contribute to find 

these unknown unsafe scenarios, since a lot of data can be obtained based on its principle. 

Therefore, the VAAFO framework can serve as an approach to find the relevant scenarios. 

Then, the scenario-based approach can be applied to generate more general and similar rel-

evant scenarios. In the author’s view, this combination is a promising way toward a safe AV.  

The application of the VAAFO approach in collision avoidance systems (CASs) is worth to 

mention as well. Such system does not belong to the SAE levels of automation but is an 

essential part. The data of such system is usually available when an accident happens. If the 

driver or the CAS brakes sufficiently, no data would be obtained. The VAAFO approach 

provides a new way to acquire the data of such system without facing a real accident.  

7.4 Summary 

In this chapter, the potential contributions of the VAAFO approach for the safety verification 

and validation of AD is discussed. Its coverage is first analyzed. Principally, the approach is 

suitable for different levels of driving automation systems, and can be utilized to test the 

perception and decision modules. Then, the current existing limitations of the approach are 

presented. Based on the limitations and coverage analysis, the final application scope of the 

approach is derived. The approach can be combined with the scenario-based testing. The 

unknown unsafe scenarios could be minimized by the approach. The discovered scenarios 

can then be utilized as basic scenarios for generating more relevant scenarios. As a result, 

AVs can be improved and should be able to handle more scenarios. So, their functional 

boundaries will be gradually extended. Additionally, the approach is applicable to the sys-

tems of an AV with high test risks. The valuable data of those systems can be obtained with-

out suffering from any additional risks in the VAAFO framework. Based on the derived ap-

plication scope, the contribution of the VAAFO approach becomes clear, which could ease 

the current challenge of releasing AVs. With respect to the presented limitations, some pos-

sible methods to reduce or even eliminate them are introduced in the outlook and can be 

further studied to expand the application scope of the VAAFO approach. 

                                                 

233 Hejase, M. et al.: A Validation Methodology for the Minimization of Unknown Unknowns (2020). 
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8 Conclusion and Outlook 

8.1 Conclusion 

The VAAFO approach as a new method for the safety verification and validation of AD is 

studied elaborately in this dissertation. The framework is established and the work flow is 

presented. Importantly, the VAAFO approach with all its essential components has been de-

veloped and implemented for the first time, and thus a first proof-of-concept of the silent 

testing with multiple instances has taken place. During the development of the VAAFO ap-

proach, some conclusions are drawn: 

Firstly, a valid environmental representation to test vAV instances in the virtual world can 

be generated by a coordinate transformation and the two key parameters. With respect to the 

coordinate transformation, two different approaches for estimating the yaw acceleration are 

presented and compared. The real tests are carried out to validate the transformed results. 

Compared to the ground truth, it demonstrates that by predicting the data points for a half 

window length provides a better to estimate the yaw acceleration. In addition, the results 

show that the transformation process is correct. In addition to the coordinate transformation, 

the two key parameters are studied. They are the lifetime of one vAV instance and the birth 

cycle between the births of two time-adjacent vAV instances. Since both parameters can be 

either dynamic or constant, four combinations are discussed and compared. The analysis 

infers that the combination with constant lifetime and constant birth cycle outperforms the 

other combinations. Additionally, three vAV instances are derived by analyzing the limits of 

the lifetime parameter. The number of instances is supposed to cover critical scenarios at all 

times and ensure a valid environmental representation. As a result, vAV instances can be 

tested in the virtual world during the driving of an IiC in the real world. 

Secondly, the proposed new criticality index is able to evaluate the safety of vAV instances 

online. In order to verify and validate the criticality index, simulation is executed. The pos-

sible ways to derive test scenarios are summarized, which could guide the derivation of test 

scenarios for testing other functions. The simulation results prove that the proposed critical-

ity index is capable of assessing the safety of AVs in both the longitudinal and lateral direc-

tions. A critical scenario can be reflected successfully by the proposed criticality index. The 

test results of the implementation of the VAAFO approach in a real test vehicle on public 

roads further proves the conclusions derived from the simulation. The coverage of critical 

scenarios are enlarged by using multiple vAV instances. Additionally, the proposed criticality 

index is more sensitive to errors, and can identify critical situations earlier than the maximum 

TTC. Both the simulation and real test results indicate that the developed criticality index is 

quite appropriate to evaluate the safety of AVs online. Moreover, the results show that a 
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special designed ring buffer is essential in order to avoid saving a critical scenario for mul-

tiple times. 

Thirdly, a scalable framework with standard interfaces for the VAAFO approach is estab-

lished. Each necessary component is introduced. The entire architecture to connect different 

components is described and modular designed. As a result, the perception or the decision 

module can be replaced conveniently if a different version of FuT or the SuT should be 

tested. The interfaces between different components are defined. The defined triggers focus 

on the evaluation of the decision module, if the other modules of an AV are the focus of test, 

the triggers can be changed accordingly. Additionally, the proposed criticality index can be 

complemented by other existing criticality metrics to make a more comprehensive evalua-

tion.  

Fourthly, an ADS except motion control can be tested in the framework. According to real 

tests results, the errors from the perception and the decision modules can be detected by the 

proposed criticality index. By observing some phenomenon, whether an error comes from 

the perception or the decision can be even determined. With respect to the levels of driving 

automation system, a level higher than the current engaged level of driving automation sys-

tem can always be tested in parallel in the development phase, since the test process is safe 

and the restriction in the virtual world is relaxed. In the implementation phase, an updated 

or the upgraded version can run silently during the driving. As a result, whether the update 

or the upgraded version outperforms the current version is obvious. Therefore, the VAAFO 

approach is capable of verifying and validating an ADS, which is at least level 3. Considering 

the existing limitations of the current VAAFO framework, the application scope of the ap-

proach is derived. Since it is possible to implement the approach in each customer vehicle 

with necessary hardware, the area of the unknown unsafe scenarios can be reduced. Through 

accumulated travel distances from the customer vehicles in daily driving operation, the mac-

roscopic evaluation of AVs could even be concluded. Meanwhile, the unknown unsafe sce-

narios could be reduced gradually. The discovered previous unknown unsafe scenarios can 

then be utilized as scenario sources for the scenario-based testing. By using the collected 

valuable data by the VAAFO approach, the results of the scenario-based approach would be 

more informative and conclusive. 

The current existing approaches, which include mainly the real-world testing, the simulation-

based testing and the scenario-based testing, are shown to have some disadvantages a greater 

or less extent. Thus, the combination of different approaches is necessary. Through the anal-

ysis of the application scope of the VAAFO approach, it proves that it is possible to combine 

the VAAFO approach with other existing approaches. Critical scenarios can be found online 

by the VAAFO approach, which can then be varied to generate more relevant scenario for 

the scenario-based testing. In addition, the VAAFO approach opens a new way in the field 

of safety validation of AD and provide a new solution. Since there is currently no satisfying 

approach, the new technique could contribute to the safety verification and validation of AD 

to some extent. The basic knowledge and experience about this approach are gained by the 

development of the essential technical theory and the necessary fundamentals. Based on the 
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gained knowledge and experience, the approach can be applied when appropriate. Finally, 

its role in the entire family of safety validation of AD is determined.  

8.2 Outlook 

During the implementation of the approach, several simplifications are made. For example, 

only the tracked objects are transformed into the virtual world. Even though the objects are 

the most significant information for the decision module, there are still some other infor-

mation in the environment that may also be relevant for the decision module. However, as 

along as the perceived information is based on the vehicle coordinate system, the same trans-

formation process as described in subchapter 3.1 is still applicable. The occupancy grid map 

is useful, for instance, if the HD map is not available. Since the occupancy grid map is al-

ready based on an earth-fixed coordinate system, it can be directly projected in the virtual 

world. In the current VAAFO framework, which variables should be saved is little studied 

when the ring buffer is activated. However, the VAAFO user or organization can decide the 

variables to be saved by themselves with the help of the developed data recording interface. 

In this dissertation, the variables that are essential for the description of the OpenSCE-

NARIO format are saved. However, other variables such as the point clouds, raw image may 

be useful as well for the verification of certain functions. A study about what data is useful 

for the safety verification and validation of AVs may be meaningful.    

In the subchapter 7.2, three limitations are presented. With respect to the first limitation, a 

certain requirement for a vAV is posed. The VAAFO approach is applicable in the scenarios 

where a vAV have an overlapping action space with an IiC. This limitation cannot be com-

pletely solved due to the open-loop problem, but can be mitigated by either increasing the 

action space of an IiC or decreasing the action space of a vAV that lies outside the overlap 

area. Generally, every approach has its pros and cons. The VAAFO approach is no exception. 

However, each approach should leverage its strengths. The combination of different ap-

proaches would be a better solution to solve a complex problem. Regarding to the second 

limitation, a new vAV instance is initialized without historical memory in the current 

VAAFO framework. If a decision module needs the historical memory, this could be solved 

by initializing one or more vAV instances with historical memory. About the last limitation, 

some errors cannot be recognized by the criticality metrics, such as the violation of traffic 

rules but without resulting in a critical situation. This could be solved, for example, by con-

cretizing and formalizing the traffic rules. The formalized rules can then be taken into ac-

count for the design of an ADS. Some researches234,235,236 about formalization of the traffic 

                                                 

234 Vanholme, B. et al.: Highly automated driving on highways based on legal safety (2012). 

235 Rizaldi, A.; Althoff, M.: Formalising traffic rules for accountability of autonomous vehicles (2015). 

236 Esterle, K. et al.: Formalizing traffic rules for machine interpretability (2020). 
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rules for the development of a legal safety functions are studied. However, not all traffic 

rules are easy to concretize, and the formalization itself should be validated as well. Further-

more, translating traffic rules into testable criteria would be also a possible way to address 

the last limitation. By using the derived criteria, it is possible to determine whether the deci-

sion of an ADS complies with the traffic rules. Both ways could help to solve the last limi-

tation. Nevertheless, a lot of work remained with respect to this point. 
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A Appendix 

A.1 Theory of the Yaw Acceleration Estimation 

In the Savitzky-Golay filter, the jth smoothed data point 𝑍𝑗 is obtained by the measured data 

point 𝑧𝑗+𝑖 weighted by the convolution coefficients 𝐶onvl,𝑖 and. l is the window length. n is 

the total number of data points. i is the ith point in the window length. 

𝑍𝑗 = ∑ 𝐶onvl,𝑖

𝑙−1
2

𝑖=
1−𝑙
2

𝑧𝑗+𝑖 ,   
𝑙 − 1

2
< 𝑗 ≤ 𝑛 −

𝑙 − 1

2
 (A.1) 

The coefficients can be further obtained by the vandermonde matrix 𝐉. 

𝐂𝐨𝐧𝐯𝐥 = (𝐉𝐓𝐉)−1𝐉𝐓 (A.2) 

Therefore, the 𝐉 should be first acquired in order to obtain the smoothed data points. With 

respect to the method 1, since the filtered value at the latest time step is regarded as the 

smoothed value, no data points in the future are available, as shown in the left image of 

Figure A-1, the matrix 𝐉 for a cubic polynomial can be expressed as: 

𝐉 = (𝐄, 𝐳, 𝒛𝟐, 𝒛𝟑) (A.3) 

Where 𝐳 = [1 − 𝑙 , 2 − 𝑙 ,⋯ ,16 − 𝑙 ,0]T using a window length of 17. Only data points in 

the past are used to smooth the data point at the latest time step. The principles of the two 

methods are illustrated in Figure A-1. The black data points in the blue area are historical 

data, while the red data points in the brown area are estimated. 𝑡cur represents the current 

time step. 

 

Figure A-1: left image: the illustration of the method 1; right image: the illustration of the method 2. 

With respect the method 2, a cubic polynomial as expressed in (A.4) is first applied to fit the 

data points in a window length, as shown in the right image of Figure A-1.  
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𝑍 = ∑𝑏𝑘𝑧
𝑘

3

𝑘=0

 (A.4) 

𝑏 denotes the coefficient of the kth order. Based on the time interval of two time steps, a 

period in the future covering a half window length of data points can be calculated. Using 

the cubic polynomial, the yaw rate in this period is estimated. The estimated data points are 

added to the last data points of the measurements. As a result, the middle of the window 

locates exactly at the latest time step. The extended data points are filtered by the Savitzky-

Golay filter and the first derivative is then obtained.  

A.2 Behavior Planner 

Figure A-2 shows the defined modes for the behavior planer. S1-S13 are the switch condi-

tions between different behaviors. 

Each behavior is assigned with an initial cost. 𝑐stop denotes the cost of the stop mode. 𝑐adap 

is the cost of adaptive cruise mode. 𝑐chg,rt represents the cost of lane change right mode. 

𝑐chg,lt denotes the cost of lane change left mode. 𝑐cruise is the cost of cruise mode. The initial 

cost ranking between the different behaviors is  

𝑐stop > 𝑐adap > 𝑐chg,rt > 𝑐chg,lt > 𝑐cruise (A.5) 

Table A-1: Different designed criteria and the corresponding descriptions 

Nr. Criterion Description 

Cond1 𝑑𝑥 < 𝑑𝑥,s The clearance to a front vehicle  𝑑𝑥 is less than a safe dis-

tance 𝑑𝑥,s 
Cond2 𝑡tc,𝑥 < 𝑡tc,crit The TTC value 𝑡tc,𝑥  is less than a threshold 𝑡tc,crit 

Cond3 𝑑𝑥,fl < 𝑑𝑥,s The  clearance to the front  left vehicle 𝑑rel,lf  is less than a 

safe distance 𝑑𝑥,s 
Cond4 𝑑𝑥,rl < 𝑑𝑥,s The  clearance to the rear left vehicle 𝑑rel,lr is less than a safe 

distance 𝑑𝑥,s 
Cond5 𝑑𝑥,fr < 𝑑𝑥,s The  clearance to the front right vehicle 𝑑rel,rf is less than a 

safe distance 𝑑𝑥,s 
Cond6 𝑑𝑥,rr < 𝑑𝑥,s The  clearance to the rear right vehicle 𝑑rel,rr is less than a 

safe distance 𝑑𝑥,s 
Cond7 𝑙ane,sub = 𝑙ane,b The subject vehicle is located in the boundary lane 

Cond8 𝑣𝑥,sub < 𝑣𝑥,l The velocity of the subject vehicle 𝑣𝑥,sub is lower than a 

threshold 𝑣𝑥,l 
Cond9 𝑣𝑥,obj < 𝑣𝑥,l The velocity of the preceding vehicle𝑣𝑥,obj is lower than a 

threshold 𝑣𝑥,l 
The behavior with the minimum cost is the chosen behavior that is given to the trajectory 

planner. Based on the cost ranking, the cruise mode is first preferred at each update cycle. 



 A.2 Behavior Planner 

  129 

When the cost of behavior will be increased to the collision cost depends on the defined 

criteria, as shown in Table A-1. The collision cost has the highest value.  

 

Figure A-2: The designed finite state machine for motorway scenarios. 

Table A-2: The criteria to change the cost of a behavior. 

Cost change Combination of criteria 

𝑐cruise = 𝑐coll Cond1 || Cond2 

𝑐chg,lt = 𝑐coll Cond1 || Cond2 || Cond3 || Cond4 || Cond7 

𝑐chg,rt = 𝑐coll Cond1 || Cond2 || Cond5 || Cond6 || Cond7 

𝑐stop <  0 Cond1 and Cond8 and Cond9 

The different switch conditions S1-S13 are implicitly expressed, since the behavior planner 

is considered as an optimization problem. If the defined criteria are met, the cost of the be-

havior itself is changed. As a result, a new cost ranking is generated. The behavior with 

minimum cost and has a transition with the current behavior is selected. It is worth to men-

tion that the thresholds in Table A-1 should be calibrated for different modes, e.g., the 𝑑𝑥,s  

in Cond1 for a stop mode could be different from that of a cruise mode. Table A-2 shows the 
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cost change of each behavior if certain criteria are met. 𝑐coll denotes the collision cost, which 

is highest among other costs, i.e., if the cost of behavior will increase if it is unsafe. A nega-

tive value is assigned to the cost of stop mode if stop mode is the optimal maneuver.  

A.3 Trajectory Planner 

In this part, the constraints used in the MPC trajectory planner are presented elaborately. The 

constraints should be designed carefully in order to obtain reasonable solutions. 

Acceleration constraints 

The acceleration limits cstr𝑛,a ∈ 𝐶str,𝑛 (the constraint set) can be written as: 

cstr𝑛,a = [0 0 0 0 𝑎𝑥,𝑛E  𝑎𝑦,𝑛E ] (A.6) 

The acceleration on the earth-fixed coordinate system can be further described as 

[
𝑎𝑥,𝑛E

𝑎𝑦,𝑛E

] = [
cos (𝜓) −sin (𝜓)
sin (𝜓) cos (𝜓)

] [
𝑎𝑦,maxcos (2𝜋𝑖/𝑘ac)V

𝑎𝑥,maxV sin (2𝜋𝑖/𝑘ac)
] (A.7) 

𝑘ac is the number of sides of the inscribed polygons in the acceleration ellipse and 𝑖 is one 

of the side, i.e. 𝑖 ∈ [1, 𝑘ac]. 

The yaw angle 𝜓 of the vehicle can be determined from the velocity as follows 

𝜓 = atan2( 𝑣𝑦,𝑛E , 𝑣𝑥,𝑛E ) (A.8) 

The longitudinal maximum acceleration or maximum deceleration is expressed by  

𝑎𝑥,maxV =

{
 
 

 
 𝐷max, if  𝑖 ∈ [

1

4
𝑘ac,

3

4
𝑘ac]

min (𝜇𝑔,
𝐸𝑃max

𝑣𝑥,𝑛V ∙ 𝑚
) , otherwise

 (A.9) 

In equation (A.9), if the vehicle decelerates, the available maximum deceleration for braking 

𝐷max is utilized. Otherwise, the longitudinal acceleration is limited by the friction coefficient 

𝜇 multiplies by the earth’s gravity 𝑔 and the maximum propulsion power 𝐸𝑃max  that the ve-

hicle has. The available longitudinal acceleration decreases with the increasing velocity 

when the propulsion power is constant. 𝑚 is the mass of the vehicle. 

The lower bound of acceleration is not limited. The upper limit of the acceleration is defined 

as  

The apothem length ℎ is extra multiplied by the maximum longitudinal and lateral accelera-

tions to ensure the acceleration is inside the acceleration ellipse and defined as  

𝑥u,𝑛,acc = 𝑎𝑥,maxV ∙ 𝑎𝑦,maxV ∙ ℎ (A.10) 
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ℎ = cos (𝜋/𝑘ac) (A.11) 

Speed Constraints 

If the behavior gives the trajectory planner the command of the adaptive cruise mode or the 

cruise mode, the speed is constrained in order to achieve the goal speed. The speed constraint 

is defined as  

cstr𝑛,vel = [0 0 𝑒𝑥,𝑛,𝑣E  𝑒𝑦,𝑛,𝑣E  0 0] (A.12) 

The unit vector of the velocity on the earth-fixed coordinate system can be further described 

as: 

𝑒𝑥,𝑛,𝑣E = cos(𝜓ref) , 𝑒𝑦,𝑛,𝑣E = sin(𝜓ref) (A.13) 

𝜓ref  means the angle of two adjacent points on the reference line. Thus, the bounds on the 

speed are 

𝑥u,𝑛,v = 𝑣max, 𝑥l,𝑛,v = −𝑣max  (A.14) 

𝑣max is defined by the behavior planner. 

Spatial constraints 

Since the reference line is determined by the behavior planner, the trajectory planner should 

follow this reference line to minimize the cross-track errors. The spatial constraint can be 

formulized as  

cstrspatial = [𝑒𝑥 𝑒𝑦 0 0 0 0] (A.15) 

𝑒𝑥 = −sin (𝜓ref), 𝑒𝑦 = cos (𝜓ref) (A.16) 

𝑒spatial = [𝑒𝑥 𝑒𝑦] (A.17) 

𝑒𝑥  and 𝑒𝑦  are normalized components of the points along the reference line. They define the 

directional vector 𝑒spatial, which is utilized to determine the lower and upper spatial con-

strains. The upper spatial constraint 𝑥u,spatial and lower spatial constraint 𝑥l,spatial are ex-

pressed by 

𝑥u,spatial = 𝑒spatial ∙ [
𝑝𝑥,uV

𝑝𝑦,uV

] (A.18) 

𝑥l,spatial = 𝑒spatial ∙ [
𝑝𝑥,lV

𝑝𝑦,lV

] (A.19) 

[
𝑝𝑥,uV

𝑝𝑦,uV

] = [
𝑝𝑥,𝑖E

𝑝𝑦,𝑖E

] − [
𝑝𝑥,subE

𝑝𝑦,subE

] + [
𝑒𝑥
𝑒𝑦
] (A.20) 

[
𝑝𝑥,lV

𝑝𝑦,lV

] = [
𝑝𝑥,𝑖E

𝑝𝑦,𝑖E

] − [
𝑝𝑥,subE

𝑝𝑦,subE

] − [
𝑒𝑥
𝑒𝑦
] (A.21) 
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𝑝𝑥,𝑖E  and 𝑝𝑦,𝑖E  are the ith point on a reference line. 𝑝𝑥,subE  and 𝑝𝑦,subE  denote the position 

of the subject vehicle. Through the spatial constraint, the subject vehicle will follow the 

reference line. If the behavior planner decides to enter lane change mode, the reference line 

is updated to the middle line of the intended lane. 

Parameter list 

The values of the important parameters for the trajectory planner are shown in Table A-3. 

Table A-3: The values of the important parameters for the trajectory planning. 

Parameter Value description 

𝔡𝑡 0.2 s The time interval between two time steps 

N 40 The total number of time steps 

𝑘ac 9 The number of acceleration constraints 

𝐷max 10 m/s2 The maximum deceleration 

𝑎𝑦,maxV  10 m/s2 The maximum lateral acceleration 

𝐸𝑃max 266 kW The maximum engine power 

𝜇 1.0 The friction coefficient between road and tire 

𝑚 1500 kg The vehicle mass 

A.4 Variables in Case 2 

The lateral relative clearance 𝑑𝑦, the lateral relative velocity 𝑣diff,𝑦 and the longitudinal TTC 

value between the subject vehicle and the adjacent vehicle 𝑡tc,𝑥 in case 2 in chapter 5.2 are 

shown in Figure A-3. The 𝑑𝑦 and 𝑣diff,𝑦 values of vAV1 and vAV3 keep almost constant 

except vAV2, which changes the lane. Thus, positive 𝑣diff,𝑦 values of vAV2 can be seen be-

tween 12 s and 13 s. The 𝑑𝑦 decreases accordingly. The 𝑡tc,𝑥 is at the beginning very large. 

When the adjacent vehicle approaches the subject vehicle, the 𝑡tc,𝑥 decreases until they meet 

each other but in different lanes.  
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Figure A-3: The change in three important variables in case 2. The reset time steps are represented 

by vertical dotted lines with corresponding colors of vAV instances. 

A.5 Sensor Fusion 

The Bayes’ theorem defines the posterior probability distribution of the state 𝑥𝑘 given the 

measurements 𝑍𝑘 = {𝑧1,⋯ , 𝑧𝑘} at time 𝑘 as  

𝑝(𝑥𝑘|𝑍𝑘) =
𝑝(𝑧𝑘|𝑥𝑘)𝑝(𝑥𝑘|𝑍𝑘−1)

𝑝(𝑍𝑘|𝑍𝑘−1)
 (A.22) 

Since the denominator in equation (A.22) relies only on the measurements, the estimated 

state can be achieved by pursuing the maximum value of the numerator. This process is 

defined as the maximum a posterior (MAP) estimation, and is expressed by237 

�̂�MAP = max (𝑝(𝑥𝑘|𝑍𝑘)) ∝  𝑝(𝑧𝑘|𝑥𝑘)𝑝(𝑥𝑘|𝑍𝑘−1) (A.23) 

Actually, the probability distribution is sensor specific. However, the Gaussian distribution 

is frequently utilized to represent this probability distribution considering the sensor uncer-

tainties and is given by the following equation 

                                                 

237 Kumar, M. et al.: An approach for inconsistency detection in data fusion from multiple sensors (2006). 
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𝑝(𝑍 = 𝑧𝑘|𝑋 = 𝑥) =
1

𝜎𝑘√2𝜋
𝑒

−(𝑥−𝑧𝑘)
2

2𝜎𝑘
2

 (A.24) 

If the probability distribution of two sensor models are assumed to be Gaussian distribution, 

the fused MAP from the equation (A.23) is given by 

�̂�MAP = max (
1

2𝜎1𝜎2𝜋
𝑒
{
−(𝑥−𝑧1)

2

2𝜎1
2 +

−(𝑥−𝑧2)
2

2𝜎2
2 }

) (A.25) 

𝜎1 and 𝜎2 are the standard deviation of the two sensors. The equation (A.25) can be further 

rewritten as  

�̂�MAP =
𝜎2
2

𝜎1
2 + 𝜎2

2 𝑧1 +
𝜎1
2

𝜎1
2 + 𝜎2

2 𝑧2 
(A.26) 

The posterior joint probability distribution of two Gaussian distributions is a Gaussian dis-

tribution as well with a mean value �̂�MAP and standard deviation 𝜎 

𝜎2 =
1

𝜎1
−2 + 𝜎2

−2 
(A.27) 

In the practical implementation, the equation (A.26) and (A.27) can be expressed by238 

�̂� =
𝑃2

𝑃1 + 𝑃2
�̂�1 +

𝑃1
𝑃1 + 𝑃2

�̂�2 
(A.28) 

𝑃 =
1

𝑃1
−1 + 𝑃2

−1 
(A.29) 

�̂�1 and �̂�2 are the tracking results from two sensors. 𝑃1 and 𝑃2 are the corresponding covari-

ances. Therefore, the smaller the covariance is, the higher the weight of the tracking results 

for that sensor.  

 

 

 

 

 

 

 

 

 

                                                 

238 Chong, C.-Y. et al.: Architectures and algorithms for track association and fusion (2000). 
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