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ABSTRACT

The proliferation of the Internet of Things (IoT) requires establishing and maintaining
secure communication between smart devices to ensure user privacy and trustworthiness of IoT systems. Zero-interaction pairing (ZIP) and zero-interaction authentication
(ZIA) are recent techniques that allow pairing or authenticating devices without user
involvement utilizing devices’ physical context (e.g., ambient audio). Compared to
centralized security solutions for the IoT such as public-key infrastructure (PKI) and
conventional user-assisted pairing and authentication methods (e.g., entering a password), ZIP and ZIA schemes promise improved user experience, as they do not require
users to participate in pairing or authentication procedures, and easy deployment, as
they rely on on-board sensors of smart devices. However, we find that proposed ZIP
and ZIA schemes are still immature, requiring improvements in three areas: security,
usability, and deployability. In this thesis, we advance the domain of ZIP and ZIA in
these three areas as follows. First, we analyze state-of-the-art ZIP and ZIA schemes both
theoretically and empirically using real-world data that we collect. Our findings reveal
that these schemes show reduced security and usability under realistic conditions, and
we identify reasons why this reduction occurs. Second, we improve on ZIP, proposing a
novel ZIP architecture called FastZIP combining a recently introduced Fuzzy PasswordAuthenticated Key Exchange (fPAKE) protocol, which has stronger security properties
than the cryptographic primitives used by the state-of-the-art ZIP schemes, and sensor
fusion, which allows building robust context from multiple sensor modalities, each
capturing a distinct physical phenomenon. We demonstrate, collecting real-world data
using off-the-shelf devices, that FastZIP has higher security guarantees than state-of-theart ZIP schemes against brute-force offline and predictable context attacks (e.g., context
replay) and significantly shorter pairing time, improving the usability of our scheme.
Third, we develop a new copresence detection method named Next2You; copresence
detection is a core part of any ZIA scheme. Next2You utilizes channel state information
(CSI), which captures a unique wireless context of an environment (e.g., a room), and
neural networks. Through our real-world experiments using off-the-shelf smartphones,
we demonstrate that Next2You outperforms state-of-the-art copresence detection methods in two ways: (1) it achieves accurate copresence detection in challenging cases of
low-entropy context (e.g., empty room with few events occurring) and insufficiently
separated environments (e.g., adjacent rooms), thus is more secure and (2) Next2You
requires devices to only have ubiquitous Wi-Fi chipsets, without a need for extra sensors
(e.g., microphones), improving the deployability of our method. Fourth, we publicly
release the collected context data and codebase of the above contributions, enhancing
the reproducibility in the domain of ZIP and ZIA.
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Z U S A M M E N FA S S U N G

Die Verbreitung des Internets der Dinge (IoT) erfordert den Aufbau und die Aufrechterhaltung einer sicheren Kommunikation zwischen vernetzten Geräten, um die
Privatsphäre der Benutzer und die Vertrauenswürdigkeit von IoT-Systemen zu gewährleisten. Zero-Interaction-Pairing (ZIP) und Zero-Interaction-Authentication (ZIA)
sind neuere Techniken, die das Pairing oder die Authentifizierung von Geräten ohne
Benutzereingriff unter Verwendung des physischen Kontexts der Geräte (z. B. Umgebungsgeräusche) ermöglichen. Im Vergleich zu zentralisierten Sicherheitslösungen für
das IoT wie Public-Key-Infrastrukturen (PKI) und herkömmlichen benutzergestützten
Pairing- und Authentifizierungsmethoden (z. B. Eingabe eines Passworts) versprechen
ZIP- und ZIA-Verfahren eine verbesserte Benutzererfahrung, da sie keine Mitwirkung
durch die Nutzer erfordern, und eine einfachere Umsetzung, da sie auf eingebauten
Sensoren von vernetzten Geräten basieren. Wir stellen jedoch fest, dass die vorgeschlagenen ZIP- und ZIA-Verfahren noch unausgereift sind und in drei Bereichen verbessert
werden müssen: Sicherheit, Benutzbarkeit und praktische Umsetzbarkeit. In dieser
Doktorarbeit erweitern wir den Stand der Forschung in diesen drei Bereichen wie
folgt: Zunächst analysieren wir aktuelle ZIP- und ZIA-Verfahren sowohl theoretisch
als auch empirisch unter Verwendung von uns gesammelter realistischer Daten. Unsere Ergebnisse zeigen, dass diese Verfahren unter realistischen Bedingungen eine
reduzierte Sicherheit und Benutzbarkeit aufweisen, und wir identifizieren Gründe
für diese Reduzierung. Zweitens verbessern wir ZIP, indem wir eine neuartige ZIPArchitektur namens FastZIP vorschlagen, die ein kürzlich eingeführtes Fuzzy Password
Authenticated Key Exchange (fPAKE)-Protokoll verwendet, das über stärkere Sicherheitseigenschaften verfügt als die kryptographischen Primitive aktueller ZIP-Verfahren.
Es nutzt außerdem eine Kombination verschiedener Sensoren um einen robusten
Kontext aus mehreren Sensormodalitäten abzuleiten, die jeweils ein bestimmtes physikalisches Phänomen erfassen. Anhand von realen Daten, die mit handelsüblichen
Geräten gesammelt wurden, zeigen wir, dass FastZIP höhere Sicherheitsgarantien gegen
Brute-Force-Offline- und vorhersehbarer-Kontext-Angriffe (z. B. durch Context Replay)
bietet als moderne ZIP-Verfahren. Es benötigt außerdem deutlich weniger Zeit um ein
Pairing zu etablieren, was die praktische Benutzbarkeit unseres Verfahrens verbessert.
Drittens entwickeln wir eine neue Copräsenz-Erkennungsmethode namens Next2You.
Copräsenz-Erkennung ist ein Kernbestandteil jedes ZIA-Verfahrens. Next2You nutzt
Channel-State-Informationen (CSI), die den einzigartigen drahtlosen Kontext einer
Umgebung (z.B. eines Raumes) erfassen, und neuronale Netzwerke. Durch unsere Experimente mit handelsüblichen Smartphones zeigen wir, dass Next2You die modernen
Copräsenz-Erkennungsmethoden in zweierlei Hinsicht übertrifft: (1) es erreicht eine
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genaue Copräsenz-Erkennung in schwierigen Fällen mit geringer Variation im Kontext
(z. B. einem leeren Raum mit wenigen auftretenden Ereignissen) oder unzureichend
getrennten Umgebungen (z. B. benachbarten Räumen) und ist daher sicherer und
(2) Next2You benötigt lediglich einen handelsüblichen Wi-Fi-Chipsatz und erfordert
anders als bisherige Verfahren keine zusätzliche Sensoren (z. B. Mikrofone), was die
praktische Umsetzbarkeit unserer Methode verbessert. Viertens veröffentlichen wir die
gesammelten Forschungsdaten und die Codebasis der oben genannten Beiträge, um
die Reproduzierbarkeit im Bereich von ZIP und ZIA zu verbessern.
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Part I
PRELUDE

1

INTRODUCTION

Pairing and authentication are primary techniques for bootstrapping and maintaining
secure communications between devices. The advance of the Internet of Things (IoT)
results in a rapid increase in the number of smart devices, which become prevalent in
everyday life, ranging from professional activities to leisure and healthcare [128]. Recent
reports estimate that the number of connected IoT devices will reach over 75 billion by
2025 [224, 339]. The shift to the IoT paradigm brings many benefits such as the higher
level of automation and fine-grained control over processes, saving resources, increasing
productivity, and enabling a sustainable environment [118]. However, this shift also
has a downside, introducing new security and privacy issues. Specifically, the wide
adoption of IoT devices increases the amount of sensitive data that they collect such as
user activities, health records, and consumption levels [55, 144, 195]. Protecting these
sensitive data is imperative to ensure user privacy and trustworthiness of IoT systems.
We see that the current situation is alarming: for example, the ubiquity of sensing aided
by machine learning makes it feasible to infer various sensitive data of users via indirect
measurements [31]. Furthermore, IoT devices often have weak security, hence are prone
to attacks, due to their diversity (e.g., hardware, used protocols) and limited resources
(e.g., processing power). As a result, no consistent security mechanisms exists among
devices of different vendors, and traditional security techniques such as public-key
infrastructure (PKI) cannot be directly applied [153], as they do not scale to billions of
devices, cannot accommodate various use cases in which IoT devices may be used, and
require significant computational resources. A large number of diverse devices with
limited resources requires a new approach to pairing and authentication in the IoT to
address the above security and privacy issues.
1.1

“As 5G networks roll
out, the use of
connected IoT
devices will
accelerate
dramatically.”

motivation

The growing reliance of society on the IoT urges the need to protect not only the data
transmitted by IoT devices but also themselves, as they are becoming increasingly
targeted by attackers [215, 62]. Traditionally, pairing and authentication have been used
to provide confidentiality, integrity, and authenticity of the data exchanged between two
devices. Pairing allows two devices without any prior association or any jointly trusted
third party to establish a shared secret key, thus their communication can be encrypted
and integrity-protected. While authentication allows one device to assure the identity of
another device or validate that the received data was indeed sent by the expected device.
In the IoT, pairing enables the protection of sensitive data transmitted by devices (e.g.,
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The survey by
Gartner ranks
security risks of IoT
systems as a top
concern for the next
three to five years.

4

Zero-interaction
pairing and
authentication
enable more secure
and usable IoT,
which is currently
plagued with privacy
and security issues.
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user location) from eavesdropping and tampering. While strong authentication (e.g.,
two-factor) prevents IoT devices from being controlled by malware [189] and protects
against relay attacks on wireless channels [58]. These threats pose a high risk to user
privacy and trustworthiness of IoT systems, resulting in substantial financial losses,
reputational damage, and even danger to human life [61, 214]. For example, the lack
of encryption on transmitted user location makes it possible to track users, violating
their privacy or even physical security [2, 400]. Similarly, weak authentication in IoT
devices (e.g., default usernames and passwords) allows taking them over and using
them in massive denial-of-service (DoS) attacks against critical infrastructure such as
road safety systems [345].
Traditionally, pairing and authentication schemes rely on user assistance (e.g., entering a password) to achieve their purpose [33, 50]. However, the skyrocketing number of
IoT devices requires a prohibitive amount of user effort to perform pairing or authentication, which does not scale. In addition, many IoT devices are not equipped with user
interfaces (e.g., display), making user-assisted pairing and authentication infeasible.
These issues in addition to diversity and resource constraints of IoT devices, preventing
the use of centralized security mechanisms such as PKI, resulted in the recent advent of
zero-interaction pairing (ZIP) [243] and zero-interaction authentication (ZIA) [60]. They
enable autonomous pairing and authentication without user interaction by relying on
context data (e.g., audio) sensed by devices from their ambient environment.
The proposed ZIP and ZIA schemes claim high usability, as they exclude a user
from pairing and authentication procedures. Also, these schemes rely exclusively on
on-board sensors of smart devices, promising to be readily deployable. By eliminating
a user effort and requiring no extra hardware, ZIP and ZIA schemes can be executed
on many smart devices simultaneously, featuring improved scalability compared to
user-assisted methods.
Despite the abovementioned advantages of ZIP and ZIA schemes, a few studies
questioned their security [324, 325]. However, these findings were obtained in limited
settings (e.g., lab environment) considering a single ZIP/ZIA scheme, making it difficult
to generalize them. In addition, the usability metric encompasses more aspects than
only a minimum user effort such as the completion time of ZIP and ZIA schemes or
the rate of failed pairing/authentication attempts between legitimate devices in dense
real-world deployments (e.g., adjacent rooms with multiple IoT devices). These aspects
are vital for a ZIP or ZIA scheme to be usable, but they have not been thoroughly
studied by prior research. Since billions of smart devices already exist, the role of
deployability has become crucial for putting security mechanisms into practice [192, 244,
253]. We are aware of a single previous ZIA scheme that investigates deployability [181],
indicating that more research is required in this direction.
To unlock the full potential of ZIP and ZIA schemes, we are motivated to systematically explore them in this thesis with respect to security, usability, and deployability,
paving the way for their practical deployment.

1.2 challenges and goals

5

Reproducibility

Improve on
ZIP
Theoretical
Analysis

Empirical
Analysis
Improve on
ZIA

Figure 1: Overview of our approach to improving security, usability, and deployability of ZIP
and ZIA schemes.

1.2

challenges and goals

The ultimate goal of this thesis is to improve security, usability, and deployability of ZIP
and ZIA schemes. To achieve this goal, we use the following approach (cf. Figure 1). First,
we survey and conduct a theoretical analysis of existing pairing schemes, including
ZIP, to identify their systemic weaknesses, guiding our further research. Second,
utilizing this input, we reproduce and evaluate state-of-the-art ZIP and ZIA schemes
using real-world data, demonstrating their realistic security and usability as well as
revealing deployability pitfalls. Third, based on these findings, we improve on both
ZIP and ZIA by developing two novel schemes that achieve better security, usability,
and deployability compared to state of the art. These three metrics facilitate practical
ZIP and ZIA solutions that can be used in real life. However, security, usability, and
deployability might be at odds (cf. Figure 2), thus we discuss their trade-offs in ZIP and
ZIA schemes that we develop. Finally, we bootstrap the reproducibility in the domain
of ZIP and ZIA by providing the first open-source datasets of various context data as
well as implementations of existing and our schemes. Each of these steps poses unique
challenges that we discuss in the following.

To enable practical
ZIP and ZIA, we
research their
security, usability,
and deployability.

6

introduction

Security

Usability

Deployability

Figure 2: Design approach that we follow when developing new ZIP and ZIA schemes. We aim
to improve on security, usability, and deployability simultaneously, however these
metrics might be in conflict, thus it is important to identify their trade-offs.

1.2.1

Incomparability and
recurring security
incidents of pairing
schemes point to
deficiencies in their
design.

Theoretical Analysis of Pairing Schemes

As mentioned above, ZIP is a recent technique, thus we need to identify the shortcomings of existing pairing schemes, including a number of pioneering ZIP works, to be
able to improve on them. Such analysis needs to be performed in a systematic way,
covering a wide range of pairing schemes, considering their security, usability, and
use cases. We find that previous surveys on device pairing do not yield a coherent
comparison of different schemes with respect to security, usability, and use cases, thus
we conduct our own analysis to fill in this gap.
Incomparability and Limited Security of Pairing Schemes. We discover that prior
surveys on device pairing cannot justifiably provide a fair comparison between different schemes even against a single metric (e.g., security). Moreover, we find that pairing
schemes have been repeatedly compromised via the same attack vector, namely by
exploiting the out-of-band (OoB) channel, which is used to ensure that intended pairing
devices have established the shared secret key. Such issues suggest fundamental design
flaws of existing pairing schemes, which we need to identify and address.
Enhanced Design Approach for Pairing Schemes. To enhance the design of pairing
schemes, we need to (1) devise a generic pairing model, encompassing interactions
between devices and users as well as application contexts of pairing, (2) characterize
properties of these interactions and application contexts that affect security and usability of the schemes, and (3) list which information should be provided by a pairing
scheme to make it comparable with others.

1.2 challenges and goals

1.2.2

Empirical Analysis of Zero-interaction Pairing and Authentication Schemes

To compare the security and usability of state-of-the-art ZIP and ZIA schemes, they
need to be evaluated on the same context data. Also, to obtain their realistic security
and usability performance, the schemes should be investigated in challenging realworld scenarios. The main problems that hinder such analysis are the unavailability of
schemes’ implementations and the lack of common real-world context datasets.
Reproduction of State-of-the-art ZIP and ZIA Schemes. The common practice of not
releasing the source code of a scientific publication makes it impossible to compare
state-of-the-art ZIP and ZIA schemes. To address this challenge, the schemes need
to be reimplemented from the ground up. This is hindered by the limited amount
of information on the implementation provided in the publication, missing system
parameters (e.g., threshold values), and unspecified versions of the software used in
the original implementation.
Collection of Real-world Context Data. The context dataset on which ZIP and ZIA
schemes can be comprehensively tested should encompass the following points: (1)
contain various context data (e.g., audio, luminosity) that is utilized by different ZIP
and ZIA schemes, (2) be collected using a representative number of sensing devices
realistically distributed inside the environment such as a room (e.g., on a door, under a
table), (3) incorporate context data recorded by heterogeneous sensing devices which
are both stationary and mobile, and (4) include context data from different scenarios
(e.g., smart home) collected for a sufficient amount of time. Such a comprehensive
dataset should then serve as a benchmark for future ZIP and ZIA schemes.
1.2.3

7

The lack of common
context datasets and
unavailability of
implementations
hinder a fair
comparison of ZIP
and ZIA schemes.

Improve on Zero-interaction Pairing

Despite the advantages of ZIP schemes in terms of usability and scalability, they suffer
from prolonged pairing time and vulnerability to brute-force offline attacks on a shared
secret key as well as attacks caused by the predictable context (e.g., replay attack). So far,
these limitations have not been addressed by any ZIP scheme we are aware of.
Reduction of Pairing Time. The existing ZIP schemes rely on the limited entropy of
context to secure a shared secret key. Hence, they need to collect a sufficient amount
of context data to provide adequate security, resulting in a prolonged pairing time,
ranging from multiple minutes to several hours. To address this challenge, we need to
decouple the entropy of a shared key from the entropy of the context as well as find a
way to accumulate more entropy in a unit of time.
Resistance to Brute-force Offline and Predictable Context Attacks. The brute-force
offline attacks are feasible on current ZIP schemes because they utilize a cryptographic
primitive called fuzzy commitments [175], which turns the entropy extracted from context
data directly into the entropy of a shared secret key. The entropy of context data is often
limited or biased, allowing the adversary to eventually guess the shared secret key.

State-of-the-art ZIP
schemes require
minutes and hours
to establish pairing.

Brute-force offline
attacks and threats
due to predictable
context endanger
current ZIP schemes
but have not been
addressed so far.
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Overcoming this problem requires seeking a more suitable cryptographic primitive that
can produce a strong shared key from limited entropy of context data. The predictable
context attacks (e.g., replay attack) are possible because context is usually represented
by a single sensor modality such as acceleration. This modality capturing a specific
physical phenomenon (e.g., human gait) generates data that changes within known
boundaries. Thus, it can be inferred via indirect observations such as video analysis or
replicated in a comparable environment. Addressing this issue requires strengthening
context, for example, by constructing it from multiple sensor modalities.
1.2.4

Copresence detection
is the core element of
a ZIA scheme.

Copresence detection
accuracy drops in
low-entropy context
and insufficiently
separated
environments.

Devices with
heterogeneous
sensors cannot use
existing ZIA
schemes.

The key component of any ZIA scheme is a copresence detection mechanism, allowing one
device to verify the physical proximity of another device based on their sensed context.
Existing methods show reduced copresence detection accuracy in cases of low-entropy
context (e.g., empty room with few events occurring) and insufficiently separated environments (e.g., adjacent rooms), threatening the security of ZIA schemes. Furthermore,
state-of-the-art copresence detection methods require devices to be equipped with
common sensors such as microphones, limiting the deployability of ZIA. To the best of
our knowledge, none of the existing ZIA schemes offers a solution to these problems.
Resistance to Low-entropy Context and Insufficiently Separated Environments. To
provide reliable copresence detection in low-entropy context and insufficiently separated
environments, we need to capture unique physical properties of the surroundings (e.g.,
geometry, distribution of obstacles), where copresence detection takes place. These
properties should be commonly observed by nearby devices while being unobtainable
outside their environment. Furthermore, capturing the unique properties of the surroundings should tolerate insignificant changes in the environment such as motion,
which might be differently perceived by nearby devices.
No Common Sensors Requirement. The current copresence detection methods, and
thus ZIA schemes, are limited to devices with shared sensors, which is not typical
in the IoT, where many devices feature only one dedicated sensor (e.g., power meter). However, IoT devices are connected, thus they are ubiquitously equipped with
communication technologies such as Wi-Fi, which can be leveraged for sensing applications [222].
1.2.5

Context data,
implementation, and
documentation are
crucial for
reproducibility of
ZIP and ZIA
schemes.

Improve on Zero-interaction Authentication

Bootstrapping Reproducibility

The current state of reproducibility in the domain of ZIP and ZIA is inadequate. To
date, over a dozen different ZIP and ZIA schemes have been proposed. Out of these,
we are aware of only one scheme that makes its implementation publicly available,
whereas others release no source code at all. Also, none of the schemes provides open
access to the context data on which they were evaluated, not to mention documentation
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such as ground truth or the used software version required for reproducibility [23].
This makes it impossible to not only compare different ZIP and ZIA schemes but also
scrutinize their findings, preventing further development in the domain.
1.3

overview of contributions

To address the above challenges attaining the goal of this thesis, we make the following
major contributions: (1) we survey and analyze existing pairing schemes, including ZIP,
identifying their key issues and proposing ways to tackle them, (2) we reproduce five
state-of-the-art ZIP and ZIA schemes and evaluate them on real-world context data
that we collect, (3) we develop a novel ZIP scheme that shortens pairing time while
preventing attacks threatening state of the art, (4) we present a new copresence detection
scheme that works on devices without shared sensors, achieving higher security under
challenging conditions than existing methods, and (5) we ensure the reproducibility of
our contributions (2)–(4) by publicly releasing the collected context data, source code of
the data collection tools, evaluation stacks, and implementations of the schemes as well
as documentation.
1.3.1

Survey and Analysis of Pairing Schemes

We survey and analyze the current landscape of pairing schemes, being the first
to include ZIP as a separate category in pairing. Specifically, we identify that the
incomparability of existing pairing schemes stems from their design choices, namely
using hardware interfaces as a starting point. Also, we find that numerous attacks
on pairing schemes are caused by erroneous assumptions made about OoB channels.
Therefore, we devise consistent terminology and a new system model for pairing that
is based on physical channels, human-computer interaction (HCI) channels, and application
classes. Using these three metrics, we survey existing pairing schemes with respect to
their security, usability, and use cases, demonstrating that our approach leads to a more
coherent comparison of pairing schemes and allows more sound reasoning about their
security. In the course of our survey, we identify critical security, privacy, usability, and
deployability issues, which should guide future research.
1.3.2

We analyze existing
and design new ZIP
and ZIA schemes.

Our survey reveals
principles of
designing more
robust pairing
schemes.

Evaluation of Zero-interaction Pairing and Authentication Schemes

To assess realistic security and usability of ZIP and ZIA schemes, we reproduce five
state-of-the-art schemes from the ground up and collect comprehensive context data
in three real-world scenarios: connected car, smart office, and smart office with mobile
heterogeneous devices. Our dataset contains over 239 GB of data from seven sensor
modalities: audio, Wi-Fi and Bluetooth Low Energy (BLE) beacons, barometric pressure,

Evaluation under
realistic conditions
shows significantly
reduced security and
usability of existing
schemes.
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We release the first
comprehensive
context dataset for
ZIP and ZIA.

introduction

humidity, luminosity, and temperature collected by multiple off-the-shelf sensing
devices. Based on our data, we demonstrate that the reproduced schemes are challenged
by realistic conditions, especially in the cases of low-entropy context (e.g., a room at
nighttime) and insufficiently separated environments (e.g., adjacent rooms), showing
Equal Error Rates (EERs) between 0.6% and 52.8%, hence both their security and
usability are imperiled. Also, the schemes suffer from low generalizability, thus they
cannot be easily adapted to being used in different environments.
1.3.3

We utilize a recent
cryptographic
protocol and sensor
fusion to reduce
pairing time and
improve security.

We prototype and
benchmark FastZIP
on off-the-shelf IoT
devices.

We address the problem of prolonged pairing time and vulnerability to brute-force
offline attacks on a shared key as well as attacks caused by predictable context (e.g.,
replay) from two sides. First, we adapt a recently introduced cryptographic primitive
called Fuzzy Password-Authenticated Key Exchange (fPAKE) to reduce the amount of
entropy that is required from context to secure a shared key. Second, we propose
using sensor fusion—for the first time in ZIP—allowing us to (1) construct context from
multiple sensor modalities, significantly decreasing its predictability and (2) obtain
more entropy by accumulating it from heterogeneous sensors simultaneously. Hence,
sensor fusion further assists fPAKE in shortening the pairing time. We implement our
novel ZIP scheme called FastZIP on real hardware and evaluate it for the use case of
intra-car device pairing based on context data from 800 km of driving that we collect.
FastZIP demonstrates up to three times faster pairing time compared to state-of-the-art
ZIP schemes, preventing brute-force offline and predictable context attacks.
1.3.4

We leverage CSI and
neural networks for
copresence detection.

We build and
evaluate Next2You
on off-the-shelf
smartphones.

Faster and More Secure Zero-interaction Pairing

Robust Copresence Detection Based on Channel State Information

To achieve reliable copresence detection in low-entropy context (e.g., empty room with
few events occurring) and insufficiently separated environments (e.g., adjacent rooms)
without requiring common sensors, we design a novel copresence detection scheme
named Next2You that is based on channel state information (CSI). CSI is a robust sensor
modality with valuable location-sensitive properties, and it is generated by default as
part of the communication chain between Wi-Fi devices. We find that location-sensitive
properties of CSI can be leveraged using neural networks to provide reliable copresence
detection even under challenging conditions of low-entropy context and insufficiently
separated environments. Also, the ubiquity of Wi-Fi in the IoT facilitates the deployment
of Next2You on devices without shared sensors such as microphones. We implement
our scheme on off-the-shelf smartphones and evaluate it on over 90 hours of CSI data
that we collect in five real-world scenarios, demonstrating the advantages of Next2You
compared to state of the art, its real-time performance, and resilience to attacks.

1.4 outline

1.3.5

Ensuring Reproducibility of Our Contributions

From our contributions, we collect the following context datasets: 239 GB (3 scenarios, 7
sensor modalities) in Section 1.3.2, 6 GB (1 scenario, 4 sensor modalities) in Section 1.3.3,
and 10 GB (5 scenarios, 1 sensor modality) in Section 1.3.4. We make the majority of
these context data publicly available via a general-purpose open-access repository for
research artifacts Zenodo8. In addition, we host all intermediate results of our evaluations
either on Zenodo or Google Drive to ensure reproducibility. Furthermore, we release the
source code of our contributions in Section 1.3.3 to Section 1.3.4, namely data collection
and processing tools, evaluation stacks, and implementations of the reproduced and
developed ZIP and ZIA schemes on the GitHub page9 of our research group. Both the
released context data, intermediate results, and software are documented and supplied
with the required metadata for reproducibility [23].
1.4
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outline

The rest of this thesis is structured as follows. Chapter 2 provides definitions and
background on ZIP and ZIA and reviews related work. In Chapter 3, we present a
comprehensive survey of secure pairing schemes, including ZIP. Chapter 4 follows,
where we conduct the first comparative study of ZIP and ZIA schemes under realistic
conditions. In Chapter 5, we design and evaluate a novel ZIP scheme, shortening
pairing time and improving security. Chapter 6 presents a new copresence detection
scheme that achieves better security than state of the art, especially under challenging
conditions, and is easy to deploy. Finally, we conclude this thesis in Chapter 7.

8 https://zenodo.org/communities/zis/?page=1&size=20
9 https://github.com/seemoo-lab

Over 75 GB of
various context data
that we collect in
this thesis is publicly
available.
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B A C K G R O U N D A N D R E L AT E D W O R K

In this chapter, we provide necessary terminology used in this thesis, explain fundamental concepts in zero-interaction pairing (ZIP) and zero-interaction authentication
(ZIA), and discuss related work.
2.1

definitions

In the following, we define two major concepts: context and colocation to set the scope
of this thesis as well as clarify the difference between zero-interaction and context-based
security.
2.1.1

Context

We define context as a set of sensor modalities (e.g., audio, signal strength, or button pressing event) collected by a device from its ambient environment within a timeframe [94,
98, 144]. We note that the context may not only be represented by sensing physical
characteristics of the surroundings (e.g., room temperature) but also by recording sensor
data resulted from (e.g., gait) [36, 309, 393] or generated by (e.g., pressing a button) [205,
206, 405] a user. In this thesis, we use the terms context data and context information
interchangeably to mean sensor readings of the ambient environment supplied with
metadata such as timestamps [266].
2.1.2

The context is
comprised of sensor
readings taken in a
specific environment
at a point in time.

Colocation

Colocation refers to the level of physical proximity between devices defined by a ZIP
or ZIA scheme to be sufficient for pairing or authentication. In ZIP and ZIA, device
colocation is often determined as being inside an enclosed physical space such as
an office, room, or car [98, 245, 365]. However, the granularity of colocation varies
significantly depending on the use case, for example, in wearables, colocated devices
are worn by a user [36, 229], while in a smart home, colocated devices reside inside
the same house [144, 243]. In a number of ZIP and ZIA schemes, the term copresence
is used instead of colocation to mean the same [58, 92, 365]. In this thesis, we use
both colocation (colocated, non-colocated) and copresence (copresent, non-copresent)
interchangeably.
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Colocation definition
depends on the use
case of ZIP or ZIA.
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2.1.3

Context-based
pairing and
authentication is a
superset of ZIP and
ZIA, respectively.

Zero-interaction Security

We use the term zero-interaction security (ZIS) when jointly referring to ZIP and ZIA
schemes that share two fundamental properties: (1) they rely on context to achieve either
paring or authentication, and (2) they do not require any form of user interaction. With
these two properties in mind, ZIP is defined as the process of establishing a shared secret
key between previously unassociated devices, while ZIA is the process of determining
colocation between two associated devices (i.e., those that already share a secret key). We
highlight a difference between ZIS and context-based pairing/authentication. While both
rely on context to achieve pairing or authentication, the former completely excludes
user interaction, while the latter inherently requires it to generate or influence the
context, for example, in the form of touching, shaking, tapping, swiping, or twisting
devices as well as pressing buttons on them [90, 116, 205–207, 262, 285, 312, 396, 404,
405]. In this thesis, we refer to pairing and authentication schemes that utilize context
as well as some form of user interaction (e.g., touching) as touch-to-access [173] methods.
Thus, ZIS is a subset of context-based pairing and authentication schemes.
2.2

overview of zero-interaction pairing and authentication

We present an overview of ZIP and ZIA, describing a generic setup and operation
principle of the two approaches as well as threats they aim to mitigate. The fundamental
idea leveraged in ZIP and ZIA is the similarity of context observed by colocated devices
compared to non-colocated devices.
2.2.1

In ZIP a shared
secret key is obtained
in three steps: (1)
context sensing, (2)
fingerprint
derivation, and (3)
key exchange.

Zero-interaction Pairing: Principle and Threats

In ZIP, colocated devices that do not have any prior association nor any jointly trusted
third party establish a shared secret key. Specifically, they (1) sense their context for
a predefined timeframe, (2) translate the collected context into a sequence of bits (i.e.,
fingerprint), and (3) input their fingerprints into a key agreement protocol to derive
a shared symmetric key [94, 144, 245]. The context fingerprints obtained by colocated
devices serve as a common source of entropy for bootstrapping a shared secret key [144].
Despite being similar, the fingerprints of colocated devices are not identical due to
imperfections in sensing, thus ZIP schemes utilize fuzzy cryptography [75, 174, 175]
to correct mismatches between devices’ fingerprints and ultimately share a secret key.
Figure 3 shows a typical ZIP setup, where a number of smart devices (e.g., thermostat,
laptop, fridge) located inside the same room utilize their shared context for pairing.
In this thesis, we focus on ZIP schemes that target pairing between two devices. While
group pairing poses several challenges [84, 203, 251], they are mostly addressed on the
level of key agreement protocols [75], thus we only mention that the group pairing can

2.2 overview of zero-interaction pairing and authentication
Legitimate devices
(colocated)

Adversarial devices
(non-colocated)
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Wireless range of
legitimate devices

Figure 3: Typical ZIP setup encompassing a number of colocated smart devices that use their
on-board sensors to obtain the shared context. The adversarial devices reside outside
the space of colocated devices but within their wireless range (i.e., proximately close).

be enabled using novel cryptographic protocols such as Fuzzy Password-Authenticated
Key Exchange (fPAKE) (cf. Chapter 5).
As in traditional user-assisted pairing schemes (e.g., entering a password), the main
threats in ZIP are impersonation and machine-in-the-middle (MITM) attacks [93, 144,
245]. In the former attack, a non-colocated adversary, residing in the wireless range
of a legitimate device, tries to pair with it in order to impersonate another legitimate
device, violating authenticity of communication between the two legitimate colocated
devices (cf. Figure 3). In the latter attack, a non-colocated adversary performs the
impersonation attack on two legitimate devices simultaneously, attempting to intercept
their communication, thus compromising confidentiality and possibly integrity of the
data exchanged between the two legitimate devices.
In this thesis, we focus on preventing impersonation and MITM attacks in ZIP,
considering denial-of-service (DoS) attacks that target availability of pairing to be outside
the scope of our work; we refer to [239, 394] for information on DoS mitigation in pairing.
In Chapter 5, we detail how a non-colocated adversary may launch impersonation and
MITM attacks on a ZIP scheme by eavesdropping, replaying, or mimicking the context
of colocated devices. ZIP schemes are inherently vulnerable to colocated adversaries,
which cannot be completely withstood [173, 389], thus we consider such adversaries to
be outside the scope of this thesis.

Impersonation and
MITM are primary
attacks against ZIP
in this thesis.

We do not consider
attacks against the
availabilty of pairing
such as DoS.
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Prover and verifier
Relaying adversaries
Wireless range of prover and verifier

Verifier

Prover

Relaying messages

Figure 4: Typical ZIA setup, including the prover and verifier under the relay attack. To ensure
colocation, the prover and verifier use the on-board sensors to obtain their context. The
context similarity between the prover and verifier measured by the latter determines
their colocation, allowing the verifier to authenticate the prover.

2.2.2

The verifier compares
its sensed context
against the prover’s
to decide on their
copresence.

ZIA can prevent
relay attacks on
wireless channels.

Zero-interaction Authentication: Principle and Threats

ZIA encompasses two devices: a prover and verifier, where the former tries to prove its
colocation to the latter [92, 323, 364, 365]. Specifically, (1) the prover sends a copresence
verification request to the verifier over a wireless channel such as Wi-Fi, (2) both
devices capture their context using available sensors for a predefined timeframe (e.g., 5
seconds), (3) the prover transmits its context readings to the verifier, and (4) the verifier
compares its own context readings with the prover ones and decides whether the two
devices are colocated, thus the prover can be authenticated. In ZIA, both devices are
assumed to share a secret key, hence their communication is encrypted and can also
be integrity-protected (e.g., using authenticated encryption such as AES-GCM [76]),
ensuring that an adversary cannot eavesdrop on or tamper with the transmitted context
readings. The secret key between the prover and verifier can either be pre-shared or
priorly established via secure pairing [93, 394, 404]. To compare context readings, the
verifier can either use similarity metrics (e.g., cross-correlation) and check them against
the fixed thresholds [136, 181, 317] or compute features from context readings (e.g.,
mean) and input them to a trained machine learning classifier [323, 364, 365].
ZIA is designed to mitigate relay attacks on wireless channels [323, 364, 365], or it
can be used as a second authentication factor [181, 229, 230]. In a relay attack, a pair of
colluding adversaries, one located near the prover, another—near the verifier, forward
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wireless messages between them to trick the verifier into believing that the prover is
in proximity, violating its authenticity (cf. Figure 4). Hence, the colocation evidence
based on context serves as the proof of physical proximity between the two devices,
confirming the absence of the relay attack.
In this thesis, we consider relay attacks to be the main threat to ZIA, detailing
how a non-colocated adversary can eavesdrop on or try to match the context of
colocated devices to mount such an attack in Chapter 6. Similar to ZIP, ZIA schemes are
vulnerable to colocated adversaries. While mitigation techniques have been proposed
(e.g., by Truong et al. [365]), they severely degrade the practicality of ZIA schemes, thus
we consider the colocated adversaries to be outside the scope of this thesis.
2.3
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As in the case of ZIP,
we do not consider
colocated adversaries
in ZIA.

related work

In this section, we first highlight the differences between traditional user-assisted pairing
schemes and ZIP, discussing our contributions in surveying and systematizing pairing
schemes with respect to related work. Second, we compare ZIS and touch-to-access
methods against several metrics (e.g., security, usability), exposing their trade-offs.
Third, we review prominent ZIP and ZIA schemes, emphasizing our contributions to
both approaches. Finally, we discuss the shortcomings of context-based pairing and
authentication methods that require further attention from the research community.
2.3.1

User-assisted and Zero-interaction Pairing

The traditional user-assisted pairing schemes rely on user interaction to achieve pairing,
for example, by requiring a user to input a password to devices, compare numeric
codes, or press buttons [50, 93, 196]. In these schemes, user actions are the cornerstone
of pairing, thus any mistakes, inattentiveness, or reluctance to ensure security from the
user side result in vulnerabilities [166, 177]. It goes without saying that an average user
is incapable of detecting or preventing active attacks on pairing, and they can easily
become a victim of social engineering [170, 211, 366].
Recall from Chapter 1 that ZIP has the following advantages over user-assisted
pairing, which are especially beneficial in the Internet of Things (IoT):
• Usability. ZIP schemes perform pairing autonomously, excluding a user from the
pairing procedure. Considering a rapid increase in the number of smart devices
(e.g., per user [340] or per household [13]), many of which lack user interfaces,
motivates the use of ZIP. Furthermore, IoT devices are often deployed in spots
that are difficult to reach (e.g., smart light under the ceiling or an electronic
control unit (ECU) inside a car trunk), making user-assisted pairing impractical.
• Scalability. The aforementioned growth of smart devices without user interfaces
makes it infeasible for users to pair multiple devices simultaneously. In contrast,

Bluetooth pairing is
a classic example of
user-assisted pairing.

Usability is a key
advantage of ZIP.
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ZIP relies on sensing
to enable scalability
and deployability.

In the following, we
review three recent
surveys that expand
upon findings from
our survey.
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ZIP allows pairing a practically unlimited number of colocated devices, which
only need to be equipped with sensors.
• Deployability. ZIP schemes are built upon the off-the-shelf sensing capabilities of
smart devices without requiring additional hardware (e.g., NFC) or significant
processing power that is needed for centralized approaches such as public-key
infrastructure (PKI) to perform expensive cryptographic operations.
In Chapter 3, we present a comprehensive survey on device pairing, covering both
user-assisted and ZIP schemes [93]. In our survey, we, for the first time, study ZIP
as a distinct category of paring schemes. Compared to previous surveys on device
pairing, our contributions lie in: (1) a clear differentiation between physical and humancomputer interaction (HCI) channels used for pairing and their analysis, (2) introduction of application classes (essentially use case categories) which impose different
security/usability requirements on pairing schemes, and (3) revealing reasons for incomparability of different pairing schemes and their weak security. While Section 3.1
details our contributions relative to prior works, in the following, we discuss a few
relevant surveys that have been published after our work.
Caprolu et al. [43] survey ZIP and ZIA schemes that rely exclusively on short-range
audio channels, covering both audible and ultrasound spectra. Differently from our
work, they study a wider range of attacks on audio channels, including some novel
attacks [403], as well as review defense mechanisms that can be built upon short-range
audio channels. The authors come to a number of similar conclusions to our survey
such as non-confidentiality of audio channels, insufficient attention to privacy issues,
and promising potential of multi-sensing approaches.
In their work, Mayrhofer et al. [239] propose realistic adversary models for better
analysis of pairing and authentication schemes—this was outlined as one of the future
challenges in our survey. Specifically, the authors devise four adversary classes: “Zero
effort”, “Minimal effort”, “Advanced Effort”, and “Guaranteed Success” based on the
adversary’s capabilities (e.g., system knowledge) and required effort (e.g., time and
computational resources) to break a pairing or authentication scheme. Using these
adversary classes, they survey existing authentication and pairing schemes (both userassisted and zero-interaction ones), coming to a conclusion that the majority of schemes
relies on unrealistically weak adversary models, which explains numerous attacks
against them in recent years.
Xu et al. [394] study ZIP schemes that are applicable in the IoT. Specifically, they use
hardware interfaces as the base for their taxonomy, paying special attention to new
sensing channels (e.g., relying on piezoelectric sensors or sensor fusion). Compared
to our survey, the authors cover slightly more hardware interfaces as well as conduct
comparative security and performance analysis of ZIP schemes. Despite identifying a
number of common security and performance metrics (e.g., key generation rate, key
agreement rate, randomness of keys), the authors merely summarize data presented in
original publications. This does not yield a meaningful comparison because (1) many
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schemes do not report such metrics, which is acknowledged by Xu et al. and (2) ZIP
schemes, even those that utilize the same sensor modality, are evaluated in different
scenarios and setups, preventing their baseline comparison [93]. In Chapter 4, we
evaluate a number of state-of-the-art ZIS schemes in realistic scenarios showing that
their security in the real world is significantly lower than originally reported [98].
ZIA, similar to ZIP, exhibits the same usability, scalability, and deployability advantages over user-assisted authentication schemes (e.g., entering verification codes [181]).
In this thesis, we do not make specific contributions in surveying or systematizing ZIA
schemes, referring an interested reader to existing works such as [58].
2.3.2
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ZIA has similar
advantages over
user-assisted
authentication.

Comparison between Zero-interaction Security and Touch-to-Access Schemes

We clarify the difference between ZIS and touch-to-access pairing and authentication
schemes in Section 2.1.3: while both approaches utilize context for pairing or authentication, the former does not need any user interaction, whereas the latter inherently
relies on it. In touch-to-access schemes, a user generates or affects devices’ context, for
example, by shaking, rotating, or tapping onto devices, which allows them to either
capture user input with their sensors (e.g., accelerometer, button pressing event) [90,
205, 206, 209] or sense changes in the ambient environment caused by user actions (e.g.,
variation in signal strength due to user motion) [116, 207, 404, 405].
Recently, a number of touch-to-access pairing and authentication schemes have been
proposed [90, 116, 205–207, 262, 285, 312, 396, 404, 405]. Since they are natural competitors of ZIS schemes, we compare the two approaches in terms of security, usability,
completion time10, scalability, and deployability. We distinguish completion time as a
separate metric because it encompasses both usability and deployability aspects, for
example, a prolonged completion time may render a pairing or authentication scheme
unusable, or time constraints of an application may make the scheme non-deployable.
Regarding security, touch-to-access schemes often exhibit False Acceptance Rate (FAR)
below 1% [105, 116, 205, 206, 229] because they benefit from user input, while many
ZIS schemes show higher FARs of around 2–5% [173, 323, 364]. However, touch-toaccess schemes have an additional attack vector via mimicry or observation of user
actions (e.g., tapping), which becomes a serious threat when assisted by computer
vision techniques [36, 206]. In Chapter 5, we present a ZIP scheme that reaches FARs
below 0.5% under attack, significantly outperforming state-of-the-art solutions, while
in Chapter 6, we develop a copresence detection scheme (i.e., a key building block of
ZIA) that achieves even lower error rates.
For usability, we compare False Rejection Rate (FRR) of ZIS and touch-to-access
schemes. Differently from FAR, ZIS schemes show lower FRRs below 3% [173, 181, 323,
364], while touch-to-access methods often reach FRRs of around 10% [3, 90, 206, 229,
10 The time required to complete a pairing or authentication procedure. In the thesis, we also use terms
pairing time or authentication time to mean the same.

Touch-to-access
schemes require user
input, whereas ZIS
is completely
autonomous.

We utilize five
metrics to compare
ZIS and
touch-to-access
approaches.

FAR and FRR are
established security
and usability
metrics, respectively
in pairing and
authentication
systems.
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Table 1: Comparison between zero-interaction and touch-to-access pairing/authentication
schemes.
Metric
Security
Usability
Completion time
Scalability
Deployability

Zero-interaction
State-of-the-art

Our contribution

#
#
#
H

#
H
#
H

–best, #
H–medium, #–worst.

ZIS schemes suffer
from prolonged
completion time on
the order of minutes
and hours.

Touch-to-access
schemes will not
scale to the
upcoming number of
smart devices.

The need for a
“helper” device
impedes
deployability of
touch-to-access
schemes.

Touch-to-access

#
#

#
H

405]. Thus, we see a clear trade-off of user interaction: while it may help security, it
inevitably harms usability because user input is prone to errors due to user mistakes,
incorrect usage, or rushing behavior [93].
The completion time benefits from user actions, with many touch-to-access schemes
showing pairing or authentication time within ten seconds [3, 116, 205, 206, 396]. For ZIS
schemes, such time is generally longer—varying from several seconds [181, 310, 364] to
minutes or even hours [144, 243, 309]—which is the price for operating autonomously
without user interaction. In Chapter 5, we propose a novel architecture for ZIP schemes
that significantly reduces pairing time. The recent advances in sensing allow utilizing
radio frequency noise for ZIP, reporting pairing time below one second [173].
ZIS schemes have higher scalability compared to touch-to-access because they only
require a user to install their devices instead of actively handling them. Given that
an average household and user already have over ten and six smart devices, respectively [13, 340], and these numbers are envisioned to increase to dozens of devices [144],
it is likely that touch-to-access schemes will overburden users, thus they can only apply
to a limited set of devices. For example, touch-to-access schemes can be used to pair
or authenticate a few central devices (e.g., smart hub and smartphone) reachable by
a user to ensure stronger security, while other smart devices, distributed inside an
environment such as a room, can rely on ZIS schemes.
Considering the deployability, both ZIS and touch-to-access schemes require devices
to be equipped with common sensors (e.g., microphones). Attempts have been made
to enable pairing between devices with heterogeneous sensors in ZIS [144] and utilize
minimum user interfaces (e.g., a button) for pairing and authentication in touch-toaccess [205, 206]. In both cases, higher deployability results in either lower usability [205,
206] or prolonged completion time [144]. Many touch-to-access schemes require an
additional helper device [116, 206, 312, 404] such as a smartphone or smartwatch,
which assists pairing or authentication in the form of time synchronization, running
cryptographic operations, or correlating sensor data with the target device to be

2.3 related work

21

paired or authenticated. These touch-to-access schemes cannot function without additional hardware (e.g., user forgets to wear a smartwatch), hindering their deployability.
In Chapter 6, we design a copresence detection scheme that does not require shared sensors, providing improved security than state of the art without compromising usability
or completion time.
Table 1 summarizes the above comparison between ZIS and touch-to-access schemes.
In this thesis, we focus on ZIS schemes making notable contributions to improving
their security, completion time, and deployability.
2.3.3

Review of Zero-interaction Pairing Schemes

We review prominent ZIP schemes relevant to this thesis, describing the main drawbacks
of existing solutions that we improve upon.
One issue that encompasses all existing ZIP schemes is methodological. Specifically,
the reliance of ZIP schemes on context data (i.e., sensor readings collected by devices
from their ambient environment) makes access to such data imperative to scrutinize
and compare ZIP schemes. Unfortunately, none of the existing ZIP schemes releases
context data on which they were evaluated, rendering the comparison of different
ZIP schemes impossible. In addition to context acquisition, a ZIP scheme requires (1)
quantization—the process of translating context data into fingerprint bits and (2) key
exchange steps (cf. Section 2.2.1). Since these steps include complex signal processing
and cryptographic protocols, the implementation of a ZIP scheme ensures the correct
comparison between different schemes. We are aware of a single ZIP scheme that
makes its implementation11 publicly available [310]. Thus, the lack of context data and
implementation of existing ZIP schemes hinders their reproducibility and comparability,
hence their real-world security and utility cannot be assessed.
In Chapter 4, we conduct the first comparative study of ZIS schemes, reproducing
five state-of-the-art ZIP and ZIA schemes, collecting real-world context data on which
we evaluate them, and making both the scheme implementations and context dataset
available for future research.
In our study, we consider two ZIP schemes. The pioneering work of Schürmann
and Sigg [310] utilizes ambient audio as context, using fuzzy commitments [175] to
establish a shared secret key between two colocated devices. This scheme relies on
short snippets of ambient audio (i.e., 6 seconds), requiring a tight time synchronization
between pairing devices. Such audio snippets are quantized to fingerprints of around
500 bits, which are input to the key exchange protocol based on fuzzy commitments.
The authors evaluate their scheme in a set of environments such as an office, street,
and student canteen, showing a margin of 20 percentage points in average similarity
between fingerprints of colocated and non-colocated devices.
11 https://github.com/dschuermann/fuzzy-pairing
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The work of Miettinen et al. [243] extends upon the scheme of Schürmann and
Sigg, removing the necessity for tight time synchronization between pairing devices.
Specifically, they devise a quantization method extracting fingerprint bits based on the
changes in context commonly observed by colocated devices over time. In addition, they
introduce a key evolution approach by performing a number of key exchanges (based
on fuzzy commitments as in [310]) to strengthen the shared key between colocated
devices over time, confirming their sustained copresence. The scheme by Miettinen
et al. considers ambient noise levels and luminosity as context, and they evaluate it
in smart home, smart office, and wearable scenarios, reporting the difference from 6
to 20 percentage points in average similarity between fingerprints of colocated and
non-colocated devices.
From our study, we find that the above two ZIP schemes exhibit several issues, which
are common to many other ZIP schemes, as we show in the following.
First, the schemes report average fingerprint similarities and not actual error rates (i.e.,
FAR, FRR, or Equal Error Rate (EER)), which does not show their realistic security and
usability performance. Nevertheless, presenting average fingerprint (or bit) similarity is
a common practice followed by ZIP schemes [144, 145, 210, 262, 309, 393]. Miettinen
et al. [245] come to the same conclusion as we do, indicating the pitfalls of average
fingerprint similarities when evaluating ZIP schemes. Second, quantization methods
extracting fingerprint bits from context data often produce fingerprints with entropy
biases. This opens the door to security vulnerabilities (e.g., guessing attacks), which are
not considered by existing ZIP schemes. A study on ZIP schemes utilizing human gait
captured by accelerometers as context reports similar findings: out of five popular ZIP
schemes, the quantization methods of four generate predictable fingerprints [36].
In addition to not computing actual error rates and limited entropy of context
fingerprints, we identify two more issues that decrease the security of ZIP schemes:
(1) low-entropy context and (2) insufficiently separated environments. The former
happens when ZIP schemes use low-entropy context recorded in the environment with
little ambient activity (e.g., smart home at nighttime) to derive a fingerprint, which
becomes predictable by an adversary. The latter occurs when non-colocated devices
are proximately close (e.g., in adjacent rooms separated by a thin wall), hence they
inevitably sense some shared context, for example, a loud sound in the case of audio.
Regarding low-entropy context, we are aware of few mechanisms utilized by existing
ZIP schemes to address this issue. For example, Miettinen et al. [243] propose the
surprisal to exclude fingerprints resulting from low-entropy context, but they did not
empirically access it. In Chapter 4, we evaluate such a mechanism, finding that it
often excludes a significant portion of fingerprints, hindering the scheme’s availability
without any clear security benefit. In Chapter 5, we introduce an activity filter—part of
a ZIP scheme that selectively discards context data with insufficient entropy, ensuring
that the obtained fingerprints contain enough entropy, and thus are unpredictable.
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The issue of insufficiently separated environments is more complex, as it highly depends on the definition of colocation, which is often underspecified in ZIP schemes [98].
There exist two approaches to address this issue. First, is the use of highly varying context, for example, a wireless radio environment captured by channel state information
(CSI). In the scheme by Xi et al. [389], two colocated devices leverage correlated CSI
readings to establish a shared secret key. The use of such varying context containing
ample entropy enables fast pairing and resilience to attacks. However, it limits the
scheme’s practicality requiring colocated devices to be within five centimeters from each
other, which is unrealistically small distance even between wearables, not to mention
smart home devices. The second approach that we present in Chapter 5 relies on sensor
fusion, namely, utilizing a number of sensor modalities to capture a multidimensional
context. As we demonstrate, this approach successfully withstands even proximately
close adversaries without imposing any distance restrictions on colocated devices.
However, it requires several sensors, trading off deployability for security.
Having identified a number of problems in existing ZIP schemes, we aim to improve
on them. Recall from Table 1 that current ZIS schemes have lower security and longer
pairing time compared to touch-to-access schemes. In the following, we review state-ofthe-art ZIP schemes, discussing their security rationale and pairing time.
The abovementioned scheme by Miettinen et al. [243] strengthens security by utilizing
sustained copresence of devices. Specifically, it is difficult for a non-colocated adversary
to observe changes happening in the context of colocated devices over time (e.g.,
fluctuations in noise level). While this approach eliminates adversaries that may sense
the context of colocated devices for a short time, it results in excessively long pairing
time on the order of several hours, trading off pairing time for security.
Han et al. [144] propose Perceptio, the first ZIP scheme that enables pairing between
devices with heterogeneous sensors. Specifically, it relies on “numerically different
yet contextually similar” events sensed by colocated devices, for example, a door
knock that can be captured by both a microphone and accelerometer. The security
of Perceptio is based on the inability of a non-colocated adversary to predict events
randomly occurring in the environment of colocated devices or missing such events
due to attenuation of sensed signals (e.g., audio wave). The colocated devices utilize
timing information about the occurrence of common events to derive fingerprint bits.
Thus, the number of bits obtainable from the context is determined by the frequency
of such events, which is relatively low in typical smart home settings [144], leading to
pairing time of hours or even days.
Schürmann et al. [309] present BANDANA, a ZIP scheme that utilizes human gait
captured by accelerometers as context to pair wearable devices carried by a user. The
security of BANDANA relies on the unique properties of human gait, which is difficult
to mimic [321, 393]. The authors extract fingerprint bits by computing energy differences
between each gait cycle. With the optimal parameters, BANDANA reports pairing time
of 96 seconds, considering that a user moves continuously within this timeframe. Any
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stops or standstill periods are not taken into account, suggesting that the pairing time
in a realistic setting will be significantly longer.
Similar to BANDANA, Lin et al. [210] study the applicability of another biometric
modality for pairing wearables, namely an inter-pulse interval (IPI), i.e., the interval
between two peaks in a heartbeat signal, captured by piezo sensors. The security basis
again relies on the uniqueness of IPI signals per individual and the difficulty of inferring
them even with the aid of video analysis [210]. The authors estimate the pairing time
to be approximately 40 seconds under ideal conditions (i.e., maximum entropy, high
heartbeat rate, no sensor bias), which can hardly be guaranteed in realistic scenarios.
The majority of ZIP schemes—those discussed above and many others [145, 173, 348,
362]—are based on fuzzy commitments [175] (or equivalently fuzzy vaults [174]) cryptographic primitives for key establishment. These primitives are by design vulnerable
to brute-force offline attacks, which can only be prevented by long fingerprints containing
sufficient entropy. Our results in Chapter 4 and findings from similar studies [36] suggest
that the entropy of fingerprints derived from context is generally limited, threatening
practically all ZIP schemes proposed to date with offline attacks. This issue is not
addressed by any of the existing works on ZIP we are aware of.
The limited entropy of fingerprints does not only affect the security of ZIP schemes
but also their pairing time. Specifically, any entropy biases in fingerprints need to be
compensated for by obtaining extra bits from the context, which requires longer data
collection, increasing the pairing time. None of the ZIP schemes described above takes
this point into account when reporting their pairing time.
Another issue that is not considered by existing ZIP schemes is the entropy loss due to
error correction. Specifically, fuzzy cryptographic primitives (e.g., fuzzy commitments or
vaults) allow fixing a number of mismatching bits between context fingerprints obtained
by different devices by utilizing error correction codes (e.g., Reed–Solomon [282]). This
requires transmitting the error correction information about context fingerprints in
plain text, hence the adversary gains partial knowledge of them. Such entropy loss
needs to be accounted for to maintain security by collecting more context data, yet
again prolonging the pairing time. Miettinen et al. [245] are the first to point out this
problem, however none of the existing ZIP schemes considers entropy loss due to error
correction in their security and pairing time analysis.
In Chapter 5, we present a novel architecture for ZIP schemes that addresses the
issue of offline attacks and prolonged pairing time. Thus, any existing or future ZIP
scheme can adapt or borrow from this architecture to enhance security and reduce the
time required to complete pairing. As a proof of concept, we implement and evaluate
a ZIP scheme for pairing smart devices inside a moving car, reviewing similar works
in Section 5.7.
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Review of Zero-interaction Authentication Schemes

In the following, we discuss relevant ZIA schemes, indicating the weaknesses of existing
solutions and how we address them in this thesis.
As in the case of ZIP, ZIA schemes suffer from the same methodological shortcoming
of not releasing context data on which they were evaluated and their implementations,
making a comparison of different ZIA schemes and further analysis problematic. We
are aware of a single line of work [364, 365] that may provide access to the used context
data upon request, which still does not qualify it as publicly available [147].
Similarly to two ZIP schemes (cf. Section 2.3.3), we reproduce and evaluate three
ZIA schemes in our comparative study presented in Chapter 4, releasing the collected
context data and schemes’ implementations to act as a benchmark for future research.
The scheme by Karapanos et al. [181] relies on short snippets (i.e., 3 seconds) of ambient
audio recorded by two colocated devices. Such snippets are split into 20 one-third
octave bands, within each, a cross-correlation value is computed, to obtain a final
similarity score that is the average of the bands’ cross-correlation values. This similarity
score is checked against a set similarity threshold to decide if two devices are colocated.
The authors evaluate their scheme in a number of scenarios, ranging from a quiet office
to a train station, showing high accuracy and robustness in distinguishing colocated
and non-colocated devices (i.e., EER below 0.2%).
Truong et al. [364] propose using a number of sensor modalities, namely audio, Wi-Fi
and Bluetooth signal strengths, and GPS as context for a ZIA scheme. They follow a
different approach from Karapanos et al. [181], specifically, computing features from
the context data (e.g., cross-correlation, Euclidean distance) and training a machine
learning classifier on them to predict copresence. The authors evaluate their scheme
in a range of environments such as lecture halls, cafeteria, and streets, reporting FAR
and FRR below 2% when fusing all sensor modalities. A similar work by Shrestha et
al. [323] explores environmental sensors: temperature, humidity, barometric pressure,
and Carbon Monoxide (CO) to capture context. They also rely on context features
computed from the collected sensor data, which are input to a machine learning
classifier. The scheme is tested in a range of settings such as a library, office room, and
café. The authors obtain a slightly higher FAR and FRR of up to 5% when fusing all
modalities, arguing that environmental sensors trade lower security and usability for
faster authentication time due to the shorter data collection period.
The findings from our comparative study (cf. Chapter 4) for ZIA schemes are similar
to that of ZIP. ZIA schemes are especially vulnerable to low-entropy context and
insufficiently separated environments, leading to a several-fold increase in error rates.
These identified problems are in line with the results of prior research, for example,
Shrestha et al. [325] demonstrate that the scheme by Karapanos et al. [181] can be
attacked with a success rate of up to 83.2% by injecting a typical smartphone sound
(e.g., SMS ringtone) when the scheme is running in a quiet environment.
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In the following, we discuss a few other security, usability, and deployability challenges of existing ZIA schemes. Truong et al. [365] and Han et al. [143] study how the
colocated adversaries can be resisted in ZIA schemes relying on ambient audio. Truong
et al. [365] propose using an acoustic room impulse response (RIR) to obtain a unique
signature of physical surroundings, which is difficult to replicate by an adversary.
Thus, colocated adversaries residing further than 50 cm away from legitimate devices
can be mitigated. Han et al. [143] rely on the physical layer fingerprints of speakers
and microphones (e.g., frequency response) to ensure that two legitimate devices are
colocated. Specifically, during the fingerprinting phase, legitimate devices obtain their
fingerprint profiles by emitting a sound with their speakers and recording it with their
microphones, storing such profiles on a trusted server to be further used during ZIA.
The main drawback of both these schemes is their dependency on both speakers and
microphones, making such solutions impractical for the majority of IoT devices (e.g.,
smart lock, fitness tracker), which are not equipped with such hardware.
In their work, Shrestha et al. [324] investigate the security of ZIA schemes in the
presence of context manipulating adversaries. Specifically, they study how difficult it
is to replicate context sensed by the prover near the verifier in order to trick the latter
into believing that the former is colocated. The authors utilize off-the-shelf devices and
software to, for example, stream audio via Skype or use a hairdryer to increase the
temperature, showing that with such simple tools—context manipulation is feasible.
However, they assume that an adversary has physical access to the verifier’s sensors to
perform manipulation, granting the adversary an unfair advantage.
The work by Shepherd et al. [317] investigates the applicability of different sensor
modalities for ZIA in the domain of NFC payments. They find that for a typical NFC
transaction time of 500 milliseconds, many sensors do not provide reliable context
measurements that would allow two devices to detect their copresence. Thus, the
authors identify the minimum duration of context acquisition, which determines the
lower bound for authentication time for the majority of studied sensor modalities.
A practical limitation of many ZIA schemes is their reliance on more than one
common sensor [229, 321–323, 364], which reduces their deployability, as they cannot
be used on devices with heterogeneous sensors, or when one device lacks a specific
sensor. Furthermore, the ZIA schemes that utilize context features computed from
sensor data and classic machine learning algorithms (e.g., SVM, Random Forest) [229,
321–323, 364], require manual feature engineering, which is not only laborious and
error-prone [188] but also imposes extra processing overhead on devices running a ZIA
scheme, as context features need to be computed in real-time.
In Chapter 6, we present a copresent detection scheme, which is the core part of ZIA,
addressing the above challenges. First, we utilize a robust sensor modality, namely,
CSI that significantly improves the accuracy of copresence detection in low-entropy
context (e.g., smart home at nighttime) and insufficiently separated environments (e.g.,
adjacent rooms). Second, we use neural networks as a machine learning classifier,
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which eliminates the need for manual feature engineering and allows us to learn the
representation of CSI data (i.e., features) once and reuse it afterwards, facilitating
the deployability of our approach. Third, CSI is mandatory information acquired by
every Wi-Fi device. Thus, our approach does not require additional hardware sensors
(e.g., microphones), and it can be deployed on heterogeneous devices (e.g., smart lock,
thermostat) that are only equipped with Wi-Fi chipsets, which are ubiquitous in the
IoT [352]. Section 6.1 mentions a few other works in the domain of ZIA, which are less
relevant for our discussion here.
2.3.5
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Shortcomings of Context-based Pairing and Authentication Schemes

Despite the advantages of context-based pairing and authentication schemes over
traditional user-assisted methods (cf. Section 2.3.1) they have one major drawback.
Specifically, their reliance on context data requires access to the device’s sensors and
their readings. The sensor data collected from or near users as well as in locations where
they reside, work, or spend time serves as an endless source of privacy issues, ranging
from user tracking [31] and breaches of physical home security [277] to inferring user
input (e.g., password) [330] and analyzing human speech [9].
To violate user privacy, there exist two attack vectors for infiltrating sensor data from
smart devices: via (1) insufficiently controlled sensor permissions and (2) side channels.
The first attack vector exploits weaknesses of permission-based access control (e.g.,
overprivileged) of Android, iOS, and other operating systems of smartphones and IoT
devices to obtain sensor data without explicit user consent or by confusing users [171,
260, 270, 329, 386]. The mitigation techniques include fine-grained permission control,
for example, having partial access to (obfuscated) data in addition to conventional
“allow” and “deny” permissions, context-aware policies which take user context (e.g.,
location, data sensitivity, utility) into account when granting access to sensor data, and
transparently binding app permissions to their functionality [171, 260, 270, 329].
The second attack vector exploits physical characteristics of the sensed signals to
either eavesdrop on the sensor data (e.g., via signal leakage) or inject a malicious
stimulus (e.g., vibration) to affect sensor readings [45, 117, 367]. To mitigate the side
channels, a number of techniques have been proposed ranging from masking signals
that eliminate acoustic emanations [6, 8] to obfuscating or filtering sensor data to reduce
the effect of malicious stimuli injected by an adversary [330, 367] as well as shielding
sensors themselves and applying dynamic sampling strategies [117, 367].
The sensitivity of collected sensor data, in addition to numerous attacks to infiltrate
it, urges the need for wider adoption of lightweight encryption mechanisms, ensuing
its confidentiality on multiple layers (e.g., physical, application) as well as the more
pervasive use of security extensions (e.g., TrustZone) for processing sensor data.
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S U R V E Y A N D A N A LY S I S O F PA I R I N G S C H E M E S

Secure Device Pairing (SDP) has been proposed as a practical alternative to public-key
infrastructure (PKI) in ubiquitous computing, allowing two wireless devices that do
not have any prior association nor any jointly trusted third party to establish a shared
secret key [336]. To establish this key, the two devices (1) execute an unauthenticated
key exchange such as Diffie-Hellman (DH) and (2) ensure the authenticity of each
other’s keys using an auxiliary out-of-band (OoB) channel [17, 196]. The OoB channel is
used to prevent machine-in-the-middle (MITM) attacks, which can easily be mounted on
an unauthenticated key exchange performed via a wireless channel [196, 247, 264].
After the pioneering work of Stajano and Anderson [336], many pairing schemes have
been proposed, most of which target two classic use cases: (1) paring personal devices
of a single user (e.g., TV and headset) and (2) pairing devices of different users (e.g., two
smartphones) [50, 177, 187, 370]. With the advent of the Internet of Things (IoT), SDP
has become an important mechanism for securing wireless communication between
smart devices [296, 328], which is demonstrated by an extensive standardization effort
of pairing schemes by Wi-Fi and Bluetooth alliances [29, 87]. However, there are three
challenges to applying classic pairing schemes in the IoT. First, the skyrocketing number
of devices imposes a prohibitive user effort if pairing requires any user involvement
(e.g., entering a password) [296]. Second, the diversity of IoT devices (e.g., processing
power, user/wireless interfaces) renders classic pairing approaches impractical, as
many devices cannot satisfy the common hardware requirements such as having a
display [133]. Third, the user-to-device and device-to-device interaction patterns in the
IoT are more varying such as pairing without user involvement [243, 310], thus the
pairing assumptions (e.g., adversary model) differ from classic pairing use cases.
The sound comparison of existing pairing schemes is difficult. Prior SDP surveys
struggle to fairly compare proposed pairing schemes even over a single metric (e.g.,
security and usability), concluding that no universal pairing approach exists [50, 177,
187, 196, 247]. We find that such incomparability is caused by the lack of common
information about a pairing scheme required to make a comparison, which happens
because of two reasons. First, available hardware interfaces (e.g., buttons) have been
the main reason for designing another pairing scheme [3, 272, 332, 333]. Hence, many
schemes focus on a specific use case in a limited setting, without considering findings
of previous pairing proposals. Second, Ion et al. [166] show that the choice of a pairing
scheme is context- and environment-dependent, thus the information on context and
environment (which is rarely provided) is imperative to enable schemes’ comparison.
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Two other issues in SDP are caused by the lack of common understanding on the
definition and properties of an OoB channel. First, there exist a dozen definitions of
an OoB channel [50, 196], which apply mixed terminology and overlapping adversary
capabilities [247, 254]. This is a direct consequence of the design flow based on hardware
interfaces. Second, many schemes make unrealistic assumptions about the security
properties of an OoB channel (e.g., confidentiality of data transmission), resulting in
numerous successful attacks [10, 135, 137, 344].
The incomparability of different pairing schemes and their recurring security incidents suggest issues in the existing design flow of pairing schemes. Also, we witness
the proliferation of zero-interaction pairing (ZIP) schemes, which enable pairing between
IoT devices without user involvement by sensing devices’ ambient environment (e.g.,
audio) [243, 310, 372, 406]. ZIP schemes aim to improve usability, scalability, and deployability of pairing in the IoT. Hence, in this chapter, we systematize knowledge on
SDP, shedding light on how to design more robust and comparable pairing schemes,
including a new class of ZIP schemes. We make the following contributions:
• A system model and consistent terminology that facilitates precise description
and reasoning about SDP schemes by considering the three components:
– Physical (PHY) channels,
– Human-computer interaction (HCI) channels, and
– Application classes.
• Classification of the existing SDP schemes using this model.
• Identification and analysis of systemic security weaknesses commonly found in
such schemes, revealing areas where future SDP research is required.
• Revelation of the rarity with which privacy is considered among current SDP
schemes.
• Principles for designing robust SDP schemes.
3.1

Quantitative
analysis of different
pairing schemes is
questionable.

related work

In the literature, several surveys have investigated different aspects of SDP. Kumar
et al. [196] present the first comparative study to quantify usability and security of
various pairing schemes. Our work reveals that quantitative comparison of different
SDP schemes is questionable due to the previously taken design decisions, and we
qualitatively address the design aspects of SDP to enable meaningful comparison of
different SDP schemes. Two other studies from Kobsa et al. [187] and Kainda et al. [177]
focus more closely on usability and the role of user actions to achieve security in SDP.
Our work has wider scope because we consider the role of the user as one of the
fundamental design aspects of SDP in addition to physical communication media and
particular use cases.

3.2 system model and taxonomy

The work of Mirzadeh et al. [247] provides an extensive survey on security and
performance of different cryptographic protocols used in various SDP schemes in
addition to presenting classification of OoB channels. In our work, we devise a more
fine-grained classification of communication channels in SDP by differentiating between
PHY and HCI channels and focus on security issues of those channels instead of
cryptographic protocols. Since security weaknesses of various communication channels
have resulted in numerous successful attacks on different SDP schemes, we consider
our qualitative analysis of those channels as a novel contribution. In their survey, Chong
et al. [50] present different modes of user interaction for SDP and analyzed a vast
number of SDP schemes using this taxonomy. We refine their findings to classify HCI
channels and, additionally, present a set of common security and usability properties
to coherently analyze those channels and the SDP schemes relying on them, which has
not been done before.
In our survey, we focus on SDP schemes proposed for two (or several) devices and
consider multi-device SDP outside the scope of this chapter. In comparison to the prior
work, our survey is innovative in three aspects. First, we devise a novel system model
for SDP, which addresses the security weaknesses of the existing generation of SDP
schemes. Second, we propose a new approach to design SDP schemes, which enables
their meaningful comparison. Third, we provide a deep insight into the current state of
SDP from the point of PHY channels, HCI channels, and application classes as well as
present an overview of SDP challenges and perspectives in light of the upcoming IoT.
In this section, we have reviewed the related work on SDP and highlighted the
contributions of our survey. In the next section, we present our system model and
taxonomy.
3.2
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system model and taxonomy

In this section, we first give a high-level overview of a generalized pairing procedure
together with widely-used notations. Second, we address ambiguity in the current
terminology by providing clear definitions to describe SDP. Third, we present a system
model that illustrates the notion and properties of communication channels as well as
facilitates a more unified approach towards the design of pairing schemes. Fourth, we
discuss threats in SDP with respect to our system model. We conclude by explaining
our taxonomy, which is used to systematize and evaluate proposed pairing schemes.
3.2.1

Generalized Pairing Procedure

Traditionally, the pairing procedure has been considered as depicted in Figure 5. The
scenario consists of two devices, D1 and D2, which do not share any prior knowledge
and would like to pair. That is, two devices need to exchange some secret information,
ensuring it came from the correct party, and is not obtained by any third party. In order

A pairing procedure
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Figure 5: Generalized pairing procedure.
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assistance utilizing
in-band and OoB
channels.

to achieve pairing, three steps need to be followed: 1 discovery, 2 secret exchange, and 3
verification. In the first step, D1 and D2 become aware of each other, which can happen
either automatically, for example, using Bluetooth discovery or with user assistance,
for example, via physical contact. During the second step, both devices exchange some
cryptographic material, for example, public keys or a password, which can later be used
to establish secure communication. In the final step, both parties verify the obtained
secrets to ensure that the process has not been compromised by an attacker.
To provide a better understanding of the interactions presented in Figure 5, we
examine the commonly used notation for SDP. Three main terms are commonly used
in the literature: (1) in-band channel, (2) out-of-band channel, and (3) user interaction. By
employing the generalized pairing procedure shown above, we demonstrate how those
concepts apply using a well-known example [17]. Two devices discover each other, after
having been brought together physically by a user (3). Then, they exchange hashes of
their public keys over an auxiliary channel (2), followed by a mutual transfer of the
corresponding public keys over a wireless radio link (1). Of course, the given example
illustrates just one possible case of how the pairing flow can be implemented. There are
other variants, for example, where the discovery can happen without user interaction as
in [243], or the secret key is first transmitted via the in-band channel and subsequently
verified via the OoB channel as in [123].
To gain a deeper understanding of the major pairing concepts, it is important to
specify the characteristics of in-band and OoB channels that have been traditionally
discussed by the research community. The pioneering work of Balfanz et al. [17] states
two related properties that an OoB channel should possess: demonstrative identification
and authenticity, and also that confidentiality should not be assumed.
The authenticity is the defining characteristic of the OoB channel, ensuring the infeasibility of forging communications over an OoB channel without being detected,
which makes OoB communications so valuable in SDP. In practice, this implies that
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OoB channels must possess demonstrative identification, that is, it must be easy to
demonstrate that the OoB communication is occurring between the intended parties,
for example, by showing the display of a device to another user. Demonstrative identification, thus, implies that the devices must be brought sufficiently close to one another
to allow their mutual positive identification by their users. While OoB channels should
not be assumed to offer confidentiality, a number of the surveyed SDP schemes depend
on the OoB channels being confidential.
The in-band channel, in contrast, has been generally regarded as a communication
channel with relaxed security characteristics. That is, it refers to a wireless radio link,
which is easily accessible by a powerful attacker [70], and thus deemed as inherently
insecure.
So far, we have discussed the core components of SDP along with their prime
purposes and vital properties. Yet, there are no precise definitions of the OoB channel
and user interaction, which are common in the field. We consider this point to be
the principle weakness of the existing terminology. Many researchers have described
the OoB channel to be a side PHY channel which is either human-perceptible and/or
directly controlled by a user [196]. Nevertheless, there is a number of pairing schemes
that intrinsically rely on user actions to accomplish pairing [177]. One example of the
latter is Secure Simple Pairing [28], which is a de facto standard for connecting Bluetooth
devices securely. Consequently, such disparity results in a situation where one part of
the community only considers physical media as the OoB channel, while neglecting
the user-assisted channels and vice versa. In addition, communication channels differ
in fundamental ways, hence assumptions about the media and attacker models vary
significantly, and these are not straightforward to align.
Another issue is that the boundary between the human-assisted OoB channels and
user interaction is often blurred. That is, the latter is a more general term that can
include the former. However, the essential purpose of the OoB channel is to provide
some form of data authenticity. Specifically, a human operator can assist in initiating
device pairing during the discovery step, for example, by colocating devices, aligning
them, or enabling physical contact. Yet, we argue that only explicit actions, which
directly affect the security of the pairing scheme, should be considered as the OoB
channel.
3.2.2
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Authenticity is the
key property of the
OoB channel.

In-band channel is
considered insecure
assuming a
Dolev–Yao
adversary.

The lack of consistent
terminology is a
major weakness in
the pairing field.

The role of user
interaction in
pairing is often
blurred.

Defining Secure Device Pairing Terminology

A specific challenge to the comparison and analysis of SDP schemes is the lack of
accepted terminology covering such schemes. We, therefore, present the terminology
that we use in the remainder of this thesis, both for clarity of explanation here and as a
suggestion for a common vocabulary to facilitate communications among practitioners
in the future.

We define a number
of terms to enable a
common vocabulary
for SDP.
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Figure 6: System model for secure device pairing.

• Pairing refers to the establishment of a secure communication channel between
two or more devices.
• An application class represents a particular pairing scenario that is determined by
the degree of involvement and level of control that a user has over the pairing
devices. An application class covers use cases that share broadly similar security
threats and objectives.
• An SDP scheme consists of the procedures, cryptographic protocols, and the
motivating application class required to securely pair devices.
• An SDP method or SDP procedure is the sequence of actions required to execute
an SDP scheme. While considering method and procedure interchangeable, we
avoid the synonym protocol because of the strong association of this word with
cryptographic protocols.
• A party is someone or something who controls of one or more devices that
participate in an SDP procedure.
• A security domain is the set of devices, data, policies, and intentions that a single
party controls. That is, every device belongs to a security domain, but there may
be more than one security domain involved in a given application class.
• A channel is a means by which communications occur in an SDP scheme, whether
over a physical medium or through an HCI.
• An HCI channel is a means of communication where a user acts as the channel by
which the communications occurs by undertaking some form of interaction with
the devices involved. This could take the form, for example, of a user reading
information from the display of two devices and entering confirmation that they
match into one of those devices.
• A PHY channel is a communication channel that allows data transmission or
acquisition over a physical medium. PHY channels can be described by their
objective physical characteristics, and where the information is not transferred by
a user, that is, it is not an HCI channel.

3.2 system model and taxonomy
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System Model

To address the issues in SDP mentioned previously, we introduce our system model
depicted in Figure 6. The objectives of our approach are threefold. First, it takes into
account a set of diverse interactions that appear in the context of IoT. Second, it aims to
resolve the ambiguities in the pairing concepts, which are currently present in the field.
Third, our model facilitates a more unified procedure for the pairing design.
Our system model contains three main components. Particularly, there are (1) two
devices to be paired D1 and D2, (2) a varying number of users, and (3) the ambient
environment in which device pairing takes place. In addition, several types of distinctive
interactions can happen between those elements. First, D1 and D2 can communicate
with each other by means of various wireless technologies such as Wi-Fi or Bluetooth
1 . Second, a device can obtain information about its ambient environment (as in the
case of ZIP) such as temperature or location via the sensing capabilities 2 . Third, the
connection between a human operator and the respective device is established in the
form of HCI 3 . We further consider the relationship between a user and a pairing
device. Specifically, a human operator can either control both devices involved in SDP,
a single one, or none at all. Implied in the system model, is the purpose for which the
devices are being paired, that is, a use case.
From the above, we can consider an SDP scheme as consisting of the automated
communications between two devices over conventional PHY channels, plus the humanassisted communications between the devices over HCI channels. Pairing of devices
always occurs for a purpose, that is, it happens within the context of an application
class. We, therefore, use three key concepts as the foundation for our system model:

Physical channels,
HCI channels, and
application classes
are the three building
blocks of our system
model for pairing.

• PHY channels.
• HCI channels.
• Application classes.
Figure 7 illustrates the relationship between those concepts, that is, we consider the
channels both PHY and HCI to be orthogonal to the application classes.
The first two concepts specify two fundamentally different types of interactions that
can be utilized by a pairing scheme. With this in mind, we further analyze PHY and HCI
channels independently to identify the most important features of each class and expose
the trade-offs involved. To account for both types of interactions, we understand “device”
to mean any physical device that possesses one or more communication channels that
can be used to connect to the outside world. SDP is achieved using some set of such
channels. Figure 8 depicts an abstract visualization of such a device concept, including
a comprehensive list of PHY and HCI channels. A rigorous discussion covering each
channel category in detail is provided in Section 3.3 for PHY channels and in Section 3.4
for HCI channels, respectively.

A pairing device
possesses both
physical and HCI
interfaces to the
outside world.
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Figure 7: Taxonomy of secure device pairing.

We distinguish four
application classes,
covering all existing
pairing schemes.

An application class
allows identifying
common security
and usability
requirements for
pairing schemes.

As for the application classes, we identify four different cases which cater to classify
all the pairing schemes proposed up-to-date. The categories are as follows: (1) private, (2)
public, (3) social, and (4) unattended. The private class corresponds to a “classic pairing”
case where a single user either owns or directly controls two devices that ought to be
paired. The public class is related to a single user possessing one device, where the
user performs the pairing with some third party infrastructure, for example, a payment
terminal, over which they have no control. The social class incorporates two users who
would like to securely pair their corresponding devices. The unattended class covers the
use case of ZIP, where two colocated devices (e.g., inside the same room), which may
belong to the same or different ownership domain such as a person or organization,
pair without user involvement.
For each application class, we present distinct interaction patterns demonstrated by
instantiating our system model (cf. Section 3.5). Furthermore, we identify commonalities
in the form of adversary capabilities as well as security and usability implications that
have to be taken into account for a particular application class. Consequently, it is
possible to determine a set of common security and usability properties shared by a
group of pairing schemes that have been designed with a specific application class in
mind. Section 3.5 explores the potential for such application classes to facilitate the
design of better, more coherent SDP schemes.
3.2.4

We consider attacks
against authenticity
and confidentiality
in pairing.

Overview of Threats

The formulation of a detailed adversary model is beyond the scope of this chapter.
However, a general overview of relevant threats is still required to meaningfully
compare different SDP schemes. We consider two pairing devices D1 and D2, as
depicted in Figure 6, assuming that they are not compromised with malware and
controlled directly by their respective owners. The goal of an adversary is always to
undermine SDP. We focus primarily on attacks against authenticity and confidentiality,
as they are the most relevant to the SDP process. We consider two broadly representative
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Figure 8: Pairing device with PHY and HCI channels. This model is independent of application
classes.

classes of adversaries seeking to undermine SDP: first, those who want to attack via
PHY communications channels, and second, those who wish to attack via HCI channels.
3.2.4.1

Attacks on PHY Channels

An adversary who exploits PHY channels can mount many different attacks. The
majority of these attacks are considered particularly severe in SDP, as they undermine
the basic assumptions of authenticity and confidentiality that SDP seeks to establish.
PHY channels used for data transmission are especially vulnerable to attacks on
confidentiality such as MITM and eavesdropping attacks, while PHY channels used for
data acquisition, for example, environmental sensing, are susceptible to attacks that
undermine authenticity such as relay attacks. For example, the adversary can reproduce
the relevant sensor readings by manipulating the temperature or humidity to match
that of a remote location.
Regarding availability and integrity properties, the adversary can jam or otherwise
disturb the communication media, which can result in denial-of-service (DoS) attacks.
While DoS is a legitimate security issue because it can prevent SDP, it cannot lead to a
false sense of security, that is, where two users mistakenly believe that their devices
have securely paired. Hence, DoS can deny availability but not subvert authenticity
or confidentiality. This stands in contrast to MITM, eavesdropping, and relay attacks
where the devices will behave as though they have paired securely, when, in fact, they
have not.
More sophisticated attacks such as selective jamming, disturbing signal parts, or bitflipping can force retransmissions and increase adversary’s chances of compromising
SDP. Time-based attacks, for instance, replaying previously captured packages or
delaying messages in transmission can also impair the SDP process. In our survey, we

MITM,
eavesdropping, and
relay attacks are
common on physical
channels.

We do not focus on
attacks undermining
the availability of
pairing such as DoS.
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are primarily concerned with attacks on PHY channels that can subvert authenticity
and confidentiality, that is, MITM, eavesdropping, and relay attacks. More exotic attacks
on various PHY channels are discussed in the respective sections, where relevant.
3.2.4.2

Observational
threats aided by
modern technology
may compromise
HCI channels.

There are two main classes of HCI adversaries: the (1) external attacker, that is, someone
who is not a legitimate pairing party and (2) internal attacker, that is, one of the pairing
participants.
The external adversaries aim to violate the authenticity and confidentiality of the
HCI channel by observing user interaction in order to be able to covertly participate
in the communications between the pairing devices. For example, an external HCI
adversary may monitor the HCI channel during a pairing event in order to also derive
the cryptographic material being exchanged during the pairing process.
In contrast, the internal adversaries already have such access but seek to use the
process of pairing in order to extract sensitive data from the other participant’s device.
This may take the form of social engineering. When the attacker’s primary objective is
to participate in the pairing in order to undermine the privacy of the other party, we
label them as honest-but-curious adversaries. For example, an honest-but-curious attacker
may seek to obtain the telephone number of the other party, contrary to their wishes.
3.2.5

We characterize
physical and HCI
channels with
respect to their
security, usability,
and ease of adoption.

Attacks on HCI Channels

Taxonomy

We propose a taxonomy built upon the three key concepts that have been introduced and
described above: PHY channels, HCI channels, and application classes, which makes
the following two contributions to the field of SDP. First, it provides systematization
based on these three key concepts drawn from the design space of SDP. Second, it
enables qualitative assessment and meaningful comparison of different pairing schemes.
The structure of our taxonomy is given in Figure 7.
In order to investigate devices’ channels, we adopt the following framework. First,
we identify the most important characteristics that are relevant to a communication
channel. For PHY channels such parameters are measurable and objective, whereas the
HCI channels are represented by more subjective metrics. Second, we focus on three
sets of properties that are vital in the context of SDP, namely: security, usability, and
ease of adoption. Third, based on this structure we review the existing pairing schemes
to reveal how these properties are addressed by a particular scheme, and what are the
trade-offs. With regard to application classes, we first provide a thorough description
of each class followed by a discussion on its specific security and usability implications.
Second, we map the proposed pairing schemes to the corresponding application classes
to provide a more systematic overview of the current state in the field.

3.3 physical channels
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In this section, we have presented and motivated our system model as well as
provided the taxonomy, which we use to survey existing SDP schemes. In the next
section, we review PHY channels and the corresponding pairing schemes.
3.3

physical channels

The PHY channels listed in Figure 8 allow a device to communicate with other devices
as well as interact with the ambient environment. We base our analysis on several
aspects to conduct the meticulous investigation of PHY channels. Specifically, we
consider channel characteristics, known attacks, and ease of adoption to compare different
types of communication channels. With regard to security, we identify a set of channel
properties that have a direct security impact, namely they indicate the amount of effort
necessary to intercept the pairing process. Furthermore, we discuss pairing schemes
that utilize each surveyed channel to show how it is employed to achieve pairing.
Finally, we summarize the most important findings, presented in Table 2, and discuss
key issues from our study of PHY channels.
3.3.1

Channel Characteristics

The physical nature of wireless communication channels is described by different properties. The most important ones are the frequency range of transmitted electromagnetic
or mechanical waves and the achievable data rates. In fact, the data rate is defined by
technical specifications of a communication protocol such as the available bandwidth,
coding, and modulation schemes, rather than the underlying PHY channel. Hence, we
consider this as the amount of transmitted information in a unit of time using common
state-of-the-art protocols. The frequency and bandwidth of a particular channel comes
along with certain propagation characteristics such as coverage, human perceptibility,
penetration, and line-of-sight (LoS) propagation. We put these properties into security
perceptive by refining the observations made by Balfanz et al. [17] on location-limited
channels.
3.3.1.1

We study properties
of physical channels
to justify how easily
they can be attacked.

We employ six
metrics to
characterize a
physical channel.

Coverage

Defines the maximum nominal distance at which a signal on a PHY channel can
be successfully received, that is, differentiated from noise. Naturally, increasing the
sensitivity of receivers leads to wider coverage, which makes it a questionable security
property. However, the amount of effort and cost required to receive a signal far outside
the nominal range are high. For an adversary, a PHY channel with smaller coverage is
harder to access, and thus attack.

Short coverage
benefits security.
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3.3.1.2
Human perceptibility
can help alert a user
about the ongoing
attack.

Specifies whether a user can perceive the fact of data transmission through major
human senses such as sight, hearing, and touch [69]. This property can have both
advantageous and harmful repercussions. On the one hand, a benign user can be
alerted if some unexpected interaction occurs. On the other hand, an attacker can easily
observe such type of communication without any specialized equipment. Nevertheless,
this trade-off can be leveraged by secure protocol design so that the benefits of human
perceptibility greatly outweigh the risks.
3.3.1.3

Physical channels
that are blocked by
obstacles are less
easy to eavesdrop on.

Line-of-sight (LoS)

Signals propagate throughout the environment and find multiple paths from the
transmitter to the receiver over several reflections, diffractions, and refractions. As we
stated above, channels are differently affected by these factors. Generally speaking, with
higher frequency diffraction and refraction become less significant. With low multi-path
components, a channel becomes dependent on LoS, which is a direct path between
a transmitter and receiver without obstruction. Correspondingly, non-line-of-sight
communication does not require an obstruction-free path between a transmitter and
receiver. The LoS enables predominantly directional communication, which hinders
the ability of the adversary to stealthily intercept the channel from outside the main
transmission beam.
3.3.2

Various attacks have
been reported on
physical channels,
which we summarize.

Penetration

The propagation properties of a particular channel depend on the underlying physics.
Both electromagnetic and mechanical waves are subject to diffraction, reflection, refraction, scattering, and absorption [343, 356]. With these effects a signal can be partially
or entirely blocked, which hinders the communication. Penetration characterizes the
ability of the signal to propagate trough solid obstacles such as walls, doors, and
furniture. Thus, a communication channel with high blockage, that is, low penetration,
effectively limits the operation range of the channel, thus hampering the attacker’s
ability to access it.
3.3.1.4

Line of sight requires
an adversary to
intercept within the
transmission beam.

Perceptibility

Known Attacks

To better understand the security implications of PHY channels in SDP, we summarize
the most prominent attacks that have been reported on various physical media. This
list of attacks is by no means exhaustive but provides an overview of common possible
attacks vectors. In the literature, many attacks on widespread wireless radio channels
can be found. We summarize those and additionally present security implications
in other communication channels such as visible light and audio. Overall, our study
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provides a deep insight into existing threats and outlines differences in vulnerabilities
and security properties among different PHY channels.
3.3.3

Ease of Adoption

In order to evaluate how feasible it is for a specific channel to be adopted in the context
of SDP, we compare it with a set of available interfaces on widespread hardware such
as smartphones. We make this particular choice because of the ubiquitous nature of
smartphones, which are viably considered as a gateway for the personal IoT environment [184] as well as the pairing mediator for the IoT devices [349]. Specifically, we
employ the hardware characteristics of the fifth generation of Nexus devices [124] as a
reference to identify the common interfaces present on an average smartphone.
3.3.4

The presence of a
physical channel on
commodity hardware
facilities its adoption.

Survey of PHY Channels

In the following, we survey PHY channels suitable for SDP by focusing on the previously
described properties.
3.3.4.1

Wi-Fi Channel

Wi-Fi is a wireless communication technology based on a set of IEEE 802.11 standards,
and it is used to connect devices within a wireless local area network. The most common
Wi-Fi standards such as 802.11 a/b/g/n/ac operate in 2.4 and 5 GHz frequency bands.
Other frequency bands, for example, around 60 GHz are also standardized (IEEE
802.11ad) but less frequently used. Due to different propagation characteristics at high
frequencies, we discuss IEEE 802.11ad separately in Section 3.3.4.3.
Different modes of operation are available for Wi-Fi: infrastructure, direct, and adhoc. The infrastructure mode is established with a centralized access point (AP),
which handles all network traffic from connected stations. The latter two modes
are formed in a peer-to-peer fashion directly by the devices. While Wi-Fi direct is
intended to be applied in use cases where ad-hoc Wi-Fi was previously envisaged for
use, its implementation is very different. The primary difference is that Wi-Fi direct
internally uses the infrastructure mode, while ad-hoc Wi-Fi remains a separate mode.
Because the specification of ad-hoc Wi-Fi has not been substantially updated since the
802.11b standard, more recent Wi-Fi security and performance improvements have
not necessarily been incorporated into ad-hoc Wi-Fi implementations. This would
be of limited concern, were it not for the continued use of ad-hoc Wi-Fi in certain
applications, particularly those where multi-hop mesh networking is required [1, 112].
While some technologies now widely adapt Wi-Fi direct [126, 316], the pure ad-hoc
mode is relatively rarely used despite the number of its advantages.

The spectrum at 2.4
GHz and 5 GHz is
used for Wi-Fi.

Wi-Fi has three
modes of operation:
infrastructure, direct,
and ad-hoc.

Table 2: Summary of surveyed pairing schemes utilizing PHY channels.
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n

PHY Channel

Wi-Fi
(§3.3.4.1,
pp. 43)

Wireless 2.40 GHz–
Radio
2.48 GHz,
Comm. 5.03 GHz–
5.83 GHz

1 Mbit/s–
1 Gbit/s

30 m–
250 m

#

High

#

Eavesdropping [4]
MITM [4, 108]
Jamming [21, 306]
DoS [218, 306]

PBC [86]
Integrity codes [42]
TEP [119]

Bluetooth
(§3.3.4.2,
pp. 46)

Wireless 2.40 GHz–
Radio
2.48 GHz
Comm.

1 Mbit/s–
24 Mbit/s

1 m–
100 m

#

High

#

Eavesdropping [74]
MITM [74, 135]
DoS [74]

Just Works [28]

mm-Waves
(§3.3.4.3,
pp. 47)

Wireless 57 GHz–
Radio
64 GHz
Comm.

6.75 Gbit/s

10 m

#

Low

RFID
(§3.3.4.4,
pp. 47)

Wireless 120 kHz–
Radio
150 kHz,
Comm. 13.56 MHz,
850 MHz–
960 MHz,
2.45 MHz,
5.8 GHz,
3.1 GHz–
10.6 GHz,

4 kbit/s–
1.5 Mbit/s

10 m
(passive)
aaa
aaa
100 m
(active)

#
aaa
aaa
aaa
#

Medium
aaa
aaa
aaa
High

NFC
(§3.3.4.5,
pp. 49)

Wireless 13.56 MHz
Radio
Comm.

424 kbit/s

10 cm

#

Medium #

Eavesdropping [409]
Unauthor. access [186]
Relay [104]

VLC
(§3.3.4.6,
pp. 50)

Wireless 400 THz–
Visible
800 THz
Comm.

11 kbit/s–
96 Mbit/s

10 m

Low

Eavesdropping [53]

Visual
(§3.3.4.7,
pp. 51)

Wireless 400 THz–
Visual
800 THz
Comm.

12 Mbit/s,
324 kbit/s

10 m
20 cm

Low

Eavesdropping [402]
Replay [275]

IrDA
(§3.3.4.8,
pp. 52)

Wireless 334 THz–
353 THz
Infrared
Comm.

2.4 kbit/s–
1 Gbit/s

1m

Low

Replay [14]
Eavesdropping [53]

Audio
(§3.3.4.9,
pp. 53)

Wireless 20 Hz–
Acous20 kHz
tic
Comm.

20 bit/s,
4.7 kbit/s

~20 m,
~4 m

Medium #

Eavesdropping [137]
Relay [324]

Ultrasound
(§3.3.4.10,
pp. 55)

Wireless 20 kHz–
Acous20 MHz
tic
Comm.

230 bit/s,
2 kbit/s

11 m
2m

Low

#

Eavesdropping [235]
Relay [56, 235]

Haptic
(§3.3.4.11,
pp. 56)

Wireless 40 Hz–
Haptic
800 Hz
Comm.

200 bit/s

physical
contact

Low

#

Eavesdropping [137]

Sensing
(§3.3.4.12,
pp. 57)

Onboard n/a
Sensors

n/a

n/a

n/a

H
#

Relay [304, 324]
Contextmanipulation [324]
Reproducible
readings [344]
GPS: Spoofing,
jamming [361]

#

#

H
#

#
aaa
aaa
aaa
#

Eavesdropping [341]

#

PBC [86]

Eavesdropping [183]
Unauthor. access
[63, 186]
Relay [63, 103]
DoS [183]

#

Noisy tags [46]
Adopted-pet [5]

NFC [87]
Out-of-band [252]
#

KeyLED [287]
Enlighten me! [113]
Flashing displays [190]
SBVLC [402]

#

Talking to strangers [17]

Loud and clear [123]
HAPADEP [333]
Zero-power
pairing [141]
H
#

Ultrasonic ranging [237]

Vibrate-to-unlock [302]
Shot [344]
Vibreaker [7]
H
#

-= fulfills property; H
#-= partly fulfills property; #-= does not fulfill property.

Amigo [372]
Good neighbor [40]
Wanda [271]
Audio pairing [310]
Context-based
pairing [243]
MagPairing [172]
TAG [378]

3.3 physical channels

The data rates of Wi-Fi communication have increased significantly over the last
decade and can exceed 1 Gbit/s [121]. Wi-Fi coverage varies from 30 to 250 meters [12,
18] for indoor and outdoor environments, respectively. The 5 GHz band has a smaller
communication range due to a shorter wavelength and higher attenuation as compared
to 2.4 GHz [248]. Wi-Fi communication is human-imperceptible and enables omnidirectional transmission with signals propagating through most non-metal objects such as
walls, doors, and windows.
Since Wi-Fi channels are inherently broadcast and have wide coverage, they are susceptible to a number of threats [4]. Adversaries may, for example, obtain unauthorized
access to intercept transmitted information, inject and modify data in the air with
surgical precision, reroute traffic for analysis with MITM attacks [108], or efficiently
jam the network to cause a DoS [218, 306]. Such attacks have been shown to be feasible
with low effort [21]. Moreover, due to the widespread use of Wi-Fi, identity tracking
might threaten user privacy [250].
As Wi-Fi chipsets are ubiquitous and integrated in a wide range of devices starting
from powerful laptops to resource-constrained sensors, the technology became a defacto standard for communication of mobile devices. In the following, we describe
various pairing schemes which utilize the Wi-Fi channel to accomplish pairing.
Push Button Configuration (PBC) have been introduced as part of standardized Wi-Fi
Protected Setup (WPS) [86], which incorporates two other pairing schemes known as
“Pin Entry” and “Near Field Communication”. The pairing is initiated when a user
presses a button on one device (enrollee), which starts searching for a PBC-enabled peer
within its range to complete pairing. Once a button is pressed on the second device
(registrar), an unauthenticated DH key exchange is performed via the Wi-Fi channel.
Despite the fact that the PBC pairing scheme is implemented on real devices and
provides protection against passive eavesdroppers, it is inherently vulnerable to active
adversaries who can mount MITM attacks.
Capkun et al. [42] propose integrity codes (I-codes), a security mechanism that enables
authentication and integrity protection of messages exchanged over a wireless radio
channel. In order to achieve the stated purpose, I-codes rely on three components:
unidirectional message coding, on-off keying communication, and the ability of the
receiver to determine if the transmitter is within its communication range. The authors
demonstrate that authentication through presence can be achieved if communicating
devices are aware of each other’s reception distance, and they are synchronized with
respect to the start of transmission.
The security properties of I-codes are discussed in the presence of a powerful attacker
who has full control over a wireless channel except for their inability to disable the
whole communication, for example, remove the energy of a signal. Based on I-codes, a
new version of the DH protocol is proposed, which the authors claim to be optimal in
the sense of transmitted message length and the corresponding security level.
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Wi-Fi coverage can
be up to 250 meters.

Numerous attacks
have been
demonstrated on
Wi-Fi
communication.

Wi-Fi is a ubiquitous
technology in the
IoT.

We review PBC,
integrity codes, and
TEP schemes based
on Wi-Fi.
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Gollakota et al. [119] suggest tamper-evident pairing (TEP), a scheme that utilizes on-off
coding to prevent MITM attacks on the wireless channels. Specifically, the authors
introduce a primitive called tamper-evident announcement (TEA), which completely
prevents active attackers from either changing the content of a transmitted message
or hiding the fact that the message has been sent. To achieve the stated goal, the TEA
mechanism introduces silence periods. Particularly, the payload of the TEA message
is appended by a sequence of short equal-sized packets called slots in which the
transmitter chooses to either send data (on-slot) or remain idle (off-slot).
The TEP scheme uses a bit sequence produced by on-off slots to encode the hash
of the TEA payload. In this case, an adversary might tamper with the off-slots by
transmitting a signal, while they cannot remove energy from the on-slots. Hence,
the attackers that have no physical access to the pairing devices are prevented from
tampering with the transmitted signal: they can neither suppress the communication
between legitimate devices nor create a capture effect [380].
3.3.4.2
Bluetooth shares the
unlicensed spectrum
at 2.4 GHz with
Wi-Fi, but it is
designed for much
shorter coverage of a
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Bluetooth Channel

Bluetooth is a wireless communication technology which operates in the 2.4 GHz
frequency band, and it is used to connect several devices in an ad-hoc manner, thus
forming a personal area network [27]. The typical data rates for Bluetooth are 1–3
Mbit/s but can reach 24 Mbit/s [261]. Bluetooth coverage varies from 1 to 100 meters
depending on the utilized antennas [74], and it can be used in both indoor and outdoor
environments. The physical characteristics of Bluetooth communication are similar to
those of 2.4 GHz Wi-Fi, therefore it cannot be sensed by humans, achieves relatively
high penetration of solid objects, and does not require LoS for data transmission.
Bluetooth communication is vulnerable to similar security issues as Wi-Fi, despite
the fact that a Bluetooth channel is more difficult to access due to its shorter range. In
addition, attacks to extend over the nominal communication range, obtain unauthorized
data access, or fuzz protocol implementations to reveal vulnerabilities have been shown
to be feasible [74] with low hardware requirements. Moreover, MITM attacks [135] as
well as DoS [74] are as practical as in Wi-Fi.
Currently, low-power Bluetooth chipsets are pervasive and can be found in billions
of devices. Further, we review a prominent pairing scheme that relies on the Bluetooth
channel.
Secure Simple Pairing [28] proposed by the Bluetooth SIG is a de facto standard for
pairing multiple personal devices. With a recent security enhancement [29], there are
now four schemes available for Bluetooth pairing: “Just Works”, “Numeric comparison”,
“Passkey Entry”, and “Out-of-band”. However, only the first scheme solely relies on
the Bluetooth channel to achieve pairing, whereas others utilize HCI or other PHY
channels, for example, near-field communication (NFC), to ensure authenticity.
The Just Works scheme is used to perform pairing with constrained devices, for
example, a headset, which lack convenient input/output capabilities such as a keyboard
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or display. Essentially, Just Works is based on an unauthenticated DH key exchange,
which provides protection against passive eavesdroppers but is inherently vulnerable
to active MITM attackers [28].
3.3.4.3

mm-Waves Channel

mm-Wave wireless communications operate in a wide frequency band from 30 to 300
GHz. The lower part of the mm-Wave spectrum (30–50 GHz) is considered to be used in
cellular and indoor environments with the coverage of up to 200 meters [279], although
high-speed outdoor point-to-point links can work over longer distances [157]. At higher
frequencies, the unlicensed spectrum around 60 GHz is being standardized (i.e., IEEE
802.11ad [163]), and it is deemed to be actively used for a great variety of indoor
applications [88].
With mm-Waves, very high data rates are possible due the wide channel bandwidth
available. For example, IEEE 802.11ad achieves transmission speed of up to 6.75 Gbit/s
within the coverage area of up to 10 meters [67]. Due to high attenuation and absorption
rates, mm-Waves at 60 GHz do not propagate through solid objects, for example, walls,
and the LoS requirement is imposed on the mm-Wave communication [256]. Being part
of the microwave spectrum, mm-Waves cannot be perceived by humans.
The plausible properties of mm-Waves such as the short range, LoS transmission,
and no wall penetration are claimed to provide highly secure operation [157]. However,
it has been shown [341] that eavesdropping is possible on a 60 GHz channel through
reflections caused by small-scale objects located within a transmission beam. Currently,
60 GHz chipsets can only be found in a few commercial products, for example, [80],
but the number of supported devices will undoubtedly increase in the medium term.
Next, we describe a pairing scheme which uses the mm-Wave channel.
Despite being a relatively new technology, the 60 GHz communication has already
adopted pairing schemes from the standardized WPS such as PBC [155]. Nevertheless,
the PBC pairing is susceptible to MITM attacks as stated above. However, due to the
short-range transmission with LoS, an adversary would have to be copresent, that is,
in the same room, and interfere within a transmission beam in order to mount such
an attack. These actions are much harder to perform stealthily without a benign user
noticing them, which is not the case for the legacy Wi-Fi PBC.
3.3.4.4

Radio-frequency Identification Channel

radio-frequency identification (RFID) is a wireless communication technology which is
used for automatic identification in both indoor and outdoor environments. That is, an
RFID system consists of tags (either active or passive), which store the identification
information, and readers that query the tags in order to extract and verify that information [383]. The more ubiquitous passive tags have to harvest energy from nearby
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RFID reader’s interrogating radio waves, whereas the active tags have on-board power
supply, for example, a battery.
RFID operates in several frequency bands [383]: Low Frequency (120–150 kHz), High
Frequency(13.56 MHz), Ultra-High Frequency (860–960 MHz), Microwave (2.45 and
5.8 GHz), and Ultra-Wide Band (3.1–10.6 GHz). Its typical data rates vary from several
to hundreds of kbit/s, depending on the utilized spectra [78]. The coverage reported
for the RFID technology ranges from 10 to 100 meters for the passive and active tags,
respectively [311, 383]. Regardless of the underlying frequency, RFID communication
cannot be sensed by humans. However, the capability of RFID transmission to pass
through solid objects depends on the used spectrum as well as the employed antenna,
and it is higher for active RFID tags. For sending and receiving data with RFID, LoS is
not required.
There are several security concerns regarding RFID communication. First, its wireless
nature poses threats similar to Wi-Fi and Bluetooth, which are especially prominent
for active tags operating over longer distances [183]. Second, passive tags are very
constrained devices and can promiscuously respond to any reader’s request [219]
despite being short-range. It has been shown that RFID channels are vulnerable to
eavesdropping, unauthorized access, relay, and DoS attacks [63, 103, 183, 186]. The relay
attacks on contactless smart cards are especially severe, as they can easily circumvent
the security of payment and access control systems [71, 103], and defending against
such relay attacks is an active research area [152, 219, 278].
RFID tags are presently ubiquitous and can be found in many applications such as
logistics, tracking, and access control [360]. Nevertheless, most consumer devices, for
example, smartphones, are not supplied with built-in RFID chips, instead they use
the NFC technology. Several representative pairing schemes, which employ the RFID
channel, are described below.
Castelluccia and Avoine [46] present a paring scheme called Nosy tags for secure
key establishment over a wireless RFID channel between a passive tag and reader.
Essentially, the pairing scheme relies on noise injection into a public communication
channel, which makes the actual signal meaningless for an eavesdropping adversary, but
allows the reader to efficiently restore the original message. This idea is implemented
by introducing an extra RFID tag (i.e., a nosy tag), which belongs to the reader and
shares a secret key with it.
The proposed pairing scheme works as follows. When the reader queries a passive
tag within its proximity, the nosy tag generates a sequence of random bits, which
prevents the eavesdropper from differentiating between the original message sent by
the queried tag and the one injected by the nosy tag. On the reader’s side, the generated
noise can be subtracted to recover the actual signal.
The authors provide three variants of their pairing scheme based on the nosy tags
and analyzed its security against passive attackers. Nevertheless, the pairing scheme
can still be circumvented by active adversaries.
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Amariucai et al. [5] suggest Adopted-pet, an automatic time-based scheme for pairing
a passive RFID tag with a reader without any human interaction or additional PHY
channels, for example, NFC. The main idea is as follows. A tag can reassure that a
particular reader is trusted only if it spends a sufficient amount of uninterrupted time
within the proximity of this reader. Specifically, a tag has to be interrogated only by
a single reader (i.e., uninterrupted property) for a time period during which the tag
gradually transmits pieces of its secret password, which are accumulated by the reader
in order to eventually restore the secret.
The authors implement their pairing scheme using a linear-feedback shift register
and argue that it is robust against adversaries who can spend numerous interrupted
time intervals in the proximity of a victim tag.
3.3.4.5

Near-field Communication Channel

NFC is a wireless communication technology which is used to establish point-topoint communication between two devices brought to close proximity. NFC is an
offshoot of RFID technology, thus NFC devices can similarly be active or passive [334].
NFC operates in 13.56 MHz frequency band and supports data rates of up to 424
kbit/s [104]. NFC has a very limited coverage of up to 10 cm [104]. Similarly to RFID,
NFC communication cannot be perceived by humans, is able to penetrate solid object
to a certain degree, and does not require LoS for data transmission.
Initially, the security assumptions about NFC were based on its very short range, and
hence severe difficulty for an attacker to access it. However, recently it has been shown
that eavesdropping on NFC channels is possible at a distance of up to 240 cm [409]. In
addition, unauthorized readings [186] pose a real threat, which can lead to practical
relay attacks on the NFC communications [104]. With the advent of mobile NFC
payments, the relay attacks on such systems have become a severe security threat [223,
231, 286], which has not yet been fully addressed [134, 242].
NFC chips are widely deployed and can be found in numerous smartphones and
other devices. We present two pairing schemes which utilize the NFC channel.
Near Field Communication [87] is a pairing scheme from the standardized WPS mentioned previously. Specifically, the NFC channel can be used to transmit a hardware
generated password from one device that initiates pairing (i.e., enrollee) to another
device (i.e., registrar) with which the pairing should be performed. Another pairing
setting available with WPS NFC is to exchange hashes of public keys between the
enrollee and registrar once they are brought to close proximity, that is, physical contact.
The security assumptions of WPS NFC are based on the limited communication
range provided by the NFC technology, which is much more difficult for an adversary
to eavesdrop.
Out-of-band [252] is a pairing scheme provided by standardized Bluetooth Secure
Simple Pairing. It works as follows. Once two devices have discovered each other via
the Bluetooth channel, the NFC channel is used to exchange authentication information,
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for example, Hash C, Randomizer R, or TK-value, between the devices in order to
accomplish pairing.
The security arguments for the Out-of-band scheme rely on the restricted nature of
the NFC communication, which cannot be easily accessed by the attacker.
3.3.4.6
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Visible Light Communication Channel

visible light communication (VLC) is a wireless communication technology which
carries information by modulating light in the visible spectrum that is used for illumination [11]. VLC operates in the 400–800 THz frequency band, and it is widely
considered to be used for indoor short range communications [11]. The data rates that
can be achieved by the existing standard (i.e., IEEE 802.15.7 [162]) vary from 11.67
kbit/s to 96 Mbit/s [276], although recent research demonstrates throughput of up
to 20 Gbit/s [159]. Typically, VLC has the coverage of up to 10 meters [263], and it is
perceived by humans via the sight sense. VLC transmission requires LoS and cannot
penetrate non-transparent solid objects such as walls and doors.
Therefore, VLC communication is concealed, to some extent, from an adversary
who is not copresent. However, recently it has been shown that VLC can be efficiently
eavesdropped by the attacker located outside of the room where communication
happens [53]. Additionally, in [267] it is discussed that the integrity of a VLC channel
can be affected by an adversary using a directional light source, for example, a laser.
At present, there are no commercial devices, for example, smartphones, that support the standardized IEEE 802.15.7 VLC technology. However, fully functional prototypes [283] have been recently demonstrated, which makes it feasible that the VLCenabled devices will appear on the market soon. In the following, we review representative pairing schemes that rely on the VLC channel.
Roman and Lopez [287] study the applicability of visible light as OoB in the context
of wireless sensor networks (WSNs), where two previously unknown devices want
to exchange sensitive information. The authors develop a scheme called KeyLED with
which two constrained sensors can pair. Particularly, two devices located in close
proximity utilize a LED-photosensor pair to set up a short distance communication
channel (i.e., a few cm) and transmit their public keys using on-off keying.
The security of the proposed pairing scheme is discussed with respect to eavesdropping, injection, and DoS attacks. The authors claim that even though such threats
are feasible, mounting them in practice is difficult, and a benign user who initiates
communication between two sensors can be easily alerted in case of the attack.
The similar line of work by Gauger et al. [113] investigates an ad-hoc key assignment
for devices in WSN. The suggested Enlighten me! scheme is considered for two application scenarios: (1) initial key assignment as part of the WSN configuration and (2)
dynamic key reassignment of already deployed sensors.
The proposed pairing scheme works as follows. There is a master device (i.e., key
sender) which provides a set of sensors (i.e., key receivers) residing within its wireless
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range with secret keys using an auxiliary light channel. During the key assignment
procedure, the discovery of a receiving device, secret transmission, and verification are
achieved with a light source-sensor channel using Manchester coding.
The authors implement two types of key senders: a sensor node lamp with a powerful
LED and a smartphone with varying brightness level on a display. For both prototypes,
they argue that eavesdropping the transmitted key is difficult to achieve in practice
because the resulting VLC channel can be effectively concealed from an outside observer.
Kovačević et al. [190] propose Flashing displays, two multichannel deployment schemes
for secure initialization of wireless sensors using only a multi-touch screen of a smartphone or tablet as the light source. Particularly, both schemes utilize two channels:
wireless radio and VLC, where the former is considered as insecure, and the latter is
used as OoB.
The first scheme relies on a visible light channel that is established between a display
of a smartphone and a light sensor of a constrained device once it is put on top of the
screen. In this setting, several constrained devices can simultaneously receive secret
keys, which have to be verified later on over a wireless radio channel.
The second scheme is introduced in order to address a powerful adversary who
can still eavesdrop on the VLC channel via electromagnetic emissions of a flashing
display. Specifically, the developed mechanism incorporates both the VLC channel, for
synchronization purposes, together with customized integrity codes [42]. The authors
demonstrate that such a pairing scheme is secure against the attacker who can read the
content of the flashing screen at any moment in time.
3.3.4.7

Visual Channel

A visual channel enables wireless communication in the visible light spectrum (i.e.,
400–800 THz) by utilizing currently abundant LCD-camera hardware. Such real-time
transmission is shown feasible at 12 Mbit/s within a distance of 10 meters using
large displays and high-speed digital cameras [268]. Another line of research [149, 374,
375] investigates visual communication that can be established with the LCD-camera
found in commodity hardware such as smartphones. The results indicate that data
transmission at 324 kbit/s is possible in the vicinity of 20 cm.
Such visual channels, whose properties include short range of communications
and interference-free operation, are claimed to provide secure transmission [255, 268].
However, the fact that an LCD-camera channel can be observed and easily interpreted
by humans comes with a drawback. Specifically, eavesdropping either in the form of
shoulder surfing or ubiquitous CCTV is shown to be a real threat [402], especially taking
into account the continuous increase of display sizes [19, 338] and recent advances in
CCTV [77]. Another security issue is related to the “liveness” of the captured video
stream, which can lead to replay attacks [275].
At present, camera-display peripherals are ubiquitous on numerous devices such as
smartphones. Further, we describe a pairing scheme based on the visual channel.

The visual channel
utilizes a
display-camera pair
for communication.

Main threats to the
visual channel come
from the ubiquity of
shoulder surfing and
surveillance.

Displays and
cameras are common
on smartphones.

52

We survey a pairing
scheme based on
bar-code
communication.

survey and analysis of pairing schemes

Zhang et al. [402] investigate secure bar-code communication for smartphones.
They propose SBVLC, a novel approach for secure ad-hoc interactions, which can
be established via a short-range LCD-camera channel on mobile devices.
The authors suggest a pairing scheme based on SBVLC that works as follows. To pair,
two parties utilize a full duplex LCD-camera channel, which is realized as a sequence
of QR-codes displayed on the screen of one device and captured by the camera of
another device. Specifically, once two smartphones are brought to physical proximity,
that is, within a few inches, they start to simultaneously exchange key material using
the described visual channel. Afterwards, one of the devices randomly picks a universal
hash function which is used to build a shared secret key from the material accumulated
by both parties.
The security of the proposed approach is formally analyzed against the eavesdropping
adversary by employing 2D and 3D geometric models. In addition, it is shown that
proactive rotation of the devices during pairing can enhance security, since the attacker
is forced to capture frames simultaneously from both displays to undermine the pairing
scheme. Moreover, the authors show that the established key has enough entropy,
that is, cannot be recovered, if the adversary misses at least one frame during the key
exchange, which further improves security.
3.3.4.8

IrDA requires
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Infrared Data Association Channel

Infrared Data Association (IrDA) is a set of wireless communication technologies that
uses the infrared radio spectrum 334–353 THz [257] for point-to-point data transmission.
Since IrDA is susceptible to interference from ambient light sources [140], it is mostly
considered for indoor applications. With the IrDA communication, high data rates of
up to 1 Gbit/s [164] are possible. IrDA has the coverage of up to 1 meter, is humanimperceptible, and requires direct LoS.
IrDA is claimed [164] to provide secure data transmission due to its short range, directional operation (a 30° beamwidth), and the fact that infrared communication cannot
traverse through solid objects such as walls and doors. However, such claims cause
controversy because with the toolkits like TV-B-Gone [14] a variant of replay attacks can
be mounted over relatively long distances [81]. In addition, the eavesdropping attack
through reflections recently demonstrated on VLC [53] can be feasibly applied to the
infrared channel since the two media have very similar physical properties.
Presently, many IrDA-enabled devices can be found in consumer electronics and
household appliances, although such technology is obsolete on modern smartphones.
Nevertheless, there is a growing number of personal devices supplied with IR-blasters [38],
which indicates the restored interest to the infrared communication. One such pairing
scheme, which makes use of the infrared channel, is described next.
Balfanz et al. [17] suggest a pairing scheme known as Talking To Strangers. The
core idea behind is to combine demonstrative identification from the user perspective,
for example, two physical devices with which a user interacts, with location-limited
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channels that aim to provide data authenticity. The latter concept denotes exactly the
OoB channel.
The basic pairing scheme proposed by the authors works as follows. First, two
devices exchange commitments to their public keys, that is, hashes, over an IrDA
communication channel, which serves as the OoB channel. Second, they transfer their
corresponding public keys over a wireless radio channel. The wireless communication
is verified against the initial commitment that has been transmitted over the infrared
channel. In addition, several other schemes are developed upon the basic pairing
approach, which deal with constrained devices and group pairing.
The authors discuss the security implications of the proposed pairing and point
out that an adversary would have to actively intercept the OoB channel in order to
undermine the pairing scheme.
3.3.4.9
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Audio Channel

Audio is a mechanical pressure wave caused by periodic vibrations within an audible
frequency range of 20 Hz–20 kHz [288]. An audio channel, in this case, would be
represented by a speaker-microphone pair, where the former generates a sound, and
the latter records it.
The line of research [44, 148, 199, 225] investigates the throughput and coverage of
the audio channel utilizing different modulation schemes. The results indicate that
with inexpensive speakers and microphones found in commodity hardware such as
laptops, data rates can go from 20 bit/s to 4.7 kbit/s over distances from 19.7 to 3.89
meters, respectively. Naturally, the audio channel can be perceived by humans via the
hearing sense. The audio signal can, to a certain extent, pass through solid objects,
for example, walls, although the penetration capability very much depends on the
used frequency and environment, which determine the pass loss factors [160]. For
transmission, the audio channel does not require LoS, however, the signal reception is
largely affected by several aspects: (1) intensity of a sound source, (2) ambient noise, (3)
acoustic environment, and (4) directionality and sensitivity of a microphone [327].
With respect to security, eavesdropping is shown to be easily achievable using off-theshelf equipment even for specifically designed short-range sound waves [137]. Moreover,
relay attacks are possible since audio streaming tools are highly available on mobile
devices such as smartphones [324].
Currently, microphones and speakers are pervasive in many existing platforms,
ranging from simple sensors to powerful laptops. We describe several pairing schemes
which utilize the audio channel.
Goodrich et al. [123] suggest an approach to human-assisted authentication of previously unknown devices using the audio channel. The developed Loud and clear (LC)
pairing scheme requires two devices to be equipped with speakers, or when one device
does not have a speaker, it should be supplied with a display.
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The LC pairing consists of two phases and works as follows. First, both devices
exchange their public keys over a wireless radio channel such as Wi-Fi or Bluetooth.
Second, the audio channel is used to transmit the hashes of public keys encoded
as MadLib sentences, which can be verified by the user. Specifically, in the case of
both devices having speakers, the user has to confirm the equality of the generated
audio sequences. While for the speaker-display setting, the user needs to ensure that a
sentence played by the first device is similar to the one displayed on the screen of the
second device.
The authors analyze the security of the LC pairing scheme and conclude that MITM
attacks can be easily detected if the user is diligent when comparing verification audio
sequences.
Soriente et al. [333] propose a pairing scheme called HAPADEP, which relies on the
audio channel to transmit both data and verification information between previously
unknown devices.
The HAPADEP pairing scheme consists of two steps and works as follows. First,
both devices exchange their public keys over the audio channel using the fast codec,
which allows higher transmission speed but makes the signal meaningless for a user.
During the second phase, two devices encode the hash of the exchanged cryptographic
material using the slow codec and play back the sound, for example, a melody or a
MadLib sentence that can be recognized and verified by the user. That is, if both audio
sequences heard by the user match, then the pairing is considered to be successful.
The authors provide the implementation of the HAPADEP pairing and conduct
a usability study, which reveals that the scheme is generally accepted by the users.
Moreover, they discuss the resilience of the proposed pairing to MITM, impersonation,
and DoS attacks. The HAPADEP scheme has been cryptographically extended in the
unified pairing framework [234] to provide perfect forward secrecy (PFS), which further
increases security against MITM attackers.
Halperin et al. [141] investigate security and privacy implications in implantable
medical devices (IMDs). Specifically, they reveal that communication between the
implant and the medical programmer, used for the collection of sensitive data and IMD
reprogramming, happens without encryption or authentication. This opens the door
for attacks such as eavesdropping, replay, and DoS. To mitigate the aforementioned
threats, the authors propose zero-power pairing, which can be applied to batteryless
constrained devices such as passive RFID tags.
The suggested pairing scheme works as follows. The programmer initiating pairing
sends a RF signal to power the passive component of the IMD, which, in turn, generates
a session key and broadcasts it as a modulated sound wave that is recorded by the
programmer’s microphone.
The authors reason about the security of the proposed pairing scheme based on two
points. First, since the microphone is placed within a few centimeters of a patient’s
chest, it can easily receive the audio signal. However, it is very difficult to obtain the
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same signal from farther distance without dedicated hardware equipment. Second, by
utilizing the audio channel for the key exchange, the user is provided with audible and
tactile feedback, which brings their attention to the fact of pairing.
3.3.4.10 Ultrasound Channel
Ultrasound refers to acoustic waves that lie within a frequency range above audible
sound (i.e., 20 kHz–20 MHz) [161]. In this spectrum, frequencies higher than 250 kHz
are strongly absorbed by the air, and thus are mostly used for medical imaging rather
than data transmission [73]. As in the case of audio, the ultrasound channel is formed
by an ultrasonic speaker-microphone pair, which are based on the piezoelectric effect
to produce high frequency waves [356].
Similar to audio, the throughput and transmission range of the ultrasound channel
are evaluated in prior work [44, 148, 199, 225, 258]. Specifically, data rates can vary from
230 bit/s to 2 kbit/s at the corresponding distances of 11 and 2 meters. Contrary to
audio, the ultrasound communication cannot be sensed by humans. When propagating
through air, the ultrasound signal is subject to high reflection and absorption rates
caused by solid objects, for example, walls, which makes the ultrasound communication
limited to a single room [235]. For data transmission with ultrasound, LoS is not
required.
As for security implications, it is shown that a copresent adversary can eavesdrop and
manipulate the ultrasound channel, although the attacker’s capabilities largely depend
on their position relative to communicating parties [235]. Moreover, relay attacks can
be mounted on the ultrasound channel when it is used for a distance estimation as part
of the authentication procedure [56, 235].
At the moment, few end-user devices are supplied with dedicated ultrasonic chips.
However, the lower part of the ultrasound spectrum can be generated and recorded by
non-specialized hardware present on existing smartphones [385] and laptops [258]. A
pairing scheme that employs the ultrasound channel is presented below.
Mayrhofer et al. [237] study how secure spontaneous interactions can be established
with spatial references. They develop a pairing scheme that utilizes the ultrasound
channel for initial device discovery and then implicitly for authenticity verification.
The proposed pairing scheme works as follows. First, two devices become aware of
each other and learn their corresponding distances and relative positions by employing
the ultrasound sensing. Second, both devices perform an unauthenticated DH key exchange over a wireless radio channel. Third, devices authenticate each other by sending
a nonce encrypted with a shared key over a wireless radio channel and transmitting the
plain nonce over the ultrasound channel using the interlock protocol [284]. Specifically,
the nonce value is split into pieces, and each part is transmitted as a delayed ultrasound
pulse to another device, which results in a longer distance than the previously obtained
spacial reference. Thus, the receiving device can subtract the initially learned distance
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from the received measurement to acquire a part of the nonce and gradually learn the
full nonce.
The authors discuss the security of the pairing scheme with respect to eavesdropping,
relay, and MITM attacks. They claim that the suggested pairing can mitigate and detect
those adversaries even if they have access to both radio and ultrasound channels,
assuming a benign user is attentive.
3.3.4.11 Haptic Channel
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A haptic channel is formed by low frequency waves within a range of 40–800 Hz that
cause tactile sensations [30]. For data transmission, such a channel can be represented
by a vibrator motor-accelerometer pair, where the former generates a set of pulses
captured by the latter. Recently, it is demonstrated that with advanced modulation and
coding schemes, data rates of up to 200 bit/s can be achieved over the haptic channel
using off-the-shelf hardware [292]. Obviously, haptic communication requires direct
physical contact between the sender and receiver. By its nature, haptic transmission
does not propagate well in the air and cannot pass through solid objects, for example,
walls. Also, haptic communication is human-perceptible, and it does not require LoS.
Despite the restricted nature of the haptic channel, it has been shown that eavesdropping is possible through acoustic side channels [137].
The haptic channel, realized with a vibration motor and accelerometer, can presently
be found in numerous end-user devices such as smartphones. Several pairing schemes
that use the haptic channel are presented below.
Saxena et al. [302] propose a pairing scheme called Vibrate-to-unlock, which is used to
establish a shared secret between an RFID tag and smartphone that belong to the same
user.
The suggested pairing scheme works as follows. Initially, a smartphone selects a
secret PIN (14-bits) and transmits it as an on-off coded sequence of vibrations. An
RFID tag that is brought to contact with the vibrating phone records the data with
its accelerometer, decodes the PIN, and stores it. After the enrolling step, two devices
share a common secret. Later on, when the RFID tag is powered, once in the vicinity of
the reader, it can only be unlocked if a user authenticates by proving the possession of
the pre-shared PIN with their phone, that is, similarly as described above.
The authors claim that their scheme has a corresponding security level of the 4-digit
PIN prompted at the ATM with 3 attempts. Moreover, they argue that the suggested
pairing can mitigate such attacks as user tracking, impersonation, and ghost-and-leech.
Studer et al. [344] investigate security implications of the Bump exchange protocol [37]
and reveal that it is vulnerable to MITM attacks. Hence, the authors present a new
scheme known as Shot to pair two smartphones in a user-friendly manner.
The Shot scheme uses a server, which is considered as an insecure channel between
two devices to be paired, and works as follows. The first device (i.e., endorser) hashes its
public key and transmits the truncated version of the hash (i.e., 80-bits) to another device
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(i.e., verifier) as a sequence of vibrations. This message serves as a pre-authenticator,
and it is used by the verifier to bootstrap communication with the server, that is, as
a session identifier. By utilizing the server, two devices exchange their identities and
public keys. With such information at hand, the verifier can compute the hash of the
endorser’s public key and compare it with the previously sent pre-authenticator. Once
checked, the verifier informs the endorser about the success or failure of the pairing
via a binary vibration.
The authors analyze the security of Shot pairing and claim that in can withstand
all types of active attacks on the insecure channel given an adversary cannot inject
messages into the haptic channel.
Anand and Saxena [7] investigate how the previously proposed Vibrate-to-Unlock
scheme [302] can be secured against acoustic side channels [137]. Their approach is
to actively inject noise in order to cloak the acoustic leakage emanating from the
vibrations. The enhanced pairing scheme called Vibreaker utilizes a built-in speaker of
a smartphone to generate a masking signal, which makes the acoustic side channel
indistinguishable for an eavesdropping adversary. Specifically, the authors explore
white noise and vibration noise, for example, the prerecorded representation of audio
leakage, as feasible candidates for masking. In Vibreaker, the pairing procedure of
Vibrate-to-Unlock is complemented by an extra step when a transmitter injects the
masking signal during the PIN transmission through vibrations. The results indicate
that both types of noise can efficiently conceal the acoustic side channel even if the
attacker applies filtering techniques.
3.3.4.12 Sensing Channel
A sensing channel is used to obtain information about the ambient environment as well
as determine device’s location, position, and orientation. Recently, the use of built-in
sensors has been proposed for ZIP, where colocated devices (e.g., inside the same
room) sense their ambient environment (i.e., context) utilizing it as a source of common
entropy to establish a shared secret key [243, 310, 372, 378]. A similar line of work
develops zero-interaction authentication (ZIA) schemes, where devices apply context
sensing to ensure each other’s proximity to protect against relay attacks on wireless
channels [63, 136, 323, 364].
•
•
•
•
•

Radio (e.g., Wi-Fi, Bluetooth).
Audio.
Motion and position (e.g., accelerometer, gyroscope, and magnetometer).
Location (e.g., GPS).
Physical (e.g., temperature, pressure, luminosity, and humidity).

Radio and audio are used to obtain information about wireless radio and acoustic
channels described above. That is, with Wi-Fi and Bluetooth antennas, signals from
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APs and peer devices can be received, while ambient audio can be captured with a
microphone. In the case of radio and audio, the sensing range cannot be delimited
precisely because it very much depends on the receiving antenna or a microphone,
transmitting power, and the channel quality.
Motion and position is measured by a set of sensors that allow a device to detect
movement as well as determine its relative position and orientation [125]. Readings
from an accelerometer, gyroscope, and magnetometer are easily affected by user actions
and the ambient environment, which makes the measurements obtained by similar
sensors within some distance highly uncorrelated [172].
Location sensing is represented by the GPS system, which provides the worldwide
outdoor positioning within the accuracy of several meters [180]. The GPS technology
utilizes several frequency bands such as 1575.42 MHz and 1227.60 MHz for transmission.
The data rates available with GPS can go up to 50 bit/s. The GPS communication
requires direct LoS since the signals cannot easily pass through non-transparent solid
objects such as walls and doors.
Physical sensing is used to capture information about the surrounding environment
such as temperature, pressure, and luminosity. Typically, physical characteristics do not
vary too much within close proximity, but they differ significantly for various locations,
for example, indoor vs. outdoor or neighboring rooms.
Previously, it has been claimed [136] that tampering with the ambient environment
is a hard task in which an adversary is unlikely to succeed. However, a more recent
study [324] reveals that it is feasible to manipulate readings of different sensors such as
radio, audio, and physical in a controlled way using off-the-shelf hardware. Regarding
motion and position modalities, it is demonstrated that accelerometer readings can be
reproduced with sufficient precision [344]. This vulnerability stems from the limited
accuracy of built-in sensors, and it can be further increased if the attacker manages to
observe specific user actions, for example, shaking or bumping. As for the GPS location
sensor, it has been shown susceptible to attacks such as spoofing and jamming [361].
Currently, many devices are equipped with sensing capabilities, with smartphones
having several different ones, although various physical sensors are still not widely
deployed. In the following, we review a number of ZIP schemes utilizing the sensing
channel.
Varshavsky et al. [372] propose a pairing scheme named Amigo to authenticate
colocated devices without explicit user involvement. Specifically, they suggest utilizing
a common radio profile, which is location- and time-specific, as the indicator of physical
proximity.
The pairing scheme works as follows. First, two devices, brought to close proximity,
perform an unauthenticated DH key exchange over a wireless radio channel (e.g.,
Wi-Fi). Second, both devices start monitoring the ambient radio environment for a short
period of time and construct a signature containing identifiers and signal strength of
the packets received during the snapshot. Finally, two devices exchange their signatures
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over a secure channel using a commitment scheme in order to verify if the received and
local measurements match.
The authors analyze the security of their pairing scheme and report that Amigo is
resilient to attacks such as eavesdropping, MITM, and impersonation.
Cai et al. [40] investigate how to establish secure communication between previously
unknown devices without any shared secrets and OoB channels. They propose a pairing
scheme called Good neighbor, which uses received signal strength (RSS) between multiple
antennas of the same device (i.e., receiver) to differentiate if another device (i.e., sender)
is nearby or not. Specifically, if the sender is in close proximity to the receiver, the RSS
values measured by the two receiver’s antennas will be substantially different, which
is not the case when the (malicious) sender is far away, irrespective of its transmitting
power.
The suggested pairing scheme relies on the correlation between the RSS and physical
proximity and works as follows. First, the sending device initiates pairing by requesting
a public key of the receiving device once brought close to its first antenna. Second, the
sender generates a session key, which is encrypted with the receiver’s public key, and
starts to repeatedly transmit the session key to the receiver. Meanwhile, the sender
needs to be moved to the second antenna of the receiver. Finally, the receiver calculates
the ratio of the RSS values obtained from two antennas and checks if the number of
consecutive measurements are above a predefined threshold.
The authors evaluate their pairing scheme with respect to a powerful adversary who
can eavesdrop on the wireless channel, arbitrarily adjust the transmitting power of
her devices, and gain knowledge about the location of receiver’s antennas. The results
indicate that the proposed pairing can successfully mitigate such an attacker.
Pierson et al. [271] propose Wanda, a pairing scheme built upon Good neighbor
pairing [40] to securely introduce mobile devices. Conceptually, the “Wand” is realized
as a portable hardware device equipped with two antennas located half wavelength
apart. Similarly to Good neighbor, the scheme uses signal strength to determine if the
Wand and a target device are nearby (i.e., detect primitive). However, Wanda expands
upon Good neighbor by utilizing wireless signal reciprocity to securely transmit data
between the Wand and the target device via the in-band channel (i.e., impart primitive).
The proposed pairing scheme works as follows. First, a user enables the target device,
for example, pressing a button, which starts broadcasting beacon packets and points
the Wand to it. Using the RSS ratio of the received beacons from two antennas, the
Wand determines if the target device is in close proximity. Second, to send a message,
the Wand encodes it as a binary string and transfers one bit at a time. Particularly,
a packet transmitted using the closest antenna is considered as “1”, and “0” if it is
sent from the farthest antenna. To decode the message, the target device calculates the
average RSS from all received packets and checks if the RSS of a specific packet is above
or below the average, that is, either “1” or “0”. Finally, the Wand sends the hash of the
transmitted message which can be verified by the target device.
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The authors evaluate the security of the Wanda scheme against eavesdropping and
malicious packet injection. Their findings demonstrate that the proposed pairing can
withstand both types of attacks.
Schürmann and Sigg [310] study how a secure communication channel can be
established between two devices in an ad-hoc manner by utilizing ambient audio.
Specifically, they propose the first “classic” ZIP scheme that uses audio fingerprints
obtained by two devices from the shared ambient environment to derive a common
secret key without exchanging any information about the captured audio context.
The suggested pairing scheme works as follows. First, two devices synchronize their
clocks by running an NTP-based protocol. Second, two devices start simultaneously
recording the ambient audio with their local microphones. The obtained audio fingerprints are very similar but not identical due to noise and sampling effects. Finally, error
correction codes (i.e., Reed-Solomon) are applied to obtain identical codewords, which
are mapped to the unique secret key.
The authors analyze the security of the proposed pairing scheme with respect to
an adversary who is not in the same context but can eavesdrop as well as mount
MITM, DoS, and audio amplification attacks. The experimental results confirm that
such threats can be successfully mitigated.
Miettinen et al. [243] propose context-based ZIP for IoT devices, which can happen
without any user involvement. Specifically, the notion of sustained copresence is
employed, meaning that two devices will sense the same context over a substantial
period of time if they are in close proximity.
The proposed pairing scheme works as follows. First, two devices derive a shared
secret key using an unauthenticated DH key exchange. Second, both devices continuously monitor ambient audio and luminosity in order to obtain contextual fingerprints
over time. Using these readings, two devices can iteratively evolve the initial secret key
and obtain a new secret key each time two fingerprints are sufficiently similar. Finally,
after a number of successful key evolution steps, two devices can authenticate each
other and use the evolved secret key for secure communication.
The authors discuss the security of the suggested pairing scheme with regard to
an adversary being inside and outside the same context as well as examining context
replay attacks. Their findings indicate that the proposed pairing can withstand both
types of adversaries and mitigate the replay attacks.
Jin et al. [172] propose a pairing scheme called MagPairing, which requires minimum
user interaction, and thus yields high usability. Particularly, they leverage magnetometer
readings of two smartphones brought to close proximity in order to establish pairing.
The suggested pairing scheme works as follows. First, two devices are tapped,
which triggers an authenticated DH key exchange during which both devices measure
magnetic fields with their sensors. Second, two devices securely exchange their magnetometer readings via the interlock protocol [284]. Finally, both devices can authenticate
each other by comparing if the received and local measurements match.
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For security analysis, the authors consider attacks such as eavesdropping, MITM,
replay, and reflection. The results show that MagPairing resists the above threats even
if a powerful active adversary is within a few centimeters from the pairing devices.
Wang et al. [378] suggest a pairing scheme known as Touch-and-guard (TAG) for
associating a wearable and another nearby device by utilizing resonant properties of a
human hand. Specifically, a shared secret is obtained from a hand touch using vibration
motors and accelerometers.
The proposed pairing scheme works as follows. First, a user initiates pairing by
touching a target device, for example, a payment terminal, with the hand on which a
wristband is worn. Second, the target device generates vibrations, which excite both the
device itself and the hand. At this point, both the wearable and the target device record
vibrations with their accelerometers. Finally, both devices process their accelerometer
data separately without exchanging it in order to extract reciprocal information to
eventually generate a shared secret.
The security of the TAG scheme is empirically evaluated against an eavesdropper
acting via acoustic side channels. It is shown that the proposed pairing can withstand
such attackers even if they are located in proximity. However, the authors admit that
the TAG scheme can still be susceptible to advanced visual eavesdroppers who utilize
high-speed cameras.
3.3.5

ZIP schemes have
been prototyped on
smartphones and
wearables.

Discussion

The results of our survey on PHY channels reveal interesting details. First, the literature
makes it clear that there are no known confidential channels despite considerable
efforts having been invested in pursuit of this goal. Second, at the time of writing, the
most promising communication channels, in terms of security, are not present in the
majority of devices. Third, the use of sensors to obtain a shared context has recently
been proposed as a new approach for SDP, however it is not without challenges. We
expand on these points in the following.
3.3.5.1
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There Are No Confidential Channels

Confidentiality cannot be guaranteed by any of the PHY channels surveyed, even
though this appears to be an explicit or implicit assumption in a number of pairing
schemes. As presented in Table 2, all PHY channels that we study are vulnerable to
eavesdropping attacks, and those attacks have been successfully mounted in the past.
Hence, none of these channels provides a secure transmission medium on its own.
The problem here is twofold. First, the probability of “off-the-shelf” eavesdropping,
that is, performed without specialized equipment, has increased tremendously since
numerous smart devices nowadays are equipped with various peripherals, for example,
cameras and microphones, and the sensing capabilities of commodity hardware con-
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tinue to grow [25]. Second, as shown by Halevi and Saxena [137], side channels pose a
real threat because they can completely circumvent the security of the pairing scheme.
Specifically, they demonstrate that three pairing schemes (i.e., Zero-power pairing [141],
Vibrate-to-unlock [302], and BEDA [332]), which assume confidentiality of the OoB
channel, can be successfully attacked by exploiting acoustic side channels.
The importance of side channels as a vital security issue has been recognized by
the research community and addressed in recent communication systems [292] and
pairing schemes [7, 378]. Nevertheless, new sources of sensitive information leakage are
being continuously discovered [293], which raises a fundamental question whether it is
feasible to identify and tackle all hidden channels in modern systems. Therefore, we
argue that confidentiality of the PHY channel is very hard to achieve and guarantee in
practice. Correspondingly, this property should be treated with a great deal of attention
when a PHY channel is considered as a candidate for the OoB channel.
Regardless of this state of affairs, where it is questionable that confidential channels
are possible in practice, pairing schemes continue to be proposed that rely on secrecy
of data transmission, for example, [376].
3.3.5.2

VLC and mm-Waves
channels have
plausible security
properties, however,
they are not yet
prevalent on
off-the-shelf devices.

Most Potentially Secure Channels Missing From Current Commodity Hardware

The physical characteristics of various PHY channels provide different security properties. We have identified an important trade-off between security and ease of adoption.
That is, a number of newer communication channels such as mm-Waves and VLC can
offer improved security, however they are not yet ubiquitous.
In particular, mm-Waves and VLC possess valuable security characteristics. Their
short-range communication, LoS requirements, and low penetration rates make them
ideal for deployment and use as OoB channels in the IoT domain. Research is, however,
still ongoing to improve on both mm-Waves [256] and VLC [263] communications. A further advantage is that both technologies can be efficiently implemented on constrained
devices. For example, the antennas required for mm-Wave transmission are very small,
and the VLC building blocks such as diodes and photosensors are inexpensive. Hence,
these technologies are worth considering for SDP.
The challenge lies in the maturing of these newer channels such that they become
widely available on commodity hardware. This requires the action on both researchers
and vendors.
3.3.5.3

Using Environment Sensing

A different approach to pairing is ZIP, namely utilizing the sensing channel to obtain
the shared context, which can be used either as an indicator of physical proximity or as
an entropy source to derive a shared secret key. The use of sensor data enables scalable
pairing, which is crucial in a distributed and diverse environment such as the IoT. It
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also reduces or eliminates the user effort, resulting in more usable and less error-prone
pairing.
For example, the use of physical environment sensing [323] and GPS data [220],
as already explored in the domain of ZIA, can provide a suitable base to increase
security in device pairing as well. The key insights provided by ZIA, both those that
are security-enhancing such as fusing multiple sensor modalities [364] as well as those
that are adversarial such as context-manipulation threats [324], should also be taken
into account in ZIP.
Channel state information (CSI) in radio communications provides a different use
for sensing. Reciprocal radio channels, meaning that the same antenna is used for
transmitting and receiving, lead to correlated channel observations at both sides of a
communication link. This correlation of channel observations allows the transmitter
and receiver to obtain a common fingerprint of the radio environment that can, in turn,
be used to mitigate various types of attacks, including MITM and relay attacks.
Pairing schemes such as Amigo [372], Good neighbor [40], and Wanda [271] as
well as [179, 213, 232, 265, 319, 376, 377, 389] rely on such information to ensure that
both pairing devices communicate over the same channel. However, the robustness
of such channel fingerprinting schemes against spoofing is still an open question
under investigation. For example, Zafer et al. [399] have demonstrated an active CSI
spoofing attack. Hence, pairing schemes leveraging the radio channel must account for
manipulated and forged channel states.
Environment and channel sensing can provide an additional layer of verification.
However, it still suffers from similar security limitations as PHY channels. Therefore, the sensing channel cannot, by itself, guarantee that no one is intermediating
communications between the pairing devices, for example, through a MITM attack.
In this section, we have investigated and discussed PHY channels along with the
SDP schemes utilizing them. In the next section, we review HCI channels and the
corresponding pairing schemes.
3.4
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Sensing enables ZIP
and ZIA, however,
the security
guarantees of these
approaches are
unclear.

human-computer interaction channels

Modern information and communication technologies have become an indispensable
part of the human society. The way people live, work, and interact with each other
and the environment has changed significantly with the advent of smart devices,
social networking, and cloud-based services. Various research and technologies have
utilized HCI to provide security in a wide range of applications such e-commerce,
home automation, and social networking [65, 168, 299]. With the upcoming IoT, the
importance of developing socially compatible security tools based on HCI is becoming
more evident [64, 66]. However, relying on human interactions to achieve security often
introduces vulnerabilities to the system. Bruce Schneier [303] emphasizes the relevance
of the human factor in the system as follows: “... security is only as good as it’s weakest
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link, and people are the weakest link in the chain.” Hence, the security of the system
where a user is involved depends not only on the technical aspects of the system but also
on how people understand and use it in addition to the system’s capability to mitigate
threats and issues introduced by the users themselves [24, 208, 299]. From the pairing
perspective, a user also plays an important role with regard to security. Traditionally,
the security of pairing schemes has involved an aspect of human supervision, which
can take the form of perception, for example, image comparison [269], decision-making,
for instance, pressing a button [332], and other interactive techniques, for example,
drawing a pattern [315].
We start our discussion by identifying three points which are the base for rigorous
HCI investigation. In particular, we specify several types of HCI channels, which have
been used in SDP and denote two sets of properties, namely security properties and
usability properties that we study. Afterwards, we review existing pairing schemes
that rely on various HCI channels to exhibit the trade-offs between security and
usability. Finally, we discuss the most significant insights and implications that have
been identified in our survey on HCI channels.
3.4.1

Four types of HCI
channels are
investigated in our
survey.

HCI Channels in Device Pairing

Recently, numerous devices with rich input/output capabilities and considerable
processing power have become widely available, which has significantly improved the
quality of HCI [168]. Correspondingly, many pairing schemes proposed up-to-date rely
on some form of user involvement. Chong et al. [50] survey existing pairing schemes
by considering user actions required to establish a secure channel between two devices.
We refine their findings to obtain the fine-grained categories of user interaction that
have been used in SDP.
Specifically, we define three HCI channels that fully satisfy our definition given in
Section 3.2.2: Data relay, Data comparison, and Data generation. In addition, we consider
Device handling which, while not a conventional HCI channel, represents a more passive
form of user interaction that is often (implicitly) present in device pairing.
3.4.1.1

Data Relay

A channel where a user is prompted to transfer data generated by one pairing device
onto another pairing device.
3.4.1.2

Data Comparison

A channel where a user is required to compare and analyze data produced by two
pairing devices, for example, to verify the correctness or consistency of the information.
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Data Generation

A channel where a user provides common input to both pairing devices simultaneously,
for example, shaking, drawing, or first imposes (secret) input on one device and then
provides it again on a second device.
3.4.1.4

Device Handling

A form of user interaction where a human actor is required to bring pairing devices in
proximity, make physical contact, align them, or take similar action.
3.4.2

Security Properties

The security properties of the pairing schemes based on HCI channels are quite different
from the ones purely relying on PHY channels. First, users are the unavoidable source
of errors [191, 208] and their behavior as well as attitude towards security sensitive
tasks vary significantly [24]. Second, user interaction is subject to observation by both
an internal participant, who is curious and an external adversary, who is malicious.
To compile the list of representative security properties, we combine issues that have
been raised in the pairing community with respect to human factors [110, 301] and
complement them with the implications found in the authentication domain [32].
3.4.2.1

Inattentive User

Defines if a pairing scheme has certain tolerance to mistakes and errors introduced
by the user. In particular, a pairing mechanism that does not verify user input for
errors or provide corresponding feedback can be circumvented by the attacker who can
impersonate a legitimate device.
3.4.2.2

Rushing Behavior

Specifies if a pairing scheme accounts for rushing users who are willing to skip certain
steps of the pairing procedure or accept specific conditions without verification in order
to speed up pairing.
3.4.2.3

Consent Tampering

Determines if a pairing scheme is resilient to consent tampering by a dishonest user.
That is, if the user can accept pairing even if the data exchanged between two devices
mismatch or conversely, reject pairing even though both devices successfully establish
a connection.

To identify relevant
security properties of
HCI channels, we
use knowledge from
adjacent research
fields.
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3.4.2.4

User Observation

Defines if a pairing scheme is resistant to an adversary who can observe user actions
during the pairing process. In other words, the attacker does not benefit from learning
user interactions, including (secret) data exchanged on the HCI channel and cannot
compromise pairing with such information at hand.
3.4.2.5

Forward Secrecy

Determines how resilient a pairing scheme from a cryptographic perspective to an
eavesdropper who can leverage user observation and the compromise of the long-term
keys. That is, if the underlying cryptographic protocol used in the pairing scheme
mitigates brute-force offline attacks aided by (secret) data observed on the HCI channel
and restricts an adversary to a one-off (online) guessing game. We evaluate this property
under the assumption that DH keys used by the underlying cryptographic protocols
are ephemeral.
3.4.2.6

Honest-but-curious

Specifies if a pairing scheme is susceptible to an honest-but-curious adversary who legitimately participates in the pairing process but tries to learn or infer more information
about another pairing party.
3.4.3

We complement
usability properties
of HCI channels
found by prior work
on pairing with
findings from
user-device
interaction and
authentication
domains.

Usability Properties

As mentioned previously, the usability of pairing schemes has been a subject in several
studies, and a number of works investigate how usability can be enhanced in the case
of device pairing [156, 178, 193]. However, many works apply mostly quantitative
metrics to evaluate usability such as completion time and error rate [196], which are
implementation-dependent. In addition, subjective characteristics such as personal
preferences vary with context, as has been previously demonstrated [166]. Thus, there
is a lack of a common baseline approach which would allow usability evaluation of
pairing schemes more qualitatively and coherently. We aim to remedy this situation
by presenting a set of usability properties, which we derive by studying the usability implications in general human-device interaction [133] as well as authentication
techniques [32], and projecting the findings onto the pairing domain.
3.4.3.1

Effortless Initialization

Defines minimal user effort during the discovery phase of the pairing process. For
example, a user is not required to provide any additional information such as a number
of participants or preconfigure devices prior to pairing.
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3.4.3.2

No Secret Relay

Does not prompt users to transfer any (secret) information from one pairing device to
another, or if it is required, the length of the relayed data should be minimal.
3.4.3.3

Automatic Secret Generation

Specifies that the data used for authentication, for example, cryptographic keys, is
generated by pairing devices without requiring any user input or assistance such as
shaking or drawing.
3.4.3.4

Automatic Consistency Check

Determines user effort, necessary for verifying that information exchanged between
pairing devices is similar.
3.4.3.5

Environmental Insensitivity

Defines the applicability of the pairing scheme with respect to the ambient environment. For example, a pairing scheme may lead to high error rates or even fail if the
environment is too noisy, crowded, or has poor illumination.
3.4.3.6

Explicit User Feedback

Specifies if a pairing scheme provides meaningful feedback to the user during and
upon the completion of the pairing process. For example, two pairing devices can
indicate success by making an appropriate sound and provide explanatory actionable
feedback if pairing fails.
3.4.3.7

Familiarity

Determines if the user actions imposed by the pairing scheme correspond to the
daily user experience [166, 299]. That is, if a pairing scheme relies on well-established
interaction patterns, for example, smartphone usage, and requires no extra training for
an average user in order to be adopted.
3.4.4

Survey of HCI Channels

In this section, we review representative pairing schemes which rely on HCI by focusing
on the properties given above.
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3.4.4.1

Manual Authentication (MANA)

Gehrmann et. al [115] present several MANual Authentication (MANA) schemes for
authenticating DH public keys. They assume that devices have at least one input and/or
output interface, for example, a display and/or a keypad. From the user perspective, a
human operator plays a crucial role in pairing. Three variants of the MANA scheme
were proposed which work as follows:

We survey three
types of MANA
scheme
accommodating
different hardware
requirements.

• MANA I: One device has a display and a simple input interface, for example,
a button, while another device has a keypad and a simple output interface, for
instance, an LCD panel. The first device computes a random key and a checksum
value and displays this data. The user reads the checksum value and the random
key from the screen of the first device and inputs this information into the second
device. Then, the second device computes the checksum value using the provided
random key and compares the two checksums. The outcome of the comparison is
indicated as an accept or reject message to the user. Finally, the user enters the
result back into the first device.
• MANA II: Both devices have a display but neither of them a keypad, although
they are equipped with a simple input interface, for example, a button. Similar
to MANA I, the first device computes the random key and the checksum and
displays two values. In addition, the first device sends the random key to the
second device over an insecure channel, for example, wireless radio. Afterwards,
the second device computes the checksum value and outputs it together with the
key. By comparing values displayed by both devices, a user has to either accept
the connection if they are equal or reject it otherwise.
• MANA III: Both devices are assumed to have a keypad. The user enters a short
random bit-string R into both devices. Then, each device generates a random
message authentication code (MAC) key and calculates a MAC value over R
concatenated with a device identifier and the DH-public keys. Afterwards, both
devices exchange their corresponding MAC values via a wireless radio channel.
Only upon receiving the MAC value from the pairing peer, each device reveals its
MAC key. Finally, both devices verify the received MAC values and indicate the
result to the user who is required to compare and confirm it. A simpler variant
exists in the case one of the devices has only a display, that is, no means of input.
The authors argue that MANA-schemes are robust against MITM attacks given the
user diligence in verifying calculated hash values.

Table 3: Summary of surveyed pairing schemes utilizing HCI channels.
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3.4.4.2

SASs have been used
to encode some form
of user input in
pairing schemes.

Access Point Authentication

Roth et. al [291] suggest a pairing scheme to protect the connection between an AP and
a client device against evil twin attacks.
The proposed pairing scheme uses short authentication strings (SASs) for key establishment and consists of two phases. In the setup phase, both devices exchange
their public keys and a nonce value over an insecure wireless channel. During the
authentication phase, a user is required to compare a certain number of color sequences
(minimum two) in order to verify that pairing was performed with the intended AP.
Specifically, each sequence is comprised of two colors and represents a SAS. Both
devices display the sequence of colors, that is, one color at a time, and the user has to
verify their equality by pressing a button and proceeding to the next sequence. The
number of sequences shown depends on the desired level of security, and eventually,
the user is prompted to either accept or reject pairing.
The authors discuss the security of the proposed pairing scheme and conclude that it
can withstand evil twin attacks.
3.4.4.3

Shake Them Up!

Castelluccia et al. [47] propose a pairing scheme for CPU-constrained devices, for
example, sensors, that do not have enough computational power to perform public key
cryptography.
The proposed pairing scheme utilizes the anonymous broadcast channel and works
as follows. In order to derive a shared secret key, two devices are held together and
shaken either by a single user or by two users in close proximity. Meanwhile, both
devices broadcast empty packets over an insecure wireless channel. The anonymous
broadcast implies that each device sends a packet by setting its own identifier or the
identifier of the pairing peer as the source of the message. In this case, an adversary
can read the transmitted packets but cannot distinguish the source. In contrast, each
pairing device knows if it has sent a particular message or not, which is interpreted
by the device as a secret bit 1 or 0, and the shared key can be obtained by observing a
predefined number of packets. The shaking is done to thwart signal strength analysis
by an attacker to identify the actual sender.
The authors analyze the security of their pairing scheme against an adversary who
can read all packets but cannot distinguish the source of the packet and report that it
is resilient against MITM and DoS attacks. However, Rasmussen et. al [280] show the
vulnerability of this scheme by using radio fingerprinting to identify the sender.
3.4.4.4

Shake Well Before Use

Mayrhofer et al. [236] suggest a pairing approach which utilizes accelerometer data
generated from distinct movement patterns. Specifically, they propose two schemes to
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securely pair devices where a user is required to hold them together and then shake
simultaneously.
The first scheme (ShaVE) uses the DH key exchange to derive a shared key over an
insecure wireless channel followed by the exchange of accelerometer readings via the
interlock protocol [284] to verify the authenticity of pairing devices.
The second scheme (ShaCK) relies on the data captured by the accelerometer to
derive a shared secret key. In particular, two devices hash their synchronized feature
vectors obtained from the sensor readings and accumulate them until the entropy is
sufficient to produce the shared secret key.
The authors discuss the security of the proposed pairing with regard to an active
adversary and conclude that both schemes can withstand MITM attacks. However, they
concede that the ShaCK variant does not provide forward secrecy, and it is vulnerable
to offline guessing attacks.
3.4.4.5

SAPHE

Groza and Mayrhofer [132] propose a pairing scheme based on shaking, which improves
upon the previous works, for example, ShaCK [236], by devising a more lightweight
approach to securely exchange low-entropy vectors obtained from accelerometer data.
The suggested pairing scheme employs a hashed heuristic tree and works as follows.
First, the commitments between two devices are exchanged in the form of hashes of
randomly generated values. Second, the accelerometer data produced by shaking two
devices together is recorded and used to obtain a unique secret key on each device. The
unique secret keys are extracted by comparing the accelerometer readings to the threshold values obtained from the initial commitments by means of the Euclidian distance.
The key extraction algorithm relies on a hashed heuristic tree, which is essentially a
search tree, where the accelerometer readings are first sorted in a descending order
with respect to the distance from the threshold values, and then bit-by-bit hashing
is applied to retrieve the unique secret key. Third, both devices exchange challenges
which are nonces encrypted with the individual secret keys, and each device proves
the possession of the peer’s key by verifying the challenge.
The authors analyze the security of the proposed pairing scheme and claim that
their approach provides better resilience to MITM attackers, who try to guess the
low-entropy vectors obtained from accelerometer data. However, the authors concede
that further research is required to evaluate the resilience of the SAPHE scheme against
the adversaries who can observe user interaction.
3.4.4.6

Ultrasound Authentication

Kindberg et. al [185] present a pairing scheme which utilizes ultrasound to physically
validate two devices and establish a secure channel between them.

The schemes
reviewed in sections
3.4.4.3–3.4.4.5
enable pairing by
asking a user to
shake devices
simultaneously.
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schemes require a
user to locate and
point one pairing
device towards
another.
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The proposed pairing scheme consists of two phases and works as follows. In the
locate phase, a user selects a target device to communicate with and makes sure that
their personal device (i.e., client) is in LoS with the target. Then, the client sends a
message to locate the target, which replies with its designated identifier, for example,
network address, over RF and ultrasound channels. The client receives those messages,
matches the identifier, and is able to calculate the approximate distance to the target
device, which is displayed to a user for verification. During the associate phase, the
user points the client device to the target and initiates pairing. The target device replies
with the RF message containing its public key together with a random number and
simultaneously emits the ultrasound message with the same random number. Upon
receipt, the client checks if random numbers from RF and ultrasound messages match
and asks the user to confirm the relative position of the target device. Finally, the client
encrypts a session key with the target’s public key and sends it along with a random
number back to the target.
The authors argue that the proposed pairing scheme is robust against various spoofing and replay attacks given the adversary is unable to counterfeit ultrasound messages.
3.4.4.7

Comparing audio or
visual patterns is a
common form of user
interaction leveraged
for pairing.

Synchronized Audio-visual Patterns

Prasad and Saxena [272] present two pairing schemes suitable for devices with only
basic interfaces such as a pair of LEDs and/or speakers. Specifically, both schemes rely
on SASs transmitted by two devices in the form of synchronized audiovisual patterns,
for example, blinking LEDs, which have to be compared by a user for equality.
In the first scheme (blink-blink), two devices encode their SASs as sequences of
blinking LEDs, and the user is required to compare these sequences and determine if
they are synchronous on both devices, for example, green or red LEDs.
In the second scheme (beep-blink), one device transmits its SAS as a sequence of
blinking LEDs while another device encodes the SAS as a series of beeping sounds and
silence periods. The user has to verify if these two patterns match such as the LED light
corresponds to the sound.
The authors analyze the security of the proposed pairing with regard to a MITM
adversary and conclude that both schemes can withstand such attacks, yet the security
depends on user diligence when comparing two audiovisual sequences.
3.4.4.8

RhythmLink

Lin et. al [209] propose a pairing scheme based on rhythm tapping.
Initially, a user inputs a song rhythm several times on their personal device, for
example, a smartphone, to provide some training data and eventually obtain a tapped
password, referred to as a tapword. Afterwards, this generated tapword is stored on
the user device and used further for pairing.
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To pair with a target device, the user inputs the same tapped rhythm into it. Therefore,
the target device can compute a tapword and compare it with the pattern stored on
the user device by means of the Euclidean distance. The protocol uses elliptic curve
cryptography to calculate the Euclidean distance between the tapwords without either
device revealing its tapword. To generate a session key, a password authenticated
key exchange is used in order to avoid MITM attacks. A device encrypts its model
information with this session key and sends the encrypted data to the other device,
which decrypts this information and computes the Euclidean distance. Afterwards,
both distances are compared. If the distances match, the devices accept pairing.
3.4.4.9
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Prompting a user
input in the form of
a rhythm-based
password allows
pairing devices
equipped only with
buttons.

Seeing-is-believing (SiB)

McCune et. al [240] propose a pairing scheme based on taking a snapshot of a twodimensional barcode displayed on the screen of one device by the camera of another
device. The two-dimensional barcodes are generated by the devices automatically
without any human effort. A user is required to configure the camera and take the
snapshot of the 2-D barcode.
To perform pairing, one device sends its public key to another device over an insecure
channel, for example, Wi-Fi, and displays a two-dimensional barcode. This barcode
represents a visual encoding of the public key sent over the insecure channel. The
second device, equipped with the camera, takes a snapshot of the barcode and runs
a barcode recognition algorithm in order to process the image and extract the public
key. Afterwards, this device compares the data obtained from the barcode with the
data received over the insecure channel. If they match, the second device can trust the
first device. The barcode-scanning procedure has to be executed by both devices for
bidirectional authentication.
The security assumption made by this pairing scheme is that mounting active attacks
is difficult without being detected. The authors further analyze the security of their
pairing scheme against passive attacks and propose additionally using the DH session
key exchange protocol to protect against brute-force attacks.
3.4.4.10 Visible Laser Light
Mayrhofer et. al [238] develop a pairing scheme based on visible laser light for personal
mobile devices equipped with a laser diode. These personal devices interact with
another remote device, which is able to detect the laser light.
The proposed pairing scheme works as follows. First, a user presses a button and
turns on the laser on their personal device. This causes the device to begin continuously
transmitting messages. When the remote device detects these messages, it generates a
response and broadcasts it over a wireless radio channel. Second, both devices start
a key agreement protocol, and the target turns on a LED to identify itself. Third, if
the LED is activated on the target device expected by the user, they press a second

The popularity of
smartphones enables
pairing schemes
based on taking a
picture of a displayed
bar- or QR-code.
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button triggering an autonomous phase. During this phase, the derived secret key is
verified by sending a series of cryptographic challenges via the wireless radio channel
and requiring that the responses to the challenges to be transmitted by the laser.
The authors evaluate their pairing scheme in the face of an active adversary attempting to mount a MITM attack. They report that the attack would only succeed if the
adversary can compromise the integrity and confidentiality of the laser and wireless
radio channels simultaneously.
3.4.4.11 Visual Authentication Based on Integrity Checking (VIC)
Saxena et. al [300] improve the SiB pairing scheme by providing mutual authentication between devices to be paired using only a unidirectional visual channel, that is,
requiring that only one of the two devices has a camera instead of both.
The proposed pairing scheme employs short authenticated integrity checksums for
key agreement and works as follows. First, each pairing device exchanges its public
data: a public key and a random bit string over an insecure channel. Second, each
device calculates a checksum, in practice a cryptographic hash-function, over this public
data, that is, both public keys and random bit strings. Third, one of the devices sends its
results to the other device using the visual channel for comparison, that is, the second
device uses its camera to read the 2-D barcode displayed by the first device. Fourth,
the second device compares the hash transmitted over a display-camera channel by the
first device with the locally computed value. If the two values match, the second device
accepts the connection and displays a confirmation message to the user. Finally, the first
device prompts the user to indicate if the second device accepted the connection or not.
The authors discuss the security of their pairing scheme, indicating that it is resilient
to MITM attacks only if the hash function used in the scheme is collision-resistant.
3.4.4.12 BEDA

User interaction has
been utilized for
pairing devices
without common
hardware interfaces.

Soriente et. al [332] explore how to pair devices with very limited interface capabilities
such as a single button. They propose a pairing scheme which first performs a DH key
agreement and then executes the procedure to authenticate the DH public keys.
The suggested pairing scheme consists of two phases and works as follows. In the
first phase, a short 21-bit secret is distributed between the devices with user assistance.
Depending on the available hardware interfaces, this initial secret can either be obtained
via the user input provided to both devices (i.e., Button-to-Button) or by relaying the
data generated by one device to another device (i.e., Display-, Short Vibration-, Long
Vibration-to-Button). In the second phase, the authenticity of the exchanged public key
is incrementally verified in a 21-round procedure by using the initial secret.
The security of the proposed pairing depends on the confidentiality of the channel.
The authors discuss that their pairing scheme is secure against MITM attacks only if
the data exchanged between the devices cannot be eavesdropped. The BEDA scheme
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has been cryptographically extended in the unified pairing framework [234] to provide
PFS, which further increases the security against MITM attackers.
3.4.4.13 Playful Security
Gallego et. al [110] propose a pairing scheme based on the memory game Simon. The
suggested scheme uses SASs computed by each device individually, and a user is
required to transmit these strings from one device to another device.
The proposed pairing scheme works as follows. One device displays several audiovisual patterns, and the user relays these patterns to another device equipped with
the input interface. The first pattern consists of a single color and tone that encodes
the first two bits of the SAS. For the next round, two bits will be concatenated to the
first pattern. This data forms a new pattern that needs to be similarly transmitted by
the user. This iterative process continues until a sufficient number of bits have been
successfully exchanged between two devices. If an error occurs in a round, a new
pattern will be concatenated with the previous patterns that are exchanged successfully.
To avoid synchronization issues, the first device has two buttons. If an error occurs, the
user selects previous button to repeat the exchange of the SASs between the devices.
The authors argue that the proposed pairing scheme is robust to human errors, and
therefore can mitigate MITM attacks caused by such errors.
3.4.4.14 Safeslinger
Farb et. al [84] present a pairing scheme for data exchange with smartphones. That is,
users upon a physical encounter can initiate the exchange of their public keys as well
as selected contact information and communicate securely afterwards. The SafeSlinger
scheme is built upon two cryptographic mechanisms, namely multi-value commitments
and group DH key agreement. The pairing scheme requires active user interaction,
which includes entering the number of participating devices, selecting the data to be
exchanged, and finally, comparing a 3-word phrase which has to be commonly chosen
by all users.
The authors analyze the security of their pairing scheme and argue that SafeSlinger
mitigates attacks such as MITM, group-in-the-middle, impersonation, and sybil attacks
by involving the user in the security chain and accounting for user misbehavior.
3.4.4.15 Synchronized Drawing
Sethi et. al [315] present a pairing scheme based on physical proximity and commitmentbased cryptographic primitives.
The proposed pairing scheme consists of four phases and works as follows. In the
first phase, two devices attempt to establish a shared secret using DH or a similar
protocol over an insecure channel. In the second phase, fuzzy secrets are extracted from

Involving a user in
the pairing process
as part of a game or
collective task has
been shown feasible.
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user input produced by simultaneously drawing the same pattern with two fingers of
the same hand, for example, a thumb and index finger, on two touchscreens or surfaces
of two devices to be paired. In the third phase, each device sends an unencrypted
commitment message to another device which contains a hash of: the (1) device’s
identifier, (2) fuzzy secret derived from the drawing, (3) random number, and (4) DHshared key. In the fourth phase, each device encrypts its random number and fuzzy
secret obtained in the third phase using the shared secret calculated in the first phase.
By carefully ensuring that both devices complete the third phase before entering the
fourth phase, the authors argue that MITM attacks can be prevented.
3.4.4.16 Proximity Authentication

The common user
input such as
drawing or gesture
has been used to pair
mobile smart devices.

Li et. al [202] present a pairing scheme which uses proximity to perform mutual
authentication between two devices without using NFC chips.
The suggested pairing scheme works as follows. First, a user draws a zigzag pattern
simultaneously on both devices to be paired using two fingers of the same hand. Second,
each device individually derives a set of common features obtained from the drawing.
Third, the private set intersection approach [169] is applied to the feature vectors of
both devices in order to generate a shared secret key.
The authors discuss the security implications of their pairing scheme and claim that
it is secure against dictionary and MITM attacks.
3.4.4.17 Checksum Gestures
Ahmed et. al [3] propose a pairing scheme based on SASs, where a continuous gesture
is required for encoding authentication information.
The suggested pairing scheme works as follows. First, a user and target devices
execute a key exchange protocol based on SASs to obtain a checksum string (at least 20
bits) stored on both devices. Second, the user’s device transforms this checksum string
into a motion pattern, which is displayed to the user, who is required to reproduce this
motion pattern as a continuous gesture on the target device. Third, the input gesture
is captured and processed by the target device, which then compares the obtained
data with the motion pattern derived locally from the shared checksum string. If both
match, the unidirectional communication channel is authenticated between the user and
target devices. The security of the proposed pairing scheme is based on the feasibility
of gesture recognition technologies, particularly in maintaining sufficiently low false
positive and false negative error rates.
The authors analyze the security of their pairing scheme based on the probability
of interpreting a false input of an attacker as a correct gesture and report that the
probability of a success relay attack is under 5.5%.
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Discussion

The results of our HCI study are summarized in Table 3 from which we identify and
discuss four key points that have important security and usability implications for
SDP. First, we identify an important trade-off that exists between passive and active
HCI channels. Second, the significance of usability properties, including the provision
of explicit user feedback and insensitivity of HCI input to environmental conditions,
is considered. Third, security issues resulting from various forms of intentional and
unintentional as well as benevolent and malicious user misbehavior are explored.
Finally, the vital problem of observation threats for HCI channels is presented, that is,
the situation where an attacker can observe and exploit human interaction.
3.4.5.1

We discuss key
findings from our
analysis of HCI
channels.

Trade-offs Between Passive and Active HCI Channels

The handling channel yields the best results in terms of usability because it requires the
minimum amount of user effort. However, such pairing schemes do not give a user
fine-grained control over the pairing process and provide less assurance that the pairing
is established with the intended device. In contrast, data relay, comparison, and generation
require more user involvement but provide better control and assurance of pairing. Yet,
these types of interaction are susceptible to user misbehavior and errors, which makes
it necessary for users to adequately understand the impact of their actions. For example,
if the generation channel is involved, it is not sufficient to only incorporate common
user experience. It is additionally required that the user is alerted if the generated secret
lacks sufficient entropy for its intended use so that the user can take appropriate action.
Hence, we identify an important trade-off between different HCI channels. While
passive user interaction can be viably used for pairing in situations where no sensitive
information, such as financial or personal data, is involved. Active user participation
should be used for more critical applications, for example, bank transactions, where
user awareness can be leveraged to increase security in device pairing.
3.4.5.2
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Passive user
interaction can be
used for seamless
pairing in
non-critical
applications.

Usability Properties

Two usability properties which are crucial to augment both usability and security in
pairing are providing explicit user feedback and ensuring insensitivity to environmental
conditions.
First, the importance of explicit user feedback has been outlined previously [113, 166],
yet only a few pairing schemes provide it in a meaningful way. However, the user
feedback can not only mitigate input errors and present the evidence of pairing devices,
for example, that pairing with the intended device is successful, but also assist a human
operator with security advice. For instance, if the user generates data to produce a
secret, the pairing mechanism can notify the user if the provided input has sufficient
entropy for the intended application or not.

Explicit user
feedback and
robustness to
environmental noise
improve usability of
pairing.
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Second, environment insensitivity is also vital for maximizing user experience. That is,
a pairing scheme should work for the intended use case, irrespective of the ambient
conditions that might be reasonably expected to occur. Section 3.5 examines a range
of specific use cases, exploring this topic further. The key point is that these two
factors interact, for example, a pairing scheme that requires audio comparison and
confirmation from the user should not be expected to be used in public scenarios.
3.4.5.3

Most existing
pairing schemes fail
to leverage user
interaction to
improve security.

The prior work emphasizes the security issues in pairing stemming from unintentional
or deliberate user misbehavior [196, 301, 369]. Interestingly, only two pairing schemes
(i.e., Playful Security [110] and Safeslinger [84]) account for such properties as inattentive
user, rushing behavior, and consent tampering by design. Table 3 clearly indicates that
human interaction by itself does not bring any security benefit if it does not consider
threats posed by the user behavior, for example, MANA [115]. Additionally, in our analysis we introduce an honest-but-curious participant who tries to obtain more information
about the pairing party. The motivation for this stems from a number of application
classes that we consider. Since social and public pairing are in scope (cf. Section 3.5), it
cannot be assumed that all pairing parties are benign and collaborative. For example,
social engineering can be used to infer extra information about another user, or if the
sensing channel is involved, another device or participant can leverage this sensor data
to violate user privacy. Moreover, human observation has not been well addressed in
the pairing literature. However, as we show under observation threats, the situation is
dire, and this point must be taken into account if the pairing scheme relies on human
interaction.
3.4.5.4

The advances of
surveillance aided by
computer vision and
ubiquity of sensing
make observation of
user interaction the
major threat to
security of HCI
channels.

Security Issues

Observation Threats

Regarding observation threats, we focus on security implications in authentication
techniques, as the adversary similarly tries to circumvent security by examining user
interaction. The examples of malicious observation include, but are not limited to,
shoulder surfing, audio or video analysis of the keyboard utilization, and voice recognition. Specifically, Halevi and Saxena [138] show that keyboard acoustic emanations
can be successfully used to retrieve (even random) passwords prompted with different
typing styles. Similarly, Davis et al. [68] propose a method to extract audio data from
the high-speed video analysis in order to perform acoustic eavesdropping without
having a microphone. More sophisticated attacks [15] exploit reflection from the objects
to reconstruct any confidential data displayed on the screen of a device. Yue et al. [398]
apply computer vision techniques to show that it is possible with 95% probability to
reconstruct user input on the touchscreen of a mobile device using a low resolution
video of user interaction. Recent attacks against voice verification [249] demonstrate
that voice impersonation is achievable with the success rate of 90% using only a limited

3.5 application classes

79

number of victim’s voice samples. Overall, observational threats are increasingly easy
to achieve, thus their risk should be taken into account when designing SDP schemes.
In this section, we have investigated and discussed HCI channels along with the
SDP schemes utilizing them. In the next section, we review the application classes and
classify the surveyed SDP schemes accordingly.
3.5

application classes

In this section, we explore and analyze the four application classes introduced in Section 3.2. First, we describe each application class with respect to typical interactions as
well as its security and usability insights. Second, we categorize the pairing schemes
covered in Section 3.3 and Section 3.4 with regard to their application classes and
discuss the most interesting results of this classification. Finally, we highlight important
open issues in SDP that have been identified in our study of application classes.
3.5.1

We survey pairing
schemes with respect
to application
classes.

Overview of Application Classes

An application class covers a set of similar SDP use cases each of which involves a
similar degree of involvement and level of user control over the pairing process. We
recall the four application classes introduced earlier: (1) private, (2) public, (3) social,
and (4) unattended. The private class corresponds to a “classic pairing” case where a
single user either owns or directly controls two devices that ought to be paired. The
public class is related to a single user possessing one device where the user performs
the pairing with some third party infrastructure, for example, a payment terminal over
which she has no control. The social class incorporates two users who would like to
securely pair their corresponding devices. The unattended class covers the use case of
ZIP, where two colocated devices (e.g., inside the same room), which may belong to
the same or different ownership domain such as a person or organization, pair without
user involvement. Figure 9 depicts the four application classes instantiated from our
system model to provide a better understanding of the typical interactions for each
application class.

We distinguish four
application classes:
private, public,
social, and
unattended.
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Figure 9: The four application classes. Each application class consists of two devices to be paired, each from a distinct security
domain, except for the private application class (a). The boundaries of security domains are marked by dashed lines.

3.5 application classes

The ownership of the devices being paired plays a critical role in SDP, necessitating
its explicit consideration when describing application classes. We recall that a security
domain is the set of devices, data, policies, and intentions that a single party controls.
That is, a security domain refers to the limit of enforcement of security policy by a
particular owner or controller of one or more devices. These security domains are
especially significant when more than one exists, as it allows for security requirements
of pairing devices to be differentially achieved or undermined either by the pairing
process or subsequent actions of one of the pairing parties.
For example, consider Figure 9a and Figure 9c. In Figure 9a, a single user controls
all devices, and thus a single security domain exists. Therefore, following a successful
pairing procedure, there are only two possibilities: either the policy requirements of the
single security domain are met or not. In contrast, for Figure 9c, there are two users,
each controlling a separate device D1 and D2, respectively. In this case, if the security
policy requirements of each user differ, it may be possible that the security policy of
one user is satisfied but not for the other. Similarly, one of the users may later reveal
information that, without violating their own security policy, may violate that of the
other. That is, the presence of the second security policy allows for a more complex set
of outcomes as compared to if there were only a single security domain.
In the following, we expand on the four application classes under consideration.
3.5.1.1
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The application class
defines the level of
involvement and
control that a user
has over the pairing
process.

Private

Figure 9a depicts the well-known private class which applies when a single user either
owns or controls both devices. A good example of this scenario is pairing smart devices
that belong to the same person. In such a setting, a rich set of HCI interactions are
possible since a user can freely communicate with and handle their portable devices in
many ways. The physical interactions between the devices as well as with the ambient
environment are user-enabled, and they are only limited by the availability of hardware
interfaces on the devices.
From a security perspective, private pairing is often performed in a rather restricted
environment, for example, home premises or a workplace, where such threats as
external observation and communication interception are reduced. The private class
consists of a single security domain, that is, all devices are subject to the same security
policy requirements because they are controlled by a single party. In this context, the
focus of the user tends towards usability due to the combination of reduced perceived
threats and the relative frequency of pairing that may occur, especially given the
increasing numbers of devices that people own. Hence, usability must be preserved
and emphasized even in the face of numerous devices to be paired with one another.
Despite the lower perception of risk, it remains important to maintain security.

In the private class,
the focus can be
shifted towards
usability of pairing.
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3.5.1.2

In the public class,
users are willing to
trade some usability
for security due to
higher perceived risk.

The public class, shown in Figure 9b, corresponds to the case where a single user
possesses one device but has no control over another device to be paired with. For
example, the user wants to pair their personal device, for instance, a smartphone, with
a third party infrastructure such as a public AP, printer, or payment terminal.
In terms of HCI interactions, a human operator has fewer options as compared to
the private class because the public infrastructure typically has only a few common
user interfaces and cannot be moved, shaken, or handled in a convenient way. Similarly,
physical interfaces used for communication between the devices as well as with the
ambient environment are restricted and typically cannot be invoked by the user.
From a security perspective, the public class implies a more hostile environment,
that is, public places, as compared to the private class. Thus, user actions during the
pairing procedure are subject to external observation, which can come in the form of
shoulder surfing or ubiquitous CCTV. Additionally, an attacker can stealthily install
rouge devices in the public premises to interfere or hijack the pairing process.
The public class incorporates two distinct security domains, namely the user with
their device and the infrastructure, which opens a door to a number of threats outlined
in the following discussion. In comparison with the private class, users are likely to have
an increased perception of security risks in such public scenarios. Therefore, users may
reasonably accept some shift in the balance away from usability in order to improve
security. However, care must be taken not to reduce usability to the point where users’
tolerance is exhausted.
3.5.1.3

In the social class,
the usability of
pairing becomes
important so as the
possible privacy
hurdles.

Public

Social

The social class, illustrated in Figure 9c, represents a case where two different users
would like to perform pairing between their personal devices [370]. Pairing two smartphones that belong to different people is a good example of such a scenario. It is obvious
from the given example that the social class implies two distinct security domains, that
is, two users with their devices. The presence of multiple security domains can result
in complicated security outcomes, as previously described.
The reality of users’ concerns regarding these complications can be observed, for
example, through users’ reluctance to hand their personal devices over to others.
Explicit human-to-human (H2H) interaction can be used to resolve this concern, that
is, to allow users to pair their devices without losing physical possession of them at
any point during the pairing process. Since users are interfacing with their devices
individually, numerous HCI and physical interactions can be enabled similarly to the
private class.
With regard to security, social pairing is vulnerable to external observation. On the
one hand, the typical environment for the social class may present lower inherent
risk as compared to the public class, for example, by occurring in a private house
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instead of in public places. On the other hand, the social pairing may still occur in a
public place. Also, social pairing procedures typically involve user interaction, which is
particularly at risk of observation attacks. Thus, while the social class can suffer from
a similar level of risk to the public class, users’ perception of the risk may be lower,
potentially reducing their tolerance for security measures that harm usability. Therefore,
considerable attention should be given to optimizing user experience for social pairing
procedures while still ensuring adequate security.
3.5.1.4

Unattended

Figure 9d depicts the unattended class which applies when two devices perform pairing
without any user involvement (e.g., ZIP). For example, two IoT devices, for instance,
sensors, located nearby can pair, and similarly wearables as well as IMDs can be paired.
In the case of wearables and IMDs, a user is present but acts only as a carrier of the
devices and does not consciously participate in the pairing process.
Since no user is involved, unattended pairing relies solely on various physical interactions, especially those used for data acquisition, that is, sensing. The key approach
employed in unattended pairing is to utilize various sensor capabilities to measure the
ambient environment over time. Thus, if two devices continuously sense sufficiently
similar contexts, they interpret this as evidence of their physical proximity. When two
devices believe that they are in physical proximity, they may then attempt to pair [243,
310]. The ambient environment does not only refer to physical characteristics such as
wireless radio, audio, luminosity, or humidity. It can also correspond to measuring the
human body, for example, a heartbeat rate [290] or muscle contraction [397] as well as
capturing user specific actions, for example, a gait [309, 321], approach trajectory [176],
or head movement pattern [204].
In terms of security, the unattended class significantly differs from other application
classes since the pairing devices communicate in a standalone fashion without explicit
user control. This poses major security challenges such as physical access to the devices
by an adversary in addition to their ability to efficiently monitor [242], disturb, or
even manipulate [324] the pairing environment without being noticed. Moreover, it
is not straightforward to unambiguously define a number of security domains in
the unattended class. For example, the proposed ZIP schemes [243, 310] assume that
devices originate from the same ownership, for example, either a user or infrastructure,
and thus constitute a single security domain. An open question is the pairing of IoT
devices which belong to different security domains.
The unattended pairing (e.g., ZIP) is by definition an autonomous process, removing all user interaction. It can be viewed as pushing the usability-security trade-off
completely in the direction of usability. It is, therefore, not surprising that the security
properties of unattended ZIP schemes are often weaker as compared to the other
application classes. Thus, more research is required to devise more secure unattended
pairing schemes.

The unattended
pairing (e.g., ZIP),
eliminates user
interaction,
requiring much
stronger focus on
security.
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3.5.2

We employ the
reported use cases of
the pairing scheme
as the basis for
application class
assignment.

The majority of
existing pairing
schemes target the
private class, while
ZIP addresses the
needs of the
unattended class.

Commercial pairing
schemes claim to be
agnostic to
application classes,
however, their
security records
often suggest the
contrary.

Classification of Pairing Schemes

To categorize different pairing schemes with respect to their application classes, we
use the following approach. First, we consider pairing schemes that are surveyed in
the physical and HCI sections. Second, for each pairing scheme, we seek a particular
use case discussed by the original authors or look at the specific setting in which
the implemented pairing scheme is tested and evaluated. Using this information, we
explicitly assign each pairing scheme to one or more of the application classes. Finally,
we consider for each pairing scheme whether it could be extended to other application
classes either by an implicit reference in the paper or by considering the physical
and HCI interactions necessary for a specific pairing scheme and comparing them
with interactions possible in each application class. Then pairing schemes that rely on
biometry and have been used in the field of IMDs, for example, [290], are outside of
the scope of this survey, and thus are not included in these results. The results of our
classification are presented in Table 4 and are discussed below.
In line with the prior research, we see that most of the proposed pairing schemes
are aimed at the private application class. The public class is the second most targeted
application scenario followed by the social and unattended classes, respectively. We
also observe that many pairing schemes could be extended to other application classes,
especially schemes that implement security mechanisms on the physical layer [42, 119]
or utilize context sensing [243, 310]. An interesting trade-off exists between those two
groups of pairing schemes. While the former can offer provable security guarantees, it
requires low-level changes in the communication stack, which hinders the widespread
adoption. In contrast, the latter group can be more easily deployed but lacks clear
security guarantees [324].
Another observation is related to pairing schemes deployed in commercial products,
for example, [28, 86, 87, 252]. Often these schemes are claimed to be applicable to
multiple of the application classes, irrespective of whether they are suitable on the
basis of their security properties. For example, the PBC scheme [86] is available in
both the infrastructure mode as well as for Wi-Fi direct [89]. However, PBC is known
to be vulnerable to MITM attacks, and the exposure is much greater in public and
social contexts as compared to the private application class. Similar arguments apply
to Just Works [28] which is the Bluetooth pairing scheme. Two other pairing schemes
provided by the standardized bodies, namely Near Field Communication [87] and
Out-of-band [252] rely on the NFC technology to transmit sensitive data, for example,
a device generated password, in plain text. Despite being difficult, eavesdropping the
NFC channel is not impossible and the chance of successful attack is much higher in
public and social scenarios.

3.5 application classes

Table 4: Summary of surveyed pairing schemes utilizing application classes.
Application classes

PBC [86]
Integrity codes [42]

H
#

TEP [119]
Just Works [28]
Noisy tags [46]

H
#

Adopted-pet [5]
NFC [87]

H
#
H
#

#
H
#
H
#
#

Out-of-band [252]
KeyLED [287]
Enlighten me! [113]

H
#

Flashing displays [190]
Talking to strangers [17]
Loud and clear [123]

H
#

HAPADEP [333]
Zero-power pairing [141]
Ultrasonic ranging [237]
SBVLC [402]

#

H
#

Vibrate-to-unlock [302]
Shot [344]

H
#

Vibreaker [7]
Amigo [372]

H
#

Good neighbor [40]
Wanda [271]
Audio pairing [310]
Context-based pairing [243]
MagPairing [172]
TAG [378]
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#
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H
#
#

H
#
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#

H
#

H
#

H
#

H
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H
#
H
#

H
#

Seeing-is-believing [240]
Visible laser light [238]
VIC authentication [300]
BEDA [333]
Playful security [110]

H
#

H
#

H
#
H
#
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Synchronized drawing [315]

H
#
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#
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#
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RhythmLink [209]

#

#

#

#

SAPHE [132]
Audio-visual patterns [272]

H
#

H
#

Shake well before use [236]
Ultrasound authentication [185]

#
H

H
#

MANA [115]
AP authentication [291]

H
#
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3.5.3
We discuss three
takeaways for our
survey of application
classes.

Based on the investigation of the application classes, we discuss three open issues
that have not been resolved by the prior research in SDP. First, how the presence of
multiple security domains introduces complications. Second, what privacy issues arise
in the respective application classes. Finally, whether pairing of devices should be valid
indefinitely or only for a finite time.
3.5.3.1

Security, privacy,
and usability
requirements of
pairing can
contradict when
devices are controlled
by different parties.

Multiple Security Domains

Issues arise when pairing devices belong to different security domains. The goals of
two pairing parties and the assets they protect can vary. This leads to security, privacy,
and usability implications that can affect the adoption of a given pairing scheme. For
example, in the public application class, the infrastructure side can provide acceptable
user experience and a certain level of security but ignore users’ privacy. Since privacy
awareness is growing [59], many users may be reluctant to adopt a pairing scheme with
such a drawback. The opposite situation is also feasible when the infrastructure side
aims to enhance security and privacy, but this occurs at the expense of usability. In this
case, users may become confused, as they seek to understand how pairing works. Such
confusion could result in high error rates that can negatively affect both security and
privacy as well as jeopardize the acceptance of the pairing scheme. Similarly, in the social
application class, two users may have completely different attitudes towards security
and privacy. Therefore, it should not be assumed that both participants are always
attentive, collaborative, and security-motivated. A pairing scheme that is designed
to operate in the presence of several security domains should take into account the
possible inconsistencies existing between them and the impacts that this can have on
user behavior and resulting security.
3.5.3.2

In the public, social,
and unattended
classes privacy issues
are feasible in the
form of user tracking
and infiltration of
personal information.

Discussion

Privacy Issues

Each application class differs from the others in terms of privacy risks and their potential
impact. The key privacy issues regarding each application class are summarized below.
The private class is the least problematic since only a single user is involved who
directly controls both devices. Therefore, all private information remains within the
sphere of control of the user involved. Nonetheless, there exists the potential risk of
observation attacks exfiltrating private information.
The public class introduces the risk of user tracking. Consider, for example, a distributed service that allows paying for the petrol in some area. Initially, a user pairs
with the terminal on a petrol station. Behind the scenes, the user is being enrolled in
the service so that they can easily pay at other stations without the need to pair again.
This example is both simple and realistic, and would allow the service to track the
users, significantly impacting their privacy.
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The social class is exposed to the risk of honest-but-curious participants. Such a
threat can come in different forms, for example, peeking at another person’s screen
or observing their actions, or making a deliberate mistake to get physical access to
the peer pairing device or retrieve extra data. None of the surveyed pairing schemes
considers this type of attack. This is, therefore, a topic that justifies attention.
The unattended class is also prone to privacy leakage. The surveyed unattended ZIP
schemes rely on context sensing, which is shown to be plagued with privacy issues [51].
Since IoT devices at home or wearables can disclose a great deal of private information
about the user and/or their environment, unattended pairing schemes must account
for privacy protection during pairing. This presents, perhaps, the most critical privacy
issue uncovered during this survey. That is, devices that can pair autonomously and
may have access to a considerable amount of private data, currently rely on the pairing
mechanisms that do not take privacy into account, and the current state of the art does
not yet offer any solution.
3.5.3.3

Pairing Validity

Historically, the norm for device pairing has been to establish a “once and forever”
pairing. However, there are good reasons why this is not always the most sensible
approach when instead the alternative may be more appropriate, that is, a temporary
or transient pairing. In the private class, once-and-forever makes sense, where, for
example, a user wishes to pair their smartphone with their car’s infotainment system.
In such cases, there exists an expectation of a long-term relationship between the
devices, and that they will continue to belong to a single common security domain.
In contrast, many pairing scenarios in the public class are more sensibly handled
by creating transient relationships between devices, for example, when paying for a
parking ticket, printing, or some other short-lived transient activity. In such situations,
the devices belong to separate security domains, and the owner of one device has no
control over the behavior of the other or its handling of any potentially private data. It,
therefore, makes no sense for the pairing relationship to endure indefinitely. Indeed,
there may be additional advantages to transient pairing, for example, by preventing the
user tracking. An open question is how one should implement short-term pairing in
the public application class.
One approach would be to unpair the devices after the necessary operation has been
completed. However, it should be seamless and require no human effort, otherwise
the usability will be jeopardized. Recently, a similar problem has been researched with
respect to deauthentication [158], revealing the nontriviality of designing such schemes
in a secure way.
Regarding the social class, both transient and long-term pairing may be applicable,
depending on the social context and the amount of trust two people put into each
other. For encounters of naturally limited scope or duration, for example, the exchange
of contact details at a conference, pairing two devices permanently may be excessive.

Traditionally, the
validity of pairing
follows the “once and
forever” approach.
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makes more sense.
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Furthermore, the level of trust between people can degrade, which is another argument
against pairing once-and-forever. Short-term pairing can also provide users with better
security and privacy assurances, as the pairing is established only on an as-needed basis.
This is in stark contrast to long-term pairing, which can be abused by another person or
their device, for example, if the other person’s device were to be compromised. However,
if two users communicate regularly, for example, colleagues, having to repeatedly pair
the same devices may be inconvenient.
Finally, considering the unattended class, the once-and-forever paradigm does not
take into account the highly dynamic nature of IoT environments. In such environments,
it is already common to pair devices only if they are physically colocated. It may,
therefore, make sense to unpair devices whenever they conclude that they are no
longer in close proximity. Yet, it remains unclear how to handle such unpairing events,
including how to determine when the confidence of physical proximity reduces such
that unpairing is justified.
In this section, we have discussed the application classes and provided the classification of existing SDP schemes. In the next section, we outline open research challenges
and future perspectives in the field of SDP.
3.6

We present main
challenges in the
pairing field and
avenues for future
work.

future challenges and perspective

In order to design and build viable pairing schemes, a wide range of challenges and
open issues need to be resolved. We discuss several prominent challenges and provide
a broad outlook for future research. We begin by explaining the need for creating
adaptable SDP schemes that are independent of specific PHY and HCI channels. The
importance of including human interaction in the security chain is then discussed in
terms of its potential to improve both security and usability. Following this, we explain
why it is critical that the design process of a pairing scheme begins with the target
use case or application class so that again, security and usability can be maximized
for each application. Fourth, we emphasize that SDP schemes currently lack ease of
comparability, which hampers the evidence-driven improvement of state of the art for
such pairing schemes. Finally, we highlight the problem that user privacy is rarely
considered by the current cohort of SDP schemes.
3.6.1

Adaptable Secure Device Pairing

As has been shown through the course of this chapter, it is impossible to find a universal
pairing solution. The selection of both PHY and HCI channels highly depends on a
number of factors, including application classes, the environment and (social) context,
potential attacks, the data to be exchanged, and availability of the channel. Thus, we
argue that future research should be conducted towards a more general framework
for pairing, which would take the aforementioned factors into account and develop
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dynamic and customized pairing schemes built upon various PHY and HCI channels.
In this case, the best security-usability trade-off can be obtained for a given situation.
Such a framework should offer a higher level of abstraction, which would account
for adding new factors, for example, in the form of “rules” that influence pairing as
well as PHY and HCI channels seamlessly. Finally, we stress that the current design
flow in pairing, which starts with the hardware capabilities, should be fundamentally
rethought.
3.6.2

No universal pairing
solution exists, thus
pairing schemes need
to be designed more
adaptable.

Including Human Interaction in the Security Chain

So far, the role of human interaction in SDP has not been fully acknowledged as
fundamentally important. Yet, human interaction is unavoidable in device pairing, for
example, when a user wants to have more control and assurance of the pairing process.
In our study, we have shown that human interaction can be used to improve security if
properly utilized. However, users’ incentives for pairing and the common HCI practices
in pairing have not been well-studied. Surprisingly, few pairing schemes that we review
account for mitigating user misbehavior or actually leveraging human involvement
to achieve better security. Thus, we advocate for making the HCI component an
indispensable part of the pairing design and outline several points that are subject to
future investigation. First, having a continuous and transparent feedback loop between
a user and pairing mechanism is crucial. As stated before, feedback to the user can
mitigate many aspects of user misbehavior. Also, the prior research relies heavily
on human-perceptible PHY channels, but the full potential of this property has not
yet been realized. For example, with the feedback loop, both security and usability
benefits can be obtained such as leveraging user perception to locate the source of the
attack to improve security or making a human-device link more interactive to improve
usability. Second, more research on basic user experience and its applicability to pairing
should be carried out to facilitate the creation of more usable and error-resilient pairing
schemes. Finally, we highlight several issues with regard to HCI observation attacks,
however a more sophisticated analysis is required to evaluate the security of HCI
channels.
3.6.3
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Human interaction
can provide extra
security benefits,
however, it is the job
of a pairing scheme
to leverage it,
making the process
more efficient,
interactive, and
transparent for a
user.

Application Class Driven Design

Many of the surveyed pairing schemes are designed without a particular application
class or use case in mind. However, our findings have shown that each application class
has unique and often highly divergent security and usability requirements. Similarly,
the sensitivity of the data being exchanged varies considerably among use cases [166],
ranging from negligible, for example, exchanging contact information at a conference,
to critical such as performing internet banking transactions. Therefore, it makes sense
to begin the design process of an SDP scheme with the target data, use case, application

Pairing design
starting from the
application class
improves security,
usability, and
comparability of the
schemes.
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class in mind. Only in this way can the resulting design be optimized to the particular
needs and opportunities afforded by the target use case. This optimization of the
security-usability trade-off is critical to ensure the best possible outcome.
3.6.4

Improving Comparability of Secure Device Pairing Schemes

A sound comparative analysis of different SDP schemes was previously impractical
given the current design approach that starts from hardware capabilities instead of
the target application class or use case. While the contributions of this chapter have
facilitated comparison of SDP schemes, complications remain, for example, due to the
lack of distinction between PHY and HCI channels in most of the SDP schemes surveyed.
By shifting the focus to the target use cases and application classes, it becomes possible
to identify a set of implementation-independent security and usability metrics. Those
metrics could then be used to provide qualitative or quantitative comparisons between
different pairing schemes within an application class. Building a more generalized
attacker model within an application class would assist in defining such security
metrics. Derivation of specific threat models for each of the application classes would
be a particularly valuable contribution, as it would allow more objective assessment
and comparison of the security properties of proposed pairing schemes.
3.6.5

The growing privacy
awareness and
increasing threat to
it from surveillance
and sensing, urge
the need for
privacy-friendly
pairing schemes.

Considering User Privacy

Prior research has not adequately addressed privacy issues in SDP. The increasing
numbers of users’ devices store sensitive information and have advanced sensing
capabilities with which many aspects of users’ daily life can be directly measured
or inferred [274]. Privacy concerns relating to this exist, and attacks that can obtain
private data are feasible in the public, social, and unattended application classes. Several
channels by which users’ privacy can be readily violated are revealed in the process
of this survey. While not necessarily new information, it is a clear reminder of the
attention required to devise systems that are privacy-preserving. That is why SDP
schemes should be designed with user privacy and the specific target use cases as the
starting point, rather than physical hardware capabilities or other factors taking the
leading role. Further research is also required to uncover hitherto undetected channels
by which privacy may be violated so that they can be taken into account in future SDP
schemes.
In this section, we have discussed open research challenges and future perspectives in
the field of SDP. In the next section, we provide the concluding remarks and summary
of this chapter.
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summary

In this chapter, we survey existing Secure Device Pairing (SDP) schemes, including a
new class of zero-interaction pairing (ZIP) schemes relying on context sensing. Specifically, we propose a system model and consistent terminology to facilitate meaningful
comparison and analysis of SDP schemes. Our system model is based on the three key
components drawn from the design space of SDP: physical (PHY) channels, humancomputer interaction (HCI) channels, and application classes.
With regard to PHY channels, the survey reveals that data confidentially of the physical medium is very hard to guarantee in practice. Also, the emerging communication
technologies such as visible light communication (VLC) and mm-Waves offer improved
security properties. Other opportunities arise from the use of sensing of the shared
ambient environment by nearby devices, as in the case of ZIP. Despite ZIP schemes
providing improved usability by eliminating user interaction in pairing, their security
requires improvement. Also, further research is needed to investigate the deployability
of ZIP schemes such as how to deploy them on heterogeneous devices without common
sensors or how fast they can pair without user involvement.
With regard to HCI channels, we highlight the importance of building pairing
schemes that are resilient to: (1) user misbehavior, (2) observation of user actions
during the pairing process, and (3) honest-but-curious adversaries. It is only when
these potential threats are properly considered, that HCI channels can play a trusted
role in SDP schemes.
We also introduce application classes as a means of classification of SDP use cases.
Through the identification of the target application class, considerable insights can be
gained that can be used to guide the design of SDP schemes to optimize the securityusability trade-off for a particular use case. This stands in contrast to the current practice
of beginning with physical hardware capabilities, instead of with the target use cases.
This shift to use case oriented design is also identified as a necessary requirement
to advance the state of the art. It is only by making this change, that SDP schemes
within an application can be better compared in the future, whether qualitatively or
quantitatively, allowing for evidence-based design and comparison of SDP schemes.
Until this occurs, SDP schemes will likely continue to fail to address the security,
privacy, and usability requirements of the various use cases.

We recap
contributions of this
chapter.
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E VA L U AT I O N O F Z E R O - I N T E R A C T I O N PA I R I N G A N D
A U T H E N T I C AT I O N S C H E M E S

Zero-interaction pairing (ZIP) and zero-interaction authentication (ZIA) schemes have
been proposed to establish and maintain secure communication between Internet of
Things (IoT) devices [181, 243, 310, 323, 364, 389]. These schemes allow pairing or
authenticating devices without user involvement by utilizing sensor data collected from
devices’ ambient environment (e.g., audio), often called context information [266]. We
refer to both ZIP and ZIA as zero-interaction security (ZIS) schemes.
ZIS schemes have the following advantages in the IoT: (1) they eliminate user effort
to pair or authenticate devices imposed by user-assisted methods (e.g., entering a password) [93, 144], (2) they are more practical on resource-limited devices than centralized
approaches such as public-key infrastructure (PKI), which have high complexity and
limited scalability [79], and (3) they can be built on top of devices’ sensing capabilities,
reducing modification overhead and facilitating interoperability.
To date, a number of ZIS schemes relying on various context information such as
audio, luminosity, and acceleration as well as Wi-Fi and Bluetooth have been proposed [181, 243, 309, 310, 321, 323, 364]. Despite the promising results reported by these
schemes, prior work raises questions about their practical applicability and security
soundness [317, 324, 325]. The evaluation and comparison of the proposed ZIS schemes
in realistic IoT scenarios are crucial yet missing. In this chapter, we fill this gap by
conducting the first large-scale comparative study of existing ZIS schemes. Specifically, we
reproduce five state-of-the-art ZIS schemes [181, 243, 310, 323, 364] and evaluate their
ability to distinguish authorized and unauthorized devices on comprehensive datasets
of context information collected in three realistic scenarios: (1) connected car, (2) smart
office, and (3) smart office with mobile heterogeneous devices.
In our scenarios, we collect seven different types of context information (cf. Table 5):
audio, Wi-Fi and Bluetooth Low Energy (BLE) beacons, barometric pressure, humidity,
luminosity, and temperature, obtaining datasets of 2, 214, and 23 GB for car, office, and
mobile scenarios, respectively. Evaluating the reproduced schemes on the collected data
reveals that they are challenged by our scenarios, demonstrating significantly higher
error rates (i.e., between 0.6% and 52.8%) than obtained by the original authors. We also
find that many ZIS schemes have limited adaptability to difficult circumstances (e.g.,
nighttime), and they are frequently not robust, with parameters optimal in one scenario
leading to notably higher error rates in the other. To facilitate future research, we
publicly release the collected context information, including audio recordings from the
mobile scenario, evaluation results for the reproduced schemes as well as source code
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PKI and
user-assisted paring/authentication
methods do not scale
in the IoT.

ZIS has usability,
scalability, and
deployability
advantages over
user-assisted
schemes.

We reproduce five
state-of-the-art ZIS
schemes and collect
real-world data in
three scenarios.

State-of-the-art ZIS
schemes are
challenged under
realistic conditions.
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Table 5: Context information used by the reproduced ZIS schemes.
ZIS scheme

Audio

BLE

Wi-Fi

Press.

Hum.

Lum.

Temp.

Details

Karapanos et al. [181]

✓

−

−

−

−

−

−

§A.1

Schürmann, Sigg [310]

✓

−

−

−

−

−

−

§A.2

Miettinen et al. [243]

✓

−

−

−

−

✓

−

§A.3

Truong et al. [364]

✓

✓

✓

−

−

−

−

§A.4

Shrestha et al. [323]

−

−

−

✓

✓

−

✓

§A.5

✓ = used; − = not used.

of our data collection tools, evaluation stack, and implementations of the reproduced
ZIS schemes. In summary, we make the following contributions:
• We reproduce five state-of-the-art ZIS schemes [181, 243, 310, 323, 364] and design
three realistic IoT scenarios from which we collect comprehensive datasets of
various context information.
• We evaluate the schemes’ performance and robustness for use in different scenarios. We also provide insights into the pitfalls of the reproduced schemes.
• We release the first open-source toolkit, containing datasets of various context
information, including audio, together with the source code used to collect these
data and implementations of the five ZIS schemes.

4.1

background

In this section, we first recap the terminology from Section 2.1 and also define the
context feature. We then present our system and threat models and describe the ZIS
schemes that we reproduce and evaluate.
4.1.1

We recap a number
of terms used
throughout this
chapter.

Terminology

Context information. We define context information as the data collected from device sensors (e.g., microphones, light sensors), augmented with metadata like timestamps [266].
Context. We refer to a set of context information collected by a device from its ambient
environment over time as the context of the device.
Colocation. We define colocation as a set of devices residing in the same physical
space. In our scenarios, the spaces are different cars and offices, thus devices within the
same car or office are colocated, otherwise non-colocated. The term colocation highly
depends on the use case of the ZIS scheme. In the case of wearables, colocated devices
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are on the same body [36], whereas for a smart home, colocated devices are inside a
house [144].
Context feature. We define context feature as a concise context property computed
from context information. Context features are based on a snapshot of context information [181, 310, 323, 364] or on relative changes of context information over time [243].
They calculate a distance or similarity metric between two samples of context information [181, 323, 364] or derive a sequence of bits (i.e., fingerprint) from a sample of
context information [243, 310].
4.1.2

System and Threat Models

We assume an IoT scenario containing a number of devices that are colocated and
equipped with a set of sensors to collect context information. The goal of ZIS schemes
is to have two colocated devices establish a shared secret key (i.e., ZIP) or a proof of
physical proximity (i.e., ZIA) without user interaction, utilizing context features to
secure the process. We assume no established infrastructure and, in the case of ZIP, no
prior trust between devices.
Our adversary is based on the models used in the reproduced ZIS schemes. The
adversary is an IoT device located in an adjacent car or office. This device can be benign,
accidentally trying to pair or authenticate with proximate devices in its wireless range
(e.g., IoT device in a neighbor’s car), or it can be malicious, intentionally trying to
pair or authenticate with non-colocated devices. The adversary is non-colocated with
benign devices, thus it can neither observe their context information nor compromise
benign devices to circumvent a ZIS scheme. However, the adversary is physically close
to benign devices (i.e., adjacent car or office), equipped with the same sensing hardware
to collect context information, and can communicate with them over a wireless link.
The goal of the adversary is to obtain similar enough context information to fool
benign devices into believing that it is colocated with them. Compared to threat
models of the reproduced schemes, our adversary is more powerful as it possesses two
extra capabilities. First, it remains permanently in close proximity to benign devices,
including times of low-ambient activity such as during the night. Second, due to
symmetric deployment of devices in our scenarios, the adversary has much better
chances of following the same trends in context information (e.g., lighting conditions)
as benign devices.
We purposely make our adversary powerful to evaluate the scheme performance
in challenging scenarios. This allows us to establish the worst-case baseline adversary,
facilitating comparison of the reproduced ZIS schemes (cf. Section 4.4), as well as gain
first insights into possible attack vectors for an active adversary [324].

Our adversary has
more capabilities
than threat models of
the reproduced ZIS
schemes.
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4.1.3
We reproduce five
state-of-the-art ZIS
schemes.

To select ZIS schemes for our study, we survey frequently cited schemes published at
top security venues in the last five years. We select schemes that target IoT scenarios and
utilize different context information or context features. We exclude schemes based on
behavioral biometrics, for example, gait [36], gesture [322], or keystroke dynamics [229],
as these schemes are designed for wearable IoT scenarios. In the end, we arrive at five
schemes which we reproduce from the ground up, relying on the help of the original
authors to ensure the correctness of our implementations. We briefly introduce each
scheme in its respective result subsection (cf. Section 4.3) and refer to Appendix A for
detailed descriptions.
4.2

We aim to collect a
comprehensive
dataset of context
information.

study design

We design our study to cover the majority of relevant context information used in
current ZIS schemes. We select three realistic IoT scenarios: in the first two, we use
identical sensing devices to collect context information, minimizing the effects of
hardware variations on our results. In the third scenario, we use different sensing
devices to evaluate the impact of device heterogeneity. This section describes the design
and conduct of our experiments as well as ethical concerns when dealing with sensitive
personal data collected in our study.
4.2.1

Our data collection
is conducted using
stationary and
mobile heterogeneous
sensing devices.

Reproduced ZIS Schemes

Data Collection

The goal of our experiment is to collect a comprehensive real-world dataset of context
information that can serve as a baseline for comparing current and future ZIS schemes.
In the first two scenarios, we collect data using a Texas Instruments SensorTag CC2650
and Raspberry Pi 3. Audio data is collected using a Samson Go USB microphone, which
records a mono audio stream with a 16 kHz sampling rate and encodes it using
the lossless FLAC format. The Raspberry Pi also collects all visible wireless access
points (APs) and BLE devices, including their signal strength, every ten seconds. The
remaining context information (i.e., accelerometer, barometer, gyroscope, humidity,
light intensity, magnetometer, temperature) are recorded using the SensorTag connected
to the Raspberry Pi via BLE. 12 Sensor data is recorded with a sampling rate of 10 Hz.
In the third scenario, we additionally use Samsung Galaxy S6 smartphones and
Samsung Gear S3 smartwatches to collect the same context information. Since those
devices are not equipped with temperature and humidity sensors, we combine them
with a RuuviTag+. We try to obtain the same sampling rate on all our devices, however,
the Galaxy S6 limits barometric pressure and luminosity readings to 5 Hz. The summary
12 While accelerometer, gyroscope, and magnetometer are not used by any of the reproduced schemes, we
collect their data for use in future schemes.

4.2 study design
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Figure 10: Device location map in the car (a) as well as office and mob/het scenarios (b).

of used sensing devices and sampling rates is given in Table 31 in Appendix A. All
events that could influence the context information (e.g., windows/doors being opened
or closed, people entering or leaving the recording area, and traces of mobile devices)
are documented automatically or by hand in a ground truth sheet.
4.2.2

Scenario 1: Car

In the first scenario, we use two cars from different manufacturers. Each car is equipped
with six sensing devices distributed inside the vehicle, as shown in Figure 10a. The
devices occupy similar spots in both cars: one device is placed on top of the dashboard
facing the windshield, inside the glove compartment, in between the front seats facing
upwards, attached to each handhold above the two rear doors, and put in the middle
of the trunk. This placement covers all prominent spots one might expect a sensor or a
personal device inside a car (cf. Table 32 in Appendix A).
After setting up the cars, we drive a predefined route of three hours and 120 km
(74 M) on the afternoon of an autumn day. The time is chosen to ensure that the
collection begins while the sun is visible and ends after sunset, to collect a variety
of lighting conditions. The route includes city traffic, country roads, and highway
(cf. Figure 40 in Appendix A for a map). We drive both cars close to each other within a
distance of 20 m (65 ft), which we vary from time to time. In addition, we take a short
break, with the cars parked side by side.
The challenge for the ZIS schemes is to identify colocated devices in a single car,
while excluding devices from different cars that might be nearby or just listening to the
same radio station.

We collect context
information from
120 km of driving.
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4.2.3

In the office scenario,
the data is collected
for one week.

A typical application for IoT devices is the deployment in a smart home or office. To
collect realistic context information in this scenario, we deploy eight sensing devices
in three office rooms, as shown in Figure 10b. We put the devices in similar places,
representing typical IoT spots: one device is attached to the main screen of a workplace
(e.g., smart workstation, several spots), above the windows (e.g., smart shades), near the
ceiling lights (e.g., smart lights), in a closed cupboard (e.g., smart pen), near the door at
around two meters height (e.g., motion sensor), and in a corner at around 2.5 meters
(e.g., environmental sensor). The summary of device locations in the office scenario is
given in Table 33 in Appendix A.
We collect context information for one full week, resulting in five work days with
people present and two days of the weekend, when Offices 1 and 2 are empty, and one
person is working in Office 3. Offices 1 and 2 are adjacent and connected with a door,
which is closed most of the time. Office 3 is on the opposite side of the floor. All three
rooms have a similar setup in terms of size and position of furniture but a different
number of participants working in them (i.e., one in Office 2, two in Office 1, and three
in Office 3).
The collected dataset is intended for testing ZIS schemes designed for smart homes
and offices. The challenge here is to distinguish between the three different rooms.
Ideally, a ZIS scheme identifies all colocated devices in one room but excludes all other.
4.2.4

We record context
information with
heterogeneous
devices that are both
stationary and
mobile for eight
hours.

Scenario 2: Office

Scenario 3: Office with Mobile Heterogeneous Devices (Mob/het)

We extend the office scenario by including both static devices, permanently residing
inside offices, and mobile devices carried by users (cf. Figure 10b). We add a number
of appliances (i.e., vacuum robot and its station in Office 1, fan in Office 2, coffee
machine in Office 3), facilitating device mobility when users move to use them. Each
office is equipped with four static devices (i.e., SensorTags), covering similar spots and
the appliances: one device is attached to the main screen of a workplace (e.g., smart
workstation, several spots), near a power plug (e.g., smart plug), on top of a vacuum
robot station (e.g., smart robot station) and coffee machine (e.g., smart coffee maker),
near a fan (e.g., smart fan). We equip four participants with three mobile devices each:
a laptop (with attached smartphone to collect context information), smartphone, and
smartwatch. We also place a smartphone on top of the robot vacuum cleaner. Device
locations are summarized in Table 34 in Appendix A.
We collect context information for eight hours from 9 am till 5 pm, representing a
typical working day. Over the course of the day participants move freely between the
offices to get a cup of coffee, have a meal, or attend a meeting, each time carrying a set
of their mobile devices. We also move the vacuum robot between the offices, letting it
autonomously run a complete cleaning cycle.

4.3 evaluation
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Similarly to the office scenario, the challenge for ZIS schemes is to distinguish devices
present in the same office while excluding devices in others.
4.2.5

Reproducibility and Reusability

In total, our dataset contains 239 GB of context information, including more than 4250
hours of audio recordings, over 1 billion sensor readings, and over 12 million Wi-Fi
and BLE beacons. Computing the context features of the reproduced schemes took
over 300 000 CPU hours. The audio-based features were computed using Matlab on a
high-performance cluster. The remaining features were implemented in Python on a
high-performance server. After compression, they utilize almost 1 TB of disk space. This
includes the computed features, aggregated statistics, and metadata for reproduction
and validation following the recommendations by Benureau et al. [23].
To facilitate future reuse, we release the source code of the entire data collection
and evaluation stack as well as the collected context information in an anonymized
form, all intermediate and final data files (including machine learning models), and the
code used to generate the visualizations. Privacy concerns prevent us from releasing
the audio data recorded in the Car and Office scenarios, but we are able to provide
researchers with the audio recordings from the Mobile scenario upon request [96].
See [97] for an index of all released data and code.
4.2.6

Ethical Considerations

The study was approved by our institutional ethical review board, data protection
officer, and workers’ council. Participants gave informed consent for the collection, use,
and release of the data. During collection, the audio data was encrypted with keys
controlled by the affected participants, requiring their explicit consent and cooperation
to decrypt the data for processing. In the mob/het scenario, we gave participants the
chance to inspect the recordings before obtaining informed consent for their release.
4.3

The collected context
dataset exceeds 239
GB.

Data collection has
been approved by our
IRB

evaluation

In this section, we report on the performance in distinguishing colocated and noncolocated devices for the five reproduced schemes (cf. Table 6). The performance
evaluation of each scheme is structured as follows. We first provide a concise overview
of the scheme by explaining the context features used to distinguish colocated and
non-colocated devices. Then, we explain the methodology of the original scheme and
provide details of our evaluation. Next, we present and interpret the performance
results of the scheme for each scenario. To quantify the performance, we compute the
Equal Error Rate (EER) which is the point of equal False Acceptance Rate (FAR) and

We use FAR, FRR,
and EER as
performance metrics
to evaluate ZIS
schemes.
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Table 6: Overview of the reproduced ZIS schemes and evaluation results.
Best EER
Scheme
Karapanos
et al. [181]
Schürmann,
Sigg [310]
Miettinen
et al. [243]
Truong
et al. [364]
Shrestha
et al. [323]

Table 6 shows an
overview of our
results.

We distinguish three
subscenarios each in
the car and office
scenarios.

Conclusion
Best EER for car scenario among the schemes.
Limited robustness on intervals 5 to 15 seconds.
Breaks down in heterogeneous setting.
Generates fingerprints with good randomness,
but shows varying performance on subscenarios, and
provides only limited robustness.
Weak fingerprint randomness leads to some EERs
exceeding 0.5. Low robustness. Audio-based fingerprints
perform better than luminosity-based fingerprints.
Achieves the best EER in office and mob/het scenarios,
but shows low robustness and high reliance on
audio feature, and struggles with heterogeneous settings.
Promising performance in car scenario, which drops
in office and mob/het scenarios, low robustness,
and high redundancy and ambiguity in features.

Car

Office

Mob/het

0.006

0.098

0.157

0.154

0.241

0.140

0.226

0.120

—

0.104

0.069

0.123

0.115

0.247

0.141

False Rejection Rate (FRR). In addition, we assess how much usability the schemes
can deliver if a specific security level is required by setting a number of target FARs
(between 0.1% and 5%) and analyzing the resulting FRRs.
We evaluate the scheme robustness by analyzing an increase in error rates (either
FAR or FRR) from the original EER when applying parameters found to be optimal
in one scenario to another. This simulates a scheme being used in a scenario it was
not trained on, like an IoT device optimized for office use being deployed in a car. We
further summarize each studied scheme by comparing our results with the original
findings and providing key takeaways from our evaluation. This facilitates a direct
comparison of the different schemes in our scenarios.
We introduce subscenarios to investigate the impact of changes in the environment
(e.g., time of day, moving vs. parked cars) on the scheme performance. A subscenario
represents a subset of context information collected at a specific stage in the scenario. For
the car scenario, we distinguish three subscenarios: the city and highway subscenarios
contain context information of the cars driving inside city limits or on the highway,
respectively, and the parked subscenario includes context information from the time
the cars are parked. Similarly, we construct three subscenarios for the office scenario:
the weekday subscenario contains context information collected from Monday to Friday
from 8 am to 9 pm, the night includes context information for all seven days from 9 pm
to 8 am, and the weekend consists of context information from Saturday and Sunday in
the timeframe from 8 am to 9 pm. We omit the subscenario evaluation in the mob/het
scenario, as there are no specific stages in this scenario.

4.3 evaluation

We assess the performance of all schemes except [364] and [323] on time intervals of
5, 10, 15, 30, 60, and 120 seconds with the length denoted t. The interval represents a
timeframe over which context information is aggregated to compute a context feature,
for example, a 5 second audio snippet or a 30 second Wi-Fi capture. [364] is evaluated
on time intervals of 10 and 30 seconds, as the scheme is less well-suited to an arbitrary
interval length due to the used features, while [323] does not use any intervals.
4.3.1

ZIA scheme by
Karapanos et al.
utilizes short
snippets of ambient
audio.

Methodology

To investigate the scheme performance, we compute similarity scores between colocated
and non-colocated devices on different interval lengths. We increase the minimum
length of audio snippet and maximum correlation lag to achieve a comparable level of
synchronization to the original implementation. These changes have a negligible impact
on the similarity score computation, as stated in Section A.1. To understand factors
affecting the performance, we analyze the behavior of similarity scores on different
octave bands.
4.3.1.2

ZIS schemes are
evaluated on
intervals, ranging
from 5 to 120
seconds.

Karapanos et al.

Karapanos et al. [181] propose using maximum cross-correlation between snippets of
ambient audio from two devices to decide if they are colocated. The cross-correlation
is computed on a set of one-third octave bands [165] and averaged to a similarity
score. One-third octave bands split the audible spectrum (i.e., 20 Hz to 20 kHz) into 32
frequency ranges of different sizes. To prevent erroneous authentication when audio
activity is low, a power threshold is applied to discard audio snippets with insufficient
average power. The similarity score is checked against a fixed similarity threshold to
decide if two devices are colocated, and can thus be authenticated. Tuning the similarity
threshold allows trading usability for security and vice versa. The authors evaluate their
scheme in several scenarios such as a quiet office, lecture hall, and café. The scheme
details are given in Section A.1.
4.3.1.1
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We adjust the length
of audio snippet and
maximum
correlation lag.

Car

We observe EERs between 0.006 and 0.050, decreasing with rising interval length (cf.
Table 7). To understand this behavior, we compute the distributions of colocated and
non-colocated similarity scores for each interval. Overlaps of these distributions explain
the corresponding error rates: in the car scenario, the overlaps range from 1.1% to 8.5%.
We observe a clearer separation between colocated and non-colocated similarity scores
at longer intervals caused by a sharper drop of non-colocated similarity scores. When
targeting low FARs, the resulting FRRs are below 0.2 on the intervals above t = 15,
dropping rapidly with a growing FAR (cf. Figure 11a).

This scheme achieves
lowest EERs among
others in the car
scenario.

102

evaluation of zero-interaction pairing and authentication schemes

Table 7: EER summary for Karapanos et al.
Car

On intervals of 10
and 15 seconds, the
scheme shows some
robustness.

Mob/het

Full

City

Highway

Parked

Full

Night

Weekday

Weekend

Full

5

0.050

0.071

0.009

0.124

0.141

0.140

0.135

0.143

0.157

10

0.032

0.049

0.003

0.071

0.133

0.132

0.128

0.136

0.168

15

0.026

0.043

0.002

0.060

0.128

0.126

0.123

0.129

0.170∗ 13

30

0.017

0.031

0.001

0.022

0.118

0.115

0.116

0.115

0.172

60

0.008

0.014

0.002

0.007

0.107

0.102

0.109

0.099

0.179∗

120

0.006

0.010

0.000

0.037

0.098

0.090

0.103

0.081

0.183∗

Our octave band analysis shows the profound influence of lower frequencies (below
315 Hz) caused by a running car on the overall similarity score. This explains the
lowest EERs reaching 0.0 in the uniform sound environment of a highway (cf. Table 7).
The more diverse sound environment of a city shows a severalfold increase in EERs
compared to the highway subscenario. Surprisingly, in a low-activity environment of
parked cars, the EERs are only a few percentage points above the city subscenario.
Investigating this phenomenon reveals that the power threshold discards up to 90% of
similarity scores in the parked subscenario, retaining only those scores that result from
intense audio activity.
Applying office and mob/het EER thresholds to the car dataset leads to a marginal
increase in error rates below 1 percentage point on the intervals t = 5 to 15 for the
office and on t = 10, t = 15 for the mob/het, with other intervals showing severalfold
growths in error rates. Among subscenarios, we see limited robustness between quiet
(i.e., parked) and active environments (i.e., city and highway) at t = 120 as well as
when applying city thresholds to the highway dataset for t = 60, t = 120.
4.3.1.3

The office EERs are
significantly higher
than the car scenario.

Office

t

Office

In the office scenario, we observe EERs between 0.098 and 0.141, decreasing with
growing interval length (cf. Table 7). We attribute these EERs to larger overlaps between
colocated and non-colocated classes, ranging from 19% to 28%. We see a clear trend of
higher similarity scores between non-colocated devices in adjacent offices (i.e., Offices 1
and 2 in Figure 10b). Our octave band analysis reveals close resemblance between these
scores on lower frequencies below 250 Hz and on higher frequencies above 1250 Hz.
Thus, both low frequencies penetrating adjacent offices and high frequency sounds like
a police siren can increase non-colocated similarity scores. When targeting low FARs,
the resulting FRRs start around 0.9 and never drop below 0.2 (cf. Figure 11b).
13 In cases where FAR and FRR do not match to three digits after the decimal, we average them and denote
the result as EER∗ .
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Target FAR

(c) Mob/het

Figure 11: FRRs with target FARs for Karapanos et al. in the full car, office, and mob/het
scenarios.

We observe that higher audio activity of weekdays results in lower EERs on the intervals below t = 30. However, on longer intervals, the EERs of low-activity environments
(i.e., night and weekend) become lower compared to the weekday. Investigating this
phenomenon in more detail reveals two reasons for such a behavior. First, the power
threshold retains a few similarity scores originated from intense audio activity in the
night and weekend subscenarios. Second, in low-activity environments sounds are
infrequent, localized, and short-term, making them easier to capture on longer intervals
by colocated devices and less prone to be leaked to non-colocated devices.
Applying car and mob/het EER thresholds to the office dataset results in a minor
increase in error rates below 2 percentage points on the intervals t = 10, t = 15 for the
car and on t = 10 for the mob/het, with other error rates rising a few extra percentage
points. In subscenarios, we observe robustness only between low-activity environments
of night and weekend, showing an increase in error rates below 2 percentage points on
all intervals.
4.3.1.4

Mob/het

Investigating similarity scores in the mob/het scenario reveals that 75% to 100% of
the scores generated by smartphones and watches are discarded by the default power
threshold (i.e., 40 dB) in the absence of intense audio activity (e.g., running vacuum
robot). We adjust the power thresholds for smartphones and watches to 38 and 35 dB,
respectively, significantly increasing the scheme availability in the cases of medium
audio activity (e.g., low-voiced conversation), while still discarding the similarity scores
from quiet environments.
With the new power thresholds, we observe increased EERs between 0.157 and 0.183,
rising with interval length, reversing the trend seen in the car and office scenarios (cf.
Table 7). Once again, higher EERs are explained by larger overlaps between colocated
and non-colocated classes, ranging from 33% to 36%. When targeting low FARs, the
resulting FRRs vary almost linearly between 0.9 and 0.37 (cf. Figure 11c).

We find the original
power threshold to
harm the scheme’s
availability.

EERs further
increase due to
mobility and
heterogeneity of
devices’
microphones.
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We find that microphone diversity and device mobility are likely reasons for the
reversed EER trend. The similarity scores among heterogeneous devices are generally lower, decreasing significantly towards longer intervals. Our analysis suggests
that the main reason for these lowered scores is diverse sensitivity and frequency
response of heterogeneous microphones [182]. We empirically observe that smartwatch
microphones are optimized for human voice but rather insensitive to low frequencies,
while on smartphones low frequencies cause a lot of noise in recordings, and the
USB microphones show the best signal quality on a wide frequency range. On longer
intervals, device mobility further increases signal variation: the probability of capturing
a unique signal (e.g., a keystroke by smartwatch) or wide-band scratching noises (e.g.,
smartphone rubbing against a pocket) increases.
Applying car and office EER thresholds to the mob/het dataset leads to a minor
increase in error rates of up to 1.5 percentage points on the intervals t = 10, t = 15 for
the car and t = 10 for the office, with other intervals showing several percentage points
extra growths in error rates.
4.3.1.5
The ZIA scheme by
Karapanos et al.
works generally well.

The scheme benefits
from intense audio
activity but drops in
performance in cases
of longer distance
between devices,
mobility, and
microphone
heterogeneity.

Some parameters
(e.g., power
threshold) need to be
tuned on different
hardware.

Conclusion

Our results show that the scheme by Karapanos et al. can reliably distinguish colocated
and non-colocated devices in the car scenario but degrades in performance in the office
and mob/het. We generally achieve higher EERs compared to the authors who observe
an EER of 0.002. Possible reasons for that are the increased distance between colocated
devices and sustained closeness of non-colocated devices in our scenarios.
When the scheme is used among homogeneous devices (i.e., car and office scenarios),
we observe better performance with increasing interval length and more intense audio
activity. The difference between car and office EERs is due to a smaller distance
between colocated devices in the car and more intense audio activity, especially on
lower frequencies (e.g., on a highway). We see that highway EERs decrease marginally
towards longer intervals, suggesting the use of short- to medium-sized intervals in
active environments, reducing the runtime overhead of the scheme.
With heterogeneous devices (i.e., mob/het scenario), using longer intervals decreases
the scheme performance, and intense audio activity is only beneficial if heterogeneous
microphones can similarly record it (e.g., human voice), otherwise the performance will
further decrease, especially on longer intervals. Considering that built-in microphones
in mobile devices are user interaction oriented, the scheme can benefit from shorter
intervals and audio activity in the frequency range of human voice in heterogeneous
settings.
The power threshold allows the scheme to cope with quiet environments, sometimes
at the price of excluding a significant portion of the dataset (e.g., parked car), trading
off availability for security. However, as we have seen in the mob/het scenario, the
power threshold proposed by the authors severely decreases scheme availability already
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in the cases of medium audio activity, urging the need to carefully select this parameter,
depending on the characteristics of the microphones.
The scheme consistently shows robustness on medium-sized intervals (t = 10, t = 15)
among our scenarios, suggesting that it can potentially adapt to new environments on
these intervals.
4.3.2

Schürmann and Sigg

Schürmann and Sigg [310] propose encoding a snippet of ambient audio into a binary
fingerprint to pair two devices. The generated fingerprint consists of 16 individual
shorter fingerprints that reflect the energy changes of successive frequency bands in
the audio snippet over shorter timeframes. The similarity between the fingerprints
derived by two devices informs a pairing decision. These fingerprints need to exhibit
good randomness in order to secure a key establishment procedure between devices
via fuzzy commitments. The authors evaluate their scheme in a series of deployments,
ranging from staged lab measurements to recordings in a busy canteen and near a road.
A detailed description of the scheme can be found in Section A.2.
4.3.2.1

Methodology

We evaluate the performance of the scheme by generating fingerprints using different
intervals t. Due to hardware constraints, we use a lower audio sampling rate, which
reduces the length of the fingerprint from 512 to 496 bits. This change introduces a
marginal deviation from the original implementation, as detailed in Section A.2. To
evaluate the similarity of the generated fingerprints of two devices, we calculate the
similarity percentage as 1 − (hamming_dist/length).
The scheme uses a fixed similarity threshold that distinguishes colocated from noncolocated devices. In addition, we investigate the randomness of the fingerprints by
interpreting them as random walks, with 1- and 0-bits representing steps in the positive
and negative direction [36]. The outcomes will follow a binomial distribution if the
fingerprints are uniformly random. We also investigate bit transition probabilities by
interpreting each bit of the fingerprint as a state in a Markov chain.
4.3.2.2

The ZIP scheme by
Schürmann and Sigg
relies on short
recordings of
ambient audio.

We generate slightly
fewer fingerprint bits
due hardware
limitations.

Randomness of
fingerprints is
crucial for a ZIP
scheme.

Car

We see EERs between 0.154 and 0.271, decreasing with increasing interval length
t (cf. Table 8). These error rates correspond to the observed overlaps in similarity
between colocated and non-colocated devices, which range between 30% and 51%.
When optimizing for a low FAR, the resulting FRRs exceed 0.8 for certain parameters
and never drop significantly below 0.3 (cf. Figure 12a). The system performs best in
scenarios with diverse sound environments, like driving within city limits, showing
consistently lower EERs in the city subscenario (cf. Table 8), dropping as low as 0.096.

In the car scenario,
the lowest EER is
around 10%,
increasing with less
diverse audio
activity and shorter
interval.
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Table 8: EER∗ summary for Schürmann and Sigg.
Car

The produced
fingerprint exhibit
good randomness.

Robustness of the
scheme is limited.

Office

Mob/het

t

Full

City

Highway

Parked

Full

Night

Weekday

Weekend

Full

5

0.271

0.228

0.247

0.362

0.419

0.423

0.406

0.440

0.363

10

0.226

0.175

0.199

0.359

0.351

0.365

0.319

0.380

0.257

15

0.211

0.157

0.170

0.361

0.317

0.340

0.267

0.347

0.215

30

0.179

0.121

0.126

0.361

0.277

0.308

0.215

0.309

0.175

60

0.160

0.100

0.106

0.359

0.256

0.287

0.194

0.280

0.154

120

0.154

0.096

0.112

0.328

0.241

0.275

0.178

0.253

0.140

Environments with a uniform sound environment, like driving on the highway, show
slightly increased error rates but still remain consistently below the error rates for
the full dataset. In low-activity environments like parked cars, the scheme shows
significantly increased error rates of up to 0.362—an increase of 0.134 over the city
environment with the same parameters.
The fingerprints exhibit good randomness across all devices. Their Markov property
is good with P(b = 1) ≈ 0.5 for all bits. When interpreting fingerprints as random walks,
the resulting distribution of endpoints is close to the expected binomial distribution
(cf. Figure 13). When splitting the 496-bit fingerprints into their constituent 31-bit
fingerprints and analyzing them separately, the random walks show a more varied
distribution. Some are close to the expected binomial distribution (cf. Figure 13d),
while others show a flatter distribution (cf. Figure 13c), indicating more fingerprints
contain a larger number of 1- or 0-bits than expected. Investigating these sensors in
more detail, we find that their microphones were affixed to surfaces that vibrated more
than average. As fingerprints are derived from variations in signal energy over time, the
biased fingerprints may have been caused by periodic variations in the energy induced
by the vibrations.
Applying the threshold from the office scenario to this dataset results in an increase
in error rates between 3.6 and 11.2 percentage points, with the larger changes occurring
for t = 5 and 120. The mob/het threshold increases the error rates by 1.7 to 7.1
percentage points, with the largest changes for t = 15 and 30, while t = 120 shows the
smallest change. In subscenarios, the most stable results are obtained between city and
highway, changing between 4.1 and 9.5 percentage points in both directions. The other
combinations show significantly larger error rate increases, in some cases up to 25.7
percentage points. This indicates that the scheme has limited robustness in cases where
the environments are similar, but is not robust to larger changes in environmental
characteristics.
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Figure 12: FRRs with target FARs for Schürmann and Sigg in the full car, office, and mob/het
scenarios.

4.3.2.3

Office

In the office, we observe generally increased EERs, ranging from 0.241 to 0.419 and
decreasing with increasing interval lengths (cf. Table 8). These error rates are explained
by the higher overlaps between colocated and non-colocated classes, which lie between
48% and 79%. In particular, we observe that the computed similarities between some
non-colocated devices exceeded the similarities with all of their respective colocated
devices, especially using smaller interval sizes t. Investigating these anomalous pairs in
more detail reveals that the high similarities occur mostly at night and on the weekend,
i.e., at times of very low ambient activity. However, the question why these particular
devices are affected while others behave normally remains unanswered.
When optimizing for a low FAR, the resulting FRRs for the full scenario are universally above 0.5 (cf. Figure 12b). Once again, the system performs best in environments
with high audio activity, in this case the weekdays, showing significantly reduced error
rates compared to the night and weekend.
The fingerprints again show good randomness, with a strong Markov property
and random walks close to the expected distribution for the full fingerprints. When
investigating the sub-fingerprints, we observe a slight bias towards 0 in the lowest three
bits of some devices, with P(b = 1) ≈ 0.48. Most of the affected devices are located in
Office 2, but there is no discernible pattern in which devices exhibit this behavior and
no obvious explanation.
Applying the car threshold to this dataset results in error rate increases of 3.9 to 10.9
percentage points, with the largest changes at t = 5 and 120. Conversely, the threshold
obtained in the mob/het scenario will increase error rates by 5.6 to 12.6 percentage
points, with the largest changes at t = 10, 15, and 30. The error rates of the night
and weekend subscenarios remain almost completely stable when exchanging their
thresholds. All other combinations show larger changes, often showing swings of more
than 10 percentage points.

In the office scenario,
EERs double
compared to the car,
while fingerprints
show sufficient
randomness.
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Figure 13: Distribution of fingerprint random walks of two representative devices for Schürmann and Sigg, Car scenario, t = 10. Expected binomial distribution in red.

4.3.2.4
In the mob/het
scenario, the EERs
are similar to the car.

The fingerprint
randomness of
mobile devices is
worse than that of
stationary devices.

Mob/het

The error rates in the mob/het scenario exhibit a larger spread than in the other
scenarios, with EERs ranging from 0.140 to 0.363 and decreasing with rising interval
lengths (cf. Table 8). They, once again, correlate with the overlaps in similarity between
colocated and non-colocated devices, which range from 27% to 62%. When optimizing
for low FARs, the resulting FRRs range from close to 1.0 to 0.40 (cf. Figure 12c).
Although the Markov property is universally good, the randomness of the fingerprints shows significant variation. While the fixed sensors show decent randomness,
the mobile devices (i.e., smartphones and smartwatches) deviate from the expected
distribution, showing similar behavior to the biased sensors in the car scenario. Part
of this deviation can likely be explained by the different characteristics of the microphones (cf. Section 4.3.1.4). Devices that were covered (i.e., smartphones in pockets
and smartwatches worn under long-sleeved clothing) show the largest deviation from
the expected distribution, with strong biases towards sub-fingerprints consisting of
mostly 1- or 0-bits. This, is likely related to the movement of cloth over the devices,
generating wide-band scratching noises in combination with sound attenuation caused
by the clothing.
Applying the car threshold to this dataset results in increases in error rates between
1.5 and 7.4 percentage points, with the largest changes for t = 15 and 30. The office
threshold increases error rates by 5.3 to 11.8 percentage points, with the highest
increases for t = 15 and 30.
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4.3.2.5

Conclusion

The scheme by Schürmann and Sigg is unable to reliably distinguish colocated from
non-colocated devices in our scenarios. We also observe unexplained high similarities
for specific non-colocated device pairs in the office scenario. In particular, the scheme
breaks down in environments with low-ambient activity (a limitation also noted by the
original authors), however, even in high-activity environments like a driving car, the
error rates exceed 10% for almost all parameters. Still, it may be possible to increase
the overall performance of the scheme by excluding low-energy samples with a power
threshold (e.g., similar to Karapanos et al. [181]).
The fingerprints exhibit good randomness in many cases, however, they struggle
with noisy inputs, like vibration- or friction-induced sounds, and will in some cases
generate fingerprints that consist almost entirely of 1- or 0-bits. In particular, devices
carried in pockets or under long sleeves seem to cause problems.
While the scheme is robust in some pairs of subscenarios, the robustness is very
limited. Interestingly, the intervals behave differently for different combinations of
scenarios—while the error rates of t = 120 are almost unaffected in some pairs, in
others, they show very large changes. The same is true for other intervals like t = 15.
Schürmann and Sigg do not report error rates in their evaluation, so a direct comparison is impossible. However, the average separation between colocated and non-colocated
fingerprints they find is larger than that observed in our scenarios. One possible explanation may be a tighter synchronization of audio signals in their experiment, as their
samples were recorded by a single device with two microphones, thus avoiding any
problems related to recordings not being exactly in sync. In a practical setting, such a
tight synchronization between two devices will be more challenging to achieve (our
synchronization method is described in Appendix A).
4.3.3
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The ZIP scheme by
Schürmann and Sigg
breaks in quiet
environments.

The produced
fingerprints show
good randomness
except for devices
covered by clothes or
affected by
vibrations.

Direct comparison
between the original
and our results is
impossible because
the authors do not
compute error rates.

Miettinen et al.

The scheme proposed by Miettinen et al. [243] uses two context features, one based on
audio and the other on luminosity. In both cases, changes over extended timeframes are
recorded and encoded into a binary context fingerprint of a fixed length b. The similarity
of these fingerprints is then used to decide if devices can establish a connection by
serving as a shared secret to bootstrap a key exchange using fuzzy commitments. Due
to this usage, the randomness of the fingerprints is, once again, of interest. The authors
evaluate their scheme in an office, a home scenario, and a mobile scenario simulating
wearable devices. They also propose an optional extension to ensure sufficient fingerprint quality by discarding fingerprints with an insufficient surprisal, which measures
how unexpected a fingerprint is for the current time of day. However, they do not
evaluate the effect of this proposal. More details are given in Section A.3.

The ZIP scheme by
Miettinen et al.
encodes changes in
ambient audio and
luminosity over time
into fingerprint bits.
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Table 9: EER∗ results for Miettinen et al.
Audio

Luminosity

t=5

10

15

30

60

120

5

10

15

30

60

120

b=64

0.377

0.389

0.396

0.384

0.382

0.263

0.506

0.505

0.504

0.505

0.501

0.517

128

0.358

0.368

0.370

0.372

0.362

0.507

0.506

0.492

0.499

0.516

256

0.329

0.335

0.328

0.295

512

0.344

0.294

0.287

0.505

0.499

0.498

0.514

0.497

0.504

0.517

1024

0.297

0.226

0.498

0.522

64

0.249

0.228

0.218

0.204

0.202

0.193

0.495

0.491

0.486

0.468

0.444

0.425

128

0.226

0.206

0.203

0.190

0.184

0.172

0.487

0.477

0.469

0.447

0.418

0.406

256

0.212

0.196

0.193

512

0.203

0.188

0.185

0.180

0.165

0.147

0.483

0.470

0.459

0.421

0.397

0.403

0.166

0.136

0.131

0.471

0.454

0.440

0.397

0.362

0.400

1024

0.197

0.184

0.178

0.135

0.120

0.126

0.454

0.437

0.426

0.344

0.363

0.362

0.517

0.520

0.520

0.521

0.525

0.524

0.521

0.523

0.522

0.525

0.519

0.521

0.528

0.520

0.524

0.522

0.526

0.518

Car

Office

Mob/het†
64

0.377

0.368

0.364

0.383

0.349

128

0.356

0.344

0.339

0.371

0.325

256

0.331

0.322

0.305

0.365

512

0.306

0.308

0.291

1024

0.287

0.314

0.525

Empty cell denotes insufficient data to generate fingerprint. Best value in scenario marked in bold.
† Computed on subset.

4.3.3.1

Methodology

Our methodology is identical to that used for the paper by Schürmann and Sigg (cf.
Section 4.3.2). As the fingerprints generated by the scheme span long timeframes (i.e.,
up to 34 hours), we omit the subscenario evaluation, as allocating fingerprints to specific
subscenario timeframes is impossible.
4.3.3.2
In the car scenario,
the EERs exceed
20% and 49% for
audio and
luminosity,
respectively.

Car

Both luminosity- and audio-based fingerprints show relatively high error rates, with
the lowest observed EER∗ being 0.492 and 0.226, respectively (cf. Table 9). These high
error rates can be explained by the large overlap of similarity percentages between
the colocated and non-colocated groups, showing overlaps between 83% and 96% for
the luminosity fingerprints. The overlaps are lower, but still significant for the audio
fingerprints, with overlaps between 39% and 79% being observed. When aiming for
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Figure 14: FRRs with target FARs for Miettinen et al. in the full car, office, and mob/het
scenarios for a selection of parameters.

a specific FAR, the resulting FRR is universally above 0.5 for the audio fingerprint
(cf. Figure 14a). For the luminosity feature, the FRRs are 1.0 for all targeted FARs,
indicating that all samples are rejected, making the scheme usability unacceptable.
Once again, the security of the scheme does not only depend on the error rates but
also on the randomness of the generated fingerprints. Here, we observe the luminosity
fingerprints to be heavily biased towards zero. The audio fingerprints contain more
1-bits but still do not show sufficient randomness. This limited randomness and high
bias also explain the high overlap in the fingerprint similarity distributions. Rejecting
fingerprints with insufficient surprisal excludes over 90% of the luminosity fingerprints,
even for the smallest specified surprisal value, and consistently increases error rates
for all attempted thresholds. For audio fingerprints, we evaluate a series of thresholds
for different parameters and find that in many cases the error rates do not decrease
significantly and in some cases will even increase, unless over 95% of the dataset is
excluded.
Applying the threshold from the office scenario increases the error rates for audio
fingerprints by varying amounts, in some cases remaining stable, in others increasing by
close to 25 percentage points, where higher values of b and t result in higher robustness.
For luminosity fingerprints, increasing b reduces robustness and can lead to all samples
being rejected, while smaller values of b with large t sometimes show stable error rates.
With the mob/het threshold, the system rejects all audio fingerprints. On luminosity
fingerprints, it shows unpredictable behavior, being robust for certain parameters and
rejecting all samples for others, with no discernible patterns observed.
4.3.3.3

The resulting
fingerprints have
weak randomness,
while the proposed
surprisal decreases
scheme’s availability
without increasing
security.

We see limited
robustness of the
scheme for both
audio and luminosity
modalities.

Office

In the office scenario, we observe lower error rates, with EERs between 0.249 and 0.120
for the audio fingerprints (cf. Table 9), which can be explained by the decreased overlaps
between the fingerprint similarity percentages of colocated and non-colocated devices
(i.e., between 24% and 49%). For the luminosity fingerprints, the error rates remain
high, with the lowest observed EER being 0.344, which can be explained by overlaps

The scheme shows its
lowest EER of 12%
for the audio
modality in the office
scenario.
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Figure 15: Distribution of fingerprint random walks of two representative devices for audio
feature of Miettinen et al., Office scenario, b = 128. Expected binomial distribution
in red.

Similar to the car, we
observe severe
randomness biases in
the fingerprints.

between 80% and 99%. In many cases, FAR and FRR only become equal with thresholds
close to 100% similarity, at which point the FAR becomes 0.0 and the FRR 1.0. When
aiming for a low FAR, the resulting FRRs remain large for both audio (cf. Figure 14b)
and luminosity fingerprints (where the error rate is almost universally 1.0).
The luminosity fingerprints consist overwhelmingly of 0-bits, which explains the
observed overlaps in similarity percentages. This can be explained by the low variance
in luminosity in offices, which are often lit by electric lighting with only very infrequent
changes. Audio fingerprints show more variance but are usually biased, with the
probability of obtaining a 1-bit varying between 0.4 and 0.63. The distribution within
the fingerprint is also unequal, as the fingerprints are almost completely zero at night,
leading to further biases (cf. Figure 15). Rejecting fingerprints with insufficient surprisal,
once again, excludes most of the dataset in the luminosity feature and only leads to
improvements of 1–2 percentage points in the audio fingerprints while excluding
10-20% of the dataset.
Applying the car threshold to the dataset again results in varying increases in the
audio fingerprint error rates, following the same trends outlined for this combination
in the car section. The luminosity feature accepts almost all fingerprints, with FARs
between 0.9 and 1.0. With the threshold from the mob/het scenario, the scheme rejects
all audio fingerprints, and either accepts or rejects all luminosity fingerprints, following
no discernible pattern.
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4.3.3.4

Mob/het

In the mob/het scenario, the colocation of devices changes over time, as they move
between offices. This makes it impossible to perform a comprehensive evaluation of the
scheme proposed by Miettinen et al., as the mobile devices often do not stay colocated
with any device long enough to establish a pairing. We, thus, limit our evaluation to a
timeframe of approximately 2.5 hours at the beginning of the recording, during which
the colocation of all devices remains static.
The error rates for both luminosity and audio fingerprints are increased compared to
the other scenarios—in some cases significantly (cf. Table 9). The EERs of the luminosity
fingerprints are above 0.5 for all combinations of parameters, and the best observed
EER of the audio fingerprint exceeds those of the car and office scenarios by more than
four percentage points. Aiming for a low FAR will result in unacceptably high FRRs
(cf. Figure 14c). For audio fingerprints, this decreased performance can be attributed to
the varying microphone characteristics leading to sounds being received with different
amplitudes, resulting in deviating fingerprints. The luminosity fingerprints are challenged by the different positions of the mobile devices, which are in some cases carried
in pockets, and thus do not receive the same luminosity readings as other devices.
Luminosity fingerprints remain heavily biased towards zero, and the audio fingerprints also frequently show strong biases towards 1 or 0, following no discernible
dependence on the parameters t and b. Using the surprisal thresholds leads to small
improvements (i.e., less than 2 percentage points) in the error rates for audio fingerprints, at the cost of excluding 10-20% of the dataset. For luminosity fingerprints, even
the smallest threshold excludes 96% of the dataset and does not improve the error rates
significantly.
Applying the car threshold to the dataset will result in varying error rates, often
rejecting all samples, and never coming close to the original error rates for the audio
fingerprint. The luminosity fingerprints will occasionally reach error rates close to the
original, following no particular pattern, but will often reject all fingerprints as well.
The behavior of the office threshold is similar, rejecting close to all samples for both
fingerprint types.
4.3.3.5
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The mob/het scenario
exhibits highest
EERs, which are
caused by mobility
and microphone
heterogeneity.

As before, the
produced
fingerprints are not
random.

Conclusion

Our evaluation has shown that the scheme is unable to provide good separation between
colocated and non-colocated devices, exhibiting large FARs and FRRs. Low FARs can
only be obtained at the cost of large FRRs. The best performance is achieved using
audio fingerprints in the office scenario, likely because of the homogeneous hardware
and low level of background noise. We also investigate the impact of using the surprisal
thresholds proposed by Miettinen et al. and find that it will in some cases slightly
increase the performance of the scheme but excludes a significant fraction of the dataset
in the process, reducing the availability.

The ZIP scheme by
Miettinen et al.
shows prohibitively
high error rates in
our scenarios.

We find that the
surprisal proposed to
tackle low-entropy
context does not
achieve its purpose,
generating
fingerprints of weak
randomness.
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The authors do not
report error rates,
making a direct
comparison of their
and our results
impossible.
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The randomness of the generated fingerprints is limited, with devices often showing
strong biases towards either 1 or 0, enabling adversaries to break the scheme in a
practical deployment by guessing the fingerprint. This illustrates the importance of
using an environmental data source with sufficient variability (unlike fixed electric
lighting) and a quantization scheme that ensures a roughly equal proportion of 1- and
0-bits, for example, [310].
Miettinen et al. do not compute error rates but observe an average colocated luminosity and audio fingerprint similarity of 95% and 91.8%, respectively, using an interval
of t = 120 in their office scenario. For non-colocated devices, they report similarities
between 68% and 88% for luminosity and 62% to 71% for audio. We were unable to
achieve this degree of similarity on our dataset.
4.3.4

The ZIA scheme by
Truong et al.
combines features
computed from
several context
modalities and
machine learning.

Truong et al. [364] propose combining multiple types of context information to increase
the reliability and performance of ZIA schemes. They collect Wi-Fi, Bluetooth, GPS,
and audio data and compute a number of context features, aggregated over a time
interval t. Features for the first three modalities are computed based on distances
between sets of observed devices and signal strengths, while the audio data is used to
calculate the maximum cross-correlation and time-frequency distance between the audio
snippets. Colocation is determined using a machine learning classifier, which has been
trained with a labeled dataset of colocated and non-colocated features. Due to technical
limitations of the used hardware, we were unable to capture GPS data. However, Truong
et al. find that the GPS feature contains the least amount of discriminative power in their
dataset, which is obtained by having volunteers in two cities collect context information
and colocation ground truth data using smartphones and tablets in locations of their
choice. The full details of the scheme are given in Section A.4.
4.3.4.1

We use Gradient
Boosting Machine
and Random Forest
as machine learning
classifiers in our
evaluation.

Truong et al.

Methodology

To investigate the performance of machine learning colocation prediction, we use the
H2O framework [357] to train a set of classifiers and pick the best performers. We
evaluate Gradient Boosting Machines (GBMs) [107] and Random Forests (DRFs) [35] as
classifiers, and then select the algorithm that gives the best cross-validated performance.
These classifiers perform well in a wide range of datasets [85], they are fast, and they can
handle instances with missing data directly in the model, allowing us to use instances
with missing data in our datasets, which would otherwise have to be discarded. This is
desirable, as in the real world, data may be incomplete (e.g., due to missing GPS fixes).
These partial instances still provide information about the generating distribution, and
therefore are beneficial for the model, as shown by Tang et al. [351]. When building the
cross-validation folds, H2O uses stratified sampling. This helps alleviate issues that can
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Table 10: Classification results for Truong et al., Car.
Scenario

t

Model

EER

AUC

Acc.

Car

10

GBM

0.111

0.961

88.8%

– City

10

GBM

0.038

0.993

96.1%

– Highway

10

GBM

0.026

0.995

97.4%

– Parked

10

GBM

0.271*

0.813

72.9%

Car

30

GBM

0.104*

0.967

89.6%

– City

30

GBM

0.032

0.995

96.8%

– Highway

30

GBM

0.022

0.997

97.7%

– Parked

30

GBM

0.282*

0.803

71.7%

arise from class imbalances such as in datasets that contain more non-colocated than
colocated instances.
To rank the classifiers, we use 10-fold cross-validation (CV) and estimate the Area
Under the Curve (AUC), which measures the quality of the predictions irrespective
of the selected thresholds. A higher AUC indicates a more accurately discriminative
model. Using this measure is valid in our case, as we are interested in lower false accept
and false reject errors along the predicting threshold domain.
For the learning, we let H2O split the data into training and validation datasets
of 80% and 20%, respectively. H2O will train a set of models independently from
each other and automatically perform a parameter search to find optimal parameters
for the specific dataset. Once we have found the top performing models, we get the
cross-validated predictions ŷ ∈ [0, 1]. To convert those predictions to actual classes, we
use a threshold T and classify predictions that satisfy ŷ > T as colocated. By optimizing
the threshold, we balance the values between FAR and FRR to obtain the EERs or our
target FARs. We also evaluate the impact of the individual features in the process using
the normalized relative importance. Truong et al. evaluate different interval length and
come to the conclusion that increasing t above 10 seconds does not significantly increase
the performance of the scheme. To validate this result, we evaluate two datasets, with
t = 10 and 30. We present our results in Table 10 and Table 11.
4.3.4.2

For training, we
employ a 10-fold
cross-validation,
computing Area
Under the Curve as
a performance metric
in addition to FAR,
FRR, and EER.

Car

In this scenario, we obtain an EER of 0.111 and 0.104 for t = 10 and 30, respectively.
Cross-correlation and time-frequency distance of the audio recordings account for 85%
of the relative feature importance. This is expected, as the driving route passed through
many areas without Wi-Fi APs and BLE devices.

In the car scenario,
the EERs go as low
as 2.5%.
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Table 11: Classification results for Truong et al., Office.

The machine
learning classifiers
heavily rely on audio
features.

Using the car’s
model to make
predictions on the
office and mob/het
scenarios leads to a
sharp drop in
performance.

t

Model

EER

AUC

Acc.

Office

10

GBM

0.084*

0.974

91.5%

– Night

10

GBM

0.08*

0.976

91.9%

– Weekday

10

DRF

0.087

0.973

91.3%

– Weekend

10

GBM

0.071

0.981

92.9%

Office

30

GBM

0.069

0.982

93.1%

– Night

30

GBM

0.063*

0.984

93.6%

– Weekday

30

GBM

0.072*

0.981

92.8%

– Weekend

30

GBM

0.053

0.989

94.6%

When investigating subscenarios, we observe that the parked subscenario exhibits a
significantly higher EER than the other subscenarios. In this subscenario, the models
also show a lower reliance on audio features, with those features making up only 64%
of importance, and a higher precedence being given to Wi-Fi and BLE features. This
can likely be explained by the low audio activity in this subscenario, leading the model
to use these less reliable features, and thus reducing classification performance.
The FRRs, given in Figure 16a, show similar trends: city and highway exhibit the
lowest FRRs for the desired FARs, with the parked car significantly above them, and the
full dataset somewhere in between. The FRRs also show a steeper drop in the beginning
that tapers off later.
To test the robustness of the model, we use it to obtain predictions on the data from
the other scenarios, applying the EER threshold determined before. This results in
significantly increased error rates for all combinations of scenarios and intervals, with
FARs larger than 0.44 for the office scenario, and FRRs in excess of 0.6 for the mob/het
scenario, indicating that the model’s performance will deteriorate when used on data
from a scenario it has not been trained on, and thus is not robust to being operated in
different environments.
The robustness of models trained on subscenario datasets shows significant variation.
Combinations of the city and highway subscenarios show changes between 0 and 4
percentage points, while combinations involving the parked subscenario show changes
between 25 and 82 percentage points. This indicates that the models are robust to small
changes in the environment but cannot adapt to significant deviations.
4.3.4.3

This scheme achieves
lowest EERs among
others in the office
scenario.

Scenario

Office

We observe a slightly improved EER of 0.084 (t = 10) and 0.069 (t = 30). Surprisingly,
the Wi-Fi features are not more relevant, despite Wi-Fi being one of the best features
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Figure 16: FRRs with target FARs for Truong et al. (t = 10).

reported by Truong et al., and one would expect more stable signals for stationary
devices compared to the mobile car scenario. However, our results show that the
audio features are even more relevant with a combined relative importance of 91%. To
investigate if this is caused by the missing Wi-Fi data in the dataset (cf. Section 4.4),
we repeat the analysis, excluding instances where the Wi-Fi data is missing due to a
scan error, and obtain unchanged results. Thus, even in a dataset that contains Wi-Fi
data for all samples, the feature does not become more relevant for the classifier. The
subscenarios show a much more similar behavior than in the previous scenario, with
EERs between 0.071 (weekend) and 0.087 (weekday). This trend is also shown in the
FRR evaluation in Figure 16b, where the curves are all closely matched.
When running the model on the car dataset for t = 10, we obtain an FAR and FRR of
0.174 and 0.412, respectively, with t = 30 increasing the error even further. Applying it
to the mob/het dataset yields error rates of 0.022 and 0.711, respectively, once again,
increasing further for t = 30. This shows that the models are sufficiently different such
that generalization is low, and therefore robustness of the scheme suffers. Switching
between the different subscenarios results in less pronounced changes, but still in some
cases doubles the error rates. The scheme appears especially challenged when applying
the weekend model to the other subscenarios, often doubling the error rates, while the
weekday model is fairly robust, with only minor changes to most error rates. This is
likely due to the higher complexity of the weekday dataset, which contains data from a
more diverse set of situations.
4.3.4.4

Using the
subscenario’s
weekday model to
make predictions on
the weekend and
night shows
potential for
generalization.

Mob/het

In the mob/het scenario, we obtain EERs∗ of 0.127 and 0.123, respectively (cf. Table 12).
Once again, the most important features are audio-based, although their importance is
less pronounced, making up only 60% and 56% of relative feature importance for t = 10
and 30, respectively. Optimizing for a low FAR will result in FRRs between 0.9 and 0.3 (cf.
Figure 16c). This lower overall performance and the reduced prominence of the audio
features is likely related to the issue of heterogeneous microphone characteristics, which

In the mob/het
scenario the
importance of
audio-based features
is lower likely due to
microphone
heterogeneity.
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Table 12: Classification results for Truong et al., Mob/het.
Scenario

t

Model

EER

AUC

Acc.

Mob/het

10

GBM

0.127*

0.946

0.873%

Mob/het

30

GBM

0.123

0.949

0.877%

we previously observe in the scheme proposed by Karapanos et al. (cf. Section 4.3.1.4),
as Truong et al. use similar audio features.
Using the model to classify the car and office datasets results in significantly increased
error rates (i.e., FAR > 0.7, FRR ⩽ 0.22 for all combinations), showing that the model is
not robust to different environments.
4.3.4.5

The ZIA scheme by
Truong et al.
achieves relatively
low EERs, which are
still higher than that
reported by the
authors.

Contrary to the
original results, we
find lower reliance of
the classifier on
Wi-Fi features and
better performance
on longer intervals.

In our evaluation,
we do not use GPS
data and utilize a
different machine
learning classifier
than the authors.

Conclusion

Our evaluation shows that the scheme can achieve a good EER in some of our scenarios,
although it does not reach the error rates of the original paper, which reports a FAR and
FRR of 0.0198 and 0.0167 for t = 10. We also see that models generated in one scenario
show a significant loss in accuracy when being used in another scenario, and that the
scheme encounters problems when using heterogeneous microphones. The authors
also conduct an experiment where pairs of devices are placed in close proximity (which
matches our office scenario), obtaining a FAR of 0.0476, but they do not report the FRR,
which prevents a direct comparison.
Contrary to the original evaluation, the classification performance increased with
larger intervals. We also see a much higher importance of the audio feature than the
original paper and a correspondingly lower importance of the Wi-Fi feature. This is
likely related to the collection strategy employed by Truong et al., who collect their
dataset in different locations across two cities, which can be easily distinguished by
their different Wi-Fi signals.
The subscenario evaluation shows that the system does not work well in environments
with low-ambient activity, like cars parked in areas without Wi-Fi and BLE devices.
The differences between the subscenarios are less pronounced in the office scenario,
where a larger number of Wi-Fi and BLE devices are visible at all times.
Two factors limit the validity of our results. First, we do not collect GPS data, used
by Truong et al. We assume that the impact would have been low in the office and
mob/het scenarios, where devices are located close to each other and mostly static,
however, it may have improved performance in the car scenario. Second, we use a
different classifier than the authors, who utilize a Multiboost classifier [382], which
is not supported in H2O. Still, DRFs and GBMs rely on ensemble methods similar to
Multiboost, and are unlikely to give significantly worse results.

4.3 evaluation

4.3.5

Shrestha et al.

Shrestha et al. [323] propose combining readings from temperature, humidity, altitude,
and precision gas sensors to decide if two devices are colocated. They compute the absolute difference between the readings of two devices and use a Multiboost classifier [382]
trained on a labeled dataset to distinguish colocated and non-colocated devices. As our
devices did not feature a precision gas sensor, we omit this feature. The sensor readings
are not averaged over time intervals but used individually. Their dataset is obtained
by collecting data from several locations using a pair of devices. Any data collected at
different locations and times is interpreted as non-colocated. Additional details of the
scheme are given in Section A.5.
4.3.5.1

The ZIA scheme by
Shrestha et al.
follows a similar
approach to Truong
et al. utilizing
environmental
sensor modalities.

Methodology

Although the machine learning methodology is identical to that used for the paper
by Truong et al. (cf. Section 4.3.4), the characteristics of the datasets and volume of
data demand different treatment. One assumption made by any classifier in machine
learning is that it estimates a surjective function from a vector of features x̂ to a
particular class c, i.e., all unique instances in the dataset map to exactly one class.
However, our datasets do not fulfill this requirement, as several identical instances map
from the same feature values to different classes. As the classifier has no additional data
to base its decision on, it is unable to distinguish these ambiguous instances, and thus
can never reach a performance of 100%, i.e., the EER has a lower bound larger than 0.
This indicates that more features are needed to discriminate the classes properly. We
show the percentage of these ambiguous instances (Amb.) in each dataset in Table 13.
At the same time, it also indicates a potential for compression. Indeed, after analyzing
the original office dataset with a size of 81 GB, we observe that many instances are
repeated. Therefore, we introduce a preprocessing step before training, where we group
all equal instances and keep a count of how many times they appear. These counts
are used as weights in the later learning stage, which acts as a lossless compression
mechanism. This way, we reduce the dataset to approximately 600 MB, which allows
us to train models much faster and with significantly lower computational resources
without sacrificing classification performance.
4.3.5.2

119

We employ similar
methodology to
Truong et al., finding
that the obtained
context features have
high potential for
compression.

Car

For the car scenario, we obtain an EER∗ of 0.115, with the classifier relying almost
evenly on all the features to make the predictions. The individual subscenarios achieve
even lower EERs, showing rates of 0.034 (parked), 0.08 (highway), and 0.081 (city).
This performance correlates with the percentage of ambiguous instances—subscenarios
with more ambiguous instances obtaining higher error rates. The low error rate of the
parked subscenario is likely related to the use of temperature sensors, which capture

The scheme achieves
its lowest EER
around 3.5% in the
car scenario.
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Table 13: Classification results for Shrestha et al.
Scenario

Applying the car’s
model to office and
mob/het data results
in significantly
worse performance.

In the office, the
classifier heavily
relies on temperate
features to make
predictions.

EER

AUC

Acc.

Amb.

Car

DRF

0.115

0.960

88.5%

8.8%

– City

DRF

0.081*

0.977

91.9%

5.5%

– Highway

DRF

0.08

0.979

91.9%

6.8%

– Parked

DRF

0.034*

0.995

96.5%

2.2%

Office

DRF

0.247*

0.834

75.2%

25.5%

– Night

DRF

0.155*

0.911

84.4%

15.5%

– Weekday

DRF

0.271*

0.824

72.9%

25.5%

– Weekend

GBM

0.148*

0.928

85.1%

14.1%

Mob/het

DRF

0.141*

0.942

85.9%

12.2%

the different rates of heat dissipation of the cars after they are parked. When aiming
for a specific FAR, the differences between the subscenarios are maintained, with the
parked subscenario showing consistently lower FRRs (cf. Figure 17a).
The model is not very robust, showing significantly increased error rates when
applied to the office or mob/het dataset (i.e., FAR 0.342, FRR 0.503 for office, 0.276 /
0.717 for mob/het). Similarly, applying models specific to one subscenario to another
increases the error rates by at least 32 percentage points.
4.3.5.3

The EERs in the
office are universally
above 15%.

Model

Office

Here, the classifier reaches an EER∗ of 0.247, showing a significantly lower performance
than in the car scenario. It relies strongly on the temperature differences to make
the predictions. Such a focus on a feature with a low range of potential values may
make the classifier more vulnerable to active attacks, and thus is undesirable. The low
performance is mirrored in the subscenarios, with error rates of 0.148 (weekend) to
0.271 (weekday), which is also borne out in the high FRRs when aiming for a specific
FAR (cf. Figure 17b). Once again, higher percentages of ambiguous instances translate
to higher error rates. We also observe that the percentage of ambiguous instances grows
with the size of the dataset. This is to be expected, as a larger dataset has a higher
chance of obtaining these instances, as the range of potential values is limited.
When the office model is used on the other two datasets, the error rates increase
significantly (i.e., FAR 0.186, FRR 0.693 for car, 0.184 / 0.787 for mob/het), showing
that the model is not robust to being used in different environments. Out of the three
subscenario models, the weekday model is the most robust, with error rate increasing
below 6 percentage points when applied to different subscenario datasets. However,
applying the night model to weekday data increases the error rate by 35 percentage
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Figure 17: FRRs with target FARs for Shrestha et al.

points, and the weekend model increases its error rate by over 43 percentage points
with the weekday dataset. This shows that the robustness is limited.
4.3.5.4

Mob/het

Due to a lack of humidity and temperature sensors, the laptops and robot are not
included in the evaluation. The classifier reaches an EER∗ of 0.141 (cf. Table 13), relying
primarily on the altitude readings, with a lower importance given to temperature and
humidity. A closer investigation reveals that the phones’ barometric pressure readings
deviate from those of the watches and SensorTags, showing an offset of approximately
2 hPa. The temperature and humidity readings vary significantly, with the position of
the device (e.g., smartphone in a pocket, SensorTag on top of a screen) having a much
larger influence than the room they operate in. The error rate is likely related to this
challenging environment as well as the number of ambiguous instances, which make
up 12.2% of the dataset. When optimizing for a low FAR, the resulting FRR are at least
0.3 (cf. Figure 17c).
Applying the model to the car dataset results in notably increased error rates (i.e.,
FAR 0.302, FRR 0.672). The office dataset gives similar error rates (i.e., FAR 0.306, FRR
0.606), showing limited robustness of the model in different environments.
4.3.5.5

In the mob/het
scenario, the most
important features
are based on
barometric pressure.

Conclusion

Overall, the scheme by Shrestha et al. cannot reliably separate colocated from noncolocated devices in most scenarios. This is in stark contrast to the error rates reported
by the authors, who obtain an FAR and FRR of 0.0581 and 0.0296, respectively. This
deviation can partially be explained by the lack of precision gas features in our datasets,
reducing the number of dimensions the models can discriminate on. Another explanation is the more challenging environment our data is collected in—the authors collect
their data in widely spaced locations at different times of day, and their non-colocated
class consists of pairings between different locations. This also explains the high dis-

The ZIA scheme by
Shrestha et al. shows
much higher error
rates in our
scenarios than
originally reported.
These worse results
might have been due
to the lack of
precision gas sensor
data.
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The number of
ambiguous instances
indicates the
weakness of using
environmental
sensor data with a
limited range of
possible values.
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criminative power of the altitude readings reported by the authors, indicating that the
scheme will likely have a much better performance if only coarse colocation is required.
The high number of ambiguous instances shows that the scheme would benefit from
incorporating additional sensors to improve its discriminative power. Additionally,
features tracking the change in values over time may be a more promising approach,
as our dataset shows that these changes are more consistent between devices in the
same room than the sensor readings themselves. The results also demonstrate that
even if high classification performance can be reached, it is still highly specific to
the environment it is collected in and does not transfer well into other environments,
namely, the robustness of the scheme is limited.
4.4

The schemes by
Karapanos et al. and
Truong et al.
demonstrate lowest
EERs in our
scenarios.

All schemes show
limited adaptiveness
in cases of
low-entropy context.

Schemes’ parameters
such as thresholds
cannot be easily
transferred from one
environment to
another.

discussion

In this section, we discuss the implications of the obtained results, the limitations of
our method, and avenues for future work.
Performance Comparison. Our results, summarized in Table 6, show that the scheme
by Truong et al. obtains the best EERs in the office (0.069) and mob/het (0.123) scenarios,
while the scheme by Karapanos et al. achieves a significantly lower error rate (0.006) in
the car scenario. This indicates that depending on the use case, both are solid choices.
We also observe a large variation in performance on different subscenarios, ranging
from perfect accuracy (i.e., Karapanos et al., t = 120, highway) to significantly degraded
performance compared to using the full dataset (i.e., Schürmann and Sigg, t = 120,
parked), illustrating the importance of fine-grained test scenarios.
Adaptiveness. Some schemes struggle to adapt to times of low-ambient activity like
the night, where we observe a lower separation between colocated and non-colocated
devices. These times need to be taken into account when designing a scheme intended
for continuous operation. Karapanos et al. and Miettinen et al. introduce measures to
reduce the impact of these times by dynamically discarding samples with low-ambient
activity [181] or high predictability [243], trading off availability for security.
Robustness. Even if they can operate in environments with low activity, most schemes
suffer from a lack of robustness, namely, parameters that are optimal for one scenario
do not give good performance in another. Some schemes can achieve a certain degree
of robustness for specific parameters (e.g., interval sizes), most notably that by Karapanos et al., but no scheme is robust with all parameters. The same trend holds when
exchanging parameters or models between different subscenarios, like day and night,
especially if they have significantly different ambient activity levels. This illustrates the
importance of testing schemes in a wide variety of settings. We urge researchers to pay
special attention to robustness, facilitating the use of ZIS schemes in a wide variety of
different and sometimes unexpected environments, where IoT devices are deployed.
Heterogeneity. Even if schemes can provide good performance in settings with homogeneous devices (i.e., the same hardware), they may still fail when encountering devices
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with different characteristics. These challenges have also been encountered in other
research fields such as participatory sensing. Examples from our dataset include microphones with varying sensitivity and frequency response [182, 216, 227], which leads to
lower correlations, or incorrectly calibrated sensors (e.g., air pressure) measuring with
a fixed offset from one another. In addition, the way a device is carried influences the
observed sensor data [246]. Schemes need to be able to still provide good results under
these conditions if they are intended for use cases, where the used hardware is not
carefully controlled by a single party, and should be tested with heterogeneous devices.
Colocation Definition. Many schemes do not explicitly state their colocation definition.
It is often unclear if they are intended to distinguish personal workspaces inside an
office, different rooms, or parts of a city, making it difficult to identify security guarantees that the schemes provide in any specific situation. This hinders a fair evaluation
and comparison of these schemes, and makes it hard to determine if our results impact
its designated use case. Authors should explicitly define what their scheme considers
(non-)colocated to allow for fair comparisons.
Limitations. Technical issues during the recording led to data loss for some features,
especially the Wi-Fi captures, which stopped working on some devices. In the mob/het
scenario, three devices stopped the data collection before the eight-hour countdown,
resulting in partial loss of audio and sensor data. This reduces the amount of available
data for the evaluation of features based on these modalities. In the same way, the
SensorTag platform occasionally delivered incorrect readings for the luminosity, which
we detected and excluded. Appendix B details practical challenges we faced in our
study such as building a reliable data collection platform, processing the collected data,
and releasing it as well as reproducing the existing ZIS schemes from scratch.
Our goal was to compare the different ZIS schemes in a fair manner and as specified
by their original authors. While we attempted to stay as close to the published version
of the scheme as possible, in some cases, minor changes had to be made to parameters
such as interval length or sampling rate. These deviations are noted in Appendix A,
and their influence on the results should be negligible. We did not attempt to optimize
any parameters aside from interval length and the power threshold of Karapanos et
al. for the mob/het scenario in our dataset, so it is possible that some schemes could
perform better when they are instantiated with different parameters.
We also note that our scenarios are challenging, as they include devices in isolated
positions (e.g., glove compartment, cupboard, pocket), low separation between adjacent
offices, and two cars that travel next to each other for extended amounts of time. This
is intentional to be able to investigate the performance of the schemes in challenging
situations, as consumer IoT deployments rarely follow best practices for deployment,
facilitating zero-interaction security. Also, we do not include any scenarios in busy
areas like shopping malls, which may show different behavior due to the higher
environmental variations, as we choose to focus on the likely application domain
of zero-interaction pairing and authentication—consumer applications. Additionally,

123
Device heterogeneity
lowers performance
of most schemes.

We do not attempt to
optimize schemes’
parameters, which
may improve their
performance.

124

A ZIS scheme for a
smart building
would pose a
different set of
challenges.

evaluation of zero-interaction pairing and authentication schemes

obtaining approval and informed consent for a long-term data collection in a public
place would have been infeasible in our jurisdiction.
Future Work. Our chosen scenarios only cover a subset of interesting IoT environments.
Other scenarios may pose different challenges for the schemes. For example, in a smart
building scenario, an ideal ZIS scheme would have to be able to pair or authenticate all
devices within the same building while excluding adjacent buildings. In a café scenario,
schemes would need to be able to distinguish individual tables. Also, we do not include
any scenarios where devices operate in environments without any humans for extended
amounts of time (e.g., automated factory work floors or storage units), which could
pose challenges to many schemes due to the potentially low variation in the context
information or different noise characteristics.
The collection of additional datasets will assist efforts to create more adaptive and
robust schemes and to understand the limitations of existing ones. Another avenue
for future work is the robustness to adversarial settings, where part of the context
information can be controlled by an active adversary (e.g., by injecting sound).
4.5

We summarize
contributions of this
chapter.

summary

In this chapter, we reproduce and evaluate five zero-interaction pairing (ZIP) and
zero-interaction authentication (ZIA) schemes in three realistic scenarios: (1) connected
car, (2) smart office, and (3) smart office with mobile heterogeneous devices, posing
different challenges in aspects like environmental noise, context leakage, and times
of low-ambient activity. We see that none of the reproduced schemes can perfectly
separate devices in all scenarios. The schemes by Karapanos et al. [181] and Truong
et al. [364] show promising results, but no scheme reliably outperforms the others
in all scenarios. The obtained error rates indicate that zero-interaction security (ZIS)
should not be used as the only access control factor, as even a False Acceptance Rate
(FAR) of 1% can be prohibitively high for real-world applications. In fact, Karapanos et
al. explicitly propose their ZIA scheme as a usable second authentication factor [181]
instead of a stand-alone solution.
We find that a good average-case separation of context features aggregated over the
whole data does not imply high pairing/authentication performance on individual
samples. Thus, ZIP and ZIA schemes should be evaluated in terms of their error
rates, both in average cases and individual subscenarios, to get a realistic impression
of their performance. Similarly, the evaluation should be performed using a set of
heterogeneous devices in real-world environments, testing the limits of the schemes.
Our evaluation reveals that in many cases, features based on ambient audio perform
best. However, researchers need to take the privacy implications of using audio recordings into account, as this may not be acceptable in some environments like hospitals.
In addition, the computational costs of processing have to be considered, as expensive
audio processing may be infeasible on resource-constrained devices. Furthermore, we
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find that devices with differing microphone characteristics can significantly reduce
the performance of sound-based schemes. Thus, we encourage researchers to continue
investigating the possibility of using more power-efficient features based on low-power
sensors. Also, we observe that instead of using the absolute difference between sensor
readings, trends over time may be a more reliable colocation indicator.
We find that the robustness and adaptiveness of many schemes vary dramatically
for different scenarios. ZIS schemes should explicitly state which environments they
are designed for. Additionally, they should support robustness and adaptiveness,
potentially by automatically adapting their internal parameters to their environment,
and should be evaluated on data from different scenarios and devices.
Finally, we release the first extensible open-source toolkit [97] for researching zerointeraction security, containing reference implementations of the reproduced schemes,
the audio recordings of the mob/het scenario, and over 1 billion samples of labeled
sensor data. We also release the data generated by our evaluation to facilitate the
reproduction of our results and provide a common benchmarking baseline for future
schemes.
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After having investigated zero-interaction pairing (ZIP) schemes under realistic conditions, revealing their shortcomings (cf. Chapter 4), we improve on ZIP with respect to
security and pairing time in this chapter.
To date, a number of ZIP schemes utilizing various sensor modalities to capture
context have been proposed [144, 145, 210, 243, 245, 309, 310]. These state-of-the-art
schemes have three major limitations: (1) prolonged pairing time, (2) vulnerability
to offline attacks, and (3) susceptibility to attacks caused by predictable context (e.g.,
replay). First, state-of-the-art ZIP schemes suffer from prolonged pairing time requiring
minutes and hours of context data to establish a shared key [98, 144]. This happens
because they use a cryptographic primitive called fuzzy commitments [175], where the
entropy of a shared key is equal to the entropy of fingerprint bits, input to the protocol.
Thus, these ZIP schemes need to obtain at least 128 bits of entropy from context to
ensure that a shared key provides adequate security [26]. Obtaining these bits takes
a prolonged time because many contexts change slowly. Second, state-of-the-art ZIP
schemes are by design vulnerable to offline attacks, namely an adversary can mount a
brute-force attack on a shared key by repeatably guessing the used fingerprints. These
schemes can only withstand offline attacks if they use (1) long fingerprints (i.e., >128
bits) of (2) high entropy. However, recent works find severe entropy biases (e.g., bit
patterns) in fingerprints of state-of-the-art ZIP schemes [36, 98], exposing them to offline
attacks. Third, state-of-the-art ZIP schemes are susceptible to context replay, inference,
or monitoring attacks due to predictable context [36, 98, 145]. Frequently, context becomes
predictable because it relies on a single sensor modality (e.g., acceleration). Thus, an
adversary can obtain similar context in comparable environments, use better hardware,
or employ video analysis.
The above three limitations impair the practicality and security of ZIP schemes,
hindering their real-world deployment. To overcome these limitations, we propose
FastZIP, a novel ZIP scheme that achieves shorter pairing time and improved security
by addressing the following two challenges. Figure 18 compares FastZIP and stateof-the-art ZIP schemes in terms of paring time14, resistance to offline attacks, and the
number of common sensors required for pairing.
First, to shorten pairing time, we need to reduce the number of fingerprint bits
while being robust to offline attacks. This is challenging because fewer bits means less
entropy in a shared key, easing an offline attack. To address this challenge, we adapt a
recently introduced Fuzzy Password-Authenticated Key Exchange (fPAKE) protocol [75].
14 We use the shortest pairing time reported in the original publication for each scheme.
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Figure 18: Design space of FastZIP: it provides shorter pairing time and improved security
compared to state-of-the-art ZIP schemes utilizing more common sensors.
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fPAKE establishes a shared key from low-entropy secrets (e.g., short passwords) and
is resistant to offline attacks. While fPAKE is an existing protocol, adapting it to ZIP
schemes is not trivial. Specifically, we find that fPAKE protection against offline attacks
is not always guaranteed in realistic ZIP settings, namely when colocated devices do
not yield highly similar fingerprints from context. Thus, we analyze how to set fPAKE
parameters to withstand offline attacks even in such settings (cf. Section 5.3). To the
best of our knowledge, we are the first to implement fPAKE and demonstrate that it
shortens pairing time and improves security of ZIP schemes using real-world data.
Second, to defend against predictable context attacks (e.g., replay attacks), we propose a simple form of sensor fusion by concatenating fingerprints derived from different
sensors, each capturing distinct ambient activity. Applying sensor fusion is not straightforward, as we require a generic method to extract fingerprint bits of sufficient entropy
from heterogeneous sensor signals (cf. Section 5.3). Existing methods rely on scenariospecific characteristics of sensor signals (e.g., peak occurrence), thus cannot be directly
reused, and they often produce fingerprints with entropy biases [36, 98]. We demonstrate that sensor fusion not only prevents predictable context attacks (e.g., replay)
but also assists fPAKE in shortening paring time, as we obtain more bits from context, accumulating entropy faster. Sensor fusion is feasible because smart devices have
multiple sensor modalities often integrated into one chip, for example, an inertial measurement unit (IMU) contains an accelerometer, gyroscope, and magnetometer [384],
while a camera has light and RGB sensors, and a wireless chipset hosts both Wi-Fi and
Bluetooth [294].
We demonstrate the advantages of FastZIP by evaluating a novel use case of intra-car
device pairing (cf. Section 6.5), which is inspired by the growing number of smart devices
inside modern cars. For example, the increasing popularity of carsharing and selfdriving rides urges the need to pair multiple user devices (e.g., smartphone, earbuds)
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with infotainment systems of different cars to enable such services as customized driving experience [151, 298]. Furthermore, electronic control units (ECUs) require pairing
with wireless third-party components (e.g., tire pressure monitor) to enable travel
efficiency and safety [49, 52, 363]. In both examples, the growing number of devices
hinder manual pairing, requiring pairing solutions without user intervention. Despite
focusing on in-car pairing, we show how the design of FastZIP can generalize to other
ZIP use cases (e.g., smart home) to improve pairing time and security in Section 5.6.
Through our real-world experiments, we demonstrate the feasibility of leveraging the
context of a moving car to pair devices inside it. Such context is affected by road and
traffic conditions, car characteristics such as suspension, and driving patterns, and it
can be captured by accelerometer, gyroscope, and barometer sensors [48, 145, 297, 371]
that are ubiquitous in user devices (e.g., smartphone) and modern cars. We evaluate
FastZIP by collecting sensor data from four cars driven over 800 km on different road
types, including urban, rural, and highways. In our evaluation, we assume that pairing
devices can start measuring context simultaneously by receiving a broadcast command
from the car’s infotainment system, which is not compromised. FastZIP achieves up to
three times faster pairing compared to state-of-the-art ZIP schemes, shows error rates
below 0.5% in the presence of a powerful adversary, and runs efficiently on off-the-shelf
Internet of Things (IoT) devices. In summary, we make the following contributions:
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• We design FastZIP, a novel ZIP scheme utilizing fPAKE and sensor fusion to
reduce pairing time and improve security.
• We implement FastZIP for intra-car device pairing and evaluate it by collecting
real-world driving data, demonstrating the effectiveness of FastZIP.
• We publicly release the collected data, source code of our evaluation stack, and
the first implementation of fPAKE.
5.1

background

We first explain the working principle and shortcomings of fuzzy commitments—a
cryptographic protocol used by state-of-the-art ZIP schemes to share a secret key. Then,
we detail the fPAKE protocol [75], addressing these shortcomings, that we utilize in
FastZIP.
ZIP Based on Fuzzy Commitments. Prior work on ZIP relies on fuzzy commitments or
vaults [174, 175] to exchange a key K between two devices holding similar fingerprints
f, f ′ [144, 145, 210, 243, 245, 309, 310]. Specifically, Device A chooses a 128-bit key
K and sends a commitment c ← ECC.Encode(K) ⊕ f to Device B, which can recover
K ← ECC.Decode(c ⊕ f ′ ) if the fingerprint mismatch f ′ ⊕ f is within the error correction
capability of the error correction code (ECC). While conceptually simple, this approach
has two disadvantages in the case of ZIP. First, it inherently requires fingerprints f, f ′ to
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be at least 140 bits, since they are XORed to an expanded encoding of the 128-bit key15.
Second, an eavesdropping adversary can capture the commitment c and try decoding it
with arbitrarily many fingerprint guesses to obtain the key K. This constitutes an offline
attack on K, which can only be defended against if the fingerprints have high entropy
(i.e., they are hard to guess). In practice, state-of-the-art ZIP schemes already require
multiple minutes or even hours to obtain fingerprints >128 bits from context [144, 145,
243, 245, 309]. Even worse, an in-depth entropy analysis reveals that fingerprints of
these schemes contain bit patterns or predictable distributions of 0- and 1-bits [36, 98].
Thus, an adversary can more easily guess the fingerprints, exposing state-of-the-art
schemes to offline attacks.
fPAKE Protocol. fPAKE used by FastZIP allows reducing the number of required
fingerprint bits, hence shortening pairing time, while providing resilience to offline
attacks. In essence, fPAKE is also a fuzzy commitment, but instead of creating the
commitment from fingerprint f, fPAKE adds an interactive entropy amplification phase
that turns fingerprints f, f ′ into high entropy keys k, k ′ with a similar mismatch
pattern as f, f ′ (cf. Figure 19). In entropy amplification, fPAKE leverages an established
cryptographic primitive called password-authenticated key exchange (PAKE) [22],
which allows two parties to exchange a secure (i.e., 128-bit and uniform) key from a
shared short string, such as a password, or even a bit. The PAKE protocol is secure
against offline attacks, meaning that the best possible adversarial strategy is to guess
the short string and engage in the key exchange. In fPAKE, PAKE is used to amplify
the entropy of individual fingerprint bits as follows: Devices A and B run multiple
standard PAKE [22] protocols on the individual fingerprint bits in parallel, obtaining
key vectors k and k ′ , where ki = k ′ i if the i-th fingerprint bits matched. Next, Device
A chooses a 128-bit secret s and sends a fuzzy commitment com ← ECC.Encode(s) ⊕ k
to Device B, which decodes it with k ′ . Afterwards, Devices A and B confirm to each
other that they know s by sending each other hash values H(s||0) and H(s ′ ||1) of the
secret. Finally, if the hash check succeeds, Devices A and B derive a shared key kAB
from s using a key derivation function (KDF).
Advantages of fPAKE in ZIP. By using high entropy keys in the fuzzy commitment
phase (cf. Figure 19), fPAKE prevents an eavesdropping adversary from mounting an
offline attack because the adversary only knows c ⊕ k, which is a secure encryption
of c under a (by the guarantees of PAKE) secure key k. Moreover, even an active
adversary (e.g., malicious Device B) can try exactly one fingerprint guess f ′ as input to
the interactive entropy amplification phase. If that one guess is too far (i.e., f and f ′ are
dissimilar), even the unbounded adversary cannot recover s, making the offline attack
impossible. Otherwise, if the guess is “close enough” (cf. Section 5.3), the active adversary
can attempt an offline attack. However, Device A waits for the key confirmation h ′
within a short timeout (e.g., a few seconds), allowing the adversary only this amount
15 The 140 bits are for an expanded encoding allowing up to 10% mismatching fingerprint bits. To allow for
30% mismatch in fingerprints, 205 bits are required.
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Figure 19: Detailed flow diagram of the fPAKE protocol.

of time to perform the attack. We note that for standard fuzzy commitments the key
confirmation upon timeout cannot similarly limit the offline attack, as the adversary
does not participate in the protocol.
In Section 5.3, we demonstrate how to leverage the strong security of fPAKE against
offline attacks to reduce the required fingerprint sizes well below 128 bits in many
settings. Also, we empirically show that additional communication overhead of fPAKE
(i.e., entropy amplification phase) is negligible compared to up to three times faster
pairing time when using fPAKE instead of fuzzy commitments.
5.2

system and threat models

We introduce our system model, describing the goal, requirements, and assumptions of
FastZIP, and our threat model, detailing adversary’s goals and capabilities.
System Model. The main goal of FastZIP is to establish a shared secret key between
colocated devices within a trusted boundary (e.g., inside a car) based on the perceived
context. We design FastZIP to fulfill the following requirements: (1) be free of user
interaction during pairing (usability), (2) have short pairing time (practicality), and
(3) work on commodity devices equipped with off-the-shelf sensors (deployability).
To achieve the main goal while satisfying the requirements, we make the following
assumptions: (1) devices running FastZIP do not have any pre-shared secrets, nor any
jointly trusted third party, (2) they communicate using Wi-Fi or Bluetooth, and share
a common set of sensors such as an accelerometer, gyroscope, and barometer, and
(3) they begin measuring context upon receiving the “start” command from the car’s
infotainment system, which is assumed to be non-compromised.
Threat Model. We consider an adversary whose goal is to establish a shared secret key
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with a legitimate device while residing outside the trusted boundary. In particular, the
adversary attempts to either impersonate one of the legitimate devices or acts as a man-inthe-middle between a pair of devices. The adversary can neither compromise legitimate
devices nor break cryptographic primitives, however, they fully control a wireless
channel, are equipped with the same sensing hardware as legitimate devices, and
have four attack capabilities. In an injection attack, the adversary attempts to pair with
legitimate devices using self-chosen context readings. In a replay attack, the adversary
replays precollected context readings. In a similar-context attack, the adversary tries
to actively match their context with legitimate devices. In the intra-car pairing, the
adversary launching a replay attack replays the precollected context data from a route
driven by a victim car carrying legitimate devices, while in a similar-context attack, they
actively follow the victim car to capture similar context such as the road bumpiness.
The first three attacks require the adversary to participate in the pairing protocol, while
in an offline attack, they record a successful pairing session and try to compute a shared
key from it by repeatedly guessing fingerprints used by legitimate devices.
5.3

Our activity filter is
based on three
generic signal
metrics.

system design

We present the architecture of FastZIP, describing its modules: activity filter, quantization,
and key exchange.
System Overview. The main goal of FastZIP is to share a symmetric key between a pair
of devices utilizing their context. In a moving car the context encompasses road turns,
bumpiness, and speed changes [48, 297, 371], and it can be perceived by accelerometer,
gyroscope, and barometer sensors that are ubiquitous in smart devices. FastZIP works
as follows (cf. Figure 20): Devices A and B capture their context using a set of common
sensors. The resulting sensor readings are input to the activity filter to discard lowentropy context, which can be predicted by an adversary. Afterwards, the filtered sensor
readings are input to the quantization translating them into a sequence of fingerprint
bits. Each device constructs its fingerprint by concatenating sub-fingerprints derived
from different sensors (i.e., sensor fusion). These fingerprints are input to the fPAKE
protocol, which outputs a shared symmetric key if the fingerprints have a sufficient
number of similar bits.
Activity Filter. The security of any ZIP scheme relies on the unpredictability of context
from outside a trusted boundary (e.g., car interior). The low-entropy context undermines
security of ZIP schemes, allowing an adversary to guess fingerprints derived from
it [98]. FastZIP utilizes the activity filter to ensure that fingerprints are obtained from
context data with sufficient entropy.
To estimate the entropy of a sensor signal, we analyze its strength relative to noise and
variation. For that, we employ three metrics: average power, signal-to-noise ratio (SNR),
and the number of prominent peaks, which are used to characterize signal’s quality [181,
210, 371]. The average power and SNR are applicable to all sensors, while prominent
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Figure 20: System overview. FastZIP takes as input a set of sensor readings from two devices.
The readings are quantized to similar fingerprints and afterwards input to the fPAKE
protocol to share a symmetric key, KBA .

peaks is a complementary metric for rapidly changing modalities (e.g., acceleration),
ensuring their sufficient variation. We compute the average power Ps in dB of a discrete
sensor signal s(t) as follows:
Ps(dB) = 10 · log10

(︃

)︃
T
1 ∑︂ 2
s (t)
T
t=1

We cannot compute SNR as the ratio of signal to noise power, as we do not have
the estimate of the latter; estimating noise power will impose additional processing
overhead. Thus, we use an alternative definition of SNR as the ratio of mean to standard
µ
deviation of a signal: SNR = [39]. To find prominent peaks in a signal, we count peaks
σ
that have sufficient height relative to the highest peak, while being within minimum
distance ∆P from each other. Figure 21a and Figure 21b show activity filter metrics
computed for two acceleration signals (prominent peaks marked with ✖). We see that
the former signal captures continuous activity, exhibiting sufficient entropy, while the
latter signal contains noise in its right half, which is reflected in the computed metrics.
After computing the metrics, we check them against fixed thresholds to discard
signals with insufficient entropy, which, in turn, may reduce availability of FastZIP.
To avoid this, we apply the activity filter on a continuous stream of sensor data using
an overlapping sliding window. Thus, parts of the signal containing sufficient entropy
are considered in both preceding and following timeslots, making it possible to retain
them.
Quantization. Quantization translates a sensor signal (e.g., acceleration) to fingerprint
bits used in a key agreement protocol. To ensure security, the produced fingerprints
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Figure 21: Activity filter applied to acceleration signals (a) and (b); Quantization applied to a
gyroscope signal (c).
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other use cases.

must be sufficiently unpredictable. Prior work [36, 98] finds that quantization methods
of state-of-the-art ZIP schemes generate fingerprints with patterns (e.g., containing
more 0-bits). We design the quantization of FastZIP with three goals in mind: it must (1)
generate fingerprints that are random, (2) apply across various sensors, and (3) reveal
minimum information about the input sensor signal. The last goal seeks to reduce
adversary’s knowledge about the input sensor signal leaked by quantization (e.g., signal
range [132]).
We quantize short sensor signals of several seconds, producing fingerprints of a few
dozen bits. However, our method generalizes to longer signals and fingerprints. The
advantage of using short input signals is twofold: (1) it forces an adversary to guess
context captured by a sensor within a precision of a few seconds, (2) it requires less
processing, improving the runtime performance of FastZIP. Our quantization takes
a sensor signal S of length N samples as input and outputs a fingerprint f of M bits
(cf. Figure 21c). Specifically, we first find a quantization threshold T hrQ (solid red
line in Figure 21c) that splits the signal horizontally into upper and lower parts. The
threshold is computed from the median of the signal, ensuring that the same number
of samples lie above and below it. This way of selecting T hrQ leads to improved
randomness of the fingerprints (cf. Section 5.5.5) and is efficient to implement. Second,
we place the quantization points p1 , . . . , pM (marked
⌈︁ N ⌉︁ as ✚ in Figure 21c) equidistantly
onto the threshold line within distance ∆Q = M + ε from each other, covering the
signal completely. The number of quantization points and ∆Q are public parameters
customized for each sensor modality (cf. Section 5.5.1). Using public parameters has
the advantage of (1) fewer communication rounds, as they do not need to be exchanged
during the pairing protocol, and (2) not leaking information about a specific input
signal, as the parameters are derived from the class of signals of the same modality, and
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thus are general. Third, we obtain a bit in the fingerprint f(i) by comparing a signal
value at the quantization point S(pi ) with the quantization threshold T hrQ :
⎧
⎨1, S(p ) > T hr
i
Q
f(i) =
⎩
0, otherwise
Key Exchange. The main challenge of adapting fPAKE for the use in FastZIP is to find
which minimum fingerprint sizes16 are required to securely exchange a 128-bit key,
protecting against offline attacks. With fPAKE we can choose arbitrarily small fingerprints,
which are then amplified to match the size of the encoded secret (cf. Figure 19). By
reducing the number of required fingerprint bits, we are able to shorten pairing time,
while providing sufficient security.
Before calculating the required fingerprint sizes, we determine sufficient security
levels for FastZIP. Specifically, we consider two levels: (1) the minimal probability P
with which an offline attack is eliminated and (2) the average complexity C of an offline
attack. We set P = 1 − 2−20 , namely an adversary actively participating in a million
pairing sessions can mount an offline attack in at most one of them (without even
learning which one). This level of security is considered adequate for ZIP [245]. We set
C = 260 , demanding that an offline attack has an average complexity of at least 260 AES
decryptions. We consider this complexity sufficient given that attack time is limited to
few seconds due to the key confirmation timeouts that we augment the fPAKE protocol
with (cf. Figure 19).
We explain how to calculate the required fingerprint sizes, satisfying our chosen
security levels using a 95% similarity threshold as an example. The similarity threshold
defines the amount of common bits in two fingerprints needed to obtain a shared
secret key. One might think to set the fingerprint size |f| such that the probability
of guessing at least 0.95 · |f| bits correctly is smaller than 2−20 , since the key should
be undecodable otherwise. Unfortunately, this is not true: an ECC (used in fPAKE)
correcting 5% mismatch between the fingerprints leaks some information about the encoded
secret until up to 2 · 5% = 10% mismatch. Thus, an active adversary guessing less
than 90% of the fingerprint correctly learns nothing about the secret. However, if the
guessed fingerprint is “close enough” (i.e., 90–95% of the bits), the adversary cannot
immediately decode the secret but obtains an ambiguous encoding from which the secret
can be brute-forced. Taking this “security
gap” inherent to ECCs into account, we set |f|
∑︁n (︁n)︁ n
such that the probability i=m i /2 of guessing m = (2 · T hr − 1) · |f| out of n = |f|
bits correctly is smaller than 2−20 , where T hr is the target similarity threshold.
We note that |f| goes to infinity when T hr approaches 75%, since 2 · 25% = 50%
of a random bitstring is easy to guess. Thus, full protection against offline attacks
with probability at least 1 − 2−20 is only possible for thresholds over 75%, requiring
16 Here, we assume fingerprints to be uniformly random bitstrings; entropy biases will increase fingerprint
sizes (cf. Section 5.5.5).
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Table 14: Offline protection and brute-force complexity for FastZIP computing 128-bit keys
for different choices of similarity thresholds and fingerprint sizes. Gray boxes mark
sufficient security levels. T is described in text.

We choose the
brute-force
complexity of an
offline attack
considering that the
attack is limited to a
few seconds.

Similarity
Threshold

Fingerprint
Bits

Offline Attack
1−P

Brute-force
Complexity C

95%

40

< 2−23

90%

60

< 2−20

≈ 237 T

85%

80

< 2−12

80%

100

< 2−7

75%

120

70%

140

≈1
≈1

≈ 232 T

≈ 260 T
≈ 263 T
≈ 264 T
≈ 260 T

short fingerprints of 40–60 bits for thresholds above 90% (cf. Table 14). Below 90%, the
security of FastZIP relies on our other security level measuring brute-force complexity
of the offline attack. For estimating this complexity, we think of ECC encodings as
consisting of n = |f| parts which are correct or wrong depending on whether the
corresponding fingerprint bit was correct or not. We use the following brute-force
method to decode an ambiguous encoding: randomly guess which m parts of the
encoding are correct, decode only them, and set the secret to be the first result that
appears twice. Considering that we do not know how many parts i of the codeword are
actually correct, the conditional probability of guessing m out of i correct parts in the
n parts long encoding is given by the hypergeometric distribution as im /nm , which
finds its maximum at i = (n − m)/2. The complexity of the offline attack is thus lower
bounded by nm /(n − m)m T . Here, T is the complexity of ECC.Decode, which is larger
than the complexity of one AES decryption.
Table 14 shows the calculated fingerprint sizes providing sufficient security for
FastZIP based on fPAKE for a range of similarity thresholds. In Section 5.6, we elaborate
that these findings are generic, thus can be directly reused by other ZIP schemes.
5.4

intra-car device pairing

We present intra-car device pairing—an exemplary use case of FastZIP to pair devices
inside a moving car. It enables novel vehicular applications such as pairing user devices
for customized driving experience or pairing ECUs for travel efficiency [52, 298]. We
first provide the case overview followed by implementation details.
Case Overview. There is a growing number of on-board smart devices in modern cars,
including devices of drivers and passengers (e.g., smartphone, earbuds) as well as ECUs
and infotainment systems [52, 167]. The prohibitive user effort to pair these devices,
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many of which lack user interfaces, justifies the use of FastZIP for intra-car device
pairing. FastZIP utilizes four sensor modalities to capture the context of a moving car:
vertical and horizontal acceleration, gyroscope sky-axis, and barometer. Our review of
prior work shows that acceleration of a moving car can be decomposed into vertical and
horizontal components, with the former capturing road conditions (i.e., bumpiness), while
the latter—driving patterns and traffic conditions (i.e., acceleration/deceleration) [48]. A
gyroscope measures car’s turns and steering directions [371], while a barometer captures
altitude changes when a car moves along the road [297].
5.4.1
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Intra-car device
pairing enables
innovative vehicular
applications.

Implementation

Data Collection. We develop an Android app to collect accelerometer, gyroscope, and
barometer data at fixed sampling rates (i.e., 100 Hz for accelerometer and gyroscope;
10 Hz for barometer). We convert accelerometer and gyroscope data to the world
coordinates, eliminating the effect of device orientation. Before data collection, we
perform an Network Time Protocol (NTP) update on smartphones, ensuring consistent
data timestamps, which we use to synchronize the start of sensor recordings of colocated
devices.
Data Processing. We process the collected sensor data before feeding it into the activity
filter. Prior to any processing, we resample the data to the set sampling rates, eliminating
the effect of sampling rate instability [342]. To decompose acceleration into vertical and
horizontal components, we (1) remove the Earth’s gravity from the accelerometer data
applying a non-overlapping 5-second sliding window and (2) use the estimated Earth’s
gravity to perform the decomposition [48]. For the gyroscope data, transformed to
the world coordinates by our app, we select a Z-axis that is perpendicular to the road
surface. We convert the barometer data p to altitude halt in meters using a standard
pressure-height formula [297]:
halt

(︃
(︂
= 44330 · 1 −

1

p )︂ 5.255
1013.25

)︃

After converting the sensor data to a required format, we perform signal smoothing
and noise reduction in two steps: (1) applying them on the whole data and (2) on signals
of several seconds, partitioning these data. To remove low-frequency noise and smooth
the whole data without distorting it (e.g., keep peak locations), we use a Savitzky-Golay
(SG) filter with a window length 3 and degree 2 polynomial. Afterwards, we apply a
Gaussian filter with a sigma of 1.4 to reduce high-frequency noise.
We use the same sequence of filters on sensor signals of several seconds: the SG filter
has a window length 5 and degree 3 polynomial for finger-grained smoothing, while
the Gaussian filter stays the same. For the acceleration signals, we afterwards apply
an exponentially weighted moving average (EWMA) filter to smooth them further,
while keeping their significant changes; the EWMA alpha is set to 0.16 and 0.2 for

We perform signal
smoothing and noise
reduction on the
whole data and
chunks of the data.
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vertical and horizontal acceleration, respectively. For the altitude signals, we perform
mean subtraction before filtering. This helps to (1) remove offset between barometer
sensors caused by hardware and temperature variation [99], (2) eliminate atmospheric
pressure, accentuating altitude changes in the signal. We adapt filter parameters for
signal smoothing and noise reduction from related work [48, 144, 210].
Activity Filter. The activity filter applies to a processed sensor signal of several seconds.
We implement it by computing the average power and SNR for all modalities, and
counting prominent peaks for vertical and horizontal acceleration (cf. Section 5.3). To
pass the activity filter, a signal must have the average power, SNR, and optionally
the number of prominent peaks higher than a predefined threshold, which we find
empirically. The signal that passes the activity filter is input to the quantization,
otherwise it is discarded.
Quantization. We implement quantization, converting a sensor signal to fingerprint
bits, as described in Section 5.3. Its parameters (i.e., signal length, number of output bits)
are set empirically for each modality (cf. Section 5.5.1). We compute the quantization
threshold as a median of the sensor signal; for vertical and horizontal acceleration,
we add small ∆ to the median, reducing the effect of sensor noise on quantization.
We concatenate bits quantized from the sensor signal with bits derived from other
modalities likewise before inputting them as one fingerprint to the fPAKE protocol.
FastZIP Prototype. We implement FastZIP to evaluate its runtime performance on
off-the-shelf IoT devices (cf. Section 5.5.6). We focus on the fPAKE protocol, as the
underlying functionality takes either constant (e.g., sensing) or negligible time (e.g.,
quantization). The FastZIP prototype allows two devices with similar fingerprints to
establish a shared symmetric key. Our implementation is modular and agnostic to the
fingerprint derivation, making it directly reusable by other ZIP schemes. To implement
the fPAKE protocol, we use primitives from a Python cryptography library [355]. For
the ECC, we utilize Shamir’s secret sharing scheme in its error-correcting variant (i.e.,
introducing redundancy by adding more point-value pairs of the polynomial) [75].
For the PAKE component, we use the Encrypted Key Exchange (EKE) protocol [22],
built as Diffie-Hellman key exchange symmetrically encrypted with passwords. Our
fPAKE implementation supports two security levels, generating keys of 128- and
244-bits. We enable communication between devices utilizing IP sockets and data
serialization [100, 101], allowing us to run the FastZIP prototype in real-time. To
benchmark our implementation, we employ a Python time module [102].
5.5

evaluation

We present a comprehensive evaluation of FastZIP based on the real-world data we
collect.
Experiment Setup. We collect accelerometer, gyroscope, and barometer data from four
cars driven in a number of scenarios: within a city, on country roads, on a highway,
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Figure 22: Experiment setup. Smartphones are placed at five various spots inside each of two
cars driving the same route.

and inside a parking garage for a total of 800 km. To evaluate the suitability of FastZIP
for various cars, we collect these data using (1) two similar cars (Opel Astra wagons;
400 km of driving) and (2) two different cars (Škoda Octavia sedan and Volkswagen
Golf hatchback; 400 km of driving). In both experiments, we equip two cars with five
smartphones each, covering spots where smart devices are typically found [48, 98]:
on a dashboard, between front seats, behind driver and passenger seats, and inside
a trunk (cf. Figure 22). Then, we collect sensor data from two cars driven as such: (1)
one car starts a predefined route, followed by another car after a 10–15 minute lag, (2)
two cars drive one after another, changing the distance between each other and the
role of a leading vehicle. We cover a similar number of kilometers for city, country,
and highway driving. In the parking scenario, cars leave an underground garage and
return back to it multiple times. To collect the sensor data, we utilize Nexus 5X and
Nexus 6P smartphones. After data processing (cf. Section 5.4.1), we use vertical and
horizontal acceleration (labeled as Acv and Ach, respectively), gyroscope sky-axis (Gyr),
and altitude computed from barometer (Bar) in our evaluation.
Reproducibility and Reusability. We release the collected sensor dataset along with
the driven routes map and the source code of our data collection app, evaluation stack,
and FastZIP prototype [95].
5.5.1

We collect sensor
data from over
800 km of driving of
four cars.

Methodology

We evaluate FastZIP using several criteria: (1) security and usability, (2) pairing time, and
(3) runtime performance. To assess security, we compute False Acceptance Rate (FAR)
and evaluate entropy of our fingerprints. A false acceptance occurs when non-colocated
devices in different cars (cf. Figure 22) pair because their fingerprints are similar
enough. We assess usability by computing True Acceptance Rate (TAR), showing the
rate of successful pairings between colocated devices inside the same car. For a detailed

We compute TARs
and FARs to
quantify the rate of
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analysis of FARs and TARs, we compute them on the full data of an experiment (e.g.,
similar cars) and on the subsets of data corresponding to driving in one of our scenarios:
city, country, highway, and parking. To evaluate pairing time, we find the amount of
context data (in seconds) required to pair securely, while for runtime performance we
benchmark the FastZIP prototype on the Raspberry Pi.
System Parameters. We use the collected sensor data to find configuration parameters
for FastZIP’s modules: activity filter, quantization, and fPAKE yielding the best trade-off
between security and short pairing time. To find the length of sensor signal to derive
fingerprint bits, we examine how much sensor data is required to capture typical
ambient activity (e.g., car turn by Gyr). Our results show that 10 seconds of Acv, Ach,
and Gyr data capture typical road bumpiness, acceleration patterns, and car turns,
while 20 seconds of Bar data is enough to record altitude changes. We set these signal
lengths as input to the activity filter and to quantization, using them to empirically find
thresholds for activity filter metrics for each sensor modality.
To choose the number of fingerprint bits output by quantization, we investigate (1)
the good ratio between high TAR and low FAR and (2) modality variation. The latter
helps us understand how many uncorrelated bits can be extracted from the sensor
signal. Based on our findings, we set the number of fingerprint bits to 24 for both Acv
and Ach, 16 for Gyr, and 12 for Bar. A similarity threshold defines the level of similarity
between two fingerprints required to establish pairing. To select similarity thresholds,
we study how many bits typically differ in the fingerprints of colocated devices. We set
the following thresholds, balancing high TAR and low FAR, to be used in the fPAKE
protocol: 70.8% (Acv), 75% (Ach), 93.7% (Gyr), and 91.7% (Bar).
5.5.2

We see that different
sensors achieve best
TARs in different
scenarios.

Pairing between Colocated Devices

We compute TARs between each pair of colocated devices inside the same car, providing
the average TAR. First, we present TARs for individual sensors (e.g., Acv) followed by
the evaluation of sensor fusion. Our results are consistent across the similar and different
cars experiments, indicating generalizability of FastZIP to various cars. In the following,
we provide typical TARs.
TARs of Individual Sensors. Figure 23a depicts TARs for the first car in the similar
cars experiment. We see that full TARs range between 0.84 and 0.91, showing that the
individual sensors alone achieve relatively high success rates. However, the TARs of
scenarios (e.g., city) have higher variation: while Ach and Gyr exhibit fairly consistent
TARs, Bar and especially Acv show a wider spread of TARs. For Acv, the TAR spread
is caused by diverse bumpiness perception inside a car affected by such factors as
car suspension (e.g., front vs. rear) and surface on which bumpiness is measured
(e.g., plastic vs. fabric). These factors become important when a car moves slowly,
reducing TARs as in the city and parking, while higher speed leads to more profound
bumpiness, increasing TARs as in the country and highway. For Bar, higher speed
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causes profound altitude changes, improving TARs (e.g., highway), while there are
few such changes when traveling short distances, reducing TARs (e.g., parking). In
contrast, Ach and Gyr show lower TARs when a car moves at constant speed (e.g.,
highway). These sensors benefit from non-monotonic driving with many stops, leading
to distinct acceleration patterns (Ach) and sharp turns (Gyr), as in the city and parking.
Thus, no sensor outperforms the others in all the scenarios, and they show potential for
complementing each other.
We analyze TAR deviation inside a car, finding that longer distance between devices
leads to lower TARs. This happens because context signals (e.g., road bumpiness) can
be attenuated or perceived with varying intensity at distant spots. We find that rapidly
changing sensors (i.e., Acv, Ach) can have up to 20 percentage points of TAR difference
between farthest devices, while for gradually changing sensors (i.e., Gyr, Bar) it is below
five percentage points.
TARs with Sensor Fusion. We fuse sensors by concatenating sub-fingerprints of different modalities derived in the same timeframe. Thus, we obtain more fingerprint
bits in less time, speeding up pairing. We explore the fusion of two, three, and all of
our sensors. Our findings show that sensor fusion generally increases TARs, while
reducing their deviation between devices. This happens because sensors can reinforce
each other in the following way: error correction bits unused in the sub-fingerprint of
highest similarity allow fixing extra errors in another sub-fingerprint, making the fused
fingerprint exceed the similarity threshold, improving the TAR. Such reinforcing effect
leads to the fused TAR to be either close to the highest TAR in sensor combination or
even exceed it. The latter outcome is typical for sensor combinations including Ach and
Gyr, which often capture co-occuring ambient activity (e.g., decelerate when turning).
Figure 24a shows a subset of fused TARs for the second car in the similar cars
experiment. We see that by adding more sensors TARs steadily increase from left to
right: ranging from (0.65, 0.89) for individual modalities to (0.85, 0.93) when fusing
all of them. With the TAR of 0.9 colocated devices would need 1.1 pairing attempts
on average to pair successfully. In few cases, sensors do not reinforce each other,
namely combinations including Acv and Bar, and Acv and Gyr in the parking and city,
leading to reduced TARs. For Acv and Bar, both have lowest TARs in these scenarios
(cf. Figure 23a), so combining them increases the number of mismatching bits in the
fused fingerprint. We find that Acv and Gyr often capture disjoint ambient activity (e.g.,
high speed: intense bumpiness but no turns), explaining lower potential for reinforcing
each other.
5.5.3

Resilience to Attacks

We compute FARs between each pair of non-colocated devices in different cars, presenting the average FAR under injection, replay, and similar-context attacks (cf. Section 5.2).
Similar to TAR, we first provide FARs for individual sensors and then evaluate their
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Figure 23: True Acceptance Rates (TARs) and False Acceptance Rates (FARs) for individual
sensors.
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Figure 24: Effect of sensor fusion on True Acceptance Rates (TARs) and False Acceptance Rates
(FARs) for representative subsets of scenarios; we connect markers for readability,
the plots do not show a time series.
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fusion, obtaining consistent results across similar and different cars experiments. In the
following, we provide typical FARs.
Injection Attack. We use sensor data collected inside a parked car capturing noise to
pair with legitimate devices. Figure 23b depicts FARs of individual sensors computed
for the first car in the similar cars experiment. We see that three out of four modalities
show FARs above 0.03, making this low-effort attack practical. However, injecting sensor
noise does not work on Gyr because car turns result in distinct up and down peaks in
the signal (cf. Figure 21c) that are not common for noise. With sensor fusion, FARs drop
below half a percentage point using two modalities, converging to zero by adding more
sensors (cf. Figure 24b). This result is the opposite of the reinforcing effect in TARs,
showing that with more sensors differences between non-colocated fingerprints grow,
reducing FARs.
We also try injecting sensor signals that are collected in a moving car but do not pass
the activity filter. In this case, FARs grow by an extra percentage point for Acv, Ach, and
Bar, while for Gyr they increase by order of magnitude: up to 0.005. Thus, low-entropy
sensor signals from a moving car slightly improve the attack, while sensor fusion has
the same effect as in Figure 24b.
Replay Attack. We replay sensor signals passing the activity filter from one car to pair
with devices in another car; both cars have driven the same route. In the first case,
we do not synchronize such replayed signals. Figure 23c depicts FARs of individual
sensors for the first car in the similar cars experiment. Compared to injection attack,
FARs show a fourfold increase for Gyr and Bar, remaining similar for Acv and Ach. The
altitude change (Bar) on a given route has least variation, allowing successfully replay
(i.e., FAR of up to 0.2), while other sensors are less affected. We can reach zero FARs by
fusing more than two sensors (cf. Figure 24c).
In the second case, we replay sensor signals from periods when both cars drive the
same part of the route (e.g., in a city) using a rough timeline of their travel. We see an
extra twofold increase in FARs of Gyr and Bar peaking at 0.07 and 0.38, respectively,
while for Acv and Ach the growth is 1–3 percentage points. Thus, all sensors have
FAR above 0.05, making this attack alarming. The sensor fusion leads to zero FARs as
in Figure 24c, showing its importance to prevent replay attacks.
Similar-context Attack. We use sensor signals passing the activity filter from one car
to pair with devices in another car when two cars drive one after another (cf. Figure 22).
We grant the adversary an unfair advantage of matching a single sensor (e.g., Acv).
It means that they always “guess” the closest fingerprint to the legitimate one; the
adversarial and legitimate fingerprints are derived from temporally close sensor signals.
Figure 24d depicts the best achievable FARs for this attack. We see that none of
individual sensors can prevent the similar-context attack alone, showing FARs between
0.3 and 0.9 (leftmost of the graph). As in the replay, Bar that has least variation is
the most vulnerable followed by Ach and Acv. For Ach and Acv, FARs are caused by
shared road conditions such speed limits leading to consistent decelerations (Ach) and
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Figure 25: Pairing times obtained from our sensor data for FastZIP (fPAKE) and state-of-the-art
ZIP schemes (Fuzzy commitments: F. com.).

road cracks resulting in similar bumpiness (Acv). Gyr is the most robust to this attack
because it captures human-specific steering behavior, which varies between drivers.
We see that fusing two sensors cannot prevent the similar-context attack, especially
when combining low-varying Bar with other modalities (cf. peak in the middle of Figure 24d). By adding three and more sensors, we achieve nearly zero FARs, emphasizing
the necessity for sensor fusion to mitigate advanced attacks in ZIP.
5.5.4

FastZIP requires
20–40 seconds to
pair in most
situations.

Pairing Time

We compare pairing time of FastZIP utilizing fPAKE and state-of-the-art ZIP schemes
based on fuzzy commitments. To enable a fair comparison, we assume the number of
fingerprint bits and time to derive them to be the same (cf. Section 5.5.1) and evaluate
pairing time on the level of the cryptographic protocol, namely fPAKE vs. fuzzy
commitments. First, we calculate how much time it takes to obtain enough fingerprint
bits to provide security against offline attacks for fPAKE and fuzzy commitments.
For the former, we use findings in Table 14, while for the latter we target a 128-bit
fingerprint, accounting for entropy loss due to error correction [245]:
|f|entropy_loss = |f|target + 2 · (1 − thr) · |f|target

Both theoretically
calculated and found
from our sensor data
pairing times
demonstrate the
advantage of
FastZIP.

Here, thr denotes a similarity threshold. Table 15 shows the resulting pairing times,
demonstrating that FastZIP requires 20–40 seconds to pair in the majority of cases,
while state-of-the-art schemes need 1.5–3 times longer time under the same conditions.
Second, we evaluate the time required to accumulate fingerprint bits for fPAKE
and fuzzy commitments in Table 15 by traversing our collected sensor data with an
overlapping sliding window using a 5-second step (cf. Activity Filter in Section 5.3 for
reasoning). Figure 25 gives pairing times obtained on the full data of the first car in
the different cars experiment, confirming the 1.5–3 faster pairing time of FastZIP. The
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Table 15: Calculated pairing times for FastZIP (fPAKE) and state-of-the-art ZIP schemes (Fuzzy
commitments: F. com.).
Sensor
(Fusion)
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Thr.

Fingerprint Bits
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Figure 26: Distribution of fingerprint random walks for different sensors. Expected binomial
distribution in red.

calculated and obtained from our data pairing times are close to each other; the latter
pairing times for Bar and its fusion combinations are even smaller, as the length of the
Bar signal (i.e., 20 seconds) is significantly bigger than the sliding window step. We
see that pairing times obtained from our data shorten in the case of profound ambient
activity (e.g., Acv on highway), and pairing time consistency inside a car depends on
device location for Acv and Ach, while it is stable for Gyr and Bar.
5.5.5

We do not find
obvious entropy
biases in our
fingerprints.

Entropy of Fingerprints

To evaluate entropy of fingerprints produced by FastZIP, we (1) examine them for biases
(e.g., bit patterns) and (2) estimate their min-entropy. To identify biases, we represent
our fingerprints as random walks, with 1- and 0-bits showing steps in positive and
negative directions [36, 98]. The result follows a binomial distribution if fingerprints
are uniformly random. We also study bit transition probabilities, interpreting each bit
position in a fingerprint as a state in a Markov chain. Figure 26 depicts the results of
random walks for individual sensors. The distributions for all sensors are centered
around the mean, indicating that overall fingerprints have the equal number of 0- and
1-bits. We see that more unique fingerprints can be generated from modalities with
higher variation (e.g., Acv). The Markov property is close to 0.5 for all sensors, showing
that the probability of each bit in a fingerprint to be 0 or 1 is equal. These findings
reveal no biases in our fingerprints, indicating that our quantization achieves its design
goals (cf. Section 5.3).
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Figure 27: Min-entropy of FastZIP fingerprints estimated by NIST SP800-90B test suite (entropy
in 1 bit).

To assess min-entropy, we apply the NIST SP 800-90B test suite [337, 368]. It consists of
ten entropy estimators and is widely used [41, 194, 401]. Figure 27 shows the estimated
min-entropy for fingerprints of individual and fused sensors. We obtain 0.43 bits of
entropy for Acv, 0.19 bits for Ach, and below 0.05 bits for both Gyr and Bar, confirming
our findings in Figure 26. Sensor fusion has a positive impact on min-entropy, which
either stays close to the highest min-entropy in the combination or exceeds it. The fact
that min-entropy increases when combining different sensors, indicates that they are
uncorrelated, preventing the adversary from inferring one sensor signal from another.
We consider the obtained entropy results to be conservative because the SP 800-90B
suite is known to underestimate min-entropy [410], and it makes a fair assessment
given >106 data samples, which we do not have. We find that dependency between
consecutive bits is a decisive factor in lowering min-entropy of our fingerprints. To
check if this is caused by quantization parameters, we halve the number of bits in our
fingerprints (cf. Reduced in Figure 27), seeing only a modest increase in min-entropy.
Thus, min-entropy in our fingerprints is restricted by the lack of entropy in the sensor
data. In Section 5.6, we elaborate on attainable entropy from our sensor data.
Figure 27 shows that the majority of fused fingerprints have 30–40% of truly random
bits. Thus, we need to collect more data to provide security, increasing pairing time of
FastZIP by 2.5–3 times to 75–120 seconds. For state-of-the-art ZIP schemes, pairing time
grows by 7 times, reaching several minutes, as they are more affected by non-random
bits due to longer fingerprints.
5.5.6

Prototype Performance

We benchmark our FastZIP prototype on the Raspberry Pi 3 Model B, recording its
performance in terms of computation and communication overhead. Specifically, we
randomly sample 2000 fingerprints for each fusion combination, deploying them on
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Raspberry Pi.

two Raspberry Pis (i.e., 1000 fingerprints on each) connected via a Wi-Fi router. We
measure the execution time to establish a 128-bit symmetric key on each device, showing
the average performance in Figure 2817. We observe a maximum time of around 4.4
seconds for two sensors (i.e., Acv + Ach), growing to 8.2 seconds when fusing all of
them. The execution time depends on the fingerprint size, and its deviation from the
average performance increases with a lower similarity threshold (e.g., Acv + Ach vs.
Gyr + Bar). We see that 60–80% of the execution time accounts for the communication
overhead, which can be reduced using a direct link between devices. Rising the output
key size from 128 to 244 bits proportionally increases the execution time. Overall,
FastZIP runs efficiently on off-the-shelf IoT devices, imposing only a few seconds of
overhead. Our prototype is Python-based without performance optimization techniques.
Its building blocks (cf. Section 5.4.1) can be reimplemented in C to deploy FastZIP on
more constrained devices.
5.6

discussion

We provide relevant discussion points for FastZIP.
Generalizability. We show how to adapt the building blocks of FastZIP: activity filter,
quantization, and fPAKE to be used for ZIP in other use cases (e.g., smart home,
wearables). Our activity filter utilizes generic metrics: average power, SNR, and a
number of prominent peaks that can be computed on any sensor signal. To find metrics
thresholds, excluding low-entropy signals, we examine metrics of sensor signals of
fixed length (e.g., 10 seconds), capturing strong and weak ambient activity. With this
approach, we obtain thresholds suitable for different cars and road types. Similar results
are reported for the average power threshold of audio signals recorded in different
17 We use fingerprints from our evaluation. Accounting for entropy loss in the fingerprints (cf. Table 15) will
increase the execution time by a few seconds.

5.6 discussion

places [181]. Hence, thresholds for activity filter metrics can be determined once per use
case and sensor type. Our activity filter can be easily adapted by wearable ZIP utilizing
human gait captured by the accelerometer. Specifically, all three metrics (prominent
peaks can mark gait cycles) are computed on gait signals of chosen length (e.g., 30
seconds), while metrics thresholds can be derived using public gait data of moving and
still users [309].
FastZIP quantization has worked well on four sensor modalities. To apply it for other
ZIP use cases, two parameters need to be adjusted: (1) length of input sensor signal and
(2) number of output fingerprint bits. These parameters are set empirically based on
the duration and variation of scenario-specific ambient activity captured by the sensor
signal. For example, in a smart home, a door knock event lasting a few seconds can be
recorded by the microphone and accelerometer [144]. The former signal has a higher
variation, thus our quantization can be set to output more fingerprint bits from it.
Our fPAKE findings (cf. Table 14) are generic for a given similarity threshold and
security level, hence directly reusable by other ZIP schemes. For a different choice
of similar threshold/security level, the required fingerprint size in bits providing
protection against offline attacks can be computed, as explained in Section 5.3.
Entropy of Sensor Data. The min-entropy presented in Figure 27 results from sensor
data collected on high-quality flat roads, giving the lower bound of attainable entropy.
We do not cover gravel, forest, or mountain roads that have profound bumpiness (Acv)
and sharp turns (Gyr). Also, we do not have representative data from hectic metropolis
driving, which should reveal distinct acceleration patterns (Ach) as well as from hilly
regions with rapidly changing altitude (Bar). These different road and traffic conditions
have a high potential for increasing entropy in sensor data [145]. Another way of
obtaining more entropy from sensor data is customized quantization. Our quantization
focuses on (1) extracting bits from heterogeneous sensors and (2) reducing entropy
biases in fingerprints, hence it may not be optimal in the amount of attainable entropy.
Prior work explores various quantization methods [36, 131], some of which can be
adapted to FastZIP.
Deployment Considerations. To deploy FastZIP in a real car setting, a few points need
to be considered. First, devices are expected to continuously sense their context before
they establish pairing, eliminating the need for time synchronization [144, 245] (i.e.,
each device extracts fingerprints bits from common parts of context passing the activity
filter). In other words, devices observe common context events (e.g., road bump) in the
same timeline (i.e., similar to [144]) and can buffer them, tolerating clock offset between
devices. For this to work, devices must maintain the same sampling rate of context
measurements and start them simultaneously (e.g., upon a broadcasted command). For
example, a major component of the car (e.g., infotainment system) can broadcast such
a command when a car is started. Since devices in the same car are located nearby,
they will receive this command almost at the same time. To further eliminate the effect
of different devices receiving the broadcasted command at negligibly different times
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and account for overhead to trigger sensing, devices can start measuring context upon
the command reception after a short pause (e.g., 5 seconds); for this, they do not
need synchronized clocks as well. Furthermore, FastZIP extracts much fewer bits from
context signals (e.g., 24 bits from 10 seconds) as compared to existing ZIP schemes (e.g.,
128 bits from 5 seconds in [393] or 512 bits from 6 seconds in [310]), making FastZIP
less susceptible to several millisecond offsets between these signals. Specifically, we
try injecting 5–7 millisecond offsets between context signals that we used to evaluate
FastZIP, finding that it would reduce TARs of individual sensors (cf. Figure 23a) by a
maximum 10% for Acv, 7% for Ach, and below 5% for Gyr and Bar, while FARs remain
the same. We consider this reduction to be acceptable for a proof-of-concept FastZIP,
however further research can investigate how to eliminate the effect of synchronization
errors in real deployments. Since FastZIP requires a few dozen seconds to pair, collecting
context for this time using low-power sensors will not impose much overhead. Second,
each device is expected to learn parameters of the scheme (e.g., quantization) prior to
pairing: in FastZIP, it can happen upon the scheme installation, as commonly assumed
in ZIP [144, 309, 388]. Before trying to pair, each device can advertise its desired security
level (e.g., 128- or 244-bits in fPAKE), pairing with those devices that support the same
security level.
Limitations. We evaluate FastZIP using devices fixed inside a car interior, covering
the likely use case of pairing between a mounted user device (e.g., smartphone) and
an infotainment system. However, users may interact with their devices, affecting
accelerometer and gyroscope readings. Differentiating between human and vehicle
motion in the sensor data collected inside a moving car is an open research question [48].
We envision that predicting sensor data resulted from human motion [388] and filtering
it afterwards [309] can help address this question.
5.7

related work

To date, a number of ZIP schemes utilizing various sensors (e.g., microphone, accelerometer) to capture context have been proposed [144, 145, 210, 243, 245, 309, 310].
The state-of-the-art ZIP schemes rely on the fuzzy commitments cryptographic primitive [175] to establish a shared secret key. Other cryptographic alternatives include
customized extensions of fuzzy commitments [309] or the EKE protocol [131]. However,
these extensions do not have proven security guarantees. The majority of proposed
ZIP schemes rely on a single common sensor to capture context. The existing schemes
utilizing fuzzy commitments and context based on a single sensor modality suffer
from (1) prolonged pairing time, (2) vulnerability to offline attacks, and (3) attacks
caused by the predictable context (e.g., replay). FastZIP overcomes these limitations by
a novel design, namely combining the fPAKE protocol [75] and multi-sensor context
constructed by combining multiple sensor modalities (i.e., sensor fusion).
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Table 16: Comparison with state-of-the-art ZIP schemes.
Scheme

Use Case

Time (s)

(FAR, FRR)

Bias

Schürmann and Sigg [310]†

In-car

120

(0.10, 0.10)

Low

In-car

1280

(0.23, 0.23)

High

Miettinen et al. [243]†
Convoy [145]

In-car

300

-

-

Miettinen et al. [245]

Home

5640

(0.03, 0.02)

-

Perceptio [144]

Home

8280

-

-

BANDANA [309]

Wearables

96

-

High

FastZIP

In-car

20

(0.0, 0.06)

Low

† evaluated in [98]. We show best achievable results for each scheme.

Table 16 compares FastZIP and prominent state-of-the-art ZIP schemes in terms
of pairing time, error rates, and entropy biases in the fingerprints. We note that this
comparison is indicative, as we use the information reported in the original publication
for each ZIP scheme. FastZIP has the shortest pairing time among the schemes, including
those that are used for in-car pairing, while achieving low error rates. This shortest
pairing time is due to the combination of fPAKE and sensor fusion, which can together
give a 3–9 reduction in pairing time (cf. Section 5.5.4). However, pairing time also highly
depends on the used context (e.g., continuous gait [309] vs. infrequent knock [144]) and
quantization method (e.g., in [243] one bit is derived from two minutes of sensor data).
The schemes [310] and [243] utilizing ambient audio and noise levels, respectively, are
evaluated for in-car pairing [98], showing error rates above 0.1. Despite audio and noise
level context varying significantly in a running car, the fingerprints of those schemes
contain entropy biases (e.g., more 0-bits). Convoy that uses road bumpiness captured by
the accelerometer for pairing is vulnerable to the context replay attack [145], however
the resulting FAR is not reported. ZIP schemes for pairing smart home devices [144,
245] may achieve comparable error rates to FastZIP, requiring, however, at least two
orders of magnitude longer time. This time will further increase in the case of entropy
biases, which are not evaluated by the considered schemes. We note that the longest
pairing time of Perceptio [144] is a tradeoff, as the scheme enables pairing between
devices with heterogeneous sensors (e.g., microphone and accelerometer). For ZIP
schemes targeting wearables such as BANDANA [309], utilizing human gait captured
by the accelerometer, the pairing time is closest to FastZIP. However, such schemes often
show bit patterns in their fingerprints and are vulnerable to video-based attacks [36].
Our review of related ZIP work reveals important results: entropy biases of various
level of severity exist in fingerprints of all schemes. This is worrying, as the state of the
art relies on fuzzy commitments, where high entropy of fingerprints is imperative to
prevent offline attacks. Also, none of the works explicitly accounts for entropy biases
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(e.g., by saying how many more bits need to be collected). The impact of entropy
biases is less severe in fPAKE, as it limits the offline attack in time and number of
attempts. We notice that many ZIP schemes use previous versions of NIST statistical
tests [20] to find entropy biases, reporting results for only passed tests, without further
investigation [200, 210, 393]. Thus, we urge researchers to scrutinize the entropy of
fingerprints derived from context with recent NIST tests [368] and additional tools such
as in [36, 98].
5.8

We recall
contributions of this
chapter.

summary

In the age of the Internet of Things (IoT), securing wireless communication of smart
devices is crucial to protect their data. Zero-interaction pairing (ZIP) allows establishing
a shared secret key between devices based on their physical context (e.g., ambient audio).
In this chapter, we propose FastZIP, a novel ZIP scheme that significantly reduces
pairing time while providing stronger security than state-of-the-art ZIP schemes. The
main contribution of FastZIP is its innovative design combining the Fuzzy PasswordAuthenticated Key Exchange (fPAKE) protocol and sensor fusion. We implement and
empirically evaluate FastZIP in the exemplary use case of intra-car device pairing,
demonstrating that FastZIP (1) reliably pairs devices inside the same car, achieving
up to three times faster pairing than state-of-the-art ZIP schemes, (2) is secure against
various attacks, and (3) runs efficiently on off-the-shelf IoT devices.

R O B U S T C O P R E S E N C E D E T E C T I O N B A S E D O N C H A N N E L S TAT E
I N F O R M AT I O N

After evaluating zero-interaction authentication (ZIA) schemes in realistic scenarios,
identifying their limitations (cf. Chapter 4), we improve on ZIA with respect to security
and deployability in this chapter.
Copresence detection is a necessary prerequisite to ZIA—a technique that allows one
device to authenticate another based on their physical proximity. To date, a number
of context-based copresence detection schemes utilizing different sensor modalities
have been proposed [136, 181, 229, 317, 321, 323, 364, 365]. Some schemes are already
used in commercial products such as Futurae Authentication [109] and Apple Auto
Unlock [346], making their security and utility crucial for real-world applications. However, these state-of-the-art schemes have two major limitations. First, they show reduced
copresence detection accuracy, hence lower security, in the cases of low-entropy context
(e.g., empty room with few events occurring) and insufficiently separated environments
(e.g., adjacent rooms). In the first case, the context becomes predictable, allowing the
adversary to guess or manipulate it in a controlled manner [98, 325]. In the second case,
close environments partly share the context (e.g., loud sound), confusing copresence
detection if several devices start it simultaneously [98, 347]. Second, the state-of-the-art
context-based schemes require devices to be equipped with common sensors such as
microphones, limiting their utility because many Internet of Things (IoT) devices have
only a single sensor (e.g., power meter) [144].
The above two limitations impair the security and utility of context-based copresence
detection schemes, hindering their adoption in the IoT. We address these limitations
by proposing Next2You, a novel copresence detection scheme based on channel state
information (CSI). Figure 29 shows the design space of Next2You in comparison to
state-of-the-art schemes. Specifically, Next2You has higher security, achieving accurate
copresence detection in low-entropy context and insufficiently separated environments,
and is deployable on devices with heterogeneous sensors, while performing similarly
in terms of completion time and distance at which copresence detection is viable.
To the best of our knowledge, we are the first to demonstrate the feasibility of copresence detection based on CSI, leveraging its two advantages. First, CSI is mandatory
information generated when Wi-Fi-enabled devices communicate. The ubiquity of
Wi-Fi in IoT devices [352] and increasing CSI availability in them [142, 308, 390] allow
Next2You to run on devices that do not have common sensors but are equipped with
Wi-Fi (e.g., a laptop and smart plug). Second, CSI is known to be location-sensitive,
capturing variation of a wireless channel, which is affected by the distance between
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devices, geometry and materials of surroundings (e.g., walls), as well as wireless spectrum busyness and mobility [222, 389]. Prior work utilizes this property for secure
localization [82, 83, 391], exploiting small changes in the environment (e.g., motion)
affecting CSI to detect attacks. However, these works make unrealistic assumptions for
the IoT, namely they use bulky software-defined radios with multiple antennas and
significant processing power, relying on tight time synchronization between devices
and hundreds of CSI measurements per second. Our goal is different, as we aim to
detect copresence (e.g., if devices are in the same room) and not precise location. This
is challenging because we need to obtain common CSI features for copresent devices
within the same environment, ensuring that such features are distinctive among noncopresent devices in different environments. In addition, we evaluate Next2You on
smartphones that have hardware similar to IoT devices (e.g., portable, single antenna),
assuming realistic conditions such as loose time synchronization between devices and
a few CSI measurements per second.
To achieve our goal, we propose using CSI magnitude and phase values in a neural
network to capture robust wireless context commonly observed by copresent devices.
We design the network such that it not only automatically learns relevant copresence
features, which we corroborate with prior research, but also enables generalizability
and high performance of Next2You. To demonstrate the effectiveness of Next2You, we
collect CSI data in five real-world scenarios, including a busy office, an urban apartment,
a rural house as well as parked and moving cars, resulting in over 90 hours of CSI
measurements. We show that Next2You provides reliable copresence detection with

6.1 background and related work

error rates below 4% in both 2.4 GHz and 5 GHz frequency bands, and it is capable
of running on off-the-shelf smartphones in real-time. Next2You maintains accurate
copresence detection in challenging cases of low-entropy context and insufficiently
separated environments. Through our real-world experiments, we demonstrate the
robustness of Next2You copresence detection, its ability to generalize to new application
scenarios, and its resilience to attacks.
In summary, we make the following contributions:
• We design Next2You, a novel copresence detection scheme that combines CSI and
neural networks, justifying their mutual suitability for copresence detection.
• We collect a real-world dataset of CSI in five scenarios using off-the-shelf smartphones.
• We implement Next2You and evaluate it based on these data, demonstrating
its efficacy in distinguishing copresent and non-copresent devices, considering
different frequency bands, heterogeneous devices, and attack scenarios. We also
show the capability of Next2You to work reliably in real-time.
• We publicly release the collected dataset as well as the source code of our CSI
data collection app, evaluation stack, and Next2You prototype.
6.1
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background and related work

In this section, we explain how context-based copresence detection works and review
existing schemes, demonstrating the advantages of Next2You.
Background. Context-based copresence detection involves two devices: a prover and
a verifier, where the former tries to proof its physical proximity to the latter, and it
works as follows. First, the prover sends a copresence verification request to the verifier
over a wireless channel such as Bluetooth. Second, both devices capture their context
using available sensors for a predefined timeframe (e.g., 10 seconds). Third, the prover
transmits its context readings to the verifier over the wireless channel. This channel
is secured by means of a shared key, thus the context readings are encrypted and
authenticated, protecting them from an adversary. Such a shared key is assumed to be
priorly established between the prover and verfier (e.g., via secure pairing [93]). Fourth,
the verifier compares its context readings with the ones sent by the prover and decides
if they are copresent. To compare context readings, the verifier can either use similarity
metrics (e.g., cross-correlation) and check them against the set thresholds [136, 181, 317]
or compute features from context readings (e.g., median) and input them to a trained
machine learning classifier [229, 321, 323, 364, 365].
Related Work. To date, a number of context-based copresence detection schemes relying on various sensor modalities, including audio, signal strength, GPS as well as
inertial measurement unit (IMU) (e.g., accelerometer, gyroscope) and environmental
sensors (e.g., thermometer, barometer) have been proposed [136, 181, 229, 317, 321, 323,
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364, 365]. Their details can be found in the survey by Conti and Lal [58]. The existing
schemes require devices to have common sensors such as microphones, limiting their
applicability, whereas Next2You only needs a Wi-Fi chipset, which is ubiquitous in IoT
devices. Recent works demonstrate that existing schemes have reduced copresence
detection accuracy, hence lower security, in low-entropy context (e.g., empty room
with few events occurring) and insufficiently separated environments (e.g., adjacent
rooms) [98, 324, 365]. Specifically, Fomichev et al. [98] reproduce three state-of-the-art
schemes, showing their vulnerability to the above threats using real-world data. Similarly, Shrestha et al. [324] present successful context injection by a nearby adversary
utilizing off-the-shelf home appliances. Truong et al. [365] perform an efficient context manipulation attack, rendering their previous copresence detection scheme [364]
insecure. In Section 6.5, we demonstrate that Next2You achieves accurate copresence
detection in low-entropy context and insufficiently separated environments, mitigating
the corresponding attacks.
The location-sensitive properties of CSI have been used for various purposes such as
localization, activity recognition as well as user identification and authentication, as
detailed by Ma et al. [222]. CSI describes how a wireless signal—spread over multiple
carrier frequencies (i.e., subcarriers)—propagates between a transmitter and receiver.
CSI captures the combined effect of path-loss, fading, reflections, and scattering, which
impacts its magnitude and phase [318]. Generally, CSI between a transmitter and
receiver at the k-th subcarrier of a Wi-Fi system is defined as:
Hk = Mk ejϕk .

In Next2You, we use
neural networks,
interpreting their
learning process to
ensure soundness of
Next2You.

(1)

Here, Mk and ϕk denote magnitude and phase, which are affected by the placement of
the transmitter and receiver, obstacles, geometry of the surroundings, and motion [222].
In Section 6.3.2, we provide a more formal justification for the suitability of CSI for
copresence detection.
To leverage location-sensitive properties of CSI, we utilize neural networks, which
achieve top performance in CSI-based localization, activity recognition, and user authentication [72, 111, 318]. Differently from these works, we do not focus on feature
engineering allowing the neural network to automatically learn the representation of
CSI data. Thus, we can avoid a time-consuming and error-prone feature engineering
process, enable generalizability of Next2You via transfer learning (cf. Section 6.5.3), and
reduce its run-time overhead. Despite such advantages of neural networks, we need to
ensure that they learn relevant copresence features, as neural networks often overfit the
data, providing high classification accuracy, yet learning the wrong hypotheses [197].
For this, we apply a recently introduced method [289] to interpret hypotheses learned
by our network. Thus, we can quantify which parts of CSI contribute to copresence
decision-making and verify our findings against prior work that uses CSI for localization
and identification purposes (cf. Section 6.5.4).

6.2 system and threat models

Compared to the body of work on CSI-based localization, activity recognition, and
user authentication [222], we evaluate Next2You in a more realistic setup. First, we
collect CSI with smartphones, which have hardware closer to IoT devices (e.g., portable,
single antenna) than laptops, routers, or software-defined radios used by prior works.
Second, we do not assume precise time synchronization between devices, which is
required for secure localization [82, 83, 391]. Third, we capture CSI at realistic rates of a
few packets (i.e., measurements) per second, which are typical for IoT devices [411],
while existing works rely on CSI granularity of hundreds and thousands packets per
second [72, 221, 313, 387]. Such high rates are impractical on battery-powered IoT
devices, and existing approaches decrease in performance (e.g., classification accuracy)
with lower packet rates [111, 313].
6.2
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system and threat models

In this section, we present our system model, describing the goal, requirements, and
assumptions of Next2You as well as our threat model, detailing adversary’s goal and
capabilities.
System Model. The main goal of Next2You is for one device (prover) to prove its copresence within a trusted boundary (e.g., inside a room) to another device (verifier) using
their context. We design Next2You to fulfill the following requirements: (1) be free of user
interaction (usability), (2) provide reliable copresence detection in low-entropy contexts
and insufficiently separated environments (robustness), and (3) work on off-the-shelf
devices such as smartphones equipped only with a Wi-Fi chipset (deployability). To
achieve the set goal while satisfying the requirements, we make the following assumptions: (1) the prover can send Wi-Fi frames to the verifier, which extracts CSI upon frame
reception, (2) the prover and verifier share a secret key, allowing the verifier to ensure
frame origin, mitigating replay attacks (e.g., by using a random nonce encrypted with
a shared key).
Threat Model. The goal of the adversary is to convince the verifier that they are copresent, while not being located within the trusted boundary. Specifically, the adversary
aims to either impersonate a legitimate prover or launch a relay attack, where a pair of colluding adversaries forward messages between the prover and verifier. We assume that
the adversary can neither compromise the verifier or legitimate prover nor break the
encryption between them. However, the adversary fully controls the wireless channel
(i.e., can drop, modify, or replay frames) and uses the following capabilities to achieve
their goal. In the first case (passive attack), the adversary located outside the trusted
boundary sends Wi-Fi frames to the verifier, triggering CSI extraction. The adversary
is equipped with similar off-the-shelf hardware (e.g., smartphones) to the prover’s,
thus they can stealthily deploy their devices right outside the trusted boundaries (e.g.,
in the adjacent office), increasing the attack surface [411]. In addition, the adversary
can move their devices along the perimeter of the trusted boundary and stay there for
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Figure 30: System overview. Next2You uses a representative dataset of processed CSI data
to train a neural network model that is deployed on a verifier device to predict
copresence in real-time.

a prolonged time, including periods of low-entropy context (e.g., adjacent offices at
night). In the second case (active attack), the adversary has all the capabilities as in the
passive attack and can additionally manipulate transmission of Wi-Fi frames such as
sending frames of different types or increasing transmission power, aiming to match
their CSI with that of legitimate devices inside the trusted boundaries.
We consider adversaries copresent with legitimate devices (e.g., within the same
room) to be outside the scope of this work. Prior research shows that for audio such
attacks can be mitigated, however, it limits copresence detection to distances below half
a meter apart [365]. In the case of CSI, a pairing scheme exhibits a similar trade-off:
pairing devices must be no further than a few centimeters apart if the adversary is
copresent [389].
6.3

system design

In this section, we first explain the rationale for using CSI together with neural networks
for copresence detection and then present the architecture of Next2You, describing its
modules: data collection, data processing, and copresence decision-making.
6.3.1

System Overview

The main goal of Next2You is to allow the prover device to confirm its copresence to
the verifier device. We consider the following use cases of Next2You: it determines
copresence of devices located inside the same room or car. Such use cases are typical in
the IoT, for example, in a smart home, devices are often moved between different rooms
(e.g., smart lamp). Once the relocated device is deployed, the room’s smart hub can
automatically provide access to the local subnetwork based on copresence. Similarly,
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in a connected car, passengers’ smartphones can seamlessly share content with the
infotainment system due to their copresence.
Next2You achieves copresence detection in three steps (cf. Figure 30). First, the data
collection module allows the verifier to obtain representative CSI data collected by
multiple devices at different spots inside a room or car. This is feasible because the
number of IoT devices already reaches roughly a dozen per household [13], increasing
to hundreds in few years [144], thus each room in a smart home will be densely covered
by distributed IoT devices; the same trend is observed for connected cars [326]. Second,
the data processing module converts the collected CSI data into magnitude and phase
values of Wi-Fi subcarriers, removes irrelevant values, and performs data normalization.
Third, the processed CSI data is input to the copresence decision-making module to
train a neural network model that is deployed on the verifier. Afterwards, the prover
wishing to confirm its copresence sends a number of Wi-Fi frames to the verifier, which
extracts CSI data upon frame reception, processes it as described above, and inputs the
processed CSI to the trained neural network model that outputs a copresence decision.
6.3.2
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Next2You has three
building blocks: data
collection,
processing, and
decision-making.

Rationale for Using CSI and Neural Networks for Copresence Detection

In the following, we (1) justify the suitability of CSI for copresence detection, (2) rationalize why neural networks can best leverage location-sensitive properties of CSI to
detect copresence, and (3) motivate the choice of the Wi-Fi standards that we use for
Next2You experimentation.
CSI as a Copresence Feature. We demonstrate that CSI is useful for copresence detection because of two reasons. First, it provides a discretized frequency-domain representation of the channel impulse response (CIR), which captures a wireless fingerprint of
an environment (e.g., a room) in terms of path-loss, fading, reflections, and scattering
of the wireless channel [222]. Second, CSI is the default information generated when
two Wi-Fi devices communicate, and it becomes increasingly available in off-the-shelf
devices such as routers, laptops, and smartphones (cf. Section 6.6). In the following, we
provide an expression relating CSI and CIR via a linear transform, demonstrating that
the former indirectly measures the latter, and thus captures a wireless fingerprint of an
environment.
A signal propagating through an environment such as a room experiences changes
that are distinctive to physical characteristics of the surroundings. Such changes—
observed as magnitude and phase variations—characterize the communication channel,
capturing geometry of the environment, distribution of objects within, and nature of
the materials. Mathematically, the communication channel between a transmitter and
receiver is represented by the CIR, which models the overall effect of reflectors, absorbers,
path-loss, and complexity of the environment between them. Figure 31a shows an example
of two devices communicating inside the same room that we use for our explanation.

CSI is a discretized
frequency-domain
representation of
channel impulse
response, capturing
unique
characteristics of the
surroundings.
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Figure 31: Channel impulse response (CIR) of a room. Figure 31a shows propagation of the
transmitted signal between two devices via L = 4 paths. Figure 31b depicts the ideal
continuous-time CIR of the scenario in 31a, while Figure 31c shows its discrete-time
version, occurring due to limitations in sampling and bandwidth.

We denote the continuous-time CIR of an L-path baseband wireless communication
channel as:
L
∑︂
c(t) =
ci δ(t − τi ).
(2)
i=1

In Equation 2, δ(t − τi ) is the Dirac delta function representing a delayed multi-path
replica of the transmitted signal arriving at time τi with power |ci |2 . In particular,
ci = ai ejθi , where ai and θi denote the amplitude and phase of the i-th replica, as
shown in Figure 31a and Figure 31b. We note that c(t) fully describes the communication channel between the transmitter and receiver. Nevertheless, there exist technical
challenges in the wireless communication chain that hinder its accurate acquisition.
Specifically, limitations in the sampling frequency and bandwidth incur in information
loss, thereby preventing accurate knowledge of c(t). As a result, only a surrogate
version of the CIR can be obtained, which is expressed as:
c [n] =

L
∑︂
i=1

ci

sin (π (n · ∆τ − τi ))
.
π (n · ∆τ − τi )

(3)

Note that the discrete-time CIR in Equation 3 is a sampled version of the ideal
1
continuous-time CIR in Equation 2. In particular, ∆τ = B
represents the time resolution
(i.e., spacing in seconds between samples), which is inversely proportional to the
channel bandwidth B. If all τi are multiples of ∆τ then c [n] and c(t) become equivalent.
Otherwise, if some τi is not a multiple of ∆τ, the energy of that element spreads
across all the elements c [n] (i.e., energy leakage) owing to oscillations of the sampling
i ))
function sin(π(n·∆τ−τ
π(n·∆τ−τi ) , which produce artificial small-valued samples, as depicted
in Figure 31c. In general, due to sampling and bandwidth limitations, energy leakage inevitably
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occurs among the samples of c [n]. Thus, a more realistic representation of the measured
CIR is given by:
J
∑︂
c̃ [n] =
c̃i δ(n · ∆τ − τ̃i ).
(4)
i=1

Here, all τ̃i are multiples of ∆τ, and c̃ [n] represents a discrete-time distorted version
of c(t), which may not only include perturbations due to sampling and bandwidth
limitations but also due to amplitude quantization. We see that c̃ [n] in Figure 31c has
L = 4 prominent paths similarly to c(t) except for the additional spurious small-valued
samples. Although c(t) cannot be completely captured, due to the reasons stated
above, there is still valuable information in c̃ [n], which approximately describes the
propagation environment. Thus, using CIR (or more precisely c̃ [n]) for copresence
detection is a sound strategy. However, in the case of Wi-Fi that uses OFDM, the CIR
is not readily available. Instead, every Wi-Fi device measures CSI, as it is required
for channel estimation and equalization. Fortunately, in OFDM systems, CSI and
CIR are related by a bijective mapping through the discrete Fourier transform (DFT)
matrix (cf. Equation 5). It means that the matrix F is invertible, ensuring one-to-one
correspondence between CIR and CSI. Thus, for a given CSI measurement of a Wi-Fi
frame with K subcarriers, the resulting CIR is unique, and vice versa.
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F: discrete Fourier transform matrix

(5)

CIR

)︂
(︂
∑︁
2π(k−1)(n−1)
The CSI at the k-th subcarrier is defined as Hk = K
c̃
exp
−j
,
n
n=1
K
showing that the CSI at every subcarrier is a linear combination of all CIR elements
(cf. Section C.1). While computing the CIR is possible, it requires additional processing
(i.e., inverse discrete Fourier transform), which will be computationally expensive on
commodity devices. In contrast, CSI is inherently computed by every Wi-Fi device,
capturing the same characteristics of the environment as the CIR.
Neural Networks: Leveraging CSI for Copresence Detection. Despite capturing distinct characteristics of an environment (e.g., a room), CSI is sensitive to changes within
such as motion and relocation of obstacles [222, 318, 411]. To enable copresence detection, we need to obtain unique features of the environment embedded in CSI, ensuring
their robustness to insignificant changes. Hence, we require a technique that can accurately approximate data, capturing its distinct features but tolerating certain noise. To
the best of our knowledge, neural networks best fulfill this purpose, in addition to their
other advantages (cf. Section 6.3.5).

CSI is a ubiquitous
measurement at
every OFDM-based
Wi-Fi device.
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representation
learning of neural
networks in
Next2You.

We evaluate
Next2You using
different Wi-Fi
standards to show its
practicality.
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We find that two points need to be considered to leverage CSI by neural networks
for copresence detection. First, CSI captures characteristics of the environment from
the viewpoint of a transmitter-receiver pair, thus we need to provide a neural network
with CSI observations from different spots inside the environment to obtain its general
picture. Collecting CSI in multiple spots is feasible due to the growing number of
IoT devices equipped with Wi-Fi (cf. Section 6.3.1). Second, for copresence detection,
manually computed features from CSI frequently used by prior work (e.g., mean,
power) [222] perform worse in the neural network than raw magnitude and phase values.
This happens because prior works engineer features capturing subtle CSI variations to
detect a specific location, human, or activity. Such features inevitably reduce the amount
of useful information in CSI, hindering the generalization capability of neural networks.
The feature computation requires extra processing and more CSI data, and it prevents
the representation and transfer learning provided by neural networks (cf. Section 6.3.5).
We design Next2You guided by the above two points, demonstrating the capability of
our neural network to utilize the rich environment information embedded in CSI to
automatically learn robust copresence features (cf. Section 6.5.4).
Wi-Fi Standards Used in Next2You. To demonstrate the practicality of Next2You, we
utilize IEEE 802.11n (at 2.4 GHz) and IEEE 802.11ac (at 5 GHz) Wi-Fi standards. We
choose them because of their favorable characteristics (described next) and ubiquity
in various devices, ranging from simple sensors to powerful routers. First, the lower
carrier frequency of 2.4 GHz in IEEE 802.11n enables communication between distant
devices due to its robustness to path-loss and blockage. In contrast, the higher carrier
frequency of 5 GHz in IEEE 802.11ac makes it more vulnerable to such phenomena
but allows capturing subtle details of the environment due to its shorter wavelength.
Second, the narrower channel bandwidth of IEEE 802.11n (i.e., 20 MHz and 40 MHz)
reduces the circuity requirements (e.g., 64-point and 128-point FFT chipsets), making
it suitable for low-power IoT devices. In contrast, the broader channel bandwidth of
IEEE 802.11ac (i.e., up to 160 MHz) requires more expensive chipsets (e.g., 512-point
FFT chipsets) but provides higher data rates for end-user devices such as laptops.
6.3.3

We collect CSI using
several devices
distributed inside a
room or a car.

Data Collection

To obtain a realistic CSI dataset in an environment such as a room, we collect CSI from
several copresent devices located inside it at different spots (e.g., on a desk, window sill),
varying in terms of nearby obstacles and height above the floor. Similarly, we deploy
a number of non-copresent devices outside the environment such as in an adjacent
room, collecting CSI data from them as well. Thus, we obtain positive and negative
copresence samples in comparable environments that are nearby. This allows a neural
network to learn features that are common for copresent and distinct for non-copresent
devices, considering the proximate environments. Both copresent and non-copresent
devices are fixed, however, we introduce dynamics to their environments by having
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Figure 32: Structure of processed CSI data. K ′ is the number of subcarriers of a Wi-Fi channel
excluding null carriers, N is the number of CSI measurements; Mn,k and ϕn,k are
normalized to be in the same range.

people within, who frequently move, change position of obstacles (e.g., relocate a chair,
open a door), and use other Wi-Fi devices such as laptops and access points. The data
collection is finished when a copresent device in each spot have recorded CSI data from
other copresent devices and all non-copresent devices for several minutes.
6.3.4

Data Processing

We convert the raw CSI of a Wi-Fi frame to magnitude and phase shift values. Specifically, the magnitude Mk and phase ϕk of the CSI at the k subcarrier (denoted by Hk ),
are given by modulus and argument, as shown in Equation 6.
)︃
(︃
√︂
Im {Hk }
2
2
Mk = Re {Hk } + Im {Hk } , ϕk = atan
.
(6)
Re {Hk }
Here, Re {Hk } and Im {Hk } are the real and imaginary parts of Hk . The number of
subcarriers depends on the Wi-Fi channel bandwidth. For example, the 20 MHz channel
in 802.11n consists of 64 subcarriers, resulting in 128 magnitude and phase values.
In Next2You, we consider all subcarriers of a Wi-Fi channel in order to obtain a finegrained wireless fingerprint of an environment (e.g., a room) captured by CSI. For
example, similar to Shi et al. [318], we find that some subcarriers are more susceptible
to noise than others with no discernible pattern observed. Such noise susceptibility
might be distinctive to the environment, indicating a specific interference behavior.
However, not all subcarriers provide meaningful CSI, namely null subcarriers, which do
not carry any information [114]. Thus, we remove magnitude and phase values of such
subcarriers from our data. We normalize the computed magnitude and phase values
to have the same range, making them suitable to train a machine learning classifier
on. The structure of the processed CSI dataset is arranged in a matrix X ∈ RN×D , as
shown in Figure 32, where D = 2K ′ is the dimension of the feature vector for every
measurement n = {1, · · · , N}, K ′ is the number of useful subcarriers, while Mn,k and
ϕn,k denote the magnitude and phase of the k-th subcarrier in the n-th measurement.

We obtain CSI
magnitude and phase
values from all
subcarries of a Wi-Fi
channel except the
null subcarries.
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6.3.5

Next2You relies on
neural networks
because of their four
advantages.

Copresence Decision-making

To capture a wireless fingerprint commonly observed by copresent devices inside
the same environment (e.g., a room), we input the processed CSI data to a machine
learning classifier. Differently from existing copresence detection schemes utilizing
machine learning [136, 229, 317, 321, 323, 364, 365], we choose to use neural networks
for the following reasons. First, neural networks under mild assumptions are universal
function approximators, thus they have the potential for representing the classification
function we are interested in learning [154, 217, 331]. Second, neural networks allow
representation learning [122], which replaces the manual feature engineering process,
simplifying the modeling assumptions, saving time, and increasing accuracy. The prior
work on wireless signal classification demonstrates that neural networks are capable of
learning the right representation for this domain, producing high predictive accuracy
results [150, 233, 259, 320]. Third, the representation learning of neural networks enables
transfer learning [350], where we can reuse the representation learned in one problem
and embed it into the solution of another. This has become a standard practice in the
deep learning community, where big networks are trained on massive amounts of data.
Such pretrained networks are publicly shared with other researchers and practitioners
who adapt them to new tasks without training from scratch, significantly lowering
the computational costs. In Section 6.5.3, we leverage the capability for representation
and transfer learning to demonstrate that our neural network can be adapted to new
environments while reducing computational costs, making model training in Next2You
feasible on battery-powered devices. Fourth, numerous deep learning frameworks,
support for different devices, and constant improvements in neural networks facilitate
the deployment of Next2You.
6.4

implementation

In this section, we provide the implementation details of our CSI collector, copresence
decision-making module, and Next2You prototype.
6.4.1

Our CSI collector
works on Nexus 5
and Nexus 6P
smartphones.

CSI Collector

For data collection, we develop an Android app, utilizing the Nexmon framework [308]
to extract CSI. Nexmon allows modifying the firmware of Broadcom Wi-Fi chipsets
of Nexus 5 and Nexus 6P smartphones. We customize the original CSI-extractor [307]
to our needs, allowing us to conduct experiments with both Nexus 5 and Nexus 6P
devices.
Our app works in two modes: the prover and verifier. The former broadcasts Wi-Fi
frames at a predefined rate, while the latter listens for these frames, extracting CSI
upon frame reception and storing it on a smartphone. The app allows CSI collection

6.4 implementation

in both 2.4 GHz and 5 GHz Wi-Fi bands. As input, the number and bandwidth of a
Wi-Fi channel on which the prover and verifier communicate needs to be provided. We
experiment with a number of Wi-Fi channels in both frequency bands using two criteria:
(1) the stability of CSI collection and (2) maximum transmission range. We find that
many channels in the 2.4 GHz band vary significantly in terms of CSI collection stability,
while the 5 GHz channels show a wide spread of transmission ranges. Our results
obtained in various environments demonstrate that the channel 1 (20 MHz bandwidth,
2.4 GHz band) and channel 157 (80 MHz bandwidth, 5 GHz band) best satisfy the above
criteria, thus we use them to collect CSI data in our experiments. With these channels,
we obtain 128 and 510 magnitude and phase values from a single CSI measurement
for 2.4 GHz and 5 GHz bands, respectively, which corresponds to using all subscarries
of a Wi-Fi channel, including null ones. Furthermore, we implement different types of
frames (i.e., quality of service (QoS) and beacon) used by the prover and verifier as well
as varying transmission power of the prover, allowing us to evaluate the robustness of
Next2You and its resilience to attacks. Using frames of around 100 bytes in size, we find
that Nexmon allows extracting CSI at the rate of up to 20 frames per second. In our
experiments, we use several provers and a single verifier (cf. Section 6.5.1), thus we set
the transmission rate of a prover to three frames per second, ensuring reliable CSI data
collection on the verifier.
6.4.2
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We experiment with
different Wi-Fi
channels to find most
relevant for
Next2You.

Copresence Decision-making

We treat the problem of copresence detection as a binary classification task. Thus, we
use the collected CSI data to train a machine learning classifier, predicting whether two
devices are copresent (i.e., in the same room or car).
To collect CSI, we change in turns the position of the verifier (e.g., on a window
sill, on a desk), resulting in a number of CSI datasets from different verifier-provers
combinations (cf. Section 6.5.1). To estimate the performance of our classification
approach, we use a 5-fold cross-validation (CV). This is a reasonable compromise
between the computational costs of training the model and a good estimation of
the predictive performance. Due to a larger number of non-copresent devices in our
experiments, our dataset has an imbalanced distribution of the classes. Hence, we
employ a stratified CV and classification metrics that are not affected by the imbalanced
data (cf. Section 6.5.1). We construct the folds by (1) loading the CSI data from all verifierprovers combinations, (2) shuffling it with a set seed (i.e., 123), and (3) evenly sampling
the data into each fold. Thus, we obtain five folds, each containing the same amount of
data and ratio of positive and negative samples as the original CSI datasets from all
verifier-provers combinations. Prior to training, we delete the irrelevant null subcarriers
from the CSI data, resulting in 112 and 484 features (i.e., magnitude and phase values)
per CSI measurement for 2.4 GHz and 5 GHz bands, respectively (cf. Figure 32). We
normalize features in training and test sets using variance scaling [408], ensuring that

We employ a 5-fold
cross-valuation for
copresence
classification.
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Figure 33: Structure of a neural network with four hidden layers (number of neurons is shown
below) used in Next2You; the network takes as input the processed CSI data and
outputs if two devices are copresent or not.

We implement our
Next2You neural
network in Keras.

they have the same range, and thus are equally weighted by a classifier. The normalized
features are obtained as:
xi − µi
xi,norm =
(7)
σi
Here, µi and σi are the mean and standard deviation of the i-th feature, where
i = {1, · · · , D}.
As discussed in Section 6.3.5, we choose neural networks as a machine learning
classifier, allowing us to avoid manual feature engineering. With the 5-fold CV, we
need to train a neural network five times, thus we design it with performance and
reasonable training time in mind. Specifically, we implement a neural network in
Keras [353] using four hidden layers with a decreasing number of neurons in each
subsequent layer (i.e., 500, 300, 100, 20) and a softmax output layer (cf. Figure 33).
We denote each input vector as x = [x1 , · · · , xD ] ∈ RD×1 , containing K ′ magnitude
and K ′ phase values for every CSI measurement. Our network architecture has many
neurons in the layers close to the input, reducing the number of neurons closer to
the output. This gives the network enough capacity to learn a feature representation
and gradually reduces the classifier’s complexity in the last layers. We do not use
convolutions, as they introduce interdependencies among the features given the mask
size and stride hyper-parameters. To avoid this hyper-parameter search, we use a dense
neural network with enough neurons and layers to model CSI data collected in different
environments (e.g., office rooms, cars). However, we leave as future work the test of
pruning methods to reduce the network size as well as the behavior of convolutions
and attention mechanisms [106, 198, 373]. We use the Leaky-ReLU [392] activation
function for the hidden layers’ neurons, as it avoids the vanishing gradient problem
and also back-propagates gradients for negative values. For the loss function, we utilize
the standard cross-entropy, and to avoid overfitting, we apply the dropout [335], which
is a standard technique used for regularization. We train the network until convergence,
setting the number of epochs to 35 and 25 for 2.4 GHz and 5 GHz bands, respectively.

6.5 evaluation

6.4.3

Next2You Prototype

We implement a Next2You prototype working in real-time by combining the functionality
of our CSI collector with the TensorFlow Lite framework [354], allowing us to use
pretrained neural network models directly on smartphones. Specifically, the prototype
extracts CSI from incoming frames, processes it to the required input format (i.e.,
removing null subcarriers, performing feature normalization), and feeds the processed
CSI to the model, which, in turn, outputs a copresence prediction. For the prototype,
we reuse the same neural network architecture described in Section 6.4.2. To leverage
CSI temporality, we accumulate successive CSI measurements within a time window,
generating a copresence prediction for each measurement and using a majority vote
to obtain the final decision. We consider time windows of 5 and 10 seconds, which
provide a fair trade-off between the speed and reliability of copresence detection,
respectively [364].
6.5
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Our Next2You
prototype is capable
of working in
real-time.

evaluation

In this section, we present a comprehensive evaluation of Next2You based on the
real-world CSI data that we collect.
6.5.1

Experiment Setup

To evaluate the capability of Next2You to detect copresence inside the same office, room,
or car, we collect CSI data in five different scenarios: office, apartment, house as well as
parked and moving cars. These scenarios vary in terms of size and geometry, wall and
obstacle materials, and the number of occupants. Specifically, the office consists of three
office rooms: two adjacent offices and one across a hallway, occupied by one to three
persons, the apartment is a two-room flat inhabited by two people, while the house is
a single-person household, and the cars are either parked side by side without any
occupants in them, or being driven one after another with a single person inside each
car for a total of 120 km. To evaluate the impact of (1) heterogeneous smartphones,
(2) different frame types, and (3) varying transmission power on copresence detection
performance of Next2You, we collect CSI data in these three configurations reusing
the office setup, resulting in heterogeneous, frame, and power scenarios. In the office,
we collect the data over the course of several days, allowing us to assess copresence
detection performance of Next2You at different times of the day (e.g., morning vs. night),
while in other scenarios we record CSI for up to eight hours, as shown in Table 17. To
capture CSI data, we use our app installed on Nexus 5 and Nexus 6P smartphones
(cf. Section 6.4.1), which are deployed in spots where IoT devices are typically found
such as on a desk in the office, on a dashboard in the car, and near a TV set in the
apartment (cf. Figure 34).

To evaluate
Next2You, we collect
CSI data in five
different scenarios.
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(a) Office

(b) Apartment

(c) House

(d) Parked and moving cars

Figure 34: Placement of smartphones collecting CSI data in different scenarios. The smartphones
are marked with circles, which are of the same color for copresent devices. We depict
the exterior and main obstacles in each scenario. The goal of Next2You is to distinguish
between copresent and non-copresent devices located in different offices, rooms, or
cars (e.g., devices in Office 1 from devices in Offices 2 and 3, cf. Figure 34a).

Table 17: Overview of CSI data collection settings in different scenarios for 2.4 GHz and 5 GHz
bands.
Scenario
Office†

– Heterogeneous∗
– Frame∗

Number of
Devices

Accumulation round, minutes
2.4 GHz

5 GHz

Overall Time,
hours

12

35 (20)

25 (20)

44

12

20

20

8

12

20

20

8

– Power∗

12

20

20

8

Apartment

12

20

20

8

House

10

20

20

4.7

Parked Cars

8

10

10

2.7

Moving Cars

8

20

10

4

† Collected over several days; ∗ Uses setup in Figure 34a; () - Accumulation round at nighttime.

6.5 evaluation

To obtain representative CSI data, we collect it at each spot in the scenario. Specifically,
during a data accumulation round, we have one device (verifier) capturing CSI data
from all other devices (provers). For example, if a device on a window sill in Office
1 is a verifier, then it collects CSI data from three copresent provers in Office 1 and
eight non-copresent provers located in Offices 2 and 3 (cf. Figure 34a). In the next data
accumulation round, we change the position of the verifier (e.g., to a desk in Office 1),
capturing CSI from all provers again, repeating this procedure until we obtain CSI data
from each spot in the scenario (e.g., all circles in Figure 34a). We set the length of the
data accumulation round based on the amount of CSI data available from 2.4 GHz and
5 GHz frequency bands (i.e., 112 and 484 magnitude and phase values, respectively)
and complexity of the scenario (i.e., the amount of motion and number of obstacles), as
presented in Table 17.
Reproducibility and Reusability. In total, we collect over 90 hours of CSI data. We
release the collected dataset and trained neural network models as well as the source
code of our data collection app, evaluation stack, and Next2You prototype [91].
Ethical Considerations. Due to the sensitivity of the CSI data [411], we obtained the
approval for this study from our institutional ethical review board, the participants
residing in experimental locations gave informed consent for the collection, use, and
release of the CSI data.
Performance Metrics. We evaluate whether Next2You can correctly classify copresent
and non-copresent devices (e.g., distinguish devices in Office 1 from devices in Offices 2
and 3, cf. Figure 34a). Specifically, we train a neural network model on the CSI data and
compare its predictions with the ground truth, computing two performance metrics:
Area Under the Curve (AUC) and Equal Error Rate (EER). The former shows how well
the model can distinguish between copresent and non-copresent classes, with a higher
AUC indicating a more accurately discriminative model; AUC is invariant to class
imbalance compared to other metrics (e.g., accuracy). The latter is the intersection point
of False Acceptance Rate (FAR) and False Rejection Rate (FRR), balancing the number of
misclassified non-copresent and copresent devices, respectively. The FAR represents
the security of the system (i.e., non-copresent devices classified as copresent), while the
FRR shows its usability (i.e., copresent devices classified as non-copresent), thus a low
EER is desirable to achieve both these properties.
6.5.2

Copresence Detection Performance

The results of Next2You copresence detection performance from our experiments are
provided in Table 18, where the two scenarios (i.e., frame and power) correspond to the
active adversary, while the rest—represent the passive adversary (cf. Section 6.2). In
these experiments, we train a neural network on both copresent and non-copresent
samples, investigating how well Next2You performs on unseen CSI data in advanced
attack scenarios (cf. Section 6.5.5). From Table 18, we observe that Next2You provides
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Table 18: AUC and EER of Next2You in different scenarios for 2.4 GHz and 5 GHz bands in
the presence of active and passive adversaries; the 5 GHz band shows slightly better
results.
Scenario

Adversary

2.4 GHz

5 GHz

AUC

EER

AUC

EER

Office

Passive

0.958

0.040

0.995

0.005

– Heterogeneous

Passive

0.982

0.014

0.996

0.002

– Frame

Active

0.988

0.010

0.993

0.005

– Power

Active

0.995

0.002

0.999

0.000

Apartment

Passive

0.961

0.022

0.984

0.012

House

Passive

0.993

0.007

0.984

0.015

Parked Cars

Passive

0.998

0.001

0.999

0.000

Moving Cars

Passive

0.996

0.002

0.997

0.001

0.00 - shows best achievable EER.

Using 5 GHz
frequency band,
Next2You achieves
more accurate
copresence detection
in small- and
medium-sized
environments.

reliable copresence detection in different scenarios, achieving EERs between 0 and
0.04. Next2You shows more accurate copresence detection using the 5 GHz frequency
band, and its performance decreases in larger environments with many obstacles as
well as human and object motion (e.g., closing a door) compared to smaller stationary
scenarios (e.g., office vs. parked cars).
Impact of Frequency Band and Bandwidth. Table 18 reports that CSI data from the 5
GHz band allows distinguishing copresent and non-copresent devices more accurately.
We see three reasons for this result. First, the higher sensitivity of 5 GHz to pathloss causes more severe power attenuation from non-copresent devices, limiting their
communication range. Second, the shorter wavelength at 5 GHz (i.e., 6 cm), which
is more easily perturbed by small-sized objects compared to 2.4 GHz (wavelength
= 12.5 cm), allows discerning characteristics of the environment such as obstacle
placement with higher granularity. Third, the broader channel bandwidth at 5 GHz
(i.e., 80 MHz) improves the time resolution of the CIR. Thus, more CIR paths can
be distinguished from one another (cf. Figure 31a), resulting in more detailed CSI
measurement, including information on distance ranges between devices inside the
same environment.
From a security perspective, the shorter range of 5 GHz is beneficial, as it forces the
adversary to stay closer to legitimate devices. For example, in the moving cars scenario,
we had to drive two vehicles very slowly to maintain a distance of a few meters to be
able to capture any CSI data from non-copresent devices. In reality, following another
car in such a way will immediately raise suspicion, imposing a physical barrier on the
adversary’s capability. However, the shorter communication range of 5 GHz can hinder
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Figure 35: Impact of frequency band on the number and ratio of CSI measurements collected by
copresent and non-copresent devices in the office scenario on different days and at
night; the number of CSI measurements collected at night is expected to be smaller
due to a shorter data accumulation round (cf. Table 17).

usability—we see that the AUC and EER for the apartment and house in 5 GHz are the
lowest among the scenarios (cf. Table 18), indicating that copresent devices in larger
rooms with many obstacles inside experience a rapid decrease in performance.
We study the structure of our CSI data, finding that for the 2.4 GHz band in the
office, frame, and heterogeneous scenarios, the number of copresent and non-copresent
CSI measurements does not conform to the expected ratio of roughly 30% to 70%
(i.e., three copresent vs. eight non-copresent devices, cf. Figure 34a). Instead, the
number of copresent and non-copresent measurements is almost equal, which occurs
only during working hours and not at night (cf. Figure 35a). In contrast, all 5 GHz
measurements (cf. Figure 35b for the office) as well as 2.4 GHz in other scenarios, follow
the expected ratio. We attribute this behavior to the crowded spectrum in the 2.4 GHz
band during working office hours (e.g., heavy Wi-Fi and Bluetooth traffic), preventing
many frames from non-copresent provers reaching the verifier in their wireless range
due to interference. The spectrum busyness generally reduces the overall number
of collected CSI measurements (e.g., Day 3 vs. Day 4 (Night) in Figure 35a). This
effect is beneficial for security, providing better separation between copresent and
non-copresent devices. However, it may hinder usability or availability of Next2You
in large environments (e.g., lecture hall) with many wireless devices operating in the
same spectrum.
Impact of Time of Day. Figure 36 depicts the AUC performance of Next2You at different
times of day (i.e., morning, afternoon, evening, and night) in the office scenario. We
see that during a day (i.e., morning till evening), the 5 GHz band shows both higher
and more consistent AUCs compared to 2.4 GHz, confirming its suitability for smalland medium-sized environments. In addition, AUCs of different days retain similar
trends in both frequency bands, suggesting that such factors as spectrum busyness
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detection with people
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(e.g., possibly congested 2.4 GHz spectrum at Day 3, cf. Figure 35a) and motion do
not significantly affect the performance of Next2You. This finding is confirmed by the
AUC at night, which remains comparable to the day AUCs in both frequency bands,
despite the absence of motion and minimum spectrum busyness. The high AUC at
night shows that Next2You can cope with low-entropy context even for adjacent Offices
1 and 2 separated by a thin wall (cf. Figure 34a).
Impact of Heterogeneous Devices. To evaluate the capability of Next2You to work on
heterogeneous devices, we make a customized port of the Nexmon CSI-extractor [307] to
the Nexus 6P smartphone, which has a different Wi-Fi chipset than Nexus 5, allowing us
to send frames and extract CSI data with Nexus 6P. We find that due to two transmitting
antennas in Nexus 6P, the CSI resulting from a frame sent by Nexus 6P differs18 from
CSI extracted by Nexus 5, which contains a single antenna. Hence, we use a Nexus 6P
smartphone to capture CSI data from frames sent by Nexus 5 devices. Table 18 shows
that the AUC and EER in the heterogeneous scenario are moderately better compared to
the office (two scenarios share a setup, cf. Figure 34a) in both frequency bands, indicating
the practicality of Next2You on heterogeneous devices.
Impact of Frame Type. To assess the robustness of Next2You, we change the transmitted
data format extracting CSI from beacon instead of QoS frames. We do not observe
significant changes in the structure of collected CSI data (e.g., similar trends for CSI
measurements, cf. Figure 35). The AUC and EER in the frame scenario are noticeably
better compared to the office in 2.4 GHz but are similar in the 5 GHz band (cf. Table 18).
We attribute the improved performance in 2.4 GHz to a shorter data accumulation round
in the frame scenario (i.e., 20 vs. 35 minutes in the office, cf. Table 17), capturing fewer
complex events such as relocation of obstacles, leading to more accurate copresence
detection. Thus, we demonstrate that Next2You is agnostic to the frame type, facilitating
its deployability (e.g., one verifier can execute Next2You with several provers, each using
a different frame type).
Impact of Transmission Power. We study if an adversary can attack Next2You by
increasing the transmission power of non-copresent devices to overcome such effects as
path-loss and shadowing [318]. To find by how much the power needs to be increased,
we increment it until we obtain the expected ratio of CSI measurements (i.e., roughly
30% to 70%) for copresent and non-copresent devices at 2.4 GHz in the office setup
during working hours. Thus, all frames sent by non-copresent provers reach the verifier
despite the interference and blockages as if they are “copresent”. We empirically find
that the power needs to be increased by ten times to achieve this.
Table 18 shows that the AUC and EER of the power scenario are significantly better
compared to the office in both frequency bands. We verify this result by finding no

18 To the best of our knowledge, the official port of the Nexmon CSI-extractor on Nexus 6P now also
supports single or multiple spacial streams, which should address this limitation (cf. https://github.
com/seemoo-lab/nexmon_csi).
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Figure 36: Impact of time of day on AUC of Next2You in the office scenario.

noticeable difference between CSI magnitude19 and its variance in both scenarios as well
as normalizing the CSI magnitude by a unit power and obtaining unchanged AUC and
EER. Based on the interpretation of hypotheses learned by our neural network from
the CSI data (cf. Section 6.5.4), we conclude that increased power affects the statistical
properties of CSI, making it easier to classify devices transmitting with different power.
Specifically, higher power produces additional CIR paths (cf. Section 6.3.2) originated
from the adversary’s environment, distinguishing the CSI of non-copresent devices
from copresent.
Real-time Performance and Impact of Mobility. We evaluate the real-time performance of Next2You in the office scenario using our prototype (cf. Section 6.4.3) in two
cases. First, we adjust the position of smartphones within 50 cm from their initial spots
(cf. circles in Figure 34a), putting some devices on top of books or boxes. Then, a device
at each spot in turn acts as the verifier predicting copresence in real-time, while all other
devices are provers. In this case, Next2You correctly detects copresence around 95% of
the time in both frequency bands, regardless of the CSI measurement window (i.e., 5 or
10 seconds). Second, we challenge Next2You by introducing mobility. Specifically, the
provers are deployed as shown in Figure 34a, whereas the verifier is carried by a user.
The user continuously moves inside one of three offices or a hallway, approaching office
doors from the hallway or walking close to a thin wall separating adjacent offices. We
note that the neural network models for 2.4 GHz and 5 GHz bands that are deployed
on the mobile verifier have been trained on the CSI data collected by stationary devices,
as described in Section 6.5.1.
Table 19 shows the FAR and FRR performance of Next2You in the case of mobility for
each location, frequency band, and time window. We see that FAR when the verifier
moves in the hallway varies from 0.111 to 0.009, decreasing with the higher frequency
19 Nexus devices have automatic gain control (AGC) enabled, thus power change is not reflected
in the CSI, cf. https://github.com/seemoo-lab/mobisys2018_nexmon_channel_state_information_
extractor/issues/2#issuecomment-384088517.
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Table 19: FAR and FRR of Next2You for 2.4 GHz and 5 GHz bands in the case of mobility.
2.4 GHz
Location

5 sec
FAR

The longer CSI
observation window
leads to reduced FAR
and FRR, especially
in 2.4 GHz band.

We compare EERs of
Next2You with two
state-of-the-art
schemes.

5 GHz
10 sec

FRR

FAR

5 sec

FRR

FAR

10 sec

FRR

FAR

FRR

Hallway

0.111

n/a

0.083

n/a

0.016

n/a

0.009

n/a

Office 3

0.075

0.203

0.054

0.085

0.000

0.329

0.000

0.298

Office 2

0.196

0.262

0.131

0.220

0.128

0.274

0.065

0.326

Office 1

0.148

0.382

0.190

0.308

0.027

0.238

0.000

0.200

band and longer time window. Exploring the misclassified provers, we find that FAR
is caused by devices that either have a line of sight with open office doors or located
close to the hallway wall; closing offices’ doors reduces FARs to almost zero for both
frequency bands and time windows. In Office 3, separated by the hallway, both FAR
and FRR steadily decrease with a longer time window for 2.4 GHz. Inspecting FAR and
FRR, we discover that the former is caused by devices from opposite Office 2 located
near the door, while the latter comes from either heavily obstructed (i.e., window sill)
or highest above the floor (i.e., office cabinet) devices. For 5 GHz, FAR remains zero for
both time windows, while FRR is relatively high and does not change significantly. We
find that a device on top of the office cabinet accounts for over 70% of the FRR, which
we attribute to heavier attenuation and reflections due to the moving verifier being
blocked by the user as well as the least amount of training data available for devices
high above the floor. In adjacent Offices 1 and 2, FAR and FRR follow the above trends
but are higher, especially for 2.4 GHz, showing the impact of insufficiently separated
environments; FAR is overwhelmingly caused by devices from the adjacent office, while
FRR, as before, comes from heavily obstructed and high above the floor devices.
The above results demonstrate that Next2You not only works reliably in real-time but
also shows high potential for classifying mobile CSI data despite being trained on the
stationary data.
Comparison with Prior Work. We compare the EER performance of Next2You with two
state-of-the-art audio-based copresence detection schemes from Karapanos et al. [181]
and Truong et al. [364]. These schemes are evaluated by Fomichev et al. [98] in very
similar to our office and car scenarios (i.e., adjacent offices, parked cars), allowing for
a direct comparison. Next2You shows at least 16-times lower EERs compared to the
state-of-the-art audio schemes in the case of insufficiently separated environments such
as adjacent offices, while in low-entropy context of parked cars Next2You preforms
several orders of magnitude better (cf. Table 20).
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Table 20: EER comparison between Next2You and state-of-the-art copresence detection schemes
based on audio in the office and car scenarios (we present best achievable EERs for
each scheme).
Scheme

EER (Office)

EER (Car)

Full∗

Night

Moving

Parked

Next2You (this work)

0.005

0.005

0.001

0.000

Karapanos et al. [181]

0.098

0.090

0.006

0.037

Truong et al. [364]

0.084

0.080

0.111

0.271

∗ Aggregated performance over several days, including all times of day (i.e., morning till night).

6.5.3

Generalizability

We evaluate the capability of Next2You to generalize to new application scenarios
(e.g., different apartment) by investigating how much effort is required for transfer
learning, namely to reuse a pretrained neural network and retrain it with the data of
the new environment. As stated in Section 6.3.5, we choose neural networks because
of their inherent ability to automatically learn the feature representation. We leverage
this property as follows: based on our network structure (cf. Figure 33), we observe
that the first two layers (i.e., 500 and 300 neurons, respectively) are mostly dedicated
to learning the CSI feature representation, while the last two layers (i.e., 100 and 20
neurons, respectively) are focusing on the classification task. Thus, we can learn the CSI
feature representation once on the most comprehensive office dataset that contains the
largest amount of CSI data, capturing complex geometry and motion, and then reuse
this network and retrain it on other scenarios, significantly reducing the computations
required for the learning step.
Specifically, we take the office model, which can be efficiently trained on a powerful
machine or in the cloud, and set the first two layers to be non-trainable. We then
retrain the last two layers of such office model on the train set of another scenario
(e.g., house) and use the obtained model to classify copresence on the test set of this
scenario, performing this procedure for each of our scenarios except the office. The
resulting AUCs are within one percentage point from the AUCs of scenario models
trained from scratch (cf. Table 18), confirming that our network architecture allows for
feature representation and transfer learning successfully. Since the retrained model is
much simpler, we can train for fewer epochs (e.g., we use 10) and reduce the number of
floating point operations per second (FLOPS) in the forward training loop of our neural
network by a factor of 7 and 13 for 2.4 GHz and 5 GHz bands, respectively. Given that
modern end-user devices already perform in the gigaFLOPS [130] range, we consider it
feasible to deploy and retrain Next2You in new scenarios using the described approach.

We demonstrate how
Next2You can
generalize to new use
cases by leveraging
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As all context-based schemes utilizing machine learning, Next2You requires initial
data collection when being deployed in a new environment [388].
6.5.4

To interpret
hypotheses learned
by the Next2You
neural network, we
adopt Right for the
Right Reasons
approach.

Applying the RRR
method, we see that
our neural network
bases its copresence
decision on various
features.

Interpretability of Next2You Copresence Detection

Our results demonstrate that Next2You performs well in classifying copresent and
non-copresent devices in a variety of scenarios (cf. Table 18), and it generalizes to new
environments (cf. Section 6.5.3). However, neural networks might not learn the right
hypothesis, yet achieve high classification results for the wrong reasons by overfitting
the data [197]. To avoid this, we need to understand which factors play a role in a
copresence decision produced by Next2You. Since CSI captures the combined scattering,
path-loss, shadowing, and multi-path effects [318], which cannot be easily discerned,
we identify features in the CSI data contributing to copresence detection and validate
our findings against prior work on CSI-based localization and identification.
To interpret the copresence decision-making of Next2You, we apply a recently introduced Right for the Right Reasons (RRR) method [289], which identifies relevant features
used by a neural network in a classification process. Thus, we can not only quantify
parts of the CSI determining copresence but also harden Next2You against attacks by
combining multiple hypotheses learned from CSI data (cf. Section 6.5.5). We utilize the
RRR method as follows (details in Section C.2): (1) we train a neural network on our
CSI data, obtaining a gradient mask, containing the features considered important by
the network, (2) using this mask we find relative importance of these features in the
whole training data, (3) we select and penalize features with relative importance above
10%, retraining the network on the same data to make it learn another hypothesis, (4)
we repeat the above steps (1)–(3), increasing the number of penalized features until the
AUC on the test data drops below 0.85; we choose the 10% feature importance and 0.85
stopping thresholds empirically.
Figure 37 shows the AUC performance of different neural network models produced
by the RRR method in 2.4 GHz and 5 GHz bands. We see that multiple models relying
on different features can be trained from the CSI data, retaining high AUC, confirming
the suitability of CSI for copresence detection. In larger and more complex scenarios
(i.e., office, apartment, and house) more features are required to classify copresent and
non-copresent devices, while in the smaller and simpler parked cars, we may need
as few as four features. We observe distinct feature patterns in heterogeneous and
power scenarios. In the former scenario, more features are required to distinguish
copresent and non-copresent devices compared to the office (two scenarios share a
setup, cf. Figure 34a) in both frequency bands. Thus, a neural network likely captures
properties of CSI-extracting hardware, which may by used to fingerprint specific types
of devices, providing an additional layer of protection. In the latter scenario, the models
often rely on 6–8 important features, originating from the CSI of subcarriers uniformly
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Figure 37: Right for the Right Reasons method applied to the CSI data of different scenarios.
A marker denotes a neural network model trained on a different set of features,
showing its AUC on the test data.

spread over a Wi-Fi channel, indicating that increased power affects statistical properties
of the CSI.
We find that the neural network models in Figure 37 rely on CSI magnitude for all
scenarios except the parked and moving cars, which start to use phases once magnitude
features are penalized. In comparable scenarios (e.g., office and house), the models without penalization use similar important features resulting from the CSI of subcarriers
located at the beginning, in the middle, or at the end of a Wi-Fi channel. These subcarriers are relevant because of their stability and low susceptibility to noise [318]. Thus,
they can accurately capture a particular effect in the environment such as shadowing
due to large objects or scattering caused by window grids. Our findings about the
important CSI features for copresence detection agree with prior work. For example,
the CSI magnitude is known to be relevant in complex scenarios with many obstacles
and human motion [120], while the phases contain too much noise, and thus are not
useful [212]. In the environments with shorter distances and fewer obstacles between
devices, the phases can be successfully utilized [313], as we see in the parked and moving
cars. We find that the magnitude and phases of adjacent Wi-Fi subcarriers are jointly
identified as important features because similar frequencies are likely to be affected by
the same phenomenon (e.g., scattering) [318]. These results demonstrate the soundness
of the RRR interpretations, confirming that Next2You is capable of learning a robust
wireless fingerprint of the environment embedded in the CSI.
To quantify the contributions of CSI features to Next2You classification performance,
we train a neural network on either magnitudes or phases (cf. Figure 38). We apply
a phase sanitization method by Sen et al. [313] to overcome the problem of random
phase behavior caused by unsynchronized clocks between devices and random noise,
training the network on both raw and sanitized phases to allow their comparison.
We see that in complex scenarios (e.g., apartment) copresence detection based on CSI
phases is infeasible, reaching AUCs of around 0.5, indicating that the neural network

Our RRR findings
about CSI features
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copresence detection
are in line with prior
work.
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Figure 38: AUC of Next2You when a neural network is trained on either phase (raw or sanitized)
or magnitude features in different scenarios; we also show AUC when the network
uses both magnitude and phase.

The CSI magnitude
is more relevant for
copresence detection,
especially in large
environments.

classification is no better than a random guess. However, in the simpler environments
of parked and moving cars, the phases become feasible for copresence detection, showing
AUCs above 0.8 and 0.9 for 2.4 GHz and 5 GHz bands, respectively. The sanitized phases
perform marginally better than the raw phases, which is in contrast with findings of
prior work [273, 313]. Such a discrepancy is due to simpler hardware in our experiments
(i.e., smartphones), containing a single antenna, which has lower sensitivity and higher
susceptibility to noise, compared to multiple antennas in routers used by the prior
work. Our phase classification results agree with previous research, showing the higher
relevance of 5 GHz phases for localization [379]. The AUC performance based on
magnitudes is stable across our scenarios, however using both magnitude and phase
features results in consistently higher AUCs (cf. Figure 38). Thus, CSI phases indeed
contain relevant copresence information, which can be utilized by a neural network to
improve the overall classification performance.
The above results demonstrate the soundness of Next2You utilizing CSI and neural
networks for copresence detection. We see a direct impact of the environment complexity on the capability of a neural network to make copresence predictions from the CSI
data. The fact that the neural network captures distinct properties of diverse CSI data
(i.e., heterogeneity, transmission power) confirms its inherent ability for autonomous
representation learning and suitability for Next2You. We also find that using off-theshelf devices in real-world scenarios may render existing methods for leveraging CSI
inefficient (e.g., phase sanitization), urging the need to conduct experiments in realistic
setups with heterogeneous hardware.
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Figure 39: AUC of different RRR models that are used to resist the following attacks: (a) an adversary
precollects CSI data in a similar car, and (b) they train a neural network model on the rich
office CSI and use it to classify copresence in a simpler environment of parked cars. The
number of penalized features in the models increases from left to right; the dashed red
line is the best achievable AUC without feature penalization; Figure 39b shows a subset
of models.

6.5.5

Advanced Attack Scenarios

We investigate the robustness of Next2You to advanced attacks and propose mitigation
strategies. In the first attack, the adversary either precollects CSI data in a similar
environment (e.g., car), where legitimate devices execute Next2You, or they train a
neural network model on a comprehensive dataset (e.g., office) and use this model to
predict copresence on the CSI data of simpler scenarios (e.g., parked cars). We find that
such threats are feasible allowing the adversary to predict copresence with relatively
high AUCs between 0.8 and 0.9. To mitigate this attack, we utilize multiple neural
network models, each learning a different hypothesis, generated by the RRR method
(cf. Section 6.5.4).
Figure 39a and Figure 39b depict the AUC performance of different RRR models
from Figure 37. The former, shows the models trained on the moving cars CSI and tested
on the parked car data for 2.4 GHz, while the latter—the models trained on the office
CSI and tested on the parked cars data for 5 GHz. We see that the RRR models with
penalized features perform 12–25 AUC percentage points better when applied to the
legitimate data compared to the adversarial data (cf. Figure 37 vs. Figure 39). In the
adversarial case, the AUC drops from the model top-performing (cf. dotted red line
in Figure 39) more rapidly than in the legitimate case. Thus, the above attack can be
mitigated by training a number of the RRR models and combining their majority vote
with thresholding for the final copresence decision (e.g., at least three models must
have AUC above 0.9).

We evaluate how to
strengthen
Next2You against
advanced attacks.

Combining several
neural network
models obtained with
the RRR method,
mitigates the
attacker who
precollects CSI data
in a similar
environment.
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Table 21: AUC performance of Next2You under the increased power attack for 2.4 GHz and 5
GHz bands.
CSI data used for training
(included samples)

We see that
classifying increased
power CSI data from
nearby
non-copresent
devices is
challenging.

Area Under the Curve (AUC)
2.4 GHz

5 GHz

Office + Power (all samples)

0.9781

0.9967

Office + Power (no high-power samples)

0.8165

0.8825

Office + Power (10% of high-power samples)

0.9313

0.9948

In the second attack, the adversary who knows that the neural network is trained on
a single power level, which is typical for legitimate devices, increases the transmission
power of their devices. We implement this attack by training our neural network on the
CSI data combined from the office and power scenarios; in the latter scenario, we exclude
high-power samples corresponding to non-copresent devices. Thus, we evaluate the
capability of our neural network to classify the unseen high-power CSI data.
Table 21 shows that under the power attack, the performance of Next2You drops by
16 and 11 AUC percentage points for 2.4 GHz and 5 GHz, respectively. We find that
devices in adjacent Offices 1 and 2 and near open doors (cf. Figure 34a) are mostly
affected by such an attack, accounting for the AUC drop. The fact that only neighboring
devices in such a challenging scenario (i.e., insufficient separation between Offices 1
and 2) are vulnerable to this attack suggests its limited scope. To mitigate the attack,
we tried applying different RRR models with penalized features, however, we observe
a similar sharp drop in AUC from the top-performing model, as in Figure 39. This
indicates that the neural network simply lacks enough cues to distinguish copresent and
non-copresent devices under such an attack. We discuss which other data, in addition
to CSI, can improve the robustness of Next2You in Section 6.6. To alleviate the effect of
the increased power attack, we find that including only 10% of high-power samples
brings classification performance very close to the baseline (cf. first row in Table 21).
This clearly helps improve the performance of the classifiers, as it provides more data
close to the boundaries of the classes. We highlight the utmost importance of training
neural networks considering adversarial samples to harden Next2You.
6.6

discussion

In this section, we provide relevant discussion points for Next2You.
Robustness. Our evaluation shows that Next2You provides reliable copresence detection with error rates below 4% and 1.5% for 2.4 GHz and 5 GHz bands, respectively
(cf. Table 18). We demonstrate the soundness of using CSI and neural networks for copresence detection (cf. Section 6.5.4), and find that Next2You can be hardened by training
a number of neural network models, each relying on a different set of features, and
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combining their predictions (cf. Section 6.5.5). However, Next2You might be vulnerable
to the increased power attack if the neural network is trained without considering the
advanced capabilities of the adversary.
To improve the robustness of Next2You, a number of physical layer metrics can be
used in addition to CSI. For example, the signal-to-noise ratio (SNR) estimated directly
in a wireless chipset should capture a unique noise pattern in the environment of
copresent devices. Also, as shown by Won et al. [387], CSI power levels are useful for
traffic classification. In Next2You, these levels can be used to detect the increased power
attack (cf. Section 6.5.5). In addition, power delay profiles (PDPs), namely the squared
magnitudes of the CIR, can be used as an additional input to a neural network, improving copresence detection accuracy by combining features from time (i.e., PDP or CIR)
and frequency (i.e., CSI) domains. Furthermore, devices running Next2You can measure
the energy on different Wi-Fi channels to make copresence detection more reliable.
Specifically, the energy sensed by copresent devices on a given Wi-Fi channel depends
on its busyness in their environment (i.e., amount of traffic, other wireless devices using
the channel in this environment). This energy will differ from measurements made
by non-copresent devices, providing additional cues for differentiation. With several
antennas, a direction from which a signal arrives can be determined, as we detail in
the following discussion point. We also see that the temporal properties of CSI (i.e.,
behavior over time) increase the reliability of copresence detection (cf. Section 6.5.2).
Leveraging CSI Phase. Our results demonstrate that the CSI phase is less relevant for
copresence detection than the magnitude, especially in complex environments with
many obstacles and a large amount of motion. Prior research uses multiple antennas to
remove a phase offset by finding the difference between phases received on different
antennas, or obtain the relative phase by subtracting phases of two successively received frames [222]. The former approach only works if devices have multiple antennas,
however as we discuss in the next point, it is unlikely that commodity IoT devices will
receive them. The latter approach requires high packet rates (e.g., hundreds of packets
per second) to provide sufficient CSI granularity while degrading fast in performance
with reduced rates [313, 318]. However, such high packet rates are impractical on IoT
devices running on batteries. The accurate phase estimation allows obtaining Angle-ofArrival (AoA) and Time-of-Flight (ToF) [222], which have the potential for increasing
the robustness of Next2You to advanced attacks.
Deployment Considerations. To use Next2You, devices performing copresence detection should be capable of extracting CSI. In recent years, several CSI extracting tools
have emerged [129, 142, 308, 390], enabling various devices such as routers, laptops,
and smartphones with this capability. Utilizing these tools, security researchers discover
severe vulnerabilities in proprietary firmwares of popular Wi-Fi chipsets [54, 228],
highlighting the necessity for open-source wireless stacks, which will provide better
security and functionality (e.g., finer-grained control over a wireless chipset). Thus,
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We expect more
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Our results
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Next2You applies to
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we are positive that an increasing number of devices will receive the CSI-extraction
capability, facilitating the deployment of Next2You.
Another deployment consideration is using Next2You on devices that have a different
number of antennas, namely single or multiple. As we discover in Section 6.5.2, the
CSI of one and two antenna devices varies, hindering the deployment of Next2You,
if we cannot disable the second antenna and its spatial stream. This again urges the
importance of fine-grained control over wireless chipsets. For conventional 2.4 GHz
and 5 GHz Wi-Fi, we do not expect low-power IoT devices (e.g., thermostat, smart lock)
to have multiple antennas because of the size and energy constraints (i.e., two antennas
require more processing), however end-user devices such as smartphones, laptops, and
routers will likely feature two or more antennas [395]. For higher frequency Wi-Fi based
on mm-waves, even simple devices should be equipped with multiple antennas [305].
Copresence Distance. We consider devices to be copresent if they are located inside
the same (office) room or car, which is commonly assumed by context-based copresence
detection schemes [98, 181, 365]. Our empirical results demonstrate that Next2You
reliably detects copresence in rooms of up to 5 × 6 meter’s size and in typical passenger
cars (e.g., hatchback). However, we see that environments larger than 5 × 6 meter in
size might become problematic for the 5 GHz band. Also, the presence of prominent
obstacles in the environment (e.g., sizeable wardrobe set, moving walls) can reduce the
copresence detection accuracy of Next2You. On the other hand, increasing the transmission power will extend the applicability range of Next2You. Overall, Next2You suits
typical environments where copresence detection is applied, however its parameters
(e.g., used frequency band, transmission power) need to be adjusted for specific use
cases.
6.7

We recap
contributions of this
chapter.

summary

In the age of the Internet of Things (IoT), the demand for secure and usable authentication systems is on the rise. Context-based copresence detection enables such systems,
allowing one device to verify the proximity of another device based on their physical
context (e.g., audio), eliminating user interaction. In this chapter, we propose Next2You,
a robust context-based copresence detection scheme utilizing channel state information
(CSI). As its main contribution, Next2You provides reliable copresence detection, including the challenging cases of low-entropy context (e.g., empty room with few events
occurring) and insufficiently separated environments (e.g., adjacent rooms), and it does
not require devices to have common sensors such as microphones. We implement and
evaluate Next2You in five real-world scenarios, demonstrating its high classification
accuracy in distinguishing copresent and non-copresent devices, the capability of working in real-time, and resilience to various attacks. The obtained error rates below 4%
show that Next2You outperforms the state-of-the-art copresence detection schemes, and
it is deployable on off-the-shelf devices such as smartphones.
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CONCLUSIONS

In this thesis, we have investigated how to improve security, usability, and deployability
of zero-interaction pairing (ZIP) and zero-interaction authentication (ZIA) schemes.
We have achieved this goal in two steps: (1) we analyzed theoretically and empirically
state-of-the-art ZIP and ZIA schemes, identifying their major shortcomings in Chapter 3
and Chapter 4 and (2) we addressed these shortcomings developing new ZIP and ZIA
schemes in Chapter 5 and Chapter 6, respectively.
While conducting theoretical analysis of existing pairing schemes, including ZIP, we
found that the current design flow of pairing schemes starting from hardware interfaces
leads to incomparability of the schemes. Furthermore, we identified that unrealistic
security assumptions about out-of-band (OoB) channels (e.g., confidentiality of data
transmission), which are the cornerstone of pairing schemes, resulted in practical attacks
against many schemes. Towards this end, we proposed a consistent terminology and
new system model for designing pairing schemes based on physical channels, humancomputer interaction (HCI) channels, and application classes. Using this system model,
we surveyed existing pairing schemes, including ZIP, revealing their security and
usability weaknesses. We also suggested ways to address these weaknesses, enabling
the development of more robust pairing schemes.
As a next step, we decided to compare the security and usability performance of
state-of-the-art ZIP and ZIA schemes under realistic conditions, finding that it is infeasible due to the lack of context data on which these schemes were validated and the
unavailability of their implementations. Hence, we reproduced five state-of-the-art ZIP
and ZIA schemes [181, 243, 310, 323, 364] from the ground up and collected various context data in three real-world scenarios, using a representative number of heterogeneous
sensing devices, distributed inside our scenarios to reflect a realistic Internet of Things
(IoT) setting. We found that four out of the five reproduced schemes struggled under
realistic conditions, showing significantly lower security and usability than originally
reported. In addition, we discovered that many ZIP and ZIA schemes were sensitive to
heterogeneous hardware and user mobility, limiting their deployability in real settings.
To ensure that future ZIP and ZIA schemes can be compared against our findings, we
released the collected context data and the codebase that we used for data collection
along with schemes’ implementations. Furthermore, we shared our experiences from
this study such as building a reliable data collection platform in realistic scenarios,
processing a large amount of context data, and subsequently releasing it as well as
challenges in reproducing existing ZIP and ZIA schemes (cf. Appendix B).
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In the second part of the thesis, we addressed the above shortcomings, proposing
a new architecture for ZIP and a novel copresence detection method for ZIA. To
improve on ZIP, we rethought the design followed by the state-of-the-art schemes,
namely replacing the fuzzy commitments cryptographic primitive [175] commonly
used by these schemes with a better primitive called Fuzzy Password-Authenticated
Key Exchange (fPAKE) [75] that provides stronger security against brute-force offline
attacks on a shared secret key and allows reducing pairing time, which improves the
usability of ZIP. We demonstrated how to leverage fPAKE for ZIP and implemented
this protocol, benchmarking it on off-the-shelf IoT devices. In addition to fPAKE, we
introduced sensor fusion as a mechanism to strengthen context against predictable
context attacks (e.g., context replay) and further assist fPAKE in shortening the pairing
time. We evaluated our new ZIP scheme called FastZIP, combining the fPAKE protocol
and sensor fusion for in-car device pairing, by collecting real-world driving data using
off-the-shelf devices, demonstrating the stronger security of FastZIP and its up to
three times faster pairing time compared to state-of-the-art ZIP schemes. To facilitate
future research, we make the context data used to evaluate FastZIP, its codebase, and
implementation of the fPAKE protocol publicly available.
To improve on ZIA, we devised a novel copresence detection scheme named Next2You
that is built upon a robust sensor modality: channel state information (CSI) and neural
networks. Through our real-world experiments using off-the-shelf smartphones, we
demonstrated that Next2You achieves more accurate copresence detection (thus higher
security) than state-of-the-art solutions, especially in challenging cases of low-entropy
context (e.g., empty room with few events occurring) and insufficiently separated
environments (e.g., adjacent rooms). Furthermore, Next2You provides improved deployability, as it only requires devices to be equipped with Wi-Fi, which is ubiquitous
in IoT devices, as compared to dedicated sensors (e.g., microphones) needed by the
state-of-the-art copresence detection schemes. We make the collected CSI dataset along
with the source code of Next2You and data collection tools available for future research.
Based on the insights gained in this thesis, we have identified three avenues for the
future development of ZIP and ZIA schemes. First, our FastZIP findings and the results
of prior ZIA schemes [323, 364] demonstrate that sensor fusion can prevent advanced
attacks and reduce pairing/authentication time. In Chapter 5, we discussed that the
proliferation of integrated sensors facilitates the use of sensor fusion on various smart
devices. In addition to an inertial measurement unit (IMU) (accelerometer, gyroscope,
magnetometer), camera (light and RGB sensors), and wireless chipset (Wi-Fi, Bluetooth),
we witness a rapid increase of integrated environmental sensors measuring ambient
characteristics of the surroundings (i.e., temperature, barometric pressure, and humidity) [34] or air quality (i.e., CO2 and total volatile organic compound (TVOC)) [314].
Moreover, the integrated sensors become more affordable [201], facilitating their wide
spread. With FastZIP, we have shown how the multi-sensor context can be captured
inside a moving car, while other research demonstrates that IMU sensors (i.e., ac-
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celerometer, gyroscope, magnetometer) can be leveraged to jointly record events such
as door/window opening and closing in smart homes [146, 226, 407] as well as various
user activities (e.g., walking, typing) in the case of wearables [229, 309, 388]. Second, we
foresee that off-the-shelf IoT actuators (e.g., voice assistant, robot vacuum cleaner) can
be utilized to inject context stimuli (e.g., sound) into an environment such as a room
in a random fashion, thwarting active attacks against ZIP and ZIA schemes as well as
increasing context entropy, which can be leveraged to shorten paring/authentication
time and render predictable context attacks (e.g., context replay) infeasible. Third,
machine learning is already the backbone of many ZIA schemes [229, 317, 323, 364,
365], and it has recently been utilized to speed up a key generation process in ZIP [388].
We envision that one step further would be the use of artificial intelligence (AI) that has
been advancing to many fields [295]. Specifically, utilizing AI can improve the adaptiveness of ZIP and ZIA schemes to varying use cases (e.g., in-car vs. in-bus pairing) and
challenging environmental conditions (e.g., profound noise) by automatically adapting
schemes’ parameters (e.g., quantization, threshold values) accordingly.
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Part IV
APPENDIX

A

REPRODUCED ZERO-INTERACTION SECURITY SCHEME

In this appendix, we provide more details about the reproduced zero-interaction
security (ZIS) schemes. We give a brief overview of each scheme’s functionality and
use case and describe the implementation of context features utilized by the scheme.
audio preprocessing: Before computing audio features, we aligned audio recordings from different sensing devices as follows. At the beginning of data collection all
devices were synchronized using the Network Time Protocol (NTP). First, we performed
the coarse-grained alignment using devices’ timestamps to synchronize the start of the
audio recordings. Second, during the feature computation, we performed a fine-grained
alignment between two input audio recordings using the cross-correlation function in
Matlab [359]. Specifically, we considered the first hour of audio recordings to find a lag
between them, using the xcorr function (maxlag = 3 seconds), then we used this lag to
align two audio recordings, and cut them to the length of the shortest recording. These
aligned recordings are then split into intervals and used to compute audio features.
In the mobile scenario, we increased the maxlag to 15 seconds to more precisely
find the lag between audio recordings of heterogeneous devices. In addition, we found
that heterogeneous devices have an inherent audio drift, causing desynchronization of
audio recordings. We removed this drift by applying a time-stretching effect to audio
recordings in the Audacity tool (change Tempo).
a.1

karapanos et al.

The scheme by Karapanos et al. [181] calculates a similarity score between snippets of
ambient audio from two devices to decide if these devices are colocated. The similarity
score is the average of the maximum cross-correlations between two audio snippets
computed on a set of one-third octave bands. To prevent erroneous authentication when
audio activity is low, a power threshold is applied to discard similarity scores from
audio snippets with insufficient average power. The similarity score is then checked
against a fixed similarity threshold to decide if two devices are colocated. The scheme is
designed to provide colocation evidence between a user’s smartphone and a computer
with a running browser. This evidence is utilized as a second authentication factor
when a user wants to log-in to an online service such as a bank account. In this work,
we focus on computing and comparing similarity scores and do not target the specific
use case of the second authentication factor.
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Table 22: Notations used by Karapanos et al.
Notation
x, y
L
lmax
r
τdB

Explanation
input audio snippets
length of input audio snippets in seconds
max cross-correlation lag in seconds
sampling rate of input audio snippets in kHz
average power threshold in dB

B

set of considered one-third octave bands

n

number of considered one-third octave bands

Sx,y

similarity score

Table 23: Parameters of the sound similarity algorithm used in [181] (highlighted) and our
implementations.
L, sec

lmax , sec

r, kHz

τdB , dB

B (n)

3

0.15

44.1

40

50Hz – 4kHz (20)

5

1

16

40/38/35

50Hz – 4kHz (20)

10

1

16

40/38/35

50Hz – 4kHz (20)

15

1

16

40/38/35

50Hz – 4kHz (20)

30

1

16

40/38/35

50Hz – 4kHz (20)

60

1

16

40/38/35

50Hz – 4kHz (20)

120

1

16

40/38/35

50Hz – 4kHz (20)

We first provide notations adopted from the original paper in Table 22. Second, we
present parameters of the sound similarity algorithm used in the original and our
implementations in Table 23. Our goal was to follow the original implementation as
close as possible, however, we introduced a few changes, as we did not have tight
synchronization between audio snippets. Third, we present our implementation of the
sound similarity algorithm in Section A.1.1.
As shown in Table 23, our implementation differs with respect to these parameters
from the implementation by Karapanos et al. First, we increase both the length of input
audio snippets L from 3 to 5 seconds and the length of the maximum cross-correlation
lag lmax from 0.15 to 1 second to achieve a comparable level of authorization to the
authors. We observed that even after the alignment procedure (cf. Audio preprocessing),
there might be an offset within long audio recordings (24 hours), which can affect
synchronization between audio snippets. That is why, we set lmax = 1 to maintain a
balance between security (lmax thwarts attackers trying to guess the audio environment)

A.1 karapanos et al.

and non-tight synchronization, which can happen in a realistic Internet of Things (IoT)
scenario. The increase of lmax leads to the increase of the audio snippet length L to 5
seconds. Second, we use a lower sampling rate for the input audio snippets r: 16 vs.
44.1 kHz, which does not affect the sound similarity algorithm itself, but can be used
to speed up the computations, as a smaller number of samples needs to be processed.
Despite the lower sampling rate, and thus narrower audio spectrum (8 kHz), we cover
the same set of octave bands as the original implementation.
As stated in Section 4.3, we evaluate the performance of the scheme on a number of
intervals from 5 to 120 seconds.
a.1.1

Implementation of the Sound Similarity Algorithm

0. As input, we have two aligned audio snippets x and y of equal length L with a
sampling rate r.
1. Both x and y are split into n one-third octave bands using a bank of band-pass
filters:
(xB1 , . . . , xBn ) = BP_filter_bank(x)
(1)
(yB1 , . . . , yBn ) = BP_filter_bank(y)
Table 24 shows the used one-third octave bands B from 50 Hz to 4 kHz, and each
band-pass filter is constructed as a 20th-order Butterworth filter [358] with cut-off
frequencies [Fl , Fh ].
2. For each xBi and yBi ∀i ∈ [1, n], the normalized maximum cross-correlation
Ĉx,y (l) is computed as the function of the lag l ∈ [0, lmax ] (we omit Bi indexes
for simplicity):
(︃⃓
⃓)︃
Cx,y (l)
⃓
⃓
′
Ĉx,y (l) = max(|Cx,y (l)|) = max ⃓ √︁
(2)
⃓
l
l
Cx,x (0) · Cy,y (0)
In Equation 2, the term Cx,y (l) is a cross-correlation function between two discrete
signals x and y:
N−1
∑︂
Cx,y (l) =
x(i) · y(i − l)
(3)
i=0

N is the number of samples in the signals1, and
√︁ the lag is bounded within a
range l ∈ [0, N − 1]. The normalization term Cx,x (0) · Cy,y (0) accounts for
different amplitudes of signals x and y, with Cx,x (0) and Cy,y (0) being the autocorrelation functions. The resulting maximum cross-correlation is bounded within
a range Ĉx,y (l) ∈ [0, 1], because we take the absolute value of the normalized
cross-correlation |C′x,y (l)|.
1 We assume signals x and y have the same length
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Table 24: Used one-third octave bands.
Band Number

Fl , Hz

Fc , Hz

Fh , Hz

6

44.194

49.606 (50)

55.681

7

55.681

62.500 (63)

70.154

8

70.154

78.745 (80)

88.388

9

88.388

99.213 (100)

111.362

10

111.362

125.000 (125)

140.308

11

140.308

157.490 (160)

176.777

12

176.777

198.425 (200)

222.725

13

222.725

250.000 (250)

280.616

14

280.616

314.980 (315)

353.553

15

353.553

396.850 (400)

445.449

16

445.449

500.000 (500)

561.231

17

561.231

629.961 (630)

707.107

18

707.107

793.701 (800)

890.899

19

890.899

1000.000 (1000)

1122.462

20

1122.462

1259.921 (1250)

1414.214

21

1414.214

1587.401 (1600)

1781.797

22

1781.797

2000.000 (2000)

2244.924

23

2244.924

2519.842 (2500)

2828.427

24

2828.427

3174.802 (3150)

3563.595

25

3563.595

4000.000 (4000)

4489.848

Fl - lower band frequency, Fc - calculated center frequency (nominal frequency), Fh - upper
band frequency.

3. The resulting similarity score between two audio snippets x and y is obtained by
taking the average of the normalized maximum cross-correlations computed in
each one-third octave band:
1 ∑︂
ĈxBi ,yBi (l)
n
n

Sx,y =

(4)

i=1

The similarity score is only used if the input audio snippets have sufficient
average power: Px , Py > τdB . Otherwise, it is discarded, and no authentication is
attempted.

A.2 schürmann and sigg

Table 25: Notations used by Schürmann and Sigg.
Notation

a.2

Explanation

S

input audio snippet

l

length of the input audio snippet in seconds

r

sampling rate of the input audio snippet in kHz

n

number of frames to split the input audio snippet

m

number of frequency bands to split each frame

d

length of each frame in seconds (duration)

b

width of each frequency band in Hz

f

binary fingerprint of length (n − 1) · (m − 1) in bits

schürmann and sigg

The scheme by Schürmann and Sigg [310] computes a binary fingerprint from a snippet
of ambient audio based on energy differences in successive frequency bands. Two
devices wishing to establish pairing, compute such fingerprints from their ambient
environments. These fingerprints are used in a fuzzy commitment scheme to obtain
a shared secret. One device uses its fingerprint to hide a randomly chosen secret and
sends this commitment to the other device, which can only retrieve the random secret
from the commitment if it has a sufficiently similar fingerprint. In this work, we focus
on deriving and comparing binary fingerprints, and we do not target a specific use case
of establishing a shared secret key.
We first provide notations adopted from the original paper in Table 25. Second, we
present parameters of the audio fingerprinting algorithm used in the original and
our implementations in Table 26, where we introduce a few changes, as our audio
snippets have a lower sampling rate. Third, we present our implementation of the audio
fingerprinting algorithm in Section A.2.1.
As shown in Table 26, our implementation differs with respect to some parameters
from the implementation by Schürmann and Sigg. First, we use a lower sampling rate r
of 16 kHz instead of the original 44.1 kHz, which affects the number of frequency bands
m we can split our frames n into. With a 16 kHz sampling rate, our audio spectrum is
only 8 kHz, thus we can only obtain 32 non-overlapping frequency bands, each of width
250 Hz b. Having 32 frequency bands instead of 33, as in the original implementation,
results in shorter binary fingerprints f of 496 instead of 512 bits. Second, we vary the
lengths l from 5 to 120 seconds, which also affects the length of a single frame d, which
varies between 0.29 and 7.06 seconds. We note that shorter audio frames (e.g., d = 0.29)
are more susceptible to synchronization issues between input audio snippets, thus
reducing the similarity of binary fingerprints generated from these snippets. However,
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Table 26: Parameters of the audio fingerprinting algorithm used in [310] (highlighted) and our
implementations.
f, bits

l, sec

r, kHz

n, frames

m, bands

d, sec

b, Hz

512

6.375

44.1

17

33

0.375

250

496

5

16

17

32

∼0.29

250

496

10

16

17

32

∼0.59

250

496

15

16

17

32

∼0.88

250

496

30

16

17

32

∼1.76

250

496

60

16

17

32

∼3.53

250

496

120

16

17

32

∼7.06

250

starting from l = 10, our frame length d is bigger than in the original implementation,
which makes our results comparable and allows us to access the performance of the
scheme (i.e., distinguishing between colocated and non-colocated devices) on longer
audio snippets.
a.2.1

Implementation of the Audio Fingerprinting Algorithm

0. As input, we have an audio snippet S of length l with a sampling rate r (audio
snippets from different devices are aligned). The number of frames n and the
number of frequency bands m are selected to obtain the binary fingerprint of the
desired length:
Lf = (n − 1) · (m − 1)
(1)
The width of a frequency band depends not only on the number of bands but
also on the available audio spectrum, which is limited by the Nyquist frequency
(fN = 2r ):
maxfreq(S) − minfreq(S)
(2)
b=
m
1. The audio snippet S is split into n successive frames F1 , . . . , Fn of equal length
d = r · nl in samples (Fi is a d × 1 vector).
2. Each frame F1 , . . . , Fn is split into m non-overlapping frequency bands of width
b using a bank of band-pass filters:
(FB1 , . . . , FBm )i = BP_filter_bank(Fi ),

∀i ∈ [1, n]

(3)

In our implementation, the available audio spectrum is 8 kHz, thus we split it into
the following 32 bands of width 250 Hz: B1 = [1, 250], B2 = [251, 500], . . . , Bm =
[7751, 7999], using a 20th-order Butterworth filter [358] for each band.

A.3 miettinen et al.

3. For each frame F1 , . . . , Fn , the energy of each frequency band B1 , . . . , Bm is
computed as (superscript T denotes transpose):
(EBj )i = (FTBj · FBj )i ,

∀i ∈ [1, n]; ∀j ∈ [1, m]

(4)

4. The results of energy computation are stored in the energy matrix (∀i ∈ [1, n]; ∀j ∈
[1, m]):
⎞
⎛
Ei,j

E
⎜ F1 ,B1
⎜E
⎜ F ,B
= ⎜ 2. 1
⎜ ..
⎝
EFn ,B1

EF1 ,B2

EF2 ,B2
..
.
EFn ,B2

· · · EF1 ,Bm

⎟
· · · EF2 ,Bm ⎟
⎟
.. ⎟
..
.
. ⎟
⎠

(5)

· · · EFn ,Bm

5. The binary fingerprint f is obtained by iterating over consecutive frames ∀i ∈
[1, n − 1] and frequency bands ∀j ∈ [1, m − 1]. Each bit of the fingerprint is
generated by checking the energy difference between successive frequency bands
of two consecutive frames (∀k ∈ [1, Lf ]):
⎧
⎨1, (E
i+1,j − Ei+1,j+1 ) − (Ei,j − Ei,j+1 ) > 0
fk =
(6)
⎩
0, otherwise
a.3

miettinen et al.

The scheme by Miettinen et al. [243] is inspired by the audio fingerprinting scheme
proposed by Schürmann and Sigg (cf. Section A.2) but works on longer timescales.
It uses noise level and luminosity measurements to derive long-term binary fingerprints, which can defend against adversaries that are colocated for short timeframes.
The scheme utilizes such fingerprints in a fuzzy commitment scheme (as described
in Section A.2) to gradually evolve a shared secret key to achieve pairing between two
devices that are colocated for a sustained period of time. In this work, we focus on
deriving and comparing long-term binary fingerprints, and we do not target a specific
use case of establishing a shared secret key.
We first provide notations adopted from the original paper in Table 27. Second, we
present parameters of the context fingerprinting algorithm used in the original and
our implementations in Table 28. Our goal was to follow the original implementation
as close as possible, however, we introduced a few changes, as we use audio with a
higher sampling rate to generate noise levels. We discuss the effect of those changes
on the parameters of the context fingerprinting algorithm. Third, we present our
implementation of the context fingerprinting algorithm in Section A.3.1.
As shown in Table 28, our implementation differs with respect to these parameters
from the implementation by Miettinen et al. [243]. First, we use audio with a higher
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Table 27: Notations used by Miettinen et al.
Notation

Explanation

w

length of the context snapshot in seconds

f

a new snapshot is recorded every f seconds

r

sampling rate of recorded audio in kHz

mw

measurement window in seconds

∆rel

relative threshold for fingerprint generation

∆abs

absolute threshold for fingerprint generation

Table 28: Parameters of the context fingerprinting algorithm used in [243] (highlighted) and our
implementations.
w, sec

f, sec

r, kHz

mw , sec

∆rel

∆abs

120

120

8

0.1/1

0.1

10

5

5

16

1

0.1

10

10

10

16

1

0.1

10

15

15

16

1

0.1

10

30

30

16

1

0.1

10

60

60

16

1

0.1

10

120

120

16

1

0.1

10

sampling rate r: 16 vs. 8 kHz to generate noise levels. The noise levels are generated
by averaging absolute amplitudes of audio samples over mw seconds, given by the
measurement window. Thus, for mw = 1, we obtain one noise level from 16000 audio
samples, whereas the original implementation computes one noise level from only 8000
audio samples, which makes our noise levels more fine-grained. The original implementation uses two different measurement windows mw : 0.1 and 1 sec. The shorter
measurement window speeds up the fingerprint generation but may be susceptible to
synchronization issues, thus we opt for a longer measurement window. For luminosity
measurements, we do not use the measurement window. We collect luminosity readings
at 10 samples per second and use all samples generated during context snapshot length
w to obtain the fingerprint. Second, we evaluate the context fingerprinting algorithm on
the context snapshots of different lengths w from 5 to 120 seconds. Thus, we can assess
the performance of the scheme (i.e., distinguishing between colocated and non-colocted
devices) on shorter context snapshots.

A.3 miettinen et al.

a.3.1

Implementation of the Context Fingerprinting Algorithm

0. As input, we have sets of noise level Snl and luminosity Slux measurements
generated from context information collected in our scenarios (i.e., car and office)
as stated above. The number of bits b in the resulting context fingerprints is given
|
by |Sfnl | and |Slux
f , where | · | denotes the set cardinality.
1. The context snapshot cw for a timeslot t consists of all measurements m taken
in the timeslot of w seconds, cw (t) = (mi , mi+1 , . . . , mi+n ). For each context
fingerprint, the average value c(t) is computed as:
∑︂
mi
c(t) =

mi ∈c(t)

|{mi ∈ c(t)}|

(1)

2. Each set of measurements (Snl or Slux ) can be represented as a sequence of
context snapshots C(t, t + nf) = (c(t), c(t + f), . . . , c(t + nf)). Then, the fingerprint
bit b(ti ), which corresponds to each snapshot c(ti ), is generated as:
⎧
⃓
⃓
⃓
⃓
⎪
⎨1, ⃓⃓ c(ti ) − 1⃓⃓ > ∆rel ∧ ⃓⃓c(ti ) − c(ti − f)⃓⃓ > ∆abs
c(ti − f)
(2)
b(ti ) =
⎪
⎩0, otherwise
We note that the values for ∆rel and ∆abs (cf. Table 28) are not given in the
original paper but were provided by the authors in private communication.
3. The resulting fingerprint for the set of measurements (Snl or Slux ) is obtained as:
ϕ(C(t, t + nf)) = (b(t), b(t + f), . . . , b(t + nf))

(3)

To avoid using fingerprints that are exclusively zero in times of low ambient noise and
light, Miettinen et al. proposed an extension to their system: they propose computing
the surprisal of a fingerprint before using it. The surprisal of a single bit b of the
fingerprint is defined as its self-information I, measured in bits:
σ(b) = I(b) = −log2 (P(B = b))

(4)

The surprisal of the whole fingerprint F is the sum of the surprisal of its individual bits:
σ(F) =

∑︂

σ(b)

(5)

b∈F

Calculating this surprisal requires knowledge about how often bits occur at specific
positions of the fingerprint during specific times of the day, indicated as P(B = b)
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in the formula. Miettinen et al. do not state the time resolution, but it is implied
that the probabilities are tracked on a per-hour basis. For the office scenario, which
covers multiple days, we track the probabilities independently for the individual days,
i.e., fingerprints generated on weekdays do not influence the probabilities, and thus
surprisals for the weekend.
Miettinen et al. propose setting a surprisal threshold σthr that the surprisal of a
fingerprint has to exceed in order to be considered valid for pairing. This avoids the
problem of attacks by adversaries guessing the low-entropy fingerprints generated at
night. The threshold is defined as:
σthr = t + σmarg

(6)

t denotes the number of incorrect bits the fuzzy commitment will tolerate, and σmarg
denotes an extra security margin. However, the authors do not state how this margin
should be chosen. Our margin choice is described in Section 4.3.3
a.4

truong et al.

The scheme by Truong et al. [364] uses Wi-Fi, Bluetooth, GPS, and ambient audio
collected by two devices to compute a number of context features, which are then fed
into a machine learning classifier that outputs a prediction if these devices are colocated.
This scheme is designed to provide colocation evidence to thwart relay attacks on wireless channels between a user’s device and a terminal, which employs zero-interaction
authentication (ZIA) (e.g., unlock a computer if a user’s smartphone is nearby). In
this work, we focus on computing context features and obtaining classification results
from the machine learning algorithms, and we do not target the specific use case of
thwarting relay attacks.
We first provide notations adopted from the original paper in Table 29. Second, we
describe how different context features are computed. Third, we provide details of
our machine learning methodology, where we discuss our datasets, the parameters of
machine learning algorithms that we use, and the evaluation procedure.
Due to a lack of GPS support in the used hardware, we were unable to collect GPS
information. However, since our office scenario is static, and the car scenario mostly
considers geographically close cars, the information value of the GPS features would
have been low. In addition, the original authors report that the GPS feature contains
the least amount of discriminative power in their dataset.
a.4.1

Non-audio Features

The features for Wi-Fi, Bluetooth, and GPS are defined over a number of sets. Individual
samples for each context information are defined as a tuple (m, s), where m denotes
the identifier of the observed beacon (i.e., BLE MAC address, Wi-Fi BSSID), and s

A.4 truong et al.

Table 29: Notations used by Truong et al.
Notation
(a)
mi
(a)
si

Explanation
identifier of the ith beacon observed by device a
signal strength of ith beacon observed by device b
value substituted for missing signal strengths

θ
Sa

set of records sensed by device a

na

number of different beacons observed by device a

S∩

beacons seen by a and b

S∪

beacons seen by a or b, θ substituted for missing s

x, y

input audio snippets

L

length of input audio snippets in seconds

r

sampling rate of input audio snippets in kHz

denotes the received signal strength. The set of records observed by devices a and b
is denoted as Sa and Sb , respectively, while na and nb denote the number of unique
beacons observed by the devices. The notation is also given in Table 29. Given these
preconditions, the following sets are defined:
(a)

(a)

(b)

(b)

Sa ={(mi , si ) | i ∈ Zna −1 }
Sb ={(mi , si ) | i ∈ Znb −1 }

(m)

Sa

(m)
Sb

={m ∀(m, s) ∈ Sa }
={m ∀(m, s) ∈ Sb }

S∩ ={(m, s(a) , s(b) ) ∀m | (m, s(a) ) ∈ Sa , (m, s(b) ) ∈ Sb }
(m)

S∪ =S∩ ∪ {(m, s(a) , θ) ∀m | (m, s(a) ) ∈ Sa , m ∈
/ Sb

}

(m)

(m)

S∩

(m)

S∪

(s)

∪ {(m, θ, s(b) ) ∀m | (m, s(b) ) ∈ Sb , m ∈
/ Sa }

={m ∀m | (m, s(a) , s(b) ) ∈ S∩ }

={m ∀m | (m, s(a) , s(b) ) ∈ S∪ }

La ={sa | (m, s(a) , s(b) ) ∈ S∩ }
(s)

Lb ={sb | (m, s(a) , s(b) ) ∈ S∩ }

Truong et al. uses these sets to define a total of six features, five of which we implement: (1) the Jaccard Distance Ja,b , (2) mean Hamming distance Ha,b , (3) Euclidean
distance Ea,b , (4) mean exponential of difference Expa,b , (5) the sum of squared ranks
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(sr)

Sa,b . The sixth feature, subset count, is only used for the GPS data, and thus omitted.
The features are given by the following formulas, where θ is specific to certain context
information.
(m)

Ja,b = 1 −

|S∩ |

(1)

(m)

|S∪ |

|S∪ |
∑︂
⃓ (a)
⃓
⃓s − s(b) ⃓
k
k

Ha,b =

Ea,b

k=1

(2)

|S∪ |

⌜
⃓ |S∪ |
⃓ ∑︂
(a)
(b)
=⎷
(s − s )2
k

(3)

k

k=1
|S∪ |
∑︂

Expa,b =

⃓ (a)
(b) ⃓
exp ⃓sk − sk ⃓

k=1

(sr)

|S∩ |
∑︂

(a)
rk

(b)
(rk )

Sa,b =

(4)

|S∪ |
(a)

(b)

(5)

(rk − rk )2

k=1
(a)

(b)

| · | denotes the set cardinality;
is the rank of sk (sk ) in the set La (Lb )
sorted in ascending order.
For Wi-Fi, all features are used. The signal strength s for each observed identifier is
set to the average observed signal strength for that identifier over all included scans. θ,
which is substituted as signal strength for devices that have been observed by one but
not the other device, is set to -100. For Bluetooth Low Energy (BLE), features 1 and 3
are used, once again, using the average observed signal strength for each identifier as s
and θ = −100.
In case both sensors observe no beacons, the distances are not defined, and the
original paper does not specify a behavior for this case. In private communication, the
authors recommended choosing either zero (if the system should be biased towards
accepting) or a very high number (if it should be biased towards rejecting). In our
case, we chose to replace undefined values with the distance 10 000 to bias the system
towards rejecting when in doubt.
a.4.2

Audio Features

Truong et al. use two audio features: (1) the maximum cross-correlation and (2) timefrequency distance computed on snippets of ambient audio of length L = 10 seconds.

A.4 truong et al.

The authors do not provide the sampling rate r of their audio snippets; in our implementation r = 16 kHz. We compute these context features on audio snippets of
different lengths L from 5 to 120 seconds. In the end, we create and evaluate two
different datasets for machine learning, one using L = 10, the other L = 30.
In the following, we explain how the maximum cross-correlation and time-frequency
distance are computed. We note that this information is not available in the original
paper and was obtained via private communication with the authors.
0. As input, we have two aligned audio snippets x and y of equal length L with a
sampling rate r.
1. x and y are normalized as (superscript T denotes transpose):
x
x′ = √
xT · x

y
y′ = √︁
yT · y

(6)

Here, the denominator represents a square root of the signal’s energy.
2. The maximum cross-correlation between the normalized audio snippets x′ and y′ is
computed as (we omit prime superscripts in Ĉx,y (l) for simplicity):
(︃⃓N−1
⃓)︃
⃓ ∑︂ ′
⃓
′
Ĉx,y (l) = max(|Cx,y (l)|) = max ⃓
x (i) · y (i − l)⃓

(7)

i=0

| · | denotes the absolute value, N is the number of samples in audio snippets,
and the lag l is set to the default value 2N − 1 [359]. The resulting maximum
cross-correlation is bounded within a range Ĉx,y (l) ∈ [0, 1], because we take the
absolute value |Cx,y (l)|.
3. To compute the frequency distance between audio snippets x and y, a fast Fourier
transform (FFT) weighted by a Hamming window is applied:
X = FFT (HW(x))

(8)

Y = FFT (HW(y))

4. Since the FFT is symmetric, only a half of the FFT values is taken to construct
frequency vectors for x and y:
⃓
LX ⃓⃓
⃓
Xh = ⃓X[1,
]⃓
2

⃓
LY ⃓⃓
⃓
Yh = ⃓Y[1,
]⃓
2

(9)

| · | denotes the absolute value, LX and LY are lengths of FFT vectors X and Y.
5. Frequency vectors Xh and Yh are normalized similarly to step (1):
Xh
X′h = √︂
XTh · Xh

Yh
′
Yh
= √︂
T ·Y
Yh
h

(10)
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6. The frequency distance between audio snippets x and y is given by:
√︂∑︂ (︁
)︁
′
′
Df,xy =
(X′h − Yh
) ∗ (X′h − Yh
)

(11)

∗ denotes element-wise multiplication.
7. The time distance between audio snippets x and y is given by:
Dt,xy = 1 − Ĉx,y (l)
8. The time-frequency distance between audio snippets x and y is given by:
√︂
Dtf,xy = D2t,xy + D2f,xy
a.4.3

(12)

(13)

Machine Learning

After calculating these features over their dataset, Truong et al. used the machine
learning suite Weka [139] using Multiboost [382] with grafted C4.5 decision trees [381]
as weak learners in their evaluation. As Weka does not support large datasets, we
chose to use the H2O framework [357] instead. For the training of the classifiers, we
set the seed to 1619 and the early stopping to 5 rounds. This means that the training is
repeatable when using the same seed and dataset, and the system will consider learning
complete once no improvements have been made for five iterations. We let H2O train
a set of independent models and perform a hyperparameter search to optimize the
parameters (e.g., number of trees in the random forest) for the dataset, maximizing the
cross-validated Area Under the Curve (AUC). Afterwards, we select the top performing
model and determine its Equal Error Rate (EER) as described in Section 4.3.4.
a.5

shrestha et al.

The scheme by Shrestha et al. [323] utilizes ambient temperature, humidity, pressure,
and precision gas collected by two devices to compute a number of context features,
which are then fed into a machine learning classifier that outputs a prediction if these
devices are colocated. Similarly to Truong et al., this scheme addresses relay attacks
by providing colocation evidence between two devices involved in ZIA. In this work,
we focus on computing context features and obtaining classification results from the
machine learning algorithms, and we do not target a specific use case of thwarting
relay attacks.
We first provide notations adopted from the original paper in Table 30. Second, we
describe how different context features are computed. Third, we provide details of
our machine learning methodology, where we discuss our datasets, the parameters of
machine learning algorithms that we use, and the evaluation procedure.

A.6 study design

Table 30: Notations used by Shrestha et al.
Notation
(k)
sa
(k)
Da,b

Explanation
sample of context information k by device a
distance between samples of devices a and b

Due to a lack of hardware support, we were unable to collect precision gas, and thus
omit this context feature.
a.5.1

Context Features

The authors convert ambient pressure P in millibars to altitude in meters using the
following formula before computing context features:
)︄
(︄
(︃
)︃
Pstation 0.190284
∗ 145366.45 ∗ 0.3048
(1)
haltitude = 1 −
1013.25
For each of the considered context information (ambient temperature, humidity, and
altitude), the context feature is given by the absolute difference between two samples
of context information collected devices a and b at time t:
(k)

(k)

(k)

Da,b = |sa − sb |
a.5.1.1

(2)

Machine Learning

The resulting distances are passed to a Multiboost classifier [382], with random
forests [35] as a weak learner, using Weka [139]. The process for machine learning is
identical to that described in the previous section.
a.6

study design

Table 31 presents hardware used to collect context information in car, office, and
mob/het scenarios.
Table 32 contains a description of the device deployment in the car scenario, while Table 33 contains the mapping for the office scenario, and Table 34 shows device locations
in the mob/het scenario.
Figure 40 shows the route the cars took during the car scenario (cf. Section 4.2.2). The
route covers city traffic, country roads, and highways between the cities of Darmstadt
and Frankfurt in the state of Hesse in Germany (the actual GPS traces can be found
in [97]).
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Table 31: Sensing devices used for data collection.
Sensing device (sampling rate)
TI SensorTag CC2650 +
Samsung Galaxy S6 Samsung Gear S3
Raspberry Pi 3 + Samson Go

Sensor type

RuuviTag+

Audio

16 kHz

16 kHz

16 kHz

−

Barometric pressure

10 Hz

5 Hz

10 Hz

10 Hz

Humidity

10 Hz

−

−

10 Hz

Luminosity

10 Hz

5 Hz

10 Hz

−

Temperature

10 Hz

−

−

10 Hz

BLE beacons

0.1 Hz

0.1 Hz

0.1 Hz

−

Wi-Fi beacons

0.1 Hz

0.1 Hz

0.1 Hz

−

Accelerometer

10 Hz

50 Hz

50 Hz

−

Gyroscope

10 Hz

50 Hz

50 Hz

−

Magnetometer

10 Hz

50 Hz

50 Hz

−

− = sensor not available.
Table 32: Device deployment in the car scenario.
Car 1 Device

Device location

Car 2 Device

01

Dashboard

07

02

Glove compartment

08

03

Between front seats

09

04

Right back handhold

10

05

Left back handhold

11

06

Trunk

12

Table 33: Device location mapping in the office scenario.
Office 1
Dev.

Office 2

Office 3

Location

Dev.

Location

Dev.

Location

01

Near Wi-Fi access point (h)

09

Screen of User 2 (m)

17

Wall behind Users 2 and 3 (h)

02

Window sill (m)

10

Window sill (m)

18

Window sill (m)

03

Above door to Office 2 (h)

11

Above door to Office 1 (h)

19

Lamp above User 1 (h)

04

Lamp above User 1 (h)

12

Lamp above User 1 (h)

20

Screen of User 1 (m)

05

Screen of User 1 (m)

13

Right screen of User 1 (m)

21

Screen of User 2 (m)

06

Screen of User 2 (m)

14

Left screen of User 1 (m)

22

Screen of User 3 (m)

07

In the cupboard (h)

15

In the cupboard (l)

23

Shelf next to the door (m)

08

Wall next to the door (h)

16

Shelf left of the door (m)

24

In the cupboard (h)

h-= high position; m-= medium position; l-= low position.

A.6 study design

Table 34: Device location mapping in the mob/het scenario, initial configuration.
Office 1
Dev.

Office 2

Office 3

Location

Dev.

Location

Dev.

Location

01

Screen of User 1 (m)

11

Screen left from User 3 (m)

18

Screen in front of User 4 (m)

02

Screen of User 2 (m)

12

Screen of User 3 (m)

19

Screen of User 4 (m)

03

Near a power plug (l)

13

Near a power plug (l)

20

Near a power plug (l)

04

On top of robot station (l)

14

Near a fan (l)

21

On top of coffee machine (m)

05

Smartphone of User 1†

15

Smartphone of User 3†

22

Smartphone of User 4†

06

1†

16

3†

23

Smartwatch of User 4†

24

Laptop of User 4†

Smartwatch of User

17

1†

07

Laptop of User

08

Smartphone of User 2†

09

Smartwatch of User 2†

10

Laptop of User 2†

25

Smartphone on top of robot†

Smartwatch of User
Laptop of User

3†

h-= high position; m-= medium position; l-= low position; † -= mobile device.

Figure 40: Route driven in the car scenario.
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P R A C T I C A L C H A L L E N G E S I N E VA L U AT I N G
ZERO-INTERACTION SECURITY SCHEMES

In this appendix, we illustrate the difficulties that we faced in our study by first
describing the challenges encountered when reproducing five zero-interaction security
(ZIS) schemes such as the absence of the source code and documentation, ambiguities,
and unspecified parameters. Second, we elaborate on challenges faced in the data
collection starting from building a realistic setup to issues hindering reliable data
collection such as power, connectivity, and fault tolerance. Third, we describe our
experience in processing collected data such as ensuring its quality (e.g., identifying
erroneous data) and working with large datasets. Finally, we outline best practices we
follow for data release.
b.1

reproducing published algorithms

Researchers commonly differentiate between reproducibility (being able to rerun the
same code on the same data and obtain the same results) and replicability (being able
to write a new implementation of the proposed algorithm from scratch, running it on
the same data, and obtaining the same results) [23]. In our study [98], we find both
to be impossible, as none of the papers published their source code or data, which is
common practice in computer science research [57]. After requesting access to code
and data via e-mail, one team of authors provided us with their code (but no data),
and another team provided us with their data. In the latter case, we were still unable
to reproduce their results using the machine learning tool Weka that the authors had
employed, likely due to different default parameters of machine learning algorithms in
different versions of Weka, a problem anticipated by Benureau and Rougier [23]. The
other authors did not respond to our requests or denied us access to the code and data
due to intellectual property and privacy concerns.
This left us with the task of reimplementing all five schemes from scratch, based
on the information given in the publication. This effort was hampered by ambiguous
descriptions of parts of the algorithms, underspecified behavior for edge cases and,
in some cases, missing values for system parameters (e.g., threshold values, sampling
rates). We resolved these issues and validated our interpretations of the algorithms in
communication with the original authors. However, due to the lack of original datasets,
we were unable to replicate the results from the original papers.
To allow for a fair comparison between the five schemes, we decided to collect our
own dataset, which will be described in the next section.
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We could neither
reproduce nor
replicate the results
of existing ZIS
schemes due to the
lack of source code
and data.

210

practical challenges in evaluating zero-interaction security schemes

b.2
We describe issues in
data collection,
processing, and
release.

In this section, we first describe our experiences in building a reliable data collection
platform, highlighting major issues we faced when deploying it in realistic environments. We then elaborate on challenges when processing our large dataset, and finally,
we summarize the main points to consider when releasing data and code. It goes
without saying that for large data collection studies involving human subjects (e.g.,
audio data collection) an institutional review board (IRB) approval needs to be sought,
which we recommend doing well in advance, as the process may take several months
in complex cases.
b.2.1

Sensing devices need
to be deployed in
realistic spots.

Data Collection

In our study [98], we collect data from three scenarios: connected car, smart office,
and mobile. In each scenario, we deploy multiple sensing devices to represent realistic
Internet of Things (IoT) environments—each device is placed in a spot reflecting
potential IoT functionality such as under the ceiling (e.g., smart light) or inside a trunk
(e.g., smart sensor). Each scenario differs in terms of types of sensing devices used, their
mobility, and duration of data collection, posing different challenges. In the car scenario,
we equip two cars with six homogenous static devices each, collecting data during a
four-hour trip. In the office scenario, we equip three offices with eight homogenous
static devices each and collect data for one week. In the mobile scenario, we use
heterogeneous sensing devices, both statically deployed and carried by users, and
collect data for eight hours. Overall, we use four types of sensing devices: a Raspberry
Pi 3 with attached TI SensorTag and a Samson Go USB microphone (Pi+Tag+Mic), a
Samsung Galaxy S6 smartphone, a Samsung Gear S3 smartwatch, and a RuuviTag.
Figure 41 shows examples of sensing devices deployed in our scenarios. In the following,
we elaborate on power, connectivity, fault tolerance, and testing issues experienced
during data collection, and solutions to these issues found.
b.2.2

Powering stationary
and mobile sensing
devices poses
different challenges.

data collection, processing, and release

Power

While smartphones, smartwatches, and RuuviTags have built-in batteries, customized
sensing devices such as Pi+Tag+Mic, need an external power supply, accommodating
the power consumption of both the attached peripherals and processes running on
the main board. We empirically find that a power supply rated below 2.1A current
(at 5V) leads to unpredictable behavior of Pi+Tag+Mic devices, hindering reliable
data collection, and emphasizing the need to carefully choose the power supply for
customized sensing devices.
In the office scenario, we use Pi+Tag+Mic devices, which needed to run for one week
non-stop, making the use of mains supply an obvious choice. However, we could not use
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(a) Pi+Tag+Mic

(b) Samsung S6
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(c) RuuviTag

Figure 41: Sensing devices deployed: (a) Pi+Tag+Mic on a wall powered over PoE, (b) Samsung
S6 on top of a robot vacuum cleaner, (c) RuuviTag on the upper arm.

AC power adapters due to their insufficient cable length, as many devices were placed
in spots (e.g., under the ceiling) without power sockets in proximity. Thus, we consider
two other alternatives to deliver power over 5–10 meter distances: (1) USB cables and
(2) Power over Ethernet (PoE) supplied via external adapters. While the former is much
easier to deploy, we find that USB cables experience substantial voltage drops, resulting
in insufficient power delivered to Pi+Tag+Mic devices, hindering reliable data collection.
In contrast, PoE does not suffer from voltage drops and additionally brings connectivity
to the devices (cf. Section B.2.3), making us favor this option.
In the car scenario, we also use Pi+Tag+Mic devices; however, the shorter duration of
data collection, absence of mains supply, and difficulties using bulky cables to deploy
sensing devices inside a car motivated the use of portable power banks (10000 mAh). We
utilize the same power banks in the mobile scenario to power a user-carried Raspberry
Pi 3, capturing data from RuuviTags, showing that portable power supplies are suitable
for several-hour data collections conducted with mobile devices, or when delivering
power to static devices over wires is impractical.
b.2.3

Long USB cables are
subject to substantial
voltage drop.

Connectivity

In data collections, devices often need different types of connectivity (e.g., to a core
network or between each other) for purposes such as time synchronization, monitoring,
and data delivery. In our scenarios, all sensing devices required access to the Internet to
perform the Network Time Protocol (NTP) update, facilitating the synchronous start of
data collection and correct timestamping of sensor readings. We find that zone-specific
NTP servers rate limit requests from the same network, so if the number of devices is
above 20, we recommend either setting up a dedicated NTP server or spreading NTP
requests over time.
Compared to a one-time NTP update, data delivery and data collection monitoring
require permanent connectivity between the devices. In realistic environments, connectivity is affected by interferences caused by sensing devices themselves and neighboring

Interference from
neighboring devices
hinders transmission
of sensor readings
via Bluetooth.
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devices communicating in the same frequency band. In our scenarios, we observe
connectivity drops between Wi-Fi and Bluetooth devices communicating in the 2.4 GHz
band, which we attribute to the overloaded spectrum. This caused occasional drops of
the Bluetooth link between a SensorTag and Raspberry Pi, permanently terminating
sensor data delivery from the SensorTag. We see similar connectivity drops between
sensing devices and a Wi-Fi access point (AP), hindering the use of Wi-Fi to remotely
access devices for monitoring. These examples show that wireless connections should
not be assumed reliable in realistic environments, and wires should be used instead if
reliable connectivity is critical.
b.2.4

Fault tolerance is
crucial to enable
seamless data
collection for a
prolonged time.

Fault Tolerance

Fault tolerance is indispensable to ensure reliable data collection. In realistic environments with distributed sensing devices, it is important to monitor liveness of data
collection. The easiest way is to remotely access the devices, however, this can either
be infeasible (cf. Section B.2.3) or undesirable (e.g., security/privacy concerns), making visual inspection a viable alternative. In smartphones and smartwatches, visual
inspection is easy to implement due to available user interfaces, however, customized
sensing devices such as Pi+Tag+Mic often lack user interfaces, making the use of LEDs
imperative to visually monitor liveness of data collection. We leverage this observation
by shutting down Pi+Tag+Mic devices (LEDs go off—easy to notice) in cases of critical
data collection errors.
Liveness detection can be coupled with recovery procedures, increasing the reliability
of data collection. For example, a connectivity drop between a SensorTag and Raspberry
Pi (cf. Section B.2.3) terminated the process, fetching data from the SensorTag. Thus,
we introduced a watchdog process, continuously monitoring the data-fetching process,
and restarting it if the process is terminated.
In a distributed setup with many devices, it makes sense to implement a scheduled
start-up of data collection. If the data collection is interrupted (e.g., Pi+Tag+Mic powers
off), a manual intervention becomes unavoidable. To facilitate a seamless restart of data
collection, two points need to be considered: first, the restart must be fast, requiring
minimum user interaction such as unplugging a device, and plugging it back in or
relaunching the data collection app; second, the data collected before the interrupt
must be saved separately and should not be overwritten by newly collected data.
b.2.5

Testing

Testing a data collection platform carefully allows identifying many error cases and
ensuring reliability during the real experiment. Here, we outline three crucial points for
testing derived from our experience, providing concrete examples of the encountered
problems and pitfalls to avoid.

B.2 data collection, processing, and release

First, a data collection platform must be tested for realistic deployment time, corresponding to the duration of actual data collection. This allows identifying memory
leaks, durability of power supplies, and file size limitations—we empirically find a 4
GB WAV size limit imposed by the standard, making us adopt the FLAC format instead.
Second, a data collection platform must be thoroughly tested in the exact environment
it will be deployed in. For example, we undertested our platform in running cars before
collecting data in them, resulting in incorrectly chosen microphone settings, ruining
audio recordings, as they become saturated by the engine hum, and necessitating a
repeat of the experiment.
Third, a data collection platform must be tested with a realistic number of devices,
running under realistic loads. Using this principle, we identify a number of problems
related to interference and overloaded 2.4 GHz spectrum. For example, before opting
for Samson Go microphones, we tried several more affordable alternatives, all of which
suffered from interference caused by communicating SensorTags, making the quality
of audio recordings unacceptable. In the case of the overloaded spectrum, we find
that Wi-Fi captures (i.e., scanning visible APs) crash on Raspberry Pi and Samsung S6
devices, freezing the whole Wi-Fi interface, indicating that there might be a serious
flaw in the Wi-Fi stack of Linux-based devices.
b.2.6
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Testing should be
performed (1) for
realistic time, (2) in
a comparable
environment, and (3)
with the same
number of devices as
the final experiment.

Data Processing

Regarding data processing, we elaborate on two main points: first, ensuring the quality
of collected data, and second, dealing with large datasets.
Having collected the data, one must ensure its quality, which can be affected by
devices stopping recording (and manually restarted), faulty sensor readings, and
sampling drift. If the restart of data collection is properly implemented, the sensor
data only needs to be stitched, which is straightforward for most sensor modalities
except audio. If an audio recording is not terminated correctly, the resulting audio file
may become corrupted due to missing file headers. We experienced such cases using
binary hex editors to manually craft audio file headers, completely restoring the audio
recording; for stitching audio recordings we utilize Audacity.
Sometimes sensors deliver erroneous readings, which need to be identified and
excluded. To do so, we plotted the collected sensor data and visually inspected it.
This turns out to be a very powerful tool to spot outliers (cf. Figure 42) and missing
data. This type of sanity checks suffices for most sensor modalities except audio. In
audio recordings made by heterogeneous devices, we observe non-negligible sampling drift (cf. Figure 43) caused by internal clock offsets of different devices, despite
the synchronous start of audio recordings. To remedy this, we find the lag between
heterogeneous audio recordings and apply the time-stretching effect in Audacity.
Similar to prior research [241], we observe sensor bias among heterogeneous devices,
most notably in barometric pressure readings. We also find sampling rate instability

We use binary hex
editors to restore
headers of corrupted
audio files.

Plotting sensor data
helps spot outliers
and missing data.
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Figure 42: Example of faulty illuminance values being periodically delivered by SensorTag.
Sensor bias and
sampling rate
instability hinder
reliable data
collection.

To process large data,
we (1) ensure
computational
resources, (2) use
caching, and (3)
apply compression.

among smartphones of the same model, especially for IMU sensors (tested with Galaxy
S6, Nexus 5X, and Nexus 6P), with the actual sampling rate deviating by up to 10%
from the set value. The sampling rate instability can hinder data collection, for example,
light sensor readings on Nexus 5X and Nexus 6P miss the advertised sampling rate
(i.e., 5 Hz) by a wide margin, going as low as 0.2 Hz and, thus preventing us from
using these smartphones in our study. The sampling rate instability is less prominent
on smartwatches and insignificant on SensorTags. This demonstrates that although
modern smartphones contain powerful sensors, they can be unsuitable for scientific
measurements [342].
After sanity checking the collected data, we ended up with the dataset of 239 GB to
compute on. To deal with such large data in a reasonable time, we follow known best
practices, which are often overlooked.
First, we ensure sufficient resources with access to our institution’s high-performance
cluster. To leverage full potential of the cluster, the code running on it needs to be
customized to work in a highly parallel environment. When running highly parallel
computations, one must consider licensing issues if commercial software is used. For
example, to work around shortage of Parallel Computing Toolbox licenses in MATLAB,
we use the MATLAB compiler, allowing us to create a standalone application, which
can be launched royalty-free on an arbitrary number of machines.
Second, we try avoiding redundant operations on large datasets. This can be done
using stateful systems such as Jupyter Notebook, loading data once and keeping it in
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Figure 43: Sampling drift between heterogeneous devices: insignificant at the beginning of
audio recording, it becomes prominent over the course of several hours (highlighted
regions indicate the same part of audio recording).

RAM afterwards. In the case of time-consuming computations, we recommend liberally
caching intermediate results to files, which can significantly speed up evaluation reruns.
Third, we apply compression to reduce storage and computing requirements. Sensor
data is often redundant (e.g., slowly changing sensor modalities such as temperature),
showing great potential for compression. We leverage this observation by counting
and deduplicating identical instances and assigning them weights in the dataset used
to train the machine learning classifiers, reducing its size from 81 GB to 600 MB, and
decreasing training time by orders of magnitude.
b.2.7

Data and Code Release

When releasing a dataset, several issues need to be considered. First and most importantly, the data needs to be sufficiently anonymized to protect the study subjects
and comply with legal requirements. If the dataset will be released, this should be
communicated clearly to the study participants as part of the informed consent process.
We decided to keep the audio recordings from two of our three scenarios private and
only make the audio from the third scenario available to others upon request. We take
precautions to limit the privacy impact of this release before and during the recording
and obtain consent from all involved parties, including our IRB. Wi-Fi and Bluetooth
device identifiers are replaced with pseudonyms. The other parts of the dataset are
deemed to be non-critical, as they do not contain any sensitive information.

We anonymize data
prior to release.
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released under
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Once the data has been cleaned and anonymized, an appropriate data repository
needs to be chosen. Prior work discusses this issue in more detail [281]. As no fitting
specialized repository for zero-interaction security data exists, we choose the noncommercial general-purpose repository Zenodo. To ensure that data can be selectively
downloaded, we split our dataset into several parts (i.e., raw data, processed data, and
results for each of the scenarios). Where our data exceedes the size limits of Zenodo,
we host it on Google Drive and create a stub dataset on Zenodo containing a link to the
Google Drive folder and a list of file hashes to verify the download. We also create an
index dataset that includes links to all individual datasets [97].
To release the code, we create a public GitHub repository, choose an Open Source
license, and link it to Zenodo to obtain a DOI for it. This allows others to use our
reference implementations of the algorithms under test in their own research. Using a
version control system like Git also allows us to annotate our result files with the exact
version of the code that generated them, as defined by the Git commit identifier, and
the hashes of the input files. Together with a list of the exact versions of all libraries,
this makes it possible for others to exactly reproduce our results, as recommended by
Benureau and Rougier [23].

C
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c.1

csi acquisition in wi-fi

Let F ∈ CK×K denote the discrete Fourier transform (DFT) matrix, and FH ∈ CK×K its
inverse (where (·)H represents the Hermitian transpose). Further, since F and FH are
unitary matrices, then FFH = I. The OFDM symbol is obtained upon modulating the K
subcarriers by the BPSK symbols s. The discrete-time complex baseband representation
of such OFDM symbol is
z = FH s,
= [z1 , · · · , zK ]T ∈ CK×1 .

(3)

In Wi-Fi, a cyclic prefix (CP) is appended to the OFDM symbol z, with two objectives.
First, the CP helps in combating the inter-symbol interference among adjacent OFDM
symbols, caused by multi-path propagation. Second, it simplifies channel equalization
at the receiver. Essentially, the CP consists of the last NCP samples of z, which are
attached at the beginning of the OFDM symbol z, thus making the transmit signal
cyclic. Such extended signal is denoted by
]︁T
[︁
z̃ = zK−NCP +1 , · · · , zK , z1 , · · · , zK ∈ C(K+NCP )×1 .

(4)

Let c̃ = [c̃1 , · · · , c̃J ]T ∈ CJ×1 be the estimated channel impulse response (CIR) as
depicted in Figure 31c, such that J < NCP . Thus, the received signal is expressed as
r̃ = z̃ ⊛ c.

(5)

The operator ⊛ denotes circular convolution as a result of z̃ being cyclic due the CP
insertion. The receiver removes the first NCP samples of r̃ so as to neglect the effect of
inter-symbol interference caused by multi-path propagation. Thus, the resulting signal
is r = [r1 , · · · , rK ]T ∈ CK×1 , which can be equivalently expressed as:
⎛
⎞
0.
· · · 0.
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(︁
)︁
Here, w ∼ CN 0, σ2w I denotes circularly-symmetric complex Gaussian noise. The
receiver demodulates the received signal r using the DFT matrix F, thus obtaining
y = Fr,

(7)

= [y1 , · · · , yK ]T .
Using Equation 6, the demodulated signal can be further expressed as
y = F (Cz + w) ,

(8)

= FCz + Fw.

The matrix C ∈ CK×K is circulant as a consequence of making the transmit signal
periodic by means of inserting the CP. In general, circulant matrices can be factorized
using eigen-decomposition. Thus,
(9)

C = FH HF.

Here, H = diag ([H1 , · · · , HK ]) is a diagonal matrix, where Hk are the eigenvalues of
matrix C [127]. Replacing Equation 9 on Equation 8, the demodulated signal y collapses
to
(︁
)︁(︁
)︁
y = F FH HF FH s + Fw,
= FFH HFFH s + Fw,

(10)

= IHIs + Fw,
= Hs + w.
More specifically,
⎛

⎞ ⎛
⎞⎛ ⎞ ⎛ ⎞
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y

H

s

(11)

w

Thus, for the k-th subcarrier, we have:
yk = Hk sk + wk ,
= Mk ejϕk sk + wk .

(12)

This shows that each symbol sk is affected only by a complex-valued factor Hk =
Mk ejϕk and additive noise wk . Since the BPSK symbols s are known by the receiver,
all Hk (i.e. CSI across all the subcarriers of a Wi-Fi frame) can be estimated upon

C.2 background on the right for the right reasons method

multiplying each yk by the factor
obtained by:

s∗k
.
|sk |2

Thus, the collection of estimated CSI values is

∗
˜︁ k = yk sk ,
H
|sk |2

= Mk ejϕk sk
= Mk e
c.2

jϕk

s∗k
2

|sk |

+ wk

s∗k
2

|sk |

,

(13)

+ wk .

background on the right for the right reasons method

Before describing the Right for the Right Reasons (Right for the Right Reasons
(RRR)2) method [289], let us first introduce some notation and discuss the neural
network approach to classification. We consider neural networks as parametric θ =
[θ1 , · · · , θW ]T ∈ RW×1 functions whose inputs X = [x1 , · · · , xN ]T ∈ RN×D are the
[︁
]︁T
features and the outputs Ŷ = ŷ1 , · · · , ŷN ∈ RN×Z are classification probabilities
T
of the one-hot-encoded labels Y ∈ RN×Z
[︁ = [y1 , · · · , y]︁N ] , namely Ŷ = f(X|θ). More
specifically, xn = [xn,1 , · · · , xn,D ], ŷn = ŷn,1 , · · · , ŷn,Z and yn = [yn,1 , · · · , yn,Z ] (for
n = {1, · · · , N}), where W is the number of parameters of the neural network, N is the
number of training samples, D is the number of features at the input, and Z is the
number of outputs.
Training such a network is the process of obtaining the optimal parameters θ, such
that the predictions are as accurate as possible. To achieve
(︁ )︁ this, we define the cross1 ∑︁N
•
entropy loss function L(θ, X, Y) = − N
y
log
ŷn that, given the features,
n=1 n
labels, and parameters, estimates the classification error of the network. This loss
function might include a regularization term R(θ) such as the ℓ2 -norm weighted by a
∑︁
scalar ϕ, namely R(θ) = ϕ i θ2i . In general, the use of regularization helps to improve
the behavior of the network when tested on unseen data, i.e., it facilitates generalization.
Luckily, both the loss and network functions are differentiable, and therefore learning
is simply the process of optimizing the parameters by minimizing the loss function
using a gradient descent approach.
Now that we have a basic description of the standard training approach to neural networks, let us consider two more topics: interpretability and hypotheses space. Baehrens
et al. [16] points to an interesting fact about these network functions, specifically, the
gradient of the network’s output with respect to the input features ∇xn ŷn is a vector
normal to the decision boundary, and thus serves as a description of the model behavior
near xn . In the RRR method [289], the authors propose to use these gradient vectors
as explanations, and they further penalize those input gradients, making the network
focus on relevant features and discarding irrelevant ones. With this approach, we can
2 The original source code is available at https://github.com/dtak/rrr.
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obtain explanations by finding which features are relevant for the prediction of an
instance.
For the penalization term, the authors introduce the annotation matrix A ∈ {0, 1}N×D ,
which is a binary mask that indicates whether a feature should be relevant or not for a
given instance. They then proceed to extend the standard loss functions by introducing a
(︁
)︁)︂2
∑︁N ∑︁D (︂
∂ ∑︁ Z
penalty P(A, ∇X ŷ) = n=1 d=1 An,d · ∂xn,d
function on the inz=1 log ŷn,z
˜︁
put gradients controlled by a parameter λ, namely L(θ, X, y) = L(θ, X, y) + λP(A, ∇X ŷ).
This penalty function P(A, ∇X ŷ) and its influence value λ guide the optimization algorithm to find optimal parameters given the restrictions imposed by A on the features,
while minimizing the prediction error. To understand the parameter λ, let us consider
the two extremes: if λ is low, the optimizer focuses only on the predictions, but if λ
is high, it will focus on the importance of the features and ignore the quality of the
predictions. Here, we use the recommended λ = 1000 because it keeps the values from
the standard loss and the penalty on the same order of magnitude, as suggested by
Ross et al. [289]. The abovementioned approach gives us interpretability by quantifying
how much each feature contributes to the prediction of the network. However, it also
gives us a way to obtain different classification hypotheses.
Each classifier encodes one classification hypothesis, but there might be many different alternative explanations for the classification of a dataset. We can obtain different
hypothesis by computing the input gradients to get a magnitude ratio, specifically, we
divide the input gradients by the component with the maximum magnitude. We then
compute the features per instance above a c threshold, setting it to 0.67 according to
the original work [289]. After that, we aggregate the values for all the instances and
remove the top most important features. This allows us to obtain different parameters
for our neural network architecture that classify the data according to other alternative
explanations, as they will not have access to the same input features.
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