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ABSTRACT

As a result of the ongoing digitization, people are increasingly interacting
with digital data. Since these data can contain sensitive personal information, the privacy of users plays a central role in the digitization. However,
current technologies often do not reflect the capabilities and knowledge of
their users sufficiently or do not offer options for individual privacy protection. As a result, users can be overwhelmed when trying to enforce personal
privacy preferences or can have difficulties making privacy decisions. Consequently, the privacy-sovereignty of users in the digital world is limited.
This thesis investigates mechanisms and principles that enable users to interact sovereignly in the digital world in the scope of information privacy. The
three main contributions of this thesis are as follows:
The first main contribution explores privacy protection through two-factor
authentication. First, user experiences and preferences are captured in an
interview study. Based on the results, requirements for usable and customizable two-factor authentication are described. A concept for two-factor authentication utilizing individualizable 3D-printed objects is developed, implemented, and evaluated to realize these requirements.
The second main contribution explores individual verifiability of private
data in the context of Internet voting. First, a categorization of existing cryptographic schemes that particularly considers voters is developed. Then, the
categories of schemes are evaluated in a user study. Interface realizations of
the category that performed best in this investigation are evaluated in more
depth and refined in three consecutive studies.
The third main contribution deals with the data of people in environments
that are equipped with IoT devices. First, individual perceptions and mental
models of privacy in these environments are examined. Based on this, a concept for personal privacy assistance based on privacy profiles is presented
and investigated in a large scale study.
All contributions were specifically investigated in the context of privacysovereign interaction. The results presented in this thesis are empirically
supported by fifteen studies.

Z U S A M M E N FA S S U N G

Durch die fortschreitende Digitalisierung interagieren Menschen zunehmend
mit digitalen Daten. Da diese Daten persönliche Informationen enthalten
können, spielt die Privatsphäre von Nutzenden eine zentrale Rolle in der
Digitalisierung. Gängige Technologien berücksichtigen jedoch die Fähigkeiten und das Wissen ihrer Nutzenden häufig nicht genügend oder bieten
keinerlei Möglichkeiten für individuellen Privatsphäreschutz an. Als Konsequenz sind Nutzende häufig überfordert individuelle Privatsphärepräferenzen durchzusetzen oder tun sich bereits schwer Entscheidungen bezüglich
ihrer Daten zu treffen. Diese Aspekte schränken die individuelle Souveränität von Nutzenden im digitalen Raum ein. Diese Thesis befasst sich mit Mechanismen und Prinzipien, die Nutzenden eine souveräne Interaktion mit
persönlichen Daten in der digitalen Welt ermöglichen. Die drei Hauptbeiträge dieser Thesis sind wie folgt:
Der erste Hauptbeitrag erforscht die Nutzendenperspektive des Schutzes
privater Daten durch Zwei-Faktor-Authentifizierung. Hierfür wird zunächst
die Nutzendenperspektive durch eine Evaluation erfasst. Basierend darauf
wird eine Realisierung für Zwei-Faktor-Authentifizierung durch individualisierbare 3D-gedruckte Objekte, die eine mobile Nutzung ermöglichen, erarbeitet, umgesetzt und evaluiert.
Der zweite Hauptbeitrag erforscht individuelle Verifizierbarkeit von privaten Daten im Kontext von Internetwahlen. Zunächst wird eine Kategorisierung vorhandener kryptografischer Protokolle aus Nutzendensicht erarbeitet und beschrieben. Anschließend werden die einzelnen Kategorien in einer
Nutzerstudie evaluiert. Benutzeroberflächen der Protokoll-Kategorie, die in
der Nutzerstudie am besten bewertet wurden, werden anschließend vertiefend untersucht.
Der dritte Hauptbeitrag befasst sich mit den Daten von Personen, die sich
in Umgebungen mit IoT-Geräten aufhalten. Zunächst werden persönliche
Wahrnehmungen und mentale Modelle der Privatsphäre in diesen Umgebungen untersucht. Darauf basierend wird ein Konzept zum Privatsphärenschutz vorgestellt und evaluiert.
Diese Beiträge wurden im Kontext von Privacy-Sovereign Interaction untersucht. Die vorgestellten Ergebnisse werden durch fünfzehn Studien empirisch gestützt.

ACKNOWLEDGMENTS

This dissertation would not have been possible without the support of my
advisors, colleagues, collaborators, friends, and family. Although I cannot
mention everyone, my gratitude goes to all of them.
First, I want to thank my supervisor Max Mühlhäuser for his continuous
support. In 2018, he let me join the TK research group and be associated
with the RTG Privacy and Trust for Mobile Users. This excellent network
made it possible for me to participate in so many interesting discussions
that had a big impact on the quality of my research. Max always had time to
answer my questions and provided very constructive and valuable feedback.
This is also true for Kai Kunze, who invited me into his lab in Japan. There,
I’ve spent five amazing months with many studies, interviews, and paper
submissions.
A special thanks goes to my colleagues in the HCI area: Sepp, Martin, Flo,
Jan, Thomas, Andrii, and Hesham. You all helped me in countless brainstorming sessions, group discussions, and feedback requests. You found errors in my prototypes that could be fixed before the studies, but you’ve never
sent me a Slappyfication for that. Markus was also part of that and cheered
me up after receiving paper rejects. Verena, Nina, Alina, and Paul from the
Psychology Department advised me when designing studies and interview
guides and deepened my knowledge about methodology.
Many collaborators from other institutions also influenced my work. I want
to thank Marie-Laure, Peter, and Peter from the University of Luxembourg
for many insightful discussions and their great expertise. Thanks to Florian
and Sarah from the research institute CODE for all the insightful discussions
and the help, especially during the final stage of my PhD.
I want to thank my family: My parents always supported me. My husband
supported me while I was writing the thesis (or papers); overall, he was a
great companion in all of this. Finally, I would like to thank my friends for
listening to my complaints about deadlines, about frustrating 3D-printers,
and eating pizza with me even if there was way too much pizza to eat. Thank
you for the support, encouragement, and help way beyond the past years.

CONTENTS

i

Introduction & Background

1 Introduction
1.1 Motivation . . . . . . . . . . . . . . . .
1.2 Research Questions and Contribution
1.3 Research Context . . . . . . . . . . . .
1.4 Thesis Structure . . . . . . . . . . . . .

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

1
1
5
12
13

2 Fundamentals
15
2.1 Usable Security and Privacy . . . . . . . . . . . . . . . . . . . . . 15
2.2 Research Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
ii Protecting Digital Property
3 Fundamentals for 2FA
29
3.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
3.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
4 Requirements for Two-Factor Authentication
4.1 Methodology . . . . . . . . . . . . . . .
4.2 Interview Results . . . . . . . . . . . . .
4.3 Discussion of Requirements . . . . . . .
4.4 Final Recommendations . . . . . . . . .
4.5 State-of-the-Art Solutions . . . . . . . .
4.6 Conclusion . . . . . . . . . . . . . . . . .
5 3D-Auth: Customizable 3D-Printed 2FA
5.1 Interaction Space Development . .
5.2 3D-Auth Concept . . . . . . . . . .
5.3 3D-Auth Prototypes . . . . . . . . .
5.4 Securing 3D-Auth . . . . . . . . . .
5.5 Methodology . . . . . . . . . . . .
5.6 Study Results . . . . . . . . . . . .
5.7 Discussion and Limitations . . . .
5.8 Conclusion . . . . . . . . . . . . . .

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.

39
41
43
54
57
58
59

.
.
.
.
.
.
.
.

61
63
68
70
75
77
80
84
86

iii Verifying Integrity of Intentions
6 Fundamentals for Verifiable Voting
89
6.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90
6.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

7 Individually Verifiable Voting Schemes
7.1 Identification of Schemes . . . . . . . . . . . . . . . .
7.2 Categorization of Individually Verifiable Voting . . .
7.3 Challenges and Guidelines for User Studies . . . . . .
7.4 Methodology . . . . . . . . . . . . . . . . . . . . . . .
7.5 Quantitative Results . . . . . . . . . . . . . . . . . . .
7.6 Qualitative Results . . . . . . . . . . . . . . . . . . . .
7.7 Discussion of User Study Results and Categorization
7.8 Side Aspect: Investigating Code Interaction . . . . . .
7.9 Security – Usability Tradeoff . . . . . . . . . . . . . .
7.10 Recommendations and Resume . . . . . . . . . . . . .
8 Investigating Code Sheet Schemes
8.1 Neuchâtel Internet Voting Scheme . .
8.2 Expert Evaluation . . . . . . . . . . . .
8.3 Exploratory Study . . . . . . . . . . . .
8.4 Redesign Interface . . . . . . . . . . .
8.5 Redesign User Study: Methodology .
8.6 Redesign User Study: Results . . . . .
8.7 Discussion of Findings . . . . . . . . .
8.8 Final Recommendations and Resume

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.

97
. 100
. 102
. 110
. 114
. 118
. 122
. 130
. 135
. 140
. 142

.
.
.
.
.
.
.
.

145
. 148
. 150
. 153
. 163
. 165
. 169
. 172
. 175

iv Providing Agency for Incidentals
9 Fundamentals for IoT Privacy
181
9.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182
9.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184
10 Investigating Bystander Privacy in IoT-Equipped Environments
10.1 First Study: General Perceptions and Coping . . . . . . . .
10.2 Second Study: Investigation of Bystander Mental Models .
10.3 Third study: Bystander Perceptions of IoT Scenarios . . .
10.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . .
10.5 Empowering Bystanders to Protect their Privacy . . . . . .
10.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . .
11 Privacy Profiles as Personal Privacy Assistance
11.1 Concept . . . . . . . . . . . . . . . . . . . .
11.2 Side Aspect: Privacy Settings . . . . . . .
11.3 Methodology . . . . . . . . . . . . . . . .
11.4 Results . . . . . . . . . . . . . . . . . . . .
11.5 Discussion . . . . . . . . . . . . . . . . . .
11.6 Conclusion . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.

189
. 192
. 202
. 211
. 226
. 231
. 232

.
.
.
.
.
.

233
. 236
. 240
. 246
. 249
. 256
. 260

v Integration & Conclusions
12 A Vision for Privacy-Sovereign Interaction
263
12.1 Resume and Integration . . . . . . . . . . . . . . . . . . . . . . . 264
12.2 Directions for Future Research . . . . . . . . . . . . . . . . . . . 268
vi Appendix
A Structured Literature Search
273
A.1 Final Literature List . . . . . . . . . . . . . . . . . . . . . . . . . . 273
B Voting Studies Material
B.1 Final Open-Ended Questionnaire . . . . . . . . . . . .
B.2 Interview Guide Expert Study . . . . . . . . . . . . . .
B.3 Final Open-Ended Questionnaire Exploratory Study
B.4 Redesign Interface . . . . . . . . . . . . . . . . . . . .

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

275
. 275
. 276
. 277
. 278

C Privacy Profiles Study
287
C.1 Scenario Descriptions . . . . . . . . . . . . . . . . . . . . . . . . . 287
C.2 Post-Hoc Results . . . . . . . . . . . . . . . . . . . . . . . . . . . 288
D Listings

291

List of Publications

291

List of Figures

297

List of Tables

301

Bibliography

303

Part I

INTRODUCTION &
BACKGROUND

1
INTRODUCTION

"Privacy isn’t about something to hide. Privacy is about something to
protect. And that’s who you are. That’s what you believe in. That’s who
you want to become. Privacy is the right to the self. Privacy is what
gives you the ability to share with the world who you are on your own
terms."
Edward Snowden, 2016

1.1

motivation

Definition 1: Individual Sovereignty and Individual PrivacySovereignty


"Individual sovereignty could be defined as a concept which gives an ultimate
primacy of the will of the individual, limited by other individual’s life, property
and liberty; inviolable individual’s physical integrity and property; politically
manifested in minimal government or private protective agency and socially
manifested in spontaneous order."
Nikola Lj. Ilieviski [Ili15], page 32

This thesis defines individual privacy-sovereignty as a concept that
gives an ultimate primacy of the will of the individual in the scope of
information privacy.
Individual sovereignty entails the ultimate primacy of the individual’s will
and inviolability of an individual’s physical integrity and property (see definition 1). The will of the individual is only limited by the lives, property,
and liberty of other humans.
Individual sovereignty is operationalized as making a decision that matches
the will of the individual and executing this decision. Privacy refers to the
possibility for individuals to control the circumstances and conditions under
which their personal information is collected and processed by others [CA99;
Wes68]. In the scope of individual sovereignty, privacy is crucial for two rea-
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sons. First, individual sovereignty entails primacy over personal information
about individuals and their property. Second, privacy is even a prerequisite for individual sovereignty because individuals might drastically alter
their behavior without it [Asc56; Jen32; She35]. Individual sovereignty in the
scope of information privacy is denoted as individual privacy-sovereignty
which is also described by definition 1.
In the analog world, humans use physical restrictions to protect personal
information or property from others. Until the early two-thousands, the majority of information had been in analog format. To interact with analog
information, humans either need to be in the vicinity of the information
or make a physical copy. To enforce restrictions based on personal privacy
preferences, humans could physically limit access to their physical property
and analog information about them. In doing so, humans decide which information they share with others and which information is kept private.
The ongoing digital transformation is fundamentally changing how humans
interact with information and the kind of information they share with others.
At the beginning of the digital transformation, computers were obvious standalone devices, and users always intentionally interacted with them. Thus,
interaction with information in a sovereign way and keeping information
private was achievable without much added extra effort.
Ensuring such sovereignty in the digital era, however, is not that trivial. Just
two decades later, in 2020, the majority of data is digital. Networks, such
as the Internet, serve as an infrastructure to interact with data that is stored
remotely. Computational capabilities and sensors for collecting data are integrated into everyday objects connected to the Internet - the so-called Internet
of Things (IoT) [AIM17].
Humans connect to digital services through different devices, which has numerous benefits for users. For instance, digital services are available from
any venue with Internet access. Furthermore, digital services can enhance
the convenience of everyday life by analyzing data. These data can be collected by IoT devices or entered manually by the users. Thus, analyzing data
can improve household security or provide better control over energy consumption, among other benefits [WHH17; MPA19]. However, the ubiquitous
abilities of digital services and the IoT devices they are connected with raised
several privacy and security challenges because digital services generate,
collect, store, and analyze data about people’s private lives. (cf. [Siv+15;
Zim+19a; ZMW14]).

1.1 motivation

In this context, digital sovereignty means users can freely and independently decide which data is generated, collected, stored, and analyzed about
them [Pos17]. Digital services can threaten the digital sovereignty of users.
However, translating individual sovereignty into the digital world also entails data integrity and digital property. Data integrity means that no third
party should alter the user’s data without their permission. In the context of
digital property, this means that no third party should obtain data owned by
the user without their consent. In this thesis, digital sovereignty is given by
definition 2 , which broadens definitions from the literature considering
data integrity and digital property. Digital p-sovereignty particularly focuses
on digital sovereignty in the scope of information privacy.
 Definition 2: Digital Sovereignty and Digital Privacy-Sovereignty

This thesis defines digital sovereignty as the users’ ultimate primacy
in the digital world. The integrity of their data and digital property
is inviolable. The digital sovereignty of other individuals is the only
limitation.
Digital privacy-sovereignty is defined as the users’ ultimate primacy
over personal data generated, collected, stored, and analyzed by a digital service or technology at a specific point in time. The data integrity
and digital property of the user are inviolable. The only limitation is
given by the digital sovereignty of other individuals.

Enabling users to act in a way to maintain their digital sovereignty is not trivial. On the one hand, users struggle to make and communicate privacy decisions [Zha+14; Col+18] and to interact with protection mechanisms [AS99;
Bon+12]. On the other hand, privacy perceptions and security needs are
highly individual, making it difficult to provide an overall solution that considers each individual sufficiently [CA99; AS99]. Furthermore, ultimately
sacrificing privacy is not a viable solution, since it has repeatedly been
demonstrated that users might drastically alter their behavior if they cannot adjust these conditions [Jen32; She35; Asc56]. Consequently, there is a
need for individual solutions that respect users’ needs and enable privacysovereign interaction, which is also defined in definition 3.
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 Definition 3: Privacy-Sovereign Interaction

A technology that enables privacy-sovereign interaction provides
means for its users for interacting their personal intentions and privacy
needs. It gives its users ultimate primacy over their personal data that
is generated, collected, stored, and analyzed by a digital service or technology at a specific point in time. The technology protects data integrity
and the privacy of digital property. Users require minimal competence
to interact with the technology, which is ensured by good usability. Finally, the interaction provides a good user experience.

Enabling privacy-sovereign interaction goes hand in hand with several challenges. A first challenge is given by the users’ ultimate primacy over their
data. Consequently, users have to be able to make, formulate, communicate,
and execute decisions that match their personal privacy preferences. To realize that a technology must offer the functionality required to make, formulate, communicate, and execute user decisions. Within this thesis, the
provision of such functionality is denoted as user agency which provides a
technological basis for realizing personal privacy preferences.
Even if user agency is given, it is difficult to automate each decision-making
task since only the users ultimately know their preferences. Hence, users
actively interact with different technologies to fulfill – at least a subset – of
these tasks. Another reason why user agency alone is not enough is given
by the possibility to hide privacy-related functionalities in privacy settings
that users are unaware of.
A second challenge is given by users’ knowledge and capabilities. Existing investigations demonstrated that technologies do not always consider
the users’ needs sufficiently (cf. [AS99; Rea00; Hit95]). As a result, users
require a specific level of awareness, expertise, and knowledge to act in
accordance with their personal privacy preferences. Within this thesis, the
required level of awareness, expertise, and knowledge is called user competence. Acquiring user competence often only constitutes a secondary goal
for users because they focus on primary tasks based on their interaction
with the technology [AS99; Her09; Bon+12]. Specific interface realizations
can negatively impact the user competence or lengthen learning procedures
based on poor usability.
Finally, even if user agency and user competence are given, users might
be prevented from acting privacy-sovereignly because they might perceive

1.2 research questions and contribution

the interaction with the technology as not economical. For average users,
this may concern the time necessary to act privacy-sovereignly. A prominent example is given by login procedures based on two-factor authentication, which are perceived as unnecessary overhead because authentication is perceived as too time-consuming [Wei+09a]. Further aspects impacting technology usage are related to user perceptions during the interaction, such as whether users like using a specific technology. This thesis coins
these aspects as user experience, which is also defined by the ISO standard
9241-210 [Int10]. It has been demonstrated that bad user experience might
lead users to either abstain from technology usage or sacrifice their digital
sovereignty [Mar+18a; Kro+15] making the user experience a fundamental
building block of privacy-sovereign interaction.

1.2

research questions and contribution

The main contributions of this thesis are threefold. First, this thesis establishes a thorough understanding of prerequisites that users require to act
privacy-sovereignly. Second, this thesis investigates the impact of usability
and user experience on users’ digital sovereignty in-depth. Third, based on
these investigations, this thesis contributes concepts and solutions that enable privacy-sovereign interaction considering the protection of digital property, the verification of private data to ensure integrity, and the privacy of
incidentals.

1.2.1

Research Questions

Based on the challenges of privacy-sovereign interaction, we can formulate
the following research questions.
First, users require means to protect the privacy of their digital property
from third parties while maintaining their ability to freely and independently access their property at any time. Furthermore, they have to be able to
authorize modifications of their property based on the same conditions. Such
digital property can be anything that the users consider as valuable or critical data, such as their bank account or digital assets. Protecting digital property can be realized by authentication mechanisms. A widely recommended
state-of-the-art mechanism for protecting digital property is two-factor authentication. However, existing approaches do not possess an economy of
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actions, which results in shortcomings in the scope of user experience. For
instance, users perceive existing two-factor authentication mechanisms as
time-consuming [Bon+12; WG17]. Based on that, we formulate the first overall research question of this thesis:

?

Research Question: Privacy of Digital Property

RQ1 : How can privacy-sovereign interaction be supported for protecting digital property – investigated in the specific context of two-factor
authentication?
The second task of privacy-sovereign interaction is given by the verification
of data integrity. In this scope, users require means to verify the integrity of
their private data, making sure that the data was not altered by any third
party. Such private data could be the intention of a user, for instance, a
vote in an election. Since intentions form the inner beliefs of individuals,
they require special protection. As a result, intentions are kept private from
everyone, including digital services that host the data. Because the data is
private, users themselves verify the integrity of their submitted intention.
Existing research indicates that users struggle in gaining the required user
competence to carry out verification [Ace+14; Kul+19]. Based on that, the
second overall research question is formulated:

?

Research Question: Privacy of Intentions

RQ2 : How can users be supported to act privacy-sovereignly when verifying the integrity of their intentions without breaking privacy – investigated in the specific context of Internet voting?

The first two research questions consider an intended one-on-one interaction
of one user and a set of known digital services. However, the proliferation of
Internet-of-Things (IoT) devices increases the chance of unintended, passive
interactions with digital services, e.g., by visiting the smart home of a friend.
Even without intentional interaction, an IoT device might capture personal
data of an individual that is incidental, e.g., by imaging or audio recording.
To act privacy-sovereignly, incidental users require user agency, which is
scarcely provided for visitors of environments with IoT devices. Based on
that, the third research question of this thesis can be formulated:

1.2 research questions and contribution

?

Research Question: Privacy of Incidentals

RQ3 : How can incidental users be supported in acting privacysovereignly in IoT-equipped environments – investigated in the specific
context of bystanders privacy?

1.2.2

Thesis Contributions

Based on the research questions detailed above, the main contributions of
this thesis are as follows:
The first part protecting digital property focuses on the privacy protection
of digital property by user authentication and authorization. The first contribution is an investigation of state-of-the-art mechanisms for two-factor
authentication. Based on this investigation, requirements for usable and customizable two-factor authentication mechanisms that also consider hedonic
aspects of interaction are contributed. The concept of 3D-Auth realizes these
requirements into custom 3D-printed authentication objects and forms the
second contribution. Overall, five investigations with a total of 96 participants were conducted to provide these two contributions. Figure 1.1 provides an overview of these investigations.

Figure 1.1: Investigations conducted in the thesis part "protecting digital property".

The second part verifying integrity of intentions deals with the verification
of private intentions. The intention is stored by a digital service that is not
allowed to link its content to the identity of an individual. Within the scope
of Internet voting, protocols in the literature that provide such verifiability
were categorized. The first contribution of this part is a benchmark user
study of this categorization to assess usability, trust, and user perceptions of
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the verification protocols available in the literature. Based on the investigation, the thesis provides recommendations for deployment.
The verification scheme that was rated best in the benchmark user study
was further investigated to improve human factors by reducing the required
user competence. This thesis contributes a redesign for this interface that
offers enhanced support for voters. Overall, five studies with a total of 215
participants are detailed in this thesis part. Figure 1.2 provides an overview
of these investigations.

Figure 1.2: Investigations conducted in the thesis part concerning verifying the integrity of intentions.

The final part providing agency for incidentals deals with enabling digital
sovereignty for incidentals by providing user agency. In particular, the thesis
contributes investigations in the scope of bystander privacy in IoT-equipped
environments. It concludes with challenges that have to be addressed to preserve the privacy of bystanders and contributes an investigation of solutions
for personal privacy assistance. Overall, five studies with 1198 participants
in total are detailed in this thesis part. Figure 1.3 provides an overview. Figure 1.4 provides an overview of the complete thesis.

Figure 1.3: Investigations conducted in the part "providing agency for incidentals".

1.2 research questions and contribution

Figure 1.4: Each part of this thesis emphasizes specific components of privacysovereign interaction.
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1.2.3 Publications

All major parts of this thesis are at international peer-reviewed conferences.
This thesis uses excerpts of the respective publications verbatim.
The part Protecting Digital Property is based on the research papers:
Karola Marky, Martin Schmitz, Verena Zimmermann, Martin
Herbers, Kai Kunze, and Max Mühlhäuser (2020). "3D-Auth:
Two-Factor Authentication with Personalized 3D-Printed Items."
In: Proceedings of the CHI Conference on Human Factors in Computing Systems (CHI ’20). ACM. New York, New York, USA:
ACM Press, Paper 062. ISBN: 978-1-4503-6708-0/20/04. DOI:
10.1145/3313831.3376189
Karola Marky, Kirill Ragozin, George Chernyshov, Andrii Matviienko, Chloe Egthebas, Martin Schmitz, Max Mühlhäuser, and
Kai Kunze (2020). "’Nah, it’s just annoying!’ A Deep Dive into
User Perceptions of Two-Factor Authentication." [under review]
The part Verifying Integrity of Intentions is based on the research papers:
Karola Marky, Verena Zimmermann, Markus Funk, Jörg
Daubert, Kira Bleck and Max Mühlhäuser (2020). "Improving
the Usability and UX of the Swiss Internet Voting Interface.”
In: Proceedings of the CHI Conference on Human Factors in Computing Systems (CHI ’20). ACM. New York, New York, USA:
ACM Press, paper 640. ISBN: 978-1-4503-6708-0/20/04. DOI:
10.1145/3313831.3376769
Karola Marky, Marie-Laure Zollinger, Markus Funk, Peter Y. A.
Ryan, and Max Mühlhäuser (2019). "How to Assess the Usability Metrics of E-Voting Schemes." In: Proceedings of the International Conference on Financial Cryptography and Data Security (FC
’19). Springer. Cham, Switzerland: Springer, pp. 257–271. ISBN:
978-3-030-43725-1. DOI: 10.1007/978-3-030-43725-1_18
Karola Marky, Marie-Laure Zollinger, Peter Roenne, Tim Grube,
Peter Y. A. Ryan, and Kai Kunze (2021). "Investigating Human
Factors in Individual Verifiable Internet Voting." [under review]
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Karola Marky, Martin Schmitz, Felix Lange and Max
Mühlhäuser (2019). "Usability of Code Voting Modalities.” In:
Extended Abstracts of the 2019 CHI Conference on Human Factors in Computing Systems (CHI EA ’19). ACM. New York, New
York, USA: ACM Press, Paper LBW2221. ISBN: 978-1-4503-59719/19/05. DOI: 10.1145/3290607.3312971
The part Providing Agency for Incidentals is based on the research papers:
Karola Marky, Alexandra Voit, Alina Stöver, Kai Kunze, Svenja
Schröder, and Max Mühlhäuser (2020). "’I don’t know how
to protect myself’: Understanding Privacy Perceptions Resulting from the Presence of Bystanders in Smart Environments."
In: Proceedings of the Nordic Conference on Human-Computer Interaction (NordiCHI ’20). ACM. New York, New York, USA:
ACM Press, paper 640. ISBN: 978-1-4503-6708-0/20/04. DOI:
10.1145/3313831.3376769
Karola Marky, Sarah Prange, Max Mühlhäuser, Florian Alt
(2020). "Understanding Differences in Mental Models of Smart
Home Ecosystems among Primary Users and Bystanders." [under review]
Karola Marky, Sarah Prange, Florian Krell, Max Mühlhäuser,
and Florian Alt (2020). “’You just can’t know about everything’:
Privacy Perceptions of Smart Home Visitors" In: Proceedings of
the International Conference on Mobile and Ubiquitous Multimedia
(MUM 2020). ACM. New York, New York, USA: ACM Press.
ISBN: 978-1-4503-8870-2/20/11. DOI: 10.1145/3428361.3428464
Karola Marky, Verena Zimmerman, Alina Stöver, Philipp Hoffman, Kai Kunze, and Max Mühlhäuser (2020). "All in One!
User Perceptions on Centralized IoT Privacy Settings." In: Extended Abstracts of the 2020 CHI Conference on Human Factors
in Computing Systems (CHI EA ’20). ACM. New York, New
York, USA: ACM Press, 8 pages. ISBN: 978-1-4503-6819-3. DOI:
10.1145/3334480.3383016.
Karola Marky, Alina Stöver, Sarah Prange, Paul Gerber, Kira
Bleck, Florian Müller, Florian Alt, and Max Mühlhäuser (2021).
"Privacy Profiles as a Concept to Support Privacy in Ubiquitous
Computing Environments." [under review]
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1.3

research context

This dissertation presents research carried out in the Telecooperation Lab supervised by Prof. Dr. Max Mühlhäuser at the Technical University of Darmstadt with different research partners. During this time, the author of this
dissertation spent six months as visiting researcher in the research group
Geist at the Keio University (Yokohama, Japan), which is led by Prof. Dr.
Kai Kunze. Overall, the research was funded by the Horst Görtz Foundation in the form of a doctoral scholarship. Parts of the research were carried out in the context of the research training group privacy and trust for
mobile users which is funded by the German Research Foundation (Grant
No. 251805230/GRK 2050). Furthermore, the research was funded by the
German Federal Ministry of Education and Research (BMBF) and the Hessen State Ministry for Higher Education, Research and the Arts within their
joint support of the National Research Center for Applied Cybersecurity
ATHENE.
The research presented in the thesis parts Protecting Digital Property and Providing Agency for Incidentals was carried out within the contexts of several
research projects. In particular, the research presented in the part Protecting Digital Property was conducted in the context of two projects. The first
project is Experiential Supplements funded by the Japanese Science and
Technology Agency (JST CREST Grant No. JPMJCR16E1). The second project
is 3DIA: 3D-Druck interaktiver Objekte - Design, Interaktionskonzepte,
Automatisierung funded by the Deutsche Forschungsgemeinschaft (DFG,
German Research Foundation, Grant No. 326979514/3DIA).
The research presented in the part Providing Agency for Incidentals was conducted in the context of the project PrivacyGate – Individualisierter Schutz
Privatsphäre-sensitiver Smart Home Daten. This project was funded by the
German Federal Ministry of Education and Research (BMBF) within the call
Software Campus 2.0 (Grant No “PrivacyGate” 01|S17050). Furthermore,
the research was conducted in cooperation with Usable Security and Privacy Group at the Research Institute for Cyberdefense (CODE). Prof. Dr.
Florian Alt supervises this research group.
The research presented in the Verifying Integrity of Intentions was conducted
in collaboration with the research group Applied Security and Information
Assurance Group (APSIA) in the Interdisciplinary Centre for Security, Reliability and Trust (SnT) at the University of Luxembourg. APSIA is led by
Prof. Dr. Peter Y. A. Ryan.
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1.4

thesis structure

This thesis is divided into twelve chapters that are organized into five parts.

1.4.1

Part I: Introduction & Background

Chapter 1 describes the motivation of this dissertation and key aspects of
privacy-sovereign interaction. It details the underlying main research
questions, the contributions of this thesis, and the publications this
thesis is based on. Furthermore, it provides information on the research
context in which the research presented in this thesis was conducted.
Chapter 2 presents background information for the research area usable
security and privacy and the applied research methods. The remainder of the thesis is structured in four overall parts.

1.4.2

Part II: Protecting Digital Property

The part Protecting Digital Property presents the contributions in the scope of
two-factor authentication:
Chapter 3 provides fundamentals for this part of the thesis by detailing
background for two-factor authentication and related work.
Chapter 4 describes a qualitative interview study with experienced and
inexperienced users of two-factor authentication. The study places a
particular focus on realization options of the second authentication factors and properties thereof. Based on the interview results, the chapter
provides requirements for usable two-factor authentication.
Chapter 5 presents the two-factor authentication concept 3D-Auth. 3DAuth is based on customizable 3D-printed authentication items that
realize the requirements given in Chapter 4.
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1.4.3 Part III: Verifying Integrity of Intentions

The part Verifying the Integrity of Intentions presents the contributions in the
scope of verifiable Internet elections:
Chapter 6 provides fundamentals for this part of the thesis by detailing
the background for individual verifiability in Internet voting as well as
related work.
Chapter 7 details a categorization of individually verifiable Internet voting schemes and an investigation with users. Because the investigation
showed the importance of code interactions, the chapter furthermore
details a study of code interaction modalities.
Chapter 8 describes three iterative studies of the Swiss voting interface,
leading to a redesign interface that delivers improved usability.

1.4.4 Part IV: Providing Agency for Incidentals

The part Providing Agency for Incidentals presents the perceptions that result
from the presence of bystanders in IoT-equipped environments as well as
privacy profiles as a solution for privacy assistance:
Chapter 9 provides fundamentals by detailing background for privacy in
IoT-equipped environments and related work.
Chapter 10 describes three qualitative investigations in the scope of bystander privacy in IoT-equipped environments. Based on the results,
the chapter provides challenges for designing IoT technology that respects bystander privacy.
Chapter 11 details a concept for personal privacy assistance that was investigated in a large-scale online study. As a side aspect the level of
information considered during privacy decisions is investigated.

1.4.5 Part V: Integration & Conclusions

Chapter 12 integrates and discusses the three preceding parts and provides overall requirements for privacy-sovereign interaction.

2
F U N D A M E N TA L S

This chapter presents background information for the research area of Usable
Security and Privacy in Section 2.1. Section 2.2 provides information about the
research methods that were used within this thesis.

2.1

usable security and privacy

All contributions presented in this thesis belong to the broader field of
Human-Computer Interaction (HCI), which is a discipline concerned with
the design, evaluation, and implementation of interactive computing systems for human use and with the study of major phenomena surrounding them [Hew+92]. The field of Usable Security and Privacy is situated
at the intersection of Cybersecurity and Human-Computer Interaction research [GL14]. Usable Security and Privacy considers the users’ capabilities
and knowledge when interacting with technology. This is also rooted in the
principle of acceptability that names ease-of-use and the users’ mental models as key aspects in interacting with protection mechanisms [SS75].
This thesis investigates privacy-sovereign interaction. Privacy is generally
defined as the possibility for users to control the circumstances and conditions under which their personal information is collected and processed by
others [CA99; Wes68]. As a result, privacy is a highly individual concept.
Privacy requirements cannot be implemented as specific overall solutions
that fit the needs of all individuals. Instead, privacy settings of technologies
have to be adjustable to the users’ individual decisions.
Westin describes four specific states of privacy [Wes68]:
1. Solitude means that information is not shared with others. In the context of privacy-sovereign interaction, solitude means that technology
provides options to keep information private.

16

fundamentals

2. Intimacy refers to information is shared with specific humans. In
privacy-sovereign interaction, intimacy means that technology provides options to share information with particular humans.
3. Anonymity means that information cannot be connected to an individual. Considering privacy-sovereign interaction, anonymity implies
that technology offers the possibility to store or submit anonymized
data.
4. Reserve describes that information disclosures to others are limited. In
privacy-sovereign interaction, reserve means that technology offers options to limited information disclosures.
In the digital era, users connect to digital services via network infrastructures, such as the Internet. Digital services host the data of their users
and can alter or delete the hosted data after authorization. The privacysovereignty of users might be threatened by digital services hosting the data
or third parties that might eavesdrop or manipulate data without the users’
consent. Therefore, data is guarded by protection mechanisms.
Users that interact with protection mechanisms are an integral part of the
security chain. Digital services assume compliance of the users with the protection protocols. As a result, the users’ correct behavior is required for the
protection mechanisms to deliver their goals. Without compliance by the
users, the mechanisms become ineffective. This aspect is referred to as the
human error model [Rea00].
However, the users’ compliance is conflicted with the aspect that security
and privacy typically are not the users’ primary goal since they interact with
digital services to fulfill certain tasks [Her09; AS99]. Thus, interaction with
protection mechanisms can be considered an overhead on top of the primary
goal [Alb07; Her09]. The function as a non-primary goal makes it difficult
to ascertain that users indeed comply with protocols. Consequently, humans
can be responsible for the failure of protection mechanisms. A recent statistic
shows that roughly 90% of cyberattacks are rooted in human errors [Lab19].
Based on that, one might conclude that users are to blame for cyberattacks
and data disclosures. While this holds for a small share of users, the reasons
are connected to the design of protection mechanisms that do not consider
human factors sufficiently [Rea00; Hit95; AS99; SBW01; KS14]. Users are no
security experts and thus can lack the know-how to use protection mechanisms correctly [AS99; SBW01]. The usability of the protection mechanism
impacts its effectiveness [Ur+15]. Even if users can effectively use protection
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mechanisms, poor user experience might become a hurdle [Wei+09a]. Still,
digital service providers assume that users comply, which disrupts the security chain [Sch11].
Early investigations of authentication mechanisms showed that such mechanisms do not consider the capabilities of users sufficiently. It has been
demonstrated that users tend to follow poor password hygiene by reusing
passwords across different accounts [FH07; Das+14] or choosing predictable
passwords [SB14; Was+16; Ur+15] because otherwise, they struggle to remember them [FH07; IS10]. Thus, passwords do not sufficiently consider the
capabilities of human memory.
There are several possibilities to approach human factors in the scope of
privacy. It has been demonstrated that it is preferable to make protection
mechanisms invisible for users [FRS05; Tan+17]. In doing so, users are no
longer part of the security chain. Another possibility is educating users and
teaching them how to act according to the protection mechanism [HSR20].
This is a viable solution for scopes in which automation is not (yet) possible. Finally, educating users about privacy-aware behavior is also crucial in
scopes in which protection mechanisms are difficult to realize, such as detecting phishing links [Kum+10]. Considering phishing protection, black-listing
known phishing-websites is not effective due to their rapid growth and the
option to hide their phishing link behind a link shortener. Because of that,
users have to inspect each link destination before clicking [Kum+10].
However, these solutions do not apply to each and every aspect because
interactions might be initiated by decisions of users, rely on their knowledge, or automation can cause a perceived loss of control [EPS08; Cra08;
Col+20]. Sacrificing privacy is not a viable solution either. It has repeatedly
been demonstrated that people might alter their behavior under social influence [Jen32; She35; Asc56]. For instance, Asch studied the extent to which
the opinions and behavior of a majority could affect individual decisions
and judgments of individuals [Asc56]. Therefore, he performed a series of
experiments, which became known under the terms elevator test and line
test. Both experiments share that one participant is confronted with a group
of actors. In the elevator test, the group performs unexpected actions, such
as facing the elevator’s wall instead of the door. In the line test, the participants received a card with a line and had to pick a line that matches the line
length on the received card from a set. The actors chose a line from the set
that was obviously not matching the one on the card. Asch’s results indicate
that individuals conformed to the majority’s opinion even when the correct
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answer was obvious. Thus, social influence can make people question their
own decisions under the supervision of a contradicting majority.
All of the aspects stated above highlight the need for solutions that consider human factors. A plethora of works has investigated human factors
in various domains related to privacy. There are different research methods
to carry out such evaluations. The following section introduces the research
methods applied in this thesis.

2.2 research methods

2.2

research methods

Each contribution of this thesis is grounded on a specific evaluation method
used to investigate a set of distinct research questions. The remainder of
this section is organized as follows. The first section provides an overview
of the constructs that have been evaluated in this thesis (Section 2.2.1). This
is followed by detailing quantitative evaluation methods that were used to assess these constructs and qualitative research methods in Section 2.2.2. Finally,
Section 2.2.3 describes methods for analyzing the gathered data. All studies
reported in this thesis were designed, conducted, and analyzed, as described
below. If a specific study deviated from these general methods, an explanation and justification are given in the respective chapters.

2.2.1

Evaluated Constructs

When investigating human factors, there are several constructs to consider.
The thesis, in particular, focuses on usability and user experience.
Usability. According to the ISO standard 9241-11 [Int98] usability is based
on the criteria of effectiveness, efficiency, and satisfaction.
effectiveness denotes the accuracy and completeness with which
specified users can achieve specified goals in particular environments [Int98]. There are several possibilities to assess the effectiveness
of a task. Completion rates are most commonly used and describe the
share of participants that completed a task. Error rates denote the number of errors that participants made when completing a task. Finally,
the number of tries until a successful completion can be used as a measurement for effectiveness.
efficiency denotes the resources expended concerning the accuracy and
completeness of goals achieved [Int98]. It can be assessed by the completion time, meaning the time a participant needed to complete a task.
Efficiency can be furthermore be assessed by other resources, such as
cost or computational requirements. However, within this thesis, efficiency was assessed as completion time since information about further resources by the user was not available at the prototype stage.
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satisfaction denotes the comfort and acceptability of the work system to
its users and other people affected by its use [Int98]. It can be assessed
by standardized questionnaires given to the participants after they interacted with a system. The System Usability Scale (SUS) [Bro96] is
such a post-interaction questionnaire and consists of ten questions. The
scale ranges from 0 to 100 points, and higher values indicate better subjective usability.

User Experience. According to ISO 9241-210 [Int10], user experience is defined as a person’s perceptions and responses that result from the use or
anticipated use of a product, system, or service. User experience includes
the hedonic quality of a product as well as pragmatic aspects. Usability is
part of the pragmatic aspects. Thus, user experience is a broader concept
than usability.
The User Experience Questionnaire (UEQ) [LHS08] can be used to measure
the participants’ overall experience with a system. It covers the attractiveness
of a product, usability aspects by measuring perspicuity, efficiency, dependability, and the hedonic aspects of stimulation and novelty. The six specific
scales are described as follows [LHS08]:
attractiveness refers to the overall impression of an interface. It also
considers to what extent users like or dislike the interface.
perspicuity is given by the perceived ease of learning and getting familiar
with the interface.
efficiency denotes the perceived effort required to interact with the interface in order to fulfill specific tasks.
dependability means the perception of feeling in control when interacting with the interface.
stimulation refers to the perception regarding excitement and motivation during interaction with the interface.
novelty is the perceived creativity of the interface and whether it catches
the interest of users.
Each scale ranges from −3 to 3. Values below −0.8 represent a negative evaluation, those between −0.8 and 0.8 represent a neutral evaluation and those
above 0.8 means a positive evaluation.
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2.2.2

Evaluation Methods

Within this thesis, several methods were used to gather data. Those methods
can be grouped in evaluations without users and evaluations with users.
Evaluations without Users. There are several methods for conducting studies without the involvement of users. Within this thesis, the methods literature review and expert evaluation in the form of cognitive walkthrough and
focus groups were used.
In general, a literature review is a systematic, explicit, and reproducible
method for identifying, evaluating, and interpreting the existing body of
recorded work produced by researchers, scholars, and practitioners. A literature review will provide an understanding of what is already known about
a topic [WW02; Vom+09].
All literature reviews in this thesis were conducted by a structured literature
search [WW02; Vom+09]. First, keywords and a search space were discussed
with experts in the field. Furthermore, specific criteria for excluding a publication from the results were established. Then, the keywords were used to
identify publications within the search space. During this stage, a publication was excluded if it was not related to the search scope. Next, forward and
backward searches were performed. For the backward search, it was examined whether the reference list of each paper contains references concerning
the search scope. For the forward search, newer publications that cite the
paper were examined. Publications found by forward or background were
not required to be published in the previously specified search space. The
resulting literature was examined based on the research question.
In general, experts can reflect on the needs that users are typically unaware
of. Thus, an evaluation with experts is typically conducted before a study or
an experiment with users. Furthermore, one expert can provide the expertise
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of multiple users [Nie92]. In this thesis, a cognitive walkthrough, was used
for evaluation with experts. Following the cognitive walkthrough, experts
reviewed a product by using specific criteria matching the research question.
A focus group is a qualitative method that can be used to gather information
about a specific task or problem [Lin02]. The focus group consists of a small
group of participants and a moderator. The moderator’s role is to launch the
discussion with an opening statement or question and ensure that the participants focus on a specific topic or task. The discussion can be supplemented
by auxiliary material, such as cue cards or whiteboards. Those can also be
used to collect ideas and the outcome of a specific task. While focus groups
can be conducted with different target groups, the method was conducted
with experts from different domains in this thesis.
Evaluations with Users. There are several possibilities to conduct studies
with users. In this thesis, quantitative and qualitative methods were used
in the form of online survey, controlled experiments, observational studies, and
interviews.
During online surveys, participants use a computer to fulfill a task that
is requested from them. Within this thesis, participants were asked to fill
out questionnaires that were provided on a website. The answers to these
questionnaires were either:
multiple choice items allow participants to select options from a predefined list [Boc72],
likert scale items as proposed by Likert to assess participants’ attitudes towards certain aspects of the proposed concepts [Lik32],
free-text answers allow participants to provide a textual answer of
their choice.
In controlled experiments, (potential) users are invited into a controlled
environment. The experiment follows a standardized procedure that is identical for each participant. The main objective of controlled experiments is
to gain quantitative insights while minimizing the impact of external influences. These quantitative insights are taken by measurements which form
dependent variables. Independent variables are varied to assess their influence on the dependent variables. Furthermore, the participant’s perception
can be assessed via different methods, either concurrently during the experiment or retrospectively after it. In this thesis, the think-aloud method [BR00]

2.2 research methods

was used as a concurrent method. During the interaction, participants were
encouraged to think-aloud and to verbally express their thoughts.
Controlled experiments can either be in between-subject or within-subject
design. Between-subjects means that each participant interacts with one of
the conditions investigated in the study. Within-subject design means that
each participant interacts with all conditions investigated in the study. Furthermore, it is possible to combine within-subject and between-subject designs. Because interacting with all conditions might result in sequence effects, such as learning effects, the order of the conditions can be varied between participants. Balanced Latin Squares [Wil49] were used in this thesis
to counterbalance the order of conditions.
Observational studies are a qualitative method that can be used to supplement controlled experiments to get qualitative insights. In this type of study,
participants are passively observed while interacting with a system without
intervention. In this thesis, the participant’s interaction was recorded with a
screen-recording software or a camera.
Interviews form another qualitative method to collect data beyond the controlled experiment. In this thesis, semi-structured interviews were used to
analyze the participants’ perceptions regarding the problem domain. Within
a semi-structured interview, the interviewer has a pre-defined set of questions. The interviewer is allowed to asked further questions if they support
gaining insights on the participant’s answer. As a result, semi-structured interviews, on the one hand, offer a degree of standardization while, on the
other hand, allowing flexibility to gain a deeper understanding [Oat05].
Before each study, we conducted a pilot study with at least two participants
to test the study setup and the wording of (interview) questions. Pilot studies
typically resulted in an adaption of the setup and refinements of the wording
of questions and instructions. We used these studies to refine the wording
of our questions and their results are not included in the respective study
results.
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2.2.3 Analysis Methods

The data collected during the studies were carefully analyzed with widely
accepted methods for analyzing quantitative and qualitative data. This section describes the methods used for analyzing the collected data.
Analyzing Quantitative Data. The analysis method is based on the properties of the collected data. If the data is quantitative, there are two methods
to analyze the measurements: parametric analysis, and non-parametric analysis.
For the parametric analysis, the collected data has to be normally distributed. The normal distribution can be violated by either a small data set
or by the data itself. If the dependent variable is interval scaled, methods
to analyze the differences among means in a sample can be applied. In this
context, a t-test can be used to analyze samples with two test conditions. An
ANOVA is an analysis of variance with more than two test conditions. There
are several versions of the ANOVA which are dependent on the study design.
If the study follows a between-subject design, an ANOVA is used. If it is in a
within-subject design, a repeated-measures ANOVA is used. If an ANOVA
revealed significant differences among the means, pairwise post-hoc comparisons are calculated. To account for multiple testing, i.e., preventing an
inflated type-I error, the results were corrected using the Bonferroni method.
If the data is not interval scaled, which is the case for dichotomous data,
a χ2 -test was applied to analyze the frequency distributions. If a χ2 -test revealed significant effects, the adjusted residuals were investigated, and the
Bonferroni correction was used to account for multiple testing.
For non-parametric analysis, the Friedman ANOVA was run instead of the
ANOVA. Wilcoxon’s pairwise signed rank tests were used as post-hoc tests
since they are a non-parametric alternative to the t-test that does not assume
a normal distribution. For dichotomy data, Fisher’s exact test was applied.
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Analyzing Qualitative Data. Qualitative data was evaluated by methods
based on grounded theory [MC03], and thematic analysis [CBH15]. Using
this evaluation approach, a research question was formulated before data
collection. The data set was reviewed by researchers based on that research
question.
If the data was collected through interviews, the audio file was transcribed
into written form before the analysis. The resulting transcripts or responses
from open-ended questions were analyzed using open-coding [BFM16] with
at least two researchers as coders. During this analysis, the researchers
tagged answers from the participants with codes that denote the underlying
concept of the answer. A coding tree is the set of all codes that describe the
data set of a qualitative study. In this thesis, coding trees were established by
different methods, which are described in the respective section. The coding
tree was applied to all transcripts. In the next step, codes were related to
each other by axial coding, and codes with an insufficient data basis were
removed by selective coding. This resulted in final categorizations of codes
that formed overarching themes.

2.2.4

Ethical Considerations

Each study followed the guidelines provided by the ethics committee at the
Technical University of Darmstadt, Germany. Therefore, the collection of personal data was limited to a minimum to preserve the participants’ privacy.
Before each study, each participant signed a consent form. The consent form
had a paragraph about the study’s data protection policy. Each study complied with strict national privacy regulations and the General Data Protection Regulation (GDPR) of the European Union. The consent form was
stored separately from all other data such that collected data cannot be
linked to participants’ identity. In the data sets, each participant received
a randomly assigned identifier.
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3
F U N D A M E N TA L S F O R 2 FA

The previous chapter introduced the research field Usable Security and Privacy. It was furthermore demonstrated that privacy protection mechanisms
could lose effectiveness if human factors are not considered sufficiently.
This thesis part focuses on the privacy protection of digital property that is
hosted by a digital service. Such protection can be realized by authentication
mechanisms that allow the users to access their digital property while preventing third parties from unwanted access. In this part of the thesis, it is
assumed that the users and the host of the digital service are permitted to
access stored data that describes the digital property. The host is allowed to
modify the data after authorization by the users.
Considering privacy-sovereign interaction, the users first authenticate to
make sure that no-one except for them accesses their digital property. Then,
they authorize modifications or the deletion of their data.
Mechanisms for authentication and authorization should not form a barrier for users to interact with their data [AS99]. However, such protection
mechanisms are dependent on the usage context and the data protected by
them [Zim+19b]. Within this scope, two-factor authentication is a widely recommended state-of-the-art mechanism for guarding digital property, such
as banking data. Two-factor authentication mechanisms are already used in
practice and even mandated by the law in different countries in the scope
of online banking [Com16]. However, two-factor authentication mechanisms
are perceived as substantial overhead by users rooted in poor usability and
user experience [Ree+19; De +14; Gun+11]. This chapter aims to provide
fundamentals of two-factor authentication and related work.
The remainder of this chapter is structured as follows: Section 3.1 provides
the fundamentals in the scope of two-factor authentication. Then, Section 3.2
gives an overview of related work in the scopes of the usability of two-factor
authentication and tangible authentication.
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3.1

background

This section provides background in the scope of two-factor authentication. First, it provides information on authentication factors in general in
Section 3.1.1. This is followed by detailing two-factor authentication in Section 3.1.2. Finally, approaches for realizing two-factor authentication in the
scope of online banking are presented in Section 3.1.3, because this is specific
application domain used in our scientific contribution in Chapter 4.

3.1.1 Authentication Factors

Each authentication mechanism is based on one or more authentication factors. In general, authentication factors can be grouped into the following
three categories: 1) knowledge, 2) ownership , and 3) inherence [OGo03;
GFG17]. Knowledge-based authentication mechanisms rely on the knowledge of users that they have to provide to authenticate themselves. For instance, knowledge can be a password or a personal identification number
(PIN). Authentication mechanisms based on ownership rely on something
that users own. This could be a physical token, such as a credit card. Finally,
inherence relies on an intrinsic, unalienable, and characteristic feature that
uniquely identifies individual users. Various biometric features can be used
for this purpose, such as fingerprints, gait, voice, or face features.
Each group of authentication factors – and each factor itself – has individual benefits and drawbacks. Authentication mechanisms based on knowledge or ownership could be obtained by a third party to impersonate users.
For instance, password databases of digital services could be leaked or
hacked. Furthermore, passwords might be obtained through phishing, shoulder surfing, or man-in-the-middle attacks [TOH06; Eib+17; HV11]. Access
tokens might be stolen. Biometric authentication is susceptible to mimicry
attacks [KHV18]. Most fingerprint sensors only use fingerprint partials;
those partials can be mimicked without much effort [RMR17]. Authentication mechanisms based on inherence are often based on probabilistic algorithms and therefore require a fallback mechanism. Furthermore, once compromised, authentication mechanisms based on inherence are challenging to
replace.
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3.1.2

Two-Factor Authentication (2FA)

Two-factor authentication (2FA) enhances security by combining two
groups of authentication factors. In doing so, it mitigates the weaknesses
outlined above.
There are different possibilities to realize two-factor authentication. A wellknown example are ATMs that employ a debit or credit card (ownership)
combined with a PIN (knowledge). Frequently, knowledge-based factors constitute one of the factors in the form of a PIN or password. The other factor often relies on the ownership of a one-time password that is obtained
through a second channel. This second channel can be a physical token that
generates one-time passwords (e.g., DUO Security Token [Sec19]).

3.1.3

2FA Approaches in Online Banking

Within this thesis, online banking is used as a use case for two-factor authentication. To find 2FA approaches for the investigation, an official list of
banks in Germany was used. Based on this list, the respective bank’s website
was searched for 2FA approaches provided by the bank. This search resulted
in a total of 14 different approaches for 2FA supplied by banks in Germany.
Similar approaches were clustered into categories based on the specific tasks
that users have to perform to authenticate successfully. This resulted in the
categories 1) push, 2) OTP, and 3) scan. In each category, users can interact
with the approach for authentication or authorization. For authentication,
users commence by opening the banking website on their personal computer. Then, they enter their login data consisting of their account number
and either a password or a PIN. From here, the interaction differs in each
approach.
1. Push: Using the push approach, users have to switch to an Internetenabled second device, mostly a mobile device, such as a smartphone.
Users unlock an app on the device by a PIN or password. The app then
displays information about the login that the users want to perform on
the personal computer, including a timestamp. Below this information
is a button for authorizing the login. After pressing the button, users
can access their accounts on the personal computer. Figure 3.1 depicts
a possible interface for the push approach on the left.
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Figure 3.1: Mobile user interface. Transaction confirmation with Push Approach
(left) and OTP Approach (right).

Figure 3.2: Desktop user interface. Display of the QR-code on the banking website.

2. OTP: In the OTP approach, users receive a one-time password (OTP)
over a second channel. After receiving it, users manually enter the
OTP to the banking website. The second channel can be via SMS, via
an OTP generator, or a mobile application. Figure 3.1 depicts a possible
interface for the OTP approach on the right.
3. Scan: The scan approach is also based on a transaction authentication
number (OTP). The banking website displays an optical code, such as
a barcode, a flicker-code, or a QR code to the user on their personal
computer (see Figure 3.2). Users scan this code with a second device
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that has scanning capabilities. Based on the data from the code, the second device computes an OTP. The user enters this OTP to the banking
website.
To authorize a transaction, the user first has to be authenticated. Then, the
user enters transaction data, such as the account number of the recipient.
Finally, the user interacts with the specific 2FA approach as detailed above.
Besides the 2FA approaches detailed above, there are several approaches for
realizing 2FA that were used in Germany in the past or in other countries.
The remainder of this section explains further 2FA approaches for online
banking since those were mentioned by the interview participants from the
investigation reported in Chapter 4.
OTP Lists are lists with numbered one-time passwords. Those lists are typically printed on paper and distributed via postal mail. The bank provides the
number of the required one-time password to the users, and they respond
with it. Using OTP lists, the second factor is the ownership of the one-time
password.
Security cards are similar to OTP lists. Security cards have tables with numbered columns and rows. The one-time password is built by the user by
combining the contents of specific cells to a password. The bank requests
the content of specific cells from the users.
Other options to distribute one-time passwords are text messages received
on a mobile phone, e-mail notifications, or apps on mobile devices as detailed above [İKC19]. In these examples, the second factor is the ownership
of the e-mail address, a phone number, or a specific mobile device.
Another common approach is to use a dedicated credit card reader as an
OTP generator - denoted as chipOTP. In particular, the device scans a
flicker code from the computer screen and then calculates a one-time password based on the scanned information and the debit card. Before revealing
the one-time password, the device displays information related to the transaction, such as the transferred amount and the recipient’s account number.
If the flickering code cannot be scanned, the user can enter the information
manually.
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3.2

related work

This section summarizes related work. Section 3.2.1 details publications that
investigated human factors in the scope of two-factor authentication. This is
followed by related works that present tangible authentication in Section 3.2.2,
because the concept 3D-Auth proposed in this thesis (see Chapter 5) is based
on performing interactions with tangibles for authentication.

3.2.1 Human Factors

Many publications investigated human factors in the scope of authentication
(cf. [Ur+15; Ur+17; Zim+19b]). It has been shown that users tend to follow
poor password hygiene by using passwords that are simple to guess and
reusing passwords across multiple accounts [SB14; Was+16; Ur+15]. Even
if these weaknesses are mitigated, e.g., by means of password generation
[Mar+18b] or nudging [Ur+17; Ur+15; SC19], the sole use of passwords
still possesses the weaknesses of single-factor authentication detailed in Section 3.1.2. The author of this thesis has contributed to this background knowledge by contributing research on password generation [Mar+18b].
In general, works that investigated the usability of two-factor authentication mechanisms produced mixed results. On the one hand, investigations
showed that although 2FA mechanisms were perceived as more secure than
single-factor authentication, users preferred single-factor authentication due
to usability and convenience [Gun+11; Ree+19]. On the other hand, some
studies demonstrate the usability of 2FA mechanisms [Lan+16; De +14]. For
instance, De Cristofaro et al. investigated one-time passwords via text messages, OTP generators, and smartphone apps in an online study [De +14].
The participants in this study perceived the presented 2FA mechanisms as
highly usable. The results furthermore indicate that besides usability, trustworthiness and the required cognitive effort were crucial aspects for defining
the adoption of 2FA mechanisms [De +14]. These results are related to specific 2FA mechanisms and characteristics of individual users, such as age or
background [De +14]. Further studies showed that participants are willing
to adopt 2FA for sensitive online accounts for security reasons [Ree+19].
The usage of 2FA mechanisms can be divided into two phases: 1) setup and
2) day-to-day use. Reynolds et al. conducted two studies that investigated
the YubiKey token [Rey+18]. They found that setup and day-to-day usage
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exhibit differences in the scope of usability. In particular, the setup process
was perceived as less usable. Reese et al. investigated the setup procedure of
five approaches for 2FA: 1) text messages, 2) time-based one-time passwords,
3) pre-generated one-time passwords, 4) push notifications, and 5) YubiKey
tokens [Ree+19]. Some participants reported difficulties setting up YubiKey
tokens and time-based one-time passwords. Text-messages, pre-generated
one-time passwords, and push notifications were perceived as easy to set
up. A similar study was conducted by Acemyan et al. [Ace+18]. They investigated: 1) one-time passwords based on text messages, 2) the Google Authenticator App, 3) YubiKey tokens, and 4) push notifications. Acemyan et
al. show that the investigated 2FA mechanisms are difficult to use, and the
complicated setup discourages users from continuing the usage of 2FA after the setup. These results differ from Reese et al., although both studies
are similar. A possible explanation for that might be that Reese et al. conducted two studies for each usage phase with different participants, while
Acemyan et al. conducted one.
Difficulties during the 2FA setup were also shown for the YubiKey token
by Das et al. [DDC18]. Ghorbani et al. investigated user perceptions of
YubiKey tokens as a possibility for password-less single-factor authentication [Gho+20]. While the usability was rated high, participants feared the
loss of the token. Thus, their results also affect 2FA schemes in which tokens
are used as one authentication factor.
Krol et al. investigated 2FA in the scope of online banking [Kro+15]. In particular, they investigated 1) card readers, 2) one-time password generators, 3)
text-messages, 4) phone calls, and 5) smartphone apps throughout a usage
period of 11-days. The participants were interviewed in the beginning and
at the end and were asked to write a diary about their online transactions.
One-time password generators were perceived as a big extra effort since new
additional devices have to be carried and possess usability issues. This confirms a previous study by Weidmann et al. [WG17]. Weir et al. investigated
three different types of physical tokens [Wei+09a]. Participants in their study
favored devices for 2FA based on their usability rather than security properties. Another study by Weir et al. [Wei+09b] showed that familiarity with
2FA has a high impact on the users’ willingness to use it. This might be a
possible explanation for the mixed results for existing usability studies.
2FA often requires two different devices to operate together. Methods for
device pairing have been investigated and found that a system’s operability
can impact the security perception of its users [Ion+10]. An investigation of

35

36

fundamentals for 2fa

older adults shows that the low adoption of tokens is rooted in compatibility
issues [Das+20].
Karapanos et al. propose a scheme that authenticates the user based
on recording sound in the user’s environment and on a user-worn device [Kar+15]. Based on the sound, the authentication mechanism can judge
whether users are close to the device they intend to authenticate at. Karapanos et al.’s mechanism was perceived as more usable than Google’s authentication app.
The introduction of 2FA has been investigated in several contexts and institutions, meaning that researchers investigated the transition from singlefactor to two-factor authentication. Users prefer or choose devices that they
already own over new additional physical tokens [WG17]. Colnago et al.
investigated the introduction of the Duo 2FA token at Carnegie Mellon University [Col+18]. Authenticating with a 2FA mechanism also took longer
compared to single-factor authentication [Col+18]. However, if users have
positive experiences with 2FA, they might even use it for accounts that do
not require it [Col+18; Dut+19]. Users even reported that using Duo 2FA was
easier than expected. Abbott and Patil conducted a series of online surveys
on a university with mandatory 2FA usage [AP20]. In general, the acceptance
of 2FA was not impacted by the obligation to use it, however, the frequency
of usage impacted acceptance.
Each of the presented publications investigated specific approaches for twofactor authentication in different contexts. Chapter 4 builds upon this previous work and places a particular focus on realization possibilities of the
second authentication factor, options for physical realization, and properties.

3.2.2 Tangible Authentication

The concept 3D-Auth proposed in this thesis (Chapter 5) is based on tangible
authentication; this is why we will look at this particular subclass in more
detail.
Several approaches for tangible authentication have been proposed in the literature. Among those are wearable devices, e.g., smartwatches, that unlock
other IoT devices, e.g., smartphones. Chen et al. present an approach based
on cryptographic keys embedded in wearables [CS08]. If the wearable device
is close to the smartphone, it unlocks it by following a cryptographic proto-
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col. The approach TwistIn provides authentication by a gesture made with
the wearables and the IoT device at the same time [LFH18]. TangibleRubik
provides tangible authentication by manipulating a Rubik’s Cube [Mot+12].
Using TangibleRubik, a password consists of a series of moves with the cube,
such as turning parts. A webcam captures these moves. A preliminary user
study of TangibleRubik revealed that password entry (34 and 52 seconds)
was perceived as too time-consuming. Bend Passwords introduce tangible
authentication with a flexible PVC sheet with bend sensors [MCG16]. Passwords consist of a series of bend gestures with the PVC sheet. Participants
in a user study of Bend Passwords rated the usability of Bend Passwords
lower compared to PINs.
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The previous chapter introduced two-factor authentication and presented
investigations of human factors. These investigations show a trade-off between usability and security [Ree+19; De +14; İKC19]. Although existing approaches for realizing two-factor authentication can be executed effectively,
usability issues based on efficiency and satisfaction persist. Users are willing to adopt two-factor authentication mechanisms based on the enhanced
security offered by them [Ree+19; Col+18]. However, users perceive the duration of 2FA procedures as too time-consuming [Wei+09a] and criticize user
experience aspects, such as the usage of non-personalized devices [WG17].
Related studies primarily investigated specific approaches for realizing 2FA
in different usage contexts.
The contribution of this chapter is twofold. First, the chapter presents a thorough investigation of two-factor authentication mechanisms with two different user groups: 1) experienced and 2) non-experienced users. A total of
42 participants were interviewed about their perceptions of two-factor authentication, placing a particular focus on possible physical representations
of the second authentication factor and properties thereof. First, the participants’ perceptions of mobile apps as second authentication factors were investigated. This was completed by general perceptions that are independent
of specific realization possibilities of 2FA. Second, based on the investigation results, this chapter presents a set of requirements for usable two-factor
authentication that also considers hedonic aspects of the interaction. In particular, this chapter aims to shed light on the following research question,
which is a sub-question of RQ1 :

?

Research Question

RQ1.1 : What are requirements for usable two-factor authentication that
respects the needs of users while providing adequate security?
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The remainder of this chapter is structured as follows: Section 4.1 describes
the methodology of the interview study, the participants that took part in the
study, and data analysis. Section 4.2 details the results of the study. This is followed by a discussion of the interview results and requirements in Section 4.3.
Section 4.4 presents concise requirements for usable 2FA. This is followed by
Section 4.5 demonstrating that state-of-the-art solutions only partially fulfill
the set of requirements. Finally, Section 4.6 concludes this chapter.

Contribution Statement: This chapter is based on the research
paper [Mar+b]. I led the idea generation, developed the study
designs and interview guidelines, designed mockups, collected
data, was one of the coders during the analysis, and evaluated the gathered data. Kirill Ragozin programmed the interface prototypes used in the study. Florian Krell, Kira Bleck, and
Chloe Egthebas supported the data collection. Andrii Matviienko was one of the coders during the analysis. Kai Kunze,
Max Mühlhäuser, Martin Schmitz, Andrii Matviienko, George
Chernyshov and Kirill Ragozin provided helpful mentoring and
critical reviews during the conceptual design and study phases,
and contributed to the writing process.

4.1 methodology

4.1

methodology

To investigate experiences with and perceptions of 2FA mechanisms, semistructured interviews with 42 participants were conducted. To provide a
real scenario for the participants, we considered the usage of online banking. In the European Union, 2FA became mandatory in online banking for
all payment transactions in 2018, resulting in a wide-spread adoption of
several methods for 2FA, such as one-time password generators or mobile
apps [Com16]. Even if 2FA is not mandatory outside the European Union,
many banks provide it as authentication and authorization mechanisms.

4.1.1

Interview Procedure

The procedure of the interview study was as follows:
1) Welcome and Informed Consent. Before the interview, the participants read
and signed a consent form.
2) Familiarization. Next, mock-ups of the 2FA mechanisms detailed in Section 3.1.3 were presented to the participants so that they can familiarize
themselves. If the participants had any questions on how the respective 2FA
approach worked, the examiner would answer them. Questions on why the
approach worked were answered after the interview to avoid biases.
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3) Experiences I: General. The interview started by asking the participants
which authentication approaches they used for online banking. Based on
their experiences, we asked for their opinion about each approach, whether
anything went wrong during usage, and about aspects that the participants
particularly (dis)liked. If the participants stopped using 2FA, they were
asked why.
4) Preference of Authentication Approaches. Then, the participants were asked
about their favorite authentication approach in the scope of online banking
and asked to explain their answers.
5) Experiences II: 2FA. Up to then, 2FA approaches were not mentioned by the
examiner. Thus, the participants also mentioned approaches based on single
factors. At this point in the interview, we explained that 2FA is mandatory
in Europe in the scope of online banking. We established an understanding
of the term based on examples. Next, we specifically asked for experiences
with 2FA, including domains different from online banking. Analogously to
the experience with authentication approaches, we asked whether anything
went wrong during usage, aspects the participants particularly (dis)liked,
and why the participants had stopped using an approach if usage was in
the past.
6) Preferences Regarding Second Factor. This part of the interview focused on
the physical representation and location of the second authentication factor independent from specific 2FA approaches. The participants were asked
which properties they expect from the second authentication factor. Then,
we asked where they expect or prefer the second factor to be.
7) Closing. Finally, the participants were asked to provide demographics and
to fill out the ATI scale questionnaire [FAW19]. They could give a final comment and ask questions about the study.

4.1.2 Recruitment and Participants

We recruited 42 participants via mailing-lists, social networks, flyers, posters,
word-of-mouth, and snowball sampling. Each participant received an online
shopping voucher roughly equivalent to 10 USD as compensation. Participation was restricted to users of online banking.
The participants were on average 27.29 years old (SD = 4.08, Median = 27,
Min = 19, Max = 36). About half of the participants identified as female
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(N = 18), 23 identified as male, and one participant preferred not to say.
The ATI scale ranges from 1 to 6, where 6 indicates the highest affinity for
technology. Our sample demonstrated an average ATI scale of 3.82 (SD =
0.72, Min = 2.44, Max = 5.33).

4.1.3

Data Analysis

The interview transcripts were analyzed in two sessions. The analysis consisted of open and axial coding with two coders [BFM16]. Two researchers
individually coded two representative interviews that were chosen because
these participants gave very detailed answers. Based on that, they established a coding tree in a review meeting. Then, each coder applied the coding
tree to half of the interview transcripts.

4.2

interview results

This section reports the results from the coding analysis. Section 4.2.1 describes the participants’ experiences with using 2FA. Results about app-based
approaches are given in Section 4.2.2. Results about preferences in general can
be found in Section 4.2.3. Section 4.2.4 provides specific problems when using
2FA. The following three sections (4.2.5, 4.2.6, and 4.2.7) detail the results
regarding the second authentication factor. Finally, Section 4.2.8 lists further
findings.

4.2.1 Experiences with 2FA

At the beginning of the analysis, the participants were clustered into experienced and inexperienced users based on the following criteria: reported
frequency of usage, knowledge of existing methods, and current usage.
Twenty-two participants reported using 2FA in online banking and currently
authorize at least one transaction every other week. Furthermore, they have
been using it for longer than two years. From the remaining 20 participants,
nine only used 2FA for one-time verification purposes, such as opening new
accounts, eleven reported to have used 2FA in the past or infrequently (less
than one transaction per month).
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As a result, the sample consists of 22 experienced users who use 2FA mechanisms on a frequent and regular basis and 20 fewer experienced users,
labeled as inexperienced users, who use 2FA mechanisms rarely or in the
past. In the remainder of this section, the experienced participants are abbreviated with ex and the inexperienced ones with iex.
Furthermore, we asked the participants which specific approaches they
(have) used in the scopes of 1) online banking and 2) further domains.

2FA in Banking. When asked which specific approaches for 2FA they used
for online banking, the participants could give multiple answers. Of the experienced participants, nine reported using chipOTP devices. Twelve participants stated to have used a scan approach based on a mobile app (ex=9,
iex=3), seven reported to use the push approach (ex=5, iex=2), and 17 used
one-time passwords based on text messages (ex=7, iex=10). Three participants (ex=0, iex=4) used security cards. Finally, five participants reported
having used one-time passwords via e-mails (ex=0, iex=5).

2FA in Further Domains. When asked about the usage of 2FA approaches in
other domains, sixteen participants (ex=11, iex=6) reported using it for other
financial transactions, such as PayPal. Six stated to use 2FA for their gaming
account (ex=4, iex=2). One experienced participant used it for their health
insurance. Another experienced participant even used 2FA for unlocking
their laptop.

4.2.2

App-Based Approaches

In the beginning of the interview, three possible approaches to realize 2FA
detailed in Section 3.1.2 with a mobile app were presented to the participants.
Inexperienced participants tended to prefer the push approach since this was
easiest to use, and the switches between devices were lowest:
”The style of authentication that you confirm just by clicking, you don’t have to type. Other
ones were too complex." (P14, iex)
”It was just clicking a button. It doesn’t need any other actions like scanning a QR-code. It’s
simple. [...] some people might feel insecure. For me, it’s okay because it’s easier." (P14, iex)
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Experienced participants, however, preferred the OTP approach. When
asked to explain their answer, they stated additional security:
”The OTP, because I think it’s a good middle course. When you use the QR-code, you need
the camera. That’s less secure because someone could spy on that and forward it to a third
party." (P11, ex)

Some participants in both groups favored the scan approach for different
reasons based on security and usability.
”The security that a transaction is only possible if you have my card and not just a PIN,
which can be hacked or copied somehow. I like the fact that I know for sure that I don’t have
to enter anything manually. So everything is done automatically, recorded via the code, which
I also like. Yes, and of course, it is also fast in itself." (P21, ex)
”I kind of like that scanning code makes sure that you are physically next to the computer.
You probably know better than I do, but for me, it’s not too much back and forth, and it feels
more secure." (P4, iex)

Experienced participants, in general, hesitated less to sacrifice usability for
security compared to inexperienced participants. That indicates that besides
usability and security perceptions, personal experiences form an important
impact factor for the acceptance and willingness to use 2FA.

4.2.3

General Preferences

When asked about any 2FA mechanism, participants tended to substitute
passwords as the first factor by biometrical factors, such as face id or fingerprints since those cannot be forgotten:
”I like facial recognition as one condition [factor]." (P19, iex)
”I love the fingerprint and the face thing. I use that a lot for every online banking transaction."
(P20, iex)

One participant voiced a generally negative attitude about 2FA even if it
contributes to security:
”Honestly, I hate double authentication. It takes too much [...] I’m not a huge fan of it, it’s
very inconvenient for me." (P20, iex)
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4.2.4 Problems with 2FA

When asked about problems with (two-factor) authentication mechanisms,
the participants stated a range of common problems for PINs and passwords. Most participants stated to have forgotten their PIN or password
or mistyped it. As a consequence, accessing the accounts was not possible.
Furthermore, one-time passwords were copied incorrectly.
Several experienced participants did not report problems beyond PIN and
password memorability. Participants that used one-time passwords distributed by text messages reported problems receiving the text message in
time due to a poor or foreign cell phone network:
”I can remember one case where I was abroad. Somehow the SMS did not arrive in the foreign
network, and I had problems to authenticate myself." (P7, ex)

Several participants in the experienced group reported the usage of one-time
password generators (chipOTP). Frequent problems with such generators
were broken generators or empty batteries:
”I had it a few times that the battery of the device ran out, and then I could not make any
more transfers. Who has such button batteries at home?" (P7, ex)
”The calculator ran out of battery at some point, and I couldn’t just change the batteries, it
was kind of complicated, and then it broke, and the bank wouldn’t send a new device. It was
a bit of a struggle with the technology." (P3, ex)

That also happened to users of smartphone apps:
”Sometimes I have to pay something, and I don’t have my phone charger with me. Then, I
cannot do it because it relies on another thing to be working." (P20, iex)

Participants using the scan approach mentioned to have had problems with
scanning the codes on several screen types:
”Nah, it’s just annoying to hold it up to the screen until it detects these codes exactly, and it
stops all the time in between." (P12, ex)

One participant reported losing their security card:
”Yeah. However, I think the [security] card was horrible. The card was gone, and I couldn’t
log in anymore." (P19, iex)

Finally, participants reported problems with the setup of 2FA. While the
setup worked in general, the participants perceived the duration and num-
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Table 4.1: Overview of the second authentication factor properties.
Property

Explanation

Usability

second factor should have excellent usability

Mobility

usage of second factor should be location-independent

Connectivity

no network connection required for second factor

Energy Sources

second factor should not rely on energy sources or be chargeable with standard
chargers

Security

second factor should offer secure interaction

ber of required steps are overly long. One participant reported to have
stopped using 2FA right away due to usability reasons:
”I actually didn’t like trying it. It was a bit too much for me. I only can use a password."
(P18, iex)

4.2.5

Second Factor Considerations: Properties

During the interview part about expectations towards a second factor, participants mentioned a range of similar properties. These properties were
mostly independent of the participants’ experiences with 2FA. In particular,
the participants mentioned usability, mobility, connectivity, energy sources,
and security as properties for the second authentication factor. Table 4.1 provides a summary of these results.

Usability. Almost all participants stated usability to be a key factor for them
when using the second authentication factor. The factor should be easy to
use and not be restricted to a specific location:
”It should be easy to understand, described in a way that I know what to do." (P6, ex)
”It should be convenient, easy to use. I want to have fun using it." (P3, ex)

This confirms results from previous studies of specific 2FA approaches showing that usability is a key factor [De +14].

Mobility. The majority of participants wished the second factor to be mobile such that it can be used on-demand at any location. Some participants
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mentioned that the second factor should be available as an app on their mobile devices. The main reason for that was that the participants already own
these and devices, and it is not necessary to introduce any new item:
”I would definitely want to continue using the smartphone. Because one has that anyway. So
I think it’s incredibly annoying when you need 5000 devices and then you forget one, when
you go on vacation [...] and don’t have it with you, then you’re immediately stuck. So, the
smartphone is with you anyway, so I think that’s a very good second factor." (P14, ex)
”I carry my cellphone with me anyway. It is in my pocket already." (P9, iex)

However, participants were also aware of the limitations of mobile devices
as a second authentication factor. Depending on the security model, the mobile device should not be the second factor if it is also used for banking.
Several participants reported that their bank allows this, however, does not
recommend it:
”You always have to have two devices if you want to do something. What I’ll say now is
contradictory to the first thing I said about security, but it’s annoying. So it would be cooler
if you had something that you always have with you. Well, a smartphone is something you
always have with you normally. But a watch or something else. I’ll put it this way. It’s
just annoying if you have two devices in your hand, or you have to have two devices to do
something, but at the same time, it’s more secure, and then you feel good again." (P19, ex)

Another limitation of the smartphone was that the device is a central point
of failure:
”Now, everything depends on your cellphone. If you lose your cellphone, you lose so many
things. So, I want this function to get away from the cellphone." (P17, iex)

Even if the second factor is not an app on a mobile device, it should still be
mobile. Sample comments given by the participants are:
”For me, it’s a trade-off. It should not be on the smartphone because I think it’s too dangerous,
but it also shouldn’t be anything bulky that I don’t want to carry. I don’t want to be restricted
to my home, you know." (P4, iex)

On the other hand, one participant stated that the second factor does not
have to be mobile since they would prefer to keep it at home in a safe place:
”I prefer something I can keep in my desk at home. If I need to pay something right away, I
can also use a payment provider like [name of payment provider]." (P2, iex)

Connectivity. The next group of considerations is connected to the connectivity of the second factor meaning whether it has access to the Internet or
other networks. Participants expressed that the second factor should not be

4.2 interview results

connected to the Internet or other networks for either security or availability
reasons. They imagined the second factor to be a stand-alone device that can
be used without network connections. For instance, the participants stated:
”That’s the thing. If both devices have an Internet connection, an attacker could get access to
both. Something without any network like a little stand-alone device might be better."
(P4, ex)
”For me, it should be uncoupled from any network. A connection to the phone number is okay
in general, but it is relatively easy to get the phone number of someone." (P4, iex)
”It should not be dependent on the cell phone network [...] it already happened that I needed
a verification code over SMS and that is rather obstructive if you are somewhere where with
no reception." (P1, ex)

Energy Sources. This group of considerations is connected to energy sources
of devices. Several participants wished the second factor to be independent
of any energy source. This was related to negative experiences with OTP
generators that ran out of battery and required special batteries that cannot
be bought easily. If the second factor needed an energy source, participants
stated that they wished to use chargers identical to those of their mobile
devices. However, participants favored independence from energy sources.
When asked for examples, participants mentioned NFC and RFID chips:
”It should be fast somehow and secure [...] those cards that can be read by the smartphone
and can be used any time. " (P21, ex)

Further statements about energy sources can be found above in the subsection about reported problems (see Section 4.2.4).
One participant would even use a chip that is implanted under their skin:
”There are great technical things like RFC rings and so on, the ones you hold on RFC readers
that can read information from the ring you wear, automatically or something. Or biohacking,
you can put a chip under your skin, and then it works. I would find it cool in that direction,
but I don’t think that the world, humanity is ready for it, [laughs]. So in that direction, I say
it would be one thing I personally would use, but not many people can do that." (P19, ex)

Security. Participants also stated a need for security which is the primary
purpose of 2FA (see Section 3.1.2):
”I don’t know I would go for something that’s very difficult to fake." (P14, iex)

Further statements about security have already been mentioned in several
other subsections within this results section.
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Table 4.2: Overview of the second authentication factor interactions.
Interaction

Explanation

Covert Interaction

interaction in a covert environment

Further Interaction

interaction based on challenge

4.2.6 Second Factor Considerations: Interaction

Although not being asked specifically about interactions with the second
authentication factor’s physical representation, several participants named
properties that specifically target it. Table 4.2 provides on overview.

Covert Interaction. Some participants stated that they would like to interact
with the second-factor device while it is in their pockets. In doing so, the
interaction is less obvious for an observer:
”Maybe a sign on the screen or so. Something you can do in your pocket." (P11, iex)
”That’s the thing. It’s you use it everywhere someone you see it like in a train someone could
watch you do it. I want something that I can use in my pocket." (P22, ex)
”A silent gestures or so would be good. [after being asked for clarification] Something I can
do, but I don’t have to look at the screen. Like the fingerprint, that one I can do in my pocket,
but more sophisticated." (P6, iex)

Further Interactions. One participant stated the wish to solve a challenge
based on a physical puzzle as part of the second factor:
”Solving a puzzle." (P17, ex)

4.2 interview results

Table 4.3: Overview of the results considering the physical representation.
Representation Property

Explanation

No Extra Device

second factor should not be a dedicated extra device

Everyday Objects

second factor should be integrable into everyday objects

Customization

second factor should be customizable matching the user’s preferences

4.2.7

Second Factor Considerations: Physical Representation

In the final part of the interview, we asked participants about possible physical representations of the second factor that they would like to have (see
Table 4.3 for an overview). We did not limit this based on any constraints
such that the participants could freely express their opinions.
No New Extra Device. Participants frequently mentioned that the second
factor should not be a new dedicated extra device that is specific for each
provider. This is connected to the statements from participants that wished
to use one of their mobile devices since they already own them. When asked
to explain their answers, participants mentioned being afraid to lose the
device and stated fear of requiring too many extra devices:
”I wouldn’t like another device because right now, I have to take care of the [one-time password generator] token. And if it gets lost, it’s very difficult to get another one." (P16, iex)

Two participants also mentioned the cost of such 2FA-devices:
”I would say it is important that it is always available, or often. If the availability is not
given, it should be replaced as fast as possible and as low cost as possible." (P7, ex)
”One generator costs a lot between 20 and 25$ I guess." (P8, ex)

Biometrics were frequently mentioned as an option to be independent of an
additional device or password. However, a sensor is required to capture the
biometric data:
"A bio feature I would say. A face scan, fingerprint, or retina. But I’m not sure if that is
secure, but it’s convenient.” (P15 iex)
"A way to ensure that you are the person that that is that is manipulating cell phone, so
maybe your face recognition or finger recognition system.” (P16, iex)
"I would prefer just using my fingerprint because that makes things just so much easier.”
(P21, iex)
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Everyday Objects. Several participants stated that they would like to integrate and hide the second factor in an everyday object. In doing so, the
physical representation is not connected to authentication for an observer:
”Yes, but relatively small and compact so that you can always have it with you. If it is a
different device than the smartphone, then something very flat which you can hold perhaps
even on the smartphone, which does not belong, however to the smartphone. I do not know,
such a bizarre idea would be a phone case." (P11, ex)

Since bank card are stored in wallets, participants wished for an object that
could be stored similarly:
”I think there are sometimes cards like that, I think those are actually quite appealing because
they’re easy to transport and put away. So, something in card form, which perhaps even
resembles a bank card." (P17, ex)

Another group of participants mentioned the wish to integrate the second
factor into an accessory, such as key rings, rings, chains, or bracelets:
”I would like a ring. Maybe that’s too small. I don’t know. Or a chain or a bracelet, something
pretty that I can wear." (P7, iex)
”Some kind of accessory or so." (P9, iex)

Wearers of glasses mentioned that if possible, they would like to integrate
an authentication device into their glasses because it is impossible for them
to forget:
”I kinda like to put it in my glasses somehow. That would be really cool." (P1, iex)
”There are four things I always have with me. Keys, wallet, smartphone, and my glasses. Keys
and wallet are already targets for thieves and the smartphone also. My glasses would remain,
I think there already are kind of smart glasses, I would use that." (P22, ex)

Customization. Furthermore, the participants mentioned missing customization options of existing approaches. If they have to use (new) devices offered
from the provider, they are limited in terms of shapes and colors:
”My bank offers custom colors for the bank card that is very nice and should also be for the
authentication thing." (P2, iex)
”My Ubikey works well, no problems with that, but it’s kinda ugly." (P21, ex)

4.2 interview results

4.2.8

Further Findings

Besides the findings connected to our research questions, we found additional common topics mentioned in the interviews.
Security Perceptions. Although we did not specifically ask about security,
several participants mentioned security-related aspects. When we asked the
participants about their preferences, those who favored the scan approach
considered this approach to be the most secure, because the number of steps
that users have to perform would be related to security. Furthermore, they
expressed that scanning the QR-code ensures that users are physically next
to the device used for banking.
On the other hand, the push approach was considered the least secure. For
instance, P11 stated:
”Because with the other [approaches] you read something on one device and then you have to
enter it on the other one. Here, it is only like this that you press a button, and then the data
is sent back. Simply lie that, and you don’t have to enter manually at the PC again. That is
simply more back and forth with the others." (P11, ex)

Furthermore, the information that 2FA approaches displayed to the users
seemed to impact their security perceptions positively. One participant commented on the location of the authentication attempt:
”This mechanism also tells you that you are at [name of location]. So it tells you so, for
example, at the time of the transaction that you are, I don’t know in [name of other location].
So you know, it’s not you." (P14, ex)

Behavior that Impacts Security. When we asked participants about their
usage of 2FA mechanisms, several of them stated to use a 2FA app in combination with a banking app. Five of them did this, although their bank
particularly advised against it. Three participants tried to do that, but their
banks’ app had an integrated check whether both apps are installed.
Some participants reported the need for a security card from their bank.
The security card has a credit card size and shows a table with different
characters and numbers. When performing a login, the banking website asks
for two symbols of specific columns that change. One participant reported
having a picture of this card on their phone:
”My bank has this card you need for the login. I don’t use a wallet any longer because
everything fits in the phone case, so I took a picture of the card." (P5, iex)
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4.3

discussion of requirements

In this section, the results of the semi-structured interviews and the resulting
requirements are discussed. The discussion furthermore serves as a basis for
the final recommendations in Section 4.4.

4.3.1 Mobile 2FA Solutions

A prominent theme throughout the results is the wish of the participants
to use 2FA location-independently. There are several possibilities to enable
mobile 2FA solutions.
Mobile Devices as Second Factor. Personal mobile devices might be a viable
solution for second-factor devices that can read NFC data or QR-codes. The
adoption of mobile device apps in the scope of online banking reinforces
this aspect. However, mobile device apps as a second authentication factor
also mean that the mobile device should not be used for banking (or the
respective main task). This weakens security and could even reduce authentication factors completely. Participants reported to either have tried to use
banking and 2FA apps on one device or actively use them. This indicates
that, in general, the usage of both apps on one device should be technically
prevented to deliver adequate security.
Fully Mobile Solutions. Current approaches for realizing 2FA are mainly
designed for usage in combination with a personal computer. However, the
ongoing digitization impacts the behavior of Internet users, which is also
reflected by our sample. Mobile solutions should work without the need for
a personal computer. Consequently, the second authentication factor must
not be the mobile device since this device is already used for banking (or the
respective main task).
Several participants reported that their 2FA devices rely on unusual batteries or on the cellphone network, which has impacted their accounts’ access.
Thus, energy sources and network requirements1 greatly impact the effectiveness of 2FA. Many devices that do not rely on networks currently have
no option to be recharged easily, and the vendors of the devices are scarce.
1 Note that there are several possible locations in which Internet access is possible while access
to the cellphone network is not.
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Although prior works have already concluded that such devices need standardization, the current state-of-the-art devices are not standardized in a
way that fulfills user needs. Furthermore, the size of several devices limits
their portability. Hence, the second authentication factor should not rely on
an extra device that requires an active energy source. Instead, it should be
readable by a mobile device.
Security Considerations for Fully Mobile Solutions. The mobility of devices introduces several challenges from a security perspective. Since this
investigation’s focus is on the user side, the security considerations given
here only represent a fraction of security-related aspects. Even if the second authentication factor would be a smartcard or something similar that is
not part of the mobile device but can be read by it, attacks similar to those
on OTP lists or replay attacks on the sensor could be performed. Thus, if
the second authentication factor is somehow captured by a mobile device, a
challenge that the users perform or nonces should be included to mitigate
the aforementioned attacks. Another security-related aspect of fully mobile
2FA is a higher likelihood of shoulder surfing attacks. Several participants in
our study also reflected this aspect. Therefore, fully mobile solutions should
encompass means to mitigate these attacks or inform users about them.

4.3.2

Everyday Objects for Authentication

Another common theme of our study was the wish that everyday objects can
be used for authentication. The reason for the usage of everyday objects is
threefold. First, the specific object could be chosen by the users. Second, the
objects can be discreet and are not obviously connected to authentication. Finally, everyday objects could serve other purposes as well, such as accessory.
Such objects do not necessarily have to be mobile. For instance, users could
have an everyday authentication object that they can hide between regular
objects on their desks or similar.
There are several possibilities to realize such everyday objects for authentication. RFID or NFC chips could be integrated into everyday items and turn
them into authentication devices that do not need energy sources.
Another possibility is using 3D-printed items, which can be turned into passive sensors that can recognize a range of different interactions [Sch+18].
Such items would only function in combination with a touchscreen device.
Considering that all smartphones and tablets contain touchscreens, such de-
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vices might be a promising solution. Furthermore, the usage of 3D-printed
shapes might allow for customization by users. This could be a personal
keyring, pendant, or eyeglasses frame.

4.3.3 Authentication Interactions

The third common theme in our study is that users wish alternatives to
passwords and PINs due to memorability issues. Biometric authentication
mechanisms, such as face-id or fingerprints, have already been deployed by
several 2FA app providers. Those are based on probabilistic schemes and
thus require fallback authentication mechanisms that are often passwords or
PINs. Some participants expressed the wish to authenticate in a discreet way,
such as performing some interactions in a pocket.
Based on that, we argue that specific authentication interactions might be a
viable solution. Gestures are already commonly used for unlocking mobile
devices and are memorable [She+14] because they leverage muscle memory.
However, gestures are limited to flat surfaces. We propose interactions for
authentication. For instance, 3D-printed items can already register different
types of simple interactions with them [Sch+18]. Such interactions could be
used as authentication sequences.
Several realizations for authentication by interactions have been proposed in
related works (see Section 3.2.2). Such interactions might be possible realizations for authentication interactions.

4.4 final recommendations

4.4

final recommendations

Based on the results of the user studies and our observations, we distill the
following concise recommendations for enhancing usability and customization of 2FA:
1. Enable fully mobile solutions. Based on our study, we conclude that
the mobile 2FA approaches enabling location-independence are crucial
for users. If these solutions are based on mobile devices, the second
authentication factor should be external from them.
2. Provide independence from energy sources. The second authentication factor should be completely independent of energy sources. If
such independence is not possible, the device should be rechargeable
with commonly used cables and plugs.
3. Provide network independence. The second factor should be independent of the cellphone network and, if possible, from the Internet.
4. Enable integration into everyday objects. For an ideal approach, 2FA
devices or items should be integrated into everyday objects that the
users can choose, such as pendants or bracelets. If such an integration
is not possible, the object should fit other everyday objects, such as
keyrings or smartcards placed in a wallet.
5. Offer personalization options. 2FA objects should be customizable.
Users should be able to choose visual properties. These properties
could, for instance, be colors, shapes, or even custom objects like custom jewelry.
6. Design for covert interaction. 2FA objects should offer usage in a
covert way, such as interactions in the pocket. If covert interactions are
used, observers cannot determine whether a user currently performs
an authentication-related action.
7. Design for discreetness. 2FA objects should not obviously be connected to authentication. If a user does not interact with an object,
observer should not be able to determine its purpose.
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4.5

state-of-the-art solutions

The previous section provides seven recommendations for enhancing usability and user experience of 2FA. This section discusses to which extent stateof-the-art solutions fulfill these recommendations demonstrating the need
for further investigations.
Considering the first recommendation of fully mobile solutions, the second
authentication factor must not be the device used for the main task. However, several banks provide fully mobile solutions by offering two apps – one
for banking and one for 2FA. This substantially weakens security and consequently is not a viable solution. ChipOTP devices are mobile and can be
used in combination with a mobile device. Current realizations of chipOTP
devices require unusual batteries that cannot be charged. Furthermore, these
devices fulfill no recommendation besides the mobility.
OTP lists or security cards could be used in this context and would even
fulfill the recommendations considering network and energy source independence. These solutions, however, suffer from security issues since they
might easily be copied or stolen. If obtained by an adversary, OTP lists and
security cards can directly be used to impersonate users. Furthermore, users
might take pictures of the lists or cards and store them on their phones,
which was reported by one of our participants.
The second authentication factor could also be another technical device, such
as a second smartphone or a smartwatch [LL16]. Depending on the specific
realizations, neither smartphones nor smartwatches provide network and
energy source independence. A state-of-the-art example for a single-purpose
authentication device is the Yubikey NEO [Yub20], which does not require
an energy source and is compatible with mobile devices. It can be used as
a keyring and thus is integrable into everyday objects. The device is small
enough to fit in a pocket, therefore it likely offers covert interaction. On
the flip side, the Yubikey NEO is not discreet since it is a single-purpose
authentication device and currently does not offer personalization options.
In summary, each of the discussed solutions only partially fulfills the requirements described above.

4.6 conclusion

4.6

conclusion

Two-factor authentication is a security mechanism used in practice to enhance the security of important accounts, e.g., in online banking. Considering privacy-sovereign interaction, two-factor authentication can be used
to protect digital property.
This part of the thesis investigated user perceptions of 2FA mechanisms. The
sample consisted of experienced and inexperienced 2FA users who reported
their experiences, preferences, and problems using 2FA. The second part of
the interview focused on the second authentication factor, possibilities for its
physical realization, and properties. Experienced users were generally able
to use 2FA mechanisms but disliked several properties of current realizations.
Based on our investigation, we provide seven final recommendations for usable and customizable two-factor authentication (see Section 4.4). Besides
mere usability, our recommendations consider hedonic aspects of user experience that could motivate users to use two-factor authentication and foster
its adoption even in domains in which 2FA is not mandatory. This answers
the overall research questions of this chapter RQ1.1 (What are requirements for
usable two-factor authentication that respects needs of users while providing adequate security?)
Current state-of-the-art solutions only partially realize the recommendations
(see Section 4.5). To fill this gap, the following chapter presents the concept
of 3D-Auth as a possible solution that realizes all requirements.
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The last chapter contributed requirements for usable and customizable twofactor authentication. For instance, it was shown that users miss customization options and fear being locked out of their accounts because of an empty
energy source. Existing state-of-the-art 2FA mechanisms do not fulfill the
complete list of requirements.
The contribution of this chapter is twofold. First, the chapter presents a design space for authentication interactions based on two expert studies. Second, the concept of 3D-Auth is presented. 3D-Auth is a customizable concept for two-factor authentication based on individual 3D-printed items that
do not require an additional energy source. Proof-of-concept items for 3DAuth have been realized. Human factors have been investigated through a
controlled experiment demonstrating the usability and memorability of 3DAuth items.
This chapter aims to investigate the following research question, which is a
sub-question of RQ1 :

?

Research Question

RQ1.2 : How can the requirements for usable and customizable twofactor authentication be realized as an authentication mechanism?
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The remainder of this chapter is structured as follows: Section 5.1 reports the
focus group study for establishing an interaction space and provides information about the resulting interaction space. Section 5.2 details the 3D-Auth
concept and how it fulfills the requirements given in Section 4.4 Prototype
items for realizing 3D-Auth are described in Section 5.3. Section 5.4 explains
security properties of 3D-Auth items and means to address attacks that are
common in authentication. The methodology for evaluating 3D-Auth is given
in Section 5.5. This is followed by a presentation of the study results in Section 5.6. The concept and study results are discussed in Section 5.7. Finally,
the chapter is concluded in Section 5.8.
Contribution Statement: This chapter is based on the publication [Mar+20b]. I led the idea generation and the iterative prototype design. Furthermore, I developed the study design for the
expert and user studies and led both and analyzed the gathered
data. The master student Martin Herbers and I were the experimenters in the lab study. Furthermore, Martin Herbers developed and 3D-printed the 3D-Auth prototypes used in the study.
Further prototypes were printed by the student assistant Marco
Fendrich. Martin Schmitz, Verena Zimmermann, Kai Kunze, and
Max Mühlhäuser gave very valuable comments and contributed
to the paper writing process.

5.1 interaction space development

5.1

interaction space development

To realize the requirements for usable and customizable two-factor authentication, a general concept for authentication was developed. The authentication concept is based on the usage of 3D-printed items. The first authentication factor is given by the ownership of the item, and the second one is the
knowledge of interacting with the 3D-printed item.
To generate interactions the users can perform for the knowledge-based part,
we conducted a focus group study with experts from different areas which is
detailed in Section 5.1.1. Based on that, we refined the interaction space in an
online study with 13 additional experts (see Section 5.1.2). Information about
the data analysis is given in Section 5.1.3. Finally, Section 5.1.4 details the
resulting interaction space.

5.1.1

Focus Group

To develop an interaction, a focus group discussion was conducted. For the
focus group discussion, we recruited six experts from our institution via
mailing-lists. Their mean age was 31.8 years (Min = 30, Max = 35, SD = 2).
All of them reported working in their field for over five years. We specifically
chose to include two experts, each from usable security, human-computer
interaction, and IT-security, to represent different perspectives. We opted for
a focus group such that all experts can provide their expertise and discuss
and agree on distinct interaction concepts.
During the discussion, experts were provided with twenty 3D-printed objects in simple shapes, such as cubes or balls. Each object was printed twice:
one was printed in a non-flexible material (PLA) and one in a flexible material (Ninjaflex TPU). We also provided a smartphone and tablet-PC, which
were placed in the center of the table. Two cameras filmed the center of the
table. The recording space was marked to make the experts aware of it.
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The procedure of the focus group discussion was as follows:
1) Welcome and Demographics. First, we welcomed the experts and explained
the goals of the discussion. We proceeded by explaining the consent form
and the data protection policy, which each expert signed. Then, each expert
provided demographics.
2) Introduction. We introduced the concept of the 3D-printed items and the
setup and gave the experts time for familiarization. Then, we introduced
the authentication scenario and the contexts that we aimed to consider in
the study. In particular, we investigated the authentication contexts environment, device size, and task hierarchy from Gorlenko and Merrick [GM03].
We gradually introduced these contexts during the discussion.
3) Discussion. For each context, the experts provided interaction concepts
with the 3D-printed items and demonstrated them with smartphones and
tablets. As a third device, we considered a smart meeting board that was not
present in the room. The interaction concepts were written down on paper
and pinned on a bulletin board next to the authentication context. We did not
place any restrictions on the interaction concepts except that the 3D-printed
item had to touch the device’s touchscreen and the user’s hand or finger had
to touch the 3D-printed item. Otherwise, the item cannot be recognized by
the touchscreen.
4) Review. After discussing all of the presented authentication contexts, we
reviewed and discussed the interaction concepts on the bulletin board with
the experts. In this phase, the experts could add, refine, or merge interaction
concepts. We made sure that all interaction concepts were written down
understandably. Then, the recording was stopped. The experts could ask
questions and provide additional feedback.

5.1 interaction space development

5.1.2

Online Study

To investigate the results from the focus group discussion with a larger
group of experts, we conducted an online study with thirteen additional
experts recruited via social networks.
The procedure of the online study was as follows. After reading and accepting the study’s consent form, each expert provided demographics. An
introductory text about the 3D-Auth items identical to the focus group’s information was provided. Then, we provided the five categories of interaction
concepts from the focus group. In each category, we listed the interactions
from the expert study and asked the participants to supplement them. If a
participant chose to provide a new interaction, we asked for a name and a
description. Finally, the participants could provide additional feedback or
comments in a free-text format.

5.1.3

Data Analysis

For analyzing the data gathered in the focus group discussion, the notes
from the bulletin board were transcribed into an electronic form. Then, each
interaction was described as an atomic interaction referring to the smallest possible interaction that cannot be dissected any further. Next, similar atomic interactions were categorized by an inductive categorization approach [May10] by two researchers. The resulting five categories represent interaction concepts, whereas an interacting concept describes a set of atomic
interactions. Atomic interactions provided in the online study were compared to the results from the focus group and either determined as identical
or added. The interaction space is defined as the set of possible interactions
and presented in the next section.
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5.1.4 Interaction Space

Based on the expert studies, we developed an interaction space with the five
interaction concepts 1) touch, 2) arrangement, 3) assembly, 4) configuration,
and 5) augmentation.
The remainder of this section describes these five interaction concepts and
their atomic interactions. All atomic interactions resulted from the focus
group discussion except for one interaction in the touch category, which
is specifically marked. All other atomic interactions provided in the online
study were identical to existing ones.

1) Touch. Touch represents the first category of interaction concepts in our
interaction space. All concepts share that the users touch the object’s surface
in a specific way or spot. The following atomic interaction concepts belong
to this category:
• Touching the object in one spot.
• Touching the object in multiple spots.
• Pressing the object in one spot.
• Pressing the object in multiple spots.
• Performing a gesture on the object’s surface (e.g., drawing a pattern).
This atomic interaction resulted from the online study.
• A combination thereof (e.g., a gesture + touch in one spot).

2) Arrangement. The second category is based on the arrangement of one
or more objects on the touchscreen. The arrangement could be a specific
pattern or the object’s positioning in a certain location or orientation. The
interaction concepts are:
• Placing one object in a specific location and/or orientation.
• Moving an object on the touchscreen along a specific path.
• Placing multiple objects in a static position on the touchscreen.

5.1 interaction space development

3) Assembly. For the assembly category, we consider objects that consist of
different parts that can be assembled in a pre-defined way:
• Stacking of objects (vertical assembly).
• Assembly of different parts horizontally.
• Combination of horizontal and vertical assembly.

4) Configuration. For this category of interaction concepts, we consider objects which the user can configure. There are four concepts to change the
configuration of an object:
• Rotating movable parts of the object.
• Pressing object parts.
• Changing the electrical resistance.

5) Augmentation. While the configuration interaction concept mentioned
above targets the object itself, augmentation means that an object is augmented by something that is not part of the object itself:
• Filling the object with water.
• Filling the object with air.
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Figure 5.1: The users interact with the item in order to activate an authentication
pattern on the object’s bottom. The pattern is recognized by a touchscreen.

5.2

3d-auth concept

To realize the requirements for usable and customizable two-factor authentication, this thesis presents the concept of 3D-Auth as the second contribution
of this chapter.
3D-Auth items are based on the principle of capacitive sensing [Sch+15].
Therefore, 3D-Auth items are printed with two materials: a conductive material and an insulating material. The insulating material can be in any shape
that the user likes.
3D-Auth items have conductive dots 3D-printed in the bottom part that
touches the touchscreen. Depending on the users’ interactions with the item,
a subset of the conductive dots is turned into touch-points. Furthermore,
users touches a part of the conductive structure that is connected to a conductive dot at the bottom. Only then, conductive dots at the bottom of the
3D-Auth item that touch a touchscreen are turned into touch-points.
The users authenticate through an individual authentication pattern. In
general, the authentication pattern is a set of touch-points (see Figure 5.1).
Within the pattern are two types of touch-points. The first type is static and
does not change during the interaction; these touch-points are always active
and represent the 3D-Auth item. It can be seen as an internal secret encoded
by the 3D-Auth item and represents the authentication factor of ownership.
The second type of touch-points change depending on the user’s interaction
with the item. This forms the second authentication factor based on knowledge. Interactions that do not correspond to the user authentication interaction also activate touch-points. Thus, wrong patterns are possible and can
be recognized by the touchscreen. This is important because otherwise, an
attacker that steals the 3D-Auth item might interact with it until they brute-

5.2 3d-auth concept

force the correct pattern by trying every possible interaction. In the remainder of this section, we present how the requirements detailed in Chapter 4
are implemented to form 3D-Auth.
independence from energy source To realize independence from an
energy source, a passive realization is required that does not require
any batteries. To fulfill this requirement, 3D-Auth items are based on
the principle of capacitive sensing. As a result, a 3D-Auth item can be
3D-printed of conductive material within the insulating material.
independence from networks This requirement is fulfilled by the passiveness of 3D-Auth items, as described above. 3D-Auth items themselves do not require a network connection.
mobile solutions Conductive material can be recognized by commercially available touchscreens such as those in smartphones. A 3D-Auth
item’s dimensions can be small enough to fit into a wallet or pocket,
allowing for portability. Furthermore, 3D-Auth can be used in combination with a smartphone without the need for a personal computer.
personalization options Since 3D printing technology is used, a 3DAuth item can be printed in a customizable shape chosen by the users.
integration into everyday objects The shape detailed above can be
integrated into everyday objects, such as key rings.
covert interaction 3D-Auth items are small enough to fit in the user’s
pocket. Consequently, the interactions can be performed in covertness.
discreetness 3D-Auth items do not necessarily look like a securityrelated item since they can be integrated into many shapes. The conductive dots in the bottom can be covered by a thin layer of the insulating material to hide them without losing functionality.
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5.3

3d-auth prototypes

To realize 3D-Auth, we designed one prototype for each interaction concept.
The 3D-Auth prototypes were printed with two materials: the first material
was conductive material (Proto-Pasta conductive PLA), which can be recognized by a capacitive touchscreen. The second material was an insulating
material (standard PLA).
All prototypes have similar dimensions and similar colors and are based
on a simple shape to retain fair user study conditions. The prototypes were
printed on a multi-material printer (Prusa MK3 with MMU2.0). Figure 5.7
at the end of this section depicts all prototypes and their 3D models. The
remainder of this section describes the five 3D-Auth prototypes that offer
one interaction from our interaction space.

1) Touch Prototype: Touch Block. For the touch prototype (see Figure 5.2),
we used a square shape. The object has a uniform grid of conductive dots
on the bottom.
To recognize the touch interaction, we added a set of conductive dots to the
object’s top. These dots are connected to those in the bottom by wires that
are printed with the conductive material. By touching the dots at the top,
the users turn conductive dots in the bottom into touch-points that can be
sensed by the touchscreen.
The password space of the prototype touch item is 15 resulting from the
requirement that the user could touch a selected subset of four dots except
that the number of touch points cannot be zero.

Figure 5.2: Touch interaction concept, 3D-model of the prototype, and 3D print.

5.3 3d-auth prototypes

2) Arrangement Prototype: Slider. To built an arrangement prototype, we
printed a 3D-object with a slider (see Figure 5.3). The slider has ten possible
positions labeled with the numbers from zero to nine. The adjuster of the
slider is printed in a conductive material. Depending on its position, conductive dots in the object’s bottom are turned into touch-points. We chose
the position of the number five as the target for the slider to perform the
interaction.
Since the slider can be arranged while being placed on the device’s touchscreen, we added a button to the user interface, which the user has to press
once the arrangement is final.
The password space of the slider prototype consists of ten options equivalent
to the ten numbers on the slider. However, for future uses, the password
space could be enlarged by combining several sliders, accepting positions in
between numbers, or by having to move the slider to a sequence of positions.

Figure 5.3: Arrangement interaction concept, 3D-model and print of the prototype.

3) Assembly Prototype: Building Blocks. The assembly prototype consists
of four building blocks that can be connected via connectors (see Figure 5.4).
The connectors are printed with conductive material to enable detection of
the connection. The blocks can be connected to different shapes, such as an
L-shape used in the user study. Based on that shape, dots in the object’s
bottom are turned into touch-points. To activate them, the user has to touch
at least one conductive dot or connector.
The number of possible shapes of the prototype with four blocks is 26. Each
shape could be turned in 90◦ steps. Thus the password space of the building
blocks prototype was 36 minus the shapes that look the same turned by
180◦ such as a horizontal line, resulting in a final number of 26 options. This
could be enhanced by increasing the number of blocks and, therefore, shapes,
making the sequence of differently colored blocks matter, or allowing for
turning the object in smaller than 90◦ steps.

71

72

3d-auth: customizable 3d-printed 2fa

Figure 5.4: Assembly interaction concept, 3D-model of the prototype, and 3D print.

4) Configuration Prototype: Combination Lock. To realize a configuration
prototype, we printed a combination lock with three movable layers depicted
by Figure 5.5.
The conductive dots in the bottom are turned into touch-points depending
on the rotation of the individual layers. After configuring the combination
lock by turning the layers, the user places it on the touchscreen and touches
a conductive dot on the top to activate the authentication pattern. Each layer
has ten possible positions.
The combination lock prototype has a password space of 103 because each of
the three layers has ten possible positions. The password space could further
be increased for future implementations by increasing the numbers on each
layer or increasing the number of layers.

Figure 5.5: Configuration interaction concept, 3D-model and print of the prototype.

5.3 3d-auth prototypes

5) Augmentation Prototype: Water Tank. For augmentation, we built a water
tank depicted by Figure 5.6. The object is a box with two internal chambers.
One chamber has a capacity of 3.5ml of water. This amount can be filled into
the object via a hole on the top, e.g., by a syringe.
The conductivity of the water connects conductive dots on the bottom. To
activate the authentication pattern, the users must touch a conductive dot
on the object’s top. If a user fills in more than the 3.5ml of water, the chamber overflows, and the water fills the other chamber, which activates further
capacitive dots.
The prototype object differentiated between the correct amount of water, too
much or too little water, leading to a password space of three possibilities.
For future work, this space could be enlarged by refining the object’s ability
to differentiate between different water level steps or by dividing the object
into several water tanks that require different amounts of water.

Figure 5.6: Augmentation interaction concept, 3D-model and print of the prototype.
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Figure 5.7: Proof-of-concept prototypes for the interaction categories. The prototypes do not constitute the only possibility to realize the interaction but
serve as a basis for evaluation purposes.

5.4 securing 3d-auth

5.4

securing 3d-auth

The authentication pattern on the bottom of a 3D-Auth item is critical for its
security. While the investigation presented in this thesis focuses on interactions and usability, we provide an analysis of the authentication pattern and
the security of 3D-Auth in this section.

5.4.1

Password Space of 3D-Auth

The number of touch-points in the authentication pattern and their possible
combinations form the password space of 3D-Auth. Many device-specific
APIs of mobile devices provide access to a maximum of ten touch-points,
one for each finger. APIs, furthermore, often provide access to functions
recognizing different sizes of the touch-points. The minimal size of a touchpoint has to be 0.5 cm, and the minimal distance between two points has
to be 0.5 cm. If the distance were smaller, multiple touch-points would be
recognized as a single one.
For this analysis, we consider a mobile device with the measurements of
158.0 × 76.7 × 7.9 mm (e.g., the Pixel 3 XL1 ). The 3D-Auth prototypes occupy an area of 40×40 mm on the screen. This is identical to the space covered
by an average Android unlock pattern. Sixteen touch-points fit in an area
of 40×40 mm, resulting in 216 − 1 = 65, 535 possible combinations if all
touch-points have a uniform size. One is subtracted because no touch-points
cannot be recognized as authentication pattern.
To increase the 65, 535 combinations further, an authentication pattern may
also utilize capacitive raw data from the touchscreen [Sch+17]. As such patterns usually consist of 4×4 mm cells that can be independently readout
if electrically separated by neighbouring cells, a grid of 40×40 mm can encode 25 bit (i.e. (40mm/4mm/2)2 ) of information (225 = 33, 554, 432). Again,
one must be subtracted. In comparison, there are 389, 112 valid 3×3 unlock
patterns in Android [LDR16] and 4-digit PINs have 10, 000 possible combinations. As a result, 3D-Auth has a larger password space than 4-digit PINs
and unlock patterns. Note that the password space described here is the
overall password space of 3D-Auth. The password space of individual items
might be smaller based on their size and configuration options. For instance,
1 https://www.devicespecifications.com/en/model/68d54c26, last accessed October 13th
2020
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the password spaces of each 3D-Auth prototype used in the user study are
smaller than the overall password space.
Until now, only static authentication patterns are considered. Dynamic patterns that change based on the interaction could further increase the password space and strengthen the security of 3D-Auth. Combining different
interactions would realize such a dynamic pattern. For instance, this could
be changing the configuration of a 3D-Auth item multiple times while it is
placed on the touchscreen.

5.4.2 Attack Mitigation

There are several attacks that an adversary might execute to either obtain the
authentication pattern or to impersonate the user. In this section, we discuss
attacks on 3D-Auth and the means to address or mitigate them.
Depending on the user’s interaction with the 3D-Auth item, conductive dots
are turned into touch-points to be recognized by the touchscreen. A possibility for realizing that is embedding only the conductive dots that belong
to the user’s authentication pattern. From a security perspective, this can
result in the following two issues: first, the pattern would be susceptible to
a shoulder-surfing attack because it is visible, and second, if an adversary
obtains a 3D-Auth item, it would be easy to perform a brute-force attack by
trying interactions or just building another object that embeds the authentication pattern.
To prevent the adversary from obtaining the pattern, i.e., an adversary cannot obtain the pattern, e.g., by taking a picture, the pattern must be hidden visually, or additional dots must be added. Furthermore, the additional
dots mitigate brute-force and attacks by 3D printing a copy because false
interactions can lead to false patterns that the touchscreen can sense. The
authentication software can react to wrong authentication attempts by limiting the total number of trials or reducing the number of trials by blocking
authentication attempts for a certain period.
Furthermore, an adversary who gains full control over the device, e.g., by
root access, could perform a replay attack by recording the sensor input during authentication and replaying it later on. To mitigate this attack, we propose a challenge-response approach by using a sequence of authentication
patterns. Therefore, the user receives a challenge from the authentication

5.5 methodology

software, asking for a specific 3D-Auth item configuration. The user configures the item and places it on the touchscreen. Like requesting the n-th
transaction number in online banking, the software could request the n-th
configuration of the item. Since each sequence of configurations is different,
the replay attack is mitigated.

5.5

methodology

To evaluate the proof-of-concept 3D-Auth items detailed in Section 5.3, a
user study with 25 participants was conducted. The user study consisted of
two parts: 1) a controlled experiment and 2) a retention study.

5.5.1

Apparatus and Captured Data

We implemented a smartphone app that was able to recognize the 3D-Auth
prototypes. During both studies, the smartphone had a fixed position on the
table. A camera was placed parallel to the interaction surface on which the
smartphone was mounted. Using the app and video recordings, we assessed
whether the participants successfully performed the interaction to evaluate
the effectiveness. To evaluate efficiency, the time for performing the authentication interaction was measured. We extracted the task completion time
from the video recordings. Finally, the assessed user experience with the
user experience questionnaire [LHS08] and asked open-ended questions to
investigate the participants’ preferences and adoption of 3D-Auth.
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5.5.2 Controlled Experiment

An average study session took fifteen minutes. The procedure of the controlled experiment was as follows:
1) Informed Consent. The participants were explained the consent form and
asked to sign it. Next, they provided demographics.
2) Familiarization. We explained the concept of an 3D-Auth item to the participants. To do so, we provided information sheets that each participant had to
read. Then, we gave them 3D-printed objects of simple shapes to familiarize
themselves with the haptics.
3) Interaction and Questionnaires. Each participant interacted with all 3D-Auth
items in an order given by a Latin square [Wil49]. We provided each item
together with an information sheet that explained the interaction. After reading the information sheet, the participant was asked to perform an authentication procedure on a smartphone. This procedure was repeated until the
participant had interacted with all 3D-Auth items.
4) Final Questionnaire. After the interaction, the participants received a final questionnaire that included questions to compare the different 3D-Auth
items. We furthermore asked whether the participants would use 3D-Auth
items and, if so, on which devices they would like to use them. We also provided the user experience questionnaire. Finally, the participants could ask
questions about the study.
5) Retention Study Explanation. We invited the participants to the retention
study (see below) and allowed them to interact with the 3D-Auth items freely.
We furthermore answered questions regarding the correct execution of the
interactions.

5.5 methodology

5.5.3

Retention Study

We investigated the memorability of the interactions after a duration of ten
days. 40% of participants (N = 10) participating in the controlled experiment
returned for the retention study.
The procedure of the retention study was almost identical to the controlled
experiment. The only difference was that we did not provide the information sheets that described the interaction. Thus, the participants had to rely
on their memory in terms of conducting the correct interactions. After completing all interactions, we again provided the user experience questionnaire
and the same questions as in the controlled experiment.

5.5.4

Participants

We recruited a sample of 25 participants by mailing-lists, poster advertisements, and word-of-mouth. The participants were on average 36.6 years old
(Min = 24, Max = 60, Median = 32, SD = 13). Eight of them identified
as female, one as other, and one opted for "prefer not to say". We did not
compensate the participants for taking part in our study.
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5.6

study results

This section presents the results from the controlled experiment and the
retention study.

Figure 5.8: Effectiveness and memorability results.

5.6.1

Effectiveness

Effectiveness is given by the share of participants that correctly performed
the authentication interaction. Overall, 80% of interactions were performed
correctly. The results of the individual items are depicted by Figure 5.8.
The touch item demonstrated the highest effectiveness rate with 92%. The
reason for incorrect interactions was placing the item upside-down. The
items with the lowest effectiveness rate were the slider and the combination
lock (68% each). Although the combination lock and slider were configured
correctly, the participants either did not touch the conductive dots on the
top or placed it in a wrong orientation even though the item shape was depicted in the user interface. 84% of the participants correctly interacted with
the building blocks. One participant just placed the blocks in the required
shape without connecting them. The two other participants did not touch
the conductive dots. Considering the water tank, 88% of the participants performed a correct interaction. Those who did not interact with it correctly
either injected too much water or did not touch the conductive dot on top.

5.6.2 Memorability

Memorability is given by the share of participants that correctly performed
the interaction after retention of ten days. Each participant had a random
participant number, such that we could connect the results from the lab and
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the retention study. Overall, 94% of the interactions were remembered correctly. The shares of the individual items are given in Figure 5.8. The touch
item was remembered by nine of the ten of the participants. One participant remembered the interaction correctly but placed it upside-down on the
touchscreen. Similarly, one participant remembered the slider’s position correctly but placed the slider in a wrong orientation. Finally, one participant
forgot the amount of water that had to be injected into the water tank.

Figure 5.9: Task completion times of the 3D-Auth prototypes.

5.6.3

Efficiency

To perform one interaction the participants needed on average 37s (Min =
16, Max = 54, SD = 15). The durations to perform the interactions with the
individual 3D-Auth prototypes are depicted in Figure 5.9.
The touch item was fastest with an average of 17s (Min = 10, Max = 40,
SD = 7.7). The second fastest was the slider with a mean of 27s (Min = 7,
Max = 60, SD = 12.9). The participants needed on average 43s (Min = 15,
Max = 91, SD = 18.1) to interact with the combination lock. While the participants did not experience any problems with configuring the combination,
placing the item in the correct orientation required most of the time. Participants interacting with the water tank needed on average 47s (Min = 12,
Max = 90, SD = 19.4). Injecting the water with the syringe required the majority of the time. Interacting with the building blocks took longest with an
average of 54s (Min = 25, Max = 135, SD = 28.1) because the participants
first examined the individual blocks to find out how to connect them.
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Figure 5.10: User experience scales. Yellow bars depict a neutral evaluation and
green ones depict a positive evaluation. The error bars indicate the standard error.

5.6.4 User Experience

The scales of the user experience questionnaire are detailed in Chapter 2. The
scales efficiency and dependability received "neutral" evaluations; all other
scales received "positive" evaluations (values bigger than 0.8). The ratings of
the individual scales are depicted in Figure 5.10.

5.6.5 User Perceptions and Preferences

In the final questionnaire, the participants were asked whether they would
like to use 3D-Auth items in real life. The majority of participants (68%)
intended to use the combination lock. When asked to explain their answers,
the participants stated2 :
"It’s so easy to use." (P1)
"Joy, easy to remember, practical." (P8)
"Easy to use, no additional ingredients like water or anything are required, and it’s compact
to store." (P10)

The water tank was not chosen by any participant:
"The water tank would be very cumbersome when you are on the road." (P7)
"Too complicated for me." (P11)

2 All answers were translated from German.
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When asked which interaction or combination of interactions they want to
perform, 48% stated that they would like to use an interaction based on an
object’s configuration like the combination lock:
"It’s an easy solution that I already know from other domains." (P6)
"Configuration is fun." (P12)

36% of the participants would like to perform a touch interaction based on
the simplicity and inconspicuousness of it:
"Touching is easy to do and needed with any item anyway." (P11)
"I could do it in the dark or in my pocket." (P25)

Next, the participants were asked on which devices the participants would
like to use 3D-Auth items. 36% wanted to use the item for unlocking a smartphone because smartphones are more likely to get stolen:
"In case my device gets stolen, it’s more secure." (P5)
"It would be an additional protection." (P9)

44% would like to use on a larger touchscreen, such as a tablet-PC or laptop.
As a reason, they stated that the devices are mostly used in a static location:
"I often have to unlock my smartphone and always carry it with me, so I find it too difficult
to use an item for it. But I can imagine it well with a tablet-PC or laptop." (P2)
"I consider it too cumbersome always to have to carry an item." (P10)

28% stated that they would not like to use it because the concept is still in a
prototype state.
"At the current state I can’t imagine using it because it’s a prototype." (P25)
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Figure 5.11: With the advance of 3D printing, more sophisticated items in individual
shapes are possible. This could, for instance, be 1) a decorative guitar at
home (augmentation), 2) a key-ring (touch), 3) the shape of the favourite
animal (configuration), or 4) a set of figures (arrangement).

5.7

discussion and limitations

The 3D-Auth prototypes were evaluated in a user study with 25 participants.
Overall, the participants could perform 80% of the interactions correctly and
remembered 94% of them. The most common reason for an incorrect interaction was not touching the conductive dots on top of the object. A better
introduction to the items could address this issue. Instead of providing such
an introduction, the information sheet just explained the interaction but not
the purpose of touching the dots. The second most common reason was
that the object was placed in a wrong orientation. This can be addressed
by adding additional dots in the bottom that enable orientation recognition,
such as recognition solutions presented in related work [Sch+17].
In the additional questions, the participants frequently stated that the items
are easy to use. This is also supported by the user experience scale perspicuity, which refers to the ease of getting familiar with a product and learning
how to use it. Based on that, 3D-Auth provides a promising solution for
customizable and usable two-factor authentication that realized the requirements presented in Section 4.3.
In the user studies, we used items with simple shapes and of similar sizes.
More sophisticated items can be smaller while at the same time increasing
their password space as compared to the analyzed prototypes because advances in 3D printing will enable more precise prints. More sophisticated
3D-Auth items could also be in shapes customized based on the users’ preferences, like the user’s favorite animal. Furthermore, 3D-Auth interactions
could be integrated into everyday objects, such as accessories, key-rings, or
other items that users carry in their wallets (see Figure 5.11 for examples).

5.7 discussion and limitations

While we propose 3D-Auth items as a standalone authentication mechanism,
they can also be leveraged to supplement other authentication mechanisms.
The second authentication factor of the 3D-Auth items is the knowledge of
the interaction. In all studies, the experts and users also considered items
that are based on the encoding only. While this reduces security, it might
be a viable solution for use cases where the item can be stowed away in
a secure space. The item could then be used for rare interactions, such as
the PUK or PIN2 numbers of a SIM card. It could also be used to add a
second authentication factor to an existing authentication scheme, such as
the combination of a 3D-Auth item and a password.
Furthermore, the 3D-Auth items could serve as an interface shared by different users. In this case, the factor of ownership is reduced, and each user
has an individual sequence of interactions for authentication. Users that are
in the same environment might share a set of 3D-Auth items. The interaction
category of assembly might be leveraged to provide a group-based authentication. The different parts of the item could be distributed to different group
members that have to put the parts together.
In our study, we chose to investigate simple items that only provide one
possible interaction. Combining multiple interactions to a dynamic authentication pattern results in enhanced security and forms an important part of
future work. The usefulness of our concept for special user groups, such as
people with (visually) impairments, children, or the elderly, constitutes an
important path for future work.
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5.8

conclusion

This chapter presented 3D-Auth: a stepping stone towards a novel concept
to enable two-factor authentication on touchscreens and realize the requirements given in Section 4.4. This answers RQ1.2 : (How can the requirements for
usable and customizable two-factor authentication be realized as an authentication
mechanism?)
The contribution is an interaction space with five categories of interaction
concepts identified through expert studies. The interaction concepts are
touch, arrangement, assembly, configuration, and augmentation. We realized
one proof-of-concept prototype for each category. Through a controlled experiment, we demonstrated usability, memorability, and hedonic quality of
the 3D-Auth items.
3D-Auth items are not yet competing with other authentication mechanisms
but serve as a stepping stone into customizable two-factor authentication
that could be printed at home on demand. Thus, our contribution presents a
first step for addressing fundamental conceptual challenges. As a next step,
more sophisticated items that combine several interactions should be designed and investigated in terms of security, usability, and user experience.
3D-Auth can be used for protecting digital property. Within the last two
chapters, it was assumed that the host of the digital property is permitted
to access the data. In the scope of online banking, the bank is allowed to
know how much money a user owns. Furthermore, if a digital property is
transferred to another user, the data’s senders and recipients can verify the
transfer and integrity. The next thesis part studies the verification of private
data. However, verification is limited to the users who send the data because
it is assumed that no one besides the user is allowed to link the sent data to
an individual.

Part III

VERIFYING INTEGRITY OF
INTENTIONS

6
F U N D A M E N TA L S F O R V E R I F I A B L E V O T I N G

The last thesis part approached methods for enabling privacy-sovereignty by
protecting digital property. In these chapters, the host of the digital service
was assumed to be permitted to access the data to perform tasks authorized
by users. If a digital property is transferred to another user, both – sender
and recipient – can verify the transfer and data integrity. However, stronger
privacy requirements can prohibit the host and any other entity from linking
the data to the identities of individuals. In these cases, the data is assumed
to be stored and processed in a format that prevents such a link. If data
is transmitted over a non-controllable infrastructure, such as the Internet,
users have to verify that the data stored on the destination server indeed
corresponds to the data they submitted to ensure data integrity.
Prominent use cases in this scope are verifiable encryption [CS03] and verifiable voting [Adi06]. Other less prominent examples include verifiable quantum computing [HM15] and verifiable multi-party computation [Zha+13].
In most use cases, verification properties are achieved through mathematical
proofs that can be verified by any trusted entity [Sch91; CS97]. In verifiable
voting, the data to be verified are electronic votes. Because only the voters
should know what they voted for, delegating verification to a trusted entity
is particularly challenging [Esc+16]. Considering privacy-sovereign interaction, voters have to carry out verification and interpret its result to a certain
extent by themselves. Consequently, they play a crucial role in ensuring the
data integrity of electronic votes. If voters can, for any reason, not verify,
they cannot participate in Internet elections privacy-sovereignly.
This and the following two chapters investigate verifiable Internet voting as
a prominent use case for the verification of private data in-depth. This chapter provides the fundamentals of verifiable Internet Voting and is structured
as follows: Section 6.1 provides background for this thesis part. The following
Section 6.2 gives an overview of related work. These cover the scopes of classifications of individual verifiable Internet Voting schemes and evaluations
of human factors.
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6.1

background

This section gives an introduction to individual verifiability in Internet voting schemes. It first introduces the terminology in Section 6.1.1. Then, the
secure platform problem is described in Section 6.1.2 because this is the underlying security and privacy issue that individual verifiability aims to address.
Then, individual verifiability is described in Section 6.1.3 because this is the
concept investigated in Chapter 7.

6.1.1 Terminology

This section introduces terminology related to Internet voting. The first set
of terminologies belongs to parts of the voting infrastructure that the voters
interact with. The second set of terminologies describes security properties of
Internet voting schemes.
Voting Infrastructure. Before each election, the voting authorities distribute
voting credentials to all eligible voters. These credentials can, for instance,
be voter IDs and passwords or an electronic ID. Estonia, for instance, uses
the national identity card [Est15].
For participating in Internet-enabled elections, voters use a voting software
to cast their votes. The voting software can, for instance, be a website or application. To access the voting software, the voters use their voting devices,
which can be their personal computers or mobile devices.
Once the votes are cast, they are stored in electronic ballot boxes. Those are
typically servers that are hosted by the voting authorities. In this context,
verification devices are used for carrying out verification. This can be any
device that is different from the device used for voting. A verifier is an
assisting software that the voters use for verification purposes.
Besides electronic devices and software, auxiliary material can be used for
verification. Code Sheets form the most prominent example of such auxiliary material. They are distributed over a trusted transmission channel and
comprise a list of verification codes – one for each possible voting option.
Code sheets can also serve the purpose of code voting. Instead of providing the preferred voting option in plain-text, the voters enter voting codes
representing their voting options [Cha01; RT09]. The relations of the voting
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codes and voting options are unknown to the voting devices, and as a result,
stronger privacy can be provided.
Security Properties. Considering Internet voting schemes, there are different
security properties. Among them are vote integrity and vote privacy, which
are important in the scope of this thesis1 .
Vote integrity means that an election result accurately reflects the voters’ intentions. If vote integrity is not given, voters cannot participate in an election
privacy-sovereignly.
Vote privacy means that no information about the votes of individual voters
should be available unless given by the election result. For instance, vote
privacy might not be kept if all voters voted for the same candidate. If vote
privacy is not ensured, voters might change their intention or abstain from
participation. As a result, vote privacy is a prerequisite for privacy-sovereign
interaction in Internet voting.

6.1.2

Secure Platform Problem

In Internet-enabled elections, voters use their own devices for vote casting.
The voting authorities do not control these devices. Consequently, no security guarantees can be given, and authorities can not make sure that the voting devices are indeed malware-free [Ger+01; Opp02]. The researcher Ron
Rivest has coined this aspect as secure platform problem [Ger+01].
The secure platform problem impacts privacy-sovereign interaction for two
reasons. First, adversaries might control voting devices and manipulate electronic votes through malware. The manipulated cast votes either do not
match the voters’ intentions, or votes might not reach the electronic ballot box. Second, adversaries that control voting devices might spy out votes.
This breaks vote privacy and might support vote buying or voter coercion.
Consequently, testing the voting software in the lab is not enough to address
the secure platform problem [Bal+08; Bal+10].

1 For a more comprehensive list of security requirements for Internet voting schemes, the
reader is referred to [NV14].
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6.1.3 Individual Verifiability

Verifiability means that voters and (external) observers can verify specific
properties of electronic votes within different stages of the electoral process
even if programming errors exist or voting devices act maliciously [Adi06;
SK95; KRS10; KTV10]. Thus, verifiability aims to address the secure platform
problem detailed above. However, incorrect votes might also be rooted in
programming errors of the voting software or device.
Verifiability, in general, can be divided into the three properties of
1. Individual verifiability: voters can verify that their votes are indeed
counted as intended [SK95],
2. Universal verifiability: anyone (voters or observers) can verify that the
result corresponds to published ballots [SK95],
3. Eligibility verifiability: anyone (voters or observers) can verify that
only eligible voters participated in the election [KRS10].
Considering privacy-sovereign interaction, the list of eligible voters is not
assumed to be private data in this thesis. Consequently, eligibility verifiability is not part of the subsequent investigations. For universal verifiability, the data is also publicly available because the electronic votes have
been anonymized before the tally, for instance, by a mix-net shuffle [Cha81;
Wik04]. As a result, individual verifiability is the only property of verifiability that comprises private data – the electronic votes of individuals.
End-to-end verifiability [Adi06] considers the complete electoral process
meaning that each step of vote processing can be verified. End-to-end verifiability can also be divided into three properties (see also Figure 6.1):
1. Cast-as-intended: the cast vote matches the voter’s intention. This typically belongs to individual verifiability2 .
2. Recorded-as-cast: the vote recorded in the electronic ballot box is identical to the cast vote, also belonging to individual verifiability.
3. Tallied-as-recorded: the recorded vote is correctly included in the election result. This property belongs to universal and individual verifiability.
2 The only exception is the protocol for universal cast as intended verifiability by Escala et
al. [Esc+16].

6.1 background

Figure 6.1: Schematic depiction of end-to-end verifiability and its properties.

Although the division into these three properties can be made, it has been
formally proven that providing the three properties does not necessarily replace end-to-end verifiability [Cor+16].
Depending on the specific definition, the property tallied-as-recorded is not
considered a part of individual verifiability because this task can be performed by any observer and is not limited to the voters. Consequently, this
thesis considers cast-as-intended and recorded-as-cast verification to be the
tasks that the voters fulfill to verify their votes.
In traditional paper-based schemes, voters can easily verify: they visually inspect that their paper ballot represents their intention, and then they insert
it into the ballot box. However, achieving both verifiability and vote privacy
in Internet voting is not trivial, and Internet voting schemes have to be carefully designed to provide both properties. Furthermore, it has been formally
demonstrated that schemes without individual verifiability cannot achieve
vote privacy [CL18; KZZ15b]. Individual verifiability also forms the basis
for software independence, ensuring that an undetected change in the voting
software cannot cause an undetectable change in an election result [Riv08].
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6.2

related work

This section summarizes publications that investigated Internet voting
schemes that offer some degree of individual verifiability. Section 6.2.1
presents investigations of the scheme Benaloh Challenge because this is the
most thoroughly investigated scheme in the literature and has also been used
in real elections. This is followed by studies that investigated the scheme Selene (Section 6.2.2). Finally, Section 6.2.3 gives an overview about comparative
investigations.

6.2.1 Investigations of the Benaloh Challenge

The most thoroughly evaluated verification scheme is the Benaloh Challenge [Ben07; Ben06]. Using the Benaloh Challenge, voters have two options
after marking their choice on the ballot and letting the voting software encrypt it: 1) they either submit the encrypted vote as their final vote or 2)
verify its contents. For vote verification, cryptographic information and the
voting option are transmitted to a verifier. The verifier uses the data to calculate an encrypted vote. The voters compare the calculation from the verifier
to the one of the voting software. After verification, the voters have to mark
new ballots because the cryptographic information used by the verifier could
be used later on to break vote privacy.
User studies of the Benaloh Challenge reveal two main weaknesses: low
effectiveness and a mismatch to voter expectations. Two studies investigated the Benaloh Challenge as implemented in the Helios Internet voting
scheme [Adi08]. In these studies 10% [WH09] and 43% [Ace+14] of participants were unable to verify. Helios displays the cryptographic information to
the voters, among other information, such as an election ID. The participants
in the two studies mentioned above expressed difficulties in interpreting this
information. Karayumak et al. conducted a cognitive walkthrough of the Helios implementation identifying usability weaknesses [Kar+11b]. In a subsequent publication, Karayumak et al. implemented a redesign and tested it in
a usability study [Kar+11a]. However, the redesign was not compared to a
baseline. Neumann et al. proposed the usage of a verification device to carry
out the Benaloh Challenge [Neu+14]. The cryptographic information is represented by a QR-code, and the voters scan the code to transfer the data
from the voting to the verification device.

6.2 related work

The author of this thesis contributed to this background knowledge by
contributing one user study of different realizations of the Benaloh Challenge [Mar+18a]. In particular, the realization given in Helios [Adi08], the
redesign from Karayumak et al. [Kar+11a], and the proposal from Neumann
et al. [Neu+14] were investigated in a comparative usability study with 95
participants. The study reveals that the redesign from Karayumak et al. as
well as the proposal from Neumann et al. perform better compared to Helios.
The second main weakness of the Benaloh Challenge is the challengebased concept that does not align with voters’ mental models. The studies
described above showed that users struggle with understanding the concept [Kar+11a] and even consider verification redundant because verified
votes cannot be cast [Mar+18a]. Further studies of the Benaloh Challenge
reveal that voters do not understand why verification by the Benaloh Challenge is advisable [Rea+17].

6.2.2

Investigations of Selene

In the Internet voting scheme Selene, voters receive a tracking code after
vote casting [RRI16]. The tracking code is an individual identifier of the cast
vote. After the tally, a list of all votes – in pairs of voting option and tracking
code – is published on a website that is accessible to all voters for verification purposes. Distler et al. investigated two possible realizations of Selene:
one with security-related information and one without [Dis+19]. Displaying security-related information during voting and verification resulted in
higher security perceptions, better usability, and user experience.
An investigation of Selene’s mental models has shown that voters had
difficulties in understanding how Selene’s verification mechanism works,
although the participants were able to carry our verification successfully [Zol+19]. These difficulties led participants to question the integrity
of their vote and the election as a whole.

95

96

fundamentals for verifiable voting

6.2.3 Comparative Evaluations

Another stream of research compared different verifiable Internet voting
schemes in studies.
The author of this thesis further contributed to this background knowledge
by contributing an expert evaluation of four individually verifiable Internet voting schemes [MKV18]. The four investigated schemes were the Benaloh Challenge [Ben07; Ben06], Neuchâtel scheme [GGP15], the Estonian
scheme [HW14], and Du-Vote [Gre+15]. The Neuchâtel scheme is based on
code sheets. The Estonian scheme uses a verification device to inspect the
ciphertext of the encrypted vote in the electronic ballot box. Finally, Du-Vote
is based on a trusted hardware device that calculates a vote code. Later, the
vote code is published on a website that the voters can access. The expert
evaluation showed that the Neuchâtel scheme is promising because it places
the least burden on voters [MKV18].
A direct comparison of the Benaloh Challenge to a code sheet based approach confirmed that code sheets offer enhanced effectiveness [Kul+19].
Further schemes based on code sheets were investigated in a comparative study [Bud+17]. The participants interacted with three different voting
schemes: 1) no verification, 2) verification codes and 3) combination of verification codes and code voting (see Section 6.1). In the study, the participants
were informed about attacks that the respective scheme aims to prevent. The
results show that voters are willing to sacrifice 26 points from the System
Usability Scale [Bro96] for the sake of security. That indicates that proper
information might lead voters to use more secure solutions, even if usability is impacted. The Norwegian Internet voting scheme is based on code
sheets [AC12]. Participants in a user study of its prototype could not determine whether their votes had been submitted to the electronic ballot box due
to usability issues [FR12].
Each of the works mentioned above investigates a subset of the available
schemes in the literature. To our knowledge, this thesis offers the first comprehensive investigation of individual verifiable schemes with voters. The
focus is not only on usability since it has been repeatedly demonstrated
that the usability of voting schemes is not enough to deliver effective security [Mar+18a; Dis+19].

7
I N D I V I D U A L LY V E R I F I A B L E V O T I N G S C H E M E S

The last chapter introduced the concept of individual verifiability in Internet
voting as a method to enable privacy-sovereign interaction for voters. Using
a voting scheme that provides individual verifiability, voters can ensure the
integrity of their votes.
Considering privacy-sovereign interaction, user agency is given by Internet voting schemes that offer individual verifiability. To carry out verification, voters require user competence. Existing investigations of specific
individually verifiable Internet voting schemes, such as the Benaloh Challenge [Ace+14; Mar+18a] or Selene [Dis+19; Zol+19], show that user competence is impacted by usability and understandability issues. Finally, user
experience – including the motivation to verify – has been demonstrated to
be impacted by the choice of the verification scheme [Kul+19]. Related works
mostly investigated specific verification schemes, a systematic evaluation of
individual verifiable Internet voting schemes in the scope of human factors,
however, has not been provided.
This chapter contributes an in-depth investigation of individual verifiable
Internet voting schemes available in the literature. Therefore, a structured
literature search was conducted to identity verification schemes in the literature. The resulting list of schemes was clustered into categories based on
human factors. The resulting categorization was used as a basis for a user
study with 100 participants. Based on the study results, this thesis provides
recommendations for deployment and future investigations.
This chapter investigates the following research question, which is a subquestion of RQ2:

?

Research Question: Individual Verifiability Schemes

RQ2.1 : How are human factors considered in individually verifiable Internet voting schemes?
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The remainder of this chapter is structured as follows: Section 7.1 describes
the literature search that was conducted to obtain individually verifiable Internet voting schemes. Furthermore, the method for clustering the schemes is
described. The categorization is detailed in Section 7.2. When investigating
voting schemes with users, several challenges arise. These challenges and
guidelines to address them are explained in Section 7.3.
Section 7.4 describes the underlying methodology of the user study that also
follows the guidelines detailed in the previous section. Section 7.5 and Section 7.6 describe the quantitative and qualitative results obtained in the user
study. These results and implications thereof are discussed in Section 7.7. It
has been demonstrated that code interactions are crucial in each category of
Internet voting schemes. Because of that, a small study was conducted to investigate different modalities. This study is reported in Section 7.8. Next, Section 7.9 discusses security and usability aspects based on the conducted studies. Finally, Section 7.10 provides recommendations for individually verifiable Internet voting schemes and concludes this chapter.
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7.1

identification of schemes

The first contribution of this thesis chapter is a systematic literature search
of individually verifiable Internet voting schemes (see Section 7.1.1). The
resulting literature list was then categorized to build a categorization of individually verifiable Internet voting schemes (see Section 7.1.2).

7.1.1 Systematic Literature Search

For the systematic literature search, we used the keyword “individual verifiability”. The terms “cast-as-intended” and “recorded-as-cast” were taken
as other keywords since they denote components of individual verifiability.
The term “end-to-end verifiability” was also used as a search term. The
search space was given by the scientific databases ACM, IEEExplore, and
SpringerLink. We also searched the proceedings1 of conferences, workshops,
and journals related to electronic voting but not published in the mentioned
databases. We excluded a publication if it was not related to individual verifiability in the scope of Internet voting.
We then performed a forward and backward search. We examined whether
the reference list of each paper contains references concerning individual
verifiability. Publications found during this phase were not required to be
published in one of the above-mentioned databases. Furthermore, we examined which publications cite those we have discovered during the search.
The systematic literature search resulted in 34 publications with schemes
that provide individual verifiability. For a complete list of these schemes
and publications, the reader is referred to Appendix A.1.

7.1.2 Categorization

To cluster the schemes into categories, we used the categorization criteria
verification timing and voter interactions. Verification timing refers to the

1 The conferences were the International Conferences on Electronic Voting (EVote), Electronic
Government (EGov), Electronic Participation (EPart), and Usenix Security. The workshops
were the Electronic Voting Technology Workshop (EVT) and its successor Electronic Voting
Technology Workshop/Workshop on Trustworthy Elections (EVT/WOTE). Furthermore, the
USENIX Journal of Election Technology and Systems (JETS) was searched.

7.1 identification of schemes

Figure 7.1: Timing of verification within the electoral process.

timing of the verification within the electoral process, which can be before
vote casting, during vote casting, after vote casting, and after vote tallying
(see also Figure 7.1). Voter interactions are atomic tasks that the voters have
to carry out by themselves to verify their votes successfully. Hence, a voter
action is the smallest possible unit of action carried out by a voter.
Using these two criteria, we followed the following methodology. We first
constructed a sequence of required voter interactions for each scheme in
the form of a sequence diagram. The voting system, which might consist
of different components, such as bulletin boards or ballot box servers, was
simplified to a black box that receives and sends data. This simplification
was carried out whenever a voter action was not required. In the second
step, we started by grouping schemes with identical voter interactions into
categories. Next, we followed an inductive categorization approach by combining categories with similar voter interactions to final categories. The resulting categorization was discussed with four researchers that are experts
in Internet voting schemes, and a final categorization was agreed upon. The
schemes were clustered into the five categories:
1. Audit-or-Cast (AC): The voters prepare additional encrypted ballots
that they can challenge and spoil for auditing purposes before casting
their votes.
2. Tracking Data (TD): Plaintext votes are published after the election
with individual tracking codes.
3. Verification Device (VD): The ciphertext of the cast vote is inspected
after vote casting using a verification device.
4. Code Sheets (CS): Votes are verified during vote casting with previously received code sheets.
5. Delegation (DE): Verification is delegated to a third party after vote
casting.
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7.2

categorization of individually verifiable voting

This section describes the categorization of individually verifiable Internet
voting schemes. Therefore, trust assumptions that the schemes can rely on are
introduced in Section 7.2.1. The remaining sections explain the five categories
in detail.

7.2.1 Trust Assumptions

Trust assumptions are used when designing a security protocol. Their purpose is to ensure that certain entities or components of a protocol are trustworthy. Trustworthy means that the entity or component functions without
interference from adversaries. As long as the trust assumptions hold, the
security of the protocol is assured. Consequently, Internet voting protocols
also rely on trust assumptions to deliver specific security properties. In this
section, we introduce trust assumptions related to individual verifiability.
The trust assumptions were extracted from the verification protocols that we
found in the structured literature search.
To describe the proposed categorization, the following trust assumptions
have to be introduced, and a subset of them is required in each category to
satisfy individual verifiability. In the context of the overall voting scheme,
more trust assumptions are usually required. The trust assumptions for individual verifiability are:
a1: The voting device is trustworthy.
a2: The verification device is trustworthy.
a3: The bulletin board is trustworthy.
a4: The component for code generation is trustworthy.
a5: Printing and distribution of code sheets are trustworthy.
a6: The electronic ballot box is trustworthy.
a7: The third party is trustworthy.

7.2 categorization of individually verifiable voting

Figure 7.2: Voter interactions in schemes based on audit-or-cast.

7.2.2

Category: Audit-or-Cast (AC)

To carry out individual verification based on audit-or-cast, a fictional voter
Alice has to complete the following steps (see Figure 7.2). After preparing
an encrypted vote with the voting software, Alice either submits this encrypted vote as her final vote or audits it. That means that Alice verifies
before vote casting. During vote preparation, the voting software must not
know whether Alice will cast or audit this ballot. Otherwise, the software
could cheat successfully.
Before indicating her cast or audit decision, Alice receives a vote identification code that she records, e.g., writing it down. The purpose of the vote
identification code is to mathematically shorten the encrypted vote in order
to enable better human handling, e.g., by hashing. Thus, all interactions with
the vote identification code could also be carried out with the encrypted vote.
After receiving the verification code, Alice indicates whether she wants to
cast or audit the encrypted vote. The decision indication depends on the
voting scheme and could be the submission of a previously received audit
credential [BGR11] or a button click in the voting software [Ben06].
If Alice opts for auditing, the contents of the encrypted vote are revealed
to her, and the vote identification code is recalculated by a verifier. Next,
Alice verifies that her recorded vote identification code and the selection
that she made match those displayed. If both match, her vote was cast-asintended. If the verifier runs on the same device, the voting device must
be trustworthy (A1). If the verifier runs on another device, the voting and
verification devices must not be corrupted simultaneously (A1 or A2).
The second step is verifying that Alice’s vote was recorded-as-cast. After
vote casting, Alice accesses a publicly available bulletin board, e.g., a website
that contains a list of voter pseudonyms and vote identification codes. Alice
searches her pseudonym and compares the listed vote identification code
to verify that her vote has not been altered or deleted during transmission.
Therefore, the bulletin board has to be trustworthy (A3).
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Publishing the vote identification code on the bulletin board impacts cast-asintended verification in the following way. For the recalculation, the verifier
needs the randomness value that was used during encryption. Using the list
of possible voting options and the randomness value, Alice could show that
a specific vote identification code belongs to her. Furthermore, the verifier
could use the same information to break Alice’s vote privacy. Because of
that, Alice cannot cast a verified vote. After cast-as-intended verification, she
has to start again from the beginning or re-encrypt her choice with a fresh
randomness value. As a result, auditing ballots is probabilistic, meaning that
Alice can only reach a certain level of confidence that her vote was cast-asintended since verified votes cannot be cast.
The following Internet voting or verification schemes belong to this category:
• The Benaloh Challenge [Ben06; Ben07],
• BeleniosRF [Cha+16; CFG15],
• Trivitas [BGR11],
• Zeus [Tso+13],
• Apollo [Gaw+16] and its extension PrivApollo [WVZ19],
• Ordinos [Küs+20].
Audit-or-cast schemes have already been used in real elections. The Benaloh
Challenge is implemented in the Helios Internet voting system [Adi08],
which was used in many academic elections, e.g., in the election for
the board of the IACR (International Association of Cryptologic Research) [HBH10], or the election of the university president at Université
Catholique de Louvain [Adi+09]. The system Zeus was used in elections in
Greek universities [Tso+13].

7.2 categorization of individually verifiable voting

Figure 7.3: Voter interactions in schemes based on tracking data.

7.2.3

Category: Tracking Data (TD)

Individual verifiability based on tracking data is the look-up of verification
data on a bulletin board. Therefore, the bulletin board has to be trustworthy
(A3). After the election has closed and the tally has been completed, the
electronic votes are anonymized and posted in plaintext on a bulletin board.
To identify her vote, Alice receives either an automatically issued tracking
code from the voting system or manually creates a tracking code (e.g., by
inventing). In case the tracking code is generated, the component that generates the code has to be trustworthy (A4) to avoid code collision attacks.
Alice records her tracking code.
To verify, Alice accesses the bulletin board and searches for her tracking
code. Then she compares the voting option next to the tracking code to her
intention. If the tracking code is present on the bulletin board and the voting
option matches Alice’s intention, her vote is correct. The device that Alice
uses to access the bulletin board has to be trustworthy (A1 or A2). Figure 7.3
depicts the corresponding voter interactions of Alice.
The following schemes are part of the TD category:
• sElect [Küs+16],
• Selene [RRI16], the Selene extension of JCJ/Civitas [Iov+17],
• E2E system without setup-assumptions [KZZ17]
Selene allows the voters to obtain the tracking code after tallying to achieve
receipt-freeness. sElect [Küs+16] offers the possibility to either create tracking codes manually or issue them automatically. The commercial voting system Polyas is based on tracking data and used by various customers, such
as banks [POL19]. TD schemes are special in the sense that the individual
verifiability check verifies the vote in the election result and can partially
replace or strengthen universal verifiability.
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Figure 7.4: Voter interactions in schemes based on verification devices.

7.2.4 Category: Verification Device (VD)

The schemes in this category rely on a verification device. The verification
is carried out after vote casting by inspecting the encrypted vote in the electronic ballot box. Therefore, the electronic ballot box has to deliver the correct
encrypted and hence be trustworthy (A6). Furthermore, the verification and
voting devices must not be corrupted simultaneously (A1 or A2).
After vote casting, Alice receives a vote identifier from the voting software.
She transfers the identifier from the voting software on the voting device to
the verification device. This transfer can be done manually or automatically,
such as scanning a QR-code.
The verification device requests the encrypted vote from the electronic ballot box, inspects it, and then displays the verification result. Depending on
the specific scheme, the result might be a direct statement that no further
interpretation is needed or Alice has to interpret it to determine whether
her vote is correct. In the latter case, Alice has to compare a displayed voting
option to her intended one. The resulting voter interactions in VD schemes
are depicted in Figure 7.4.
The following schemes belong to this category:
• the Estonian scheme [HW14] and its revisions [KPW17],
• challenge-and-cast [GM16].
Verification based on VD is used in Estonia for all types of political elections [Est17]. The iVote scheme is used in the state of New South Wales in
Australia for voters that fulfill certain criteria [Bri+15; NSW19].

7.2 categorization of individually verifiable voting

Figure 7.5: Voter interactions in verification schemes based on code sheets.

7.2.5

Category: Code Sheets (CS)

All schemes in this category use auxiliary material delivered through a
trusted channel to carry out verification. In particular, the auxiliary material is given by code sheets that list information needed during verification.
Code sheets are typically printed on paper and distributed via postal mail.
Therefore, printing and distribution of the code sheets have to be trustworthy (A5). Furthermore, the generation of the codes on the sheets has to be
trustworthy (A4).
Verification based on code sheets is carried out as follows. Before the election,
each voter receives an individual code sheet distributed over a trusted channel, such as trusted postal mail. The code sheets contain a list of available
voting options and individual return codes for each voting option.
After making her selection and letting the voting software encrypt and transmit it, Alice receives a return code from the voting system. Thus, the ballot
box server has to be trustworthy (A6). She compares the received return
code to the one on her code sheet listed next to her intended voting option.
If the received return code matches the one on the code sheet, her vote is
cast-as-intended.
Additionally to the return codes, the code sheet can contain a confirmation
code and a finalization code. After comparing the return codes, Alice enters
the confirmation code into the voting software to confirm that she has compared the return codes and that the codes match. Depending on the used
scheme, the voting system might confirm the receiving of the confirmation
code by answering with the finalization code to confirm that the vote is
recorded-as-cast. The finalization code is also listed on the code sheet, such
that Alice can check it. The resulting voter interactions in CS schemes are
depicted in Figure 7.5.
The following CS schemes use one overall return code which is often referred
as acknowledgement code:
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• Pretty Good Democracy [RT09]
• Remotegrity [Zag+13]
Remotegrity was employed in a municipal election in Takoma Park (US) in
November of 2011.
The following schemes belong to the CS category and use multiple return
codes:
• Neuchâtel [GGP15]
• PETs-based verification [BT17]
• the revision of eValg2011 [AC11]
• verification for mixed-array ballots [MV17]
• the schemes by Khazaei and Wikström [KW17]
• oblivious transfer based verification [HKD16]
• the Norwegian protocol which sends the return codes via text message [AC12; Gjø11; Ans+09]
• secure Internet voting based on code sheets [HS07]
• DEMOS [KZZ15a] and D-DEMOS [Cho+16]
CS schemes were used in Switzerland in several cantons for political elections, and referenda [Pro19], and in pilot elections carried out in Norway [Ans+09].

7.2 categorization of individually verifiable voting

Figure 7.6: Voter interactions in delegation-based verification schemes. The interactions highlighted in italic can be delegated.

7.2.6

Category: Delegation (DE)

The four categories described above detail verification schemes that are individually verifiable, meaning that the voters themselves carry out verification.
If a third party would verify the voters’ behalf, knowledge of the chosen
voting options would be required, which breaks vote privacy.
The final category of schemes aims to enable the delegation of the individual verifiability checks to a third party without violating vote privacy. This
makes cast-as-intended and recorded-as-cast verifiability universally verifiable.
To achieve this, the process of vote casting differs substantially. Before voting,
Alice receives a list of voting codes. Instead of directly providing her choice,
she chooses a specific subset of these codes that represent her choice. The
voting software forwards these data along with mathematical proofs to the
voting server. To verify her vote, Alice checks data and the mathematical
proofs on the bulletin board, which is assumed trusted (A3), but she can
also delegate these checks to a third party, which has to be trustworthy (A7).
Figure 7.6 provides the voter interactions.
• Du-Vote [Gre+15; KR16]
• BeleniosVS [CFL19]
• universal cast-as-intended verifiability [Esc+16]
Du-Vote uses a trusted hardware token to compute the codes. BeleniosVS
and universal cast-as-intended are based on code sheets to inform the voters about their codes. Delegation-based approaches have not been used in
elections yet.
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7.3

challenges and guidelines for user studies

This section describes study design challenges in the scope of investigating
electronic voting schemes. Based on study design experiences and the literature, guidelines to cope with these challenges are provided. The subsequent
studies that are reported in this thesis part follow these guidelines.

7.3.1 Election Setting

The election setting is the specific election scenario provided to the participants within the study. It encompasses the election that the participant
participates in, e.g., a university council or parliament election, the schemes
that determine the number of races, and all aspects that concern the election and the participants’ roles in it. The election’s stake reflects different
types of elections; governmental elections are high-stake, whereas university
council elections are usually low-stake. Simple polls, e.g., asking for pasta
preferences, have an even lower stake. However, the stake of the election
can impact the participants’ behaviors and the study’s ecological validity,
which refers to the extent to which an experiment’s results can be applied to
real-world conditions [Pat09]. Therefore, the setting can influence attitudes
towards the usage of provided e-voting system features, such as verification.
Selker et al. [SRP06] recommend, based on an analysis of previous voting
user studies, that the study setting should be closely related to a high-stake
real-world election to strengthen the ecological validity. Based on that, we
formulate guideline G1:
G1: Provide a ballot with recognizable candidates from past or upcoming elections and use a setting that is close to a real-world election to
strengthen ecological validity.

7.3.2 Participant Vote Privacy

Any user study collects data of participants to assess metrics of the investigated scheme. While some data collection methods target very specific data
types (e.g., the time stamping of actions), others, such as screen recording,
collect a plethora of data that might also be privacy-sensitive. The voting
options that the participants mark can be part of these data, and therefore

7.3 challenges and guidelines for user studies

the participants’ vote privacy can be compromised. Vote privacy, however,
is a quite delicate aspect, and the law forbids the disclosure of voting preferences (e.g., in Germany [Str]). It should, therefore, also be preserved in
user studies. Participants are not aware of the vote privacy aspect and tend
to vote for the same candidate as in a real election [VGJ07]. This introduces a
trade-off between maintaining the participants’ vote privacy and recording
measurements. The examiners have to decide whether they wish to either
maintain vote privacy by measurements that do not compromise it or adjust
the study design to eliminate the compromising measures. Based on that, we
formulate two guidelines:
G2: Data capturing methods that break the participants’ vote privacy
should not be used in a setting with real votes.
G3: Written voting instructions should tell the participant which voting option to choose during the study.

7.3.3

Social Acceptability Bias

The social acceptability bias is the tendency of participants to give socially
acceptable answers rather than answering according to their true opinions
[Gri10; NB00]. Because of that, participants might act differently as they
would act in a real election. A possibility to offset the social acceptability
bias is the introduction of a fictitious research goal. Budurushi et al. used
a cover story and told participants in the study briefing that their goal was
to investigate democracy development, the general acceptability of e-voting,
and usability [Bud+16]. During the debrief, the participants were told the
actual research goal. Based on that, we formulate two guidelines:
G4: A cover story can offset the social acceptability bias. The cover story
should be explained to the participants during the debrief.
G5: The collection of written post-test data instead of direct communication with the examiner can offset the social acceptability bias.

7.3.4 Mental Tasks

In any usability study, the researchers require knowledge about the correct
execution of required tasks to measure deviations from the correct execu-
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tion. The correct execution might contain specific tasks that cannot be measured directly. Particularly challenging are tasks that the participants perform mentally. For instance, the Benaloh Challenge requires the comparison
of hash values and voting options. If both match, the verified vote was castas-intended. Therefore, a user study needs to confirm whether participants
indeed performed these tasks. To capture the process accurately in such a
situation, proxy measurements [AT13] can be used. This refers to a measure
that helps to measure the task but requires setup adjustments.
A common proxy measurement when investigating e-voting schemes is deliberate manipulations [SRP06]. In end-to-end verifiable schemes, the voters
frequently have to compare data, e.g., verification codes. To capture whether
the participants have indeed compared the data, the data could be manipulated. Furthermore, the participants have to be instructed on how to act if
they uncover an incorrect vote.
Deliberate manipulations can impact other metrics in the experiment. Participants might be less satisfied if they found an incorrect vote. Therefore, other
parameters of the usability study have to be adjusted to account for that: (1)
the participants can interact with the system with and without manipulation
or (2) the study is in a between-subjects design, such that one group is confronted with a manipulation and the other group is not. Based on that, we
formulate guideline G6:
G6: Deliberate manipulations can be used as a proxy measurement to
capture effectiveness.

7.3.5 Attitudes and Experiences

Demographic data is data regarding the study participants and is necessary to determine whether the individuals in a particular study are a representative sample of the target population for generalization purposes. Demographic data, in general, include age, gender, occupation, and education
level. In e-voting studies, the general demographic data is not sufficient since
the study outcome could be correlated with the participants’ opinions and
previous voting experiences.
Furthermore, the participants’ attitudes regarding the usage of e-voting, in
general, could impact their performance and answers in the user study.
Therefore, the demographics questionnaire should include questions that

7.3 challenges and guidelines for user studies

ask for the participants’ general attitudes towards e-voting, leading to the
following guidelines:
G7: Participants should be asked in the demographic questionnaire
about previous voting experiences to be able to investigate if study result
distributions are correlated with such experience.
G8: Participants should be asked about their general attitude towards
e-voting in the demographic questionnaire to be able to investigate if
study result distributions are correlated with such general attitudes.

7.3.6

Motivation Interference

For the usage of any feature in any system, a study participant has to be
motivated to do so. The usability does not encompass the motivation to attempt a task in the first place. Instead of not being able to complete a task,
participants might lack the motivation to attempt it. Verification in e-voting
schemes is a not anticipated extra task that is not present in most traditional paper-based voting solutions. Furthermore, there are neither media
campaigns that advertise verification as "positive", nor are there other incentives for the participants to verify. The investigation of usability, however,
requires that the participants at least attempt to verify. Therefore, examiners
need to make sure that the participants attempt verification. This results in
the final guideline:
G9: Written instructions to attempt verification ensure that participants try to carry out the required tasks. The instructions should not
contain detailed instructions on how to verify a vote but instruct participants to attempt it. The instructions should be tested in a pre-study
to ensure their understandability.
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7.4

methodology

To evaluate human factors of individual verifiable Internet voting schemes,
a user study with 100 participants was conducted based on the guidelines
detailed in Section 7.3. The categorization described in Section 7.2 serves
as a basis for this evaluation. We deliberately choose not to evaluate the
delegation category (DE) for two reasons: 1) the voting process within this
category is fundamentally different, 2) since verification is delegated, evaluating its effectiveness is not directly comparable since voters do not verify
by themselves. Consequently, the four conditions in the user study were: 1)
audit-or-cast (AC), 2) tracking data (TD), 3) verification device (VD), and 4)
code sheets (CS).
In the remainder of this section, the apparatus of the user study is detailed
in Section 7.4.1. This is followed by information about the study design and
procedure (Section 7.4.3. Finally, Section 7.4.4 details information about the
participants that took part in the study.

7.4.1 Apparatus

Voting and verification interfaces were designed for each investigated category as clickable interface prototypes. Differences between the conditions
only resulted from differences between the verification schemes. Common
terminology and design elements were used to avoid biases informed by
the findings of previous investigations [Mar+18a; MKV18; Ace+14; Dis+19;
Zol+19; Kar+11b; Neu+14; WH09; OBV13].

7.4 methodology

A voting website was implemented for each category. Through a back-end,
the examiner could adjust and reset the voting website. Furthermore, the
voting website saved timestamps of actions. To provide a realistic scenario,
such that the participants would take the simulated election serious (see
guideline G1 in Section 7.3), we adapted the voting websites to match a
governmental election in Germany. This mock election had two races – one
for a candidate and one for a political party – and we used the ballot design
and candidate list from the last election in Germany.
For the conditions VD, AC, and TD we implemented verification apps for
a smartphone. For this, we built upon previous studies in the scientific literature on AC [Mar+18a; Neu+14] and TD [Dis+19; Zol+19] schemes that
specifically investigated the usage of another device for verification and recommend it. For the CS condition, we designed a code sheet.

7.4.2

Captured Data

During the user study, quantitative and qualitative metrics were gathered
to assess usability, user experience, trust [MD03], and the participants’ perceptions of the different schemes.
Assessing the effectiveness of verification constitutes a particular challenge
(see Section 7.3) since all schemes demand voters to perform mental tasks
in the form of comparisons that cannot be measured directly. Therefore, we
used deliberate manipulations as a proxy measure. To realize this, we manipulated votes to match a voting option different from the one chosen by
the participant. To capture whether the participant observed an incorrect
vote, we implemented buttons on the page with the data that the participants should verify. The buttons explicitly stated, “yes, the data is correct”
and “no, the data is incorrect”. The latter button forwarded participants to a
page that instructed them to notify the examiner.
Efficiency was measured by the execution time required to vote and to verify since those two tasks cannot be clearly separated in each scheme. The
measurements were taken by the voting software that stored timestamps in
a database. Furthermore, the screens of all devices were captured.
Satisfaction was assessed by the System Usability Scale questionnaire
(SUS) [Bro96]. User Experience was assessed by the User Experience Questionnaire (UEQ) [LHS08].
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To gain a deeper insight into the voters’ trust, understanding, and perceptions of the different verification schemes, eight additional questions were
asked. In each question, the participants were asked to explain their answers.
To investigate perceived trust, we asked the voters whether they are confident that the vote registered in the electronic ballot box matches their intention. For understanding, the participants were asked to explain which
properties they can check or audit with the presented software. One question was condition-specific, asking for aspects like the timing of verification
in TD and VD, how often participants would verify using AC, and about
receiving the code sheet in CS. The remaining questions aimed to investigate
the participants’ intentions to use the presented software. For the complete
questionnaire, the reader is referred to Appendix B.1.

7.4.3 Study Design and Procedure

The study was in a between-subjects design; thus, each participant was randomly assigned to one of the four schemes. An examiner was present in the
room at all times but was positioned so that the screens of the participants’
devices were not visible to them. The procedure of the user study was as
follows:
1) Consent Form and Demographics. The participants read and signed the consent form2 and completed a demographics questionnaire.
2) Study Material. The documents and materials were explained to the participants. They received a mock letter from the election authorities, which contained sealed voting credentials. Furthermore, we provided written voting
instructions in the form of a paper slip (see G3 in Section 7.3). Each participant drew one of ten paper slips with different candidates. The participants
were instructed to vote for the candidates on the paper slip and ensure that
2 If a participant was a minor, the participant received the consent form before the study. In
doing so, a legal guardian could review the consent form and sign it.

7.4 methodology

the vote was cast for those candidates. The paper slip was placed in front of
the participants such that they do not have to remember the voting options.
In case the participants felt uncomfortable with the listed voting options,
they could redraw.
3) Interaction and Questionnaires. The participants cast two votes with the
voting scheme corresponding to their condition. In the first round, the participants cast their votes, which corresponds to the usual voting scenario.
In this round, efficiency, satisfaction, and user experience of the verification
were assessed to avoid biases based on the experience of an incorrect vote.
In the second round, we manipulated the cast vote to assess effectiveness,
as detailed above. After each round, the participants were asked to fill in
the SUS [Bro96], and UEQ [LHS08] questionnaires, we asked them to consider the verification tasks only and provided them with screenshots from
the verification steps.
4) Final Questionnaire and End. After completing the second round, the participants were given a final questionnaire with eight questions. The participants
were given the opportunity to ask questions. We also told the participants
that we manipulated the voting option in the second round and that one of
the study’s goals was to investigate whether participants would find it. Furthermore, we provided them the opportunity to explore the voting software
freely. Finally, the participant could fill in the consent form to participate in
a raffle for an Online shopping voucher.

7.4.4

Recruitment and Participants

For our user study, we recruited 100 participants through different methods. In particular, we used mailing lists, flyers, poster advertisements, and
snowball sampling. We did not reimburse the participants, but they could voluntarily participate in a raffle for online shopping vouchers with a value of
roughly 100 dollars. All participants had suffrage and had never participated
in an Internet election before. Their mean age was 34.43 years (SD = 15.59,
Median = 28.00, Min = 17.00, Max = 72.00). From the participants, 58%
identified as male, 39% as female and 2% identified as diverse. From the participants, 45% reported having a secondary school leaving certificate, 27%
reported a university degree, 26% had a high school diploma, and 2% reported a doctoral degree or higher. All participants reported using the Internet daily.
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7.5

quantitative results

In this section, we present quantitative results. Effectiveness results are given
in Section 7.5.1. Next, Section 7.5.2 details the efficiency of non-manipulated
trials. Trust results are detailed in Section 7.5.3 followed by satisfaction scores
in Section 7.5.4. Finally, Section 7.5.5 describes user experience results.

Figure 7.7: Detection rate of manipulated votes.

7.5.1 Effectiveness

Effectiveness is given by the share of the participants who reported an incorrect vote. Only 28% (N = 7) of incorrect votes in AC were reported. In VD,
participants found 64% (N = 16), in TD they found 84% (N = 21), and 100%
(N = 25) of incorrect votes were found in the CS condition (see Figure 7.7).
A χ2 -test of independence was performed to examine the relationship between the scheme and the detection rate. The relation between these variables was significant (χ2 (3) = 33.80, p < .001, Cramer 0 s V = .58). For the
post-hoc tests, we looked at the adjusted residuals and used the Bonferroni
correction to prevent the inflation of type I errors. There is a relation between
CS as well as AC and the ability to detect an incorrect vote (p = .0001 each).
We furthermore applied a simplistic model considering the detection rate
as a binomial experiment with a fixed detection probability. Then, we estimated the detection probability as the average effectiveness and determined confidence intervals via the Clopper-Pearson method. This resulted
in the following 95% confidence intervals AC : [0.12, 0.49], VD : [0.42, 0.82],
TD : [0.63, 0.95], CS : [0.86, 1.00]. Based on this result, we conclude for the
effectiveness that CS is better than both AC and VD, and TD is better than
AC. However, TD and CS cannot be distinguished.

7.5 quantitative results

Table 7.1: Descriptive statistics of effectiveness and efficiency metrics.
Efficiency [s]

7.5.2

∅

Median

SD

Min

Max

Audit-or-Cast

305.48

263.00

155.65

99.00

812.00

Tracking Data

326.68

298.00

103.12

201.00

663.00

Verification Device

215.88

175.00

106.28

127.00

535.00

Code Sheets

632.44

614.00

152.28

429.00

937.00

Efficiency of Non-Manipulated Trials

Since it is not possible in all conditions to separate voting from verification, efficiency is assessed by measuring the execution time in seconds of
the voting and the verification process in the non-manipulated trials. Participants in the VD condition needed on average (median) 175.00s. Using
AC participants needed 263.00s, and 298.00s to use VD. In the CS condition
participants took longest with 614.00s. Descriptive statistics are given in Table 7.1. Since our data set met the assumptions of homogeneity of variances
and normal distribution, we analyzed it with a one-way ANOVA, which
revealed significant differences (F (3, 96) = 47.18, p < .001, η 2 = .60).
For the post-hoc tests, we used the Bonferroni correction to account for multiple testing. The post-hoc analysis revealed significant differences between
CS and all other voting schemes. Participants using CS needed on average
326.00s longer than those using AC, 416.00s longer than VD and 305.00s
longer than TD (each p < .001). Participants using VD were on average
111.00s faster than participants using TD (p = .02). We could not find significant differences between participants using AC compared to the participants
using VD (p = .10) and the participants using TD (p = 1.00).
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7.5.3 Subjective Trust

In the final questionnaire, we asked the participants whether they are confident that they can verify that their votes are correctly transmitted to and
stored in the electronic ballot box using the provided software and materials. 44% of participants using tracking data, 64% of those using audit-or-cast,
84% of those using code sheets, and 88% of participants using the verification device answered this question affirmatively.
A χ2 -test of independence was performed to examine the relationship between the scheme and the reported trust. The relation between these variables was significant (χ2 (3) = 14.67, p = .002, Cramer 0 s V = .38). For the
post-hoc tests, we looked at the adjusted residuals and used the Bonferroni
correction to prevent the inflation of type I errors. The post-hoc tests revealed
a relation between TD and reported trust (p = .0011).
Table 7.2: Descriptive statistics of satisfaction scores.
∅

Median

SD

Min

Max

Audit-or-Cast

73.00

75.00

19.57

27.50

100.00

Tracking Data

82.10

90.00

15.08

40.00

100.00

Verification Device

84.60

85.00

13.16

40.00

97.50

Code Sheets

84.50

87.50

15.81

32.50

100.00

7.5.4 Satisfaction Scores for Non-Manipulated Trials

The AC condition was rated lowest with an average SUS score of 73.00, TD
received 82.10 and CS received 84.50. Finally, the VD condition received the
highest SUS score of 84.60 (see Table 7.2).
First, we omitted two outliers because their SUS scores were more than three
standard deviations away from the average. An ANOVA revealed low but
significant effects between the conditions with F (3, 94) = 4.76, p = .004, η 2 =
.13. Bonferroni-corrected post-hoc tests were significant for AC compared to
CS (Difference = 13.67, p = .009) and VD (Difference = 13.46, p = .01),
indicating lower values for AC in both comparisons.

7.5 quantitative results

Figure 7.8: Depiction of the user experience scales. The asterisk * denotes significant
differences. All error bars depict the standard error.

7.5.5

User Experience

User experience was measured by the user experience questionnaire [LHS08]
which is detailed in Chapter 2. All schemes received a positive evaluation in
all scales except for the novelty of TD (0.64) and CS (0.71). The individual
UEQ results of the four conditions are depicted in Figure 7.8.
Because the assumption of homogeneity of variances was violated, we analyzed each scale with a Welch ANOVA which revealed significant differences
in the scales perspicuity (F (3, 96) = 2.98, p = .04, η 2 = .09), and dependability (F (3, 96) = 3.05, p = .03, η 2 = .09). Using Bonferroni-corrected pairwise
comparisons, we did not find significant differences in dependability (all
differences < 0.78, p > .05). In perspicuity, we found significant differences
between VD and TD (difference = 0.65, p = .046).

7.5.6

Short Summary of Important Results

Code sheets demonstrated the best effectiveness (100%); however, the participants needed the longest to cast and verify their votes. Using a verification
device, the participants had the lowest task completion time. Audit-or-cast
schemes had low effectiveness (28%) and received the lowest satisfaction
scores.
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7.6

qualitative results

In this section, we report the results from open-ended questions from the
post-interaction questionnaire. For the list of questions, the reader is referred
to Appendix B.1.
For our analysis, we used methods from grounded theory [MC03]. We first
followed an open-coding approach [Fli14]. Two researchers were the coders.
One coder developed a code dictionary by reviewing all transcripts. The
coders then discussed it and agreed on a final dictionary with 67 codes
in eleven code categories. The coders applied the codes to all transcripts
independently. The agreement rate of the coders was 91%. To determine
the interrater reliability, we calculated Cohen’s κ, which is 0.894 referring to
"almost perfect agreement" [Coh60]. Finally, the results were discussed, and
final code allocations for all transcripts were agreed upon.
We commence by presenting overall findings that are condition-independent
since we did not observe differences in the answers between the different
groups. We proceed with findings that are related to the understandability of
the schemes. Finally, we present findings that are category-specific meaning
they differ between the groups. Whenever possible and meaningful, we provide quotes from the participants. The statements from the participants were
translated from German.

7.6.1 Condition-Independent Findings

In general, the answers regarding the specific reasons for using the presented
verification scheme did not differ among the different groups except for the
specific reasons why participants consider verification to be ineffective.
In the following, we report the following four categories of findings that
were present in each group: 1) reasons for (not) adopting verification, 2) overall
trust perceptions, and 3) overall misconceptions.
Reasons for (Not) Adopting Verification. We asked the participants whether
they would use the presented verification mechanism in a real election. Participants that answered this question affirmatively gave the following three
main reasons: 1) transparency that guarantees the integrity of the vote, 2)
the ease of verification, and 3) they consider it as a duty.

7.6 qualitative results

The participants pre-dominantly stated that the transparency which is gained
by verifying the vote guarantees vote integrity. In particular, the participants
wanted to verify to make sure that their votes are indeed cast correctly and
for the candidate that they intended to vote for because they use an electronic
system. For instance, P101 in the CS condition stated:
“I want to make sure that my vote indeed reached the ballot box.” (P101, CS)

Similar statements were given in the other groups, e.g.:
“I want to check whether everything functioned correctly.” (P751, AC)

Second, the participants commented on the ease of verification. They did not
perceive it as a burden and considered a trade-off of usability and security,
resulting in the conclusion that the ease of use enables this security feature:
“The app is easy to use and results in a feeling that my vote was stored correctly.”
(P019, AC)

Some participants considered verification as a duty for voters because each
voter should contribute to ensuring the integrity of an election:
“Because it is my duty as a voter to do this. As you can see a software that is made by a
human can make mistakes or could be influenced by a third party [...]” (P264, VD)

Now, that we have presented the three common reasons to adopt verification, we continue by providing four common reasons to abstain from it: 1)
verification is only required once for familiarization, 2) participants trust the
software and authorities, 3) they question the necessity, and 4) participants
question the effectiveness of verification.
Participants in all conditions reported that they would use the verification
feature for familiarization purposes to audit once. In further usages, they
would not consider verification to be required anymore because they already
convinced themselves that the system works correctly.
“I might use it for my first Internet election, but once I’m familiar with the system and there’s
no evidence of programming errors or data entry errors in past elections, I’d drop the check.”
(P636, AC)

Participants also provided reasons for not wanting to verify their votes at all.
The most prominent finding was that participants considered verification to
be not needed for several reasons. The first reason is a general trust in the
provided software and the authorities that run the election. If a software is
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used in official elections, participants thought that this particular software
should be secure without the need for additional verification by the voters:
“I don’t see a reason. It [the software] is used for elections and should, hence, fulfill software
standards. Because of that, I don’t have to carry out additional checks.” (P006, CS)

Based on that, participants also questioned the necessity of verification since it
is not possible in other types of elections, such as postal voting:
“I carefully checked where I marked the ballot. If I use paper, I can’t do that [verify], so why
should I do that here.” (P313, AC)

Also, the effectiveness of verification was questioned. In general, participants
were not convinced that verification could reveal incorrect votes since the
verification mechanism might be either not executed properly or it might be
controlled by an adversary:
“The display of the checking mechanism could be manipulated too.” (P361, TD)
“Voters can simply click the buttons without checking anything.” (P812, CS)

Overall Trust Perceptions. We also asked the participants whether they are
convinced that their cast vote indeed corresponds to their intention. Participants that answered these questions affirmatively reported that a confirmation via verification convinces them that their votes are cast correctly:
“The data security is guaranteed by the provided confirmation [verification] methods.”
(P670, VD)

On the order hand, several participants reported that they are not convinced
that their cast vote indeed corresponds to their intention based on 1) the
possibility that the verification is manipulated and 2) intransparency of the
voting software. Participants reported that even if they can verify their votes,
there is a possibility of a manipulated verification falsely showing that their
vote is correct. This basically echoes the results of the adoption aspects:
“I believe that a sophisticated manipulation could also change the audit system.”
(P703, AC)

The participants also reported a mistrust based on software intransparency. In
general, the purpose of verification-related tasks was unclear, and therefore,
participants struggled to base their trust on them:
“I don’t know how the system internally works and how it counts my vote.” (P462, TD)

7.6 qualitative results

In VD, AC, and TD, which are the conditions with mobile apps to carry out
verification, the participants requested the possibility to access the verification data from an independent software because this would enhance their trust.
P1607 from the VD group gave a representative statement:
“The provided app is okay, but why should I use this specific software. I would expect that
there are several ones where I can choose from or even on option to implement my own one.”
(P1697, VD)

Overall Misconceptions. During our analysis, we found two distinct misconceptions that the participants reported in all conditions. First, participants
thought that verification could break their vote privacy, and second, they
thought that the verification was only to check whether they themselves
made a mistake.
Participants thought that verification breaks vote privacy. Since the votes should
be private but their contents are inspected, this inspection might have negative repercussions. While this can be true for AC schemes, in all other conditions, the vote privacy is only broken towards the verifier. For instance,
P876 in the AC condition gave a statement that represents the participants’
impressions:
“The following problem still remains: I am who I should be - only if I am personally identified.
But that contradicts the secret ballot. Can I be sure that I have been identified as ’I’ without
my identity ending up in my vote, or that the vote cannot be traced back to me? If this is
not the case, however, then even large quantities of forged votes can be introduced into the
system undetected.” (P876, AC)

When asked to explain the purpose of vote verification, a large share of
participants answered that this was to check whether they themselves made
a mistake. Thus, they mistakenly thought that verification is only to check
for human errors. We implemented a vote confirmation screen in each voting
software for this purpose. While verification could be seen as a double-check
for the voters, they indeed verify the technology and not themselves:
“It’s for me to check whether I indeed clicked on the correct column.” (P1, CS)
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7.6.2 Understandability-Specific Findings

After the interaction, we asked the participants to explain the general purpose of verification in their own words. In particular, we asked what they
checked in their understanding. We assigned one of the following three
codes to the answers:
1. No Understanding: no or incorrect explanation.
2. Partial Understanding: correct but incomplete explanation. For instance,
if a participant only mentioned to verify the content of the vote but not
whether it reached the electronic ballot box.
3. Complete Understanding: complete answer in the participants’ own
words.
An overview of the distribution of the codes in the individual conditions is
given by Figure 7.9.

Figure 7.9: Understanding of verification demonstrated by our sample.

Participants in the AC condition demonstrated the lowest level of understanding. In their answers, participants wrote that it either is not possible to
verify at all (N = 8) or that verification serves to check whether the voters
made a mistake (N = 4):
“[To check that] you entered your vote correctly and that you didn’t make any mistakes.”
(P428, AC)

This is followed by the VD condition in which two participants mistakenly
thought that they could verify whether their vote is included in the tally:
“The correctness of the vote whether it was indeed tallied.” (P684, VD)

Most participants in the CS condition demonstrated a partial understanding,
which was restricted to the registration in the ballot box but did not mention
the correctness of the vote:

7.6 qualitative results

“I can check whether my vote reached the server.” (P118, CS)

Most of the participants in the TD condition demonstrated a complete understanding (N = 17):
“I can check the correctness of my cast vote and the result of the election because all votes are
available in an anonymized way.” (P417, TD)

7.6.3

Condition-Specific Findings

The participants also gave answers that were different between the investigated conditions. We report these answers grouped by the condition that
was investigated.
Audit-or-Cast (AC). When asked about trust, the participants in the AC condition expressed that the usage of the second device enhances their trust since
it is harder to compromise both devices3 :
“Based on the QR-code on the website and the correct display on the smartphone, I am certain
that my vote was cast error-free.” (P701, AC)

Participants questioned the effectiveness of verification since the content of the
cast vote cannot be verified. Based on that, they would refrain from using
the challenge to verify their vote. This observation is not novel and confirms results from previous studies (e.g., [Kar+11a; Mar+18a]). The fact that
the content of a cast vote cannot be verified also impacted the trust in AC
schemes. Participants expressed that they were not convinced that the cast
ballot matches their intent because they cannot verify it.
Some participants even thought verification is impossible which is a misconception. Three participants demanded means to verify their votes, and two
stated that the missing verification option impacts their trust:
“In principle, of course, I could do one check, but that was only a check for my first ballot.
After that, I had to select a new one, and a review would have forced me to submit a new one.
A continuation after the checking is missing here, in my opinion, therefore, I cannot examine
my actually delivered choice. This leads to a high degree of uncertainty.” (P601, AC)

3 AC schemes do not necessarily have to use verification devices. Based on findings and recommendations from related work [Neu+14; Mar+18a], we opted to use a verification device
for AC in our investigation.
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We also asked participants in this condition how often they would challenge
the voting software before vote casting since this is necessary for security
purposes. The majority of participants (N = 19) prefers one verification and
questions the necessity of multiple verifications:
“Checking multiple times does not provide more security.” (P636, AC)

Tracking Data (TD). Participants using TD expressed concerns about vote
privacy. Since the vote on the bulletin board has an individual tracking code,
participants thought that the tracking code could be linked to their identity:
“I am concerned that my vote can be linked to my identity.” (P302, TD)

In this condition, we asked the participants about the timing of the verification. Using TD, the verification is carried out after the announcement of the
election result, which could be up to two weeks after the election. Participants stated that they would carry out verification even at this late stage for
security purposes.
“The effort is good since we can guarantee a fair and secure election based on it.”
(P322, TD)

Other participants expressed trust in official data meaning that if the result
has been announced, there is no need for further checking:
“I trust the official results, thus there is no need to use the app after two weeks.”
(P297, TD)

Two participants expressed a concern about the late verification. Since the results are already published, voters that do not like the results or forgot what
they voted for might use the verification feature to scrutinize the election:
“Could it be that people change their mind after the election result (or are unsettled by other
people in the meantime) and then when checking the vote is no longer sure if that is really
their vote and then contact support?” (P297, TD)

Verification Device (VD). Similar to AC, participants in the VD condition
expressed that the usage of the second device enhances their trust.
VD-based systems often limit the time of vote verification to mitigate voter
coercion4 . In our study, we asked the participants about a verification time
4 Because verification mechanisms could be misused to prove to a third party how voters have
voted, the limitation of time aims to make coercion less attractive for third parties.

7.6 qualitative results

limit. Therefore, we used the 30-minute limit from the Estonian system
[HW14] and asked if they consider such a limit appropriate. The overwhelming majority expressed that they would verify directly after voting and, thus,
the limit would be acceptable to them:
“I only deal briefly with voting, then [I] check directly whether I have ticked the right one
and what is done with my vote afterward I cannot check anyway.” (P935, VD)

Furthermore, the participants stated that voting is final using other voting
channels, such as paper. Therefore, such a limit represents this existing voting channels:
“In the paper election it is also not possible.” (P1372, VD)

Code Sheets (CS). In the CS condition, we asked about receiving the code
sheets since they have to be distributed before the election, making it impossible to make a spontaneous decision to vote online. The majority of
participants said that based on the similarity of postal voting they consider the
need to receive materials as acceptable:
“It’s just like postal voting.” (P012, CS)

However, three participants stated that they wish to receive the code sheets
via another channel, for instance, by e-mail:
“Than I could do postal voting. If the system is Internet-based, why not doing everything
online.” (P518, CS)

This shows that participants have to be informed that the complete code
sheet content cannot be shared with the voting software and thus would
have to be received on a separate device that is trusted.

7.6.4 Short Summary of Important Results

Schemes based on tracking codes and code sheets were understandable for
most participants. However, participants who used tracking code mistakenly thought that the codes might break vote privacy. A similar misconception was reported from the participants that used audit-or-cast. Audit-orcast also had the highest share of no understanding regarding verification.
Participants in each condition named similar reasons for not wanting to use
verification in general.
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7.7

discussion of user study results and categorization

This section discusses the findings from the benchmark user study based on
the proposed categorization. Where appropriate, we compare our findings
to the results of formerly published studies and recommendations.
In general, the effectiveness of detecting incorrect votes is crucial since it
directly contributes to the voting scheme’s security. If incorrect votes are
not detected, the integrity of the election result cannot be guaranteed. Each
category of voting schemes contains mental tasks that cannot be measured
directly. As a proxy measure, we used deliberate manipulation of votes by
changing the voting option marked by the participant in one contest to a
random other one.

7.7.1 Audit-or-Cast

The participants detected only 28% of the incorrect votes in the AC condition. Our analysis indicates that using AC impacts the detection of incorrect
votes. Other studies of AC-based schemes had various results for effectiveness from 10% [WH09], 43% [Ace+14], up to 81% [Mar+18a]. However, these
studies used another definition of effectiveness and evaluated the completion without specifically checking mental tasks.
By reviewing the screen-recordings and timestamps, we determined that participants indeed clicked through the individual steps of verification but did
not perform the mental tasks. 68% of participants correctly clicked through
the procedure without reporting an incorrect vote. 20% attempted verification without completing it, and 12% did not attempt verification at all. Thus,
20% of participants did not detect the incorrect voting options that were displayed to them. This confirms hints from previous studies of audit-or-cast
[WH09; Kar+11b; Ace+14; Mar+18a; Kul+19]. The low rate of 28% is particularly alarming and shows that AC schemes are unlikely to be appropriate for
elections outside an expert community. Furthermore, AC schemes received
the lowest SUS score, which was also significantly lower than CS and VD.
The evaluation of the qualitative data further indicates that participants
struggled the most with AC-based schemes. They questioned the schemes’
effectiveness in detecting incorrect votes since the challenge-based approach
did not align with their mental models of verification. This stresses that AC
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schemes might be challenging to deploy in elections with voters without
expert knowledge.
Another critical aspect of AC-based schemes is their probabilistic nature. It
must not be predictable whether voters are going to cast or to verify. Our
findings show that participants preferred to verify once, indicating that additional information has to be provided such that voters understand why
it is advisable to verify multiple times. If voters verify only once, the verification mechanism loses effectiveness since the software could successfully
cheat after the voters have verified.
Furthermore, Culnane et al. investigated the AC scheme Benaloh Challenge [Ben06; Ben07] from a game-theoretic perspective [CT16]. If the voting
device has prior knowledge about the voters in Internet voting, the effectiveness of the challenge is weakened, and it has to be adjusted to deliver the
required effectiveness. Instead of a single encrypted vote, several encrypted
votes should be prepared at once, and the voters choose which to cast and
which to verify [CT16]. Considering our findings, it is questionable whether
this adjustment of AC aligns with the voters’ expectations because the cast
votes can still not be verified.

7.7.2

Verification Device

In the VD condition, the participants detected 64% of the incorrect votes.
Examining the screen-recordings showed that participants completed the
procedure without paying attention to the incorrect voting option. This was
even though the verification applications, like all verification applications
in our study, contained two buttons for proceeding with explicit statements
about the codes being (in-)correct. This indicates that further investigations
of the interface design of VD schemes might be needed since the comparison of the voting options cannot be automated. Participants in our user
study also questioned the effectiveness of verification because it is possible
to “simply click the buttons” without paying attention the displayed information.
Estonia uses VD for vote verification. Based on data published by the Estonian authorities, on average, four percent of voters verify [Est15]. A possible
reason for that may that verification is optional.
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The participants welcomed the usage of the second device because it contributed to a feeling of security during the verification process. Furthermore,
the execution time overall was the lowest although the voters had to interact with two devices. To transfer the vote identifier from the voting software to the verification app, we used a QR-code similarly to the Estonian
system [HW14]. Previous studies of QR-code scanning showed that scan
reliability is dependent on the device screen [Mar+18a]. While we did not
experience such problems in our study, interfaces that rely on QR-code scans
should also provide means to adjust the code’s size.
VD schemes require a device that is different from the voting device to carry
out verification. Therefore, voters without such a device might be disadvantaged. Thus, verification based on VD should only be deployed if each voter
has at least access to such a supplementary device. But even if each voter
owns such a device, many vendors allow the synchronization of apps among
different platforms. Konoth et al. have shown that such a synchronization can
impact security [KVB16]. This might require additional precautions.

7.7.3 Tracking Data

Using TD, 84% of incorrect votes were detected. The provided verification
application highlights the tracking code for the voter. In a prior study of the
TD scheme Selene, the voters could complete all verification steps [Dis+19].
However, the authors did not specifically evaluate the mental tasks. This
might be an explanation for the different effectiveness results of 84% in our
study. Similar to the AC and VD, the voters completed the procedure and
likely did not pay attention to the tracking code. This highlights the importance of the mental task since verification is not effective without comparing
the tracking codes and voting options.
The tracking codes in TD schemes are either generated by a trusted entity
or by the voters. Although we specifically investigated the code generation
by a trusted entity, related work shows that humans perform very poorly in
random number generation [Wag72]. Based on that, the code generation by
the voter should be avoided. Furthermore, voters might accidentally include
personal information into the codes or choose predictable codes.
Different from all other categories, the cast vote is verified after the tally. This
means voters have to visit the bulletin board after the election result has
been announced. While voters in our study were generally positive about
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verifying their votes even after two weeks, it should be investigated further
whether voters would indeed verify. As mentioned by some participants,
voters might dislike the result and complain based on false evidence, or be
uncertain how they voted.

7.7.4

Code Sheets

Using CS, all incorrect votes were detected, confirming previous studies of
CS schemes [Kul+19]. Furthermore, our analysis indicates that using CS impacts the detection of incorrect votes. CS schemes form the only category of
schemes in which vote casting is impossible without verification, meaning
that verification is mandatory. In our implementation, after inspecting the
return codes, the voters have to enter a confirmation code to insert their
votes into the electronic ballot box. This integration of the verification into
the voting process might explain the high detection rate.
Participants using CS needed significantly longer for completion compared
to all other categories. Voting and verification took, on average, 10.5 minutes compared to 3.5 minutes in the VD scheme, which was the fastest. We
did not compare the schemes with the same participants. Therefore we cannot make statements about their preferences based on the execution time.
Still, considering the UEQ scale of efficiency – that assesses the perceived
efficiency – we could not find any statistical differences. This indicates that
even if voting and verifying take longer than ten minutes, the participants
still consider it to be efficient.
To carry out verification based on CS, the voters need auxiliary material
that has to be generated and distributed before the election over a trusted
channel. This introduces some restrictions into this category: without a code
sheet, voters cannot participate in the election, and thus, the authorities have
to spend additional effort to distribute the materials. This consumes more
resources than the other categories that rely only on the distribution of software, given the assumption that each voter has access to two devices.
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7.7.5 Limitations

In this section, we reflect on the limitations of our investigation.
1. A first limitation to be mentioned is the focus on Internet voting of our
categorization. Individual verifiability is not limited to Internet voting
schemes, it also available for polling station voting (cf. [Rya+09]) or
postal voting (cf. [BRT13]).
2. As a second limitation, one can argue that the sample of our user study
was rather young. Consequently, our results might not be representative. However, our sample reflects the group of people that is most
interested in Internet voting in Germany [Gmb17].
3. Although our study was informed by the findings of existing investigations from the literature to realize the interfaces [Mar+18a; MKV18;
Ace+14; Dis+19; Zol+19; Kar+11b; Neu+14; WH09; OBV13], verification apps [Mar+18a; Neu+14] and code sheets [Neu+14], a possible
limitation is that the results have been impacted by the information
that we presented to the participants. To mitigate this, all investigated
interfaces shared common terminology, design and were tested in pilot studies. However, the information given in the interfaces could have
impacted our findings.
4. As another limitation, one might argue that the voting and verification
interfaces were tested in a lab with participants that have no experience
in Internet voting. Because of that, the participants likely processed
information differently compared to a real election. For instance, all
information given to the participants was in the interfaces and materials they interacted with. In a real election, there might be information
campaigns in the form of TV spots, online materials or other documentation about the Internet voting scheme that the voters can access.
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The categories audit-or-cast, tracking data, and code sheets contain voter
actions with code interaction. This code could either be a tracking code, a
vote identification code, or a code listed on a code sheet.
Such codes are security-critical parameters, and a specific length is required
for sufficient security. Furthermore, codes can be complex strings consisting
of numbers, letters, and sometimes symbols. Although participants in our
study that interacted with the strings were generally able to compare them,
publications in related domains showed that humans require assistance in
code interaction [Tan+17].
The remainder of this section is structured as follows. The next section introduces the evaluated modalities (Section 7.8.1). Section 7.8.2 details the study
methodology. The results of the study are given in Section 7.8.3.

7.8.1

Modalities

To investigate different possibilities to support voters, a user study with 18
participants was conducted. The voting schemes were based on code voting [Cha01; RT09], meaning that instead of clicking on a candidate, voters
enter a voting code that corresponds to that candidate. The voting code is
obtained from a code sheet that is distributed before the election. The modalities investigated in the study were:
1) Manual. After authentication, voters
have to enter their code sheet’s serial number. This is required for matching the voting code to a voting option in the tally. The
voters then enter the voting code that represents their choice and confirm the choice in
the next step. Finally, the vote is submitted
to the electronic ballot box. The electronic
ballot box answers with an acknowledgment code listed on the code sheet
to confirm vote storage.
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2) QR-Codes. After authentication, the voters scan the QR-code, encoding the code
sheet’s serial number. Then, the voters scan
the QR-code that encodes their preferred
voting option. The following steps do not
differ from the manual modality. In the
study, we provided a little booklet with the
QR-codes on separate pages to prevent an
accidental scan of the wrong QR-code.
3) Tangibles. Tangibles are physical objects
there are used to interact with digital information [Rek02; Cha+12]. For realizing a voting tangible, we leveraged the functionality
of a 3D-Auth item that belongs to the touch
category (see Section 5.3). The authentication pattern of the 3D-Auth item was used
to encode the vote code by conductive dots
of different sizes.
To transfer the vote code, the voters grab the tangible that represents their
voting option and then place it on the touchscreen of the voting device. Two
kinds of tangibles may be used: serial number tangibles and multiple voting
tangibles. After authentication, the voter places the serial number item on
the capacitive touchscreen, and the software decodes the embedded serial
number. Next, the voter chooses the voting item that corresponds to their
preferred choice and places it on the capacitive touchscreen.
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7.8.2

Methodology

To investigate different modalities, we conducted a user study with 18 participants. Each participant interacted with all three modalities; thus the study
was in a within-subjects design. We counterbalanced the order of the modalities according to the Balanced Latin Square [Wil49]. The participants were
invited to our lab and not reimbursed.

The procedure of the study was as follows:
1) Welcome and Consent. The participants expressed informed consent by signing a consent form. Then, they completed a demographics questionnaire.
2) Interaction and Questionnaires. In this step, the participants received an
intent card with voting instructions and a smartphone. All participants interacted with each of the modalities. In each round, the participants filled in
SUS [Bro96] and UEQ [LHS08] questionnaires after interaction. Having completed those, the examiner handled the next modality until the participants
had interacted with each of the three.
3) Final Questionnaire and End. The participants received a final questionnaire
asking which modality they preferred and for additional feedback/remarks.
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We recruited 18 participants by mailing lists, posters, flyers, and word-ofmouth. Our participants were on average 30 years old (Median = 26.5,
Min = 18, Max = 62, VD = 9.8) and six identified as female. All participants use smartphones regularly, and 15 had an academic background.

7.8.3 Results

This section presents the results of the user study. All participants were able
to cast a vote in each modality.

Final Questionnaire. In the final questionnaire, 5.5% of participants favored
the manual modality, 55.5% favored the QR-codes, and 38.8% favored the
tangibles. Five of those who favored the QR-codes gave the high fabrication
and distribution cost of tangibles as an explanation. Furthermore, four participants liked that QR-codes were familiar to them.
Of those who favored the tangibles, four pointed at the intuitivity, and three
gave "fun while voting" as an explanation. One participant favored the manual modality due to security perception reasons. As additional feedback,
three participants mentioned that they would like to use the tangibles in a
polling station setting instead of traditional ballots.

Table 7.3: Descriptive statistics of satisfaction metrics in terms of SUS scores.
∅

SD

Min

Max

Manual

61.25

16.63

27.50

87.50

QR-Codes

84.02

11.05

55.00

97.50

Tangibles

78.61

15.49

42.50

100.00

Satisfaction Scores. The manual modality received a mean SUS score of
61.25, the QR-codes received 84.02 and the tangibles received 78.61 points.
Descriptive statistics is given by Table 7.3. A repeated-measures ANOVA reveals significant differences between the three modalities (F (2, 34) = 18.028,
p < .001). Post-hoc tests, using pairwise comparisons with Bonferroni correction, reveal a significant difference between manual and QR-codes (p < .001),
as well as manual and tangibles (p = .004).
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Figure 7.10: Results concerning the scales of the user experience questionnaire.

User Experience. The manual modality’s novelty is −1.15 and was evaluated
“negatively” according to the evaluation of UEQ scales [LHS08]. The perspicuity of 0.90 means a "positive evaluation", while all other scales received
"neutral" evaluations. The QR-codes received a "positive" evaluation in the
scales attractiveness, perspicuity, efficiency, and dependability and a "neutral" evaluation regarding stimulation and novelty. The tangibles received
values higher than 0.8 in each scale, meaning that each scale represents a
"positive evaluation". Figure 7.10 depicts the results of the individual scales.
Short Summary. In summary, QR-codes are a viable solution to support
voters during code interactions. Tangibles might be suitable for special user
groups.
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7.9

security – usability tradeoff

Within the description of our proposed categorization, we provided information about trust assumptions (see Section 7.2.1). It is not easy to judge
whether trust assumptions can indeed be met outside the context of a specific election. Thus, we discuss the connection of the trust assumptions to
human factors based on our findings.

7.9.1 Trusted Voting and Verification Devices

The goal of individual verifiability is to ensure the integrity of the election
result by detecting incorrect votes. This is particularly challenging in Internet voting because of the secure platform problem explained in Section 6.1.2.
Since the number of malware and infected devices is constantly increasing
(cf. [Ins20]), it should not be assumed that voting devices can be trustworthy (A1). This trust assumption is made by AC, TD, and VD schemes if
voting devices are used for verification5 . As stated above, if a second device
is used for verification, the voting devices do not have to be trusted if the
verification device is trustworthy (A2), shifting the trust from the voting to
the verification devices. Even if both devices were infected by malware, the
malware would have to be synchronized [KVB16]. Thus, voters have to be
informed that device synchronization is not advisable.
Interacting with two devices for fulfilling one task is also utilized in related
domains. The most prominent related domain is two-factor authentication
which is investigated in the second part of this thesis (see Chapters 3, 4, and
5). Our findings about verification devices relate to apps for 2FA in the following way. Our study participants were able to handle two devices and did
not experience any issues when scanning the QR-codes that encode the vote
identifiers. This confirms investigations of 2FA [De +14; Kro+15]. However,
considering efficiency, our findings differ from 2FA since our participants
did not perceive the procedure as too time-consuming. Online transactions
have become part of daily life, while participating in an election is rare. Furthermore, our participants had no experience with Internet voting. Consequently, the trade-off between security and usability is evaluated differently
in voting and 2FA. As a result, we can conclude that a second device can be
a viable solution to enhance the security of verification.
5 Note, if voting devices are trustworthy, it is still possible to verify the voting software and
the transmission channel.
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7.9.2

Central Trusted Entities

In each category, a central entity is required to be trustworthy. This is either
the bulletin board (AC, TD, DE) or the electronic ballot box (VD, CS). The
voting authorities can control those entities, and targeted attacks against this
infrastructure are more likely to be detected. From the authorities’ point of
view, it can be decided whether the trust assumptions indeed hold similarly
to in-person voting or postal voting. From the voters’ perspectives, however,
trust in the authorities is required. In this context, TD schemes have an
advantage over the other categories since those schemes also provide universal verifiability – anyone (voters or observers) can verify that the result
corresponds to published ballots [SK95] (see also Section 6.1.3). Thus, in TD
schemes, any observer or voter could use the data published on the bulletin
board to recalculate the election result independently. The schemes besides
TD require additional protocols to provide universal verifiability.

7.9.3

Trusted Transmission Channel

Code sheets performed best in terms of effectiveness, and verification is
mandatory. However, a trusted transmission channel is required to deliver
the code sheets to the voters before the election. Switzerland used code
sheets based on the protocol of Neuchâtel [GGP15] and delivered the code
sheets via postal mail [Pro19]. Several countries already permit postal voting and consequently have an infrastructure for delivering ballots. Therefore,
postal mail might be a viable solution as a trusted transmission channel.
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7.10

recommendations and resume

Based on the study results and the security-vs-usability tradeoff, we conclude with seven recommendations for the deployment of individually verifiable schemes in elections for the developers and policymakers of Internet
voting systems (Section 7.10.1). Then, Section 7.10.2 concludes this chapter.

7.10.1

Recommendations Regarding the Scheme Categories

Based on our investigation and the deployment requirements of the schemes,
we cannot recommend a specific class of schemes in general. Developers and
policymakers have to fit the verification mechanism to the election and decide for a mechanism based on the election’s individual requirements. In the
remainder of this section, we distill seven overall recommendations based
on our study results and the discussion above.
1. Provide information on why verification is needed. Participants in
our study reported abstaining from verification because they viewed it
as an extra task and could not determine why it is needed. Therefore,
information about why verification is advisable and what is verified
should be available to voters, especially if verification is not mandatory.
This recommendation targets information that should be available to
voters.
2. Provide information on vote privacy. Some participants would abstain
from verification because they fear that their vote privacy might be
compromised. Therefore, information on how the verification mechanism preserves vote privacy should be available to voters.
This recommendation also targets the information that should be available to voters.
3. Verify the cast vote. Based on the observations in our user study, we
recommend using a verification scheme that is not based on audit-orcast. Since verifying the cast vote better aligns with the voters’ expectations, a scheme that enables this should be used.
This recommendation specifically targets the choice of the verification
protocol.
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4. Consider the impact of mandatory verification. Voting is the primary
task of the voter, and verification is only mandatory in CS schemes.
Therefore, policymakers should decide whether they want verification
to be carried out by all voters. If so, they should opt for a CS-based
scheme. If not, they can opt for TD or VD. Based on our results, mandatory verification in CS schemes offers the best verification effectiveness.
This recommendation specifically targets the choice of the verification
protocol.
5. Consider the timing of verification. Verification can be performed after voting (CS), within a time-frame after voting (VD), or after the election’s result has been announced (TD). Hence, policymakers should
reflect their decision in the regulations for appeals. The closer verification is to the time of voting, the more likely voters perform the task.
This recommendation specifically targets the choice of the verification
protocol.
6. Minimize the human effort. Participants in our study expected verification to happen automatically6 . It is not entirely possible without
introducing further and stronger trust assumptions, but the verification
software should assist the voters in as many tasks as possible.
This recommendation specifically targets the choice of the user interface and process.
7. Provide a verification software of the voters’ choice. Generally, voters
might want to choose a verification software based on its developer.
Therefore, different voting software should be available from official
sources. Expert voters might be familiar with verification or even wish
to use their own software. Therefore, it should be possible to access the
data needed for verification to use own verification software.
This recommendation targets information and software that should be
available to voters.

6 This is also realized in the sElect scheme [Küs+16], but it comes at the cost of not providing
receipt-freeness.
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7.10.2

Conclusion

Individual verifiability enables voters to verify that their votes have not been
manipulated during vote casting. This part of the thesis proposes a categorization of schemes that provide individual verifiability. The categorization
is based on the voters’ perspectives and the individual tasks voters have to
carry out by themselves.
We investigated these categories in a comparative user study with 100 participants – 25 participants interacted with each scheme. Based on the results,
we provide recommendations for developers and policymakers.
In the scope of privacy-sovereign interaction, we investigated individual verifiability as a possibility to ensure data integrity. That data that we investigated was private, and no-one except for the user who sends the data is
assumed to be allowed to link the data to an individual’s identity. Each of
the schemes in the proposed categorization provides user agency by offering
the verification property. Within the study, we investigated to which extend
human factors are considered in these individually verifiable Internet voting
schemes, which is the overall research question of this chapter RQ2.1 (How
are human factors considered in individually verifiable Internet voting schemes?).
Audit-or-cast schemes are worrisome because voters only detected a few incorrect votes (28%) and rated these categories of schemes with the lowest
SUS score. Consequently, using these schemes, voters might have difficulties
in gaining user competence. Even if this competence would be given, auditor-cast schemes did not align with the voters’ mental models, and participants questioned their necessity. This might impact the user experience, in
particular, the willingness of voters to verify. Code sheet schemes supported
the voter to detect all incorrect votes and require them to verify to cast a vote.
These schemes supported the participants best in gaining the needed user
competence to verify successfully. However, the voters needed the longest
when interacting with them. While this did not impact the ratings of the
user experience scales in our study, voters might consider interacting with a
code sheet as too much overhead. This is why code sheets are investigated
in more depth in the following chapter.

8
I N V E S T I G AT I N G C O D E S H E E T S C H E M E S

The last chapter investigated individually verifiable Internet voting schemes
in a comparative user study. The category "code sheets" performed best in
this study. Previous investigations of Internet voting schemes have shown
that the specific user interface and the information provided to voters impact usability and user experience. To investigate code sheet-based schemes
in more depth, this chapter presents an investigation of the Swiss Internet
voting interface that was used in real elections and referenda.
The contribution of the chapter is twofold: First, it presents three iterative
studies that were conducted to improve usability and user experience of
the Swiss Internet voting scheme. Based on these studies, a redesign is contributed. The redesign helps the voters significantly better to detect incorrect votes, provides a better understanding of verification, and significantly
enhances voter trust. Second, the results of this investigation do not only
impact the tested Swiss Internet voting interface. Based on the results of our
studies, five recommendations to inform the design of individually verifiable Internet voting schemes, in general, are contributed.
This chapter investigates the following research question, which is a component of RQ2 :

?

Research Question

RQ2.2 : How can interfaces for code sheet schemes be designed for user
competence and user experience?
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The remainder of this chapter is structured as follows: Section 8.1 introduces
the Neuchâtel Internet voting scheme and its realization by Swiss Post. The
Swiss interface was first evaluated by experts that followed a cognitive walkthrough. The expert evaluation and the results thereof are presented in Section 8.2. Based on the results of the expert study, an improved interface was
proposed and investigated with 36 voters in Section 8.3 to inform a redesign.
The redesign is presented in Section 8.4 and the investigation thereof in Section 8.5. The findings from the redesign study are provided in Section 8.6.
Then, Section 8.7 discusses the findings of the investigation and reflects on
limitations. Finally, Section 8.8 distills five final recommendations for voting
interface design from the findings and concludes the chapter.
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Contribution Statement: This chapter is based on the publication [Mar+20d]. I led the literature search, design of mockups,
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and Max Mühlhäuser advised me on the conceptual design and
contributed to writing the paper.
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8.1

neuchâtel internet voting scheme

Figure 8.1: To cast and verify a vote, these five steps have to be completed in the
Neuchâtel scheme.

The Swiss Internet voting system implements the Neuchâtel Internet voting
scheme [GGP15]. The Neuchâtel scheme is based on code sheets as described
in Section 7.2. Switzerland uses the postal office to distribute paper-based
code sheets, to avoid the voting software gaining knowledge of voters’ codes.
If a compromised voting software gained this knowledge, it could successfully manipulate votes without fearing detection. To verify and cast a vote, a
voter Alice has to carry out the following five steps (see Figure 8.1):
Step 1 – Authentication. Alice opens the voting software and authenticates. In
Switzerland, she does this by entering an individual unique initialization
code, that she obtains from her code sheet (see Figure 8.2) and her year
of birth. This initialization code has 25 digits and consists of numbers and
lower case letters.
Step 2 – Voting. Alice makes her selections and confirms them on a reviewscreen. The voting software encrypts the selections and transmits the encrypted vote to the ballot box server. The vote is not yet stored in the electronic ballot box.
Step 3 – Return Codes. After receiving the encrypted vote, the ballot box server
requests the return codes that belong to Alice’s selections from a code generator1 and sends them to the voting software. The software displays the
return codes, and Alice compares them to the ones on her code sheet next
to her selections. If any return code does not correspond to her selections,
Alice has to cancel the voting process and to use another computer or voting
channel (e.g., postal or in-person polling station). Swiss return codes consist
of four digits.
Step 4 – Confirmation Code. Alice confirms the correctness of the return codes
by entering her confirmation code which is also listed on her code sheet but
1 For providing individual verifiability, the voting device and the code generator must not be
simultaneously compromised.
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Figure 8.2: Code sheet from the Swiss Post system. The code sheet is simplified to
depict a generic election with one contest.

protected by a scratch field. The voting server checks Alice’s confirmation
code and, if it is correct, Alice’s encrypted vote is now stored in the electronic
ballot box and will be included in the tally. Swiss confirmation codes have
nine digits.
Step 5 – Finalization Code. To confirm the storage in the electronic ballot box,
the voting client displays a finalization code that it received. Alice compares
the displayed finalization code to the one on her code sheet to confirm that
the vote has been recorded-as-cast. If they do not match, Alice can trigger
an alarm by calling a support hotline. The Swiss finalization code has eight
digits and consists of numbers.
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8.2

expert evaluation

In this section, we report the expert evaluation of the Swiss Post interface.
Section 8.2.1 details the study procedure, the analysis and participants. Next,
the usability weaknesses found by the experts are detailed in Section 8.2.2.

8.2.1

Study Procedure, Analysis, and Participants

The expert evaluation was split into the interaction with the interface and a
semi-structured interview. After completing a consent form and providing
demographics, each expert cast a vote with the Swiss Post interface. Swiss
Post provides a demo2 , we used a local copy of it. All interaction on the
screen was recorded, and we asked the experts to think aloud [BR00] and
to comment on usability issues with a focus on vote casting and vote verification. All comments were recorded. We explained the voting protocol to
them before the interaction commenced and instructed them to consider all
tasks that are necessary to cast and verify a vote.
After the interaction, we conducted semi-structured interviews to gain a
deeper understanding of the identified weaknesses. We asked the experts
to detail the weaknesses mentioned earlier, their impact on verification, and
to make suggestions for mitigating or addressing them without changing
the voting protocol. For the full interview guide, the reader is referred to the
Appendix B.2.
On average, the interview part took 18 minutes (Min = 8, Max = 35). All
interview transcripts were analyzed with an open-coding approach [Fli14].
One coder developed an initial codebook by reviewing the transcripts. Two
researchers then coded all transcripts independently with an 85.7% agreement. In a follow-up discussion, new categories for inconclusive codings

2 Available on https://www.evoting.ch/en accessed: 14-May 2019
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were developed. The researchers then applied the final codebook, and the
remaining ambiguities were solved by discussion.
We recruited twelve experts in human-computer interaction and (usable)
security using mailing-lists and poster advertisements. We kept recruiting
until the answers of the experts showed repetitions, and saturation was
reached. On average, the experts were 31.2 years (SD = 5.5, Median = 30,
Min = 26, Max = 45) old and had an average of 4.8 (Min = 1, Max = 10)
years experience in the field. Nine came from an academic context, and
three were industry experts. Eight were computer scientists, two psychologists, and two designers. Half of them reported profound knowledge in
IT-security.

8.2.2

Usability Weaknesses

The experts uncovered the following six weaknesses related to the existing
code sheet and the corresponding voting software.
W1: Wrong Procedure Indication. All experts commented on the procedure
indication that is depicted on the code sheet. The code sheet contains graphical elements (e.g., arrows) that are intended to depict voting and verification procedures. The depicted procedure does not match the five steps
from the Neuchâtel scheme because it does neither include the second step,
"voting and confirmation" nor the return codes. Comparing the return codes
is security-critical but a mental task that is not required to proceed. Voters
might skip it if they are not properly informed about it.
W2: Missing/Confusing Common Elements. The code sheet and the voting
software do not share a common design. The only common elements are
four shapes (triangle, pentagon, star, and diamond) that link the required
code(s). Half of the experts commented that these shapes do not depict the
actions or items that they represent. They might confuse voters or appear to
be random. Thus, voters are not supported in locating the required code(s)
on the code sheet and might miss interacting with them.
W3: Missing Information. The code sheet contains the codes and information about the step in which they are required but does not provide further
instructions. This was remarked by almost all experts. Hence, the code sheet
does not guide voters sufficiently through the procedure, and they themselves have to ensure that they performed all steps. Without guidance on
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the code sheet, they might miss essential steps, such as checking the return
or finalization codes. Furthermore, voters might be overwhelmed by all the
different codes appearing on the code sheet. To get information about the
procedure, voters need to access the voting software and can therefore not
familiarize themselves with the procedure beforehand. The information on
how to act if a problem (e.g., an incorrect return code) was uncovered is
available after clicking a link. Voters might overlook this information and
not act properly.
W4: Incorrect Code Sheet Labeling. A letter from the authorities accompanies the code sheet. The letter is labeled as “suffrage credentials”, although
the letter itself is not required for voting. The letter also contains a barcode
with numbers that look similar to the initialization code. Five of the experts
commented that voters could mistakenly think that the letter is the code
sheet or confuse the barcode numbers with the initialization code.
W5: Human Errors during Code Interaction. Voters have to interact with
at least one initialization code, one return code per vote, one confirmation
code, and one finalization code and might be overwhelmed by the number
of codes. Eleven experts stated that this could lead to missing essential steps
(e.g., verifying the return codes) or the interchanging of codes. Voters have to
visually compare the return and finalization codes and determine the verification result by themselves. Comparing and entering sequences of numbers
is an error-prone process [Tan+17]. These errors might lead voters to uncover
an incorrect code that is correct in reality and thus trigger a false alarm or to
overlook an incorrect code.
W6: Non-Scalability of Return Codes. Each voter needs to compare one
return code per vote and the finalization code. Elections and referenda in
Switzerland can encompass up to 70 contests. About half of the experts
noted that it is debatable that voters would compare all return codes in
an election with many contests. Comparing a large number of codes might
also lead to fatigue and consequent errors. As a consequence, voters might
overlook incorrect votes.

8.3 exploratory study

8.3

exploratory study

To address the weaknesses, we followed an iterative approach recommended
by Olembo and Volkamer [OV13]. The recommendation states that after an
evaluation with experts, voting interfaces should be evaluated with potential
voters. To conduct a user evaluation, we developed an interface informed by
the expert findings (see Section 8.3.1). We investigated the proposed interface in a study with 36 participants. Section 8.3.1 describes the methodology.
Finally, the Sections 8.3.3 and 8.3.4 detail the results.

8.3.1

Proposed Interface

The Swiss code sheet does not correctly reflect the procedures (W1: wrong
procedure indication). To implement a clear procedure indication, that includes the return codes, the proposed interface has a progress bar with six
steps. The same six steps with identical labels are listed on the code sheet.
Figure 8.3 depicts the proposed code sheet.
The redesign introduces common design elements by progress icons to address W2 (missing/confusing common elements). As a further common element, we introduced colors: each vote has a different color, and the return
codes on the code sheet are colored accordingly. The Swiss code sheet contains the codes but few instructions to guide voters through the process
(W3: missing information). The proposed interface includes step-by-step instructions on the code sheet that encompass the complete procedure, such
that voters can familiarize themselves with the procedure before voting commences. To address another aspect of W3, we added the information on how
to act in case of incorrect codes. W4 describes the incorrect labeling of the
code sheet. Each part of the documents, the code sheet, and letters from
the authorities needs to be labeled in such a way that their purpose is clear.
Therefore, the text “suffrage credentials” was removed from the letter, and
we added a sentence to the letter’s text, which states that the credentials can
be found on the following page.
Voters might make errors during code interaction (W5) and should, therefore, be supported. All codes in the proposed interface are divided into
groups of four characters as they are in the original interface. There are other
alternative code representations, such as optic hashes or sentences that offer
a high error-detection rate [Hsi+09; Tan+17; Dec+16]. In our study, we aimed
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Figure 8.3: Investigated code sheet. The code sheet was simplified to depict a
generic election with one contest.

to investigate our proposed interface changes, but not the effects of different
hash presentations. Consequently, we deliberately did not include those into
the proposed interface, although the benefit of the techniques mentioned
above is clearly given.
Addressing the non-scalability of return codes (W6) constitutes a particular
challenge since the reduction of return codes influences the security of the
verification protocol. Therefore, we cannot modify the proposed interface
to address this weakness directly without an in-depth protocol evaluation.
A possible solution without changing the protocol is by improving voter
awareness. This means that voters have to be clearly informed about the
importance of checking all return codes. We realized this by an adaption of
the instructions.

8.3 exploratory study

8.3.2

Methodology

To assess the usability of the proposed and the original interfaces, we conducted a user study with 36 participants. We implemented a prototype for
the proposed interface detailed above and a copy of the Swiss Post interface. We adapted both to match the 2017 election for the German federal
government "Bundestag" to provide a realistic scenario with a realistic look
and feel so that participants would take the simulated election in the study
serious (see guideline G1 in Section 7.3). The ballot, logos, and the texts
were adapted to match this election. The instructions and arrangements of
elements in the original condition were taken from the Swiss Post interface.
The election in our user study had two contests: the first ballot had eight
candidates and the second 18 candidates. Hence, scalability issues are not
given.
Each participant interacted with four conditions in counterbalanced random
order: Original (O), original with manipulation (OM), proposed interface (P),
and proposed interface with manipulation (PM). During the interaction, we
encouraged the participants to think aloud to understand their interaction
with the respective interface. Thinking aloud is a widely used investigation
method in usability testing [BR00].
Effectiveness is defined as the share of cases in which the participants
could verify their votes successfully. We introduced deliberate manipulations (guideline G6 in Section 7.3) to capture this. The adversary in our user
study cannot alter the user interface by removing or adding user interface
elements but can manipulate the content of encrypted votes before encryption by changing the voting option. The adversary cannot manipulate the
return codes received from the voting server. As a result, the user study par-
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ticipants received a return code that does not belong to their marked voting
option. Instead, the return code was mapped to another voting option or a
blank vote, randomly chosen.
Efficiency is typically assessed by completion time. Encouraging the participants to think aloud impacts the completion time [AT13], therefore we
did not investigate efficiency to gain a deeper understanding of the voters’
interaction with the interfaces.
To measure satisfaction, we used the System Usability Scale (SUS) [Bro96]
and the Raw NASA Task Load Index (TLX) for measuring perceived task
load [Har06]. Both questionnaires are post-task questionnaires meaning that
the participants answer them directly after interacting with each interface.

8.3.2.1 Study Design and Procedure
We opted for a study in within-subjects design to compare the schemes with
the same participants. Each participant interacted with four conditions in
counterbalanced random order to mitigate sequence effects. In the study, we
tested the following four conditions: original, original with manipulation,
proposed interface, and proposal with manipulation. To control external influences from the environment, we opted for a lab study and provided our
participants with a laptop.
The procedure of the study was as follows and took on average 30 minutes:
1) Welcome. First, the participants read and signed a consent form. Then, they
provided demographics.
2) Study Material. Each participant received an intent card with the voting
options that the participant should vote for in the two contests. We had ten
intent cards with different voting option possibilities. The participants drew
one of them and could draw again if they felt uncomfortable with the given
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voting options. The examiner explained that they should vote according to
the intend card and ensure that a vote for the listed voting options was cast.
The examiner also provided an envelope with a mock letter from the election
authorities and a code sheet in each condition.
3) Interaction and Questionnaires. We asked the participants to interact with
the software and fulfill all steps as if this was a real election until the software instructed them to notify the examiner. The participants were asked
to imagine that it was election day and that they were alone at home. During the interaction, they were encouraged to think aloud. Their comments
were recorded. The interface instructed the participants to notify the examiner if they found an incorrect return code or completed vote casting. After
doing so, the examiner proceeded to the SUS and TLX questionnaires. The
examiner then activated the following condition until the participant had
interacted with each of the four conditions.
4) Final Questionnaire. The participants received a final questionnaire with
open-ended questions about all conditions. We asked which of the presented
systems they liked the most. For the full questionnaire, the reader is referred
to Appendix B.3. Furthermore, we gave the opportunity to provide additional comments and feedback.
5) End. The examiner explained that incorrect votes were hidden in two conditions and that one of the study’s goals was to investigate whether those
were detected. The participant was offered the opportunity to go through
the system again, and the examiner answered the participant’s questions.

8.3.2.2

Participants

We recruited 36 participants by advertising via mailing-lists, social networks,
flyers, poster advertisements, and word-of-mouth. We did not reimburse
participation. All participants possessed suffrage and had never participated in an Internet election. Their mean age was 35.20 years (SD = 15.30,
Median = 31, Min = 18, Max = 72) and 53% (N = 19) identified as female.
Half of the participants (N = 18) either studied a technical subject or worked
a technical-related job; the other half did not. All participants reported daily
Internet usage.
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(a) Detection Rate

(b) SUS Score

Figure 8.4: Quantitative results of our user study. O denotes the original, P denotes
the proposal and M denotes manipulation. The asterisk (*) indicates statistically significant differences (p < .05). The error bars depict the standard error.

8.3.3 Quantitative Results

This section presents the quantitative results regarding effectiveness, satisfaction scores, perceived task load, and the questionnaires.
Effectiveness. The effectiveness was calculated as the share of the N = 36
participants who reported an incorrect vote. 58% of the participants detected
the manipulation using the original, and 94% of participants detected it using the proposed interface (see Figure 8.4a). From them, 36% detected the
manipulation using the proposed interface even though they had not spotted it in the original. To account for the dependent measures design and the
sample size, we used a McNemar test for the analysis. The test revealed that
a significantly larger proportion of participants detected the manipulation
when using the proposed interface, as compared to the original (p < .001,
one-tailed, w = 1.0, 1- β = .95).
Satisfaction Scores. The original with manipulation received a mean SUS
score of 69.79 (SD = 18.22). The original received 71.31 (SD = 17.19) and
the redesign with the manipulation received 76.18 (N = 36, SD = 13.88). The
redesign received 81.04 (SD = 10.56). (see Figure 8.4a) provides an overview.
A repeated-measures ANOVA revealed significant differences between the
conditions (F (3, 105) = 9.486, p < .001, η 2 = .213). The post-hoc test, using
pairwise comparisons and Bonferroni correction, revealed a significant difference between the original and the redesign (p = .004). We furthermore
found significant differences between the original (with manipulation) and
the redesign (with manipulation) (p = .043) and between the original (with
manipulation) and the redesign (p = .001). To account for multiple testing,
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the post-hoc tests were corrected using the Bonferroni method. The results
indicate that the redesign received a significantly better SUS score than the
original’s interface with a mean difference of 9.72 points. All schemes offer
a good usability [BKM09].
Perceived Task Load. To access the perceived task load, we used the NASA
Raw TLX questionnaire [Har06]. Its values are in a range from 0 to 120
and higher values indicate a higher perceived task load. The redesign received a mean TLX score of 14.25 (N = 36, SD = 7.10), the original received
15.75 (N = 36, SD = 9.38). The redesign with manipulation received 16.67
(N = 36, SD = 8.69), whereas the original with manipulation received 19.47
(N = 36, SD = 12.98). We used the Greenhouse-Geisser correction (with
e = .73) to adjust the degrees of freedom because Mauchly’s test revealed
that the sphericity assumption was violated (χ2 (5) = 19.724, p = .001). A
repeated-measures ANOVA showed a significant difference between the conditions (F (2.189, 76.617) = 5.244, p = .006, η 2 = .13). Pairwise post-hoc tests
revealed a significant difference between the redesign and the original with
manipulation of p = .039. To account for multiple testing, we corrected the
post-hoc tests using the Bonferroni method.
Questionnaires. Based on the questionnaires, 53% of participants preferred
the proposed interface, 39% favored the original, and 8% did not favor a
scheme. When asked to explain their answer, 88% of those who favored the
original explained that the code sheet from the proposal has more pages.
The original code sheet takes one DIN A4 page, whereas the proposed code
sheet is three pages long. Of those who favored the proposed interface, 63%
pointed at the clarity of the instructions, which supported them better and
led to less confusion compared to the original.

8.3.4 Qualitative Results

Throughout the study, the participants were encouraged to think aloud (see
Section 8.3.2). We also provided a questionnaire to collect responses to openended questions. We analyzed the transcripts and the open-ended questions,
using an open-coding approach [Fli14], informed by the following two questions: 1) What problems did the participants experience, and 2) Which aspects were welcomed and liked?
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Analogous to the expert study, one coder proposed an initial codebook after
reviewing the transcripts. Then, two coders coded all transcripts independently with a 76.9% agreement level. During the coding process, the coders
could add new codes to the initial codebook that were discussed and agreed
upon. The final codebook was used to review all codings again. Finally, all assigned codes were discussed, and final codes were agreed upon. We present
the findings in three groups that concern the 1) original, 2) the proposal, and 3)
the general condition-independent process. Whenever meaningful, we provide
participant comments. The statements from the participants were translated
from German.

8.3.4.1 Original-Specific Findings
In the original condition, participants reported initialization code localization
problems, procedure problems and comprehension-related problems. They positively commented on the fact that the code sheet only takes up one page.
Initialization code localization problems. 36% of participants struggled to
locate the initialization code on the documents. The authorities’ letter is titled “suffrage credentials,” and participants assumed this to be the code
sheet. They tried to enter the barcode number or even the support hotline
number as initialization codes. The problem is connected to weakness W4
(incorrect code sheet labeling).
Procedure Problems. The code sheet uses arrows to indicate the following
procedure: initialization code → confirmation code → finalization code. The
return codes are listed below this procedure indication in a table. 28% of participants did not notice the presence of the return codes on the code sheets.
They focused on locating and entering the confirmation code. This could explain the low manipulation detection rate of 58%. This reflects weakness W1
(wrong procedure indication). Furthermore, 6% of participants wrote down
the return codes but did not use them later on.
Comprehension-Related Problems. 39% of participants mentioned problems in comprehending the few given instructions and confusion about the
next required task. Therefore, participants searched the voting software, the
code sheet, and the authority letter on what to do next. As mentioned above
in the procedure problems, 28% of participants did not notice the return
codes. This aspect is connected to weakness W2 (missing/confusing elements), W3 (missing information), and W4 (incorrect code sheet labeling).
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One Page Preference. The original code sheet fits on one DIN A4 page. 39%
of participants specifically mentioned a preference towards the one-page
code sheet.

8.3.4.2

Proposal-Specific Findings

In the proposed interface, participants confused the confirmation and finalization codes, but valued the instructions.
Confusion of Confirmation and Finalization Codes. The confirmation code
was listed in the instructions above the return code table. 14% of the participants searched the following page first and confused the confirmation and
finalization codes. This was because only the codes were highlighted in bold,
and the code length was similar.
Instructions. 33% of the participants perceived the detailed instructions as
helpful and used their guidance through the procedure.

8.3.4.3

Condition-Independent Findings

In all tested conditions, participants struggled with the initialization code, and
the terminology. Furthermore, participants questioned the necessity of verification.
Initialization Code Complexity Problems. The initialization code is composed of numbers and lower-case letters and has a length of 20 characters,
divided into chunks of four. 78% of participants considered this code to be
too confusing and too long. They frequently made errors entering the code
or struggled to read the printed code. Sample comments are:
“[...] it is long with letters and numbers. I find that quite cumbersome.” (P4)
“I immediately thought that the initialization code was extremely long and complicated.”
(P21)

Terminology problems. 28% of participants expressed confusion about the
terminology used to denote the codes. The terminology was perceived to be
too technical and did not reflect the purpose of the codes. This particularly
concerned the finalization code. Sample comments are:
“The purpose of this finalization code is not apparent to me. Maybe it’s connected to security.”
(P4)
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“I thought that the initialization code was extremely long, and is it like a password?” (P25)

Questioning Necessity. 33% of participants questioned the necessity of the
different codes while interacting with them. For 28% of participants, the
codes’ purposes were completely unclear, and they wished a deeper understanding and more information about the codes’ purposes. Sample comments are:
"I apparently can use it, and it looks easy, but why do I have to screw around with so many
codes?" (P27)
"What do all these codes mean? This feels more like banking than voting." (P35)

8.4 redesign interface

8.4

redesign interface

Based on the data we collected in the expert and exploratory studies, we
proposed a redesign, which we tested in a second user study (see Section 8.5).
The remainder of this section details the redesign and design decisions.
Six percent of the exploratory study participants did not detect the incorrect
return codes in the proposed interface because the return codes and the entry
field for the confirmation code were in the same step. Only confirmation
code entry was required to proceed. To address this, the page with the return
and confirmation codes was split into two separate phases. The first step
instructs voters to compare the return codes and asks explicitly whether the
codes match. A button with the label “yes, all codes match” forwards to the
confirmation code page. A button with the label “no, at least one code does
not match” forwards the voters to a page with instructions. The second step
concerns the entry of the confirmation code. The finalization code page was
designed analogously.
Figure 8.5 depicts the code sheet from redesign. 33% of participants preferred the original code sheet because it takes up a single page of paper. At
the same time, 39% of participants mentioned comprehension-related problems related to the few instructions. 33% of participates favored the redesign
because of the detailed instructions.

Figure 8.5: Redesigned code sheet.
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The provision of one return code per voting option is essential, and therefore,
the return codes can take up much space. Since all instructions can fit on
a single DIN A5 page, the return codes are listed in a table next to the
instructions3 .
In both conditions, participants confused the finalization and confirmation
codes because of their placement on the code sheet and the label not being
formatted in bold. To reduce this confusion, the codes are labeled in bold
letters.
The terminology was perceived as too technical and too confusing. This is
because the terminology did not specifically reflect the purpose of the code
in a natural language. Therefore, we introduced the following code terminology: The initialization code was denoted as login code, the confirmation
code was denoted as vote insertion code, and the finalization code was denoted as acknowledgement code. For side-by-side comparisons of the original
and redesign interfaces, the reader is referred to Appendix B.4.

3 This does not scale for elections with many voting options; thus the return codes might be
listed on separate pages.

8.5 redesign user study: methodology

8.5

redesign user study: methodology

To test the redesign, we conducted a user study with 49 participants. The
election setting was identical to the exploratory study.

8.5.1

Study Design and Captured Data

The study was in between-subjects design with two groups. One group interacted with the proposed redesign; the second group was the control group
that interacted with the original.
To assess effectiveness, we measured the detection rate of manipulations as
in the exploratory study. Because the redesign is specifically designed to deliver improved effectiveness and because of the results from the exploratory
study, we formulate:
h1: More of the voters using the redesign can verify successfully
than voters using the original (Effectiveness).
For efficiency, we considered the execution time of the verification procedure. The redesign contains detailed instructions. The instructions aim
to support voters by guiding them through the procedure. During the exploratory study, participants using the original interface spend time searching for information. Based on that, we formulate the second hypothesis:
h2: The voters using the redesign require less time than voters
using the original (Efficiency).
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However, reading and processing the detailed instructions might impact efficiency so that the time spent is similar or even longer.
Satisfaction was measured with the System Usability Scale (SUS) [Bro96].
Because the more detailed instructions in the proposed interface were welcomed by the participants, we formulate the third hypothesis:
h3: The redesign receives a higher SUS score than the original
(Satisfaction).
User experience was assessed with the user experience questionnaire (UEQ)
[LHS08]. We also wanted to investigate the participants’ understanding of
the verification procedure and their subjective trust in it. Therefore, we
asked the questions from the categorization study (see Section 7.4) that are
provided in Appendix B.1.
Considering user experience, trust, and understanding, we did not formulate hypotheses for two main reasons. First, the UEQ assesses six individual scales to measure user experience (see Section 2.2.1). These scales have
to be interpreted individually and cannot be integrated into an overall UX
score [LHS08]. Consequently, we would have to formulate six hypotheses
shifting the focus of our investigation. Second, the expert and exploratory
study specifically targeted usability aspects, providing a basis for H1-H3.
Because of that, there is no data basis for deriving hypotheses that outside
the scope of usability.

8.5 redesign user study: methodology

8.5.2

Study Procedure

The study took on average 25 minutes, and its procedure was as follows:
1) Welcome. Analogously to the exploratory study, we explained the consent
form that each participant had to read and sign. Then, the participants provided demographics.
2) Study Material. Each participant was randomly assigned to one group. To
ensure an equal group size, we generated a set of participant IDs before the
study and randomly drew one ID from the set. Analogous to the exploratory
study, each participant received an intent card and a closed envelope containing a mock letter from the election authorities and the code sheet.
3) Interaction and Questionnaires. The participants were asked to interact with
the voting software until it instructed them to notify the examiner. Each participant cast two votes. In the second round, we manipulated the encrypted
vote. After each round, the participants were asked to fill in the SUS [Bro96],
and UEQ [LHS08] questionnaires. We asked the participants to rate only the
verification procedure and provided them with screenshots.
4) Final Questionnaire and End. Then, we provided the final questionnaire to
investigate the subjective trust and understanding of the verification procedure. We told the participants to consider both rounds when filling in the
questionnaire. The examiner explained the hidden incorrect votes. The participants were offered the opportunity to go through the system again, and
the examiner answered their questions.
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8.5.3 Participants

We recruited 49 participants via mailing-lists, social networks, flyers, poster
advertisements, contacting secondary schools, and snowball sampling. The
participants could participate in a raffle for an online shopping voucher.
Twenty-five participants interacted with the original, and 24 interacted with
our redesign. All participants possessed suffrage for upcoming elections and
had no previous experience with Internet elections. Their mean age was
27.30 years (SD = 12.32, Median = 24, Min = 17, Max = 60). Participants
underage received a consent form for their parents that had to be signed
before the study. 47% (N = 23) of them identified as female, and one as diverse. Three participants were unemployed, two had a technical-related job,
six were from academia, nine worked a non-technical job, 14 were students
of various subjects, and 15 were school students. All participants reported
daily Internet usage.

8.6 redesign user study: results

8.6

redesign user study: results

This section presents the results of the user study. First, effectiveness results are described in Section 8.6.1. Results concerning the efficiency of nonmanipulated trials are given in Section 8.6.2. Next, Section 8.6.3 lists trust
results. Section 8.6.4 provides satisfaction scores followed by user experience
results in Section 8.6.5. Finally, Section 8.6.6 provides results about understandability.

(a) Execution Time

(b) Detection Rate & Trust

(c) SUS Score

Figure 8.6: Quantitative study results. All error bars indicate the standard error. The
asterisk (*) indicates statistically significant differences.

8.6.1

Effectiveness

Effectiveness was defined as the share of the participants who reported an incorrect vote. All of the 25 participants (100%) in the redesign group reported
an incorrect vote. In the original, 8 of 24 participants (33%) did not report
incorrect votes (see Figure 8.6b) . Because two expected cell frequencies were
below 5, Fisher’s exact test was used. A significance level of p = .002 (onesided) supports hypothesis H1 (more of the voters using the redesign can
verify successfully than voters using the original) with a medium-high effect
(Cramer 0 s V = 0.43).

8.6.2

Efficiency of Non-Manipulated Trials

Efficiency is measured as the execution time of the verification process. Participants using the redesign needed on average 554s to carry out verification
(SD = 134s, Median = 537s, Min = 357s, Max = 831), while participants
using the original needed 416s (SD = 109s, Median = 399s, Min = 257s,
Max = 599s). Figure 8.6a depicts the execution times. We analyzed the col-
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lected duration with a t-test and the redesign group needed significantly
longer than the original group (t(47) = −3.94, p < .001, d = 1.12). Based on
that, hypothesis H2 (the voters using the redesign do not require more time
than voters using the original) cannot be supported.
We also compared the time needed for checking the return codes and entering the confirmation codes between the redesign (M = 141s, SD = 43s)
and the original (M = 48s, SD = 13s). Again, the time needed in the redesign is significantly longer t(26.92) = −10.13, p < .001, d = 2.89). The
durations needed to mark the ballot, however, do not demonstrate differences (Mredesign = 85s, SDredesign = 33s, Moriginal = 90s, SDoriginal = 24s,
t(47) = 0.53, p = .60, d = 0.15).

8.6.3 Trust

In the final questionnaire, we asked: "Are you confident that you can verify
whether your votes are correctly transmitted to and stored in the electronic ballot
box using the provided software and materials?". 44% of participants using the
original, and 83% of those using the redesign answered this question affirmatively (see Figure 8.6b). A χ2 -test reveals significant differences (χ2 (1) = 9.69,
p = .002, Cramer 0 s V = 0.45).

8.6.4 Satisfaction Scores

The SUS scores from our study are given by Figure 8.6c. The redesign received a mean score of 85.2 (SD = 15.7, Median = 90.0, Min = 32.5,
Max = 100.0) when no manipulation was induced and a mean score of 83.9
(SD = 15.9, Median = 90.0, Min = 32.5, Max = 100.0) in the manipulated
trials. The original received a mean score of 81.1 (SD = 12.6, Median = 82.5,
Min = 52.5, Max = 97.5) in not manipulated trials and a mean score of 78.6
(SD = 14.1, Median = 82.5, Min = 52.5, Max = 100.0) in manipulated trials.
No significant difference was found between the original and the redesign,
neither for the not manipulated trials (t(47) = −1.01, p = .31) nor for the
manipulated trials (t(45.88) = −1.25, p = .22). Thus, H3 (the redesign receives higher SUS scores) cannot be supported. The scores of all schemes
can be interpreted as an "A" on the grade scale [BKM09].
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Figure 8.7: User experience scales. All error bars indicate the standard error. The
asterisk (*) indicates statistically significant differences.

8.6.5

User Experience

The user experience was measured by the user experience questionnaire [LHS08] which is detailed in Section 2.2.1. The UEQ results of our
study are depicted by Figure 8.7. We analyzed each scale with a t-test
and found significant differences in the scales perspicuity (Mredesign = 2.16,
SDredesign = 1.14, Moriginal = 1.19, SDoriginal = 1.43, t(45.48) = −2.62,
p = .01, d = 0.75) and dependability (Mredesign = 1.72, SDredesign = 0.81,
Moriginal = 1.02, SDoriginal = 1.16, t(43.02) = −2.46, p = .02, d = 0.70). In
both cases, the redesign was significantly better than the original.

8.6.6

Intuitive Understanding

Based on the instructions given on the codes sheets and in the voting software, we asked the participants the following question: "Please explain your
understanding of the verification procedure. Which properties can you verify with
the help of the code sheet?". Based on the definition of individual verifiability in the Neuchâtel protocol, we categorized the participants’ answers into
three groups: 1) complete understanding, 2) partial understanding, and 3)
no understanding.
37% of all participants correctly explained the concept of individual verifiability. 58% of participants using the redesign gave a complete explanation,
whereas only of those 16% using the original did. Two participants using the
redesign correctly explained the purpose of each code. 68% using the original and 25% using the redesign had an incomplete understanding. Finally,
16% using the original and 16.7% using the redesign demonstrated no understanding. Differences between the redesign and the original were significant
(χ2 (2) = 9.45, p = .009, Cramer 0 s V = 0.44).
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8.7

discussion of findings

In this section, we discuss the results from our user studies and explain
why usability alone is not sufficient. The findings related to effectiveness and
efficiency are discussed in Section 8.7.1. Next, ?? discusses the findings related
to satisfaction and user experience. Based on that, reasons why usability alone is
not enough are detailed in Section 8.7.2. Finally, Section 8.7.3 reflects on the
limitations of this investigation.

8.7.1 Effectiveness and Efficiency Findings

The effectiveness of detecting incorrect votes is crucial because it directly contributes to the security of the voting scheme. Considering privacy-sovereign
interaction, if voters can verify effectively and efficiently, user competence is
provided.
Using the original interface, between 42% (exploratory study) and 33% (redesign study) of incorrect votes were not detected because the participants
did not verify the return codes. There are three possible reasons for that.
The first reason is given by the misleading procedure indication on the original code sheet. Second, the participants did not read the instructions in
the voting software. Third, checking return codes is a mental task that is not
required to proceed. To proceed to the next step, voters only have to provide
the confirmation code.
The redesign improved the detection rate to 100%. There are three reasons
for the increased effectiveness. First, the code sheet depicts the verification
procedure correctly. Second, there is only one task per step. Finally, the buttons for proceeding contain a clear statement. Instead of a "next"-button, we
opted for the statements "yes, all codes match" and "no, at least one code
does not match". This introduces the task of choosing one option and likely
prompted the participants to read the instructions more carefully.
The participants in the redesign group needed on average 2.5min longer
than those who used the original. This increment is rooted in the additional
screens and the information and the aspect that more participants verified
the return codes. Since the redesign prompts voters to compare the codes,
this takes longer than just proceeding to the next step. As our results show,
the participants using the redesign spent on average 141s on the return and
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confirmation code pages compared to 48s in the original. We argue that the
increment of time does not constitute an issue because it reflects the duration required for a successful verification more accurately. Furthermore, the
participants did not make any negative statements regarding the duration.
Our analysis could not reveal a significant difference between the SUS scores.
Although the participants required more time and read additional instructions, their satisfaction was not impacted. The user experience scale of perspicuity refers to the ease of getting familiar with a new product and learning how to use it [LHS08]. The redesign was rated significantly better considering the perspicuity, which confirms that the instructions and interface
elements better support the voters during verification. Dependability shows
whether users feel in control and their perceived security and predictability
of a product [LHS08]. Also, in this domain, the redesign received significantly better ratings. This shows that the transparency is improved by a successful verification procedure and the access to information in the redesign
impacts the security perception of voters.

8.7.2

Usability is Not Enough

In individually verifiable Internet voting schemes, voters play an active part
in assuring the integrity of the election result. Thus, every voter has to be
able to verify. Our redesign enabled all study participants to detect incorrect
votes. However, it also revealed limitations of mere usability:
1. Voters need to understand why they verify. The participants in the
redesign study could only consider the information available during
the study. Most of them only had a limited understanding of what they
verified. Even if voters can verify effectively, without understanding
they might consider verification to be redundant and skip steps as
demonstrated in Section 7.6.
2. Voters need to trust verification. Significantly fewer participants using
the original interface were confident that their vote was correctly transmitted and registered. If voters do not trust the voting scheme, they
might refrain from using it.
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8.7.3 Limitations

This section reflects the limitations of the user study.
1. As a first limitation, one can argue that the study participants were
rather young. Thus, the findings of the study might not be representative. Similarly to the investigation presented in Chapter 7, this sample
reflects the group of people most interested in Internet voting in Germany [Gmb17].
2. The second limitation is given by scalability aspects. In our study, we
investigated an election with two contests, but referenda and elections
might have more. Therefore, our investigation does not consider scalability aspects connected to the number of contests. Scalability (weakness W6) is particularly challenging since addressing it requires a protocol change.
3. Similarly to the investigation presented in Chapter 7 we conducted
a lab study with participants that do not have any prior experience
with Internet voting. All information given to the participants was in
the voting software and on the code sheet. Considering real elections
in Switzerland, Swiss Post provides a demo website and informative
materials that could positively impact the interaction with the voting
software.

8.8 final recommendations and resume
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final recommendations and resume

In this section, we use the discussion in Section 8.7 as a basis to distill five recommendations to inform the interface design of individual verifiable Internet voting schemes in general (Section 8.8.1). Finally, Section 8.8.2 concludes
this chapter.

8.8.1

Recommendations for Interface Design

While we investigated the specific interface used in Switzerland, our results
also affect further individual verifiable Internet voting schemes described in
the categorization in Section 7.2. Based on our investigation and the discussion above, we conclude with five recommendations for the interface design
of verifiable Internet voting schemes.
1. Make it clear how to act in case of an incorrect vote. The purpose
of verification, in general, is to detect incorrect votes. Therefore, voters
must be informed on how to act in this case. If the auxiliary material,
such as code sheets or other credentials, is distributed to the voters,
this material should contain information on how to act if a problem
occurs.
2. Ask for one task per verification step. Voters might overlook tasks,
such as code comparisons if they have to perform multiple tasks within
one step. Therefore, each verification step in the software should contain exactly one task.
3. Ask directly for the outcome of mental tasks. Previous evaluations
of voting schemes show that voters frequently have to compare data
during verification [MKV18]. This data is either a verification code or a
voting option. Such comparisons are mental tasks. Our study indicates
that isolating a comparison to a specific step with buttons directly asking for the result of the comparison is likely to deliver improved effectiveness. Therefore, we recommend asking voters directly for the
outcome of mental tasks. The interface should also offer immediate
action options for all action possibilities. The buttons for proceeding
to the next steps should specifically be labeled with the result of the
mental task to prompt the voter to act.
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4. Provide complete verification information and instructions. Verification is an extra task that is not present in traditional paper-based
voting schemes, and Internet voters might not anticipate it. Therefore,
they need means to familiarize themselves with the procedure before
voting commences. Those instructions should match the steps from voting software to ensure good guidance. If a code sheet scheme is used,
the code sheet should also contain instructions to guide voters through
the process. The instructions should be delivered with the voting credentials or the trusted device in the other verification categories. Since
code sheets, devices and credentials are delivered via a trusted channel;
it is crucial from a security perspective to provide such instructions on
another channel because the voting software might be compromised.
5. Include clear labels for verification data. Each code required for verification should be labeled in a way that the label reflects its purpose. We
recommend the following terminology for code sheet-based schemes:
The initialization code should be denoted as login code. The confirmation code should be denoted as vote insertion code to clarify that this
code is required to insert the vote into the electronic ballot box. The
finalization code should be denoted as acknowledgement code. Other
verifiable voting schemes use different codes for providing verifiability.
The purpose of these codes has to be reflected by their label without
being too technical. Each document, such as credential letters or code
sheets, should be labeled so that its purpose is clear.

8.8.2 Conclusion

Individually verifiable Internet voting schemes based on code sheets performed best in the study of our proposed categorization (see Chapter 7).
Because of that, this chapter investigated interface realizations of the code
sheet scheme Neuchâtel [GGP15] in depth.
Interface realizations can impact privacy-sovereign interaction in the scopes
of user competence and user experience. Through three iterative studies of
the Neuchâtel scheme, we developed an interface and a code sheet that
effectively support voters during vote verification. Our proposed interface
improved user competence by detailed and easy-to-understand information
answering RQ2.2 (How can interfaces for code sheet schemes be designed for user
competence and user experience?)

8.8 final recommendations and resume

This chapter and the two preceding ones investigated the verification of
privacy data to ensure data integrity in the scope of privacy-sovereign interaction. All investigated use cases up to this thesis part share that users
intentionally interact with a device to fulfill a specific goal. The goals investigated in this thesis were authentication, authorization, and vote verification.
However, the proliferation of IoT devices fundamentally impacted how users
interact with devices. Besides intended interaction, interacting with IoT devices can be unintended. For instance, a visitor to a smart home might activate a voice assistant with their speech without intention. Furthermore, IoT
devices can capture the data of individuals in their surroundings without
any interaction. For instance, a smart thermostat might capture the body
temperature of an individual. The next thesis part studies privacy aspects of
IoT-equipped environments and focuses on bystanders who do neither own
nor administer IoT devices.
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F U N D A M E N TA L S F O R I O T P R I VA C Y

The previous chapters investigated scenarios in which users intentionally
interact with personal devices, such as computers or smartphones. The introduction of the Internet of Things (IoT) [AIM17] fundamentally changed
how humans interact with devices. Since IoT technology can be integrated
into everyday items, users might interact with an IoT device without noticing it. Furthermore, the IoT device could be passive and collect the data of
users without interaction.
The market share of IoT devices in private environments, such as smart
homes, is steadily increasing [Sta19]. Hence, it is becoming more likely to
encounter IoT devices owned by other persons, for instance, when visiting
the smart home of a friend [Yao+19b] or an AirBnB equipped with IoT devices [Son+20; MRK20].
Users might actively or passively interact with IoT devices that do not belong to them as bystanders. This can impact their privacy-sovereignty because IoT devices might process personal data that bystanders do not wish
to share. Most devices are controlled remotely, and it may not be easily possible to assess their current status [Col+20]. As a result, gaining awareness
on IoT devices, in particular with the goal of making informed privacy decisions and communicating these to each and every IoT device encountered
in daily life, becomes a major challenge.
This chapter aims to provide fundamentals of IoT-equipped environments
because the following chapters 4.6 and 11 investigate bystander privacy in
the scope of private IoT environments.
The remainder of this chapter is structured as follows: Section 9.1 provides
the background of this thesis part by introducing relevant terminology. Then,
Section 9.2 summarizes existing publications that investigate privacy in IoTequipped environments and bystanders privacy.
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9.1

background

This section provides information about the Internet of Things in Section 9.1.1.
Next, different user roles in IoT environments are detailed (Section 9.1.2) according to the terminology used throughout this thesis part. Finally, Section 9.1.3 provides information on personal privacy assistance because the concept investigated in Chapter 11 is based on that.

9.1.1 Internet of Things
 Definition 4: Internet of Things

The Internet of Things is a conceptual framework that leverages on the availability of heterogeneous devices and interconnection solutions, as well as augmented physical objects providing a shared information base on global scale,
to support the design of applications involving at the same virtual level both
people and representations of objects.
Atzori et al. [AIM17], page 137

definition 4 provides a definition of the Internet of Things (IoT). Among
IoT devices are personal devices, such as smartphones or smartwatches, and
devices that are integrated in an environment.
Smart Homes form a special case of IoT environments. They are households
equipped with IoT devices serving various purposes, such as promoting
comfort, home security, or entertainment [Ald03; Bin+11; GGG15; Sam16].
The data collected by IoT devices in smart homes can be stored and processed outside the smart home [Gub+13]. IoT devices in smart homes can be
connected to each other, the Internet, or the provider [PZA19].

9.1.2 User Groups in IoT Environments

Different people can be present in IoT environments and hence be affected
by data capturing: 1) primary users and 2) indirect users.
Primary users interact with IoT devices to achieve specific goals. Mostly,
they are involved in purchasing, installing, and administering IoT devices.
As a consequence, primary users are aware of IoT devices in their surroun-
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dings. An example of a primary user is a smart home owner who buys a new
IoT device offering them more comfort. The group of indirect users includes
people present in the IoT environment but do not own the devices. Such
indirect users could be visitors of an IoT environment or other residents
of a smart home. In this thesis, several indirect users are jointly coined as
bystanders. Bystanders can actively interact with IoT devices in two ways:
1) intendedly and 2) unintendedly. Considering an intended interaction, the
bystanders know about the IoT device and its functionalities. However, IoT
devices can be everyday objects, and bystanders might interact with the IoT
functionality unintendedly. For instance, a bystander might open a smart
fridge to get a beverage. The unintended interaction is given by the fridge’s
camera that captures the fridge content and puts consumed products on a
shopping list.

9.1.3

Personalized Privacy Assistance

To act digital privacy-sovereignly, each user must be able to decide individually about their personal data. Users first have to evaluate information to
make a decision. Then, they formulate the decision to express their intention.
Finally, they communicate the decision to another person or entity that can
realize it.
Users can be overwhelmed by privacy decisions by the amount of information that has to be considered for making a decision [Col+20]. Personalized
Privacy Assistants (PPAs) are systems that assist users to act digital privacysovereignly. Chapter 11 investigates different PPA realizations. Depending
on the specific realization of the PPA, it can support the users in the different tasks of making, formulating, communicating, and realizing privacy
decisions.
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9.2

related work

This section first summarizes studies that investigated the privacy perceptions
of IoT devices and environments (Section 9.2.1). Then works on personalized
privacy assistants from the literature are desribed in Section 9.2.2. This is
followed by literature on bystander privacy and personal privacy assistance in
Section 9.2.3.

9.2.1 Privacy Perceptions Considering IoT Devices and Environments

Prior works investigated privacy attitudes in the scope of IoT devices and
identified several privacy concerns [ARS19; TKL19; Zha+14; Apt+18; Bra+19;
Chu+17; Cho+12; Ahm+17; WMV16; Pag+18; Lut+18; LPS19].
Investigations of specific privacy attitudes have produced mixed results. On
the one hand, participants in studies feared that the collected data might be
misused to plan burglaries or private information might be accessed by unwanted third parties. [ZMR17; Zim+18]. This aspect has been confirmed
by studies of IoT device owners and further participants who were not
concerned about the collected data but did not trust IoT device providers
and wished for transparency [Rod+13; TKL19; Ema+17; Jak+17; Mik+18].
Lay users expressed difficulties in naming specific consequences that could
arise from sharing smart home data [GRV18]. However, smart home owners
should be aware of potential consequences to be motivated to configure the
system to match their privacy needs [GRV18; KP14]. Yao et al. let participants
design privacy-respecting IoT interfaces resulting in designs that increased
the transparency of data collection and allowed controlling the data collection [Yao+19a]. Some users of smart speakers do not use their full functionality due to privacy concerns and do not want those smart devices to learn
sensitive information about them, such as health symptoms [ARS19].
On the other hand, investigations show that users are not concerned about
potential threats [ZMR17; LZS18]. These mixed results might be related to
differences in participants’ knowledge [GVR17], differences regarding the
IoT devices they used, and different privacy attitudes in general.
Another stream of research investigated how privacy in the presence of
IoT devices could be improved. Being aware of potential consequences
motivated participants to configure IoT devices matching their privacy
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needs [GRV18; KP14]. Another possibility to enhance privacy is informing
users about IoT devices through labels on the device packaging before they
buy them [Ema+19; Ema+20].

9.2.2

Bystander Privacy

The privacy of bystanders might be violated in IoT environments [Pid+11].
Bystander privacy has been investigated in the context of different emerging
technologies, like lifelogging with wearable glasses or cameras [Hoy+14;
KKM15; Pri+17], (sonic) augmented reality [Ahm+18; CFJ16; WMF18], multiuser augmented reality [Leb+18], and mixed reality [DTS19; MC15; Per+18].
Bystanders in the vicinity of visually impaired users would share information for assertive purposes and even more information if they can exert
control over it [Ahm+18]. The users of lifelogging-technologies generally
aim to preserve bystander privacy when sharing their data by establishing
rules [Pri+17]. The concerns of bystanders regarding the presence of augmented reality wearable devices are dependent on the context, as two studies
show [CFJ16; DDK14]. Participants differentiated between public and private
places. They articulated that recording in places, like bathrooms, bedrooms,
or other homes, would be unacceptable and wanted to be asked for permission beforehand.
Existing work in the scope of privacy concerns in smart homes primarily
focuses on smart home users. Some works uncovered concerns about the
individual privacy of other smart home inhabitants [MKH16; UJS14]. For
instance, minors living in the household might express discomfort that the
parents can monitor them [McR+17; Ric19; UJS14].
Several studies investigated multi-user scenarios in smart homes with multiple residents [GR19; Yao+19a; ZR19; ZMR17; GM19]. Privacy aspects can
be negotiated among different inhabitants [GR19]. On the other hand, the
complex social relationships and power dynamics within a home can also
complicate privacy aspects [Yao+19a]. Although not explicitly investigating
visitors, two studies show that smart home residents wish to have a visitor
mode of devices to protect their privacy from the visitors [ZR19; ZMR17].
Another stream of related work indicates that owners of IoT devices can
consider the presence of bystanders as a privacy threat. Participants in a
study investigating the display of notifications on smart windows wished
an option to switch off the notifications if visitors are around [Bad+19]. Yao
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et al. studied three specific scenarios in which the privacy of bystanders in
smart homes can be relevant [Yao+19b]. They conducted a co-design study to
identify factors that impact and mitigate bystanders’ concerns within these
scenarios. Their most prominent finding was the wish of bystanders to exert
control over data collection. Mare et al. specifically investigated perceptions
of smart devices in AirBnBs, revealing a tension between AirBnB owners
and their guests [MRK20]. Based on their study results, they provide design
recommendations aiming to reduce the tensions between hosts and their
guests. Song et al. investigated means to support the discoverability of smart
devices in environments that are private and, at the same time, unknown to
visitors, such as hotel rooms. A combination of LED indicator lights and a
beep sound supports users best in discovering devices [Son+20].

9.2.3 Personalized Privacy Assistance

As described in Section 9.1.3, personal privacy assistants (PPAs) are systems
that assist users in protecting their privacy. PPAs have been investigated
in different domains, such as websites [CGA06], online social media [FL10;
Jak+11], or mobile apps [Liu+16; TZS18]. The remainder of this section summarizes PPAs for IoT devices.
Several solutions for realizing PPAs have been proposed and investigated
in the literature [Pap+17; Das+17; Lan02]. It has been shown that balancing between users’ autonomy and the support provided by the PPA is
crucial [Col+20]. On the other hand, the desired level of support and autonomy is highly individual, and there is no one-size-fits-all solution for a
PPA [Stö+20]. Colnago et al. investigated perceptions and adoption of notification PPAs, recommendation PPAs, and decision PPAs [Col+20]. In general, participants preferred PPAs, which let them actively control the properties of the data collection. The aspect of being in control was considered
as more important than cognitive overload [Col+20]. Specific usage contexts
were not investigated. Similar to previous studies of PPAs for online social
networks [Nam+18], Colnago et al. concluded that PPAs should allow their
users to choose an individual level of automation based on their personal
wishes.
Existing work on PPAs for IoT devices strongly focused on public environments, for instance, smart buildings [Pap+17], retail stores [Rab+18] or
nearby cameras [Das+17]. Langheinrich describes a PPA framework, infor-
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ming users about the data collection and providing access to privacy settings [Lan02].
Naeini et al. conducted a large-scale online survey, showing that privacy attitudes are connected to environments and data types [Ema+17]. People perceived data collection in public environments as less critical than in private
ones. Such private environments can be smart homes. The author proposes
a privacy settings interface that allows users to configure multiple smart assistants [He19]. Seymore further extended this idea and developed a PPA
that informs users about the data collection of their IoT devices, provides
the option to set up a firewall to prevent data leakage, and provides lessons
about network privacy [Sey+20].
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The last chapter introduced terminology and gave an overview on related
works demonstrating that bystander privacy in IoT-equipped environments
is only researched in few studies that consider specific use cases [Yao+19a]
mainly considering holiday homes [Son+20; MRK20]. This chapter contributes an investigation of bystander privacy. Based on this investigation,
challenges for enabling privacy-sovereign interaction in IoT-equipped environments are described.
This chapter contributes three investigations of bystander privacy. The first
study examines general perceptions and privacy protection measures in the
form of coping strategies. The study was carried out in the form of interviews. The participants were interviewed about their behaviors when visiting a foreign smart home. The study demonstrates that awareness and a
lack of coping strategies form the two main barriers for privacy-sovereign
interaction. Consequently, the second study investigated mental models of
smart home bystanders with a focus on data flow and privacy aspects. The
study demonstrated that bystanders have several misconceptions that prevent them from acting according to their privacy needs. The final study investigates different levels of familiarity with the visited IoT-equipped environment.
This chapter investigates the following research question, which is a component of RQ3 :

?

Research Question

RQ3.1 : How is the current state of privacy-sovereign interaction in IoTequipped environments for bystanders?
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The remainder of this chapter is structured as follows. Section 10.1 describes
the methodology and results of the first study. Next, Section 10.2 presents
the mental model study and the results thereof. The third study that investigated the levels of familiarity is reported in Section 10.3. The results of all studies are discussed in Section 10.4. Section 10.5 integrates the results and discussion into challenges for bystander privacy in IoT-equipped environments.
Section 10.6 concludes this chapter.

investigating bystander privacy in iot-equipped environments
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10.1

first study: general perceptions and coping

This section investigates the privacy perceptions of bystanders in IoT environments. Related work that investigated specific use cases of IoT devices
demonstrated the wishes of bystanders to act privacy-sovereignly [Yao+19b].
General perceptions of bystanders were not investigated.
With our first study, we evaluate visits of smart homes with current IoT
devices to investigate the behavior of bystanders. Hereby, we place a focus
on behavior that is related to privacy-sovereign interaction. In particular, we
aim to shed light on the following research questions:

?

Research Question

RQ3.1.1 : What are the perceptions of bystanders regarding privacy in a
foreign IoT environment?
RQ3.1.2 : What are the coping strategies of bystanders to protect their
privacy in foreign IoT environments?

To answer the research questions, semi-structured interviews with 21 participants were conducted.
The following section details the interview procedure (Section 10.1.1). Next,
information about the participants of the study is given (Section 10.1.2). Section 10.1.3 describes the data analysis and Section 10.1.4 reflects on limitations
of this study.

10.1 first study: general perceptions and coping

10.1.1

Interview Procedure

The procedure of the interviews was as follows.
1) Welcome. Before the interview, each participant received and signed the
consent form and provided demographics.
2) Understanding. We commenced the interview by letting the participants
explain their understanding of a smart home. Then, we introduced the definition of smart home from our research project to establish a common understanding. Questions regarding this definition were answered, and some
examples of smart homes were made together with the participants. Next,
the participants were asked about their experiences with IoT devices.
3) Scenario Introduction. The participants were introduced to the scenario
which is visiting a smart home. The scenario served the purpose of nudging
the participants to think as bystanders.
4) General Perceptions. The participants were asked about their perceived benefits from smart homes. Within this question, we asked the participants to
consider 1) benefits for the owner of the smart home, 2) benefits for other
people that reside in the smart home, and 3) benefits for visitors. This differentiation was kept throughout the interview. The next question was about the
perceived disadvantages. This question was asked to investigate whether the
participants mention privacy before introducing it.
After establishing a common understanding of privacy, we asked whether
the participants consider the privacy of the owner, other residents, and visitors to be protected. Then, we asked them which party or person can be
responsible for privacy violations in their understanding.
5) IoT Devices. Next, we investigated the participants’ perception of specific
IoT devices that are already available on the market. We provided a list of
the devices, their main functionalities, and the data they can capture. Although all devices are available on the market, the manufacturers were not
mentioned to avoid confounding with the participant’s opinion of that man-
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ufacturer. In particular, we considered the following devices: smart assistants
(such as Alexa or Google Home), smart screens (e.g., a TV), smart household
devices (e.g., a fridge, vacuum, or thermostats), and smart surveillance systems. Participants were asked whether they consider it problematic to visit
a household with such devices and whether they consider their privacy to
be protected.
6) Coping Strategies. In this part, the participants were asked about coping
strategies for privacy protection. First, they were asked whether they have already acted to protect their privacy in a smart home. Next, we asked whether
they consider it necessary to protect their privacy. Then, we asked participants how they would like to protect their privacy and specific measures.
7) End. After the interview, we explained that the interview was focused on
privacy, and we gave the participants the opportunity to ask questions or to
give additional feedback.

10.1.2

Participants

We recruited 21 via mailing-lists, posters, flyers, and by snowball sampling.
They were on average 26.4 years old (SD = 5, Min = 21, Max = 55). 34% of
participants identified as female and none as “other”. The invitation did not
contain any information that the study investigates privacy; instead, it only
mentioned an investigation of perceptions of (potential) IoT device users.
Thus, the study was restricted to participants that either own IoT devices or
are interested in owning them in the future. 54% of participants reported having never used IoT devices that are networked among each other, 2% used
them in the past, 25% reported using single IoT devices, and 19% reported
active usage. 38% of the participants reported having visited a foreign smart
environment before, 15% did not know whether they have visited a smart
environment before, and the remaining 53% visited households with single
IoT devices (e.g., one smart speaker). We did not reimburse the participants
for participating in our study.

10.1 first study: general perceptions and coping

10.1.3

Data Coding

We analyzed the interview transcripts using methods from the grounded
theory approach [MC03]. Two researchers individually coded two representative interviews using thematic analysis with open coding [BFM16]. In a
review meeting, a coding tree with 164 codes was established. Then, one
researcher coded all interviews using the coding-tree. Through axial coding,
the codes were related to one another, which resulted in the creation of three
main categories. The statements from the participants were translated from
German.

10.1.4

Limitations

In this section, we reflect on the limitations of our investigation:
1. A first limitation is given by the investigated sample. The sample consisted of rather young participants. Some of them gained familiarity
with IoT devices during our study. While this reflects the bystander
scenario, it cannot provide insights on frequent visits to IoT-equipped
environments. Consequently, the sample might not be representative.
2. As a second limitation, one could argue that our investigation was
limited to IoT devices that are available on the market. Most of the
current IoT devices are rather obvious. Future IoT devices might be
more unobtrusive and discreet and thus result in even more awareness
issues.
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10.1.5

Results

In this section, the results from the semi-structured interviews are described.
The sections 10.1.5.1 and 10.1.5.2 particularly consider RQ3.1.1 (what are the
perceptions of bystanders regarding privacy in a foreign IoT environment) by describing privacy perceptions of bystanders in foreign IoT environments. Section 10.1.5.3 describes the coping strategies and answers RQ3.1.2 (what are the
coping strategies of bystanders to protect their privacy in foreign IoT environments).

10.1.5.1

Privacy Aspects as Perceived Disadvantage

The participants named several disadvantages of IoT environments. These
include the additional complexity of devices that might increase cost and
assembly time (N = 10), but also security-related aspects, such as software
bugs (N = 11) or hackers that might exploit vulnerabilities (N = 14). Before
introducing privacy into the interview, this question was asked to find out
whether the participants consider privacy by themselves.
On the one hand, the participants almost equally often mentioned that the
privacy of other residents that do not control the IoT devices (N = 16) and
of visitors (N = 13) might be violated. On the other hand, only 38% of the
participants considered IoT devices to be beneficial for visitors. The only
reported benefit was an increased convenience through automation:
“Guests know nothing about the captured data, they don’t know where it’s stored, when it’s
deleted and not even why the data is collected.” (P6)
“As a visitor, I don’t know what’s happening [...] is my voice recorded the entire time? Someone could access that, and the admin has access anyway.” (P13)

10.1.5.2

Privacy Perceptions

After introducing the privacy definition, we focused the interview on privacy. The participants were asked whether they consider privacy in a smart
home to be protected. Again, we used the differentiation of the owner, other
residents, and visitors. Table 10.1 provides a summary of the privacy perceptions.

10.1 first study: general perceptions and coping

Table 10.1: Privacy perceptions expressed by the participants.
Perceptions

Explanation

Trust Aspects

privacy is related to trust towards the IoT device owner

Lack of Awareness

visitors have difficulties in judging whether a device is an IoT device

Lack of Concern

visitors are not concerned because the IoT devices are not personalized
for them and they visit smart homes rarely

Parties that Violate Privacy

bystander privacy might be violated by users of the IoT device, device
owners, and external attackers

Trust Aspects. Participants expressed that trust towards the owner of the
device or the provider of it is required. If the owner was a friend or a person that they know well, some considered their privacy as a visitor to be
protected (N = 7):
"That would then depend on whom I go to, whether I trust them or not and how well we
know each other." (P4)

Four participants also considered that the provider of the device has to be
trusted:
"So that they [visitors] just have to trust that the administrator and the company, which
offers and operates the network, do their job properly and make sure that the privacy which
they have as visitors, is protected." (P10)

Considering these trust aspects, the participants only mentioned the visitors
of smart homes. Other residents of the smart home were not mentioned.
Lack of Awareness. Since IoT devices commonly are everyday devices, seven
participants expressed difficulty judging whether a device can collect data.
The participants stated that without further information or knowledge of the
device, visitors could not gain adequate awareness without the cooperation
of the device owner:
"It’s even worse than for residents, they [the visitors] may not even know anything about
it." (P1)
"I wasn’t aware of it that the device could theoretically violate my privacy." (P2)

Lack of Concern. Some participants did not feel concerned about the devices
because those are not personalized for them as visitors. This indicates that
people might think that registration on the device is necessary for the device
to capture data about this specific person:

197

198

investigating bystander privacy in iot-equipped environments

"Depends on how intelligent the system is. So I’m assuming that the smart home is stupid
for visitors and others it’s not configured for. Then, I think that privacy is a bit different.
Because the system doesn’t know the people. They are anonymous for it." (P6)

Another lack of concern results from a rather rare presence of visitors in
smart homes. Meaning that rare presence results in amounts of data that are
too small for a privacy violation:
"I will also be monitored, my data will be stored. But not as much as the owner or the people
who live there permanently." (P11)
"I think the visitors’ privacy is protected because they only interact with the smart home once
in a while." (P2)

Parties that Violate Privacy. Six participants considered their privacy to be
violated by another user of the devices because they could access their data.
Two participants stated that the device owner might unintentionally disclose
their data. Seven considered the device provider to be able to violate privacy
by accessing the data. Furthermore, seventeen participants considered external attackers, such as hackers, to be a source of privacy violation. In this
scope, the participants did not differentiate between residents and visitors
and considered them equally. Sample comments from the participants are:
"The owner could read the data from the roommates, and then determine their habits." (P12)
"The owner could, perhaps somehow pass data to third parties, maybe without knowing."
(P8)
"Of course, it may be that some hackers or so get access to some data." (P13)
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Table 10.2: Overview of coping strategies.
Strategy

Explanation

No Strategy

no measures is taken voluntarily

Status Assessment

the status of the IoT device is checked

Switching Off

asking the owner to switch off the IoT device

Data Deletion

data deletion after leaving the smart home

Jamming

jamming the sensing technology of IoT devices

Behavior Adaption

change of behavior (not visiting the smart home, adapting conversation)

No Applicable Strategy

helplessness in finding strategies

10.1.5.3 Coping Strategies of Visitors
When presenting a list of the smart home devices that are already available
on the market, we asked the participants about their experience with such
devices and whether they, as visitors would like to protect their privacy
from them. The participants communicated various coping strategies that
they either actively use or that they wish to use. Some reported that they
do not want to use any coping strategy. Table 10.2 summarizes the coping
strategies.
No Coping Strategy. Five participants would not take any measures for various reasons; those include a comfort that is only received by sacrificing
privacy (N = 2):
"Someone who runs it won’t probably put the worries under the comfort because the comfort
is probably more important to [them], otherwise, [they] wouldn’t run it." (P4)

Two participants stated the lack of concern mentioned above and resignation
as a reason:
"A mixture of disinterest and resignation? In the end, my things like my voice are all over
the place anyway, and my statements and I’m spreading everything I have to say everywhere
anyway." (P18)
"I’m a very gullible person [...] I’ve never had any bad experiences, and so I’m probably a bit
too generous sometimes when I share such data, order things over the internet or whatever.
So sometimes I’m too open and probable, but as I said I’ve never had any bad experiences."
(P8)
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Status Assessment. Similar to other domains in which data is collected,
three participants wish to gain knowledge about the device’s status to judge
whether they need to take measures:
"It is important to me that especially delicate topics are not recorded by a speech recognition
system, and that I have the possibility to check whether speech recognition is really off." (P10)

Status assessment is considered as a way to assess the current state of data
collection in the surroundings. Some participants said that the device owner
could also inform them about the device or even expect the owner to do this
without prompting:
"I’d like to know [the device status]. Let’s put it this way. I’d like to know [...] then I could
live with it, but I’d like to know." (P1)

Switching Off. Switching the device off or asking the owner to do so was
mentioned by five participants. However, two of them only considered it in
a hypothetical way, meaning that they consider it to be a good measure but
would not apply it in reality:
"[...] asking the host to turn off the data storage. Because that’s going to be a relatively small
amount of collected data coming from me anyway, but I can’t imagine now that’s for a short
visit I’d do something like that, but, yeah, that’d be more relevant to the people who live there
than to short visitors." (P11)
"I mean the only measure is switching it off. Or not going there at all." (P14)

Data Deletion. Three participants wished a possibility to delete data that
was collected about them. Depending on what they did in the foreign smart
environment, they want to decide if the data is kept or not when leaving:
"That you have the possibility to view this and possibly delete the recordings yourself so that
you can go to the person who administers it and tell him ’you wouldn’t like it if recordings
were made by me tonight, please make sure that they are deleted.’" (P10)

Jamming. Three participants would like to jam the data collection:
"[...] you have a smartphone or something like that with you, it sends out an interference
signal or something, so that the speech or something can no longer be recorded." (P5)

But on the other hand, they considered this as an overreaction:
"If you were really hard on it, you could take a jamming transmitter with you, for example,
but it’s also a bit too much, I think." (P9)
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Behavior Adaption. Four participants would even change their behavior in
the presence of IoT devices. They either would refrain from visiting or they
would adapt the content of their conversation:
"If I were a visitor more often, I think I would be uncomfortable, but if I am only there a few
times, it wouldn’t be a bigger problem for me. So I wouldn’t try to protect my privacy, but I
wouldn’t go there so often." (P15)
"So I wouldn’t necessarily mention private details in the presence of such a device, which
nobody else should hear." (P9)

No Applicable Strategy. Besides the specific strategies mentioned above,
participants expressed helplessness in finding a practical coping strategy.
Four participants thought that the ubiquity of IoT devices in the future
would make it impossible for them to take measures in the future. Besides
not visiting the smart environment, they feel as if there was no possibility to
escape the data collection:
"I don’t think you can really fight it, yet." (P6)
"I don’t know how I could protect myself. If there was something to do I would do it, but I
simply don’t know how." (P18)

10.1.6

Summary

Bystanders in foreign smart homes perceive privacy aspects as disadvantages for them. Their privacy perceptions are based on their relation to the
owner of the IoT device. Bystanders have difficulties judging the capabilities
and status of IoT devices and might think that personalization is needed to
capture sensitive data. This, in summary, answers RQ3.1.1 (what are the perceptions of bystanders regarding privacy in a foreign IoT environment). Based on
that, bystanders struggle to act privacy-sovereignly. The coping strategies
are either considered to be extreme and hypothetical or no strategy is taken.
This, in summary, answers RQ3.1.2 (what are the coping strategies of bystanders
to protect their privacy in foreign IoT environments).
The results of the first study show that current IoT devices offer limited user
agency for bystanders. Consequently, bystanders can only perform extreme
actions to act privacy-sovereignly, such as living the smart home or switching off IoT devices completely.
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10.2

second study: investigation of bystander mental models

In the light of the results reported in Section 10.1.5, the mental models of bystanders in IoT environments are investigated in more depth in this section.
The results of the first study indicate that bystanders are not aware about
the potential consequences of data collections by IoT devices. This missing
awareness can have several reasons. First, bystanders, in general, might not
have enough knowledge about the functionalities of IoT devices. Participants in the first study expressed difficulties in judging the capabilities of
a device. Second, the missing knowledge might not be related to the functions of the IoT device, but to consequences, as studies of primary users
show [GRV18]. This means even if bystanders know how IoT devices work,
they might evaluate the data collection in a wrong way.
Mental models are internal representations humans derive from the real
world. Based on mental models, humans adapt their behavior [Joh83; Bor86;
Kan+15]. When using technologies, users can have two types of mental models: 1) functional, and 2) structural models [Nor14]. Users with functional
models know how to use technology, but not how the technology works in
detail. Users with structural models have a detailed understanding of how
technology works. This also implies that mental models must be free of misconceptions [Kul+13]. Once a mental model has been constructed, it is rarely
modified [Tul+07]. Misconceptions in mental models might lead users to behaviors that do not represent their actual desires. Hence, the mental models
of bystanders in IoT environments are crucial and contribute to their privacy
attitudes. If a mental model has a misconception, a bystander might act in a
way that does not meet their privacy needs.
To investigate the mental models of bystanders, an interview study with 15
participants was conducted. The interview study investigated the following
research questions:

10.2 second study: investigation of bystander mental models

?

Research Question

RQ3.1.3 : What are the mental models of bystanders in IoT environments?
RQ3.1.4 : What are misconceptions that hinder bystanders in acting
privacy-sovereignly?

The next section describes the procedure of the interviews (Section 10.2.1). Information about the study participants is given in Section 10.2.2 and Section 10.2.3 details the data analysis. Section 10.2.4 reflects on limitations. The
resulting mental models are described in the Sections 10.2.5 and 10.2.6.
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10.2.1

Interview Procedure

The procedure of the interviews was as follows.
1) Welcome. We commenced by providing participants a consent form, which
we asked them to read and sign. “Privacy” was not mentioned in the study
invitation, nor in the consent form to avoid priming. Next, the participants
provided demographics.
2) Drawing Exercise. The participants were introduced into the scenario which
is visiting the smart home of another person. In this part of the interview, the
participants were asked to sketch their understanding of data flow within the
foreign smart home. Therefore, they received a piece of paper in DIN A3 size
and pens in different colors. Participants in prior studies, including drawing
exercises (cf. [Zim+18]) faced two challenges. First, it was hard for them to
add details to their sketches resulting in very simple sketches. Second, the
participants struggled in commencing with the sketching. To mitigate these
issues, we provided the participants with a wide range of printed cut-outs
of IoT devices that they could choose for their sketches. We furthermore
wanted to ensure that participants indeed consider a smart home ecosystem
as a whole. In particular, the participants were asked to choose devices of
five categories of IoT devices that are already available on the market (at
least one each). Those categories were: 1) entertainment and communication, 2) energy management, 3) security and safety, 4) health, and 5) home
automation.
We specifically asked participants to sketch their understanding of how the
devices are connected to each other, including their understanding of the
data flow, focusing on data that contains personal information about them.
During the drawing exercise, we encouraged participants to think aloud
and comment on what they were drawing because previous studies demonstrated the effectiveness of this combination [ZMR17].
3) Semi-Structured Interview. After the drawing exercise, the participants were
interviewed. We used the sketch from the previous part as the basis for that.
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Participants were instructed to highlight devices and entities that collect or
receive data about them and explain their understanding. Next, the examiner
asked participants to label entities in their sketches to make clear what they
depict.
4) End and Reimbursement. After the interview, we gave participants the opportunity to ask questions or to provide additional feedback. Finally, we
reimbursed them with an online shopping voucher valued at roughly 10
dollars.

10.2.2

Participants

We recruited 15 participants. Participants’ age ranged from 18 to 59 (mean =
24.93), N = 4 identified as female. Utilizing the ATI scale [FAW19], we assessed participants’ affinity for technology on a scale from 1 to 6, where
higher values indicate a higher affinity for technology. The participants’ affinity similarly from 2.78 to 5.56 (MN = 4.33, SD = 0.66).
Within the demographics questionnaire, we asked participants to list their
own IoT devices. Furthermore, we asked them about prior experience and
how often they interacted with IoT devices (at home and in general). Four
participants reported owning IoT devices; all participants owned smartphones.

10.2.3

Data Analysis

The interview transcripts and digitized sketches were analyzed in two sessions using grounded theory [MC03]. The analysis consisted of open, axial,
selective, and theoretical coding [BFM16].
In the first session, we analyzed the level of sophistication of the mental
models by analyzing the participants’ sketches and the comments they gave
during drawing. We used an open-coding approach [BFM16] in which two
researchers were the coders. They developed a code dictionary consisting of
four codes for the expressed level of sophistication by reviewing all sketches
and agreeing on a final code dictionary. Then, they independently coded
all sketches. Results were discussed, and final code allocations were agreed
upon. Throughout the analysis, we also considered the audio recordings to
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complement the information expressed in the sketches. To determine the
interrater reliability, we calculated Cohen’s κ, which is 0.824 (almost perfect
agreement) [Coh60].
Additionally to the sketches, the interview transcripts were analyzed. Two researchers individually coded two representative interviews and established
a coding tree in a review meeting. The coding tree consisted of 103 codes
and was applied to the remaining interview transcripts. We related those
codes to each other using axial coding, which resulted in six final categories
of codes.
Finally, based on the codes from the transcript analysis and the level of sophistication, we developed participants’ mental models of the smart home
ecosystem. These mental models include the perceptions of entities that capture and store data about bystanders.

10.2.4

Limitations

In this section, we reflect on the limitations of our investigation:
1. Similar to the first study, a limitation is given by the investigated sample that consisted of rather young participants. Consequently, the sample might not be representative.
2. A second limitation could be given by the printed pictures of IoT devices that we provided. To limit the participants in their expression,
we provided products that are already available on the market from a
wide range of product categories. To create a list of available devices,
we systematically searched best-seller lists of online stores, resulting
in 89 IoT devices. We grouped similar devices and provided a generic
depiction as a print out to the participants. Not to limit them in their
drawing, the participants were told that they could add devices if they
are not present as print-out.
In the remainder of this section the mental models are detailed. Section 10.2.5
describes the level of sophistication and Section 10.2.6 details the models on
data collection.

10.2 second study: investigation of bystander mental models

10.2.5

Mental Models: Level of Sophistication

Based on the interviews and sketches, we found four types of mental models
regarding the smart home ecosystem that were demonstrated by our participants, differing in their level of sophistication. This answers RQ3.1.3 (what are
the mental models of bystanders in IoT environments). Previous work on mental
models of smart home users used two levels of sophistication (e.g., [TKL19]).
We provide a more nuanced view to demonstrate differences between the
investigated target groups of bystanders and primary users. In particular,
we found the following four types:
1) Schematic Simplification (functional). Participants only sketched connections between the devices within the five categories provided by the examiner. These connections were not further specified. The role of external entities, such as the Internet or external service providers, were not explained or
not mentioned at all. Five participants demonstrated this schematic simplification. An example is given by Figure 10.1a.
2) Basic Understanding (functional). This type of model is characterized by
an extending of the previous type with external entities, such as the Internet or a cloud and a clear connection to them. The basic understanding also
forms a functional model since details are still very limited. Three participants demonstrated a basic understanding. The reader os referred to Figure 10.1b for an example.
3) Advanced Understanding (structural). Participants demonstrating an advanced understanding frequently sketched a central component (e.g., a
smartphone/server) controlling all other devices. They made a distinction
between a local network and the Internet and added other components (e.g.,
a central server) that go beyond the provided categories. This forms a basic
structural model as details about the connections and topology are included.
Six participants showed an advanced understanding. An example sketch is
given by Figure 10.1c.
4) High-level Understanding (structural). The high-level understanding is a
sophisticated structural model [Nor14]. The participants made clear distinctions between different network types within and outside the smart home.
They added additional entities, such as the Internet, clouds, and even attack surfaces. They also sketched a clear data flow between the devices. One
participant showed a high-level understanding (see Figure 10.1d).
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(a) Schematic Simplification

(b) Basic Understanding

(c) Advanced Understanding

(d) High-Level Understanding

Figure 10.1: Examples of sketches depicting the mental models. The labels have
been added to the sketches to enhance readability.

10.2.6

Mental Models: Data Collection

The participants were asked to highlight IoT devices and entities that collect data about them (e.g., data created by sensors) and to explain how the
data collection works according to their understanding. We also asked them
to mark devices that receive data (e.g., existing data within the ecosystem)
about them and to explain how. Receiving considers devices without sensors that receive data from other IoT devices. The mental models described
here answer RQ3.1.4 (what are misconceptions that hamper bystanders to in acting
privacy-sovereignly).
No interaction, no data collection. This mental model describes data collection by direct interaction with an IoT device. Six participants stated that
devices do not collect data about them if they do not actively interact with
the devices. Surveillance cameras and motion sensors formed an exception.
Participants knew that these devices could capture data in the form of images or movement without an intended interaction.

10.2 second study: investigation of bystander mental models

“It depends a lot on the usage. For example, if I would charge my phone and go to the power
outlet. But in principle, the power outlet could collect data from me [...] I don’t wear the
smartwatch. Thus I do not think so [that it collects data about me].” (P14, basic understanding)

This model was prominent among participants with functional mental models of the smart home ecosystem (schematic simplification or a basic understanding).

No registration, no personal data. Another aspect mentioned by the participants (N = 4) is that even if they interact with a device that captures data,
the data is not personal unless they are registered as users:
“With the refrigerator, the question is what kind of functionality it has. In principle, if I take
a beer out now, it collects data somewhere that at least one beer is missing. It probably can’t
assign it to me, but it is missing.” (P14, basic understanding)
“When I sit on the sofa as a guest and switch through the TV, I also generate data. Also,
not individually, so they can’t draw conclusions about me, nevertheless, it generates data of
course.” (P2, advanced understanding)

Again, this type of model was expressed by participants with a functional
mental model.

Known devices form exceptions. Participants stated that smartphones collect data about smart home visitors (N = 4). All participants who explained
this aspect connected it to their existing knowledge about smartphones.
“With a smartphone, I could imagine the front camera running or anything else being
recorded. The moment it is collected, I always assume that it will be stored.” (P11, schematic
simplification)

All devices could collect data, except wearables. Participants expressed that
all devices in the vicinity of a person can collect data about them in general.
However, wearables formed an exception because the participants expect
that they have to be worn to collect data. Two participants expressed that all
foreign IoT devices collect data about them but considered smartwatches as
an exception:
“All except for the smartphone and smartwatch of the owner.” (P9, basic understanding)
“Generally all [devices] that I’ve described I would say, except for the smartwatch.” (P6, basic
understanding)
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10.2.7

Summary

Our sample demonstrated mental models with four levels of sophistication
considering data flow in smart home ecosystems. This, in summary, answers
RQ3.1.3 (what are the mental models of bystanders in IoT environments). Considering the data collection, the participants expressed four main misconceptions. The misconceptions were that interaction is required for data collection
and that only the registration of personal accounts results in the creation of
personal data. This, in summary, answers RQ3.1.4 (what are misconceptions that
hamper bystanders to in acting privacy-sovereignly) and confirms results from
the first study.

10.3 third study: bystander perceptions of iot scenarios

10.3

third study: bystander perceptions of iot scenarios

The previous two sections investigated privacy perceptions, coping strategies, and mental models of bystanders in IoT environments. In both studies,
we considered generic visits of foreign smart homes and investigated the perceptions of different IoT devices and the understanding of IoT ecosystems.
In this section, this investigation is broadened by studying specific scenarios
that differ based on the bystanders familiarity with the environment.
In particular, we shed light on the following research questions:

?

Research Question

RQ3.1.5 : Which aspects do bystanders in IoT environments consider
when making decisions about data sharing?
RQ3.1.6 : What information do bystanders need to protect their privacy
in IoT environments?
To answer these research questions, semi-structured interviews with 21 participants were conducted. The procedure of the interviews is described in Section 10.3.1. Section 10.3.2 details information about the study participants.
Section 10.3.3 details the data analysis and Section 10.3.4 reflects on limitations. The results are given in Section 10.3.5.
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10.3.1

Interview Procedure

The procedure of the interviews was as follows:
1) Welcome. Before the interview, participants read and signed a consent form
and provided demographics.
2) General Part. At the beginning of the interview, the participants were asked
general questions about their prior experiences with IoT devices and environments. Those questions were which devices they use or have used in
the past and whether they already interacted with an IoT device owned by
someone else. The next part focused on the visit of IoT-equipped environments. We asked participants about their behavior in a foreign environment
equipped with IoT devices.
3) Environment-Based Part. In the second interview part, we gradually introduced three environments for a visit that differed regarding the level of
familiarity with the environment. To avoid sequential effects, we varied the
order of these environments according to a Latin square [Wil49]. The investigated environments were:
familiar environment (FE) refers to an environment that participants
know very well and visit frequently, such as the apartment of a good
friend or close relatives.
known environment (KE) refers to an environment known by the participants. Participants have visited the environment multiple times, but
visits are rare. This could be a shared workspace or waiting area.
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new environment (NE) refers to an environment that participants have
never visited before and are likely not to visit again. This could be the
apartment of a client or a rental home during vacation.
In each environment, three use cases were used to nudge the participants
to consider the visit of an IoT environment. With this, we focused on IoT
devices that are already available on the market. The investigated use cases
were as follows. As the first use case, we consider a smart vacuum cleaner
operating in the room with the visitors (U1: Vacuum cleaner). The second
use case is a smart fridge re-ordering a product visitors have consumed (U2:
Fridge). And finally, the third use case is based on automatically controlled
smart light bulbs in the room where the visitor is present (U3: Lights).
The smart lights represent a use case in which the smart device and the sensors thereof are present in a steady location in the room and function without
interaction by the visitors. Once the visitors discovered the IoT device, they
knew its location. The fridge also represents a steady location. However, the
interaction of the visitor is required for the fridge to capture data. Finally,
the vacuum cleaner represents a use case in which the IoT device and its
sensors do not have a steady location.
For each use case, the participants first were asked to explain their understanding of the IoT device and its data collection. Then, they were interviewed about their behavior as a visitor. This included the data that they
are accepting to share. Since related work has shown that perceived benefits
constitute a major factor when consenting data sharing [Ema+17; Zhe+18],
we specifically asked whether the participants would share data in exchange
for a benefit. The next question focused on domains within the IoT environments in which the participants wish access to information and what kind of
information they wish. Finally, we asked for expectations on the providers
and manufacturers of the IoT devices.
4) End and Reimbursement. After the interview, the participants were given
the opportunity to ask questions. Finally, the examiner reimbursed the participants with an Amazon voucher of about 10 Dollars.
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10.3.2

Participants

We recruited 21 participants on a university campus in the departments of
computer science, and business informatics, and among students majoring
in the combination subject of psychology and information technology. As
recruitment method we used mailing lists and social networks.
The participants were on average 25.52 years old (SD = 2.62, Median = 26,
Min = 18, Max = 28). One third of the participants identified as female
(N = 7), the remainder identified as male (N = 14). We also provided the
options “prefer not to say” and “other”, but none of our participants chose
that. Sixteen participants were university students, and five were full-time
employees. Our sample demonstrated an average affinity for technology
(ATI) [FAW19] of 4.21 (SD = 0.83, Median = 4.33, Min = 2.11, Max = 5.56),
where six denotes the highest technical affinity. All participants were familiar with IoT devices in general and owned at least a smartphone. Nineteen
participants had previously interacted with IoT devices owned by others.
When asked for the specific IoT devices, participants named voice assistants
(e.g., Amazon Echo), smart window shutters, smart light bulbs, smart TVs,
smart vacuum cleaners, and smart fridges.

10.3.3

Data Analysis

We analyzed the interview transcripts using methods from grounded theory [MC03]. Our analysis consisted of open and axial coding where two
researchers were the coders. The coders individually coded two representative interviews using thematic analysis with open coding [BFM16]. Then,
they established a coding tree in a review meeting that consisted of 190 defined codes. To avoid excluding data types and devices mentioned by the
participants, the coders established a common code structure to build new
codes. This code structure was used when a participant reported either a
new IoT device, a new data type, or a new data flow. Each researcher coded
half of the transcripts using the coding tree. During this analysis, 19 new
codes were assigned, matching the code structure.
The code assignments were discussed in a final review meeting. We concluded with axial coding to relate the codes to each another. This resulted
in three levels of codes. In particular, five main categories, namely 1) data
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sharing behavior, 2) data collection acceptance, 3) IoT device perceptions, 4)
desired information, and 5) device provider expectations emerged.

10.3.4

Limitations

In this section, we reflect on the limitations of our investigation:
1. Similar to the first and second studies, a limitation could be given by
the sample that consisted of rather young tech-savvy participants. Consequently, the sample might not be representative. This is also reflected
by the mean ATI scale of 4.21. Yet, it cannot be assumed that visitors
of smart environments have a technical background.
2. A second limitation could be given by the fact that IoT-quipped environments with a variety of devices are as of 2020 still rather scarce.
Thus, the presented measures do not consider the scalability aspects of
IoT-quipped environments.
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10.3.5

Results

This section presents the results of the interview study based on the five
main categories: data sharing behavior, data collection acceptance, IoT device
perceptions, desired information, and device provider expectations. Whenever
meaningful, we provide comments from participants with reference to the
respective environment, if applicable. The statements from the participants
were translated from German. In this context, FE denotes familiar environment, KE denotes known environment, and NE refers to new environment.
The use cases are abbreviated as follows: U1 refers to the vacuum cleaner,
U2 to the fridge, and U3 to the light bulbs.

10.3.5.1

Data Sharing Behavior

We investigated data sharing behavior of IoT environment visitors (see Table 10.3 for a result overview). Participants differentiated between not sharing
specific data, limited sharing of specific data, conditional sharing (e.g., for personal benefit), and sharing of specific data without restriction.
In the following, we describe the general perceptions of visiting IoT environments, the data that the participants would share without restrictions, and
the impact of the familiarity to the environment, its owner, and to the IoT
devices on data sharing, and on sharing of sensitive data.
Altering Behavior. When asked about their general behavior when visiting
a smart environment and whether they would generally alter their behavior
in the presence of IoT devices, one-third of participants (N = 7) answered
affirmatively. One participant even mentioned visiting the home of a friend
less frequently:
“I would try to do less embarrassing things when I’m alone.” (P3)
“It depends on the equipment that’s there. If a surveillance camera is hanging somewhere, I
think I’d behave differently. I’d think about: what do I want to reveal about myself considering that in the worst-case scenario, it ends up somewhere it shouldn’t. [names examples].
Regarding audio, it’s similar [names examples]. With other devices, I don’t think I would
have such a problem. For a motion sensor for light, I wouldn’t change my behavior.” (P4)
“If they use many of such devices, I would definitely visit them less often. If they had a fridge
or a light only, I would be there just as often.” (P19)
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Table 10.3: Data sharing behavior reported by the participants.
Behavior

Explanation

Altering Behavior

A third of participants would alter their behavior in an IoTequipped environment

Sharing of Known and Required Data

Participants were comfortable with sharing known or obvious data about them

Fear of Consequences

Participants would refrain from data sharing if they fear
negative consequences

Familiarity Aspects

Participants considered their familiarity with the environment during decision making

Sharing of Sensitive Data

Two-thirds of participants would not share sensitive data in
any environment

Sharing for Benefit

Participants were comfortable with sharing data in known
and familiar environments in exchange for a benefit

Three participants particularly mentioned they would visit friends with IoT
devices more frequently as they are curious.
Sharing of Known and Required Data. Eight participants stated to be comfortable with sharing data about them that is already known or obvious. This
aspect was mentioned in all three investigated environments. Participant 10,
for instance, stated:
“If he [the doctor] sees that I am present and I can keep quiet while the vacuum cleaner
operates [...], the information already exists anyway.” (P10, NE, U1)
“I don’t care, my friend knows that I’m using the fridge anyway.” (P20, FE, U2)

The second kind of data participants were generally comfortable with sharing is data that is required in the respective use case or transferred by interaction with the IoT device (N = 3):
“I’m okay with that. If it only films when I open the fridge and take something out, I think
that’s okay.” (P10, NE, U2)

Fear of Consequences. Four participants would refrain from sharing their
data if they fear negative consequences, for instance, in the form of long-term
behavior tracking or the occurrence of costs. This was exclusive to known
and new environments in which the owner of the IoT device gets information that might harm the participant:
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“I find employers more critical again, if my employer gets the information, I would be much
more careful. I would probably not say anything sensitive because I simply did not want my
employer to hear that.” (P10, NE, U3)
“Let’s say I tell you about last weekend on Monday. I don’t know if an employer wants to
know that I did extreme sports or had a night out. From this, conclusions could be drawn
about my lifestyle, and I could be classified as a risk employee.” (P11, NE, U3)

Familiarity Aspects. The fear of consequences is also related to the participants’ familiarity with the environment, the device owner, and data practices of the device provider. Three participants mentioned missing familiarity
with the environment as a reason for not sharing data in known and new environments, and further five participants would limit sharing their data. In
contrast, eight participants stated that a familiar environment is a reason for
them to share data. Hence, the more familiar participants were with an environment, the more comfortable they were with sharing data. Participants,
for instance, mentioned:
“If have often interacted with these devices, I assume that I know what they do. So I would
say that I would share all data without hesitation.” (P2, FE, U1)
“I don’t think there is any data that I would share without hesitation. Especially in a doctor’s
office or with someone I don’t know well, I have to think about what is stored. It could also be
that the device records permanently. It first has to be clarified to what extent data is recorded
and processed before I would act more freely.” (P20, KE)

The familiarity with the environment and the environment itself were more
important than the specific use cases. Seventeen participants only adapted
their sharing behavior to the environment and did not alter it between the
use cases. One participant did not differentiate at all but generally refrained
from sharing data.
Furthermore, six participants said their familiarity with the owners of familiar environments and trusting them is a reason for sharing data. One participant stated this about known environments. Another participant stated that
data sharing would depend on their trust in the device owner. This indicates
that trust in the owner can translate to trust towards the smart environments:
“In principle, I trust friends more than I trust an employer - not that I have any quarrel with
my employer. But I find it a bit strange if I tell my colleagues something private and then my
employer hears it.” (P10, KE, U2)
“My friend knows me well anyways.” (P3, FE, U1)
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Similarly to above, a differentiation between the use cases was not made
by the majority of participants; however, the familiarity with the respective
smart device was considered:
“I don’t know exactly whether the refrigerator weighs or whether it has a barcode scanner or
a camera or sees who opens the refrigerator and who takes them out. I can’t say for sure if it’s
filming, but if I’m not sure, I assume it films.” (P10, FE, U2)

Sharing of Sensitive Data. Even if participants were in familiar environments, 14 participants stated that they would in general not share data that
they consider to be sensitive. Among these sensitive data, four participants
mentioned bank data, three mentioned health-related data, and one mentioned private pictures. All of them considered these data as too private
even in familiar environments:
“Certainly I would not give out very sensitive data such as health data or bank account
information.” (P10, FE)
“Shared data about whether I’m closing a shutter would not be important to me. For, e.g.,
video recordings, I would ask again whether this is stored on a server on the Internet or [...]
locally and what is done with it, which provider it is.” (P7, FE)

Four participants would limit the sharing of data they consider sensitive.
However, participants were generally comfortable sharing non-sensitive and
non-personal data, e.g., small-talk (N = 2).
“It [the fridge] does not know who took the product.” (P18, NE, U2)
“Certainly I would not give out very sensitive data such as health data or account information.
There would be no hesitation in small talk or things I would say at home on the couch where
I wouldn’t want that Alexa listens to.” (P10, FE)

Before sharing sensitive data, all participants wanted to explicitly be asked
for their consent in any environment and use case.
Sharing for Benefit. We specifically asked participants how they consider
the ratio between sharing (sensitive) data and gaining personal benefits, such
as additional comfort. Participants were more comfortable sharing data in
familiar and known environments if they received a benefit in exchange for
that (N = 15). Participants expressed that such a benefit should be very high
in new environments as otherwise, they would refrain from using the device
(N = 3).
“A little comfort for a little sensitive data, I’m okay with that. But, not highly sensitive data
[in exchange] for high comfort.” (P12, FE)
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“The smart home devices can increase the convenience with use, but for me, that would be too
non-secure because I don’t know the system, and I would not use it due to concerns that too
much of my data is being collected.” (P19, NE, U2)

10.3.5.2

Data Collection Acceptance

The previous category considered reasons for (not) sharing data meaning
that sharing is initiated by visitors. In this category, we show participants’
acceptance of data collection and their reasons.
Collection of Obvious Data. Like the sharing of obvious data detailed above,
participants expressed that the collection of obvious data is generally acceptable for them. This, in particular, concerns data that cannot be linked to
the participants’ identity, such as the presence of a person in the room that
can be used for controlling lights or routing the vacuum cleaner. Participants mentioned this throughout all environments and use cases. Sample
comments are:
“I don’t care. A sensor would create data, whether you are in or not, but it would still be
okay for me. For turning off lights automatically, [data collection] would be okay.”
(P16, NE, U3)
“I don’t see any problem there. [...] I don’t think the vacuum cleaner collects data that directly
concern my person.” (P19, KE, U1)

Collection of Personal Data. The collection of data that could be linked to
the visitors’ identities without consent or interaction was perceived as critical
within all environments and use cases. Participants, for instance, stated:
“I don’t know if the refrigerator would know whether I or my friend consumed it [the product].
If the fridge knew that it was me, I would also find that critical.” (P17, FE, U2)
“I would find it odd, particularly in a doctor’s office, if video or audio recordings could be
made or if there were devices that could do this, because I would also like to talk to my
family doctor about things that I do not want to share elsewhere or that are somewhere on
the Internet.” (P4, KE)

10.3.5.3

IoT Device Perceptions

Considering the specific use cases, we asked participants which entity can
access the collected data according to their understanding. Our participants
had a technical background and mentioned different locations and possibilities for storing the data. As detailed above, some participants already gained
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experience with the IoT devices in the use cases (smart vacuum cleaners,
smart lights, and smart fridges). Knowledge about these IoT devices did not
influence the participants’ answers as they were aware of different possibilities to configure these devices. IoT devices with the same functionality from
different providers might have different sensors and thus capture different
data.
Many participants mentioned that data is stored outside the smart environment, e.g., in a cloud (N = 19) or, more specifically, in a cloud storage hosted
by the device provider (N = 7).
When describing the data flow in the individual use cases, participants focused on the functionality. Hence, they mostly described data flow necessary
within the use case. Further possibilities, such as using the data to track behaviors, were not detailed.
U1: Smart Vacuum Cleaner. Nine participants stated that data needed for
routing the vacuum cleaner, such as the room layout, is only stored on the
device and not elsewhere. This data collection was considered to be acceptable for several reasons. Four participants, in particular, stated that the data
is generic presence data that cannot be linked to their identity. Sample comments are:
“The vacuum cleaner scans the floor, detects people, looks for dirt and where to clean. The
data is then stored in the vacuum cleaner and used for the future.” (P8, U1)
“Well, it scans me, and well, now I don’t think that it scans the room in full height, all
persons, but probably only the area it needs, the floor, if it scans the area in front of it threedimensionally, if not, then it doesn’t matter.” (P13, U1)

Five participants considered that the vacuum cleaner might not possess
the required computational capabilities to calculate the route. Instead, they
stated that the vacuum cleaner sends the room layout to a cloud, which
answers with a routing plan. These participants considered the collection of
these data to be unacceptable if the video could be linked to their identities.
“The vacuum cleaner comes in, also into the room, switches on, simply delivers data about
the room, objects are measured and perhaps also the dust intensity, and sends it back to the
cloud. The cloud determines the stains that need to be cleaned more compared to last time. It
then sends the route plan back to the vacuum cleaner, and it drives off. ” (P2, U1)
“The vacuum cleaner collects the data, that there is someone and the data where does it flow
to? They are logically processed by it and finally probably put back into some cloud-based
memory, whatever, where they are evaluated. From there, the user or the owner of the robot
can probably access it again and evaluate the data.” (P14, U1)
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U2: Smart Fridge. Considering the fridge, nine participants stated that the
content or the order are processed online, which is necessary for the provided functionality. Like the vacuum cleaner, the collection of this data was
considered acceptable if not linked to their identities by the smart fridge
owners or the provider. Furthermore, participants feared a loss of control
regarding the orders of the fridge in new environments. Sample comments
by participants are:
“I access the system, the refrigerator. This is physical interaction. Then the refrigerator creates the data, collects it, processes it and sends it to another unit or sends the command,
‘reorder’. It receives an order confirmation. At the moment it is delivered and put back in, the
refrigerator again collects the data and knows that the target stock is reached again. ”
(P1, U2)
“We have another problem, and that is a much more intimate behaviour in an AirBnbapartment, because of that it is of course problematic if the owner of the smart fridge - in
this case the owner of the AirBnb-home - notices what kind of food I consume there and automatically reorders it. It takes over the control of what I want to consume in the refrigerator
during the time I am there. ” (P20, NE, U2)

U3: Smart Light Bulbs. Finally, 16 participants stated that the status of the
light bulbs is available via the Internet to enable the functionality of remote
control. This data was also considered to be acceptable if it cannot be linked
to the visitor’s identity. However, one participant stated that if it is known
to someone that a visitor is present, it could be determined whether this
visitor has left a place based on the status of the lights. This participant was
reluctant to share even generic data about their presence.
“The lights should just give the signal: I’m still on and it’s Sunday afternoon. Then he could
just turn that off. On the other hand, the sensors could also determine whether someone is
still in the office or not. ” (P6, KE, U3)
“It depends a bit on whether I can operate the equipment. If I go into his [my friend’s]
apartment and can only turn the lights on when I operate the tablet, but the tablet records
who opened it because it is locked and I used a guest access point, then maybe he [my friend]
knows that I turned the lights on. But if I had simply turned it on with the light switch and
he turned it off again and had not installed a camera to check - which I have not assumed I
did with the lamps - I would say there was no information.” (P10, KE, U3)

10.3.5.4

Desired Information

After the questions about sharing and collecting data, we asked participants
if they wished access to information about smart environments and IoT devices.
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The majority of participants (N = 19) stated to wish information about the
data collection by the devices in all environments and use cases. They focused
on new environments and environments in which the participants would not
expect data to be collected. Even if an environment is known or familiar, the
IoT devices deployed in it might change. Hence, information about new IoT
devices should be made available:
“It should be recognizable, which smart home devices are present, and for ’what’ they are
there and where the data are stored or if data is stored.” (P5, NE, U2)
“Information should be available in any case, especially in public places. [...] I would like
to know in any case: ’What kind of devices are there? How do they work? Where is the
data stored? But I would leave it up to the individual, whether they are interested in that
information. If medical assistants in a doctor’s office provide such information and visitor
perhaps get an information sheet, then that is enough for me. I can still decide: Do I want to
read it or not? Does that interest me? Do I care? I can decide.” (P4, KE)

When asked to explain the purpose of the information, participants stated
transparency (N = 19), an establishment of trust (N = 9), or personal interest (N = 8):
“Ultimately, any manufacturer of such devices should clearly state where the data will end up,
where the server is located on which the data will end up. That you just have the information
when you want it. It should be provided, and it should be honest and transparent.” (P4, FE)
“So for me trust, which is creating transparency, at the same time... what else could you
expect from them? [names examples] I would simply say to create more transparency, to
show further foresight. Yes.” (P14, KE)
“This is difficult to say, because I do not constantly deal with it and I know which information
is accessible in principle. But yes, it is a bit frightening that I do not know: what exactly is
the data that is being collected by the devices? Where does it flow to? How can they be linked?
Does it flow via the Internet or directly there? It would be exciting, but it is also a little like
utopia.” (P10, FE)

The information should contain the data that is collected, the physical space
that is affected by the collection, and the purpose of collection:
“I think, especially in areas where you are often together with strangers, such as in a doctor’s
office, it should definitely be made clear how the data is processed. Obviously, I cannot demand
from a stranger that he hangs up a sign in his apartment on which is written: ’We process
data in the following way.’ However, in all public places, departments and doctors’ offices,
one expects information on how the data is processed.” (P20, KE)

Two participants stressed that this information should be prominent in
spaces where data collection is unexpected even if the environment is familiar:
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“I think you should know when you’re being recorded somewhere. It should not look like a
vase, but like a video camera.” (P7, FE)

Participants were also aware of practicability and scalability issues in IoT
environments with many devices. Two participants, for instance, stated:
“It’s just difficult. You just can’t know about everything. As an indirect user, I would of
course, wish for that, but I see difficulties in implementing it in everyday life.” (P19, FE)
“I think it [labels] is a good idea but I think it’s difficult to implement, because then, probably
in every larger office building all warning signs would have to go: ’In the next 5m2 is a
microphone, which could record your voice’, and every subway station: ’Attention, video is
being recorded here’. Then you have such a flood of information that you don’t care. [...] I
think that’s very, very difficult to implement.” (P17, KE)

10.3.5.5

Device Provider Expectations

We also asked the participants about their expectations of the providers.
Transparency. More transparency about data practices was mentioned 14
times throughout all environments and use cases. The data practices entailed
data security-related information (N = 9), sharing with other entities (N =
7), and storage on the provider’s servers (N = 2). Sample statements are:
“In any case, it’s transparency. I know it is not an easy subject because how do you intend
to create transparency? That they [the providers] need the data somewhere and use it anonymously is something I find perfectly acceptable. But I just don’t know if they [the providers]
will indeed do that. I also find it extremely difficult to trace.” (P11, KE)

Control. Five participants also expressed that providers should enable better
control about data shared and collected by the devices. This was justified by
a wish for improved self-determination:
“I would like to know about all the data and the recordings that are collected about me.
Instead of only storing and analyzing it somewhere, I also want to express ‘No, I don’t want
it to be stored.’ And I also want to be sure that when I say that I want it to be deleted, it
will indeed be deleted. There is always a background fear that it may still be on some of the
company’s servers.” (P19, FE)

10.3.6

Results Summary

In summary, participants differentiated the IoT devices based on the provided functionality. In all use cases, they considered data collection to be
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generally acceptable by a device if it cannot be linked to their identities. If
such a link can be made, participants consider their familiarity to the environment, the device owner, and the shared data’s sensitivity. Considering
new environments, participants feared a loss of control because an IoT device might act unintendedly. This, in summary, answers RQ3.1.5 (which aspects
do bystanders in IoT environments consider when making decisions about data sharing).
Considering information about data collection, our participants asked for information in domains where data collection is unexpected. Similar to the first
study, they furthermore expressed difficulties in judging the capabilities of
the IoT devices and wished information about that. Device providers should
be transparent about their data practices and security measures as a basis to
control what happens to their data. This, in summary, answers RQ3.1.6 (what
information do bystanders need to protect their privacy in IoT environments).
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10.4

discussion

This section discusses the results of the three studies presented above in the
Sections 10.1, 10.2, and 10.3. Where appropriate, we compare our findings to
the results of published studies.
Existing IoT devices do not sufficiently cater to bystanders’ needs; hence,
bystanders struggle to adjust the IoT devices to match their privacy needs.
The mental model study indicates that even if bystanders understand how
IoT devices work and capture data, they might misjudge impacts on their
privacy. Considering privacy-sovereign interaction, the three investigations
show that IoT devices have limited options for offering user agency for bystanders. As a result, bystanders only have extreme options for acting according to their privacy needs: refraining from visiting the IoT environment
or asking the device owner to switch it off. This answers the overall research
questions of this chapter RQ3.1 (How is the current state of privacy-sovereign
interaction in IoT-equipped environments for bystanders).
Based on the results of the three studies, we discuss challenges for designing
IoT devices that respect the privacy of bystanders and primary users alike.

10.4.1

Awareness of Bystanders and Heterogeneity of IoT Devices

Awareness of data collection and processing played an essential role in each
study. It refers to the degree to which a person is aware of information privacy practice [MKA04]. All studies showed that bystanders might struggle
in judging whether a device is indeed an IoT device. This is supplemented
by the mental model study showing that participants accurately judged IoT
devices they already knew well, such as smartphones.
However, even if bystanders detect IoT devices, misconceptions in mental
models can prevent bystanders from acting in a way that matches their privacy needs. Participants in the third study wished for information about data
collection purposes, especially in environments in which this is unexpected.
This was prominent in known and new environments in which bystanders
are most vulnerable since IoT devices might be very discreet.
IoT environments can comprise many different devices with different configuration options. For instance, smart TVs range from simple models with a
WiFi connection to more sophisticated models with additional sensors, like
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microphones or even cameras. Consequently, there is no standard way of
abstracting the data collected and stored by an arbitrary IoT device. Heterogeneity is also reflected by the various connection types, and device configurations participants sketched in the mental model study. Hence, the heterogeneity is another aspect that impacts the soundness of mental models.
Prior work has also shown that once established, existing mental models
are challenging to shift [Tul+07]. As a consequence, it might be difficult for
bystanders to adjust their mental models to new IoT environments.

10.4.2

Fewer Benefits for Visitors

When interacting with technologies, users consider a ratio of the perceived
benefits gained from that technology and the amount of personal data possessed by others [MKA04]. This ratio has been investigated for IoT device
owners, and the added convenience is the main reason for sacrificing privacy (cf. [Zhe+18; Ema+17]).
Participants in the first study expressed that visitors are less likely to benefit from IoT devices. Visitors that are unfamiliar with specific devices might
even be unable to use them. Still, their data is collected and processed by it,
calling benefits for visitors into question. Our participants also demonstrated difficulties in naming benefits for bystanders besides convenience. When
asked directly in the third study, participants would share data in exchange
for a benefit in familiar and known environments, and even in new environments if the benefit is high.
However, convenience primarily affects smart home residents because bystanders only rarely interact with household devices. Therefore, the participants were concerned about their data being collected when visiting an IoT
environment. This extends previous results from other domains, such as lifelogging [CFJ16; DDK14]. Even if bystanders are aware of the data collection,
they do not know how data about them is processed or stored. The data
receiver is not apparent to them, and they do not know for how long the
data will be stored. The mental model study supplements these results by
showing that bystanders mistakenly think that interaction or registration is
needed to capture data about them.
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10.4.3

Exerting Control for Bystanders

In the first study, participants would use different coping strategies to control how data about them is captured. Some participants even considered not
visiting IoT environments at all or adapting their behavior. Exerting control
is not supported by all current IoT devices, except for the obvious: switching
them off. Based on that, our study participants expressed perceived helplessness and a lack of coping strategies to protect their privacy. In the third study,
participants would still visit friends owning IoT devices, even if they were
uncomfortable with data being collected. This shows that social aspects are
valued stronger when making privacy decisions. If visitors are not equipped
with adequate knowledge and measures to act privacy-sovereignly, they will
likely sacrifice their sovereignty in private IoT environments. As a result, future IoT devices should provide means for bystanders to adjust them.

10.4.4

Misconceptions of Bystanders

Participants in all studies expressed misconceptions regarding data collections by IoT devices. Bystanders thought that registration on the device is
required for the collection of personal data. While it is true that the device
cannot immediately connect the data to the identity of an individual without
registration, the data set of the person might be growing over time, making
identification more likely [Chu+17]. Furthermore, data could be matched to
an individual based on available information from other sources, such as
online social networks. This encompasses data from bystanders that rarely
visit the IoT environment. Participants expressed that the data of such rare
visitors are protected, which in general is untrue.
Participants with functional mental models (see Section 10.2) often thought
that the data is stored within the smart home. Consequently, individuals
with a functional mental model might not consider that data about them is
stored in clouds of device providers. Our studies and related work [LMD03],
however, showed that the location of data storage is crucial in the scope
of privacy decisions. These misconceptions show that the mental models of
our participants did not correspond to reality. This demands methods to
properly inform primary users and bystanders about the consequences and
power of data collection as already suggested by other works [GRV18; KP14].
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10.4.5

Possible Solutions to Support Bystander Privacy

In the following, we provide specific examples that could enable user agency
for bystanders.
General Awareness. As a first step, visitors need to be aware of potential
privacy violations. This is a general aspect that is independent of the specific IoT environment. Thus, methods can be outside a specific IoT environment. Strategies for gaining awareness can be TV spots or poster advertisements. For a detailed list of such awareness methods, the reader is referred
to [Pöt08].
Privacy Labels for Awareness and Decision Support. To further support
bystanders to gain awareness, deepen their knowledge, and evaluate data
sensitivity, privacy labels and visualizations are solutions that can be implemented without altering IoT devices.
Prior work suggested privacy labels as a method for providing concise information, e.g. [Kel+09; Ema+19; Ema+20]. Today, such labels have been introduced in the form of signs by several countries to inform about CCTV in
public places. A prior study of bystander privacy in smart homes suggested
distributing physical signs with QR-codes providing further information by
the device manufacturer that is also accessible for bystanders [Yao+19b].
Naeini et al. suggested labels on the IoT device’s packing to inform purchase
decisions [Ema+19]. Suggested content of such labels includes the type of
collected data and the frequency of data sharing [Ema+20].
However, labels on the package are not applicable to visitors as they usually
are not involved in the purchase and unwrapping of the product. Also, QRcodes have several limitations. First, they might be overlooked by visitors.
Second, the information the QR-code links to might not be read. Third, it
is questionable whether the owners of IoT devices would indeed distribute
such QR-code stickers in their private homes. Thus, QR-code stickers might
be a viable solution for public environments if designed carefully. Finally,
even if IoT devices would be labeled perfectly, visitors might struggle to
determine the physical space in their environment affected by the data collection, how the data is processed, stored, and potentially shared (e.g., with
the device manufacturer). Our participants have frequently mentioned this
issue. While private spaces might, on the one hand, be considered less critical (i.e., participants were more willing to share data in known and familiar
environments), it is even more crucial to address needs for detailed informa-
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tion on data collection and sharing. As described above, QR-code stickers
and labels are unlikely to provide the necessary information. Furthermore,
they do not offer user agency for bystanders. Even if bystanders can make
and formulate a decision based on the information given to them, they cannot communicate and realize it using labels and stickers.
Status Indication for Awareness and Decision Support. Many participants
wished for information about potential data collection, especially in scenarios where they do not expect their personal data to be collected. This indicates a need for additional visualising and signaling data collecting sources
to support decision making.
Limited means for mode transparency of IoT devices exist in state-of-the-art
products and have been investigated. An example is status indicator lights in
the form of small LEDs. Those are often used for webcams. However, users
and especially bystanders might overlook this feature [Por+15], and require
additional auditory feedback to discover IoT devices effectively [Son+20].
Lens covers form an alternative since it is physically impossible for covered
cameras to capture images. Such obvious design alternatives to status indicator lights were suggested in prior work, e.g. [KWB18; McR+17; Son+20].
Further IoT devices indicating their current state include smart speakers
such as Amazon’s Alexa, where a light ring changes from red to green while
recording [McR+17]. Such alternatives form an intuitive visual indication
for bystanders to determine the device status. Related work suggested indication by additional means such as visual or auditory cues or contextual
pictures that provide information on the location of IoT devices [Son+20].
While such solutions might be suitable for new environments, such as hotel
rooms or holiday homes, the deployment in private homes or shared spaces
needs further investigation. Furthermore, most devices only provide visual
indications. However, the indication could also be realized by sending a signal to a personal device of bystanders. Then, the bystanders could use their
personal devices to gather information.
All solutions discussed above only consider decision making and formulating for bystanders. The solutions do not enable bystanders to communicate
and realize their privacy decisions. Due to the increasing number of IoT devices, direct interaction with each device is likely no viable solution because
it does not consider the economics of actions.

10.5 empowering bystanders to protect their privacy

10.5

empowering bystanders to protect their privacy

To ultimately communicate and realized their privacy decisions, bystanders
as of now have limited possibilities. While one possibility is avoiding IoT environments in general, bystanders should have tools to (temporarily) adjust
the IoT environment’s settings to their needs.
Personal privacy assistance, for instance, by an assisting software or IoT
device, is a viable solution for that. Several possibilities to assist the owners of IoT devices have been proposed in the literature (cf. [Col+20; Lan02;
Das+18]). Based on our results, we argue that exploring such assisting methods for bystanders and privacy implications for them forms an integral part
of future work. In the remainder of this, challenges for personal privacy
assistance for bystanders in IoT environments are given based on the investigations and discussion detailed above.
1. Support Awareness Gaining. Bystanders have to be supported by IoT
devices or assisting software to gain awareness about IoT devices, their
status, data captured by them, and the physical space affected by the
data collection. The presence and status of each IoT device should be
obvious and ideally follow a common standard. An assisting software
should notify the bystanders on their personal devices because it cannot be assumed that each IoT device provides a status indication.
2. Provide Decision Support. Bystanders, especially visitors, cannot gain
adequate information on how their data is processed and stored. They
might even have misconceptions that hinder them in making a decision matching their privacy needs. In general, bystanders cannot be
considered to be experts for IoT devices. Therefore, they need to be effectively supported when adjusting the entire IoT environment to their
privacy needs. An assisting software should offer this information to
bystanders on demand.
3. Provide Communication Support. IoT devices might be difficult to
reach, or their control interfaces might be on another IoT device. Consequently, it cannot be assumed that bystanders can physically interact
with each IoT device. An assisting software should be able to communicate with IoT devices on behalf of their users and report the communication outcome, i.e., whether the decision was enforced successfully.
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4. Consider Scalability Issues. The increasing discreetness and number
of IoT devices demand solutions that support humans in making, formulating, and communicating a plethora of privacy decisions. Participants struggled with the limited number of IoT devices in our studies.
The number of required decisions should either be reduced or humans
should receive adequate support. Assisting software should offer settings for adjusting the level of desired support. Bystanders should
be able to adjust the task that the assisting software does for them.
The minimum an assisting software does is providing the information
needed to make a decision. The maximum is given by autonomously
making, formulating, and communicating a decision on behalf of users
with an option to interfere any time.

10.6

conclusion

This chapter studied bystander privacy in IoT-equipped environments in
three studies. The studies showed that bystanders in current IoT-equipped
environments have difficulties in gaining awareness about the presence of
IoT devices. They particularly struggled to judge the functionality and data
collection capabilities of the devices. Even if bystanders are aware of devices
in their surroundings, misconceptions in their mental models hinder them
in making privacy decisions matching their attitudes. If bystanders want to
act to protect their privacy, they only have limited options, e.g., by switching
the IoT device off.
Considering privacy-sovereign interaction, current IoT-equipped environments do not offer sufficient options for bystanders to adjust devices that
generate, collect, store, and analyze their personal data. Consequently, user
agency for bystanders is not provided in current IoT-equipped environments.
This answers RQ3.1 (How is the current state of privacy-sovereign interaction in
IoT-equipped environments for bystanders?)
Based on the results of the three interview studies, we discussed challenges
for future IoT-equipped environments that consider bystander privacy (see
Section 10.5). Personal Privacy Assistance has been proposed as a concept to
realize user agency in IoT-equipped environments (cf. [Col+20; Das+17]). It
means that users are supported by assistive software in making, formulating,
and communicating privacy decisions. In the next chapter, a possible solution to realize personal privacy assistance for bystanders is proposed and
investigated.

11
P R I VA C Y P R O F I L E S A S P E R S O N A L P R I VA C Y
A S S I S TA N C E

The last chapter investigated the privacy perceptions of bystanders in IoT
environments. The results of our studies demonstrated that current IoT devices only rarely support bystanders in acting privacy-sovereignly. Most IoT
devices are exclusively tailored to match the needs of primary users, and as
a result, user agency for bystanders is not offered. Furthermore, bystanders
lack user competence to act privacy-sovereignly. This is also hampered the
heterogeneity of IoT device and scalability issues.
To support the privacy-sovereignty of bystanders, this chapter investigates
a concept of personal privacy assistance based on privacy profiles. Privacy profiles are static representations of privacy attitudes and preferences [Dup+16; MKA04]. Existing studies of personal privacy assistance
have shown that users want to stay in control when making decisions about
their privacy [Col+20]. Thus, dynamic AI-based solutions that adjust to the
users’ desires over time can be considered a loss of autonomy. Privacy profiles, on the one hand, are static and more predictable for their users. On the
other hand, the profiles could also be leveraged to inform AI-based solutions
for personal privacy assistance.
The contribution of this chapter is twofold. First, it discusses personal privacy assistance concepts that meet the challenges described in Section 10.5.
Second, user preferences of personal privacy assistance are investigated in
the large-scale study with 1126 participants. This chapter aims to answer the
following overall research question:

?

Research Question: Privacy of Incidentals

RQ3.2 : What kind of assistance do users wish for acting privacysovereignly in foreign IoT-equipped environments?
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The remainder of this chapter is structured as follows.
Section 11.1 introduced the proposed concept for personal privacy assistance.
Section 11.2 presents a pre-study on the information processing by users
when adjusting privacy settings. Next, the methodology of the large-scale online study is detailed in Section 11.3. Study results are given in Section 11.4
and discussed in Section 11.5. Finally, Section 11.6 concludes the chapter.
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11.1

concept

To address the challenges highlighted in Section 10.5, this section contributes
a concept for providing personal privacy assistance (PPA). Acting privacysovereignly is reflected by acting following the will of individuals.
The first challenge considers awareness gaining. Our proposed PPA is an
assisting software on personal devices owned by the bystanders to tackle
this challenge. When bystanders enter an environment with IoT devices, the
PPA can notify them about the IoT devices. To provide decision support, the
PPA software can provide information to its users. Once a decision is made,
the bystanders instruct the PPA to communicate it to the IoT devices.
Based on the increasing number of IoT devices (scalability challenge), it is
questionable whether users would examine the individual settings of each
and every IoT device. Investigations of PPAs [Col+20] have also shown this.
Users need a starting point that calibrates the PPA for them based on their
privacy needs. A starting point could be given by default PPA settings or
settings tailored to the users’ needs. In our concept, the starting point is
given by privacy profiles. Privacy profiles are static representations of privacy attitudes that describe a user [Dup+16; MKA04]. Existing investigations
of PPAs showed that users perceive dynamic AI-based solutions as loss of
autonomy [Col+20]. Our proposed concept uses privacy profiles as a static
and predictable solution.
Related works have constructed different privacy profiles [KC05; Dup+16;
MKA04; SMB96] and investigated methods to assign users to profiles [RPD19]. Several methods for clustering users into profiles were
proposed in the literature. These vary from a relation to a specific
tech no lo gy, such as the IUIPC that covers Internet usage [MKA04], to
technology-independent methods, such as the concern for information privacy (CFIP) [SMB96] that represents privacy concerns as numerical values. Methods for profile clustering are furthermore connected to different
constructs. For instance, the information-seeking preferences by Morton et
al. [MS14] are specifically related to information seeking.
An often-cited approach, not related to a specific technology, stems from
Westin, who assigns users based on their privacy concerns into three clusters [KC05]. Other methods cluster users focusing on their privacy needs in
certain application areas like mobile app permissions [Lin+14]. Dupree et
al. [Dup+16] classify individuals according to their privacy knowledge and

11.1 concept

motivation to protect their privacy. The proposed concept is based on an extension of the privacy profiles from Dupree et al. since those are related to
technical systems without being too specific. Furthermore, prior investigations of Dupree’s privacy profiles showed that developers found it helpful
to use the personas as a basis to design for particular user types [RF+19].
In particular, Dupree et al. distinguish five possible privacy profiles that
mainly differ based on the users’ knowledge about privacy protection and
their motivation to protect their privacy:
1. Marginally Concerned (low knowledge and motivation): These users
have little knowledge about privacy protection mechanisms and do
not fear cyber attacks. Hence, they are not motivated to extend their
knowledge.
2. Struggling Amateur (medium knowledge and motivation): These users
know privacy protection and limit the information they share with
others. Even if their motivation is limited, they prefer to protect their
privacy if they receive information.
3. Lazy Expert (high knowledge, low motivation): Lazy Experts have detailed knowledge about privacy protection. However, they prefer convenience over privacy.
4. Fundamentalist (high knowledge, high motivation): Fundamentalists
have detailed knowledge, similar to lazy experts. Their motivation
drives them to help others protect their privacy.
5. Technician (medium knowledge, high motivation): Technicians are
highly motivated and aware of possible consequences. However, their
knowledge is lower compared to lazy experts and fundamentalists.
The author of this thesis was part in several iterative studies for extending
the profiles proposed by Dupree et al. and developing a method to assign
them. The extension and assignment method are no contributions of this
thesis1 , but used as a basis for providing PPA.
Figure 11.1 provides an overview of the privacy profiles by Dupree et al. and
the extension thereof. An extension of the profiles covers the full range of
knowledge and motivation:

1 Consequently, the information about the profile extension and profile assignment given in
the publication [Mar+c] are treated as related work.

237

238

privacy profiles as personal privacy assistance

Figure 11.1: Overview of privacy profiles by Dupree et al. from [Dup+16] and the
extension. The extended profiles are highlighted in green.

6. Concerned Layman (low knowledge and medium motivation): Their privacy is important to them, and they are motivated to protect it. At the
same time, they do not have knowledge about privacy protection and
are not interested in the details on how to do so (e.g., they are not
interested in reading articles about security threats).
7. Motivated Layman (low knowledge and high motivation): Users in this
profile are highly motivated to protect their privacy but do not know
how to. Privacy is important to them, but they are not always interested
in educating themselves on this topic. Furthermore, they do not make
quick decisions.
8. Lazy Amateur (medium knowledge and low motivation): Lazy Amateurs are not motivated to protect their privacy, even though it is important to them and they have some knowledge of how to do so. Usually, they make quick decisions but often procrastinate when it comes
to making important decisions.
9. Expert (high knowledge and medium motivation): Privacy is important
to them, and they have high knowledge but have medium motivation
to protect it. It is also essential to them that they are aware of and
knowledgeable about how their personal information will be used.
In our PPA concept, we propose to start by assigning the nine privacy profiles detailed above. The assignment method uses a questionnaire of nine
questions, taken from [Mar+c].

11.1 concept

Based on the assigned privacy profile, the PPA provides individual support
in informing their users about IoT devices in their environments, making,
formulating, and communicating privacy-related decisions.
There are several possibilities to realize PPAs that differ on the offered support and decision making strategies. Colnago et al. describe three general
possibilities for realizing PPAs [Col+20] that we investigated in our study:
1. Notification PPAs inform users about data collection in their surroundings. This could be by a notification on a personal device. The user
makes, formulates, and communicates their decision.
2. Recommendation PPAs are like notification PPAs, but additionally,
provide decision recommendations. The user makes, formulates, and
communicates their decision.
3. Decision PPAs automatically act on behalf of their users. The PPA
makes, formulates, and communicates the decision. Users can access a
log of PPA actions.
In the remainder of this chapter, we investigate relations between privacy attitudes represented by privacy profiles and different realizations possibilities
for PPAs.
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11.2

side aspect: privacy settings

A collection of decisions made by individual users, which determine the
default behavior of software, are commonly called (user) settings. In our
case, privacy settings concern IoT devices and reflect the users’ decisions
on how IoT devices collect, process or share their data. Privacy settings
are widely used in, for instance, social networks [EOK11; Mon+19], online
browsers [MFF01], and IoT devices [Cor+07; Bah+18].
Settings interfaces are typically located either on the specific device or in
the app for controlling it. With the continuing proliferation of IoT devices,
users would have to interact with each device or app. This has three main issues. First, users might consider the interaction with each IoT device as timeconsuming. Second, settings might be overlooked and not adjusted. Third,
laymen might struggle in comprehending settings.
To tackle these issues, this section investigates a multi-device interface for
adjusting privacy settings. This investigation serves as a pre-study to study
the level of information that users wish when making a privacy decision.

11.2.1

Settings Information Levels

The level of details of the presented information plays an essential role in decision making. For designing a multi-device interface for adjusting privacy
settings, we investigated different levels of information: 1) minimal information, 2) medium information, and 3) detailed information.

11.2 side aspect: privacy settings

1) Minimal Information Level. In the minimal information level, the names of the
sensors implemented in the IoT device, e.g.
"fridge content camera" are given. A switch
next to the respective sensor name can be
used for controlling the sensor. All sensors
are organized in categories.
2) Medium Information. The medium information level extends the minimal level
with a short description of each sensor
that is provided below the respective sensor name. The description provides information which functionality is offered by
the respective sensors. For instance, "the
fridge content camera is needed to show the
fridge’s content to you in the mobile app".

3) Detailed Information. The detailed information level provides pop-ups for each
sensor. The pop-up contains detailed information on why a sensor is needed, the
consequences of deactivation, and the parties who could access the collected data.
For instance, "The fridge content camera is
needed to show the fridge’s content to you.
The app that you use to access the camera picture has access to this information. The camera picture is not shared with any other entity. If you switch
the camera off, you can no longer see your fridge’s content in the app".
A prototype interface for each information level was implemented as an
Android app on a tablet-PC. Each prototype provided settings for 24 IoT
devices that are available on the market. The devices were grouped into
categories by device types, such as smart health or smart household devices.
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11.2.2

Methodology

To investigate user perceptions of the three settings interfaces and the detail
of the provided information, a pre-study with 15 participants was conducted.
The study was in a within-subjects design. The order of the conditions was
given by a Latin square [Wil49].

The procedure was as follows:
1) Welcome. The participants read and signed a consent form, provided demographics and previous experiences with the usage of IoT devices.
2) Interaction. Next, the participants were instructed to interact with the settings interfaces using a tablet-PC. In particular, they adjusted three randomly
assigned devices for each condition according to their personal needs. After that, the participants freely explored the app. When the participant reported completion, the examiner proceeded to the next condition. A screencapturing software recorded the interaction of the participant with the interface.
3) Final Questionnaire and End. After interacting with all three conditions,
the participants received a questionnaire asking for their favorite level of
information, which interface supported them best, and where they would
like to receive privacy-related information. The participants could also provide further general app-independent feedback and feedback for the three
tested apps. Finally, the examiner thanked the participants and gave them
the possibility to ask questions. The participants were not compensated for
participation.

11.2 side aspect: privacy settings

11.2.3

Participants

Fifteen participants were recruited via mailing-lists and forums. Three of
them identified as female, eleven as male, and one participant preferred
not to answer. Their average age was 27.4 years (SD = 13.3, Min = 18,
Max = 57). All participants either owned a tablet-PC or a smartphone,
twelve were Android users, and three used iOS. Furthermore, nine participants were active users of IoT devices.

11.2.4

Results

In this section, the results of the pre-study are reported.
The execution time was obtained from analyzing the screen-recordings. As
execution time, we considered adjusting the three assigned settings, excluding the free exploration. In the minimal information level, the participants
needed on average 83.5 seconds (SD = 45.1, Min = 25s, Max = 173s), in the
medium level, the needed 135 seconds (SD = 82.0, Min = 44s, Max = 339s),
and in the detailed level they needed 181.7 seconds (SD = 51.4, Min = 72s,
Max = 242s). A Friedman test reveals significant differences between the
three conditions with χ2 (2) = 5.18, p = 0.012.
To further investigate these differences, we ran Wilcoxon tests with Bonferroni correction to account for multiple testing. The tests reveal significant
differences between the minimal and the medium information level (p = .04)
and between the minimal and the detailed information level (p = .021). Differences between the medium and detailed information levels could not be
found (p = 1.00).
In the final questionnaire, the participants were asked which of the presented settings interfaces supported them best in deciding that matches their
privacy needs. None of the participants stated that the minimal information would be sufficient for them. When asked to explain their answer, they
named the missing explanations as a reason. E.g., P10 stated the following:
"This app did not offer any explanation."
One-third of participants said that the medium level was best for them to
mark their decision:
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"App 1 [minimal] offered too little information, App 3 [detailed] offered too much information." (P1)
"The amount of information was clearest in this app, so I can well imagine reading and
understanding all of it." (P7)

Two-thirds of the participants felt that the detailed information level supported them best:
"The pop-ups with detailed information about the setting you want to change is very helpful. It gives precise information about the effects [...] Minimal prior knowledge is required.
Experts do not need to read the text, for all others the text is helpful." (P3)
"This app provided the most contextual information, making a well-considered choice easy."
(P5)

Besides the interface-specific questions, we also asked general ones about
the information that the participants expected or wished to receive within
a settings interface. Thirteen of the fifteen participants wanted to receive
information about the specific sensors and their purpose. When asked where
they would expect such information, one participant stated that they wanted
to receive it from the vendor’s website, three participants wished to it in
the device’s manual, and thirteen wanted to get information directly in the
settings. Multiple answers were possible in this question. One participant
did express the need for access to any information. When asked to explain
their answer that said "as an expert, I already know this information." (P10)
Finally, the participants were asked how the interfaces could be further improved to match their individual privacy needs better. Here, we received
three groups of answers: 1) the wish for security-related information (e.g.,
information on encryption), 2) the desire for rule-based settings (e.g., setting
a time frame for data capturing), and 3) the wish for delegation options (e.g.,
delegating settings to an assisting software).
In the first group of answers, the participants stated that the detailed information level should contain information related to security. For instance, P12
said: "Upon request, further technical background information, such as the method
of transmission of the data, whether and which encryption methods are used and
similar."
The wish for rule-based settings considers that the presented interface only
provided a static setting that could be switched on or off. Settings could
enable users to set rules when the sensors are on (time-based), or restrict
the number of times the sensor is allowed to capture data. For instance, the

11.2 side aspect: privacy settings

fridge’s content camera could be switched off overnight. Finally, the wish for
delegation refers to the possibility to let a trusted entity, such as software or
another person, such as an expert, adjust the settings for the user. The participants wished to delegate the settings adjustment to another person with
expert knowledge. Furthermore, participants were aware of software solutions from other domains (e.g., firewalls) that automate settings adjustment.
Specific solutions in the scope of PPA were not named.

11.2.5

Summary

The majority of participants reported that the detailed information level supported them best in adjusting the settings matching their privacy needs.
Within the study, we did not evaluate the scalability aspects of privacy settings adjustment. Considering the information in the detailed level required
longest. Investigations from related domains, e.g., website cookie settings
[Hab+20], showed that the effort spent to process such information daily
could be overwhelming for users.
The vast majority of participants would expect to receive detailed information about the sensors, the collected data, and the data recipients in the
settings. From this study, we can conclude that detailed information should
be available when making decisions about privacy. However, processing this
information is time-consuming, and based on that, users considered delegating their privacy settings to a trusted entity.
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11.3

methodology

To investigate the relations of privacy profiles to PPA realizations, we conducted a large-scale online study using the Prolific recruitment platform2
with 1126 participants. The online survey aimed to investigate the proposed
PPA concept by specifically investigating the following research questions:

?

Research Question: Personal Privacy Assistance

RQ3.2.1: How do the users’ wishes for PPAs support generally differ
and based on the context of use?
RQ3.2.2: How do the decisions for allowing and denying data collections differ among different privacy profiles?

2 https://www.prolific.co/ last accessed October 20th 2020

11.3 methodology

11.3.1

Survey Procedure

The procedure of our online survey was as follows:
1) Welcome On the first screen, the participants received a consent form and
were asked to read and accept it.
2) Experience, Understanding of IoT, and Anchoring. This part intended to capture the participants’ previous experiences with IoT devices. The participants were asked whether they have already heard about the Internet of
Things and how. Next, the participants’ read a description of the IoT and
were asked which IoT devices they own.
3) Privacy Profile Assignment. In this part of the survey, participants proceeded with the questionnaire to assign a privacy profile.
4) PPA Realization Possibilities in General. The general concept of a PPA was
introduced. To do so, we built upon the qualitative study by Colnago et
al. [Col+20] which specifically investigated three different realizations for
PPAs for IoT in general (see Section 11.1). Hence, we adapted descriptions
from Colnago et al. and provided screenshots of possible implementations
on a mobile device. Then, the participants received nine control questions
to check whether they understood how the PPAs function. Next, they were
asked to rank the three PPAs according to their preferences and explain their
ranking in a free-text field. In this part, we first wanted to focus on general
perceptions of the different PPA realizations before introducing different usage contexts.
5) PPA Realization Possibilities in Usage Contexts. In this part, we introduced
different usage contexts varied on three factors:
1. environment in which the IoT device is located,
2. captured data, and
3. number of data requests.

247

248

privacy profiles as personal privacy assistance

Table 11.1: Overview of the factors that we varied in the investigated usage contexts.
Factors

Levels

environment

at home, at another household

data

video, audio & biometric data, consumer behavior data, presence

request

low (5x per day), medium (25x per day), high (100x per day)

Table 11.1 lists all factor variations and Table C.1 in Appendix C.1 lists all
usage context statements that were presented to the participants.
For each usage context, we used data from related work [BKP13; Ema+17;
Col+20; Led+04; PCO14; IH10] and from our previous studies. Combining
these three factors leads to a total of 18 possible combinations of contexts.
Each participant received all 18 combinations in random order in the form:
Imagine you are at [environment] and your own IoT devices request
access to [data]. This request happens [request] a day (this means about
[number] times per hour).
In each usage context, the participants were asked to rank the three PPA realizations and indicate whether they would allow or deny the data collection.
6) Demographics. In the final part of the survey, we asked the participants to
provide demographics. We assessed the participants’ affinity for technology
through the ATI scale [FAW19].

11.3.2

Recruitment and Participants

For the online study, we recruited a sample of 1126 participants residing in
different countries. For recruitment and reimbursement, we used the online
platform Prolific. Four hundred twenty-three of them identified as female,
690 as male, seven as other, and six preferred not to say. The participants
were between 18 and 68 years old (Mean = 26.88, SD = 9.12). 40.05% of
participants were full or part-time employees, 36.69% were students, 19.44%
were unemployed or retired, and 0.79% preferred not to say. The overwhelming majority of 1116 participants reported daily Internet usage; the remainder stated values between four and six times a week and less than once
a week. 41.74% (N = 470) participants previously heard of the Internet of
Things before the study, while 58.26% (N = 646) have not.

11.4 results

Figure 11.2: Distribution of the privacy profiles in the online study. The asterisk *
denotes that this profile could not be assigned because of a small data
basis in the assignment study [Mar+c].

11.4

results

In this section, we report the results of the online survey. The collected data
set consisted of 1228 complete records. Considering the control items, 102
participants who answered at least two of the nine control items incorrectly
were removed. The final data set consists of 1126 records.

11.4.1

Distribution of Privacy Profiles

Figure Figure 11.2 provides an overview of the distribution of privacy profiles in our sample. The struggling amateur was the most prominent privacy
profile among the participants (35.34%, N = 398). This is followed by the
technician (17.93%, N = 202). Another prominent privacy profile was the
lazy amateur (17.14%, N = 193). Only 15 assignments (1.33%) corresponded
to the motivated layman.

11.4.2

General PPA Preferences

The participants were asked to rank the three PPA realizations based on their
preferences and to explain the ranking.
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11.4.2.1

Overall: Independence from Privacy Profiles

In general, decision PPAs were most frequently placed in the last position (N = 648). Recommendation PPAs were most frequently placed in
the second position (N = 516) and slightly less often placed on the top
one (N = 465). Notification PPAs were selected similarly often on the first
(N = 399) and second (N = 394) positions. When asked to explain their decision, participants named arguments for and against each PPA realization.
Participants that favored decision PPAs stated aspects related to convenience
(N = 36). Furthermore, decision PPAs decide automatically (N = 68) which
saves time (N = 31). Arguments against decision PPAs were that the participants wanted to be informed (N = 58) about the collected data, IoT devices
in the room, and decisions are made by the PPA. Participants wanted to
make conscious decisions to stay in control (N = 254). Other aspects were
missing trust towards AIs (N = 51) and privacy-related factors meaning that
participants did not want that data about them is collected or processed for
PPAs (N = 34).
Considering notification PPAs, participants valued that they are informed
(N = 124), e.g., about IoT devices in the room. At the same time, they retain
control and can make their own decisions (N = 203). The participants noted,
however, that notification PPAs offer less functionality and information compared to the other PPAs (N = 59) while annoying users with notifications
or demanding decisions from them (N = 75). The support offered by notification PPAs was not considered to be enough (N = 34), and they demand
more attention and time from users (N = 48).
Participants liked recommendation PPAs because they make suggestions
based on previous choices or preferences (N = 104) while providing full
control (N = 258). Participants perceived this aspect as particularly helpful
for people lacking knowledge about privacy protection (N = 22).
Similar to decision PPAs, participants received it as unfavorable that recommendation PPAs might also store and process data about the users’ preferences (N = 20). Furthermore, some participants worried that the recommendations might be biased (N = 14).
We analyzed our data using a χ2 -test. To prevent inflation of type I errors,
we used Bonferroni correction. None of the χ2 -tests were significant. This
means that there are no significant differences regarding the overall choice
of PPA realizations.

11.4 results

11.4.2.2 Profile-Specific: Dependence from Privacy Profiles
Considering the privacy profiles, none generally preferred decision PPAs.
Fundamentalists chose notification PPAs since they offer the best control and
do not require data from their users. Experts also liked notification PPAs.
Both profiles are related to high knowledge about privacy protection. All
other profiles, on average, preferred recommendation PPAs.

11.4.3

PPA Preferences based on Usage Contexts

To evaluate the PPA choice in different usage contexts, we first analyzed
our data independently from the privacy profile assignment to obtain overall
results. Then, we analyzed the usage cases based on the assigned privacy profiles.

11.4.3.1 Overall: Independence from Privacy Profiles
First, we analyzed the impact of the usage contexts on PPA choices. For
this, we used a Friedman test revealing significant differences for data
(χ2 (8)=560.48, p<0.001), environment (χ2 (5)=370.85, p<0.001), and request
(χ2 (8)=949.86, p<0.001). In the next step, we calculated pairwise comparisons and applied Bonferroni correction to prevent the inflation of type I
errors. The results of the pairwise comparisons are given by Table C.2.2 in
the Appendix.
Data. Considering the captured data, the participants placed decision PPAs
on top of the ranking for biometric (58.86%), consumer behavior (48.13%)
and presence data (49.68%).
Request. The number of requests generally impacted the PPA choice in the
following ways. For a low number of requests, all PPA realizations were
equally often placed on top of the ranking (notification = 32.72% , recommendation = 33.64%, decision = 33.62%).
For a medium and high number of the requests, decision PPAs were favored. In the medium level, 49.39% placed the decision PPA on top, while
61.42% placed the decision PPA on top at the high level. In cases with high requests, decision PPAs were preferred over recommendation PPAs (z = 10.16,
p < .0001). If the number of requests is low, recommendation PPAs were
preferred over notification PPAs (z = 7, 595, p < .0001).
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Environment. In other households, participants generally preferred the recommendation PPAs (45.43%) those were also favored significantly more
often than decision PPAs (z = −3.60 , p = .005). In contrast, in their homes,
participants preferred notification PPAs with 48.81%.
Preferences for Data Collection. In each usage context, the participants were
asked whether they would allow or deny the data collection. Overall usage
contexts, 41.31% of data collections were permitted, and 68.69% were denied.
Considering the collected data, 24.75% allowed the collection of biometric
data, 45.31% permitted the collection of consumer behavior, and 45.66% allowed to collect presence data. At home, 46.54% of data collection were allowed. In contrast, 36.06% of collections in other households were permitted.
The more frequent data was requested, the more data collections were denied by the participants. The low number of requests resulted in 45.66% of
allowed collections, medium in 41.65%, and high in 36.62%.

(a) Home

(b) Other Household

Figure 11.3: Investigated scenarios.

11.4.3.2

Profile-Specific: Dependence from Privacy Profiles

After analyzing the overall preferences in the different scenarios, we investigated the relations of the privacy profiles and the PPA choices. For this, we
investigated the top choice of the PPA realization for each privacy profile in
each scenario (S1-S18, see Figure 11.3). Figure 11.4 lists the top PPAs choice
based on the privacy profile and scenario.
None of the privacy profiles exclusively chose a single PPA realization over
all scenarios. The profile marginally (low motivation and knowledge) con-
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Figure 11.4: First ranking grouped by privacy profiles and investigated scenarios.
Each profile has an individual pattern. In scenarios with more than 25
notifications per day, decisions PPAs were favored. In other scenarios,
profiles that represent high knowledge and motivation tend to prefer
notification PPAs. Lower motivation led to the choice of recommendation PPAs.

cerned almost exclusively preferred decision PPAs except for scenarios in
other households with about five requests per day (S10 and S16). Within the
scenarios S2, S3, S8, and S9, all privacy profiles preferred decisions PPAs.
All of these scenarios were at home with more than 25 requests per day. The
collected data were video, audio, biometric (S1 and S2), and consumer behavior (S8 and S9). For all other at-home scenarios, the profiles also preferred
decision PPAs, except for the profile motivated layman. Motivated laymen
tended to favor notification and recommendation PPAs if the number of requests was about five per day. However, the share of the motivated layman
in our study was relatively low and the second and third rankings were had
a similar quantity.
Experts and fundamentalists share high knowledge and are at least medium
motivated. Both profiles tended to prefer notification PPAs if the number of
requests was about five per day (S1, S4, S7, S10, S13, S16). However, looking
at the second-ranking experts, who are less motivated than fundamentalists,
would also choose decision PPAs for consuming behavior data at home (S7).
Lazy experts have high knowledge but low motivation. They preferred decision PPAs in all scenarios except for scenarios at another household with
video, audio, biometric data (S4), and presence data (S16). In those scenarios,
they preferred recommendation PPAs.
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Figure 11.5: Decisions of privacy profiles to allow or deny data collections in the usage contexts based on the majority. Each privacy profile demonstrated
an individual pattern of allowance and denial. S1-S6 refers to scenarios
in with video, audio, and biometric data are captured, which is denied
by each privacy profile. S13 and S14 refer to presence data collected
at home, which is allowed by all profiles. Differences are mainly connected to the motivation to protect privacy.
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Figure 11.6: Decisions of privacy profiles to allow or deny data collections in the
usage contexts based on the allowance rate. Each privacy profile has
an individual pattern of allowance rates. The allowance rate in S1 to S6
represents the collection of video, audio, and biometric data. However,
the allowance rate in other households is lower than at home. Differences are mainly connected to the motivation to protect privacy.
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In general, the number of requests mostly influenced the participants’
choices of PPAs. Considering the privacy profiles, if the motivation was
higher, recommendation PPAs were chosen. At the same time, if also the
knowledge was higher, there was a tendency to select notification PPAs.
In each usage context, we asked the participants whether they would allow
or deny the data collection. Figure 11.5 provides an overview considering
whether most users within the privacy profile allowed or denied the collection. Figure 11.6 extends this information by depicting the allowance rate.
Each privacy profile demonstrated an individual pattern for allowance and
denial, indicating that the profiles differ from each other.
In the scenarios S1 - S6, the collected data were video, audio, and biometric.
All privacy profiles denied data collection. In these scenarios, the allowance
rates were generally low. However, the rates in other households were lower
compared to the own home.
Privacy profiles with a high motivation (fundamentalist, technician, motivated layman) denied most data collections except S13, S14, and S16. These
scenarios share a low number of requests.
In general, each privacy profile allowed S13 and S14 that corresponded to
presence sensor data at home. The profile marginally concerned placed the
least restrictions on data collection by allowing everything except S1 - S6,
S12, and S18. The latter two refer to a high number of requests in foreign
households.
In summary, for decision making, whether to allow or deny a data collection
request, the participants mostly considered the collected data. The environment follows this since data collection at home was more frequently allowed
compared to other households.
Considering the privacy profiles, the differences were mainly rooted in the
motivation dimension. The less motivation and knowledge a privacy profile
represents, the more data collections are allowed.
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11.5

discussion

In this section, we first discuss the results in Section 11.5.1. Then, we explain
the limitations of our investigation and provide prerequisites to realize our
proposed concept of PPA support in IoT environments in Section 11.5.2.

11.5.1

Study Results

This section discusses the study results and the two research questions
RQ3.2.1 (how do the users’ wishes for PPAs support differ generally and based
on the context of use) and RQ3.2.2 (how do the decisions for allowing and denying
data collections differ among different privacy profiles).
In summary, participants in the online survey generally preferred recommendation PPAs that inform them about data collections in their environments
and recommend a decision, thus keeping participants in control. This confirms results from related publications [Nam+18; Col+20]. However, when
looking at the different usage contexts in more detail, the choices for particular PPAs were more nuanced.
Privacy profiles representing users with high knowledge about privacy protection preferred notification PPAs if their motivation is at least medium.
Such users would refrain from using recommendation PPAs because the
data needed for giving a recommendation is considered privacy-sensitive.
Furthermore, these users feared being manipulated by the recommended
decision. Lazy experts form an exception. They are highly knowledgeable,
but their motivation level is low. Hence, they preferred recommendations
instead of notification PPAs. Users of all other privacy profiles generally preferred the recommendation PPA over the decision PPA especially because
they want to stay in control.
When we investigated different usage contexts, we found that participants
changed their PPA preferences based on that. Overall, the frequency of requests impacted users’ decisions most. We also found different tendencies
based on the level of knowledge and motivation represented by the profile.
Within this scope, our results indicate that users’ motivation is more important than their knowledge.
General Observations. In general, participants mostly considered the number of requests when choosing a PPA. If there are 25 or more requests per
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day, participants opted for a decision PPA. Hence, scalability was an important factor in our investigation.
Profiles with High Knowledge. As stated above, profiles with high knowledge and at least medium motivation prefer notification PPAs. In scenarios
with at least 25 decision requests per day, users of those profiles shifted to
decision PPAs because convenience becomes more important. The relation
between convenience and privacy was investigated by previous work. Convenience is a major factor for sacrificing privacy [Ema+17; Zhe+18]. However,
the sacrifice of privacy, here, is not towards the IoT device but towards the
PPA software. In this scope, lazy experts formed an exception. They tended
to prefer decision PPAs in each scenario and shifted to recommendation
PPAs in foreign households with a low number of decision requests. The
low motivation of lazy experts can explain these preferences.
Profiles with Medium Knowledge. Technicians, struggling amateurs, and
lazy amateurs are profiles with medium knowledge. Both amateur profiles
(low and medium motivation) generally preferred recommendation PPAs in
scenarios with low requests. At home, they even tended to decision PPAs.
In contrast, technicians who have a high motivation tended towards notification PPAs in scenarios with few requests. For consumer behavior in foreign
households, they prefer to receive a recommendation. Considering presence
data at home, they opt for notification PPAs.
Profiles with Low Knowledge. The last group of profiles is those with
low knowledge, namely, marginally concerned and motivated layman.
Marginally concerned users almost exclusively chose decision PPAs in other
households with about five requests per day (S10 and S16). In contrast, motivated layman differentiated between their own homes in which they tended
to prefer notification PPAs except for access to presence data, and other
households in which they either want a notification or recommendation if
the number of requests is medium or low.
Each privacy profile resulted in an individual pattern representing the allowance and denial of data collection in IoT scenarios. Similarly to an existing study by Naeini et al. [Ema+17], participants generally differentiated between their private homes and other private households. All privacy profiles
shared this differentiation. Furthermore, access to presence data at home
was allowed by each profile if the number of requests is about 25 per day.
Higher requests were denied by privacy profiles that represent high motivation. Those were also the profiles that denied most data collections.
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11.5.2

Using Privacy Profiles in IoT Scenarios

Answering our research questions, we showed differences in PPA preferences based on usage contexts and privacy profiles. In this section, we explain
the limitations of our study and prerequisites for realizing the proposed PPA
concept.
Information for Decision Making. As for usage scenarios, different environments, data types, and numbers of requests were investigated based on information provided in related work [BKP13; Ema+17; Col+20; Led+04; PCO14;
IH10] and in our studies. Based on the study design, we presented all combinations of factors to each participant resulting in 18 conditions. While these
factors form important information for making privacy decisions, further
factors not investigated in our study might have an impact, such as the provide of IoT devices or the owner of an IoT environment (see Section 10.3).
The pre-study presented in Section 11.2 investigated the level of information
needed to make privacy decisions. While the pre-study results indicate that
users wish detailed information, specific representations of this information
should be investigated further to optimally realize the proposed concept.
Methods for Recommendation and Decision Making. Each privacy profile
had an individual pattern regarding the choice of PPA support and data
collection allowance, indicating that the profiles can serve as a basis for
designing PPAs. To realize the concept for recommendation and decisions
PPAs methods for giving the recommendation and making the decision are
required. For this, existing works investigated machine-learning approaches
that predict user decisions [Ema+17]. While this can be a possible solution,
user perceptions of the concept should be considered. For instance, participants in our study expressed an untrust towards AI-technologies. Alternatives to AIs are crowdsourcing and expert recommendations. Consequently,
for realizing the proposed concept, methods for providing recommendations
and decisions are required and should be tailored towards the users’ needs
and perceptions.
PPA Location. PPAs based on privacy profiles can be realized in two main
ways. First, the support is based on the mobile device from the user. In this
case, the device knows the user’s privacy profile and acts according to that.
Therefore, the device has to communicate with IoT devices. Second, privacy
profiles could be used more explicitly by the user to communicate privacy
preferences. In particular, users know their profile and could communicate
it to an environment they are present in. This could be done using a control
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device provided in the environment or even by tangible representations of
the profile that are visually placed in specific spots. Compared to the first realization option, the mobile device of the user does not have to communicate
with the IoT device and exchange information. The user acts more actively
in the second scenario and has better knowledge about what is going on.
This, however, could also be seen as a drawback because users might forget
to act or might be limited in their action options in mobile scenarios.
Privacy Negotiation. Our study investigated scenarios in which one user
is present in an IoT environment. However, the privacy preferences of individual users might be different, and multiple users with different preferences are likely in one IoT environment. To realize the proposed concept,
methods to negotiate privacy settings are required. For instance, the environment could adapt to the user having the strongest privacy requirements.
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11.6

conclusion

This chapter presented a concept for personal privacy assistance and an indepth investigation. The proposed concept realizes PPAs based on privacy
profiles that users are assigned to. Through an online study with 1126 participants, we investigated the choice of PPA realizations that offer support for
different tasks in different usage contexts that varied based on the environment in which the IoT device is located, the captured data, and the number
of decision requests.
In general, PPAs that notify the users about data collection and recommend
a decision on whether to allow or deny this collection were favored. Reasons
for that were the wishes of the users to keep control. Users with profiles representing a high knowledge about privacy protection and at least medium
motivation would even consider the data collected by PPAs to make the
recommendation as either privacy-invasive or manipulating and thus prefer
only to receive notifications. In contrast to that, considering the different
scenarios, users tended to choose decision PPAs that automatically make
and communicate decisions for them of the number of decision requests is
at least 25 per day. This shows that convenience is valued more than remaining in control of each and every privacy-related decision. This answers the
overall research question of this chapter RQ3.2 : What kind of assistance do users
wish for acting privacy-sovereignly in foreign IoT-equipped environments?
This work serves as a stepping stone for providing personal privacy assistance based on privacy profiles. To realize the concept, information for decision making needs further investigation. This considers the information
that is available to bystanders, such as data type or data recipient. Next, a
realization requires methods for recommendation and decision making. Finally, bystanders are in IoT-equipped environments that they do not own.
Consequently, the privacy attitudes of bystanders might be conflicted with
others. To realize the PPA concept, methods for privacy negotiation need to
be investigated further.
The investigated concept provides user agency for bystanders in IoTequipped environments. The PPA is tailored to their privacy attitudes and
desired support.

Part V

I N T E G R AT I O N &
CONCLUSIONS

12
A V I S I O N F O R P R I VA C Y- S O V E R E I G N I N T E R A C T I O N

Individuals in the digital world are represented by personal data that describes them. Data can also be in the form of assets that belong to individuals, such as digital currency or data about property in the analog world. For
acting sovereignly in both – analog and digital – worlds, individuals require
primacy over personal information and property.
This dissertation studied privacy-sovereign interaction in three specific domains:
1. Two-factor authentication to protect digital property
2. Individual verifiability in Internet voting to ensure data integrity
3. Bystander privacy in IoT-equipped environments
The remainder of this section provides a resume and integration of the contributions described in this thesis (Section 12.1). Directions for future work are
given in Section 12.2.
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12.1

resume and integration

This dissertation investigated three specific scopes of privacy-sovereign
interaction. In each scope, it is challenging to automate interaction entirely because complete automation might threaten user agency. As a result,
users have to perform specific tasks to express and maintain their privacysovereignty.

protecting digital property – privacy of credentials for exercising sovereignty
Privacy protection of digital property was investigated in the scope of twofactor authentication. In the use case of online banking, digital property is
given by the users’ money. Related work has shown that 2FA mechanisms
provide user agency. User competence and user experience, however, are
often impacted by bad usability [Ree+19; De +14; İKC19]. Even if users
can interact with 2FA mechanisms, the procedures were perceived as too
time-consuming [Wei+09a; Col+18]. Users also criticized the usage of nonpersonalized devices [WG17]. By interviewing experienced and inexperienced 2FA users, this thesis confirmed and extended the results from related
work. It was demonstrated that users preferred fully mobile solutions that
do not rely on any energy or network source. Additionally, users desired
using everyday devices for authentication and wished to interact with them
discreetly. Based on the investigation, this thesis contributes requirements
of usable and customizable 2FA.
The proposed concept 3D-Auth realizes these requirements and offers customization of physical representations and interactions performed for authentication. User studies of 3D-Auth prototypes demonstrated usability,
memorability, and hedonic quality since the users enjoyed the interaction.
In presenting the requirements and investigating 3D-Auth, this thesis answers RQ1 (How can privacy-sovereign interaction be supported for protecting
digital property – investigated in the specific context of 2FA?)

verifying integrity of intentions – verification of private
data
The integrity of private intentions was the second investigated scope in this
dissertation. This particularly concerned electronic votes that are cast in In-
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ternet elections. In paper-based elections, verification is done by visually
inspecting marks on the ballot and inserting it into the ballot box. Verification in Internet voting requires additional tasks by voters that are different
from paper voting. Consequently, related work has shown that voters might
question the necessity of verification [Mar+18a].
This thesis contributes a categorization of Internet voting schemes that offer
individual verifiability. The categorization is based on the timing of verification within the electoral process and the specific tasks that the voters have
to perform to verify successfully. We used the categorization as a basis for
a benchmark user study with 100 participants. From the study results, we
learned that the cast vote should be verified and that schemes with mandatory verification offer the best effectiveness. However, the choice of the specific verification scheme can only be made in connection with a particular
election context.
Schemes based on code sheets offer mandatory verification because votes
cannot be cast otherwise. The second contribution of the chapter is a redesign of the Swiss Internet voting interface that offers enhanced usability
and user experience. Studies of the redesign demonstrated the impact of the
interface and information presented to voters on usability and user experience.
This thesis part showed that verification procedures have to align with voter
expectations. Ideally, verification is carried out directly after voting and
could even be mandatory. The information presented in the interfaces and
auxiliary materials should guide voters through the procedures and prompt
them to execute mental tasks. This, in summary, answers RQ2 (How can users
be supported to act privacy-sovereignly when verifying the integrity of their intentions without breaking privacy – investigated in the specific context of Internet
voting?)

providing agency for incidentals – privacy in foreign environments
In the two previous cases, protection mechanisms were available for users
and voters. Thus, user agency was already offered. In the third case that
considers visits in IoT-equipped environments, user agency – especially for
bystanders – is not yet part of state-of-the-art devices. To investigate bystander privacy in IoT-equipped environments, this thesis first contributes
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three consecutive investigations that revealed challenges for designing IoT
devices that respect the privacy of their owners and bystanders alike.
The second contribution of this chapter investigates possible realizations for
personal privacy assistance. Within this scope, related work has shown that
users prefer control over comfort because they fear a loss of control [Col+20].
Based on that, participants in our large-scale online study preferred PPAs
that inform them about IoT devices in their environments instead of acting
autonomously. Considering specific usage contexts, the choice of personal
privacy assistance (PPA) was highly dependent on the number of decision requests that users receive throughout a day. Consequently, scalability aspects
are crucial. Users are also willing to handle their autonomy to supportive
software if their own effort is too high. This, in summary, answer the third
research question of this thesis RQ3 (How can incidental users be supported
in acting privacy-sovereignly in IoT-equipped environments – investigated in the
specific context of bystanders privacy?)

integration
This dissertation has argued the need for technologies that enable privacysovereign interaction. Such technologies give their users ultimate primacy
over their personal data generated, collected, stored, and analyzed by others,
protect data integrity and digital property (see Chapter 1).
The Internet as infrastructure initially was not designed to provide privacy
because its aim was networking research institutions, and Internet access
was limited to them. Nowadays, in the digital era, Internet access has expanded to private individuals and even physical objects that form the Internet of Things. As a consequence, privacy aspects became more critical.
Privacy-sovereign interaction considers the aspects of user agency, user competence, and user experience. Each contribution of this thesis emphasized
one of these three aspects. The chapters 4, 5, 7, 8, 10, and 11 contributed
individual requirements tailored for the investigated use cases. The remainder of this section integrates these individual requirements to an overall
requirement set for technologies that offer privacy-sovereign interaction.
1. Provide User Agency. User agency is the main prerequisite for privacysovereign interaction. If a protection mechanism does not offer the
users the possibility to express their needs, privacy-sovereign interaction is impossible. User agency concerns not only primary users but
also incidental users, such as bystanders. Interaction with (personal)
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IoT devices is no longer limited to specific locations because it can be
anywhere with Internet access. As a result, privacy-sovereign interaction should not be limited to one particular place and consider mobile
usages, such as energy sources.
2. Design for Discreetness. Privacy-sovereign interaction should not be
evident for observers. From the observer’s perspective, it should be
difficult to distinguish between an arbitrary interaction and an interaction related to digital sovereignty. This can be realized by providing
interactions with everyday items.
3. Make Verification Mandatory in Critical Contexts. Several mechanisms that allow the expression of digital sovereignty are optional.
From the users’ perspective, this is not problematic because it does not
limit individual sovereignty. Critical contexts – such as voting – however, form an exception. In these contexts, using a specific mechanism
could be mandatory. From the users’ perspective, this is not problematic because performing mandatory interaction ensures individual
sovereignty. If the interaction is not carried out, privacy-sovereignty is
only given by chance. If a task is mandatory, information on why this
task is needed should be available.
4. Reduce Workload from Users. Several tasks in privacy-sovereign interaction are difficult for humans, such as the comparison of codes. If
possible, assisting software should reduce users’ workload such that
they require minimal user competence to act sovereignly.
5. Offer Customization. Users prefer to use devices they already own
and want to decide about their privacy. Technologies that offer privacysovereign interaction should be customizable. In this scope, customization is twofold. First, users should be able to customize the technology
to match their personal preferences and knowledge levels. This primarily considers the support offered by a technology and its settings. Second, customization should foster hedonic quality by making it more
attractive to the users by (physical) realizations.
6. Consider Scalability. Finally, the scalability of privacy-sovereign interaction is crucial. If the number of actions is too high, users should be
able to calibrate an assisting software that acts on their behalf individually.
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12.2

directions for future research

This thesis investigated privacy-sovereign interaction. However, it yields
interesting open challenges that researchers may address in the future.
This section first provides future work considering the investigated use cases
in Section 12.2.1 before considering privacy-sovereign interaction overall (Section 12.2.2).

12.2.1

Future Work Considering the Investigated Use Cases

Sophisticated 3D-Auth Items. The concept 3D-Auth forms a stepping stone
towards a novel concept for enabling two-factor authentication on touchscreens. Chapter 5 contributed the concept, security considerations, prototype realizations of 3D-Auth items with one interaction, and user studies.
A possible next step for future work is more sophisticated items that combine different authentication interactions to a more complex authentication
pattern. Furthermore, Future work should investigate methods for users to
design and fabricate 3D-Auth items. We envision a fabrication pipeline in
which users can choose individual 3D-shapes. Then, the software provides
a set of possible authentication interactions. The user picks the interactions,
and the software calculates a 3D-printable model.
Investigation of Task Delegation. Chapter 7 and 8 investigated verification
protocols in which users verify by themselves. Methods for delegating verification are described in related work [Esc+16] and should be investigated indepth. Based on the users’ wish to keep control in other domains [Col+20],
it is crucial to investigate the usability and user experience of verification
delegation and the users’ perceptions and trust. Considering verification carried out by users, this thesis contributed to interface design for code sheet
schemes in Chapter 8. As a next step, the interface should be investigated
outside the lab by letting users verify using their own devices.
Realization of Personal Privacy Assistance. Chapter 11 contributed a concept for personal privacy assistance and investigated aspects thereof. This
investigation serves as a stepping stone, and future works should examine
options for realizing recommendations and decisions. Furthermore, possible
means to negotiate privacy settings among multiple users form a crucial task
for future work.
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12.2.2

Future Work Considering Privacy-Sovereign Interaction

Digitization is progressing and will continue to influence how humans interact with information. This creates opportunities for new use cases that
aim to facilitate daily life. However, despite extensive research in the past
two decades, the developers and providers of IoT devices often do not consider the implications of their design choices on users’ privacy – neglecting
privacy-sovereign interaction. Consequently, it is not easy to adjust IoT devices matching to individual privacy attitudes [Yao+19b; Yao+19a; TKL19],
which is furthermore confirmed by research presented in this thesis.
Privacy-Sovereign Interaction is More than Usability. Existing investigations and several studies conducted in this thesis show that mere usability
is not enough to enable privacy-sovereign interaction. The research field of
usable security and privacy strongly focuses on the usability aspects of protection mechanisms. However, even if users can effectively interact with a
protection mechanism in a reasonable amount of time, they might still consider it an overhead. Researchers interested in the privacy-sovereign interaction should consider user experience aspects, especially pragmatic and
hedonic quality of protection mechanisms, to motivate users to act privacysovereignly. A possibility for that might be customization – the interaction
with a protection mechanism ideally should follow personal preferences. Options for offering personalization form a vital task for future work.
Privacy-Sovereign Interaction Encompasses Different Stakeholders. Most
investigations in related work considered specific technology realizations
demonstrating that user agency is only rarely considered. The research field
of usable security and privacy strongly focuses on the users of a technology. However, considering the user agency aspect of privacy sovereign interaction, other stakeholders have to be considered. Researchers interested
in investigating different stakeholders should consider the developers and
designers of technologies to investigate how they can be supported in designing devices that offer privacy-sovereign interaction. The administrators
of devices give other important stakeholders because they often have root
access to data that might be privacy-sensitive. Based on that, it should be
investigated how IoT devices can be administered without breaking their
users’ privacy. Finally, as shown in part IV of this thesis, devices can have
different user types. Future work should investigate how devices have to
be designed to enable privacy-sovereign interaction for primary users and
bystanders.
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Privacy-Sovereign Interaction is Related to Any Technology. In this dissertation, we investigated three specific use cases of privacy-sovereign interaction that represent different privacy functions. Researchers interested
in privacy-sovereign interaction could broaden this investigation by considering further use cases. Due to the increase of automation and IoT devices,
privacy-specific tasks are likely delegated to assisting software in the future.
Within this scope, the verification of software decisions and tasks becomes
a crucial part of future work. Considering privacy-sovereign interaction, it
should be investigated to which extent users are willing to delegate privacytasks to such an assisting software, how these tasks can be verified and controlled.
Privacy-Sovereign Interaction is not Static. The progression of software
and update possibilities make privacy-sovereign interaction dynamic. For
instance, a software update could leverage existing sensor data based on a
novel algorithm to gather privacy-sensitive data from a user. Consequently,
users might have to update privacy decisions of already owned devices during usage. This dynamic should and means to improve awareness of users
form crucial parts of future work.

12.2.3

Concluding Remarks

This thesis contributed to the vision of privacy-sovereign interaction in the
digital world. As the author of this thesis, I would like to close it by referring
to the quote by Edward Snowden, given in Chapter 1. He said that the objective of privacy is neither hiding nor protecting something. Instead, it is about
individuals, their beliefs, and their wishes. If technologies do not provide –
or neglect – privacy-sovereignty, individuals have no chance at all to be how
they truly are.
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a.1

final literature list

The following table lists the 34 publications that we obtained through the
structured literature search in Section 7.1.1
Category

Publication Title

First Author

Year

Ref.

Simple Verifiable Elections

Benaloh, Josh

2006

[Ben06]

Benaloh, Josh

2007

[Ben07]

BeleniosRF: A Non-interactive ReceiptFree Electronic Voting Scheme

Chaidos,
Pyrros

2016

[Cha+16]

BeleniosRF: A Strongly Receipt-Free Electronic Voting Scheme

Cortier,
Véronique

2015

[CFG15]

Trivitas: Voters Directly Verifying Votes

Bursuc, Sergiu

2011

[BGR11]

From Helios to Zeus

Tsoukalas,
Georgios

2013

[Tso+13]
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V O T I N G S T U D I E S M AT E R I A L

b.1

final open-ended questionnaire

This questionnaire was given to the participants after the interaction with
the voting scheme in the study reported in Section 7.4.
1) Would you use the presented voting system in a real political election? (Answer options: yes, no,
not sure) Please explain your answer. (Free-text)
2) Would you like to check your vote for correctness in general independently from the software
you have just used in a real political election? (Answer options: yes, no, not sure) Please explain
your answer. (Free-text)
3) Would you use the software that you have just used to check your vote for correctness in a real
political election? (Answer options: yes, no, not sure) Please explain your answer. (Free-text)
4) Do you think that you successfully audited your vote using the presented software? (Answer
options: yes, no, not sure) Please explain your answer. (Free-text)
5) Which properties could you check or audit with the presented software to your understanding?
(Free-text)
6) Would using the presented software convince you that your vote was stored in the electronic
ballot box and your intention? (Answer options: yes, no)
7*) Audit-or-cast: Vote auditing can be done multiple times before casting a vote. How often would
you carry out verification? Please, explain your answer. (Free-text)
7*) Verification device: Vote auditing typically can be done only in a limited time-frame for security
purposes (e.g., 30 minutes). What do you think about this limitation? Please, explain your answer.
(Free-text)
7*) Tracking data: Vote auditing can only be done once the official election result is announced.
Typically, this is two weeks after elections day. After this period of time would you check your
vote? Please, explain your answer. (Free-text)
7*) Code sheets: To participate in the election, you need to register in advance to the authorities
in order to receive the letter containing credentials and codes. Do you consider this effort as
appropriate? Please, explain your answer. (Free-text)
8) If you have any further feedback, you can note it here. (Free-text)
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b.2

interview guide expert study

We used this interview guide in our expert evaluation for the semistructured interview (see Section 8.2).
1. As mentioned earlier, the second part of our study is an interview. Now that you have interacted
with the voting interface, we would like to gain a deeper understanding of the weaknesses that
you have mentioned and about means to mitigate or address them.
2. As mentioned earlier, I will record the interview and let you know when the recording will start.
Are you ready? I will start the recording device.
3. (Action: Turning on recording device)
4. I will restart the Internet voting system, such that you can have a look at it again. Let’s start.
5. What are weaknesses that you have experienced?
6. (Action: For each weakness, asking for a specific measure to address or mitigate the weakness
until all weaknesses are discussed.)
7. Let’s take a closer look at the code sheet.
8. (Action: Handling the code sheet and the letter)
9. Do you have any suggestions on how to improve the usability of the code sheet?
10. (Action: Asking for details of the suggestions.)
11. Thanks for your comments and your feedback. Is there anything that you would like to add?
12. I stop the recording.
13. (Action: Turning off recording device)
14. Thanks for the participation in our study.

B.3 final open-ended questionnaire exploratory study

b.3

final open-ended questionnaire exploratory study

This questionnaire was given to the participants in Step 4 of our exploratory
study (see Section 8.3.2) after the participant had interacted with all four
conditions. The systems 1–4 in the answers correspond to the order in which
the participants interacted with the conditions.
1. Which of the presented voting systems did you like best? (answer options: system 1, system 2,
system 3, system 4) Please justify your answer. (Free-text)
2. Which of the presented voting systems would you like to use in a real legally-binding election?
(multiple answers allowed, answer options: system 1, system 2, system 3, system 4) Please justify
your answer. (Free-text)
3. Did you experience an error or problem in one or more of the presented voting systems? (multiple answers allowed, answer options: system 1, system 2, system 3, system 4) If yes, please
describe the error(s) or problem(s). (Free-text)
4. If you have any further feedback, you can note it here. (Free-text)
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b.4

redesign interface

Side-by-side comparisons of the original and redesign interfaces.

(a) Original: Welcome

(b) Redesign: Welcome

B.4 redesign interface

(a) Original: Login

(b) Redesign: Login
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(a) Original: First Vote

(b) Redesign: First Vote

B.4 redesign interface

(a) Original: Second Vote

(b) Redesign: Second Vote
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(a) Original: Confirmation of Selections

(b) Redesign: Confirmation of Selections

B.4 redesign interface

(a) Original: Vote Verification

(b) Redesign: Vote Verification
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(a) Original: not available

(b) Redesign: Vote Insertion

B.4 redesign interface

(a) Original: Vote Inserted

(b) Redesign: Vote Inserted
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(a) Original: not available

(b) Redesign: Vote Inserted

C
P R I VA C Y P R O F I L E S S T U D Y

c.1

scenario descriptions

The following statements that describe the usage contexts were shown to the
participants in the large scale online study reported in Chapter 11.
Usage Context
S1

Imagine you are at home and your own IoT devices request access to video, audio, and biometric data about you (e.g., pictures of your face). This request happens five times a day (this
means less than once per hour).

S2

Imagine you are at home and your own IoT devices request access to video, audio, and biometric data about you (e.g., pictures of your face). This request happens 25 times a day (this
means 1-2 times per hour).

S3

Imagine you are at home and your own IoT devices request access to video, audio, and biometric data about you (e.g., pictures of your face). This request happens 100 times a day (this
means 4-7 times per hour).

S4

Imagine you are in another household with IoT devices. The devices request access to video,
audio, and biometric data about you (e.g., pictures of your face). This request happens five
times a day (this means less than once per hour).

S5

Imagine you are in another household with IoT devices. The devices request access to video,
audio, and biometric data about you (e.g., pictures of your face). This request happens 25
times a day (this means 1-2 times per hour).

S6

Imagine you are in another household with IoT devices. The devices request access to video,
audio, and biometric data about you (e.g., pictures of your face). This request happens 100
times a day (this means 4-7 times per hour).

S7

Imagine you are at home and your own IoT devices request access to consumer behavior (e.g,
whether a product has been consumed). This request happens five times a day (this means
less than once per hour).

S8

Imagine you are at home and your own IoT devices request access to consumer behavior (e.g,
whether a product has been consumed). This request happens 25 times a day (this means 1-2
times per hour).

S9

Imagine you are at home and your own IoT devices request access to consumer behavior (e.g,
whether a product has been consumed). This request happens 100 times a day (this means 4-7
times per hour).

S10

Imagine you are in another household with IoT devices. The devices request access to consumer behavior (e.g, whether a product has been consumed). This request happens five times
a day (this means less than once per hour).
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S11

Imagine you are in another household with IoT devices. The devices request access to consumer behavior (e.g, whether a product has been consumed). This request happens 25 times
a day (this means 1-2 times per hour).

S12

Imagine you are in another household with IoT devices. The devices request access to consumer behavior (e.g, whether a product has been consumed). This request happens 100 times
a day (this means 4-7 times per hour).

S13

Imagine you are at home and your own IoT devices request access to data to a generic presence
sensor that checks whether people are present in a room. This request happens five times a
day (this means less than once per hour).

S14

Imagine you are at home and your own IoT devices request access to a generic presence sensor
that checks whether people are present in a room. This request happens 25 times a day (this
means 1-2 times per hour).

S15

Imagine you are at home and your own IoT devices request access to a generic presence sensor
that checks whether people are present in a room. This request happens 100 times a day (this
means 4-7 times per hour).

S16

Imagine you are in another household with IoT devices. The devices request access to a generic
presence sensor that checks whether people are present in a room. This request happens five
times a day (this means less than once per hour).

S17

Imagine you are in another household with IoT devices. The devices request access to a generic
presence sensor that checks whether people are present in a room. This request happens 25
times a day (this means 1-2 times per hour).

S18

Imagine you are in another household with IoT devices. The devices request access to a generic
presence sensor that checks whether people are present in a room. This request happens 100
times a day (this means 4-7 times per hour).

c.2

post-hoc results

Results of the post-hoc tests for preferences of a PPA realization in the different usage contexts. The adjusted significance is based on Bonferroni correction.

C.2 post-hoc results

Table C.2.2: Results of the post hoc tests for preferences of PPA realizations in
the different usage contexts. The adjusted significance is Bonferronicorrected.
Factor

high # requests

medium # requests

low # requests

home

other household

presence

video, audio, biometric

consumer

Pair

Test Statistic

Std. Test Statistic

Sig.

Adj. Sig.

Dec Rec

1,172

10,157

0,000

0,000

Dec Not

2,761

23,919

0,000

0,000

Rec Not

1,588

13,762

0,000

0,000

Dec Rec

0,009

0,077

0,939

1,000

Dec Not

1,309

11,342

0,000

0,000

Rec Not

1,300

11,265

0,000

0,000

Rec Not

0,877

7,595

0,000

0,000

Rec Dec

-1,425

-12,342

0,000

0,000

Not Dec

-0,548

-4,748

0,000

0,000

Dec Rec

0,120

1,526

0,127

1,000

Dec Not

1,095

13,883

0,000

0,000

Rec Not

0,974

12,356

0,000

0,000

Rec Dec

-0,284

-3,604

0,000

0,005

Rec Not

0,857

10,875

0,000

0,000

Dec Not

0,573

7,271

0,000

0,000

Dec Rec

0,167

1,447

0,148

1,000

Dec Not

1,468

12,719

0,000

0,000

Rec Not

1,301

11,273

0,000

0,000

Rec Dec

-0,251

-2,174

0,030

1,000

Rec Not

1,309

11,342

0,000

0,000

Dec Not

1,058

9,168

0,000

0,000

Rec Dec

-0,080

-0,696

0,486

1,000

Rec Not

1,414

12,250

0,000

0,000

Dec Not

1,333

11,553

0,000

0,000
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