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1 Introduction

1.1 Goals and Research Questions

1.1.1 Goal 1: Identify explanation approaches for the privacy paradox
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1.1.2 Goal 2: Understand factors that are important for users’ decision to protect their digital
privacy

1.1.3 Goal 3: Investigate how users’ awareness of privacy issues can be increased

1.1.4 Goal 4: Increase users’ privacy protection knowledge and ability
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1.1.5 Goal 5: Identify reasons for users to keep using privacy- threatening technologies and
investigate implications for privacy protection
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1.2 Methodological Approach
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Table 1: Overview of the different methodologies applied in this thesis.

1.3 Structure and Publications
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�8 �#���b�2�/ �Q�M �i�?�2 �T���T�2�` �ó�L�B�M�� �:�2�`�#�2�`�- �S���m�H �:�2�`�#�2�`�- ���M�/ �J�2�H���M�B�2 �o�Q�H�F���K�2�`�X �1�t�T�H���B�M�B�M�; �i�?�2 �T�`�B�p���+�v �T���`���/�Q�t�, �� �b�v�b�i�2�K���i�B�+
�`�2�p�B�2�r �Q�7 �H�B�i�2�`���i�m�`�2 �B�M�p�2�b�i�B�;���i�B�M�; �T�`�B�p���+�v ���i�i�B�i�m�/�2 ���M�/ �#�2�?���p�B�Q�`�X �A�M�, �*�Q�K�T�m�i�2�`�b �� �a�2�+�m�`�B�i�v �d�d �U�k�y�R�3�V�- �T�T�X �k�k�e���k�e�R�X�ô
�(�3�R�)

��



�)�L�J�X�U�H �����*�U�D�S�K�L�F�D�O �G�H�S�L�F�W�L�R�Q �R�I �W�K�H �U�H�Y�L�H�Z �S�U�R�F�H�G�X�U�H��

�b�m�K�K���`�B�x�2�/ �B�M �b�2�+�i�B�Q�M�k�X�k�X �P�7 �i�?�2 �R�3�R �B�M�+�H�m�/�2�/ ���`�i�B�+�H�2�b�- �8�j �/�2���H�i �r�B�i�? �i�?�2 �T�`�B�p���+�v �#�2�?���p�B�Q�` �Q�7 �m�b�2�`�b �U�9�R
���b�b�2�b�b�2�/ �/���i�� �/�B�b�+�H�Q�b�m�`�2 �#�2�?���p�B�Q�`�- �j�y �/���i�� �T�`�Q�i�2�+�i�B�Q�M �#�2�?���p�B�Q�`�V�X �h�?�2 �#�2�?���p�B�Q�`���H �B�M�i�2�M�i�B�Q�M �r���b �2�t���K�B�M�2�/ �B�M
�j�N ���`�i�B�+�H�2�b�- �r�?�2�`�2���b �T�`�B�p���+�v ���i�i�B�i�m�/�2 �r���b ���b�b�2�b�b�2�/ �B�M �R�k�- �T�`�B�p���+�v �+�Q�M�+�2�`�M�b �B�M �9�d ���M�/ �T�2�`�+�2�B�p�2�/ �T�`�B�p���+�v �`�B�b�F
�B�M �k�y ���`�i�B�+�H�2�b�X

���������� �,�Q�F�O�X�V�L�R�Q �R�I �6�W�X�G�\ �5�H�V�X�O�W�V

�A �/�2�+�B�/�2�/ ���#�Q�m�i �i�?�2 �B�M�+�H�m�b�B�Q�M �Q�7 �b�i�m�/�v �`�2�b�m�H�i�b �B�M �i�?�2 �7�m�`�i�?�2�` �2�p���H�m���i�B�Q�M �#���b�2�/ �Q�M �i�?�2 �;�m�B�/�2�H�B�M�2�b �7�Q�` �T�2�`�7�Q�`�K�B�M�;
�� �b�v�b�i�2�K���i�B�+ �H�B�i�2�`���i�m�`�2 �`�2�p�B�2�r �B�M �i�?�2 ���`�2�� �Q�7 �b�Q�7�i�r���`�2 �2�M�;�B�M�2�2�`�B�M�; �#�v �E�B�i�+�?�2�M�?���K �(�R�R�8�)�X �a�?�2 �/�B�b�i�B�M�;�m�B�b�?�2�b
�#�2�i�r�2�2�M �}�p�2 �/�B�z�2�`�2�M�i �H�2�p�2�H�b �Q�7 �2�p�B�/�2�M�+�2 �/�`���r�M �7�`�Q�K �2�K�T�B�`�B�+���H �b�i�m�/�B�2�b�- �#���b�2�/ �Q�M �i�?�2 �T���`�i�B�+�m�H���` �b�i�m�/�v �/�2�b�B�;�M�,
�G�2�p�2�H �R �B�M�+�H�m�/�2�b �`���M�/�Q�K�B�x�2�/ �+�Q�M�i�`�Q�H�H�2�/ �i�`�B���H�b ���M�/ �H�2�p�2�H �k �T�b�2�m�/�Q�@�`���M�/�Q�K�B�x�2�/ �+�Q�M�i�`�Q�H�H�2�/ �i�`���B�H�b �U�B�X�2�X�- �i�?�2
���H�H�Q�+���i�B�Q�M �i�Q �i�?�2 �i�`�2���i�K�2�M�i �B�b �M�Q�i �`���M�/�Q�K�V ���M�/ �H�2�p�2�H �8 �i�?�2 ���b�b�2�b�b�K�2�M�i �Q�7 �2�t�T�2�`�i �Q�T�B�M�B�Q�M�b �#���b�2�/ �Q�M �i�?�2�Q�`�v
�Q�` �+�Q�M�b�2�M�b�m�b�X �L�Q �b�i�m�/�v �/�2�b�B�;�M �+���M �/�2�}�M�B�i�2�H�v �#�2 ���b�b�B�;�M�2�/ �i�Q �H�2�p�2�H �j ���M�/ �9�- �?�Q�r�2�p�2�`�- �i�?�2�`�2 ���`�2 �b�2�p�2�`���H
�b�i�m�/�v �/�2�b�B�;�M�b �i�?���i �+���M �#�2 ���b�b�B�;�M�2�/ �i�Q �K�Q�`�2 �i�?���M �Q�M�2 �H�2�p�2�H�- �M���K�2�H�v �`���M�/�Q�K�B�x�2�/ �2�t�T�2�`�B�K�2�M�i�b �i�?���i ���`�2
�T�2�`�7�Q�`�K�2�/ �B�M ���M ���`�i�B�}�+�B���H �b�2�i�i�B�M�; �U�H�2�p�2�H �R�@�9�V�- �+�Q�K�T���`���i�B�p�2 �b�i�m�/�B�2�b �r�B�i�? �M�Q�M�@�`���M�/�Q�K�B�x�2�/ �+�Q�M�+�m�`�`�2�M�i �+�Q�M�i�`�Q�H�b
���M�/ ���H�H�Q�+���i�B�Q�M�- �+�Q�?�Q�`�i �b�i�m�/�B�2�b�- �+���b�2�@�+�Q�M�i�`�Q�H �b�i�m�/�B�2�b �Q�` �B�M�i�2�`�`�m�T�i�2�/ �i�B�K�2 �b�2�`�B�2�b �r�B�i�? �� �+�Q�M�i�`�Q�H �;�`�Q�m�T �U�H�2�p�2�H
�R�@�j�V�- �+�Q�K�T���`���i�B�p�2 �b�i�m�/�B�2�b �r�B�i�? �?�B�b�i�Q�`�B�+���H �+�Q�M�i�`�Q�H�- �i�r�Q �Q�` �K�Q�`�2 �b�B�M�;�H�2 ���`�K �b�i�m�/�B�2�b�- �Q�` �B�M�i�2�`�`�m�T�i�2�/ �i�B�K�2
�b�2�`�B�2�b �r�B�i�?�Q�m�i �� �T���`���H�H�2�H �+�Q�M�i�`�Q�H �;�`�Q�m�T �U�H�2�p�2�H �k�@�j�V�- �T�Q�b�i�@�i�2�b�i �Q�` �T�`�2�@�i�2�b�i�f�T�Q�b�i�@�i�2�b�i �+���b�2 �b�2�`�B�2�b �U�H�2�p�2�H �k�@�9�V
���M�/ �[�m���b�B�@�`���M�/�Q�K�B�x�2�/ �2�t�T�2�`�B�K�2�M�i�b �i�?���i ���`�2 �T�2�`�7�Q�`�K�2�/ �B�M ���M ���`�i�B�}�+�B���H �b�2�i�i�B�M�; �U�H�2�p�2�H �j�@�9�V�X �A �B�M�+�H�m�/�2�/ �Q�M�H�v
�b�i�m�/�B�2�b �Q�z�2�`�B�M�; �2�p�B�/�2�M�+�2 �Q�M �H�2�p�2�H �R �i�Q �9�- �B�X�2�X�- �b�i�m�/�B�2�b �r�?�B�+�? �`�2�b�m�H�i�b ���`�2 �#���b�2�/ �Q�M �i�?�2 �Q�T�B�M�B�Q�M �Q�7 �2�t�T�2�`�i�b �r�2�`�2
�2�t�+�H�m�/�2�/�X �h�?�B�b �B�b �B�M �H�B�M�2 �r�B�i�? �i�?�2 �b�m�;�;�2�b�i�2�/ �T�`�Q�+�2�/�m�`�2 �#�v �E�B�i�+�?�2�M�?���K �(�R�R�8�) �i�Q ���+�+�2�T�i ���H�H �H�2�p�2�H�b �Q�7 �2�p�B�/�2�M�+�2�-
�2�t�+�2�T�i �7�Q�` �H�2�p�2�H �8�- �r�?�B�+�? �+���M �#�2 �2�t�+�H�m�/�2�/ �B�7 �i�?�2�`�2 ���`�2 �� �`�2���b�Q�M���#�H�2 �M�m�K�#�2�` �Q�7 �b�i�m�/�B�2�b �i�?���i �+���M �#�2 ���b�b�B�;�M�2�/
�i�Q �H�2�p�2�H �R �i�Q �9�X �� �i�Q�i���H �Q�7 �k�j ���`�i�B�+�H�2�b �r�2�`�2 �2�t�+�H�m�/�2�/ �B�M �i�?�B�b �b�i�2�T�- �H�2���p�B�M�; �R�8�3 ���`�i�B�+�H�2�b�X
�P�7 �i�?�2�b�2 �R�8�3 ���`�i�B�+�H�2�b�- �3�j �+�Q�M�i���B�M�2�/ �`�2�b�m�H�i�b �7�`�Q�K �[�m���M�i�B�i���i�B�p�2 �m�b�2�` �b�i�m�/�B�2�b�X �h�?�2 �Q�i�?�2�` �d�8 ���`�i�B�+�H�2�b�- �/�2�b�+�`�B�#�B�M�;
�[�m���H�B�i���i�B�p�2 �b�i�m�/�B�2�b �U�2�X�;�X�- �b�2�K�B�@�b�i�`�m�+�i�m�`�2�/ �Q�` �m�M�b�i�`�m�+�i�m�`�2�/ �B�M�i�2�`�p�B�2�r�b�V �Q�` �b�i�m�/�B�2�b �B�M �r�?�B�+�? �M�Q �/���i�� �7�`�Q�K �m�b�2�`�b
�r���b ���b�b�2�b�b�2�/ �U�2�X�;�X�- �K�2�`�2 �K���i�?�2�K���i�B�+���H �2�p���H�m���i�B�Q�M�b �Q�7 �i�2�+�?�M�B�+���H �b�Q�H�m�i�B�Q�M�b�V�- �r�2�`�2 ���H�b�Q �2�t�+�H�m�/�2�/�X

��



�h�?�B�`�i�v�@�2�B�;�?�i �Q�7 �i�?�2 �`�2�K���B�M�B�M�; �3�j ���`�i�B�+�H�2�b �+�Q�M�i���B�M�2�/ �b�i�m�/�v �`�2�b�m�H�i�b �7�`�Q�K �2�B�i�?�2�` �`�2�;�`�2�b�b�B�Q�M ���M���H�v�b�2�b �Q�` �b�i�`�m�+�i�m�`���H
�2�[�m���i�B�Q�M �K�Q�/�2�H�b �/�2���H�B�M�; �r�B�i�? �i�?�2 �`�2�H���i�B�Q�M�b�?�B�T �Q�7 �p���`�B�Q�m�b �p���`�B���#�H�2�b �r�B�i�? ���i �H�2���b�i �Q�M�2 �Q�7 �i�?�2 ���#�Q�p�2 �K�2�M�i�B�Q�M�2�/
�T�`�B�p���+�v ���b�T�2�+�i�b�, ���i�i�B�i�m�/�2�- �+�Q�M�+�2�`�M�b�- �T�2�`�+�2�B�p�2�/ �`�B�b�F�- �#�2�?���p�B�Q�` ���M�/ �#�2�?���p�B�Q�`���H �B�M�i�2�M�i�B�Q�M�X �h�?�2�b�2 �j�3 ���`�i�B�+�H�2�b
�+�Q�M�b�i�B�i�m�i�2 �i�?�2 �}�M���H �b�2�i �Q�7 ���`�i�B�+�H�2�b �B�M�+�H�m�/�2�/ �B�M �i�?�2 �T�`�2�b�2�M�i �`�2�p�B�2�r�X �� �K���D�Q�`�B�i�v �Q�7 �i�?�2 �B�M�+�H�m�/�2�/ �b�i�m�/�B�2�b �U�j�R�V
�B�b �T�m�#�H�B�b�?�2�/ �B�M �D�Q�m�`�M���H�b�c �?�Q�r�2�p�2�`�- �b�B�t �Q�7 �i�?�2 �b�i�m�/�B�2�b ���`�2 �T�m�#�H�B�b�?�2�/ �B�M �+�Q�M�7�2�`�2�M�+�2 �T�`�Q�+�2�2�/�B�M�;�b�X

���������� �4�X�D�O�L�W�\ �$�V�V�H�V�V�P�H�Q�W

�A ���b�b�2�b�b�2�/ �i�?�2 �K�2�i�?�Q�/�Q�H�Q�;�B�+���H �[�m���H�B�i�v �Q�7 �i�?�2 �B�M�+�H�m�/�2�/ �b�i�m�/�B�2�b ���+�+�Q�`�/�B�M�; �i�Q �i�?�2 �[�m���H�B�i�v ���i�i�`�B�#�m�i�2�b �7�Q�` �b�m�`�p�2�v
�`�2�b�2���`�+�? �T�`�Q�T�Q�b�2�/ �#�v �J���H�?�Q�i�`�� ���M�/ �:�`�Q�p�2�` �(�R�8�8�)�- ���b �2�t�+�2�T�i �7�Q�` �Q�M�2�- ���H�H �Q�7 �i�?�2 �B�M�+�H�m�/�2�/ �b�i�m�/�B�2�b �`�2�H�v �Q�M
�[�m�2�b�i�B�Q�M�M���B�`�2�@�#���b�2�/ �b�m�`�p�2�v�b�X �h�?�2 �7�Q�m�`�i�? �+�`�B�i�2�`�B�Q�M �U�ó�A�b ���M�v �7�Q�`�K �Q�7 �i�`�B���M�;�m�H���i�B�Q�M �m�b�2�/ �i�Q �+�`�Q�b�b �p���H�B�/���i�2
�`�2�b�m�H�i�b�\�ô�V �r���b �+�Q�M�b�B�/�2�`�2�/ ���b �B�`�`�2�H�2�p���M�i �7�Q�` �b�m�`�p�2�v �b�i�m�/�B�2�b ���M�/ �i�?�2�`�2�7�Q�`�2 �2�t�+�H�m�/�2�/�X �A �2�p���H�m���i�2�/ �i�?�2 �7�m�H�}�H�H�@
�K�2�M�i �Q�7 �i�?�2 �[�m���H�B�i�v �+�`�B�i�2�`�B�Q�M�b �#���b�2�/ �Q�M �i�?�2 �Q�`�B�;�B�M���H �/�2�}�M�B�i�B�Q�M�b ���M�/ �Q�M �i�?�2 �7�m�`�i�?�2�` �/�2�i���B�H�B�M�; �/�2�p�2�H�Q�T�2�/ �#�v
�a�Q�K�K�2�b�i���/ �2�i ���H�X �(�k�y�N�)�X �1���+�? �b�i�m�/�v �r���b �`���i�2�/ �B�M�/�2�T�2�M�/�2�M�i�H�v �#�v �i�?�`�2�2 �`�2�p�B�2�r�2�`�b�X �.�B�z�2�`�2�M�+�2�b �B�M �i�?�2 �`���i�B�M�;
�r�2�`�2 �b�Q�H�p�2�/ ���7�i�2�`�r���`�/�b �i�?�`�Q�m�;�? �;�`�Q�m�T �/�B�b�+�m�b�b�B�Q�M�X ���H�i�?�Q�m�;�? �A �/�B�/ �M�Q�i �2�t�+�H�m�/�2 ���M�v �b�i�m�/�v �Q�M �i�?�2 �#���b�B�b �Q�7 �B�i�b
�[�m���H�B�i�v �`���i�B�M�;�- �i�?�2 �`�2���/�2�` �B�b �B�M�p�B�i�2�/ �i�Q �2�p���H�m���i�2 �i�?�2 �T�`�2�b�2�M�i�2�/ �`�2�b�m�H�i�b �r�B�i�? �`�2�b�T�2�+�i �i�Q �i�?�2 ���+�+�Q�`�/�B�M�; �b�i�m�/�v
�[�m���H�B�i�v�X �h�?�2 �`�2�b�m�H�i�b �Q�7 �i�?�2 �[�m���H�B�i�v ���b�b�2�b�b�K�2�M�i ���M�/ �i�?�2 �[�m���H�B�i�v �+�`�B�i�2�`�B�Q�M�b �+���M �#�Q�i�? �#�2 �7�Q�m�M�/ �B�M ���T�T�2�M�/�B�t
���X �A ���H�b�Q �+�Q�M�/�m�+�i�2�/ �T�Q�r�2�` ���M���H�v�b�2�b �7�Q�` �i�?�2 �B�M�+�H�m�/�2�/ �b�i�m�/�B�2�b�- �m�b�B�M�; �:�S�Q�r�2�` �(�e�9�) �7�Q�` �i�?�2 �`�2�;�`�2�b�b�B�Q�M ���M�/
�i�?�2 �S�G�a�@�#���b�2�/ �a�1�J ���M���H�v�b�2�b ���M�/ �6�`�2�2 �a�i���i�B�b�i�B�+�b �*���H�+�m�H���i�Q�`�b �(�k�R�y�) �7�Q�` �i�?�2 �+�Q�p���`�B���M�+�2�@�#���b�2�/ �a�1�J ���M���H�v�b�2�b�X
�a�B�M�+�2 �M�Q�M�2 �Q�7 �i�?�2 �B�M�+�H�m�/�2�/ �b�i�m�/�B�2�b �7���B�H�b �i�Q ���+�?�B�2�p�2 �b�m�{�+�B�2�M�i �T�Q�r�2�` �U� �X�3�V�- �A �/�B�/ �M�Q�i �2�t�+�H�m�/�2 �b�i�m�/�B�2�b �#���b�2�/
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�� �H�Q�b�b �Q�7 �+�Q�M�i�`�Q�H ���M�/ �2�t�T�`�2�b�b �+�Q�M�+�2�`�M�b ���#�Q�m�i �i�?�2 �m�b���;�2 �Q�7 �i�?�2�B�` �/���i�� �#�v �Q�i�?�2�`�b �r�B�i�?�Q�m�i ���m�i�?�Q�`�B�x���i�B�Q�M �(�j�d�)�X
���+�+�Q�`�/�B�M�; �i�Q �i�?�B�b �?�v�T�Q�i�?�2�b�B�b�- �i�?�2 �T���`���/�Q�t�B�+���H �#�2�?���p�B�Q�` �B�b �+���m�b�2�/ �#�v �i�?�2 �7���H�b�2 �7�2�2�H�B�M�; �Q�7 �+�Q�M�i�`�Q�H �Q�p�2�` �i�?�2
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