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Abstract. Piece in Hand method is a security enhancement method
for Multivariate Public Key Cryptosystems (MPKCs). Since 2004, many
types of this method have been proposed. In this paper, we consider the 2-
layer nonlinear Piece in Hand method as proposed by Tsuji et al. in 2009.
The key point of this method is to introduce an invertible quadratic poly-
nomial map on the linear combination of plaintext variables to construct
perturbation of the original MPKC. Through our analysis we find that
the security of the enhanced scheme is mainly relying on the quadratic
polynomials of the auxiliary map. The two examples used for this map
by Tsuji can not resist the Linearization Equation attack. Given a valid
ciphertext, we can easily get a public key which is equivalent to the
original MPKC. If there is an algorithm that can recover the plaintext
corresponding to a valid ciphertext of the original MPKC, we can con-
struct an algorithm that can recover the plaintext corresponding to a
valid ciphertext of the enhanced MPKC.

Keywords: Multivariate Public Key Cryptosystems, Quadratic Polyno-
mials, Algebraic Cryptanalysis, Linearization Equations, Piece in Hand.

1 Introduction

Multivariate public key cryptosystems (MPKCs) are promising candidates to
resist the quantum computer attack. Their security is based on the difficulty
of finding solutions of systems of multivariate quadratic (MQ) equations over a
finite field, which is an NP-hard problem in general.

Since 1988, many MPKCs have been proposed, such as MI [MI88], HFE [Pat96],
MFE [WYHO06], TTM [Moh99], Rainbow [DS05b] etc. However, many of these
schemes have shown to be insecure [Pat95,DHNO7,NHLO6]. In order to enhance
the security of MPKCs, many enhancement methods were proposed. There
are plus/minus [PGC98], internal perturbation [Ding04], Extended Multivariate
public key Cryptosystems (EMC) [WZW11] etc. SFlash [PCGO01], which com-
bined the MI scheme with the minus method, was broken by Dubois et al. using
differential attacks [DFSS07]. PMI [Ding04] and IPHFE [DS05a], which com-
bined internal perturbation with the MI and HFE scheme, respectively, were
also broken by differential attacks [FGS05,DGS07]. Extended Multivariate pub-
lic key Cryptosystems (EMC) can not really enhance the security of the original



MPKC because we can find a public key equivalent to the original one from the
public key of EMC.

Piece in Hand (PH) method is another security enhancement method introduced
and studied in a series of papers [TTF04,TTF06,FTT08,TTF09]. In [TTF09],
Tsuji et al. proposed the 2-layer nonlinear Piece in Hand method. For this, they
introduced two vectors of polynomials: an auxiliary polynomial vector H and a
perturbation polynomial vector J. The perturbation polynomial vector is used
to add perturbation to the original MPKC. And the auxiliary polynomial vector
is constructed to be efficiently invertible which will be used in decryption.
Because the information of the auxiliary polynomial vector is part of the public
key, the security of the whole scheme relies on the structure of this vector. In
the paper, the authors give two examples of this vector, called Hy and Hj.

In this paper we show that both H; and Hs satisfy Linearization Equations
(LEs) of the form

Zaijxiyj +Zbixi+chyj +d: 0, (1)
where z; are the plaintext variables and y; are the ciphertext variables.

After finding all the LEs and substituting a valid ciphertext into these equa-
tions, we can get a system of linear equations in the plaintext variables. By
solving this system, we can represent some plaintext variables by linear combi-
nations of other plaintext variables. Hence, we can do elimination on the public
key using these representations. And we can perform a similar analysis on the
eliminated public key to check whether or not there are some LEs satisfied by
the simplified public key. In the case of Hy, given a valid ciphertext, we can,
after two eliminations on the public key, find a public key equivalent to the
original MPKC. In the case of Hs, given a valid ciphertext, we can achieve the
same goal using three eliminations on the public key. This means that Piece in
Hand method using these two auxiliary polynomial vectors can not enhance the
security of the original MPKCs. So, we must be very careful when designing the
auxiliary polynomial vector of PH method.

The paper is organized as follows. In Section 2 we give a brief description of
MPKCs and Linearization Equations. Section 3 introduces the 2-layer nonlinear
Piece in Hand method. In section 4, we present our cryptanalysis. Finally, in
Section 5, we conclude the paper.

2 Preliminaries

2.1 Multivariate Public Key Cryptography

To build a multivariate public key cryptosystem, one starts with an easily in-
vertible map F' : F" — F™ (central map). To hide the structure of F in the



public key, one combines it with two invertible affine maps T" and U. Therefore
the public key has the form

E:F"—>F" y=(y1,..-,ym) = E(x1,...,2n) =T o FolU(xy,...,2,) (2)

2.2 Linearization Equations

Let
y= (y11y27"'7ym) = E($1,$27...,$n)

be the encryption function of an MPKC, & = (21, 22,...,2,), ¥ = (Y1,Y2, - -+, Ym)
be the plaintext variables and the ciphertext variables in the MPKC, respec-
tively. A Linearization Equation (LE) is an equation in the n + m variables
T1,22,5 oy Ty Y1,Y2, - - - » Ym Of the form

n,t l
Z aijxigj(ylﬁyQP'wy’rn)+chfk(y1ay27"'7y’rﬂ)+d:0' (3)

i=1,j=1 k=1

where fr, 1 <k <1, g;, 1 < j <, are polynomial functions in the ciphertext
variables. The highest degree of g;, 1 < j <[ is called the order of the LE.
For example, a first order Linearization Equation (FOLE) looks like

Z i Y5 + Z bix; + Z ¢y +d = 0. (4)
i=1 j=1

i=1,j=1

Note that, given a valid ciphertext y' = (y1, 5%, ..,4.,), we can substitute it
into equation (3) to get a linear equation in the plaintext variables. By finding
all these equations we get a linear system which can be solved by Gaussian
Elimination. After having found a solution, we can do elimination on the public
key.

3 2-layer Piece In Hand Method

In this section we describe the general construction of the 2-layer nonlinear Piece
in Hand method. Hereby we use the same notation as in [TTF09].

Let £ : F* — F™ be the public map of a multivariate public key encryption
scheme and [ be a positive integer.

To enhance the security of the original MPKC, the inventors of the 2-layer non-
linear Piece in Hand method introduced an auxiliary polynomial vector H and
a perturbation polynomial vector J. The auxiliary polynomial vector H is con-
structed with the products of two random linear polynomials h; and h;, where
the functions h; can be expressed as h; = Z?Zl aijz (i=1,...,)witha;; €g F.
The perturbation polynomial vector J is a vector with {(I — 1)/2 components
constructed from the polynomials h;h; (1 <14 < j <1). Note that the polynomial
components of the vector H are designed to be easily invertible for decryption.
Therefore, one can use the vector H to compute the values of h; (i = 1,...,1)



and sequentially calculate the value of the vector J. By doing so, one gets an
enhanced public key E : F* — F™* of the form

~ E(xy,...,xn) +DJ

E(xl,...,xn):B< (1 CH) ) (5)
where B is an (m + 1) x (m + 1) invertible matrix over F, D is an m X @
matrix over F, and C is an [ x [ invertible matrix over F.

Secret key: The secret key includes the following:

the secret key of the underlying MPKC;
— the matrices B,C and D;

— the auxiliary polynomial vector H;

— the perturbation polynomial vector J.

Public key: The expression of function E.

Encryption: Given a plaintext vector & = (},...,2,)7, calculate

Y =W ) = BT

Decryption: Given a valid ciphertext y' = (yi,...,y,, +Z)T, decryption includes
the following steps:

(1) Compute v’ = (v{,... ,v;nH)T =B Y(y;,... ,y;nH)T;

(2) Compute H=C~' (v}, ,4,...,v},,,)" and get the values of h; (i =1,...,1);

(3) Compute the value of J by substituting the values of h; (i = 1,...,1) into
its components;

(4) Compute & = (z4,...,2,)T = B (v|—djy, ..., v, —djm)T, where (dj1, ... ,djm)T =
DJ.

Examples for the auxiliary vector H and the perturbation vector J

In [TTF09], the authors gave two examples for the choice of the auxiliary vector
H, denoted by H; and Hs, respectively.

hiho + oy
haohs + o
hshy + as
hihy + ay
= hihs + as (6)

hihi—1 + o1
hih; + oy

with randomly chosen field elements «; (i =1,...,1).
Apparently, given the value of the vector (uy,...,u;), we can use the first three
equations to get



. ((m — ar)(us — a3)>5 o

(u2 — az)
and then get the values of ho, hs, ..., h; in turn.
For the auxiliary map Hj, the value [ is fixed to 15. We have

hihs + oy
hahs + oo
hahg + a3
hahs + a4
h5h1 + (6759
hE + hihs + o
h% + hshs + a7
H; = (uy,...,u15)" = h3 + hsho + as (8)
hg + hohy + ag
h%O + h4h1 + 10
hihio + heh11 + a1
hohg + hrhia + a2
hshs + hgh1s + a13
hah7 + hohi4 + 1y
hshe + highis + s

where q;€gF (i = 1,2,...,1). Similar to Hy, H can be easily inverted.
The perturbation vector J used in [TTF09] is given as follows:

hiho + 31
hihs + (32

hihy + Bi—1
o , hahs + 0
J = (J1,J2s -5 Jia-1)/2) = )

hohy + Bai—3
hahs + (212

hi—1hi + Bia—1y/2
where 8;€gF (i =1,2,...,1(1—1)/2).

4 Cryptanalysis of the 2-layer PH Method

Although the perturbation polynomial vector J can hide the weak point of the
underlying MPKC scheme, the security of the enhanced scheme depends mainly
on the design of the vector H. Bad design of the vector H will bring some
new security problems to the scheme. Both vectors H; and H, are not properly



chosen to enhance the security of the underlying scheme, since they satisfy Lin-
earization Equations. In this section, we present the cryptanalysis of the 2-layer
nonlinear Piece in Hand (PH) method with auxiliary polynomial vector H; and
H,, respectively.

Given a valid ciphertext y" = (y1,...,%,,,;)" , our goal is to find its correspond-
ing plaintext. Namely, we have to solve the following system:

)T

y1 = Ei(zq,...,2p)
: (10)

y;nH = m+l($1a ce ,In)

4.1 Case of H;

Through theoretical analysis, we find that the system F satisfies Linearization
Equations, which are brought in by the vector Hj. Given a valid ciphertext,
after finding all FOLEs, we can find the corresponding plaintext easily.

4.1.1 Linearization Equations

In the expression of the polynomial vector Hy, we have
ur = hiha + a1, uz = hahg + g,
hence,
h3(u1 — oq) = hl(u2 — OZQ). (11)
Since the matrices B and C' are invertible, the elements u; (i = 1,...,1) can be
expressed by linear equations in the ciphertext variables, namely u; = Z;”:tl tiiV;
(1 =1,...,1). Analogously we get h; = Z;.l:l ai;z; (1 =1,...,0). Hence equa-

tion (11) implies that the plaintext variables z1,...,z, and ciphertext variables
Y1, - - -, Ym+1 Satisfy an equation of the form:
n,m+l n m-l
Z Q35 T:Y5 + Z bll'l + Z CilY; + d=0. (12)
i=1,j=1 i=1 j=1

This equation is exactly a FOLE. Similarly, from each of the pairs h;(u; — ;) =
hi(uj —aj) (1 <1< j<li+#2) and the pair hi(u2 — ag) = ha(uz — as), we
can get an additional FOLE. Hence there exist at least (I —2)(I —1)/24 1 linear
independent Linearization Equations of type (12).

To find these FOLEs, we randomly generate Dy > n(m +1)+n+m+1+1
plaintext/ciphertext pairs and substitute them into equation (12). By doing so
we get a system of D; linear equations in the n(m+1) +n+m+1+ 1 unknowns
aij, b;, c; and d which can be solved by Gaussian Elimination. We denote the
solution space by V and its dimension by D. Hence, we derive D linearly inde-
pendent equations of type (12) in the plaintext and ciphertext variables.



The work above depends only on the public key and can be done once for a
given public key.

By substituting the given ciphertext y’ = (yi,...,9,,;) into the Lineariza-
tion Equations found above we get D linear equations in the plaintext variables.
Let’s assume that t; of these equations are linearly independent and denote the
n — t; dimensional solution space by S7.

4.1.2 First Elimination

We can substitute the t; equations found above into the public key E of the
2-layer nonlinear PH scheme. By doing so, we can eliminate ¢; equations from
E. Therefore we get a simplified public key E’ of the form

y; :E;(’U}l,.n,wn—h) 1
{1<j<m+l -

4.1.3 Second Elimination

In the practical instance of the paper [TTF09], the characteristic of the under-
lying field F was chosen to be 2. Using this property, we can find another type
of Linearization Equations satisfied by all plaintext/ciphertext pairs in Sj.

Firstly, we denote by u}, i = 1,...,1 the value of u; corresponding to the given

ciphertext y' = (1, -+, ¥rni1)-
Applying this to (6), we have

u'l = hihs + a1
u’2 = hohs + ao
ug = hghl + a3
uﬁl = h1h4 + oy
wh = hahs + 05 (14)

w_y =hihi—1 + g4
’LL; = h1h; + o

Note that the Linearization Equations found during the previous step are, re-
gardless of this substitution, still satisfied.
According to relations similar to equation (11), we have



’LL(*OL
he = 2—2hy

Uqg—3
hg = =22 p,
u —o
h4 — ’U.%—OL4 . u2—o¢2 1
Uy —ay u — Q3
. u}fa5 u;’faz (15)
hy = W05 U=z

’
ui—a1  uf—as

! ’

hl up—Qr | up—ap
/7 !

uj—a1  uj—as

By substituting (15) into (6), we get

_ uy—azp2
ul_u a3h + aq

_ Us—2 . u2 a2 12
U2 = o W—as hi 4+ as

— UpT @242
Uz = W —on hl + a3
uh—ou  uh—a
Uy = At 2Ry gy (16)

u}fal u — Q3
_ u57a5 . u2 a9 2
Us = uj—a1  uj—as h tas

7 !’
U . Uy — Q2 2
up = ul—a1  uf—oas hl ta

Due to u; = Z;njll tiyy; (i =1,...,0) and h; = 377 aja; (i = 1,...,1) and
using the fact that squaring is a linear operation on a field of characteristic 2, we
have at least one equation of the following form satisfied by ciphertext variables

and the remaining plaintext variables.

m1 n—ty _

aj -y + bi-w?+¢=0
jgl ! J 7,; (17)
V’LU1,. vy Wn—ty cF
It is easy to solve the above linear system for the a;, 5 and ¢. Let (a4 % ) , dgsll,
135”7 e 7527)“ &), 1 < p <1 be a basis of the solution space of the system (17).
Set
m+l 1/2

Z NEN2 (Z pac yHE(”)) —0 a8)

= .

1<p<li
For any (x1,...,2,) € Si, the corresponding vector (wr,...,w,—,) satisfies
(18). Therefore we represent at least one variable of wy,...,w,_4, as a lin-

ear equation in the remaining variables. Denote the remaining variables by
U17 A 7’U’I’L7t171‘

Substituting this linear expression into the system (13), we can get a new public
key with (n —¢; — 1) unknowns, denoted as

v, :E;.’(vl,...,vn_tl—l) 19
{1§j§m+l ' e



4.1.4 Eliminating Perturbation

Furthermore, after two eliminations on the public key, the vector J becomes a
constant vector, namely, the perturbation of Piece in Hand method is eliminated.
The reason for this is shown as follows. From (16), we have

- ((ua — o) (uf — o@)“ (20)

uh — ag

Substituting (20) and (15) into (9), the vector J becomes a constant vector on
F. For example,
J1=hihg + B = uy — a1 + B,

. U — o) — o
Jit1 = haha + Biia = (( 2 uIZ)_(cj i
3 3

) + Bit1.

Hence, the public key E” of equation (19) is equivalent to the public key of the
underlying MPKC scheme.

If there exists an algorithm which recovers the plaintext corresponding to a
valid ciphertext for the underlying MPKC scheme, we can therefore find the
values of the variables vy, ..., v,_t,—1 corresponding to the valid ciphertext y’ =
(Y15 -+ Ypupr)- Using the linear equations found during the two eliminations
above, we can recover the values of the remaining plaintexts variables.

4.2 Case of H,

Let y' = (y1,--.,¥nt15) be a valid ciphertext of the Piece in Hand MPKC
with auxiliary map Hs. Again we want to find the corresponding plaintext x’ =
(x},...,2,) by solving the system (10).

Similarly to the case of H; we can get, from the first five equations in (8), five
FOLEs between u; and h; (1 <i <5):

hs(ul - al) = hl(u2 - 042)
h4(U2 - OZQ) = hz(u3 - C¥3)
hs(us — az) = ha(ug — ay)
hi(us — aq) = ha(us — as)
hQ(U5 — 015) = h5(u1 - 041)

Apparently, these five equations are linearly independent. Hence, we can get at
least five Linearization Equations satisfied by plaintext variables and ciphertext
variables of the form (12).

Using the same method as in Subsection 4.1, we can find all Linearization Equa-
tions of this form. And after substituting the valid ciphertext, we can get at least
four linearly independent linear equations in the plaintext variables. Then, we do
the first elimination on the system (10). Suppose we eliminated ¢; > 4 variables
in the system. Denote the remaining plaintext variables by w,...wp—¢, and let

Yy = E}(wl,...,wn,tl)
{1§j§m+15 ' (1)



be the simplified public key.

Using a similar method as in Subsection 4.1, we can perform two additional
eliminations on the system (21). Due to the limitation of paper size, we omit the
details of this part here. We will present them in the full version of this paper.
But we should point out the following facts.

For the public key E]’ (w1,...,Wn—t, ), plain- and ciphertext variables satisfy
equations of the form

m+l n—ty _
D djyi+ Y biwl +é=0. (22)
j=1 i=1

By substituting the ciphertext y’ into these equations, we can find t5 > 6 linear
equations in the plaintext variables. We can therefore eliminate to variables from
the public key. After this elimination, the simplified public key has the form

i =EY(v1, ... Uty —t,) (23)
1<j<m+15 '

The public key E” satisfies equations of the form

m-+15 n—ti—tz _

iyt >, bicvi+é=0. (24)
j=1 i=1

By substituting the ciphertext y’ into these equations, we can find t3 > 5 lin-
ear equations in the variables v1,...,Vn_t,—t,. Thereforel we can eliminate t3
variables from the system (23) and get a new public key E" of the form

y; —_ E~§-H(U1, ey U'rl—tl—tz—ts) (25)
1<j<m+15 '

For the public key E", the vector J becomes a constant vector. Hence, E" is
equivalent to the public key of the underlying MPKC. As in Subsection 4.1 we
can therefore, under the assumption that there exists an algorithm which, for
the underlying MPKC, finds for a given ciphertext the corresponding plaintext,
construct an algorithm which, for any given ciphertext y’ = (y1,...,¥4,415) of

/

the PH scheme, recovers the corresponding plaintext x’ = (2f,...,z).

4.3 Complexity and Experimental Verification

In our concrete attack scenario we set F = GF(256) and m = n = 25. As the
underlying MPKC we used the C* scheme of Matsumoto and Imai [MI88]. We
implemented the Piece in Hand cryptosystem in two different ways using H;
(with [ = 8) and Hy as auxiliary map respectively. For our attack we chose
randomly a valid ciphertext y' = (y,...,¥;,4;) € F™*. Our goal was to find
the corresponding plaintext x' = (z4,...,z]) € F™.

10



Case of H; In the first step we computed 900 (> n(m-+1)+n+m+1+1 = 884)
plaintext/ciphertext pairs and substituted them into the Linearization Equation
of type (12). We did Gaussian Elimination on a linear equation system with
n(m+1)+n+m+1+1 unknowns and found a basis of all FOLEs. The complexity
of Gaussian Elimination is equal to (n(m + 1) +n 4+ m + [ + 1)® operations on
the finite field F. In our experiments,

(n(m+1)+n+m-+1+1)% =884% < 230,

And we found that the dimension of the space spanned by all FOLEs is D =
(1—2)(1—1)/2=22.

Computing the plaintext/ciphertext pairs and solving this large linear system
proved to be the most time-consuming step of our attack. In our experiments, it
took about 70 seconds, where it took about 68 seconds on generating the plain-
text/ciphertext pairs and about 2 second on the Gaussian Elimination. This step
has to be performed for each public key only once.

After substituting the ciphertext y’ into these equations we obtained 7 linear
equations in the plaintext variables. We denote the 18 dimensional subspace sat-
isfying these equations by S7.

In the second step we computed 100 plaintext/ciphertext pairs where the plain-
text was randomly chosen in S; and substituted them into the Linearization
Equation of type (17). By doing so, we got 15 linearly independent equations
of the form (17). By evaluating equation (18), we got 1 linear equation in the
plaintext variables. We denote the 17 dimensional subspace of 57 satisfying this
equation by Ss. For the elements of Sy, the map J became constant.

We substituted the 8 linear equations found in the previous steps into the public
key and obtained a new public key E” of 33 equations in 17 variables, which
proved to be of the form of a C* public key.

In the last step of the attack, we attacked the new public key E” with the Lin-
earization Equation attack of Patarin [Pat95]. We computed 500 plaintext /ciphertext
pairs and substituted them into the Linearization Equation of type (12). By do-
ing so, we got 25 linear independent equations of type (12). After substituting
the ciphertext y’ we obtained 17 linear equations in the plaintext variables which
enabled us to reconstruct the plaintext x’.

The running time of the whole attack was about 90 seconds.

Case of Hy In the first step we computed 1100 (> (n(m+15)+n+m+15+1) =
1066) plaintext/ciphertext pairs and substituted them into the Linearization
Equation of type (12). We solved the resulting linear system for the variables
aij,b;,c; and d to find a basis of all FOLEs. The complexity of this step is equal
to 10663 < 231, Tt took about 104 seconds in our experiments, where it took
about 102 seconds on generating the plaintext/ciphertext pairs and about 2 sec-
ond on the Gaussian Elimination. This step has to be performed for each public
key only once.

By doing so, we found 5 linear independent Linearization Equations. After sub-
stituting the ciphertext y’ into these equations we obtained 4 linear equations in

11



the plaintext variables. We denote the 21 dimensional subspace satisfying these
equations by Sj.

In the second step we computed 100 plaintext/ciphertext pairs where the plain-
text was randomly chosen in S; and substituted them into the Linearization
Equation of type (22). By doing so, we got 14 linear independent equations of
form (22). After substituting the ciphertext y’, we got 6 linear equations in the
plaintext variables. We denote the 15 dimensional subspace of S satisfying these
equations by Ss.

In the third step we computed again 100 plaintext/ciphertext pairs, where the
plaintext was chosen randomly in S5 and substituted them into the Lineariza-
tion Equation of type (24). We obtained 25 linear independent equations. By
substituting the ciphertext y’ into these equations, we got 5 linear equations in
the plaintext variables. We denote the 10 dimensional subspace of Sy satisfying
these equations by Ss. For the elements of S3, the map J became constant.

We substituted the 15 linear equations found in the previous steps into the pub-
lic key and obtained a new public key E of 40 equations in 10 variables, which
proved to be of the form of a C* public key.

In the last step of the attack, we attacked the new key E’ with the Lineariza-
tion Equation attack of Patarin. We computed 500 plaintext/ciphertext pairs
and substituted them into the Linearization Equation of type (12). By doing so,
we obtained 25 linear independent equations. After substituting the ciphertext
y’ we got 10 linear equations in the plaintext variables which enabled us to re-
construct the plaintext x’.

The running time of the whole attack was about 127 seconds.

All experiments are performed on a server with 24 AMD Opteron processors
and 128 GB RAM. However, for our experiments we used only a single core.
The attack was programmed in Magma code and required about 120 MB of
memory. The algorithms of the attack are listed in appendix of this paper.

Remark. Most of the time in our attack is consumed in generating the plain-
text/ciphertext pairs. Therefore, with a more sophisticated implementation of
the Piece in Hand scheme, the running time of our attack can be decreased
drastically.

5 Conclusion

In this paper, we presented the cryptanalysis of two examples of the 2-layer non-
linear Piece in Hand method. Both examples do not really enhance the security
of the underlying MPKC because they can not resist Linearization Equation at-
tacks. From this paper, we find that the security of the 2-layer nonlinear Piece
in Hand method depends mainly on the construction of the auxiliary polynomial
vector H. We should therefore design the auxiliary polynomial vector H in such
a way that it resists existing attacks.

12
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Appendix: The algorithms of our attack

Algorithm 1 Cryptanalysis of 2-layer nonlinear Piece in Hand with auxiliary
map of form H;

Input: public key E of Piece in Hand, ciphertext y’ € F**!
Output: corresponding plaintext x’ € F"

1: Compute Dy > n- (m +1) +n+m + [ + 1 plaintext/ciphertext pairs (x¥ /y®).

2: Compute all Linearization Equations of the form 3 ai;z:y; + > bizi +Y ¢y +d =
0. This can be done once for a given public key.

3: Substitute the ciphertext y’ into the linearization equations and find ¢; linear
equations in the plaintext variables. Denote the solution space of these equations
by Sl.

4: Compute Dy > (m~+1)-(n—t1) plaintext /ciphertext pairs (x /y ). The plaintexts
are chosen from S;. _ _

5: Compute for ¢ = 1,..., D2 equations of the form > ajyy) + 3005 (QUJ(-Z))2 +d=0.
Solve this system for a;, b; and d. Denote the basis of the solution space by B.

6: By substituting the ciphertext y’ one gets for the elements of B linear equations
in the plaintext variables of the form > bjl-/Q:c; + (X ajy; +d)'/? = 0. There will
be t2 linear independent ones. Denote the solution space of these equations by So.
For the elements of Sz the maps J and H; become constants.

7: Substitute the linear equations found in steps 3 and 6 into the public key. The sim-
plified public key will have the form of a public key of the underlying multivariate
scheme.

8: Use an attack against the underlying MPKC to recover the plaintext x’.
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Algorithm 2 Cryptanalysis of 2-layer nonlinear Piece in Hand with auxiliary
map of form Hy

Input: public key E of Piece in Hand, ciphertext y’ € F*t
Output: corresponding plaintext x’ € F"

1:
2:

10:

11:

Compute D1 > n - (m +1) +n+m+ [ + 1 plaintext/ciphertext pairs (x( /y®).
Compute all linearization equations of the form )" a;jziy;+> . bixi+) . ¢;jy;+d = 0.
This can be done once for a given public key.

: Substitute the ciphertext y’ into the linearization equations and find ¢; linear

equations in the plaintext variables. Denote the solution space of these equations
by Sl.

: Compute Dy > (m~+1)-(n—t1) plaintext/ciphertext pairs (x /y(®). The plaintexts

are chosen from Si.

: Compute for i = 1,..., Dy equations of the form S a;5'" + 3 b; (:c;i))2 +d=0.

i
Solve this system for a;, b; and d. Denote the basis of the solution space by Bj.

: By substituting the ciphertext y’ one gets for the elements of B; linear equations

in the plaintext variables of the form bJI-/Q:U; + (X a;y; +d)'/? = 0. There will
be t2 linear independent ones. Denote the solution space of these equations by Sa.

: Compute D3 > (m +1) - (n — t1 — t2) plaintext/ciphertext pairs (x*,y®). The

plaintexts are chosen from Ss.

: Compute for i =1, ..., D3 equations of the form } ajyj(-i) +> bjl‘;i) +d = 0. Solve

this system for a;, b; and d. Denote the basis of the solution space by Bs.

: By substituting the ciphertext y’ one gets for the elements of By linear equations

in the plaintext variables of the form 3 bjm; + > ajc; + d = 0. There will be ¢3
linear independent ones. Denote the solution space of these equations by Ss. For
the elements of S35 the maps J and H2 become constant.

Substitute the linear equations found in steps 3, 6 and 9 into the public key.
The simplified public key will have the form of a public key of the underlying
multivariate scheme.

Use an attack against the underlying MPKC to recover the plaintext x’.
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